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Summary  
 

 

 

 

Nowadays, flexible electronic cooperation paradigms are required for core business 
processes to meet the speed and flexibility requirements dictated by fast-changing 
markets. These paradigms should include the functionality to establish the formal 
business relationship required by the importance of these core processes. The business 
relationship should be established in an automated, electronic way in order to match 
the speed and flexibility requirements mentioned above. As such, it should 
considerably improve on the ineffectiveness and inefficiency of traditional contracting 
in this context. The result of the establishment should be a detailed electronic contract 
that contains a complete specification of the intended cooperation between 
organizations. Electronic contracts should contain a precise and unambiguous 
specification of the collaboration at both the conceptual and technological level.  

Existing commercial software solutions for business-to-business contracting provide 
low level of automation and concentrate solely on the automated management of the 
contract enactment. However, in the modern, dynamic, business settings, an e-
contracting system has to support high automation of the e-contract establishment, 
enactment, and management. 

In the thesis, the business, legal, and technological requirements for the development 
of a highly automated e-contracting system are investigated. Models that satisfy these 
requirements and that can be used as a foundation for the implementation of an 
electronic contracting system are defined.  

First, the thesis presents the business benefits introduced to companies by highly 
automated electronic contracting. Next, a data and process analysis of electronic 
contracting is presented. The specification of electronic contracts and the required 
process support for electronic contract establishment and enactment are investigated. 
The business benefits and data and process models defined in the thesis are validated 
on the basis of two business cases from on-line advertising, namely the cases of on-
line advertising in “De Telegraaf” and “Google”. Finally, the thesis presents a 
specification of the functionalities that must be provided by an e-contracting system. 
A conceptual reference architecture that can be used as a starting point in the design 
and implementation of an electronic contracting system is defined.  

The work in the thesis is conducted on the intersection of the scientific areas of 
conceptual information and process modeling and specification on the one hand and 
distributed information system architecture modeling on the other hand.  
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Samenvatting 
 

 

 

 

Vandaag de dag zijn flexibele paradigma's voor electronische samenwerking een 
vereiste in core business processen om te kunnen voldoen aan de vraag naar snelheid 
en flexibiliteit in snel veranderende markten. Deze paradigma's moeten de 
functionaliteit bevatten om de formele zakenrelaties aan te gaan die passen bij het 
belang van deze kernprocessen. Deze zakenrelaties moeten geautomatiseerd en 
electronisch kunnen worden aangegaan om de eerder genoemde snelheid en 
flexibiliteit te kunnen bereiken. Geautomatiseerde, electronische 
contractonderhandelingen moeten een aanzienlijke verbetering opleveren ten aanzien 
van de ineffectiviteit en inefficiëntie van het traditionele contracteren in deze context. 
Het resultaat van het contracteren moet een gedetailleerd electronisch contract zijn, 
waarin een volledige specificatie van de geplande samenwerking tussen de betrokken 
organisaties is vastgelegd. Electronische contracten moeten een precieze en 
eenduidige specificatie van de samenwerking bevatten. 

Bestaande commerciële softwareproducten voor business-to-business contracteren 
bieden slechts een zeer beperkte vorm van automatisering en concentreren zich 
voornamelijk op geautomatiseerd beheer van de uitvoering van het contract. Echter, in 
een moderne, dynamische bedrijfsomgeving moet een e-contract systeem 
functionaliteit bieden voor een hoog niveau van automatisering van zowel de 
afsluiting, uitvoering, als het beheer van het contract. 

In dit proefschrift worden de bedrijfs-, juridische en technologische eisen onderzocht 
die gesteld moeten worden aan de ontwikkeling van een sterk geautomatiseerd 
systeem voor electronische contracteren. Tevens worden er modellen beschreven die 
aan al deze eisen voldoen en die gebruikt kunnen worden als basis voor de 
implementatie van een e-contract systeem. 

Allereerst worden de voordelen beschreven die bedrijven ondervinden door het 
gebruik van geautomatiseerde contractonderhandelingen. Vervolgens wordt de data- 
en procesanalyse van electronische contracten gepresenteerd. De specificatie van 
electronische contracten en de daarbij vereiste procesondersteuning voor electronische 
contractafsluiting en -uitvoering worden daarna onderzocht. De gedefinieerde 
bedrijfsvoordelen en data- en procesmodellen in dit proefschrift worden geëvalueerd 
aan de hand van twee praktijkvoorbeelden in on-line adverteren bij de bedrijven "De 
Telegraaf" en "Google". Tenslotte wordt een specificatie van de functionaliteit 
getoond die door een e-contracting systeem geboden moet worden. Hierbij wordt een 
conceptuele referentiearchitectuur gedefinierd die gebruikt kan worden als beginpunt 
voor het ontwerp en de implementatie van een electronisch contracterende systeem. 

Het werk dat in dit proefschrift gepresenteerd wordt is uitgevoerd op het kruispunt 
van de vakgebieden van “conceptuele informatie- en proces-modellering en 
specificatie”, en “modellering van gedistribueerde informatiesysteem-architecturen”. 
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Chapter 1 

Introduction 
 
 
 

1. Electronic trading 
Information technology has been used in companies to improve the efficiency and 
effectiveness of the internal business processes for many years. At the early stages of 
development of information technology, the benefits of its implementation were 
spreading only to the boundaries of the organizations. Communications between 
companies were handled in a person-to-person manner or through traditional 
communication technologies (mail, phone, and fax). With the advent of information 
technology, computers have become connected in networks and could be used to 
exchange messages internally as well externally, between organizations. This revealed 
the opportunity for trading between companies supported by information technology. 
As defined by Wigand [116], electronic commerce is any form of economic activity 
conducted via electronic connections. The first significant shift in electronic 
commerce was the development of EDI (Electronic Data Interchange) for the 
exchange between companies of structured messages that can be automatically 
interpreted by internal information systems. While the EDI standard introduced 
efficient communication channels between companies, its implementation was not 
widely accepted due to its high installation costs, lack of flexibility, and technological 
limitations (no binary files could be attached to messages, dedicated infrastructure, 
etc.) [93]. However, EDI revealed part of the potential of electronic trading and was 
an impetus for the introduction of information systems that support flexible trading 
relations. With its low installation costs, Internet became the backbone for the 
exchange of messages between organizations. Thus, electronic commerce over 
Internet became a low cost undertaking. Furthermore, with its technological flexibility 
and extensibility, Internet allowed a wide range of applications and standards to be 
developed and widely used over it. This set of factors, allowed companies to trade 
over Internet on a wide scale, in an efficient and effective manner, benefiting from the 
newly emerging technological and business paradigms.  

 

2. Electronic contracting 
Since the very beginning of human history, people have been exchanging values. 
Traditionally, an exchange could take place after an agreement on the exchange was 
reached. The concept of agreement on the exchange of values is nowadays known as a 
“contract”. Contracts between value exchanging sides have been adopted to specify 
the exchanged values and the rights and obligations of the participants. As defined by 
Reinecke [94], “A contract is a legally enforceable agreement, in which two or more 
parties commit to certain obligations in return for certain rights”. Value exchanges 
do not always go as agreed among the contracting sides. Deviations can be caused by 
intentional or unintentional misbehavior of the contracting sides or by unexpected 
events (often referred to as “Act of God” events). To protect the contracting sides 
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from any violations of an established contract, numerous clauses are added to the 
contract content that define the procedures and the conditions for the exchange, the 
possible deviations and the way these should be addressed. Depending on the context, 
a contract can be a single page or can reach several hundred pages. It can be 
established after short negotiations or can be drafted for months before accepted by all 
involved sides.  

A contract can be formed either orally or in writing. However, if deviations occur 
during the contract performance, the written form of a contract significantly facilitates 
its enforcement. In certain contexts, contract formation and contract enforcement can 
take place only when the contract is in a written form (e.g. real estate transactions). To 
explicitly show the consent of a contracting side with a contract, and to prevent fraud 
attempts, an authorized person from each contracting side signs the contract. 
Furthermore, third parties (not involved in the contract) can be used to witness the 
contract formation, certify the contract, etc. A notary is a popular third party in many 
countries that is used to certify the establishment of contracts.  

Nowadays, contracts are an indispensable tool in business exchanges. In business-to-
business relationships ‘all economic production and exchange processes are organized 
through contracts. Contracts are the instruments and the means for the organization of 
exchange relations’ [117]. As discussed in Section 1, information technology plays a 
vital role in the improvement of the efficiency and effectiveness of trading relations. It 
allows companies to establish trading relations with partners from different world 
regions in pursue of the best trading opportunities in the best possible moment. In 
addition, it introduces new business paradigms like on-line advertising [106] and 
dynamic service outsourcing [43], [51]. Negotiation, establishment, and management 
of paper-based contracts are time consuming processes that require substantial labor 
effort. Paper contracting requires many communications (which might require 
traveling), legal and business expertise, constant monitoring of the contract 
performance, etc. The slowness and the high costs of traditional, paper-based, written 
contracting diminish the benefits introduced by information technology. Furthermore, 
slowness and high costs lead to non-applicability of paper contracts for the support of 
the newly emerging business paradigms that are based on dynamism and automation 
of trading relations. Thus, in trading relations supported by modern information 
technology, traditional, paper contracts become an inefficient and ineffective 
instrument for legal protection of companies.  

For the support of contract establishment and enactment in a dynamic and automated 
business environment, automated handling of contracts (electronic contracting/e-
contracting) is required. Electronic contracting aims at using information technologies 
to significantly improve the efficiency and effectiveness of paper contracting, 
allowing in this way companies to support the newly emerging business paradigms 
while still being legally protected. However, the development of an e-contracting 
information system presents many technological, business, and legal challenges. 
Legal aspects of electronic trading have already been addressed in the legislation of 
many countries. Though still far from perfect, legal frameworks for electronic 
contracting already exist and efforts for their improvement are made [99]. However, 
research efforts on the business and technological aspects of electronic contracting 
have been only at a high level of abstraction or have addressed specific business 
settings and are not sufficient for the development of e-contracting systems in general 
business settings. Existing commercial solutions for business-to-business electronic 
contracting provide low level of automation and concentrate solely on the automated 
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management of the contract enactment. The research work presented in this thesis 
addresses the technological and business issues in e-contracting, taking into 
consideration the existing European legislation on e-contracting.  

 

3. Research design 
This section describes the research goals of the thesis, the research approach that is 
used, and the concrete research steps that have been performed for achieving the 
defined goals.  

 

3.1. Research goals  

The thesis has four main goals: 

1. The first goal of this work is to present the main business incentives for the 
introduction of a highly automated e-contracting system in an enterprise (G1).  

2. The second goal is to identify the main technological and business requirements 
on a highly automated e-contracting system (G2).  

3. The third goal is to provide conceptual models that satisfy the identified 
requirements and that facilitate the development of a highly automated e-
contracting system (G3).  

4. The forth goal is to demonstrate the value of the research results presented in the 
thesis (G4).  

 

3.2. Research approach and research steps 

The research approach is based on clear separation of concerns of the research goals 
that were set.  

To state the business drivers for companies for the implementation of e-contracting 
(see G1), the benefits introduced to companies by e-contracting are identified.  

To address the e-contracting system requirements identification and to provide models 
for their fulfillment in an e-contracting system (see G2 and G3), the research work 
follows the well-known analysis and design pattern of software development [73]. 
First, in the data and process analysis, the specification of electronic contracts and the 
required process support for electronic contract establishment and enactment are 
investigated. Requirements on the e-contracting process and e-contracts are defined 
and models that satisfy these requirements are elaborated. Next, in the design phase, a 
reference architecture of an e-contracting system is designed. The research work 
related to G2 and G3 is conducted on the intersection of the scientific areas of 
conceptual information and process modeling and specification on the one hand and 
distributed information system architecture modeling on the other hand.  

For the evaluation of the research results (see G4), two techniques are used. The 
models from the analysis phase are evaluated through a business case. The reference 
architecture is evaluated on the basis of compliance of the architecture with accepted 
architectural design principles. 
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The research approach can be expressed in concrete form through a number of 
research steps (RS) that lead to the achievement of the goals. The list of steps is as 
follows: 

1. Performing a survey of the domain of electronic contracting (RS1).  

This step gives a clear picture of the already existing research findings and 
standardization efforts and provides evidence for the existing problems for the 
development of a highly automated e-contracting system. 

2. Elaboration of a general framework that contains the main e-contracting concepts 
and the relations between them (RS2).  

The framework defines the conceptual space of the domain of e-contracting. The 
terminology defined in the framework is used for the description of the main 
business drivers for companies for implementation of e-contracting (see RS3). 
The framework is used for the requirements analysis of e-contracting systems (see 
RS4 and RS5) and for the analysis of the e-contracting reference architecture (see 
RS6).  

3. Identification and description of the e-contracting business paradigms (RS3).  

This step leads to the achievement of the first research goal (G1). 

4. Identification of e-contracting process requirements and design of a conceptual 
model of the e-contracting process (RS4).  

5. Identification of e-contract content requirements and of the language constructs 
required in an e-contract specification language and design of a conceptual e-
contract model (RS5).  

6. Identification of requirements on a conceptual reference architecture for e-
contracting and design of a conceptual reference architecture for e-contracting 
(RS6). 

Steps 4-6 lead to the achievement of the second and third research goals (G2, G3). 

7. Evaluation of the general framework, e-contracting paradigms, process model, 
contract model, and of the reference architecture (RS7). It contains the following 
sub-steps: 

A. applying the general framework for the analysis of the business case; 

B. applying the e-contracting paradigms on the business case and demonstrating 
the relevance of these paradigms; 

C. applying the process model for the design of an e-contracting process 
specification in the business case;  

D. designing an example e-contract language and applying it for the specification 
of a sample e-contract from the business case; 

E. evaluating the application of the architectural design principles in the design 
of the reference architecture. 

This step leads to the achievement of the last research goal (G4).   

Next, the structure of the thesis is presented. As can be noticed, it closely follows the 
list of research steps.  
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4. Structure of the thesis  
Chapter 2 presents an extensive overview of the existing research work and 
standardization efforts in the area of e-contracting (related to RS1). Chapter 3 presents 
the main e-contracting concepts and the relations between these concepts (related to 
RS2). This model is named the “4W framework”. Chapter 4 describes the driving 
business forces for the adoption of electronic contracting by companies (related to 
RS3). In Chapter 5, two business cases are presented. The first case is used 
throughout the thesis with an illustrative purpose, as well as to evaluate research 
findings (i.e., it is used for RS7A, RS7B, RS7C, RS7D). In Chapter 5, the 4W 
framework is used for the analysis of the case (related to RS7A). Furthermore, in 
Chapter 5, the implementation of e-contracting and the expected benefits are 
discussed in the context of this business case (related to RS7B). The second case is 
used to demonstrate that the predicted new business opportunities for the companies 
involved in the first business case will indeed increase their competitive advantage 
(related to RS7B). Chapter 6 presents the requirements on an e-contracting process, an 
e-contracting process model, and a methodology for constructing of e-contracting 
process specifications (related to RS4). The process model and the process 
specification methodology are applied in the first business case to define an e-
contracting process specification (related to RS7C). Chapter 7 presents the 
requirements on the e-contract content, the e-contract model, and the requirements on 
the e-contracting language (related to RS5). An example e-contracting language is 
created and is applied for the definition of a sample e-contract (related to RS7D). In 
Chapter 8, the research findings from Chapters 3-7 are used for the design of an e-
contracting reference architecture (related to RS6). The architecture evaluation is 
based on the achievement of certain architecture design goals (related to RS7E). In 
Chapter 9, conclusions on the thesis are presented.  

As already mentioned, the structure of the thesis follows the order of the research 
steps defined in Section 3.2. An exception is the distribution of the evaluation 
research step (RS7), i.e., the evaluation of research results is done right after the 
description of the research findings.    

 

5. Contributions and demarcations 
In this section, a summary of the main contributions of the thesis is presented. 
Depending on the research goals and research approach, different research domains 
can be involved in the research on e-contracting. The research work presented in the 
thesis is demarcated from the work performed in a number of closely related research 
domains. The choices made to define the research boundaries are discussed.   

 

5.1. Contributions of the thesis 

From a business point of view, the work presented in the thesis allows companies to 
identify the benefits from implementation of e-contracting in their businesses. The 
thesis provides a deep view on e-contracts and e-contracting processes. This 
knowledge is used for the identification of the functional and quality requirements on 
an e-contracting system. Based on the identified requirements, a conceptual reference 
architecture for e-contracting is defined. Thus, from a technological point of view, the 
work presented in the thesis facilitates the development of e-contracting systems by 
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providing basic requirements on their functionalities and qualities and fundamental 
guidelines for their development.  

The research work presented in this thesis builds on top of the existing research 
findings in the domain of e-contracting and extends the existing knowledge on e-
contracting. It is a step towards the introduction of e-contracting by companies.  

 

5.2. Demarcations 

This thesis does not explicitly address research questions related to the negotiation of 
e-contracts. The domain of contract negotiations is of highly complex nature and 
requires dedicated research work. It is separately addressed in the research work of a 
number of research groups. In this thesis, where appropriate, references to existing 
research work on e-contract negotiations are made. 

Two information systems that support electronic contracting of two contracting 
companies must interpret e-contracting terms in a common way. Specification of the 
conceptual knowledge in a domain is a topic addressed by the ontology research 
community. An agreement reached by contracting companies on the usage of a 
concrete ontology in their contracting relationship means that companies have reached 
an agreement on the semantics of the e-contracting terms and activities. In e-
contracting, the semantics of the terms used in an e-contract can be agreed on a 
relationship basis (an ontology that is agreed upon and used only by the companies 
involved in the relationship), or on a community basis (e.g., a standard ontology 
accepted by all companies in a specific trading domain). Though of major importance 
for e-contracting, the elaboration and specification of ontologies is a topic that does 
not require explicit attention in the development of an e-contracting information 
system. For this reason, this topic is only briefly addressed in this thesis.  

Another important note that has to be made is on the number of contracting 
companies. In most trading scenarios, two companies agree on a contract that defines 
their business relation. In a limited set of scenarios, contracting among three or more 
companies may take place. This thesis investigates the basic case of electronic 
contracting between two contracting companies. There are two reasons for that.  First, 
the case of contracting between two companies is the fundamental scenario. The 
results obtained for e-contracting between two companies can be easily extended to 
address e-contracting among three or more companies. Second, often in scenarios that 
involve three or more trading companies, bilateral contracts between each of the 
companies are still the preferred way for specification of the business relationship. 

 

6. Publications 
Chapters 2-7 are based on a number of publications (a journal publication, conference 
proceedings, and technical reports). The work presented in Chapter 8 is in a 
submission procedure for a journal publication. 

• Chapter 2 is based on [9]: S. Angelov and P. Grefen. B2B e-contracting: a survey 
of existing projects and standards. TI/RS/2003/119. 2003.  Telematica Instituut. 
Telematica Instituut technical reports. 

• Chapter 3 is based on [10]: S. Angelov and P. Grefen, "The 4W framework for 
B2B e-contracting," International Journal of Networking and Virtual 
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Organisations, vol. 2, no. 1, pp. 78-97, 2003. (an earlier version appeared in [6]: 
S. Angelov and P. Grefen, "A conceptual framework for B2B electronic 
contracting," in Camarinha-Matos, L. M. (ed.) Collaborative Business Ecosystems 
and Virtual Enterprises, IFIP TC5/WG5.5 Third Working Conference on 
Infrastructures for Virtual Enterprises (PRO-VE'02), May 1-3, 2002, Sesimbra, 
Portugal Kluwer, 2002, pp. 143-150.) 

• Chapter 4 is based on [11]: S. Angelov and P. Grefen, "The business case for B2B 
e-contracting," Proceedings of the 6th international conference on Electronic 
commerce (ICEC’04), Delft, The Netherlands, 25-27 October New York, NY, 
USA: ACM Press, 2004, pp. 31-40.  

• Chapter 6 is based on [7]: S. Angelov and P. Grefen, "Support for B2B e-
contracting - the process perspective," in Marik, V., Camarinha-Matos, L. M., and 
Afsarmanesh, H. (eds.) Knowledge and Technology Integration in Production and 
Services: Balancing Knowledge in Product and Service Life Cycle, IFIP 
TC5/WG5.3 Fifth IFIP/IEEE International Conference on Information 
Technology for Balanced Automation Systems in Manufacturing and Services 
(BASYS'02), September 25-27, 2002, Cancun, Mexico Kluwer, 2002, pp. 87-96. 

• Chapter 7 is based on [12] and [13]: S. Angelov and P. Grefen. Requirements on a 
B2B e-contract language. WP 140. 2005.  Eindhoven University of Technology. 
Beta Working Paper; S. Angelov, S. Till, and P. Grefen, "Dynamic and secure 
B2B e-contract update management," Proceedings of the 6th ACM Conference on 
Electronic Commerce, June 05 - 08, 2005, Vancouver, BC, Canada, New York, 
NY, USA: ACM Press, 2005, pp. 19-28. 

• Chapter 8 is partly based on [13]. 
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Chapter 2 

Related Work 
 
 
This chapter presents the academic and industry research results and the 
standardization efforts in the area of business-to-business e-contracting. First, the 
current e-commerce standardization efforts are presented. Next, summaries and 
discussions on a selected set of research papers on e-contracting are provided.  
 
 
 

1.   Introduction 
The goal of this chapter is to present an overview of the state of the art of business-to-
business electronic contracting. It presents both the standardization efforts related to 
it, as well as a selection of publications on this topic. This chapter does not claim 
completeness. Rather, it tries to give a representative overview of the field.  

First, an overview of the current state in the process of standardization of e-commerce 
components that are related to electronic contracting is provided. The goal of the 
overview is to present a short introduction to and to provide a classification of the 
main standardization efforts and the consortia leading these efforts. Standardization in 
electronic trading (and in electronic contracting in particular) is a major requirement 
for interoperability between the information systems of trading parties. However, 
standardization efforts must be accompanied by a detailed analysis of the 
requirements on an information system for electronic contracting. For this reason, 
next, summaries of a collection of research papers that investigate the support for 
electronic contracting by information systems are presented. These papers provided 
the foundation for the research work presented in this thesis. The papers are grouped 
according to the domain of their origin. A domain is considered to be a group of 
people (team) that work together on the e-contracting topic. Thus, usually papers from 
one domain originate from one university or research centre. The papers from one 
domain are presented in temporal order, starting from the first one published in this 
domain. Some of the papers are discussed in greater details in the context of specific 
research findings presented in the sequel of the thesis. Such papers are only briefly 
described in the following overview and references to the respective chapters are 
made.  

Finally, conclusions on the existing research and standardization efforts in the domain 
of e-contracting are made. The existing problems for the implementation of an e-
contracting system are identified and related to the research work presented in this 
thesis.  

As already mentioned in Chapter 1, business negotiations are of complex nature and 
require high flexibility from the supporting information systems. Consequently, 
research on contract negotiations requires substantial efforts and dedicated attention. 
For this reason, the research domain on business negotiations has evolved separately 
from the research on e-contracting. The research problems in the domain of business 
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negotiations are not addressed in detail in this chapter. Where appropriate, references 
to existing research results on e-contract negotiations are made.   

 

2. E-commerce standardization efforts 
New initiatives and consortia emerge and new standards are proposed over and over 
again. This makes the elaboration of a complete standards classification a challenging 
task. In this section, an incomplete classification of standardization activities is 
provided. The goal of this section is to describe the major standardization efforts and 
the supporting standardization bodies. First, an introductory discussion on the process 
of standardization in electronic trading is presented. Next, the major standardization 
consortia and standardization efforts are described.  

 

2.1. On standardization processes 

There are several general benefits (valid for the whole IT industry) of applying 
standards, i.e., reduced uncertainty, reduced consumer lock-in, and competition in the 
market versus competition for the market (companies are not making efforts for 
establishing new markets but for service development and improvement in one 
common market) [101]. Currently, there are many initiatives that aim to set standards 
at different levels of the trading process (the so-called standard wars). In the 
standardization processes, different strategies are exercised. We can see large 
companies establishing consortia aiming to strengthen their positions on the market. 
For example, IBM and Microsoft have joined their efforts in proposing the WSDL 
standard (see Section 2.2.2), implementing the strategic rule “before engaging in a 
standard battle form an alliance with your would-be rival” [101].  

Business standardization is an effort of establishing standards that is driven and 
managed by the business. Usually the business standardization efforts are a reaction to 
the market demands and are concentrated on the market aspects and issues. The 
research done is oriented towards fast implementation and user accessibility. This 
inevitably leads to neglecting possible future requirements. Once adopted, such a 
standard often has outdated features at the very moment of its adoption.  

In addition to the standardization efforts driven and managed by the business world, 
in the field of commerce, the UN Economic Commission plays a special role. The UN 
Economic Commission in the face of UN/CEFACT (United Nations Centre for Trade 
Facilitation and Electronic Business) supports the elaboration of commonly accepted 
commercial standards that comply with the existing legal frameworks. This is an 
example of the so-called “formal standard setting”. The common complaints about the 
formal standard setting process are that it is too slow, too political, does not use the 
best technology, etc. However, as trading is considered as a very sensitive and easily 
disrupted sphere, this is the only one successful standardization body that has already 
provided standards for contracting, e.g., the UN/EDIFACT 1  – an international 
standard, supported by trading companies in many countries and approved as an ISO 
(International Organization for Standardization) standard. Many standard exchange 
messages were provided in this standard, most focused on transportation and finance. 

                                  
1 http://www.unece.org/trade/untdid/welcome.htm 
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The first approved universal message was the invoice (see United Nations Directories 
for Electronic Data Interchange for Administration, Commerce and Transport1). By 
starting such investments globally, trade facilitation has the greatest impact but takes 
longer time to achieve. The return of the efforts, on the other hand, is received at 
national and company levels when the measures are implemented. While usually such 
global standards are endangered if there is no long-lasting sponsor, in this particular 
case the UN/CEFACT can stand behind these standards and provide the necessary 
popularity, lawfulness and stability - factors that influence standardization processes. 
Attempt in this direction is the ebXML standardization initiative (see Section 2.2.2). 

 

2.2. Classification of standardization activities2 

In this section, some of the major standardization frameworks and the consortia that 
govern them are listed. In addition, in Appendix A, standardization efforts that aim at 
standardization of a single element (a protocol, language, etc.) are provided. The 
significance of these smaller standardization efforts is lower as standardization of e-
contracting requires simultaneous standardization of a stack of elements.  

 

2.2.1. Consortia and organizations 

A list of the major consortia and organizations in the area of e-commerce 
standardization and innovative solutions follows. This list depicts the organizations 
that stand behind some of the most popular initiatives and activities in this field. 
However, some of the existing standardization efforts are supported by large 
companies like IBM, Microsoft, Sun, etc. without forming an explicit consortium. A 
number of other consortia and organizations that are of lower importance for the 
standardization efforts in the domain of e-contracting are listed in Appendix A.  

• UN/CEFACT is the United Nations body, which mandate covers worldwide 
policy and technical development in the area of trade facilitation and electronic 
business. Headquartered in Geneva, it has developed and promoted many 
solutions for the facilitation of global business processes including UN/EDIFACT, 
the international EDI standard. It supports the development and implementation of 
open interoperable, global standards and specifications for electronic business.  

 URL: www.unece.org/cefact/  
Importance of the organization for e-contracting standardization: High. 

• OASIS is a non-profit consortium that drives the development, convergence and 
adoption of e-business standards. OASIS supports the establishment of worldwide 
standards for security, Web services, XML conformance, business transactions, 
electronic publishing, topic maps, and interoperability within and between 
marketplaces. 

 URL: www.oasis-open.org 
Importance of the organization for e-contracting standardization: High. 

                                  
1 http://www.unece.org/trade/ 
2 In the description of the standardization efforts and bodies, text description from their official 
web sites has been used. 
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• RosettaNet is a self-funded, non-profit organization. It is a consortium of major 
Information Technology, Electronic Components and Semiconductor 
Manufacturing companies working to create and implement industry-wide, open 
e-business process standards. This standardization effort aims at aligning 
processes between supply chain partners on a global basis (see Section 2.2.2).  

 URL: http://www.rosettanet.org 
Importance of the organization for e-contracting standardization: High. 

• Accredited Standards Committee (ASC) X12 and Data Interchange 

Standards Association (DISA). ASC X12 develops standards for inter-industry 
electronic interchange of information. It develops, maintains, interprets, publishes 
and promotes the proper use of American National and UN/EDIFACT 
International Electronic Data Interchange Standards. DISA is a non-profit 
corporation that serves as the secretariat for ASC X12.  

 URL: ASC X12 http://www.x12.org/  
 URL: DISA http://www.disa.org/ 
 Importance of the organization for e-contracting standardization: Medium. 
 

2.2.2. Complete frameworks 

A list of proposed e-commerce standardization frameworks follows. Each framework 
contains a set of standardization efforts (modeling methods, conceptual architectures, 
protocols, languages, etc.) that target at achieving interoperability between 
organizations. Interoperability between companies is a major requirement in e-
contracting and for this reason these frameworks are of high importance for e-
contracting.  

• ebXML standards. The United Nations body for Trade Facilitation and 
Electronic Business (UN/CEFACT) and the Organization for the Advancement of 
Structured Information Standards (OASIS) have joined forces to initiate a 
worldwide project called ebXML. ebXML aims at providing a framework that 
allows companies to exchange business messages, conduct trading relationships, 
communicate data in common terms and define and register business processes in 
a standard way. ebXML is built on the base of the experience collected from other 
global e-commerce standards like EDI and Open-EDI. The ebXML framework 
provides standards for the complete set of e-commerce elements like message 
format, protocols, process specification, etc. 
URL: ebXML http://www.ebxml.org  

• Web Service standards. A standardization process that is running parallel to the 
ebXML standardization effort is the so-called Service Web approach. This 
approach resulted from the necessity of web applications to interact with each 
other in a dynamic web environment. Because of this necessity, several standards 
are under development. These standards taken together should provide the 
required application integration. Simple Object Access Protocol (SOAP) is a 
protocol specification for exchanging messages across Internet and for invoking 
methods, resident on arbitrary servers. In order to invoke remote services, a 
standard description for these services is required. Web Services Description 
Language (WSDL) is a standard for description of web services. WSDL is used to 
define the services that can be invoked and the requirements for their invocation, 
thus defining the content of a SOAP message. UDDI (Universal Description, 
Discovery, and Integration) addresses the location of the web services. It is used to 



Related work 

13 

define registries, where service providers can register their services and service 
consumers can look them up. The Business Process Execution Language for Web 
Services (BPEL4WS) provides a language for the formal specification of business 
processes and business interaction protocols. Web Service Level Agreement 
(WSLA) addresses the need for specification in measurable terms of the 
agreement on the service delivered by a web service provider to a web service 
consumer. The Web Service Policy (WS-Policy) framework is designed to support 
the specification of policies of web services.  
URL: http://www.w3.org/2002/ws/  

URL: http://www.research.ibm.com/wsla/ 

• RosettaNet standards.  The RosettaNet consortium (see Section 2.2.1) provides a 
number of standards that facilitate the electronic exchange of business messages 
between partners. Fundamental for the RosettaNet stack of standards are the 
Partner Interface Processes (PIPs). A PIP is a specification that aligns the business 
processes between the trading companies. The RosettaNet Implementation 
Framework (RNIF) defines the packaging, routing, and transport of messages 
defined in the PIPs.   

 URL: http://www.rosettanet.org/  
 
The provided standardization efforts can complement each other (for example, 
RosettaNet intents to support the ebXML Messaging Service Specification). In other 
words, these standardization efforts do not exclude their mutual employment, 
combining complete general frameworks with industry-specific languages and 
protocols.  

 

3. Research on e-contracting 
This section presents abstracts of a collection of papers that are related to e-
contracting research1. The papers are grouped in domains. Each sub-section presents 
the papers published in one domain. The following domains are investigated: 
Queensland University and Distributed Systems Technology Centre (DSTC), 
University of St. Gallen, Twente University and Eindhoven University of Technology, 
IBM Research Division, Hewlett-Packard Laboratories, University of Hamburg, 
King's College London, Brunel University, and Imperial College of Science, 
Technology and Medicine. At the end of the sub-sections, for domains with a broader 
list of publications on e-contracting, short summaries are provided. The last sub-
section contains abstracts of papers that resulted from different domains less active in 
e-contracting. Based on the description of the work performed in the main e-
contracting research domains, a summary of the main topics addressed in the e-
contracting research and of the existing research findings is provided in the 
conclusions of this chapter. At first reading, readers may directly proceed to the 
conclusions of the chapter. For a more detailed description of the existing research 
results on e-contracting, readers may return to this section at any time.   

 

                                  
1 A text extracted from the papers is used sometimes for their description. Figures used as 
illustrations to the research work are published in these papers. 
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3.1. Queensland University and Distributed Systems Technology 

Centre 

Five papers that have authors from the domain of Queensland University and DSTC 
are discussed in this section. A number of other papers from this domain can be 
related to e-contracting as well. However, as they have smaller contribution to the 
area, they are not discussed.  
 

3.1.1. Supporting Business Contracts in Open Distributed Systems 

[77] 

By Milosevic, Z., Berry, A., Bond, A., and Raymond, K. (1995). 
Focus: E-contracting framework 

 
This paper is one of the first papers that identify the area of e-contracting as a research 
area. It presents fundamental research results on e-contracting that are the basis for the 
subsequent research work in this domain.  

The authors identify the lack at that time for specific support for inter-organizational 
business transactions and more specifically for business contracts. Based on this 
observation they define as their goal in the paper to develop a framework that can be 
used as a basis for the support of inter-organizational business transactions. The result 
is a Business Contract Architectural Framework (BCAF), which is the first attempt to 
provide a description of the concepts in the e-contracting domain and the relations 
between them. BCAF is aimed to cover the existing business practices in contracting 
as well as the new practices driven by the introduction of information technologies in 
the contracting process. The basic concepts identified in the BCAF are: 

• Contract domain: A contract domain is the context that sets certain 
requirements on the contract content and the contracting process. For example, 
the legislation in a geographical region can place restrictions on the contracts 
that are to be made in the boundaries of this region. The domain can be defined 
on a regional basis, on an industry-specific field of trade, etc.  

• Contract templates: A contract template is the base for a contract. According to 
the authors, it should contain the roles of the parties, the period of the contract, 
the nature of consideration (the obligations of each party to give something to 
each other), the obligations associated with each role, and the domain of the 
contract. This initial attempt of the authors to describe the standard structure of 
a contract is elaborated in [42].  

• Contract negotiation: Contract negotiation is described as the process in which 
contracting parties come to a mutual agreement on the contract content. 
Contract negotiation can be performed with or without the help of a third party.  

• Contract validation: Contract validation is the process of establishment contract 
validity according to several requirements. These requirements are the 
existence of an agreement between parties, considerations, competence 
(ensuring that parties entering into the contract are lawfully capable of 
agreeing and signing of contracts), and legal purpose of the contract.  

• Contract monitoring: Contract monitoring is the process of observing the 
activities performed by the parties. This process aims to guarantee that the 
performed processes are in accordance with the agreed contract.  
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• Contract enforcement: Contract enforcement is the process of persuading the 
contracting party that did not comply with the agreed contract to perform 
corrective actions.  

The BCAF is an important effort in the description of the various e-contracting 
dimensions. However, it has several shortcomings. First, due to the lack of substantial 
legal, business and economical base for its creation, the framework lacks 
completeness. Second, it lacks structure. Concepts describing e-contracting activities 
are intermingled up with concepts related to the contract content. Finally, it mixes 
concepts from the e-contracting domain with components that are required to support 
certain functionalities of an e-contracting system. It must be noted that this work tries 
to encompass the complete e-contracting process, i.e., both the contract establishment 
and contract enactment. In the next publications from this domain, the framework is 
described in more details and undergoes slight development.  

 

3.1.2. Electronic commerce on the Internet: What is still missing? 

[78] 

By Milosevic, Z., Bond, A.. (1995). 
Focus: E-contracting architecture 

 
This publication uses as a base the results from [77]. The research findings in this 
paper were widely referenced and used in the work of other e-contracting research 
domains, e.g., in [97], [28].  

The paper starts with a summary of the BCAF presented in [77] (in this paper it is 
renamed to Business Contract Framework). To provide an illustration for the temporal 
order of the e-contracting activities and for the involved parties, the authors present a 
general e-contracting scenario (see Figure 1). An important observation that is based 
on this example is that the described sequence of the activities is only one of the many 
possible scenarios. This observation, however, did not receive enough attention in the 
work of this and other e-contracting research domains (an exception is the work 
presented in [7]). In Figure 1, specific steps in the general e-contracting process are 
distinguished (i.e., contract establishment and contract enactment). As shown 
throughout this section, the process of establishing its own and the other company 
competency is missing in the work of other research domains. This step is followed by 
the negotiation and validation steps, which conclude the contract establishment. The 
contract enactment is separated into two phases, i.e., performance and post-
contractual activities. The post-contractual activities are not discussed. The schema 
assumes in an implicit way the participation of mediators (mentioned as “Others”).  
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Figure 1 - The contracting process [78] 

In this paper, the Business Contract Framework is described in more details. The 
framework contains a description of the roles of each of the components in the e-
contracting framework and the relationships between them. Thus, this framework can 
be considered as one of the first attempts to construct an e-contracting reference 
architecture.  

In the BCF (see Figure 2), the rules and policies specific for a given contract domain 
are stored in a Legal Rules Repository (LRR). A separate repository for the templates 
is described as well. In the repository, contract elements as well as different types of 
contracts are stored. It provides mechanisms for the manipulation of contract 
templates as well. The Contract Validator (CV) performs the contract validity 
checking procedures. The Contract Negotiator (CN) component supports the contract 
negotiations. Contract negotiation starts from a contract template that is further on 
refined by the parties (by selection of contract subtypes and actualization of contract 
element types) to a mutually agreed contract. The Contract Legality (CL) object is 
responsible for the checking of the legal purpose of the contract. To perform its tasks, 
the CL component uses information from the LRR. The Contract Monitoring (CM) 
object is used for the support of the contract monitoring. The CM has three major 
roles: to monitor the party activities, to record and measure actions and performance, 
and to deal with non-performance of parties. In case of improper behavior the CM 
informs the Contract Enforcer (CE) component. The contract enforcement can be 
done in three ways: pro-actively (through constraints provided in the contract), 
reactively (via auxiliary corrective measures aiming at minimizing the deviations 
from the contract), and post-contractually (by constraining future activities of that 
company in this domain). Contract enforcement is discussed in more details in [80]. 
The Contract Arbitrator (CA) has the role to evaluate the parties’ behavior and to act 
as a trusted third party (see again [80] for more details on this component). A Notary 
where contracts can be stored is another third party that is briefly mentioned. 
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Figure 2 - The contract architecture [78] 

 
In the sequel of the paper, the BCF is positioned in the context of the existing at that 
time information technologies (EDI, Internet).  
 

3.1.3. Business Contracts for B2B [42] 

By Goodchild, A., Herring, C., Milosevic, Z. (2000). 
Focus: Contract model  

 
This paper aims at defining an approach to the specification of electronic contracts 
needed in the business-to-business (B2B) domain. The process model presented in 
[78] (see Section 3.1.2) undergoes further development. Five e-contracting phases are 
identified (see Figure 3). 

 

Pre-contractual  Contractual   Ordering & Logistics  Settlement  Post-processing 

 

Figure 3 - The e-contracting phases 

The pre-contractual phase contains activities that are related to the identification of 
possible products/services and their suppliers. This phase, however, does not receive 
any attention in the research work in this domain. The contractual phase contains 
activities related to the contract establishment and validation. The ordering and 
logistic includes product/service delivery, settlement includes payment activities, and 
post-processing refers to trade statistics measurements. This separation of the e-
contracting process is unbalanced with respect to the level of abstraction of activities 
included in the separate phases and was not adopted in the research work of other 
research domains.  The focus in this paper is on the contractual phase. 

As defined in [77], each valid business contract must reflect four legal requirements, 
i.e., agreement, consideration, capacity, and legal purpose. These elements are 
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expressed in a contract through different contract clauses that cover items like the 
contracting parties, the definition and interpretation of terms, the jurisdiction, etc.  

Similar to [78] six basic components, needed to support an e-contracting process are 
identified.  

Based on the observations for the contract content and the Business Contract 
Framework, the authors define a contract model. The contract model elements are: 

• A preamble element. It outlines the parties involved in the contract and the 
nature of the exchanged values.  

• A clause element. Contract clauses are clustered in logical groups and provide 
description of the contracting terms and conditions.   

• An approval element. It provides the physical persons from each party that has 
approved the contract.  

• A digital signature element. These are the digital signatures of the contracting 
parties. 

• A policy specification element. Policy specifications are refinements of the 
contract clauses to a level that allows explicit specification of the rights and 
obligations of the contracting parties. The use of policy specifications was 
inspired by the Event-Condition-Action (ECA) paradigm and the ODP 
language. The use of policy specifications gets attention in a later publication 
from this domain as well [79].  

The preamble is equivalent to the Product description block and the Agents block in 
the SeCo container, proposed in [41]. The contract model proposed by the authors is 
too general. This hinders the identification of a contract structure that will allow 
automatic contract interpretation and reasoning about.  

XML is used to capture the contract structure presented in the contract model. The 
authors define an extension to the CBL contract concept (CBL is an XML-based 
language, see Appendix A) that includes the elements from the contract model. The 
embedding of the policies specifications in XML structures is presented.  

It must be noted that in this paper, the authors explicitly state that their goals are not 
only to provide a digital representation of the contract but to achieve high automation 
of the contracting process based on the digital representation of contracts. However, 
as discussed in the conclusions for this domain (see Section 3.1.5), the possibilities for 
automation are considered mostly in the management of the contracting processes.  
 

3.1.4. Discretionary Enforcement of Electronic Contracts [80] 

By: Milosevic, Z., Jøsang, A.., Dimitrakos, T., Patton, M.A. (2002). 
Focus: Enactment phase 

 
This paper concentrates on the e-contract enforcement aspects. E-contract 
enforcement is the set of mechanisms that ensure that contracting parties’ behavior 
complies with the behavior specified in the agreed contract. In cases of non-
compliance, contract enforcement aims at minimizing the effects of any occurring 
deviations.  Two types of e-contract enforcement approaches are identified, i.e., 
discretionary and non-discretionary. Non-discretionary enforcement provides 
preventive mechanisms for contract breaches, while discretionary enforcement 
provides control mechanisms that are applied when contracts have already been 
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breached. As traditional legal ways for contract enforcement are not sufficient for 
contract enforcement of electronic contracts (due to high costs and long time duration 
for resolutions of occurring disputes), the authors suggest several new mechanisms 
(alternative dispute resolution mechanisms) that can be used for the support of 
discretionary contract enforcement.  

The research work builds on the already discussed Business Contract Framework 
(renamed to Business Contract Architecture, see Section 3.1.2). The BCA is extended 
with several new components. A Notifier component caters for sending notifications 
between the contracting parties. In addition to the Contract Enforcer component (CE), 
a Discretionary Enforcement Moderator (DEM) component is defined. The Contract 
Enforcer enforces contracting parties in a non-discretion manner. The DEM 
component creates a statement for the extent of deviation of the contract breaking 
party. The authors propose the statement creation to be based on subjective logic. 
When the opinion statement is made, and there is a contract breach, the DEM takes 
the role of a Mediator. The Mediator is viewed as a possible refinement of the DEM 
component. It attempts to settle the dispute in the boundaries of the existing contract 
and if necessary with amendments to the contract. A second possible refinement of 
the DEM component is the Arbitrator. The Arbitrator becomes operative if the 
Mediator fails to reach settlement between parties, or if the breach is too serious for 
any mediation attempts to be made. The Arbitrator attempts to set a dispute resolution 
based on all possible evidences it can collect. In case the decision provided by the 
Arbitrator is rejected by one or more of the parties, the DEM tries to apply penalties to 
the non-compliant parties. If the non-compliant party rejects the penalties, the contract 
dispute is handled by traditional legal bodies and procedures. Figure 4 represents the 
different states a contract enforcement process can pass through.  

 

Figure 4 - State diagram for enforcing contracts [80] 

 
In addition, four new components supporting trust establishment are added to the 
BCA. The Guarantor component represents a third-party that acts as a guarantor that a 
party will fulfill its obligations during contract enactment. The Advisor component 
represents a third-party that can issue statements on the reliability of contracting 
parties. The Feedback Collection and Reputation Rating Center (FCRRC) component 
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collects evaluation data for the performance of the parties. Based on its data the 
Advisor can issue its statements.   

The paper ends with an example for e-contract enforcement, using subjective logic as 
a basis for forming an opinion on the level of contract breach and the responsible for 
that party.   

The extensions to the BCA presented in this paper are dictated by the need for a more 
sophisticated way for discretionary contract enforcement and more sophisticated trust 
measurement mechanisms.  
 

3.1.5. Conclusions 

The work presented in this section covers several years of research. Its main 
contribution to the e-contracting domain is the elaboration and the extension of the 
Business Contract Architecture. However, the described architecture is not based on a 
detailed e-contracting process model. This leads to incompleteness and weak 
motivation on the suggested components.  The briefly outlined e-contracting process 
in the initial publications [78], [42] does not discuss the information phase (see 
Chapter 6), which leads to omissions in the BCA. 

According to the work in this domain, a contract must reflect four e-contracting 
aspects, i.e., an agreement, considerations, capacity, and legal purpose. These aspects 
are represented through various clauses in contracts. The contract content is discussed 
in more details only in [42]. However, the level of detail in the presented contract 
model is too high to provide opportunities for automated contract establishment and 
more importantly automated contract enactment. In [74], an approach for formal 
modeling of the contracts is presented. The approach is based on deontic logic and its 
goals are similar to the goals discussed in [79]. This approach is discussed also in 
Section 3.7.  

Automation is discussed mostly in terms of contract management (e.g. monitoring, 
enforcement). In all papers from this domain, significant human involvement in the 
contract establishment and management is required. Currently the research work in 
this domain is conducted in the scope of the Elemental project1. A number of other 
papers were published recently in this domain as well (e.g.., [33], [79], [82]). Readers 
can to refer to them for the most recent work in this domain. 
 

3.2. University of St. Gallen and University of Zurich 

Two stages of the work in this domain can be observed. The work presented under the 
title Stage 1 dates since 1997-1998. Stage 2 comprises the period 1999-2000 and is 
related to the SeCo project2 (Secure Electronic Contracts). This separation is made 
due to the changes in the research directions. The domain members also change 
(papers’ authors), which leads to new concepts and visions on the field researched. In 
this chapter, three papers from Stage 2 are discussed, as they delivered the most 
significant research findings from this domain.   

 

                                  
1 http://www.dstc.edu.au/Research/elemental-ov.html 
2 SPP ICS Project N° 5003-54544 



Related work 

21 

3.2.1. The Management of Business Transactions through Electronic 

Contracts [97] 

By Runge, A., Schopp, B., Stanoevska-Slabeva, K. (1999) 
Focus: Contract framework 
 

This paper describes a solution for management of business transactions, considering 
contracts as the key object of all legally relevant actions in a business transaction. 
First, the authors briefly describe the media concept. The media concept is a platform 
that supports the operation of an organized community of agents. As an instance of 
the media concept is taken the business media. The business media is defined as an 
information space, which provides services necessary for generation and exchange of 
goods and values among the members of a business community. Based on the concept 
for business media, the authors suggest a Business Media Framework (BMF) (see 
Figure 5). 

 

Figure 5 - The Business Media Framework [97] 

 
Four layers are identified in the BMF: 

Community View. Elements of this view are the community agents and their 
knowledge, roles, intentions, and obligations. 

Implementation View. On this layer the roles, protocols and processes identified in 
the Community View are realized. This is achieved through the underlying services in 
the Transaction View.  

Transaction View. This layer contains the generic market services (i.e. services, 
which can be used for any marketplace and are necessary to complete an e-contracting 
process). The generic are independent from the upper layers.  

Infrastructure View. This layer contains communication, transaction, and 
transportation infrastructure and the interfaces required by this infrastructure.  
The vertical axis of the BMF guarantees the vertical integration of the four views and 
their proper interaction during the different business transaction phases. The 
horizontal axis guarantees the integration of all phases of a business transaction in the 
time dimension.   

The BMF is strongly influenced by a Reference Model for Electronic Markets (EM-
RM) defined in a paper from the first stage of research in this domain [68]. However, 
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certain new concepts and approaches appear in BMF. The most important difference 
from the EM-RM in the e-contracting process is the inclusion of a new phase – the 
Intention phase (see Figure 5). This phase is identified for the first time in this 
research paper. It is not described in details, but it can be concluded from Figure 5 
that this is the process of initiating contacts between the buyer and the seller.  

The transaction view contains several services: contracting services, as well as some 
other market services like electronic product catalogues, logistics services, and 
payment services. The authors use the defined BMF and the components defined in 
the BCF in [78] (see Section 3.1.2) in order to build a Contracting Framework for 
contracting services (see Figure 6).  

 

 

Figure 6 - Contracting Framework for the contracting services [97] 

 
In the Implementation view, a Contracting Container architecture is proposed. This 
architecture is elaborated in the succeeding publications and for this reason is 
discussed in Section 3.2.3.  
 

3.2.2. Legal Aspects of Electronic Contracts [41] 

By Gisler, M., Stanoevska-Slabeva, K., Greunz, M. (2000). 
Focus: E-contracting process and contract model 

 
This paper investigates the legal aspect of e-contracts. In this paper, besides the 
declaratory act of an offer, the invitation to treat is presented. The difference between 
an invitation to treat and an offer is that the originator of an invitation to treat is not 
bound to his declaratory act. The originator can revoke it at any time. In Figure 7, the 
identified possible scenarios resulting from different declaratory acts are shown. 
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Figure 7 - Reactions to declaratory acts [41] 

 
The paper distinguishes four phases in an electronic market transaction, i.e. 
Information, Intention, Agreement and Settlement (see Figure 8). In case the 
negotiations are successful, the Agreement phase results in a contract between the 
partners. 
 

 

Figure 8 - Phases of a contracting process [41] 

 
These four phases are basically the same as the phases used in the BMF [97] (only the 
names of the phases are changed). Next, the processes that these phases comprise are 
briefly described. In the Information phase, parties obtain market information, e.g., 
possible partners, prices, trends, etc. In the Intention phase, offers and invitations to 
treat are produced and exchanged among potential partners. The Agreement phase 
contains processes related to the negotiation and establishment of a contract. In the 
Settlement phase, the parties perform their liabilities according to the agreed contract.  

Besides the business phases in e-contracting, the authors take a legal perspective on 
the e-contracting process and identify its legal phases as well.  According to the 
authors, there are four legal phases of the contracting process i.e. Contract 
Conception, Contract Preparation, Contract Negotiation and Contract Fulfillment (see 
Figure 9). Each legal phase corresponds to a business one (e.g., the Contract 
conception legal phase corresponds to the Information business phase). 
 

 
Figure 9 - Legal phases of a contracting process [41] 



Chapter 2 
 

24 

 
   

• The product or service descriptions with agreed upon quality or specifications. 

• The identification and address data of the contracting parties (mandatory), as 
well as other involved market agents such as an arbitrator, a recipient other 
than the customer, or a notary (optional).  

• The legal terms of the contract as well as the arbitration code. 

• The delivery and payment conditions together with the communication 
protocols applied in the integration of payment and logistics services. 

The signature block holds the digital signatures that sign the SeCo content section. 
The log section logs the events that occur during the contracting process, as well as 
any relevant information that arises during the fulfillment of the contract. The status 
section holds information about the current state of the SeCo Container. 

 

3.2.3. Supporting Market Transaction through XML Contracting 

Containers [46] 

By Greunz, M., Schopp, B., Stanoevska-Slabeva, K. (2000). 
Focus: Contracting framework 

 
This paper uses the Business Media Framework [97] to describe again the same 
contracting framework and architecture for a container for secure electronic contracts. 
The SeCo Container Architecture (described for the first time in [97]) depicts the 
general architecture that encompasses the SeCo Container (described in [41]). The 
SeCo Container Architecture is part of the Implementation view in the BMF (see 
Figure 10).  

 

Figure 10 - SeCo Container Architecture [46] 

The SeCo Container Architecture is the most mature result on e-contracting from this 
domain. Its layers are described and compared with the research work presented in 
this thesis in Chapter 3, Section 5.1. 
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3.2.4. Conclusions  

Two basic results can be outlined from the research work in this domain. First, the 
Business Media Framework (which contains an improved e-contracting process 
model) was elaborated, providing a separation of business, and technical aspects in 
four layers. Second, the SeCo Container in the context of the BMF was created. It can 
be concluded that the work in this domain was oriented to the elaboration of an e-
contracting framework and e-contract model. As shown in the sequel of this chapter 
the contract model (the SeCo Container) has analogous developments in the work of 
other domains as well (e.g., [63], [47]).The major contribution of the work in this 
domain is identification of the general processes performed and documents produced 
during e-contracting (see Section 3.2.2). A deficiency of the work in this domain is 
the unclear level of automation of e-contracting that is aimed at.   
 

3.3. Twente University and Eindhoven University of Technology 

The work in this domain has been initially performed in the context of the CrossFlow 
project1. Inspired by the results achieved in CrossFlow, a spin-off project has been 
started at the Twente University that was continued at the Technical University in 
Eindhoven. The publications from the spin-off project served as a basis for the writing 
of this thesis (see Chapter 1, Section 6). For this reason, in this section, only papers 
presenting the role of e-contracts in the CrossFlow project are discussed. 
 

3.3.1. Contracts for Cross-Organizational Workflow Management 

[63] 

By Koetsier,M., Grefen, P., Vonk, J. (2000). 
Focus: Contract model 

 
The CrossFlow project aimed at developing concepts and information technology for 
advanced workflow support in virtual organizations that are dynamically formed by 
contract based service trading. Contracts are used in CrossFlow for flexible service 
outsourcing, in which a service provider organization performs a service on behalf of 
a service consumer organization. Contracts are the basis for finding suitable partners, 
establishing business relationships, connecting WFMSs of different kinds, controlling 
outsourced workflows, and sharing abstractions of workflow specifications between 
partners. CrossFlow contracts define all data, process elements and enactment 
conditions relevant to the co-operation through the outsourced workflow process on 
an abstract level. As such, contracts are not used only for defining a business 
relationship, but are also used operationally in the various phases of the lifecycle of 
the relationship. The establishment of virtual enterprises through contracts is 
discussed in [53]. A detailed overview of the CrossFlow project is provided in [51]. 

Contracts are established automatically by CrossFlow Contract Manager modules 
without human interaction. This is an indication for the high process automation of 

                                  
1  The IBM Research Division had significant participation in the CrossFlow project 
(http://www.crossflow.org). Thus, the work related to the CrossFlow project can be linked to the 
IBM Research Division as well.  Section 3.4 contains discussions on papers that originated solely 
from the IBM Research Division domain. 



Chapter 2 
 

26 

the e-contracting process. Negotiation of contracts is not required in the context of the 
project and thus not covered by the approach. This is possible because the approach is 
based on Standard Form Contracts that describe standardized services in the context 
of specific markets. Notwithstanding their extended functionality as indicated above, 
contracts are considered legally binding documents. 
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Figure 11 - The CrossFlow contract model [63] 

 
The data structure of the CrossFlow contract model consists of five main parts (see 
Figure 11): 

• The Concept Model establishes the terminology for the contract. The concepts of the 

contract are defined as a list of parameters that can have complex structures. The 

parameters are defined with their name, type and description. The concept model 

consists of three parts. General parameters describe attributes that are applicable to 

contracts in general. This part standardizes contracts by ensuring that parameters used 

in any service always have the same name and structure (e.g. CONSUMER). Service 
specific parameters apply to specific service types (e.g. PACKAGEWEIGHT is only 

applicable to transport services). The consumer should specify the values of these 

parameters in the contract, so the provider process can read them from the contract 

and start the workflow instance. Process variables are dynamic parameters used for 

exchanging information during the service execution.  

• The Workflow Definition is an abstract process definition of the service 
covered by the contract. This process definition is shared between the partners 
in a business relationship. Each of them maps it to its internal process 
definition. The workflow definition may be extended with a Data Flow 
Definition to cater for workflow environments that address data flow explicitly. 
The Workflow Definition element is defined to support the same functionality 
as the Logical layer in the SeCo Container architecture (see Section 3.2.3). 

• The Enactment Clauses define additional enactment requirements on top of basic 

workflow processing defined in the workflow definition. Enactment clauses can be 

related to enactment performance monitoring, cross-organizational process control, 

advanced transaction management, automatic remuneration, etc. 

• The Usage Clauses define how contracts are used for service outsourcing. These 

definitions are related to the concept of Partially Filled Contracts as explained below. 
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• The Natural Language Description is a piece of text that is not meant for electronic 

interpretation, but for human reading. This text can be used to describe the service in 

an understandable way and to refer to the legal context of the transaction. 

To enable the use of umbrella contracts, the CrossFlow approach has defined the 
concept of Partially Filled Contracts (PFCs). PFCs are contract templates of which the 
service-specific fields are partially filled by a service consumer. On the basis of the 
PFC, a business agreement is reached between service provider and consumer for the 
enactment of multiple services. Each service is specified by completing the PFC to a 
complete filled contract. A life cycle model has been defined relating various kinds of 
templates, PFCs and actual contracts. 

 

3.3.2. CrossFlow: Integrating Workflow Management and Electronic 

Commerce [52] 

By Hoffner, Y., Ludwig, H., Grefen, P., Aberer, K. (2001) 
Focus: E-contracting architecture 

 
This paper describes the CrossFlow architecture. The architecture has to support the 
execution of three different phases. In the first phase (contract establishment phase), 
the e-contract has to be created. In the second phase, the infrastructure for the contract 
enactment is created. In the third (last) phase, the already established contract is 
enacted. This view on the e-contracting phases differs significantly from the other 
approaches discussed in this chapter. The second phase has no equivalent in the work 
of other domains. As it is shown next, the existence if this phase is driven by the 
approach taken in the project. Next, the architecture components that have to support 
the required functionalities in each of the three phases are discussed.  
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Figure 12 - The CrossFlow architecture [52] 
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In the first phase, contract templates (based on the already discussed contract model 
from [63]) are used by parties to specify their offers and requests. The Contract 
Manager (CM) is responsible for the selection of the correct contract template and 
subsequently for the determining of the values of the template variables and their 
filling in (see Figure 12). The so defined offer/request is send to the Matchmaking 
Engine (MME). The MME matches the request with the existing offers and sends the 
matches to the consumer. The consumer makes a choice from these matches. There is 
no component to support the functionality of choosing the best match. Similarly, no 
component to support the negotiations on the contract content is provisioned in this 
project.  

In the second phase, the Enactment Configuration Manager (ECM) based on the 
contract content and the internal enactment specification builds the enactment 
infrastructure of the company. This activity results in the Integration Facilitator (IF) 
component. The IF integrates the core functionalities (provided by a WFMS) and the 
additional functionalities (e.g., QoS management). The IF consists of elements that 
implement a core or specific functionality and of wrappers to existing Back end 
systems (BES). The IF is decomposed to three elements, i.e., Proxy-gateways (PG), 
Co-operative support services (CSS), and a Coordinator. PG implements security 
mechanisms to perform control on the access to the party’s system from outside, as 
well as the usage of outside service from within. CSSs provide additional 
functionalities required during the contract enactment (e.g., monitoring, control, 
transaction management). A CSS can perform one of the following roles: a 
supervisor, an actor, and a listener. Supervisors perform guard functions on the 
incoming and outgoing messages (the messages that PGs of the parties exchange). 
Actors perform activities related to the core workflow services of the company. 
Listeners have only monitoring functions. The Coordinator manages the interactions 
between PG and the CSSs. The Coordinator is responsible for the involvement of the 
necessary CSSs (supervisors, actors, and listeners) in a particular interaction (message 
exchange) between companies (see Figure 13).  
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Figure 13 - The contract enactment architecture [52] 
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The CrossFlow project concentrates on the contract enactment. This reflects on the 
proposed e-contracting architecture - in this project, the contract enactment 
architecture is described in more details than in any of the other research domains. In 
addition, in CrossFlow, the integration of cross-organizational workflow management 
systems is researched. Due to these two specifics of the project, the identified 
components in the enactment architecture cannot be mapped to the e-contracting 
architectures discussed in the work of other domains.  

3.3.3. Conclusions 

The work in this domain can be separated into two major periods. The first period 
covers the work performed in the CrossFlow project. It considers e-contracting in the 
context of service outsourcing in a cross-organizational workflow environment. The 
project context allows high level of automation in the contract establishment and 
enactment phases to be pursued. From the CrossFlow project must be distinguished 
the contract model (including a contract language) and the e-contracting architecture 
in the context of cross-organizational workflows. However, this work lacks the 
abstraction from specific business and technology context. The achieved results are 
not general for all e-contracting scenarios and contexts. The second period aims to 
extend the results from the CrossFlow project to a more general business and 
technology context. Whilst the first period can be seen as more pragmatic and context 
specific, the second one is an attempt for a more generalized and conceptualized 
approach. The work performed in the second period served as a basis for the content 
of this thesis.      

 

3.4. IBM research division 

From the work in this domain, two papers were selected. The first paper presents 
research work in the context of the Coyote project. The second paper addresses issues 
related to the contract content. There are a number of other publications related to e-
contracts (e.g. [71]) and to Service Level Agreements (SLA) in particular (e.g. [40]) 
to which readers can refer for additional information on the work in this domain. In 
Chapter 7 (see Section 6.3), special attention is paid to the Web Service Level 
Agreement (WSLA) framework, which is being developed at IBM [61].  
 

3.4.1. The Coyote Project: Framework for Multi-party E-Commerce 

[27] 

By Dan, A., Dias, D., Nguyen, T., Sachs, M., Shaikh, H., King R., Duri, S. 
(1998). 
Focus: E-contracting architecture, e-contract model 

 
This paper describes the approach proposed for conducting e-business in the 
COYOTE (Cover YOurself Transaction Environment) project. In contrast to other 
domains in the COYOTE project, multi-party contracts are considered as a possibility. 
The paper uses as an example a complex, mixed business-to-business and business-to-
consumer case. The scenario used in the paper is about a customer who due the 
purchase of a full fare on an Airline company receives a discount at a specific Hotel 
and Car rental company. In the scenario, the companies establish a contract that 
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defines their rights and obligations when a customer purchases a ticket from the 
Airline company.  

The great variability in the parties’ response time and the different internal business 
processes create a need for asynchronous and event-driven processing. Hence, the 
process of electronic trade is described as a distributed, long running application, 
spanning multiple autonomous business organizations. The goal of the COYOTE 
approach is to provide an application development and execution environment for 
such an application. The approach makes a clear separation of internal and external 
business processes within an organization. The rules of external interaction and 
externally visible states are defined in a service contract. A service contract acts both 
as a guideline for interaction across businesses and as an enforcement mechanism for 
guaranteeing proper interaction. The contract contains two kinds of information. The 
first is a machine-readable description of the computer-to-computer interactions 
between the parties that supports the overall application. It concerns those aspects of 
the application that each party must agree with and which are enforceable by the 
Coyote system. The second is the usual human-readable legal language that includes 
those aspects of the agreement which must be enforced by personal contact. Thus, the 
two parts are complementary. The project is concerned only with the machine-
readable section. This separation of the contract content into human-readable and 
machine-readable sections was discussed in the CrossFlow project as well (see 
Section 3.3.1). The contract content is structured via XML. When the parties reach an 
agreement, the XML contract is turned into a programming code. This code is called a 
service-contract object (SCO) and resides at each of the parties. The service contract 
model contains the following elements: 

Identification. The identification section contains the contract identification name 
and the names of the parties to the contract. 

Overall properties. The overall properties are attributes of the contract that apply to 
the contract as a whole and all instantiations of it.  

Communication. This component contains information necessary for each party to 
communicate with the other companies.  

Security/Authentication. The level of security (i.e., non-repudiation, authentication, 
encryption, and none) is defined in this part of the contract.  

Role. This part contains possible role names which can be associated with the 
contracting parties.  

Actions. In this component, the possible actions that a party can initiate are listed. An 
action is a specific request which a party, acting as a client, can issue to a party acting 
as a server. Possible actions could be “reserve a hotel”, “purchase”, etc.  

Constraints and sequencing rules. Constraints are conditions that must be satisfied 
in order an action to be performed. For example, the action “reserve a hotel” might be 
accompanied by a rule stating the latest time to cancel the reservation.  

State transition logic. This part defines the different states in which a contract can be 
after an action is performed.  

Compensation rules. This element contains the rules for cancellation of previously 
invoked actions.  

Error handling. This element contains error handling methods to be called when an 
error occurs. 
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Legal aspects. In this part of the contract, conditions which are typically defined in a 
legal contract such as handling of disputes and other exceptional conditions are 
defined. This part of the contract is only human-readable.  

The contract structure in the Coyote project is comparable with the contract model 
defined in CrossFlow, as both projects pay specific attention on the process 
specifications of the processes to be performed by the contracting parties. The 
approach in these two projects is process oriented, i.e., the contracts contains the 
detailed specification of the different processes that the companies perform during 
contract enactment. Elements that are missing in the work of other domains are for 
example the “Error handling”, “Compensation rules”. The idea of compensation 
activities can be found only in the CrossFlow project in the context of rollbacks in the 
transactions management system.  

The Coyote architecture is targeted solely towards the support of contract enactment. 
An important issue in the Coyote project is that in parallel to the contract definition, 
the business logic that has to support internally the contract execution is defined. The 
SCO objects serve as a bridge between the internal business applications and the 
external invocations of activities. This idea for separation of external and internal 
views on business processes is discussed in more details in [45]. The Coyote and 
CrossFlow projects can be outlined as projects that research the possibilities for 
automation of the contract enactment. Due to the diversity in the business processes, 
the many possible actions and responses from the parties in a business transaction, 
this paper considers the use of Petri Net like definitions of the business processes as 
inappropriate. This statement opposes to [66], where Petri Nets are used for process 
modeling. 
 

3.4.2. Simple Obligation and Right Model (SORM) - for the runtime 

management of electronic service contracts [72] 

By Ludwig, H., Stolze, M. (2003). 
Focus: Contract structure  

 
This paper describes a model for the representation and management of the rights and 
obligations of the contracting parties in an e-contract. Three basic requirements on 
such a representation are identified, i.e. expressiveness (the model should be 
applicable for the representation of all types of rights and obligations), generality (the 
model should be domain-independent), simplicity (to allow easier adoption). The 
authors discuss existing approaches to modeling of rights and obligations of the 
contracting parties (deontic logic [19], [74], ODP Enterprise language [78], [79], 
Open Digital Rights Language, XrML, Web Service Level Agreement, and software 
engineering approaches) and conclude that none of these approaches satisfies the 
listed general requirements.  

The proposed Simple Obligation and Right Model (SORM) is based on the 
specialization of the obligation/right concept. The authors show that rights and 
obligations have a dual nature, i.e., an obligation for one party is a right for the other. 
For this reason, they use one general concept to denote both rights and obligations. 
This general concept is specialized to three types of rights and obligations. State 
obligations denote the obligation to maintain a particular state. Action obligations 
denote the obligation of a party to perform a certain action. Finally, option obligations 
are obligations to tolerate certain actions performed by the other contracting party. For 
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each of the three types of obligations/rights, a number of attributes are defined. The 
name, obliged, and beneficiary attribute are inherited in all of the obligation 
specializations.  

In the last part of the paper, the authors discuss the support of modifications of the 
rights and obligations defined in a contract during its enactment. Three actions that 
can add, remove, or change the existing obligations/rights are introduced. These 
actions can be specified as attributes (as normal actions) in the action obligations or 
option obligations. As some obligations will be constant and will not change, they are 
considered as background and grouped together. Sets of obligations that belong to one 
state of the contract are grouped as well, which facilitates easy identification of all 
obligations that must be changed (added, removed) when the contract state changes.  

 

3.4.3. Conclusions 

The work on e-contracting in this domain has a broad scope. E-contracting has been 
addressed in a number of projects and separate publications. In this section, only two 
publications related to e-contracting from the significant list of publications produced 
in this domain were presented. The research work is oriented towards the elaboration 
of an e-contract model, e-contract language, and an e-contracting architecture. Service 
Level Agreements (as a specific class of e-contracts) get considerable attention in the 
work of this domain.  

 

3.5. Hewlett-Packard Laboratories 

In this section, one paper from the domain of Hewlett-Packard Laboratories is 
presented. This paper addresses briefly all three basic conceptual elements of e-
contracting, i.e., the e-contracting architecture, e-contracting process, e-contract 
model and serves as a good illustration of the work performed in the domain. 
 

3.5.1. Integrated contract management [19] 

By Boulmakoul, A., Sallé, M. (2002).  
Focus: E-contracting architecture, e-contracting process, e-contract model 

 
This paper presents an overview of the results of the research work performed at 
Hewlett-Packard on e-contracting. First, the authors briefly present their view on the 
e-contracting process and the e-contract model. Three phases in the e-contracting 
process are identified. In the “Drafting phase”, the required contract template model is 
identified and a contract template instance is created. In the “Formation phase”, the 
unfixed variables in the contract template are negotiated and fixed. In the “Fulfillment 
phase”, the parties perform their obligations agreed in the contract. This process 
model is similar to the model used in [78].  

The e-contract model contains two main sections. The informative section contains 
the contract identification number, mappings between parties and roles (similar to 
[27]), the contract validity period, and the normative system of reference. The second 
section contains the behavioral specification of the parties, i.e. their rights and 
obligations. Deontic logic is used to formalize this behavioral specification.  
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Based on this brief overview of the contracting process and the contract content, the 
authors suggest two contracting architectures that have to support the contract 
establishment and the contract enactment respectively. The contract establishment 
architecture has a negotiation engine and a persistent storage component. Contract 
Negotiation Protocol is used on top of the SOAP/HTTP for communication during the 
contract formation phase.  

A Contract Fulfillment Protocol (CFP) is used during the contract fulfillment 
(enactment). The following components are identified for the contract fulfillment 
architecture (see Figure 14). The CFP Manager supports the communication with the 
contracting party. The Reasoner maintains a constant knowledge about the obligations 
that the party has and decides if these obligations must be performed. If an obligation 
has to be performed the Scheduler is informed to schedule this activity. Similarly, the 
Reasoner monitors the rights of a party and their observance from the contracting 
counter-party. The Fulfillment component maps the scheduled activities by the 
Scheduler to the applications supporting the business process.  

 

 

Figure 14 - The contracting fulfillment architecture [19] 

 
This architecture is one of the few existing efforts to build an e-contracting 
architecture. Comparing this architecture with the architecture presented in [78] (see 
Section 3.1.2), the following similarities and differences can be observed. In both 
architectures a negotiating and storage components exists. The Reasoner component 
supports the functionality of the Contract Monitor component, but in addition it has 
the role to assess and decide on the action to be performed. This aspect is missing in 
the BCF. For the rest of the components there is no mapping between the two 
architectures. Thus, it can be concluded that both architectures identify important 
components in an e-contracting architecture. However, the significant differences in 
the identified components and their functionalities show that these architectures are 
not complete and a reference e-contracting architecture still has to be defined.  
 

3.6. University of Hamburg 

From the work in this domain, two papers were selected for discussion in this section. 
It must be noted that as a result of the research work performed in this domain an e-
contracting tool was developed in the Ponton consulting company1. This tool is briefly 
discussed in the conclusions of this section. 

                                  
1 http://www.ponton-consulting.de/ 
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3.6.1. Electronic Contract Negotiation as an Application Niche for 

Mobile Agents [48] 

By Griffel,F.,  Tu,M.T., Münke, M., Merz, M., Lamersdorf W., University of 
Hamburg, Mira da Silva M., University of Évora. (1997). 
Focus: E-contracting process 

 
This paper investigates the mobile agent paradigm. The paper discusses mainly the 
technology of mobile agents, i.e., its problems and unsolved issues. An overview of 
the state of the art is provided plus requirements when such agents should be used. 
The authors introduce contract negotiation as a possible application field for mobile 
agents. The paper uses as a business scenario the establishment of a multi-party 
contract, i.e., a contract which has more than two parties. In the scenario, a South 
American company offers coffee to a German importer, requesting TV sets. A French 
exporter delivers TV sets to the coffee supplier and the German company pays to the 
French one a certain amount of money. According to the authors, an application field 
for mobile agents could be the negotiation of contracts among business transaction 
participants. The business phases in the scenario are briefly explained. The paper was 
published in 1997. Papers from this period depict three business phases. In this paper, 
the phases are called information, negotiation, and service execution but do directly 
map to the phases described in [69].  

The contract represents a data object that is accessed by the negotiating partners. 
During the negotiation phase, the contracting parties send to each other the contract 
data object. Thus, contracts are considered as mobile objects. When the party receives 
the contract it can start changing or inserting clauses. According to the authors the 
contract clauses should contain the price of an offered service, description of the order 
of service exchanges, and definition of the support services in the contract. Clearly, 
this description is far from complete (e.g., the product/service description is not 
mentioned). Services that support negotiation and contract enactment are called 
support services (analogous to the CSSs in CrossFlow [52]). The authors introduce 
two examples of such services, i.e., payment and notaries. Complementary functions 
such as quality assertion services, protocol validation services are also mentioned.  

Next, the authors discuss the application of mobile agents in the above mentioned 
business scenario. As the investigated example is of a multi-party contract, a problem 
occurs when the contract must be split into separate parts for the three contracting 
groups (French and Coffee company, French and German company, German and 
Coffee company) and must be edited separately by them. The authors propose two 
possible solutions to this problem. The first option is each party to be allowed to edit 
only its own part of one common contract. The second option is to perform a 
unification of the separate contract parts produced by the separate negotiations. 
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3.6.2. Electronic Contracting with COSMOS — How to Establish, 

Negotiate and Execute Electronic Contracts on the Internet [47] 

By Griffel, F., Boger, M., Weinreich, H., Lamersdorf, W., Merz, M. (1998). 
Focus: E-contracting architecture, e-contract model 
 

The results presented in this paper were achieved in the scope of the COSMOS 
project (Common Open Service Market for SMEs)1. The project aim is to define an 
architecture for an Internet-based electronic contracting service that facilitates the 
business transaction process. The same e-contracting phases as in [48] are used, i.e., 
an information, negotiation and execution phase. E-contracts are considered as a 
possible instrument to reduce the high transaction costs in the traditional contracting 
process. Thus, according to the authors, the main value of the e-contracting 
technology is the introduction of cost reductions. Three groups of transaction costs are 
identified in the paper, i.e., information costs, negotiation costs, and execution costs. 
However, as it is shown in Chapter 4 of this thesis, the values introduced by e-
contracting have a much broader scope.  

In the paper, several properties of the e-contracting process and e-contracts that can 
vary are discussed. However, this brief list is not complete and the terminology that is 
involved is not very precise (e.g., the definitions of parties and roles are ambiguous). 
The identified aspects are: number of roles, number of parties, number of related 
contracts (contracts that are related in a transactional way, i.e., either all or none of 
these contracts are signed), inter-contract dependencies (contracts that are related to 
an already existing one, e.g., to an umbrella contract), human participants vs. software 
agents (a company may be represented in the contractual process by a human 
participant or by a software agent).  

In the COSMOS project, a general architecture for e-contracting is defined. It is 
composed of an online catalogue, broker, contract negotiation component, signing 
component, and contract execution component. This general architecture lacks many 
of the components identified in [78] (e.g., Monitor, Validator). In the COSMOS 
project the information phase is identified as part of the e-contracting phase. A 
significant consequence from this is the identification of the catalogue and broker 
components that are missing in [78].  In the paper a Contract Object Model is 
described. This model is described and compared with the research work presented in 
this thesis in Chapter 3, Section 5.2. 

Next, an e-contracting scenario is described. First of all, a contract template is 
defined. The idea of using contract templates with some predefined fields is presented 
in the CrossFlow project (see Section 3.3.1) as well.   However, in the CrossFlow 
project, the Partially Filled Contracts aim at contract reusability and facilitation of the 
contracting process, while in COSMOS project only the second goal is pursued. 
Regarding the contracting phases, this step should take place in the information phase. 
The broker’s task is to assemble type-conforming offers, requests and contract 
templates and replace QoS specifications with the corresponding values offered 
(similar to the functionalities of the Contract Manager and the Matchmaking Engine 
in [52]). If the brokerage step leads to a success a contract proposal is sent. In the 
context of the process model in this domain, this step can still be considered as part of 

                                  
1 http://vsys-www.informatik.uni-hamburg.de/projects/cosmos/index.phtml 
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the information phase. During negotiations, contract proposals are exchanged between 
the parties. Depending on the semantics, the exchanged document may be considered 
as a proposal (without legal binding), or as an offer (with legal binding if the other 
parties accepts). This idea can be found in the work of other domains as well (e.g., see 
Section 3.2.2, where instead of the term “proposal” is used the term “invitation to 
treat”). If the contract is accepted by all parties, the contract is signed. This step is part 
of the negotiation phase. After all parties have signed the contract, the contract 
execution can start. The contract content is used for deriving a workflow specification 
for the contract execution. The authors propose a graphical representation of a 
workflow based on Petri-nets to be generated from the contract. The reason to use 
Petri-nets is to allow manual editing by the user, as well as to facilitate the 
interpretation of the contract specification by the COSMOS workflow engine (CWE).  

 

3.6.3. Conclusions  

The goal of the COSMOS project is to establish a technology to create complex 
contracts and to support their semi-automated filling in. COSMOS aims at supporting 
the negotiation and execution of contracts. Due to the integrated, semi-automated 
construction of the contract, the COSMOS system should be able to include execution 
definitions that can automatically drive the contract’s enactment. This approach 
resembles the CrossFlow work, where the workflow definition and the enactment 
clauses in the contract have this function. High automation is pursued in both contract 
establishment and contract enactment. As a spin-off of this project, an e-contracting 
tool for contract creation and negotiation has been developed. This tool is oriented to 
the support of creation of contracts and their validation based on contract templates.  

 

3.7. King's College London, Brunel University, and Imperial 

College of Science, Technology and Medicine 

From the work in this domain, two papers were selected for discussion. However, in 
the text, references to a number of other papers from this domain that also research 
the topic of e-contracting are made. These papers are not discussed separately mostly 
for reasons of brevity and similarity with the approaches in other research domains.  

 

3.7.1. A Constraint-Driven System for Contract Assembly [30] 

By Daskalopulu, A., Sergot M. (1995).  
Focus: Contracting phase 

 
This paper, together with [78] set the fundaments of the e-contracting research. In this 
paper, the authors use the engineering domain as an example domain for contracting. 
In this domain contracts can be of large size (hundreds of pages) and describe long 
term trading relationships. The drafting, management and administration e-contracting 
activities are considered as candidates for automation. Drafting is the activity in which 
parties construct (create) versions of the contract creating (or replacing) parts of the 
contract, until there is an agreement between all parties. Contract management is the 
storing, maintaining, and retrieving of e-contracts and associated documents. Contract 
administration is the monitoring and decision support on the contract enactment.  
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In this paper, the authors propose a tool to support the contract drafting activity. The 
drafting process is based on a model-form contract (a contract template). The model 
contract is used by the parties as a base for the elaboration of the specific contract. 
After a time, many different versions of implementation of the model contract will 
exist. The collection of these versions creates the so called generic document. The 
contract structure envisaged by the authors is a tree-like. At top level, the contract 
instance of the model form has an identifier, information about the parties and the date 
of contract establishment, sub-units, and other values. Each of the sub-units has the 
same structure, which allows further decomposition of the contract content. In 
addition, constraints on the contract structure are provided within the model contract 
and the generic contract.  Three types of constraints are identified, i.e., constraints 
between sub-units, between data values, and between data values and sub-units. This 
tool has the same goals as the tool developed by Ponton (see Section 3.6.3), and is an 
important step towards the automation of e-contracting and improvement of the 
contract content, However, due to the time period (i.e., beginning of e-contracting 
research) this tool has many shortcomings (e.g., generality of the contract content 
structure, level of automation of the drafting process, security issues).  

 

3.7.2. The Representation of Legal Contracts [31] 

By Daskalopulu, A., Sergot, M. (1997).  
Focus: Contract content 

 
This paper continues the research work started in [30], and concentrates more on the 
requirements on the tools for contract creation. To define these requirements, the 
authors investigate in more details the contracting process and contract content.  

Two basic phases of an e-contracting process are identified, i.e. contract formation 
(contract establishment), and the contract performance (contract enactment). Based on 
this separation, two classes of tools for the support of each of the phases are 
described. Contract formation tools should support the contract negotiation, drafting, 
and validation. In this paper, difference between negotiations on the exchanged values 
(contract negotiation) and negotiations on the contract content (contract drafting) is 
made. Such differentiation is missing in the work of the other domains. Contract 
performance tools should support monitoring of parties’ contract performance (and in 
case of valuations to suggest ways for contract resolution) and the proper performance 
of the parties obligations (in form of reminders, advices, etc.). The identified tools can 
be viewed as a description of functionalities required to be supported by an e-
contracting system (however, these tools are not viewed as completely automated – 
they must be operated by humans).  

Next, the authors depict their vision on the contract content. Contract provisions 
(contract clauses that stipulating a condition) are classified in five groups. As this 
classification is better structured in a consequent publication [29], in the description of 
the five groups of provisions that follows is used the terminology used in [29]. 
Contract provisions can be descriptive, prescriptive, procedural, algebraic, and 
effective. Descriptive provisions provide descriptions of terms and their interpretation. 
Prescriptive provisions provide description of the parties behavior in terms of actions 
that must (may, or must not) be performed and states that must (may, or must not) be 
achieved. Procedural provisions specify procedures that must be followed by parties 
in order a certain state to be achieved (e.g., the processing of financial claims). 
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Algebraic provisions specify formulae used to calculate values. Effective provisions 
specify conditions under which other provisions apply. This classification of the 
contracting provisions, however, is not complete.  

 

3.7.3. Conclusions 

The work in this domain takes as a starting point the legal aspects of traditional 
contracts and existing research results in the application of Artificial Intelligence 
techniques in the Law domain. In their work, the authors investigate the contract 
content on macro-level (contract structure), and subsequently on micro-level (contract 
content). From the presented papers, it can be concluded that the authors concentrate 
on the automation of the contract management and contract creation processes. 
However, significant human involvement is expected in both, the contract creation 
and the contract management processes.  

 

3.8. Other papers 

In this section, summaries of papers related to e-contracting that originated from 
smaller research domains or are of an isolated nature (i.e., there were no significant 
subsequent publications on e-contracting from the domain of their origin) are 
presented. 

 

3.8.1. Towards Open Electronic Contracting [66] 

By Lee, R. (1998). 
Focus: Enactment process specifications 

 
The paper presents a system supporting electronic contracting, called InterProcs. The 
project aims at providing a framework for construction and execution of trade 
scenarios. The specification of flexible, situation-specific trade scenarios is considered 
as major obstacle for the electronic trade. As basic requirements on the trade scenarios 
specifications are identified: procedurally representable, computable (allowing 
automated transactions), customizable, expressing legal effects, familiar end-user 
interface, and reusable. Two additional requirements that are identified but not 
addressed in this paper are revisability of scenarios during execution and evolvability 
of the knowledge base of trade scenarios. Another important issue that is discussed is 
the inclusion of appropriate controls in the scenario specifications. These controls 
have to provide means for enforcement of the trade scenarios. The controls may be 
either detective (detecting errors), or preventative (allowing errors to be avoided). 
These two classes of control methods are called later on in [80] discretionary and non-
discretionary (see Section 3.1.4). 

The contracting process in this paper is divided into three main phases: shopping, 
negotiation and performance. These three phases can be mapped to the phases 
discussed in Stage1 of the St. Galen domain research work (see Section 3.2), i.e. 
information, agreement, and settlement phases.  

Next, the authors describe the InterProcs system. It consists of two parts, i.e., a 
Designer and an Executor. The Designer module supports the modeling of trade 
scenarios and the management of the knowledge base used for the scenario 
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specifications. The Executor module executes the scenarios. In this paper (similar to 
[68]), Document Petri Nets (DPNs) are considered to be the most appropriate 
representation for the specification of trade scenarios. The advantages of DPNs are 
seen in their graphical representation and their formal basis which allows the 
verification of the trade scenario specifications. Each party specifies its own trading 
process in DPNs, which is then executed by the Executor module. In order to make 
the scenarios adaptable, trade scenarios are broken down into reusable component 
parts, which can be assembled in different ways, depending on the business context. 
The need for flexibility in the trading scenarios is an important observation, which 
unfortunately is paid attention only in few other publications on e-contracting [7].  

 

3.8.2. A Three-Layer Architecture for E-Contract Enforcement in an 

E-Service Environment [23] 

By Chiu, D., K. W. C., Cheung, S., C., Till, S.  (2003). 
Focus: Contract enforcement 

 
This paper presents an approach for e-contract enforcement. A three layer framework 
for contract enforcement is proposed. At the document layer (the top layer), e-
contracts are viewed as documents that contain different clauses, the participating 
parties and their roles in the contract. At the business layer (the middle layer), a set of 
business rules, events, actions and entities relevant for the e-contract are specified. 
Business rules specify the contract clauses in an ECA form. Rules are triggered by 
business events. At the implementation layer (the lowest layer), the implementation of 
the actions and the cross-organizational interface are specified. This framework can 
be viewed as a complementary of the framework presented in [22].  

The paper presents briefly an e-contract model and an e-contracting process model. 
The process model does not introduce any novelties. Similar to [48], it comprises 
three phases, i.e. information, negotiation and enactment.  

Next, the authors describe an approach for e-contract enforcement. The term 
enforcement in this paper is used to denote the process of monitoring of the contract 
enactment and the handling of possible contract breaches. However, the usage of the 
term “enforcement” is used more correctly in [80], where the monitoring process is 
not part of the enforcement. The authors present their vision for an e-contracting 
enforcement architecture. The architecture consists of Event Adapter, Contract 
Enforcer, Contract Enactor, and Timer components. The Event Adapter component 
receives events generated by the Enactor component (supporting the service 
enactment), the environment, or the Timer component (in case of temporal events). 
The Enactor component is analogous to the B2B framework component in the e-
contracting architecture in [19]. The Contract Enforcer is a combination of the 
Contract Monitor and Contract Enforcer Components in [78].  

The suggested approach for e-contract enforcement is based on the specification of 
contract clauses in the form of ECA rules. The use of logical expressions from deontic 
logic is proposed as another formalization technique. However, as in [72], deontic 
logic is considered less suitable for the purpose. ECA rules are used to represent both 
the main activities that the parties have to perform for the proper contract enactment, 
as well as the activities that must be performed in case of contract breach. It must be 
noted that the authors consider only the first level of enforcement from the five-level 
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state-model discussed in [80], which is the less complicated scenario. The authors 
discuss three different situations where ECA rules will be used for contract 
enforcement, i.e. in enforcement of obligations, of prohibitions, and of permissions. 
The paper ends with an example implementation of the proposed architecture. The 
implementation is based on the Web Services standard (see Section 2.2.2). 

 

4. Conclusions and open problems 
In recent years, e-contracting has gained the attention of both industry and academia. 
Research projects on e-contracting have been started in a number of research centers. 
This chapter provides a survey of e-contracting related standards and standard-issuing 
organizations, and publications from e-contracting related projects. Two papers, i.e., 
[78] and [30], published in 1995 can be distinguished as setting the fundamentals of 
the e-contracting research work. Thus, e-contracting can be considered as a relatively 
young research topic. In this chapter, the papers that followed these two initial 
publications and that had major impact on the research on e-contracting are discussed.   

Since 1995, research work on e-contracting has been continuously performed in the 
scope of different projects in the domain of DSTC (in cooperation with a number of 
Australian universities). The work in this domain has resulted in the definition of an e-
contracting architecture [78], an e-contract model [42], e-contracting process model 
[42], and an e-contract language [70]. However, the work in this domain failed to 
provide detailed domain analysis. The process model and e-contracting architecture 
(see Sections 3.1.3 and 3.1.2) are at a high level of abstraction and are incomplete. 
This does not allow reaching a structured and detailed understanding of the required 
functionalities in an e-contracting system.  

The research work in the domain of the Twente University has started in 1998 in the 
scope of the CrossFlow project. The results on e-contracting from the CrossFlow 
project were in the context of cross-organizational workflow environment. The main 
results from CrossFlow were the definition of a detailed conceptual architecture for e-
contracting [52] and an e-contract model [63]. Though these results were for a 
specific business context (service outsourcing) and were based on a specific 
technology (cross-organizational workflows), they provided a valuable conceptual 
foundation for the research project presented in this thesis. A major deficiency of the 
CrossFlow project is the little attention paid on the legal aspects of e-contracts.  

The SeCo project (performed in the domain of St. Gallen/Univ. of Zurich) 
concentrated on the legal aspects of electronic contracts. The research work in this 
domain resulted in an e-contracting process model [41] and an e-contract model [46]. 
However, both models are too general to allow identification of detailed requirements 
on an e-contracting system.  

The initial publications on e-contracting have attracted the attention of industry. IBM 
Research and HP Labs have started a number of internal projects on e-contracting 
(e.g., [27], [81]). In addition, they have cooperated with academic institutions on e-
contracting as well (e.g., IBM had an active role in the CrossFlow project).  

A number of other research projects on e-contracting exist. These projects are not 
addressed in this chapter, as they concentrate only on specific aspects of e-
contracting. For example, the ALIVE [3] and eLegal [37] projects concentrate on 
legal aspects of e-contracting. Automated monitoring of e-contracts is discussed in 
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[120]. References to results from these projects are made in the thesis where 
appropriate.  

In the survey presented in this chapter, the specific information technologies that are 
required for the support of e-contracting are not addressed. The reasons are twofold. 
First, in the last ten years, information technologies have substantially developed. 
Probably, these technologies will continue their rapid development in the next years 
as well. Thus, the technologies discussed in many of the papers can already be 
considered obsolete. Second, the problems and challenges to the implementation of e-
contracting are mostly in the conceptual and not so much in the technological sphere. 
The elaboration of detailed, complete, and context-independent models of the e-
contract, the e-contracting process, and the e-contracting conceptual architecture are 
the key factors for the successful implementation of e-contracting. Due to the lack of 
substantial business, legal and technological research background on the e-contracting 
domain, existing e-contracting solutions provided by different vendors (e.g., 
Contracto1, diCarta2) do not adequately address the potential of e-contracting. For this 
reason, the existing commercial e-contracting solutions are not discussed in this 
chapter as well.  

From the papers discussed in this chapter, four main problems of e-contracting can be 
distinguished. The drivers for the introduction of e-contracting in companies are only 
briefly sketched in the existing publications. A detailed and well-founded discussion 
on the benefits from e-contracting is missing. This problem is addressed in Chapter 4. 
Contract models (e.g., [63], [41]), e-contracting process models (e.g., [48], [41]), and 
e-contracting conceptual architectures (e.g., [19], [78], [52]) are the main focus of 
existing research efforts. The presented domain models are at high level of abstraction 
and only sketch some of the requirements on an e-contracting system. These models 
are not sufficient for the implementation of a highly automated e-contracting system 
applicable in different business contexts. Identification of the requirements on the e-
contracting process and the e-contract content specification demands a more detailed 
investigation of the domain of e-contracting. This will allow the identification of the 
complete and detailed set of requirements on an e-contracting system, and will allow 
the elaboration of a detailed e-contracting architecture. This thesis discusses an 
advanced e-contracting process model (see Chapter 6) and an e-contract content 
model which is accompanied by requirements on the e-contract specification (see 
Chapter 7). The results from the domain analysis of e-contracting are used for the 
creation of a detailed e-contracting reference architecture (see Chapter 8).

                                  
1 http://www.contracto.com/ 
2 http://www.dicarta.com/ 
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Chapter 3 

The 4W Framework 
 
 
For the implementation of e-contracting, an integral understanding of the contracting 
field must be established. In this chapter, a conceptual framework for business-to-
business e-contracting support is defined. The framework describes the e-contracting 
concepts that are important for the design of an e-contracting system that supports 
automated e-contract establishment, enactment, and management. The framework is 
the basis for the e-contracting system requirements analysis (discussed in Chapter 6 
and Chapter 7).  
 
 
 

1. Introduction 
In this chapter, a framework that provides a general overview of the business-to-
business e-contracting domain is presented. The framework contains the concepts that 
describe an electronic contract and its environment, as well as the relations between 
these concepts. These concepts have to be addressed during the design and 
development of an e-contracting system. Thus, the framework is a convenient tool for 
the structured analysis of requirements on e-contracting systems (discussed in 
Chapters 6 and 7). In addition, the concepts defined in the framework are used for the 
description of the main business drivers for companies for implementation of e-
contracting. For easier reference, the framework is named the “4W framework”. The 
name is motivated by the approach used for the construction of the framework 
(explained in Section 2). 

Contracts aim at increasing the trust between companies by specifying the rights and 
obligations of the contracting parties. Additionally, as will be shown in Chapter 7, e-
contracts serve as a detailed specification of the activities to be executed during the e-
contract enactment by the parties. Thus, e-contracts contain concepts that are related 
to the mutual protection of the parties and to the contract enactment. Concepts related 
to the contract environment (e.g., concepts related to the business context of a contract 
or the creation of a contract) are usually not part of the contract content (see Figure 
15). Consequently, a contract model does not contain concepts from the contract 
environment. The goal of the 4W framework is to define the conceptual space of the 
domain of e-contracting at a level of abstraction sufficient to show the different 
aspects of e-contracting. That is why it contains both concepts used in the e-contract 
specification as well as in the e-contract environment. A contract model contains 
solely a subset of the concepts in the 4W e-contracting framework. In the description 
of the 4W e-contracting framework, it is briefly explained which concepts must/may 
be used in an e-contract specification. This problem is addressed in greater detail in 
Chapter 7. 
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Figure 15 - A contract and its environment 

 
Contract legislation has been elaborated and improved over the years to provide legal 
environment for the establishment of contracts and for resolution of disputes 
occurring among parties during contract enactment. With the introduction of e-
contracting, the existing contract legislation had to be scrutinized and tailored in order 
to guarantee the positioning of e-contracting in a legal environment as well. The 
European e-commerce directive [108] was elaborated, in order to give definition and 
to provide requirement on certain legal aspects of information society services. An e-
contracting system must comply with existing legal requirements. For this reason, in 
the 4W framework, besides technological and business aspects, legal aspects of 
e-contracting are paid explicit attention to as well.  

This chapter is organized as follows. In Section 2, the high level view of the proposed 
framework is presented. Section 3 provides a second level of detail of the framework, 
explaining the identified e-contracting concepts at this level. Section closely 4 
examines the process concept and its related concepts, which are part of the third level 
of detail of the framework. In Section 5, related work is described. The chapter ends 
with conclusions.  

 

2. High level view of the 4W framework 
In this section, the high level view of the 4W framework is presented. First, the 
groups of concepts related to e-contracting are defined. Next, the relations between 
these groups of concepts are described. Finally, a discussion on the content of 
e-contracts from the perspective of the proposed framework is provided.  

 

2.1. The groups of concepts 

 
The central concept in the 4W framework is the contract concept. There are many 
definitions for contracts, e.g., [31], and [58]. As already mentioned in Chapter 1, in 
this work the following definition is used: “A contract is a legally enforceable 
agreement in which two or more parties commit to certain obligations in return for 
certain rights” [94].  

This definition gives the notion of four groups of contracting concepts that can be 
modeled. The participation of “two or more parties” leads to a “who” concept. An 
agreement that is “legally enforceable” shows that there is a context for every contract 
i.e. a “where” concept. The combination of words “obligations (…) for certain rights” 
leads to a “what” concept. Finally, the phrase “in return” implies an exchange that 
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must be agreed upon and that subsequently must take place and thus, relates to a 
“how” concept. In this way, the following four groups of contracting concepts are 
defined:  

 

Who Concepts that model the actors that participate in the contract 
establishment and enactment. 

Where Concepts that model the context of the contract. 

What Concepts that model the exchanged values and their exchange. 

HoW Concepts related to the means and processes for contracting. 

 
The Who, Where, What and HoW groups of concept form the general view of the 
4W framework. The approach taken for the construction of the framework is similar 
to the approach in the Zachman Framework for Enterprise Architecture [121], [103]. 
The Zachman Framework is a classification scheme for enterprises. It outlines six 
focuses of the enterprise architecture, depicted from six perspectives. The 
perspectives depict the different views on an enterprise of planners, owners, 
designers, builders, sub-contractors, and the operational system. The six focuses are 
named by the six primitive interrogatives Who, Where, What, How, When, and Why 
and are listed in six columns, intersecting with the six perspectives. In the Who 
column of the Zachman Framework, organizations important to the business are 
listed. The Where column contains the locations in which the enterprise operates. The 
What column lists data important to the enterprise. The How column is dedicated to 
the processes that the enterprise performs. The When and Why columns are related to 
the business events and to the business strategies and goals of an enterprise 
respectively.  

The six focuses of the Zachman Framework underpin the choices made in the 
construction of the 4W e-contracting framework, based on the Who, Where, What 
and HoW questions. In the context of e-contracting, the Why question is related to the 
business incentives for companies for the implementation of e-contracting. As already 
discussed in Chapter 1, to separate concerns, the business drivers are investigated 
separately in Chapter 4. For this reason, the Why group of concepts is not part of the 
4W model. For the description of the business drivers, the terminology established 
with the 4W framework is used.  

The When question in e-contracting can be discussed in two dimensions. First, it can 
be seen as a question that addresses the required conditions for implementation of e-
contracting. To answer this question, a profound and broad understanding of the e-
contracting domain and its business drivers is required. For this reason, this aspect of 
the When question is discussed after the Who, Where, What, How, and Why 
questions have been addressed. The conditions for implementation of e-contracting 
are of importance for the decision for implementation of e-contracting in a company, 
i.e., they are of importance for the business strategies of a company. That is why the 
discussion on conditions for implementation of e-contracting is part of Chapter 4. The 
second dimension of the When question addresses the time aspects in e-contracting. 
As shown in Section 4, time aspects are of relevance for the e-contracting concepts at 
their lower level of detail. For this reason, time aspects of e-contracting are not 
discussed at the high level of abstraction of the e-contracting concepts. Time aspects 
of e-contracting processes are discussed in Section 4 in this chapter, and in Chapter 6 
(see Section 7). Specification of time related concepts in e-contracts is discussed in 
Chapter 7 (see Section 3.2.2.6). 
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2.2. Relations between the groups of concepts 

Certain relations between the Who, Where, What and HoW groups of concepts of the 
4W e-contracting framework exist. The four groups of concepts and the relations 
between them are depicted in Figure 16 by means of a UML class diagram. As 
already explained, the contract concept is central for the framework and is related to 
the four groups of concepts. A contract has actors that play a role in the contract 
establishment and enactment and have rights and obligations in the exchange of 
values. The contract context can affect any of the contracting groups of concepts, i.e., 
it can influence the usage of the concepts from the Who, What, and HoW groups and 
can influence the information carried by these concepts in a specific contracting 
relationship. Conversely, concepts from each of the Who, What, HoW groups of 
concepts may influence the context (Where concepts) in which the trading relation 
take place. For reaching an agreement on the exchanged values (What concepts) and 
for their actual exchange different means for contracting (HoW concepts) are used. 
Finally, a contract may be related to another already existing contract. These relations 
show the tight coupling between them and the complexity of the contracting relations. 
Contracting models and subsequent software solutions for electronic contracting 
should take into consideration these relations and the consequences that follow from 
them.  

 

 

Figure 16 - The 4W framework 

 

2.3. Concepts in the contract content 

Concepts from each of the four groups can be used in the definition of the contract 
content. A concept from the 4W framework is included in the content of a contract in 
the form of informative statements (e.g., address of the company) or in the form of 
contract provisions (also called “clauses”). The term contract provision is of highly 
general nature. It is used in the legal domain to describe the different conditions, 
situations, stipulations, etc. that are included in the contract. According to [29], 
provisions can be descriptive, prescriptive, procedural, algebraic, etc. A provision 
may address in its content several contracting concept from the different groups of 
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contracting concepts. Due to its general nature, the concept of a provision cannot be 
related to a single group of concepts from the 4W framework. However, as shown in 
Section 3.3, concrete classes of provisions can be related to specific concepts from the 
4W framework.  

 

3. The 4W framework in detail 
The four groups of concepts identified in Section 2 can be specialized to the concepts 
that constitute them. In this section, the specialization of the four groups of concepts, 
which forms the second level of detail of the 4W framework, is described. The 
relations between the concepts within one group are discussed. To simplify the 
complex structures, most of the relations between the four groups of concepts outlined 
in Figure 16 are not repeated at the detail level.  

 

3.1. The Who group of concepts 

The “Who” concepts describe the actors that participate in the contracting processes. 
The party, mediator, and auxiliary implementor concepts are identified at this level of 
detail as specializations of the general Who concept (see Figure 17).  

 

 

Figure 17 - Detail view of Who 

 
In business-to-business relations, two or more companies that want to exchange 
values create a contract, describing their mutual rights and obligations. The 
companies that participate in the established contract and exchange values are called 
parties. Every contract must have at least two parties. The parties can be a value 
provider, a value consumer or both. Throughout the contract life cycle (see 
Section 3.4), a party can make use of mediators or auxiliary implementors.  

A mediator is a company or a public institution that facilitates the contract 
establishment or/and the contract enactment. As the lack of trust is a major problem in 
business-to-business relationships, Trusted Third Parties (TTP) supporting trust-
sensitive mediatory functionalities, are mediators of high importance [60], [13]. 
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Market places and brokers are examples for mediators in the information phase (see 
Section 3.4). Mediators involved in the contract enactment can be included and 
referred to in the contract content, if the context requires this. However, mediators do 
not sign the contract. If their relations with the parties must be defined as legally 
binding, they can become a party in the same or in a separate contract where their 
rights and obligations are stated. An exception of this principle is the notary mediator. 
Parties can use notaries as mediators that guarantee the proper contract signing (in 
contract establishment or contract updating). Consequently, a notary has to sign the 
contract as well and its signature certifies the proper signing of the contract by the 
contracting parties 

During contract execution, parties perform processes in accordance with the 
negotiated contract terms. It is often the case that a party outsources part of the 
processes to be executed by an auxiliary implementor [43]. The entity created by the 
outsourcing of processes from one of the parties to another auxiliary implementor is 
often referred to as a virtual enterprise. A party that establishes a contract with a 
virtual enterprise sees the virtual enterprise as one counter contracting party. 
Auxiliary implementors usually are not specified in a contract.  

 

3.2. The Where group of concepts 

Every contract is established and enacted in a certain context. As shown in Figure 16, 
the contract context affects the contracting actors, the exchange of values, and the 
means and processes for contract establishment. However, only part of the contract 
context is reflected in the contract content.  

In this section, three context dimensions, i.e., the business, legal and geographical 
context dimensions of contracts are discussed (see Figure 18). As contracts are used 
for legal protection of business relations, the legal and business contexts of a contract 
are of fundamental importance for a contracting relationship. The geographical 
distances between parties may introduce communication delays. Furthermore, the 
different geographical location of parties may be the reason for cultural differences 
among parties which can heavily influence business relations [102]. For this reason, 
the geographical context dimension is discussed as well. Other context dimensions 
(e.g., political) can be present during the contracting process. These are not discussed, 
as normally they do not affect the contracting relations between parties. 

 

 

Figure 18 - Detail view of Where 

 
The business context has a central role in setting requirements on the contracting 
processes and content. For example, contracting between SMEs (small and medium 
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enterprises) and between large companies can differ substantially. Furthermore, 
usually, parties have many contract relations. It is often the case that one contract 
depends on the existence of another business relation [5], i.e., one business relation is 
the business context for another. This is another example how the business context 
can influence the contracting relationships.  

In international business-to-business contracting, parties can choose the law that will 
govern their contract [55]. Parties can also specify in the contract the jurisdiction that 
will handle the situation in case of dispute. These and other legal issues position every 
contract in a certain legal context. Several projects, e.g., the European projects 
eLegal [37] and ALIVE [3], have investigated the legal aspects of e-contracting in 
Europe in depth. The eLegal project has researched legal aspects of e-contracting in 
general, whilst the ALIVE project has concentrated on legal issues in the creation and 
operation of virtual enterprises.  

Geographical aspects are an important factor for contracting as well. An example of 
the influence of the geographical context on a contracting relationship is the different 
understanding of the contracting process and the contract content in the different 
countries. For example, in Japan contracts are often short and made in “vague and 
flexible wording” while typically this is not the case in European trading 
relations [102]. Furthermore, the geographical context may influence the legal 
context. Countries (and even states/provinces) may have different legislative support 
for contracting relations. For example, in the state of Louisiana a civil law contract 
law is applicable, while in the other American states a common law contract law is 
valid. The choice of a governing law for a contracting relationship between parties 
from different countries is often influenced by their country of origin. Thus, the 
geographical context can influence the legal context dimensions. 

An e-contracting system should be able to support e-contracting in the different legal, 
business, and geographical contexts. 

 

3.3. The What group of concepts 

The “What” concepts describe the exchanged values and the exchange value 
provisions. The exchanged values are the core of a contract. The exchanged values are 
accompanied by provisions related to the value exchange (see Figure 19).  

 

 
 

Figure 19 - Detail view of What 
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product specification is required. If the exchanged value is a service, the contract 
contains a service description and the processes that will be performed by the service 
provider for the service delivery (see Section 4).  

Exchange value provisions describe processes and conditions related to the successful 
value exchange. Both, the exchanged value and the accompanying provisions are an 
indispensable part of the contract content. However, parties sometimes omit some of 
the exchange value provisions unintentionally (e.g., because of lack of knowledge) or 
intentionally (e.g., because a provision is well-known and needless to be specified, or 
due to opportunistic behavior). In this way, some of the value exchange provisions are 
left out of the contract content. The choice whether a provision should be included or 
not in the contract content depends on the contracting parties and the contracting 
context.  

 

3.4. The HoW group of concepts 

Next, concepts related to the means for contract content structuring, representation, 
establishment, and enactment (i.e., the concepts from the “HoW” group) are discussed 
(see Figure 20).  

 

 

Figure 20 - Detail view of HoW 

 
As already discussed (see Chapter 2), e-contracts can have human-readable as well as 
machine-readable representation. Machine-readable contract representation is a 
prerequisite for the high level of automation of the contract establishment, 
management, and enactment. To improve the process efficiency between the parties 
standards are set. Standards for paper contracts [36] aim at facilitating the contract 
creation, especially in an international context. The use of information technologies in 
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contracting requires standardization in new areas. IT standards (e.g., [35], [95]) allow 
interoperability between parties. Standards can be applied to the contract 
representation, contract structure, contract content and its interpretation, 
communication between parties, etc.  

As shown in Chapter 2, different understandings of the contracting process exist. In 
the 4W framework, the view on the contracting process defined in [41] is used (see 
Chapter 2, Section 3.2.6). According to [41], a contracting process consists of four 
phases. In the thesis, the four phases are named “information”, “pre-contracting”, 
“contracting”, and “enactment” phases (see Figure 20) but they do directly relate to 
the “information”, “intention”, “agreement”, and “settlement” phases as defined in 
[41]. The information, pre-contracting, and contracting phases are related to the 
contract establishment (see Figure 21). The enactment phase is related to the contract 
enactment. In the information phase, possible partners are identified. In the pre-
contracting phase, the partners with which negotiations on an e-contract may start are 
selected. In the contracting phase, the contract is negotiated and established. In the 
enactment phase, the contract is executed, accompanying activities are performed, and 
the contract execution is evaluated. A detailed discussion on the contracting process 
and a motivation on the choice of the four-phase model are provided in Chapter 6. 
Usually, all four phases of contracting are executed. The business context, however, 
can change the contracting process, e.g., if there have been previous contracting 
relations or the level of trust is high, the “information” and “pre-contracting” phases 
can be skipped or sped up. Typically, a contract contains information only about the 
enactment phase. However, in certain situations, information about the execution of 
the other phases and the means for it can be included in a contract as well [45]. 

 

 
 

Figure 21 - The contracting process 

 
The initiation, performance, and conclusion of each of these phases have to be 
adequately managed. Contract management is management of the contracting 
relations of a company. Contract management starts before the contracting process, 
runs in parallel to the contract establishment and enactment and ends after the 
completion of the contracting process. 

For the establishment and enactment of a contract, communications between parties 
are required in all contracting phases. E-contracts may contain information about the 
communication means between parties and about the agreed communications during 
e-contract enactment (discussed in detail in Chapter 7).   

The contract content is a result of the agreement achieved in the contracting phase and 
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partially or completely predefined contract (i.e., a Contract Template). Parties can 
also start contracting by using a template that is further on elaborated and extended 
for the specific situation or by defining unique contract content. In all scenarios, 
parties can use Standard Contract Clauses (SCC) that speed up contract creation. In 
business-to-business contracting, parties have the freedom to create contracts with an 
arbitrary content not being limited in any aspect by law. The contract content depends 
entirely on the parties preferences (discussed in Chapter 7).  

To facilitate automatic contract creation and processing, a contract must be structured 
in a commonly agreed manner. XML based e-contract languages and EDI standards 
are examples of popular means for defining structure of e-contracts. 

The electronic representation of e-contracts and the involved information technology 
in e-contracting set new requirements for guaranteeing secured contracting. The 
global nature of internet reveals new or easier possibilities for violations like hacking 
and copyright infringements. The security concept addresses the need for protection 
of the communications between parties through data encryption, for digital signing of 
the e-contract content, and for protection of the company data from external, 
unauthorized access. In e-contracting, digital signatures are used as a replacement of 
hand signatures to certify the consent of parties to the contracting terms. The 
European directive on electronic signatures [107] provides the legal requirements on 
the use of digital signatures. 

 

4.  The processes concept 
In this section, the “What” and “HoW” groups of concepts are investigated at a lower 
level of detail. The service and exchange value provisions concepts from the “What” 
group and the contracting phase concept from the “HoW” group of concepts are the 
focus of the discussion. At this lower level, the process concept that is common for 
the “What” and “HoW” groups of concepts is identified (in Figure 22, the concepts 
already identified in Section 3 are shown in shaded color).  

 

 
 

Figure 22 - Processes in e-contracting 
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Contract phases contain processes that support the contract establishment or contract 
enactment. As already mentioned, in the contract content, usually, only processes are 
specified regarding the value exchange and activities related to it (e.g., activities that 
are performed by parties in cases of a contract breach). 

As discussed (see Section 3.3), if the exchanged value is a service, the contract 
content contains a description of the processes to be performed for the service 
delivery. Value exchange provisions can define also processes to be executed or 
procedures to be followed, or can impose constrains on their performance. The 
processes are performed by the contracting actors. Usually, many processes are 
executed during the contract enactment phase. From the contracting perspective, 
however, only an external view of the processes performed by a contracting actor is 
manifested [45]. This external view is a projection of all processes that are executed 
by a party, revealing only the processes required for the successful contract enactment 
and cooperation between the parties (discussed in detail in Chapter 7, Section 8.2). 
The level of detail of the external process specification depends on the context and the 
contracting parties.  

Processes start and end in a certain time point. The time point can be fixed (absolute 
or relative) or condition dependent (conditional).  

Each process consists of one or more activities [119]. During execution of an activity, 
a message can be sent to (or received from) the counter party. As e-contracting is 
performed between two or more parties, the activities performed by a party have to be 
in coherence with the activities performed by the other contracting parties. An 
elaborate discussion on the e-contracting process and the activities it consists of is 
presented in Chapter 6. 

 

5. Comparison with related work 
A description of the domain of e-contracting has been a topic of several research 
projects. However, most research efforts (e.g., [42], [63], [58]) concentrate only on 
the concepts described in the e-contract content, i.e., they provide solely an e-contract 
model and omit other e-contracting related concepts. Next, the research findings of 
two projects are discussed and compared to the 4W framework. The first project that 
is discussed is the SeCo project (see Chapter 2, Section 3.2.5). The model provided in 
the SeCo project includes concepts from the e-contract content, as well as concepts 
from the environment of e-contracts. Thus, this model can be distinguished from 
research efforts concentrated solely on the e-contract content. The second project that 
is discussed is the COSMOS project (see Chapter 2, section 3.6.2). The COSMOS 
project provides an e-contract model. It was selected for comparison with the 4W 
framework among other existing e-contract models, as the COSMOS model aims at 
achieving of a complete, context-independent contract model at a low level of detail.      

 

5.1. The SeCo project 

In the scope of the “Secure Electronic Contracts” SeCo project, a contracting 
container is described [46]. The SeCo container consists of three layers, i.e., logic, 
information and communication layers (see Figure 23). 
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The logic layer contains information about the workflow logic of the contracting 
process. This process description can be used during the contract enactment and its 
management. The logic layer is not part of the e-contract but of the supporting 
information system. This layer is equivalent to the “phase” concept of the “HoW” 
group of concepts in the 4W framework (see Section 4).  

The information layer contains information about the contract content. In the 
structured part of the Information layer, four blocks are distinguished, i.e., “who”, 
“what”, “condition”, and “legal”. The Who block describes the involved contract 
parties and thus covers the “party” concept from the “Who” group of concepts in our 
framework. The What block describes the services or products that are exchanged. 
The Condition block contains the conditions for the value exchange. The What block 
can be compared to the “exchanged value” concept in the 4W framework, and the 
Condition block to the “exchange value provisions” concept (both from the “What” 
group of concepts). The Legal block represents the legal context provisions that are 
defined in the contract (part of the “legal context” concept in the 4W framework). The 
unstructured part of the information layer contains documents that are not part of the 
contract but still related to it (e.g., receipts).  

The communication layer contains protocols and mechanisms required for the secure 
message exchange among parties. This layer covers the “communication” concept, as 
well as aspects of the “security” and “standard” concepts from the “HoW” group in 
the 4W framework.  

 

 

Figure 23 - SeCo contract container (excerpt of the original figure presented in [46]) 

 
In this short comparison of the two models, it is shown that the SeCo contract 
container addresses only a subset of the concepts from the 4W framework. Concepts 
like business and geographical context, representation, mediators and auxiliary 
implementors are missing in the SeCo container. This is due to the design objectives 
of the SeCo container, according to which, it has to cover only the concepts that are 
directly related to the e-contract creation and enactment. Consequently, in the SeCo 
container only the contract and a limited part of its environment are described. The 
4W framework aims at a broader description of the contract environment, which 
allows its usage as a foundation in the requirements analysis of e-contracting.  

 

5.2. The COSMOS project 

The COSMOS contract model [47] contains four basic groups of concepts, i.e., Who, 
What, How, and Legal (see Figure 24). 

The Who group of concepts, similarly to the Who block in the SeCo container, 
represents the parties participating in the contract. In addition, it provides description 
of the persons (natural and legal) involved in the contract. The Who group is 
comparable with the party concept in the 4W framework at a third level of detail, 
where details of the parties have to be defined. The What group contains the 



The 4W framework 

55 

exchanged values and is thus equivalent to the “exchanged value” concept in the 4W 
framework. The How group contains the different provisions related to the value 
exchange. In this way the What and the How groups together are equivalent to the 
“What” group of concepts in the 4W framework. The Legal group of concepts is 
comparable to the legal context concept in the 4W framework, but it covers solely the 
legal aspects defined in a contract. 

 

 

Figure 24 - COSMOS contract model (copy of the original figure presented in [47]) 

 
The information layer in the SeCo contract container and the COSMOS contract 
model are to a great extent similar. Compared to the 4W framework, the COSMOS 
contract model addresses only the concepts that are described in a contract. It 
completely omits the business and geographical aspects of contracting and addresses 
only legal aspects defined in a contract in the form of provisions. The “legal context” 
concept in the 4W framework addresses the complete legal context of a contract, 
which often is not specified in a contract. For example, the applicable law that 
governs the contract may be omitted in a contract specification but it exists in the 
contract environment. The “HoW” group of concepts from the 4W framework is not 
considered in the COSMOS contract model at all (due to the fact that concepts from 
the “HoW” group are usually not included in the contract content).  

 

6. Conclusions 
In this chapter, the 4W framework for business-to-business e-contracting is presented. 
The framework is presented in two levels of detail. Additionally, the process concept 
which belongs to the third level of detail is introduced, showing that the framework 
can be further on elaborated.  

The work on the transformation from paper contracting to the electronic form of 
contracting is strongly driven by the newly emerging and quickly developing 
information technologies. Information technologies can be used for the support of the 
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“HoW” concepts in contracting. That is why most research efforts concentrate on 
them (as shown in Chapter 2). Advanced research projects, however, should pay 
attention not only to the “HoW” concepts, but should take into consideration the 
whole contracting framework, with its full complexity and the abundance of relations 
between the concepts.  

The structuring of the conceptual space of the e-contracting domain is the starting 
point towards achieving the goals of the thesis. The broad set of contracting concepts 
defined in the 4W framework, their structured representation at different levels of 
abstraction, and description of the relations between these concepts make the 4W 
framework a convenient tool for the investigation and structured description of the e-
contracting business cases (presented in Chapter 5) and for the analyses of the e-
contracting environment (presented in Chapter 6 and Chapter 7).  

The next chapter (Chapter 4) introduces the business drivers for implementation of e-
contracting, i.e., it explains why e-contracting can be beneficial for companies. In 
Chapter 4, the 4W framework is used for the identification of the conditions for 
implementation of e-contracting, giving an answer to the question when companies 
may employ e-contracting. 
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Chapter 4 

The Business Paradigms of  

E-contracting  
 
 
This chapter describes the business drivers for the employment of e-contracting. A 
description of the values of e-contracting is presented. This analysis allows 
companies to identify the benefits that can be achieved in their business context by the 
introduction of e-contracting.  
 
 
 

1. Introduction 
This chapter provides a description of the business drivers for the employment of e-
contracting. To achieve this, the following steps are made. First, the different values 
introduced by e-contracting are investigated. Next, the duality in the current usage of 
the concept of e-contracting is discussed. It is shown that currently the term “e-
contracting” is used to describe two different types of e-contracting (named “shallow” 
and “deep e-contracting”). The discussion in this chapter and in the sequel of the 
thesis concentrates on the domain of deep e-contracting, which in contrast to shallow 
e-contracting, introduces significant changes to the businesses processes of a 
company, and sets business, legal, and technological challenges for its 
implementation. Using the initially identified values of e-contracting, the fundamental 
application dimensions of deep e-contracting, i.e., the paradigms of deep e-
contracting, are outlined and discussed. This leads to the achievement of the first main 
goal of the thesis defined in Chapter 1, i.e., to present the main business drivers for 
the implementation of a highly automated e-contracting system. 

In addition, the identified paradigms are related to the concepts of the 4W framework. 
By relating the paradigms to each concept and identifying the specifics of the relation, 
the requirements for the employment of each of the paradigms by a company are 
identified.  

At the end of this chapter, each research domain on e-contracting (see Chapter 2) is 
classified according to the e-contracting paradigms that are aimed at in its research. 
This chapter is structured as follows. In Section 2, the values of e-contracting are 
described. Section 3 provides a discussion on deep and shallow e-contracting. In 
Section 4, the basic paradigms for deep e-contracting and their possible combinations 
are discussed. In Section 5, the requirements for employment of the e-contracting 
paradigms are discussed. Finally, in Section 6, the research work performed in the e-
contracting research domains is discussed from the perspective of the e-contracting 
paradigms. The chapter ends with conclusions. 
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2. A value analysis of e-contracting 
The benefits from the introduction of information technology in an enterprise have 
been widely discussed in the literature. Two types of approaches exist in the literature. 
In the first type, the benefits are assessed only in terms of tangible financial values. In 
the second type, intangible financial values are taken into account (values whose 
impact on the cash flow is “difficult-to-“, or “impossible-to-measure”) in addition to 
the tangible financial values. Parker and Benson provide in “Information Economics” 
[87] a broad discussion on the need to examine intangible benefits in addition to the 
tangible financial benefits. The authors describe a framework of the possible values of 
the introduction of information technologies in an enterprise. This publication gained 
attention and later on it was elaborated and extended in “Strategic transformation and 
information technology” [86]. In this chapter, the classification of values of 
information technology introduced by Parker in [86] is used as a foundation for the 
identification of the values delivered by the use of information technologies in the 
process of contracting.  

In “Strategic transformation and information technology”, five generic categories of 
tangible and intangible values and risks are identified, i.e., financial values, strategic 
values, stakeholder values, competitive strategy risk, and organizational risk. The 
value categories are divided into subcategories (except for the “financial values” 
category, which includes all tangible financial values in an unstructured manner). 
Several of the subcategories are not applicable for the domain of contracting. For 
example, the environment quality measurements (subcategory of the stakeholder 
values category) make sense only for information technologies in the context of 
products, services or processes that can lead to environment pollution. Competitive 
response measures the possible losses for an enterprise if this technology is not 
addressed. This subcategory has to be measured in the specific enterprise context and 
for this reason it is not further discussed. In this chapter, the competitive strategy risk 
and organizational risk categories and their subcategories are grouped in one category 
“Risks” and are only briefly discussed. The risk analysis of e-contracting is not part of 
the goals of the thesis (see Chapter 1). This strategy of tailoring the taxonomy for 
identifying the values of information technologies in specific situations is advocated 
by Parker as well. Finally, the values and risks introduced by information 
technologies are limited to the following categories and subcategories: 

• Financial values.  

• Strategic values (with subcategories: strategic match, competitive advantage, 
management information, strategic IT architecture). 

• Stakeholder values (with subcategories: quality, cycle-time, agility, mass 
customization). 

• Risks. 

In this chapter, the goal is the identification of the values introduced by e-contracting. 
However, measurement and assessment methodologies for the evaluation of the 
identified values are not provided, as these would often be context specific. The 
general methodology given in [87] and [86] can be used as a starting point for such an 
evaluation. Next, each of the categories (subcategories) and their interpretation in the 
context of e-contracting are described.   
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2.1. Financial values 

Traditional paper contract establishment and management require participation of 
people at any stage of the contracting process. This significantly raises the costs of the 
contracting process. However, nowadays, to stay competitive, companies have to be 
able to support large number of contract relations [32]. That is why decreasing the 
costs for contract establishment, management, and enactment is an imperative issue 
for the dynamic world of business relations. Use of information technology for 
automation of the contracting process can decrease the costs in traditional contracting 
by eliminating the human involvement (labor costs, traveling costs, human driven 
mistakes, etc.), by improving the business processes, by avoiding the use of physical 
materials (paper, ink), etc. Electronic contracting can lead to decrease in costs in 
business departments not directly related to the contracting process. For example, a 
department responsible for a service/product delivery can benefit from e-contracting 
by reacting immediately to contract breaches, preventing losses from deliveries to 
inaccurate business partners. In addition to the financial economies for a company, the 
decreased costs in e-contracting can introduce new opportunities to the parties. For 
example, cheap contracting allows contracts to be established in situations where 
previously this was not economically well-founded. 

 

2.2. Strategic values 

Strategic values result from improvements introduced by information technology to 
the external strategies of a company, e.g., improvement of market positions, customer 
relationships, etc. Next, the strategic values introduced by information technology in 
the case of contracting are discussed. 

 

2.2.1. Strategic match 

This value relates to the degree to which the introduced information technology 
matches with the company strategic goals. The basic goal pursued by an e-contracting 
application is to fully (or partially) substitute the humans involved in the process of 
traditional paper contracting, i.e., human power is being substituted by machine 
power. Thus, in its nature, e-contracting is a substitutive application. E-contracting 
can, however, also have complementary functions, e.g., providing a better contract 
quality. As a substitutive and complementary application, an e-contracting application 
is able to support the existing contracting strategies of an enterprise. Furthermore, as 
shown in Section 4, e-contracting introduces a number of new opportunities that can 
be used to support new enterprise strategies. Thus, an e-contracting application can 
support the existing enterprise strategies and presents opportunities to support 
innovative business strategies as well. 

 

2.2.2. Competitive advantage 

Parker identifies three basic objectives that a company must aim at in order to gain 
competitive advantage when introducing information technologies. The three main 
objectives are: change of the structure of competition, creation of new business 
opportunities, and improvement of the position in the existing business. E-contracting 
can lead to changes in the structure of competition by increasing the dynamics of the 



Chapter 4 

60 

trading relations (shorter duration of the relations between companies, easier 
switching to new parties, etc). A number of new opportunities are introduced through 
e-contracting (e.g., contracting at the latest possible moment, contracting of small 
quantities of products or cheap services). The new opportunities introduced to 
companies are discussed in more detail in Section 4. The new opportunities can lead 
to improvements in the market position of a company. Thus, e-contracting satisfies 
the three basic objectives and can add value to the competitiveness of a company. 

 

2.2.3. Management information 

Better management and use of information is another strategic value introduced by e-
contracting. According to Goldman Sachs, contract management efficiency can be 
improved up to 50 percent [32]. The management of the contractual relations of a 
company includes observance of the current, past and future contracting relations, i.e., 
their starting and ending time, possible renewals, existing dependencies, risk 
management, etc. Digital representation of contracts allows the management of the 
contracting relations of a company to be automated. The reduced contract 
management time and the improvement of management quality lead to reduction of 
missed opportunities. Furthermore, proper management of the contracting relations 
can be beneficial for the management of the overall strategies of a company. This 
value introduced by information technologies is of high importance in the context of 
the modern contract-intensive businesses. 

 

2.2.4. Strategic IT architecture 

In this subcategory, the alignment of the newly introduced information technology 
with the overall information technology strategy in an enterprise is evaluated. E-
contracting allows an important linkage between the contracting system and the 
production (or service delivery) system to be established. The machine-readable 
format of e-contracts allows the content of an established e-contract to be 
automatically interpreted. Thus, the information required by a production/delivery 
system for the delivery of the agreed value can be automatically extracted from the e-
contract and supplied to the production/delivery system (or to a system that controls 
the production/delivery process, e.g., a Workflow Management System). This allows 
avoiding the involvement of people required to link the contracting system with the 
production/delivery system. Clearly, the linking of e-contracting technology with 
existing information technology in a company can optimize the organizational 
structure of a company and consequently its market competitiveness. 

 

2.3. Stakeholder values 

Stakeholder values are values that are introduced to the possible stakeholders (i.e., 
suppliers, customers, mediators) by the implementation of information technology in 
the contracting process.  
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2.3.1. Quality 

Improving the quality of the contract content is an issue that is addressed by e-
contracting. The contract content quality can be improved by checking for consistency 
of the contract terms, and by providing support for the creation of contract clauses. 
This can be of help especially in the cases of complex contracts, containing large 
number of contract clauses and product/service details. All contracting parties and 
mediators can benefit from the improved contracting quality, guaranteeing better 
trading relations and protection. 

 

2.3.2. Cycle-time 

The cycle-time subcategory is related to the decrease of time for performance of a 
complete (or part of a) cycle of product/service innovation, production and delivery 
that can be achieved by the use of information technologies. Contracting is an 
essential part of this cycle. It is related to the realization of the company’s products or 
services on the market. As stated in [32], the time required for contract negotiation, 
establishment, and management is often significant. Long time for contracting and 
contract management slows down the life-cycle in an enterprise. Automation provided 
by e-contracting allows the time required for contract establishment to be decreased 
and thus to reduce the cycle-time in a company. 

 

2.3.3. Agility 

In traditional paper contracting, the lack of agility in the contracting process can 
hinder companies from entering into trading relations or can cause substantial 
inconveniences to companies. For example, due to the substantial synchronization (of 
people and processes) requirements, companies often do not contract with the most 
advantageous party. E-contracting can eliminate (or significantly reduce) the 
synchronization requirements during contracting processes. This improvement 
introduced by the information technologies leads to improved agility of companies in 
the contracting process and thus to improved flexibility in their business relations.  

 

2.3.4. Mass customization 

Nowadays, markets require mass customization of products and services. “The new 
definition of success becomes the ability to accelerate production of an ever greater 
variety of customized products” [86]. In the context of contracts, the demand for mass 
customization is expressed in the establishment of highly specialized contracts, 
tailored to support exchange of small (or even single) quantities of values.  E-
contracting can answer to this market demand by providing fast and cheap contract 
customization for the exchange of limited amounts of specific products or services.  

 

2.4. Risks 

The introduction in a company of e-contracting as a new technology creates new 
risks. These risks can have external focus, (called competitive strategy risks), e.g., 
political, business, legal, standardization risks, or an internal focus (called 
organizational strategy risks), e.g., business restructuring risks, security risks. Risk 
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factors can vary among the different business domains. At this stage of the research 
on e-contracting, a detailed description of the risks from the implementation of e-
contracting cannot be elaborated. For the identification of concrete risk factors, a 
certain amount of experience with e-contracting must be accumulated. Examples for 
general risks from the implementation of e-contracting are the ill-defined (or 
completely missing) legislative framework for e-contracting in many countries, the 
costs for the development and implementation of an e-contracting system, the risks 
related to the organizational restructuring caused by the employment of e-contracting. 

It must be noted that in addition to the possible risks introduced by e-contracting, this 
new technology can allow currently existing risks to be decreased. E-contracting can 
reduce existing risks by improving the contract quality, reducing costs and time, 
improving parties’ flexibility, or through the new opportunities which it provides. For 
example, the existence of reputation ranking centers [80], [76] that automatically 
supply up-to-date information about a possible contracting party is an opportunity 
introduced by e-contracting which reduces the risk of entering in contracting relations 
with companies with bad contractual reputation. In e-contracting, evaluation of the 
enacted contracts and information about a possible contracting party is given and 
obtained automatically by companies. This automation allows fast and cheap way for 
obtaining up-to-date companies’ reputation, in contrast to the existing expensive, 
manually maintained ranking systems that often provide dated information.   

 
In this section, it was shown that e-contracting can introduce a wide variety of 
benefits to companies that employ it. In the next section, a closer look at the two basic 
types of e-contracting that companies can employ is taken.   

 

3. Definition of deep and shallow e-contracting  
Many definitions of contracting and e-contracting have been given until now, e.g., 
[94], [81], [58], [31]. Definitions of e-contracting are based on the use of information 
technologies for contract representation and for support of the contracting process. 
However, in the various approaches to e-contracting, no attention is paid to the 
different levels of automation that can be achieved by the use of information 
technologies in the contracting process. In this section, it is shown that the level of 
automation can be used to distinguish two types of e-contracting. To represent these 
two types of e-contracting, we introduce the notion of shallow and deep e-contracting. 
Next, definitions of the two types of e-contracting together with short examples are 
given.   

 
Definition 1 

Shallow e-contracting is contracting in which: 

(1) Information technologies are used to support the contracting process; 

(2) Contracts have digital representation; 

(3) The level of automation does not lead to process and/or organizational 

changes in a company (in comparison to the organizational structures and 

processes used in the company for paper contracting).    
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Definition 2 

Deep e-contracting is contracting, in which: 

(1) Information technologies are used to support the contracting process; 

(2) Contracts have digital representation; 

(3) The level of automation leads to process and/or organizational changes in 

a company (in comparison to the organizational structures and processes used 

in the company for paper contracting).    

Digital contracts that allow the support of deep e-contracting are named “deep e-
contracts”. Digital contracts that allow the support only of low automated e-
contracting processes are named “shallow e-contracts”.  

As can be noticed, Definition 1 and Definition 2 differ only in their third point 
concerning the level of automation of the contracting process. The exact boundary 
between shallow and deep e-contracting can hardly be determined (see Figure 25). In 
Section 4, the paradigms of deep e-contracting are described. This allows a better 
understanding of the deep e-contracting domain and its distinguishable features as 
compared to shallow e-contracting. Shallow e-contracting can lead to minor 
improvement of the financial and cycle-time values. These improvements are due to 
the cheep and fast communication and storage technologies. Deep e-contracting 
focuses on the entire set of e-contracting values, involves the usage of a broad 
spectrum of information technologies, and leads to new business opportunities. 

 

3.1. Example for shallow e-contracting 

An example of shallow e-contracting is the use of a text editor for creation of a 
contract (this might involve the use of previously created contracts or contract 
templates) and the delivery of the contract through e-mail. This example shows that 
e-contracting can be introduced as an improvement of traditional contracting in 
respect of time and costs. However, in this scenario no significant changes in the 
business processes and organizational structures of the company will take place. The 
prototype implementation described in [46] is an example for a system supporting 
shallow e-contracting (positioned in Figure 25 in the domain of shallow e-
contracting). Another example for a system supporting shallow e-contracting is the 
system presented in [65].  

 

3.2. Example for deep e-contracting 

In this scenario, a company has a dedicated e-contracting system. Based on certain 
criteria, the e-contracting system can automatically negotiate and establish an e-
contract with a partner. The high level of automation of the contract establishment 
process allows the establishment of contracts in a very short period of time. Fast e-
contracting allows the company to support contract establishment even seconds before 
the contract enactment must be started. This new opportunity will allow the company 
and its partners to establish a highly dynamic market. In these new business settings, 
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the business model of the company should be changed to support fulfillment of 
contract obligations without prior preparations as a contract may be established in the 
latest possible moment. This example on deep e-contracting shows how higher level 
of automation of the contracting process can lead to changes in the internal business 
processes of a company. The prototype system described in the CrossFlow project 
[43] (see Chapter 2, Section 3.3) supports highly automated e-contract establishment 
and enactment. This system is an example for a system supporting deep e-contracting. 

 

Figure 25 - The level of automation of the contracting process 

  

3.3. Discussion on shallow and deep e-contracting 

As stated in the definition, shallow e-contracting does not introduce changes to the 
business processes of a company. Its implementation cannot give a significant 
competitive advantage over other companies. For the support of shallow e-
contracting, existing software applications can be used or adapted (e.g., e-mail, text 
editors, secured web forms). As already mentioned, shallow e-contracting introduces 
improvements of the financial and cycle-time values due to the cheep and fast 
communication and storage technologies. Deep e-contracting leads to changes in the 
existing business processes or/and organizational structures. This allows companies to 
improve their efficiency and effectiveness significantly, as well as to benefit from the 
new opportunities that occur. Deep e-contracting poses substantial research problems 
with respect to the new business processes, new business opportunities, and 
supporting technology. Thus, deep e-contracting is of interest from both business and 
research perspective. For this reason, the work presented in the thesis concentrates on 
the domain of deep e-contracting. Through the rest of the thesis, the terms 
“e-contracting” and “e-contract” are used as an equivalence of the terms “deep 
e-contracting” and “deep e-contract”, respectively.   

In the next section, a description of the paradigms of deep e-contracting is provided.  
 

4. Description of deep e-contracting 
In this section, the paradigms of deep e-contracting are identified based on the values 
of e-contracting introduced in Section 2. Furthermore, the combined employment of 
several paradigms (hybrid paradigms) is discussed.  

 

4.1. E-contracting paradigms 

In Definition 2, it is stated that deep e-contracting leads to new business processes or 
to significant changes in the existing processes. However, this definition itself is of no 
practical value for companies. For a company, it is more important to be aware of the 
new opportunities that are introduced by e-contracting, so that it can pursue them in 
its business.   

 

Example 2 Example 1 

Deep e-contracting Shallow e-contracting 
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Definition 3 

An e-contracting paradigm is a basic concept in deep e-contracting that describes a 

new opportunity for a contracting party introduced by the use of information 

technologies in the process of contracting.   

In Section 2, the values introduced by the use of information technologies in the 
contracting process were identified. Next, these values are taken as a starting point for 
the identification of the new opportunities for companies.  

Nine values of e-contracting were outlined in Section 2. The “strategic match” value 
measures the support for the current business strategies of an enterprise by the newly 
introduced information technologies. As it measures the support for current business 
practices, this value cannot indicate a new opportunity introduced by e-contracting.  

The “competitive advantage” value is related to the new business opportunities for a 
company, the changes in the industry structure, and the improvements of the position 
of a company in the existing business (see Section 3.3). Thus, studying the 
competitive advantages introduced by e-contracting is a task that contains our current 
goal of identifying the new opportunities for companies.  

The “financial” and “cycle-time” values are basic value. The “financial” value serves 
as a basis for the “mass customization” value. Similarly, the “cycle-time” value is the 
basis for the “agility” value. The fundamental nature of the “financial” and “cycle-
time” values does not allow easy identification of new opportunities based on these 
values. However, the “mass customization” and “agility” values are specific enough 
to indicate possible new opportunities for companies. 

In this way, five values remain for consideration as a starting point for the 
identification of new opportunities for companies i.e., the “management information”, 
“strategic IT architecture”, “quality”, “agility”, and “mass customization” values. In 
the following subsections, it is shown that each of these values of e-contracting 
introduces a new e-contracting paradigm. The paradigms are named 
µ(micro)-contracting, τ(just-in-time)-contracting, π(precision)-contracting, 
ε(enactment)-contracting, and γ(management)-contracting. Table 1 shows in the left 
column the identified e-contracting paradigms, and in the right column, the e-
contracting values that are characteristic for the paradigm.   

 

Table 1 - E-contracting paradigms and corresponding values 

Paradigm E-contracting values 

µ (micro)-contracting Mass customization, Financial 

τ (just-in-time)-contracting Agility, Cycle-time 

π (precision)-contracting Quality 

ε (enactment)-contracting Strategic IT architecture 

γ (management)-contracting Management information 

 
New opportunities in the contracting domain for companies can be related to the three 
general business processes that contracting comprises, i.e., contract establishment, 
contract enactment, and contract management (see Chapter 3, Figure 21).  
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At the end of this section, the identified e-contracting paradigms are positioned with 
respect to the processes they introduce new opportunities to. 

 

4.1.1. µ (micro)-contracting  

Decreasing significantly the costs for contracting based on a high level of automation 
allows contracts to be customized on a large scale (see Section 2.3.4). The possibility 
for mass customization leads to the opportunity for establishment of many small 
contractual business relationships to support a high level of selectivity and 
specialization in business collaboration. This new opportunity is named the 
µ-contracting (micro-contracting) paradigm. In the micro-contracting paradigm, 
contracts can be used for exchange of small (in quantity and value) commodities. 
Micro-contracting requires that companies adapt their business processes to support 
the existence of many different contracts, possibly with different contracting 
conditions. For example, new logistic solutions can be required for the delivery of 
single products or small product quantities per contract. Micro-contracting requires an 
adequate management support, which allows the high number of cheaply established 
contracts to be cheaply managed (see Section 4.3).  

 

4.1.2. τ (just-in-time)-contracting  

In Section 2.3.3, the possibility for agile contracting was discussed. Decreasing 
significantly the time for contracting (due to the high level of automation) gives 
companies the agility to establish contractual relationships in the preferred moment, 
with the preferred contracting party. This paradigm is named τ-contracting 
(just-in-time-contracting). Just-in-time-contracting allows companies to react in the 
best way to temporal market dynamics. It allows contracts to be established seconds 
before the start of the contract enactment. This paradigm requires that companies 
adapt their business processes for the support of contract enactment in accordance 
with fast contract establishment. For example, flexible just-in-time logistic solutions 
can be required for the support of just-in-time contracting.  

 

4.1.3. π (precision)-contracting  

As discussed in Section 2.3.1, the quality of the contract content can be improved 
through the use of e-contracts. E-contracting allows contract specifications to be 
automatically defined and verified for consistency against internal (company) and 
external (business, legal, etc.) requirements. This new opportunity is named the 
π-contracting paradigm (precision-contracting). Precision-contracting allows 
companies to improve the quality of their contracting relations by avoiding clause 
redundancy, contract clauses omissions, inconsistencies, etc. For example, rules 
applied on several contract clauses can determine automatically the combinations in 
which the clauses can be used, or the possible values of the parameters in these 
clauses. Precision-contracting is beneficial especially in the creation and verification 
of complex contracts. It allows the establishment of complex contracts with high 
quality in situations where previously this was not possible (due to lack of time, 
financial resources, legal resources, etc.). Precision-contracting eliminates or shortens 
internal business processes related to the contract quality control.  
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4.1.4. ε (enactment)-contracting  

As discussed in Section 2.2.4, the “strategic IT architecture” is another value 
introduced to companies by e-contracting. E-contracting allows the information 
technology supporting the contract establishment process to be linked to the 
information technology supporting the enactment process. The opportunity for parties 
to automatically link the contract establishment and the contract enactment due to the 
use of electronic contracts is another paradigm. This opportunity is named the 
ε-contracting (enactment-contracting) paradigm. An essential characteristic of 
enactment-contracting is the automatic interpretation of contracts by the contract 
enactment systems. Enactment-contracting allows companies to enact better (faster, 
more precisely, etc) a higher number of contracts. Restriction on the number of 
enacted contracts is set only by possible limitations on availability of resources for the 
value delivery. Machine interpretability of the contract content by the enactment 
system allows higher benefits from the contract clauses to be achieved (e.g., 
prevention of inobservance of contractual obligations). It must be noted that 
depending on the exchanged value (a product or a service) different levels of 
automation are possible. In the case of selling physical products, at present, the 
delivery process can usually not be fully automated. However, in the case of services 
or digital products the process can often be fully automated.  

 

4.1.5. γ (management)-contracting  

In Section 2.2.3, the possibility for better management of the contracting relations 
through the use of information technology (the “Management Information” value) 
was discussed. The opportunity to automatically link the contracting process with the 
contract management process, and subsequently to automatically manage the 
contractual relation, is another e-contracting paradigm. This paradigm is named the 
γ-contracting (management-contracting) paradigm. Similarly to enactment-
contracting, the machine interpretability of the contract is essential for the 
management-contracting paradigm. In the management-contracting paradigm, 
companies can better manage the contracting relationships, e.g., beginning and ending 
contract performances in time, catering for contract renewals, tracking contract 
dependencies, etc. This paradigm leads to reduced risk for companies, higher profits 
from contracting relations, improved possibilities for more contracting relations, etc. 
This leads to process and organization restructuring.  

 

4.2. Positioning of paradigms in the e-contracting processes 

The relation between the identified e-contracting paradigms and the processes they 
introduce new opportunities to is shown in Figure 26. 
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Figure 26 - Relations between paradigms and processes 

 
The micro-contracting and just-in-time-contracting paradigms are related to the 
automation of the contract establishment process, improving correspondingly cost and 
customization, and time and agility issues in contract establishment. Precision-
contracting aims at improving the contract quality. Contract content is negotiated and 
agreed in the final part of the contract establishment process, i.e., in the contracting 
phase. The enactment-contracting paradigm requires an established electronic contract 
for the automation of the contract enactment process (thus, related to the contract 
enactment process). The management-contracting paradigm is related to the complete 
contracting management process.  

 

4.3. Combinations of paradigms 

It is natural that a company will often be interested to employ more than one of the 
paradigms in order to benefit from more new opportunities. Figure 26 is an illustration 
that various combinations are possible among the e-contracting paradigms. It can be 
expected that certain paradigms will often be used in combination, as their separate 
usage can lead to undesired complications. Combinations of two or more paradigms 
lead to hybrid paradigms, e.g., just-in-time-micro-contracting (τµ-contracting), 
precision-enactment-contracting (πε-contracting), just-in-time-micro-enactment-
contracting (τµε-contracting).  

The goal of this section is to provide a description of the possible and required 
combinations of paradigms, allowing in this way achieving greater benefits from the 
introduction of deep e-contracting.  

Table 2 lists the e-contracting paradigms identified in Section 4.1 and shows the 
relation between each two paradigms. Thus, for each paradigm that a company wants 
to employ, it may use Table 2 to investigate if any additional (to the already chosen) 
paradigms are required.  

Next, the relations between the paradigms are explained. Not all combinations that are 
considered as required are reciprocal, e.g., employing the micro-contracting paradigm 
requires combination with the management-contracting paradigm whilst employment 
of management-contracting does not require a combination with micro-contracting. 
For this reason, the possible combinations are presented in a directed manner, starting 
with a paradigm from the left column and relating it the rest of the paradigms (i.e., to 
each of the columns). To avoid redundancy of the explanations, combinations of 
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paradigms that are reciprocal are discussed only once. In Table 2, the symbol “1” is 
used to indicate a combination that is possible. The symbol “2” is used to indicate a 
combination that is required. The symbol “►” is used to indicate order in the 
combination of paradigms. 

 

Table 2 - Cross-table of the e-contracting paradigms 

 1 - can be combined 

 2 - should be combined 

 
 
 
 

µ-c ► τ-c (and τ-c ► µ-c): Micro-contracting and just-in-time-contracting can be 
combined, decreasing significantly both the time and costs for the contract 
establishment and allowing high level of customization possibilities and agility to be 
achieved. This combination can be used in scenarios in which companies need to 
establish numerous contracts, each in a short time interval.  

µ-c ► π-c: Micro-contracting can be combined with precision-contracting for the 
support of cases that require the establishment of many contracts that do not conform 
to a standard contract template with fixed values (i.e., contracts differ in their clauses 
or parameter values). Automated contract verification is a must in cases that require 
negotiations of micro-contracting. 

µ-c ► ε-c: A combination between micro- and enactment-contracting allows 
automation of the establishment and enactment of small trading relations. These two 
paradigms should be combined in most business scenarios, as manual control over 
numerous specialized contracting relationships can be often error prone and can be a 
significant burden for companies. This combination is most powerful when the 
contract enactment can be fully automated, i.e., in the context of exchange of digital 
products or services.  

µ-c ► γ-c: The combination of micro-contracting and management-contracting 
(µγ-contracting) is a required one, as employment of micro-contracting without 
automated management can lead to significant burdens for the management of the 
numerous micro-contracts, which in turn can lead to error-prone contract management 
(or to the lack of contract management).  

τ-c ► π-c: Just-in-time-contracting and precision-contracting is an important 
combination, as just-in-time-contracting provides establishment of contracts in a split 
second and certain contract verifications must hence be performed automatically.  

τ-c ► ε-c (and ε-c ► τ-c): Just-in-time-contracting forms a relevant combination 
with enactment-contracting. This combination has a strong potential especially in 
situations where contract enactment lasts a very short time (e.g., a few seconds). In 
this way, contracts can be established in the last moment and enacted for several 
seconds, reducing the complete contracting process to seconds, allowing companies to 
acquire highest profits from temporary market fluctuations.  

τ-c ► γ-c: Just-in-time-contracting is important to be combined with management-
contracting, as highly automated contract management is required for the 
establishment of contracts in the preferred moment with the preferred party. The 

 µ-c τ-c π-c ε-c γ-c 

µ-c ► - 1 2 2 2 

τ-c ► 1 - 2 1  2 

π-c ► 1 1 - 1 1 

ε-c ► 1 1 1 - 2 

γ-c ► 1 1 1 1 - 
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management system must provide automated support for the initiation of the 
contracting process at the right moment, and its management during contract 
establishment. Scenarios in which contract enactment must start immediately after 
contract establishment require automation of the e-contract management during its 
enactment as well (manual support may be too slow to react to contracts established in 
the last moment).     

π-c ► µ-c: Combining precision-contracting with micro-contracting brings added 
value to the automation of the contract creation process by allowing complex, micro 
business relations to be established.   

π-c ► τ-c: Combining precision-contracting with just-in-time-contracting brings 
added value to the automation of the contract creation process by allowing verified 
contracting business relations to be established in short time intervals.   

π-c ► ε-c (and ε-c ► π-c): Precision-contracting can be combined with enactment-
contracting, allowing automatically verified contracts to be automatically enacted.  

π-c ► γ-c (and γ-c ► π-c): Precision-contracting combined with management-
contracting provides automation of the management of verified contracts.  

ε-c ► µ-c:  Enactment-contracting can be combined with micro-contracting. 
However, the employment of enactment-contracting independently does not require 
employment of micro-contracting. 

ε-c ► γ-c: The combination of enactment-contracting with management-contracting 
is required in most scenarios, as automation of the contract enactment without its 
automated management can bring substantial problems. Problems are due to the 
human involvement in the management of a highly automated process. This is valid 
especially in situations where contract enactment lasts extremely short or very long 
periods of time. Furthermore, in both paradigms the connection with the contract 
establishment process is an essential aspect. Thus, εγ-contracting allows both 
paradigms to benefit at the same time from this connection. The hybrid 
τεγ-contracting paradigm provides a strong contracting potential to companies 
contracting in a dynamic market conditions with short-term value exchange. 

γ-c ► µ-c; γ-c ► τ-c; and γ-c ► ε-c: Employment of management-contracting can 
be combined with the employment of the micro-, just-in-time-, or enactment-
contracting paradigms which will deliver the benefits already discussed. In the γε-
contracting hybrid paradigm, the automation of the contract enactment management is 
more meaningful due to the coupling with the enactment system. This allows proper 
and in-time reaction by the management system to changes in contract enactment 
process. When this combination is not introduced, the coupling between the contract 
enactment and the contract management is to be performed manually, by human 
beings, which may introduce delays or errors. 

 

5. Requirements for employment of the paradigms 
To further improve the understanding of the e-contracting paradigms, it is important 
to identify the requirements that each paradigm has for its employment. A 
requirements specification will allow companies to easily estimate the appropriateness 
for employing a specific paradigm and the required technological support. In other 
words, a requirements specification will provide an answer to companies to the 
question “When a company can employ an e-contracting paradigm?”.  
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A requirements analysis of the e-contracting paradigms demands a profound and 
structured knowledge of the e-contracting domain. In Chapter 3, the 4W e-contracting 
framework was defined. The 4W framework presents the concepts from the e-
contracting domain and the relations between them. Thus, the 4W framework 
provides the required foundation for investigation of the requirements for employment 
of the e-contracting paradigms. In this section, the different types of relations between 
concepts from the 4W framework and the paradigms are investigated. Three different 
types of relations can be distinguished:  

- an e-contracting concept from the 4W framework cannot be involved in a 
specific paradigm (i.e., this concept cannot be applied in e-contracting 
scenarios that employ the specific paradigm); 

- an e-contracting concept from the 4W framework can be involved in a specific 
paradigm; 

- an e-contracting concept from the 4W framework must be involved in a 
specific paradigm.  

Thus, for each e-contracting concept of the 4W framework, it must be investigated if 
it can be (or must be) involved in each of the paradigms and if there are any specific 
requirements for its involvement. By “specific requirements” is meant requirements 
on the application of a concept that are specific for a concrete paradigm. Clearly, there 
are “general” requirements on each concept for its application in any of the paradigms 
(for example requirements on the e-contracting process, see Chapter 6). The specific 
requirements are deduced based on the definitions of the e-contracting paradigms and 
the description of the concepts from the 4W framework. The specific requirements 
that are discussed in the sequel of this section are the most important requirements for 
the employment of a paradigm. Requirements which are of less importance are not 
discussed.  

To represent the relations between the e-contracting concepts and the e-contracting 
paradigms, tables that contain mappings between the concepts to the e-contracting 
paradigms are constructed. The following notation is used to represent the different 
possible relations between a paradigm and a concept: 

 

- shows that this concept CANNOT be involved in the corresponding 
paradigm 

C shows that this concept CAN be involved in the corresponding paradigm 

M shows that this concept MUST be involved in the corresponding paradigm 

R shows that there are certain REQUIREMENTS for the use of the concept in 
the corresponding paradigm 

 
The combination “CR” is used to represent that a concept can be involved in the 
paradigm but there are certain requirements for its use. Similarly, the combination 
“MR” is used to denote that a concept must be involved in the corresponding 
paradigm and that there are certain requirements for its use.  

Next, for each of the four groups of concepts (Who, Where, What, and HoW), the 
relations between the paradigms and the concepts that belong to these groups are 
investigated.  
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5.1. Who  

Table 3 contains the relations between the Who concepts and each of the paradigms. 
Every e-contract requires at least two parties, i.e., a consumer and a supplier. 
Auxiliary implementors and mediators can be involved in all e-contracting paradigms.  

 

Table 3 - Actors in the e-contracting paradigms 

 
Consumer Supplier 

Auxiliary 

implementor 
Mediator 

µ-c MR MR CR CR 

τ-c MR MR CR CR 

π-c M M C C 

ε-c M M C C 

γ-c M M C C 

 
Micro-contracting and just-in-time-contracting are fully reciprocal paradigms, i.e., in 
order for one party to employ one of them, it is required, the counter party to support 
the same paradigm as well. According to the notation defined above, this requirement 
for reciprocity on consumers and suppliers is denoted with “R” in Table 3.  

The involvement of mediators and auxiliary implementors in micro-contracting and 
just-in-time-contracting must be cheap and fast, respectively. Again, these 
requirements are denoted with “R” in the corresponding columns.  

 

5.2. Where  

The business and geographical contexts exist for every e-contract. Companies are 
advised to position every contract in a certain legal context, e.g., law that will govern 
their contract. However, if no legal context has been specified by the parties, in case 
of dispute, the relevant jurisdiction body decides which the governing law is [55].  
Thus, the business, geographical, and legal context columns in Table 4 denote that 
these contexts exist in all e-contracting paradigms. 

 

Table 4 – Context concepts in the e-contracting paradigms 

 Business Geographical Legal 

µ-c MR CR MR 

τ-c MR C M 

π-c MR C M 

ε-c M C MR 

γ-c M C M 

 
The requirements on the business context for employment of micro-contracting, just-
in-time-contracting, precision-contracting, and enactment-contracting follow from the 
definitions of the paradigms. Micro-contracting can be applied in business contexts 
that allow high level of selectivity and specialization of business collaborations. 
Just-in-time-contracting can be applied in markets characterized with temporal 
dynamics. Precision-contracting is suitable for business relations that require the 
automatic negotiation and verification of (potentially complex) contracts. 
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Enactment- and management-contracting can be applied in any business context 
without any specific requirements.  

The geographical context in e-contracting is of less importance than in traditional 
paper contracting. In certain cases (e.g., in mobile e-contracting), the geographical 
context has little or no influence on the contracting process. Micro-contracting may 
still depend on the geographical context of the business relations. For example, micro-
contracting of physical products on large distances is often not economically 
reasonable due to the high costs for delivery (the costs for delivery of digital products 
like music, software, etc. are low and may often be disregarded, allowing micro-
contracting of digital products without geographical limitations).  

The high number of established contracts in the micro-contracting paradigm requires 
special legal context for a micro-contract, as companies cannot afford traditional 
measures for contract arbitration and enforcement [80]. With traditional legislative 
practices, the cost for resolving a single micro-contract can be significantly higher 
than the benefits from the contract itself. Similarly, the high automation of the 
enactment process in enactment-contracting requires specific, highly automated legal 
support for this paradigm as well. This is recognized also in the European directive on 
electronic commerce: “Member States shall ensure that, in the event of disagreement 
between an information society service provider and the recipient of the service, their 
legislation does not hamper the use of out-of-court schemes, available under national 
law, for dispute settlement, including appropriate electronic means” [108].  

From Table 4, it can be noticed that the employment of micro-contracting, compared 
to the employment of the other paradigms, sets higher requirements on the contracting 
context. As a result this paradigm can be employed in fewer business relations. On the 
contrary, management-contracting can be applied in any contracting context. This 
broad applicability of the management-contracting paradigm is one of the reasons that 
most of the existing projects and solutions in the e-contracting domain concentrate on 
supporting this paradigm (see Section 6).   

 

5.3. What  

The financial reward is part of every non-barter contract (see Table 5). Only, the 
micro-contracting paradigm requires support for specific payment techniques (e.g., 
micro-payments [85] can be required for the support of payments for the exchange of 
small amounts of low-cost values).  

In Table 5, custom exchanged values are distinguished from standard exchanged 
values. Custom products/services are considered to be products/services that are based 
on unique requirements by the client. Standard products/services are products/services 
that are part of the traditional production of a company. Standard product/services 
may allow certain parameterization which a company may support without significant 
new investments in its business processes. Standard products can be exchanged in all 
of the e-contracting paradigms. Micro-contracting for customized products is not 
sensible, as the efforts for customization of a low-cost product and its production for 
small business relations is not economically reasonable. Custom products are not 
suitable for just-in-time-contracting, as there is no time for elaborate negotiations and 
thus for product customization. Custom products are not suitable for enactment-
contracting as well. Automation of contract-enactment is based on commonly agreed 
standards (e.g., domain ontologies). The adaptation of these standards (or elaboration 
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of new standards) for the automation of a single contract is not economically 
reasonable. Precision- and management-contracting can be applied for custom 
products. 

With the same line of reasoning, it can be seen that standard service can be contracted 
in any of the paradigms. For the same reasons like in custom products, custom 
services are not suitable for just-in-time-, micro-, and enactment-contracting. 

 

Table 5 – Exchanged values in the e-contracting paradigms 

Product Service  
Financial 

reward Standard Custom Standard Custom 

Exchange 

value 

provisions 

µ-c CR C - C - C 

τ-c C C - C - C 

π-c C C C C C CR 

ε-c C C - C - CR 

γ-c C C C C C C 

 
There are no specific requirements on the exchange value provisions in the micro-, 
just-in-time-, and management-contracting paradigms. For precision-contracting and 
enactment-contracting, the provisions related to the value exchange must permit their 
formalization in order to achieve automatic verification for consistency and 
correctness. Provisions that cannot be formalized cannot be handled in precision- and 
enactment-contracting.  

It can be observed from Table 5 that deep e-contracting is mostly suitable for standard 
products and services. This fact is due to the high process automation required in each 
of the paradigms, which limits the possibilities for customization of products and 
services.  

 

5.4. HoW  

Due to the higher number of concepts in the HoW group, the relations between the 
concepts of the HoW group and the paradigms are presented into two separate tables. 
First, the e-contracting phases are related to the different paradigms. Next, the rest of 
the concepts are discussed (contract representation, content, structure, 
communication, security, and standards).  

As explained in Chapter 3, Section 3.4, an e-contracting process comprises four basic 
phases, i.e., information, pre-contracting, contracting, and enactment phases. The first 
two phases are optional and activities from these phases can be executed when the 
business context requires this. The last two phases are performed in all e-contracting 
processes. Following the notation defined in the beginning of Section 5, in Table 6, 
the information and pre-contracting phases are denoted with “C” and the contracting 
and enactment phases with “M”. 
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Table 6 – E-contracting phases and the e-contracting paradigms 

 Information 

phase 

Pre-contracting 

phase 

Contracting 

phase 

Enactment 

phase 

µ-c C C M M 

τ-c CR CR MR M 

π-c C C M M 

ε-c C C M MR  

γ-c C C M M 
 

In the just-in-time-contracting paradigm, the need for fast contract establishment leads 
to shortening of the contract establishment process. The information phase is executed 
at most once (in contrast to the traditional process where it can be executed many 
times until a suitable partner is found), the pre-contracting phase will be shortened to 
the highest degree possible, and the contracting phase must have short negotiations or 
even a direct accept/reject contract-offer protocol. The enactment-contracting 
paradigm requires the contract enactment processes to be automatically interpretable. 
The micro-, precision- and management-contracting paradigms do not set any 
requirements on the e-contracting process. 

Next, in Table 7, the rest of the HoW concepts are related to the e-contracting 
paradigms.  

 

Table 7 – HoW concepts in the e-contracting paradigms 

 Content Representation  Structure  Communication Standards Security 

µ-c M MR MR MR MR  M 

τ-c M MR MR MR MR MR 

π-c M MR MR M C M 

ε-c M MR MR M MR M 

γ-c M MR MR M MR M 

 
All e-contracts must have content that represents the agreement of the parties, 
regardless of the employed paradigm. Furthermore, in all paradigms, contract must 
have a machine-readable representation and must be structured in order to be 
automatically interpretable.   

In micro-contracting, communication between parties must be cheap. In micro-, just-
in-time-, precision-, enactment-, and management-contracting, standards that govern 
the contract representation, structure, and communication (e.g., [54]) are required.  

In just-in-time-contracting, communication between parties has to be highly 
synchronized with minimal delays for the establishment of contracts in a split second. 
Due to the speed required in just-in-time-contracting, the technology that provides 
security to the business relationship must be optimized for high performance (digital 
signing and encryption are computationally expensive processes that might pose 
significant time requirements [13]).  

In precision-contracting, the contract must have structure and representation that will 
allow verification techniques to be applied on it on a clause or lower level. Different 
standards can be used to assist parties for the application of verification techniques. 
Precision-contracting allows a company to improve the quality of the established 
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contracts, i.e., to improve their content. Thus, there are no specific requirements on 
the communications between companies and on the security of contracting.  

 

6. Research work from the perspective of the paradigms 
In this section, the research domains on e-contracting are discussed from the 
perspective of shallow and deep e-contracting. Based on the publications from a 
domain (see Chapter 2), the domain is classified as “shallow” or “deep e-contracting” 
domain. Furthermore, again based on the publications from the domain, “deep e-
contracting” domains are classified according to the support for the five e-contracting 
paradigms. Research domains that aim at the employment of deep e-contracting and at 
specific e-contracting paradigms (i.e., the “deep e-contracting” domains) deserve 
more attention, as they investigate e-contracting in its advanced form, and their results 
can bring substantial benefits to companies. In Table 8, the “X” symbol is used to 
denote that a research domain concentrates explicitly on the type of e-contracting, the 
“x” symbol to denote that the domain addresses marginally this type of e-contracting. 
An empty field denotes that in this domain no attention is paid to this type of e-
contracting. 

 

Table 8 - The level of automation of contracting aimed at the e-contracting research domains 

Deep e-contracting 
Research domain 

Shallow e-

contracting µ τ π ε γ 

Queensland University  
Distributed Systems Technology Centre 
(DSTC) 

    X x 

University of St. Gallen X      

Twente University  
Eindhoven University of Technology 

 X X  X X 

IBM Research Division     X X 

Hewlett-Packard Laboratories     X X 

University of Hamburg 
Ponton Consulting 

   X x x 

Hong Kong University of Science and 
Tech. 
Chinese University of Honk Kong 

    X x 

King's College London 
Brunel University 
Imperial Col. of Science, Tech., and 
Medicine 

   X  X 

  
As denoted in Table 8, four of the five paradigms are aimed at domain of Twente 
University and Technical University of Eindhoven. The foundations of the research 
work in this domain originate from the CrossFlow project (see Chapter 2, Section 
3.3). The CrossFlow project aimed at supporting dynamic workflow service 
outsourcing within a service consumer/supplier context [43]. In CrossFlow, it is 
possible to use standard form contracts and partially filled contracts. This, and the 
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high level of automation, due to the use of advanced information technologies (e.g., a 
Match Maker Engine) allows the micro- and just-in-time-contracting paradigms to be 
supported. However, proprietary technology is used in the project for the 
implementation of these paradigms. In CrossFlow, the contract content is 
machine-readable (represented in XML) with an option for a human-readable section. 
This allows contracts to be managed automatically, and in this way to employ the 
management-contracting paradigm. As the project is specialized in dynamic workflow 
service outsourcing and has a machine-readable contract representation, contracts can 
be executed automatically by the supporting workflow systems (employing the 
enactment-contracting paradigm)  

The CrossFlow system is capable of supporting four of the five e-contracting 
paradigms in a limited business context. The limitations result from several factors. 
First, the conceptual architecture described in the project is in the context of cross-
organizational workflow management. In this way, the management- and enactment 
contracting paradigms are considered only in the context of this technological 
environment. Additionally, the project does not rely on existing standards for the 
support of any of the paradigms. This leads to limitations in the employment of the 
micro- and just-in-time-contracting paradigms in a broad context. The 
precision-contracting paradigm is not considered in the project, as it requires specific 
support in the contracting phase, and is outside the scope of the business scenarios 
considered.  

Existing e-contracting solutions provided by different vendors like Oracle1, diCarta2, 
Contracto3 do not adequately address the potential of e-contracting. Most of these 
solutions aim at providing support for shallow e-contracting and at limited support for 
the management-contracting paradigm, while neglecting the other e-contracting 
paradigms. For this reason, vendor solutions are not discussed in this thesis.  

 

7. Conclusions 
A justification for the application of information technology in an enterprise 
application must be based on one of the conditions: it should improve the 
performance of the existing organization, or it should improve the chances of success 
for new business opportunities and strategies [87]. E-contracting can be applied to 
solve cost and time problems that occur in paper contracting. Furthermore, e-
contracting can provide new opportunities to the contracting parties. Thus, e-
contracting responds to both requirements for application of information technology 
in a business - a clear indication for the importance of e-contracting technology in 
modern business. 

This chapter describes the business foundation for the employment of e-contracting. It 
provides the base on which projects introducing e-contracting can clearly identify the 
benefits for the contracting relations of a company. The defined e-contracting 
paradigms provide the foundation for the definition of new contracting and business 

                                  
1 http://www.oracle.com 
2 http://www.dicarta.com 
3 http://www.contracto.nl 
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strategies with which companies can respond to the newly emerging business 
paradigms.  

Most of the information technologies required for the support of the paradigms are 
still not mature and their usage is a challenging task even for a single paradigm. The 
employment of several or all e-contracting paradigms significantly increases the 
complexity of the e-contracting architecture and requires coupling of highly complex 
technologies (as shown in Chapter 8). Initially, companies will start with the 
employment of shallow e-contracting. However, with the development and maturing 
of information technologies, it will be possible for companies to support higher level 
of automation of the e-contracting process, including even combinations of e-
contracting paradigms. Depending on the context of their business, companies will 
implement a different set of e-contracting paradigms in their contracting relations. 
Implementation of certain paradigms will be impossible or needless for some 
businesses.  

The work presented in the sequel of the thesis aims at facilitating the development of 
e-contracting systems by providing a conceptual design of an e-contracting system. 
The design work concentrates on deep e-contracting and addresses the requirements 
of the five paradigms discussed in this chapter. In the next chapter, two business cases 
from the domain of on-line advertising are presented. The state of the art of 
contracting and the potential for employment of e-contracting paradigms in these 
cases are discussed. 

  



 

79 

Chapter 5 

Business Cases 
 
 
To demonstrate the business values that can be introduced by e-contracting in 
concrete business settings and to test the feasibility of the process model and of the e-
contract content requirements (described in Chapters 6 and 7), an e-contracting 
business case is required. This chapter contains the description of two business cases 
from the domain of on-line advertisement. The first case is based on the Dutch 
newspaper “De Telegraaf” and describes the selling of advertising space in the on-
line edition of “De Telegraaf”. The second case is from the Google’s advertising 
program called AdWords.  
 
 
 

1. Introduction 
Currently, the domain of advertising is based on relatively long lasting campaigns that 
are agreed upon significantly ahead of time. Thus, advertising can be seen as a mainly 
static market. The reason for this status quo is the static space that was used until 
recently for advertising, e.g., newspapers, billboards, TV commercials, etc. 
Traditionally, the agreement between an advertiser and an advertising medium for an 
advertising campaign is stated in a written contract. 

With the introduction of Internet, a new advertising space that provides opportunities 
for dynamic advertising and precise audience targeting has appeared [106]. 
Furthermore, on-line advertisements are intangible products. Consequently, the 
delivery of the advertisement to the advertising medium and its publishing can be 
highly automated. As discussed in Chapter 1, traditional paper contracts are not 
suitable for the protection of the rights of parties in dynamic, highly automated 
environments. The possibility for automation of dynamic business relations and the 
need for legal protection of the trading parties were part of the motivation to select the 
domain of on-line advertising for application of the research findings in the thesis. 
Another incentive was that though with little legal protection for the advertisers, 
efforts for the support of dynamic and automated on-line advertising already exist. 
These efforts indicate the interest of the participants in the advertising domain in 
automated, dynamic advertising schemes.  

This chapter contains the description of two business cases from the domain of on-
line advertising. The first business case presented in the chapter is the advertising 
scheme in the on-line edition of the Dutch newspaper De Telegraaf. This case 
illustrates the current status quo of on-line advertising in Dutch information medium. 
The rights and obligations of parties are specified in a contract supplied in addition 
with general provisions provided by De Telegraaf. Reaching an agreement on an 
advertising campaign in De Telegraaf is a process that requires human participation at 
each stage. The second business case presented in the chapter is the AdWords 
advertising program offered by Google. AdWords illustrates the possibility for 
dynamic and highly automated internet advertising campaigns. However, traditional 
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paper contracts are inefficient in this context. In AdWords, relationships between 
advertisers and advertising medium are governed by general terms and conditions. 
The two business cases were selected based on their different levels of automation 
and dynamics of on-line advertising and on the different legal protection provided to 
parties.  

The two cases are used in the thesis with two different objectives. De Telegraaf case 
is used to apply the research findings presented in the thesis. To improve the process 
of contracting of advertising campaigns in the case of De Telegraaf, deep e-
contracting is proposed. The employment of the e-contracting paradigms in the case 
of De Telegraaf is discussed in this chapter. Feasibility of the process model and e-
contract content requirements is tested in the design of an e-contracting process model 
and an e-contract in the case of De Telegraaf (presented in Chapters 6 and 7 
respectively). For reasons explained at the end of this chapter (see Section 4), the 
AdWords case is used solely in this chapter. Its purpose is to demonstrate that the 
newly emerging business models in the domain of advertisement bring value to both 
advertisers and advertising medium. In the description of the two cases, the 4W 
framework is used. This allows achieving structured description of the cases.  

 

2. The case of “De Telegraaf” 
De Telegraaf offers advertising space on its network of electronic editions to potential 
clients. Its network includes the main news web site, as well as a number of 
specialized web sites like Auto Telegraaf (dedicated to trading of cars) and 
Woonkrant (dedicated to trading of living properties). The case described in this 
chapter concentrates on advertising in the main news web site of De Telegraaf1 [14].  

 

2.1. Who 

Three contracting parties are involved in the case. De Telegraaf plays the role of a 
service provider. The internet sales department of De Telegraaf is responsible for the 
management of the inventory of all on-line editions of De Telegraaf (an inventory is 
the total number of impressions that a Web site may sell over a given period of time; 
an impression is the delivery of a single advertisement to a single viewer one time). 
The client that wants to advertise its products/services in the medium is denoted as 
advertiser in Figure 27. The advertiser can create and plan its advertising campaign in 
house. Alternatively, an advertising agency can be used by the client company for the 
creating, planning, and handling of its advertising campaigns. When a company 
makes use of an advertising agency, it signs a contract for its campaign with the 
agency that in turn signs a contract with the medium where it will advertise the 
products/services of its client. In the case of De Telegraaf, 95% of the campaigns are 
agreed through an advertising agency. The remaining 5% are direct contracts for 
advertising campaigns between advertisers and De Telegraaf.  

 

                                  
1 http://www.telegraaf.nl/ 
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Figure 27 - Actors in the case 

 
In the case description, the general term “client” is used to denote the counter party of 
De Telegraaf, abstracting from the type of the client (an advertiser or an advertising 
agency). When the difference in the type of counter party introduces differences to the 
trading scenario, advertisers and advertising agencies are explicitly distinguished.  

 

2.2. Where  

A number of business, legal, and geographical aspects are of importance for the 
contractual relations between De Telegraaf and its clients.  

 
Business context 

De Telegraaf plays the dominant role in the business relation. It controls the 
contracting process, provides the contract offers, etc. Clients are usually large or 
medium-sized companies that want to advertise their products or services. Clients that 
are recognized by the ROTA organization (“Raad van Orde en Toezicht voor het 
Advertentiewezen” - Council for Control and Supervision of Advertising) are allowed 
to make their payments on fixed dates (regardless of the date of the invoice) and can 
be given discounts at the discretion of De Telegraaf. Usually, the ROTA recognized 
clients are advertising agencies that represent advertisers. 

A new contract is established for each advertising campaign. In this case, no contract 
dependencies exist. 

 
Legal context 

Each contract between De Telegraaf and its clients is bounded to the general 
provisions of De Telegraaf. Furthermore, in the general provisions is stated that each 
contract is governed by the agreement “Rule-system for advertising” provided by the 
ROTA organization. This agreement is placed at the Chamber of commerce and the 
registry of the Amsterdam district court. In case of contradiction between the Rule-
system and the general provisions, the general provisions prevail.  

 
Geographical context 

The content of De Telegraaf is in Dutch language. For this reason, though its on-line 
content can be reached from readers from all over the world, the advertisers are 
predominantly companies (offices of companies) that are situated in the Netherlands 
and target the Dutch readers. 

 

Advertiser De Telegraaf 

Advertising agency 

Advertises in � 

Assigns campaign to � Advertises in � 
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2.3. What 

De Telegraaf offers publishing of advertisements for the corresponding payment from 
a client. A number of general provisions on the exchange of values are defined by De 
Telegraaf.  

 
Exchanged values 

De Telegraaf offers different advertising plans. An advertisement can be agreed to be 
published on the main news web site of De Telegraaf or on one of the sites part of the 
network of De Telegraaf. In addition, an advertisement can be agreed to be published 
under the “Run of Network” or the “Run of Site” schemes. A Run of Network scheme 
offers to run an advertisement on all the sites of the Telegraaf network. The Run of 
Site scheme offers to run an advertisement on a sub-site of De Telegraaf news web 
site (international news, sport, weather, etc.). An advertising plan is assigned a fixed 
tariff (“BasicTariff”). For each advertising plan De Telegraaf offers several types of 
advertisements, i.e., banners, large rectangles, pop-unders, screen-ads, textlinks. Each 
of these types of advertisements is assigned a factor (“Factor”) that shows its 
“advertising power”. As already mentioned, the case description concentrates on 
advertising in the main page of De Telegraaf. 

The client has to pay for an advertising campaign. The price for a campaign is based 
on the number of desired impressions. The advertising tariff for one thousand 
impressions (also known as CPM - cost per thousand) is calculated through the 
formula: 

 
AdvertisingTariff = BasicTariff x Factor 

 
De Telegraaf requires a minimum amount of 1000 euros for a campaign. 
In rare cases, a barter exchange can be agreed between De Telegraaf and its client. 
Instead of money, the client may offer its service or products to De Telegraaf (e.g. 
tickets for concerts, barter of advertising services).  

 
Exchange value provisions 

For advertising in the main news web site of De Telegraaf, general provisions1 (valid 
for advertising in any electronic edition from the network of De Telegraaf) and 
specific provisions (valid only for the news edition of De Telegraaf) apply. The 
exchange value provisions that are of importance for the case description are 
translated from Dutch and listed in Appendix B.  

 

2.4. HoW 

The case addresses the new and fast growing market of on-line advertising. This new 
market for advertising is based on the use of advanced information technologies. 
However, as can be seen from the description that follows, the means used in the 
contract establishment are traditional and do not involve usage of advanced 
information technologies.  

 

                                  
1 http://service.telegraaf.nl/tarieven/website/?39 
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Phase 

The contracting process is not strictly fixed and allows flexibility to parties. Typically, 
a client will perform the following activities (the order of performance of activities 
may vary): 

- select possible on-line editions for advertisement (end of information phase);  
- read the proposed advertising plans by the on-line editions (including the plans 

at De Telegraaf);  
- read the general provisions of the on-line editions (including the provisions at 

De Telegraaf); 
- request offers for advertising plans; 
- choose an on-line edition (presumably De Telegraaf) and an advertising plan 

in the edition  (end of pre-contracting phase); 
- inform the sales department of De Telegraaf for its decision on the preferred 

advertising plan and campaign; 
- receive a contract, sign it, and send it back to the sales department (or confirm 

by e-mail, phone, fax, or mail) (end of contracting phase); 
- provide the advertisement(s); 
- optionally, contact De Telegraaf to disallow sharing of the client’s data with 

third parties; 
- monitor the proper publishing of the advertisements; 
- receive an invoice; 
- pay the required amount;  
- evaluate the results of the campaign; 
- optionally, start a new campaign or request an extension of the current 

campaign (end of enactment phase). 

In parallel, De Telegraaf will typically perform the following activities (again, the 
order of performance of activities may vary): 

- elaborate and update its general terms and conditions; 
- advertise its advertising plans (end of information phase); 
- provide support to potential advertisers, explaining the different possibilities 

for advertising;  
- send offers for advertising plans; 
- receive a request for an advertising campaign; 
- check a potential advertiser (normally, payment takes place after the campaign 

is completed and this step is necessary to assure that the client is solvent) (end 
of pre-contracting phase); 

- fill in a contract template, sign it, and send it to the client for confirmation; 
- receive contract confirmation (by mail, fax, e-mail, or phone); 
- feed the established contract into the advertising system (end of contracting 

phase); 
- receive and check the advertisement(s) for compliance with its requirements; 
- optionally, make changes on the advertisement(s); 
- publish the advertisement(s) as agreed in the advertising plan;  
- send an invoice (if the client has been checked by De Telegraaf, the invoice is 

sent after the delivery of the agreed impressions; if the client has not been 
checked an advance payment is required and the invoice is sent before the start 
of the advertising campaign); 

- monitor the proper paying; 
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- optionally, extend the campaign and send a new invoice. It must be noted that 
despite the change in the agreement when a campaign is extended, De 
Telegraaf does not update the written contract. It directly sends a new invoice 
to the client (end of enactment phase).  

Additionally, a number of activities might be performed by both parties that have to 
handle occurring deviations from the normal contracting process (described in the 
What section).  

 
Communication 

Communications between parties are performed in a person-to-person manner, via 
telephone, mail, fax, or e-mail.  

 
Security 

Hand signatures are used to guarantee non-repudiation of the parties. If a party wants 
to terminate a contract, it uses a registered letter to inform the counter party for the 
contract termination.  

 
Standard 
No business standards are used in the contracting process. For the specification of the 
advertisement types, commonly accepted terms are used (e.g., CPM, banners, pixels) 
and industry accepted standards (e.g., size of banners). 

 
Representation 

Contracts are created by a contract establishment system that allows contracts to have 
human readable representation, as well as machine-readable representation. The 
contract offer is sent to the client in a human-readable representation. Internally, the 
advertising system of De Telegraaf uses the machine-readable representation of the 
contract.    

 
Content 

For the contract content, predefined templates are used.  

 

2.5. Discussion of De Telegraaf case 

In the case of De Telegraaf, the companies make use of popular applications like e-
mail and text-processing tools, which lead to decreased costs and time for 
communication and contract establishment. In addition, De Telegraaf uses two 
information systems for the contract establishment and contract enactment. The 
contract establishment system supports the creation of contracts, as well as reservation 
of advertisement spots.  However, humans from both contracting parties are required 
for the negotiation of the advertising campaigns and the contract formation. The time 
for contract establishment may vary from minutes to hours (or even days), depending 
on the need for verification of the client and the speed for decision making on an 
advertising campaign and contract confirmation from the client’s side. The contract 
offer can be sent to the client by mail, fax, or e-mail. The contract confirmation from 
the client can be done by mail, fax, e-mail, or phone. The contract enactment and 
management at the client side (monitoring and payment) is performed manually. At 
the side of De Telegraaf, contract management and enactment is supported by an 
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advertising system. As soon as a contract is confirmed by the client, a representative 
of the sales department of De Telegraaf sends the machine-readable representation of 
the contract to the advertising system. The contract enactment and its management in 
the enactment stage are partially supported by the advertising system. By the end of 
an advertising campaign, the advertising system informs the sales department of De 
Telegraaf and the final invoice is manually sent to the client. The usage of 
information technology during the contract establishment and contract enactment 
process is a step towards deep e-contracting. From this discussion, it can be concluded 
that De Telegraaf with its contract establishment and advertising systems supports the 
enactment-contracting paradigm. The management-contracting paradigm is supported 
only in the contract enactment phase, and only partially. However, the involvement of 
humans required for contract establishment, does not allow De Telegraaf to support 
micro-contracting, just-in-time-contracting, and precision-contracting. The lack of a 
dedicated information system for the automation of the contract management requires 
human involvement in the contract management during the contract establishment and 
enactment.   

In a hypothetical scenario, De Telegraaf could implement deep e-contracting in its full 
potential. De Telegraaf could employ all five paradigms of e-contracting, i.e., micro-, 
just-in-time-, precision-, management-, and enactment-contracting. Micro-contracting 
will allow De Telegraaf to support low-cost campaigns. For example, a campaign 
with a budget of 10 EUR will allow the publishing of about 500 advertisements. As 
on-line advertising allows precise targeting of advertisements to the proper audience, 
small campaigns may still bring benefits to an advertiser. Just-in-time-contracting will 
allow De Telegraaf to support contract establishment in the moment preferred by its 
clients. Incentives for clients to establish a contract moments before the start of a 
campaign may be lower prices of advertising spots, publishing of news that will be of 
interest to the audience targeted by the client, occurrence of an event that will attract a 
huge amount of readers, etc. The support of the micro- and just-in-time-contracting 
paradigms will lead to increased market dynamics in advertising. De Telegraaf will be 
able to provide more flexible pricing policy, bonus strategies, and other business 
rules, based on the market dynamics. By implementing precision-contracting De 
Telegraaf will be able to support establishment of contracts that are automatically 
verified against the company policies. Thus, precision-contracting will allow 
definition of contracts with higher complexity. By employing micro-, just-in-time-, 
and precision-contracting, and combining them with the already employed enactment-
contracting paradigm, De Telegraaf will achieve full automation of the contract 
establishment and enactment processes. Only checking of advertisements for 
compliance with the company policies may still have to be performed manually. 
However, as estimated by De Telegraaf, this step requires currently between 15 and 
120 seconds and will not cause substantial delays. Furthermore, in the case of 
repeated campaigns, this step can be omitted. Another manual work that currently 
cannot be automated is the changing of advertising materials that do not comply with 
the requirements of De Telegraaf. At this point this step requires at minimum 1 day (it 
can require up to 5 days). Thus, just-in-time- and micro-contracting will be applicable 
for clients with repeating campaigns and/or for clients that provide correct advertising 
material. The employment of the contract-management paradigm in its full potential 
will allow De Telegraaf automation of the management of the contracting of 
advertising campaigns.  
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Clearly, the management-, enactment- and precisions-contracting paradigms bring 
benefits to De Telegraaf. A question that emerges after that discussion is whether 
advertisers and publishing media will be interested in providing higher dynamics in 
the on-line advertising domain by introducing micro- and just-in-time-contracting. 
Will it be beneficial to advertiser and publishers if advertisers can perform micro-
advertising campaigns that last only a day or even less? Will companies be interested 
in having the opportunity of deciding on an advertising campaign in the latest possible 
moment, e.g. minutes or seconds before a campaign must start? To answer these 
questions, a second business case is provided in the next section. 

 

3. The case of Google AdWords 
Recently, Google has started implementing the AdWords advertising scheme. In the 
AdWords scheme, a company can publish an advertisement in the search result of a 
query submitted by a user (the popular term for this advertising scheme is “sponsored 
search”1). To get its advertisement published, an advertiser participates in a fully-
automated auction performed at the time the query is sent. An auction on the relevant 
bids submitted by the advertisers is run every time a user submits a query. For the 
publishing of an advertisement, the bid of the company has to get a high-enough 
ranking in a multi-attribute auction. The bid consist of the offered price, the CTR 
(click-trough rate) of the advertisement, and the relevancy to the user-query. A CTR 
is a ratio between the number of clicks an advertisement gets and the number of its 
total impressions at the time the auction is conducted. The winners’ advertisements 
are shown on the right side of the search results.  

In addition, AdWords allows clients to publish their advertisements in the network of 
Google affiliated companies (among which are Amazon, AT&T, Netscape, T-Online, 
etc.). The principle of the advertising scheme in the Google’s network is similar to the 
sponsored search. An advertisement is considered for publishing if it is relevant to the 
information contained in the page that is requested (“opened”) by the user. An auction 
(that determines the winning advertisements) is run upon a request of the page from a 
user. Then, the winning advertisements are published in the page requested by the 
user, and the page is delivered to the user. As the scenario of publishing 
advertisements in the network of Google affiliated companies is not of importance for 
the goals of the case description, it is not further discussed.  

 

3.1. Who 

In AdWords, Google plays the role of a provider of advertisement space. The client 
can be again an advertising company, or an advertising agency that represents the 
advertising company. For advertising agencies, Google provides special tools and 
support. For example, the “My Client Center” is a tool that agencies may use to 
manage multiple AdWords accounts.  

 

                                  
1 Sponsored search was originally developed by Overture (http://www.overture.com). 
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3.2. Where  

Due to the complexity of the case, the detailed context and value-exchange 
description of AdWords is of considerable size (the descriptions and explanations 
provided by Google are in the range of several hundred pages1). A brief summary that 
suffices for the goals of the case is provided below.  

 
Business context 

Any company or private person can use the AdWords program. Companies or 
individuals can launch a large scale advertising campaign reachable from all over the 
world and targeted explicitly to their potential clients. The business context of the 
relationship is left as wide as possible.  
 
Legal context 

Upon signing-in in the AdWords program an advertiser has to accept the “Terms and 
Conditions” 2  provided by Google. References to several additional sources that 
contain the privacy policy of Google3, editorial guidelines4, and trademark guidelines5 
are provided in the terms and conditions. Thus, in this case, the agreement for a 
trading relationship is indicated by the acceptance by the client of the terms and 
conditions provided by Google. However, the terms and conditions are unilaterally 
defined by Google. They provide only a standard set of rights and obligations of the 
parties and do not allow customized definition of the business relation. Furthermore, 
as they are unilaterally defined by Google, they do not allow the specification of 
clauses that a client may wish to include for its better protection. The terms and 
conditions provided by Google can be seen as an umbrella contract for the whole 
business relationship. During an advertising campaign, the client and Google may 
exchange values unlimited number of times. These exchanges are not governed by 
separate agreements. 

 
Geographical context 

Advertisers from any country can use the AdWords scheme. Furthermore, depending 
on their preferences, their advertisements can be localized. This means that only 
queries submitted form a certain region can be considered for advertisement 
publishing, targeting in this way only the really prospective clients. The region can be 
defined on the basis of political definition (country, state, city), or on the base of 
geographical coordinates (longitude and latitude coordinates) defined by the client. A 
geographical region can have any user-defined geometrical shape in which a vertex is 
specified by its longitude and latitude coordinates.  

Depending on the billing address of the client, i.e. depending on the country of 
residence of the client, a slightly different set of terms and conditions that reflect the 
different language and local legislation specifics is provided (see also Section 3.4). 
The advertising expenses that have an EU billing address are charged with Value 
Added Tax. In case there is no VAT number provided, the amount is taxed according 

                                  
1 https://adwords.google.com/support/bin/index.py?fulldump=1 
2 https://adwords.google.com/select/tsandcsfinder 
3 http://www.google.com/privacy.html 
4 https://adwords.google.com/select/guidelines.html 
5 http://www.google.com/permissions/trademarks.html 
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to the Irish VAT rate (where Google Europe is situated) in accordance with the 
country of billing origin rule.  

 

3.3. What 

Exchange values 

Google allows textual advertisements that are limited in length (70 characters, plus 25 
characters for a title, and 35 characters for an URL that is displayed) to be published 
by clients in the search results of a user-query or in the web-pages of affiliated 
companies. Small graphical advertisements can be published only in the network of 
Google affiliated companies and not in search results.  

Clients pay according to an innovative payment scheme called CPC pricing (Cost-
Per-Click). In CPC pricing, clients pay only when the user clicks on their 
advertisement. Clients can define a fixed budget per day that should not be exceeded. 
Furthermore, clients can make use of conversion tracking mechanisms that monitor if 
users that have clicked on an advertisement have also bought something from the 
website of the client. This allows clients to better control their expenses per 
advertising campaign and the corresponding revenues.  

The client with a winning bid in the auction pays one cent on top of the second 
highest bid (i.e., a second-price sealed bid auction is used [64]). The client can 
individually decide its bidding price, or can make use of the minimum-amount 
recommendation from Google.  The initial fee for registration is 5 USD which is 
required for opening of an account. Many advertising campaigns can be started from 
one account. Payments can be done by credit cards, debit cards, bank transfers, and 
direct debit. After providing the billing details, the campaign can be started. There are 
two methods for payment supported by Google, i.e., post- and pre-pay. In the pre-pay 
system, the client in advance transfers a certain amount of money that is to be used for 
its campaigns. In the post-pay system, Goggle gives an initial credit to the client that 
is used for its campaigns. The client is charged as soon as its credit limit is reached or 
30 days after the campaign has been started.  

 
Exchange value provisions  
The main set of provisions that are applicable for advertising in the AdWords 
program are defined in the web pages with frequently asked questions about Google 
AdWords1. A number of provisions related to the liability of Google are defined in the 
general terms and conditions that govern the business relations between Google and 
its clients. In addition, a large number of provisions related to the requirements on the 
advertisements provided by the client are defined in the editorial guidelines. As these 
are not important for the goals of the case, they are not discussed.  

 

3.4. HoW 

The process of advertising at Google is a mix of fully automated and manually 
performed activities. Currently, clients have to perform all their activities manually. 
The interfaces provided by Google do not allow automation at the client side. Only 

                                  
1 https://adwords.google.com/support/bin/index.py?fulldump=1 
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the standardized format of reports that can be downloaded from Google’s web site 
allows certain automation of their processing. In order to be able to participate in the 
fully-automated actions of Google, a client provides his bid for participation in the 
auctions and his advertising material in advance. If the client’s bid wins an auction, 
his advertisement is published by Google. The client can obtain information for the 
success of his participation in the auctions only through the number of impressions of 
his advertisements that are reported by Google. However, he is not informed about the 
number of auctions in which he has participated. Google has full automation of its 
activities (except the cases where human support is requested by clients). This is due 
to the highly technological background of Google and its dominant role in the 
business relation.  

   
Phase 

The client will typically perform the following activities: 

- investigate the existing opportunities for sponsored search advertising; 
- register at Google AdWords and create an account; 
- register new campaigns; 
- optionally, contact a Google representative; 
- optionally, edit the account settings; 
- change/suspend/reactivate/end existing campaigns; 
- optimize its campaigns in terms of performance and payment; 
- monitor the running campaigns (downloading all data in a bulksheet or using 

existing on-line tools); 
- check the proper advertising of advertisements; 
- pay (if not automatically billed); 

Google will perform the following activities: 

- advertise its AdWords program; 
- register new clients; 
- register new campaigns or changes to existing campaigns;  
- register changes to the client account;  
- provide support to clients when required; 
- run an advertising auction and publish the winning advertisements every time 

a user submits a query; 
- support monitoring of clients’ campaigns; 
- make reports for clients; 
- optionally, send automatically reports by e-mail to clients;  
- bill clients;  

 

Communication 

Communications are performed via Internet through the http protocol. Clients can 
contact Google also via telephone or e-mail.  

 

Security 

Clients are required to authenticate themselves before being allowed to enter their 
accounts. Though Google requires upon registration the name, address, phone, and 
billing information from its clients, only the billing information can be verified. Thus, 
clients’ authenticity is not verified during the process of initial registration. Google 
uses SSL (Secured Socket Layer) technology for encrypting the communications 
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between clients and the AdWords system. Locally, the client data is protected by 
firewall and is stored only in its encrypted version.  

 
Standard 

No specific business-trading standards are used in the establishment and enactment of 
the trading relations. The SSL protocol is used for secured communications. CSV 
(Comma Separated Value format) and XML data structuring formats are used for files 
that Google provides for downloading (containing statistical, financial, or conversion 
reports).  

 
Representation 

The terms and conditions provided by Google are in a human-readable format, 
following the traditional legal style of defining terms and conditions.  

 
Content 

The content of the terms and conditions provided by Google is not personalized. It is 
slightly modified depending on the country of origin of the client.    

 
Time 

The “time” concept is from the third level of detail in the 4W framework. However, 
due to its importance in the case of AdWords, it is explicitly discussed. The duration 
of a campaign is dynamically defined by the client and can last from seconds to 
months or longer. The registration process takes few minutes (~ 15 min.) and few 
minutes after its completion the bids of the client are considered in the auctions. In a 
small experiment conducted in our research group, we have managed to set up an 
account and run an advertising campaign targeted only to the region of North-Brabant 
in The Netherlands in less then 30 min. Changes to campaigns (e.g. changes to 
offered CPC), changes to the state of campaigns (starting, suspension, termination) 
take effect in few minutes (required for the data update and propagation of the 
changes at Google). As communications are performed via Internet, the required time 
for communication is negligible.  

   

3.5. Discussion of the AdWords case 

The AdWords advertising scheme is a significant success for Google [106]. Its global 
reach, precise audience targeting, fast and easy campaign set-up, flexible payment 
schemes, etc. are attractive to small, medium, and large advertising clients. Micro-
advertising and just-in-time-advertising in AdWords allow companies to easily reach 
potential clients in a cheap manner and in the moment preferred by the company. The 
possibility to manage campaigns at the time they are already running gives companies 
enormous flexibility to constantly adjust their campaigns for best results. The 
expectation for the year 2005 is that “the combined advertising revenues of Google 
and Yahoo! will rival the combined prime-time ad revenues of America's three big 
television networks, ABC, CBS and NBC” [106]. Thus, the AdWords business case 
shows that the opportunity for dynamic advertising offered by modern technologies is 
appealing to advertisers and profitable to publishers. The innovative advertising 
schemes have been discussed in the research community as well. For example, a 
mechanism for dynamic auctions in on-line advertising is discussed in [18]. The 
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sponsored search as a special case of on-line advertising has been discussed in two 
workshops [59], [89].  

Currently, the rights and obligations of Google and its clients are specified in a 
general set of “Terms and conditions”. These terms and conditions are defined 
unilaterally by Google and have to be accepted by the client. Their customization per 
client is not possible. At this stage of implementation of the service, this general legal 
agreement suffices. However, researchers already look into the implementation of 
more advanced and complex provisions between Google and its clients that last 
beyond the scope of a single auction and that will be personalized for each client [88]. 
This will bring forward the need of establishment of personalized contractual 
relationships that specify the rights and obligations of Google and its clients in 
specific business relationships. Traditional paper contracts cannot be used in this 
dynamic environment, where agreement will have to be customized per every client’s 
advertising campaign, established in few seconds, and automatically verified and 
enacted. The employment of the micro-contracting, just-in-time-contracting, and 
precision-contracting paradigms will allow Google and its clients to support 
contractual relationships in these dynamic settings. As discussed in Chapter 4, Section 
4.3, the employment of these paradigms will lead to the need for employment of the 
management-contracting paradigm (allowing management of the high number of e-
contract) and the enactment-contracting paradigm (allowing the automatic enactment 
of the business relationship in accordance to the agreed e-contract). For the 
introduction of contracts, certain changes in the business processes of Google will be 
required. For example, authenticity of clients will have to be verified before contract 
establishment (an activity that is currently not performed by Google, see Section 3.4). 

 

4. Conclusions 
Electronic contracting is required for the legal protection of companies in the newly 
emerging dynamic business models in the domain of on-line advertising.  

The two business cases show two scenarios with different level of automation of the 
advertising process and with different legal protection for the companies. In the case 
of De Telegraaf, written contracts are used for the protection of the parties. However, 
the advertising process is semi-automated and consequently advertising campaigns 
are static. The case of AdWords provides highly automated and dynamic advertising 
processes, but lacks the support of explicit contracts between advertisers and 
publishers. It can be expected that with the development of more complex relations 
between search-result spot providers and advertisers, contracts will become a 
necessity. Similarly, it can be expected that having the example of sponsored search, 
on-line editions will implement a more flexible, dynamic, and highly automated 
advertising schemes, in which e-contracting is also a necessity. Thus, the introduction 
of e-contracting will allow the confluence of the different approaches in on-line 
advertising in one common scenario with dynamic, flexible, and highly automated 
advertising and with legal protection to parties.   

In contrast to the case of Google AdWords, in the case of De Telegraaf, custom 
contracts that are signed by parties are used. The existence of custom contracts and of 
clear contracting process in the case of De Telegraaf allows research findings on e-
contracting to be tested in this case. The lack of custom contracts and of a clear 
understanding about their potential content in the case of Google AdWords would 
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require “inventing” a contract content and a contracting process, which would make 
testing of the research findings of the thesis in this case of little scientific value. For 
this reason, in the sequel of the thesis, the contracting processes and contracts from 
the case of De Telegraaf are used to test the feasibility of the e-contracting process 
model and of the e-contract content requirements. Based on the current contracting 
process at De Telegraaf, the e-contracting process model defined in Chapter 6 is 
applied to specify an example e-contracting process in the case of De Telegraaf. 
Based on the current contracts used at De Telegraaf, the sample e-contract 
specification language defined in Chapter 7 is applied to build an example e-contract 
in the case of De Telegraaf.  
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Chapter 6 

Specification of E-contracting Processes 
 
 
For the design of an information system for support of e-contracting, a clear 
description of the e-contracting process is required. In this chapter, a process model 
for flexible B2B e-contracting is introduced. To separate concerns, function and 
communication perspectives of e-contracting processes supplemented with 
consistency rules are distinguished. Using the defined model, an approach for 
elaboration of concrete e-contracting process specifications and their implementation 
in real-life business scenarios is proposed. The approach is a basis for specifying 
e-contracting process specifications, with coherent communication between 
contracting parties and seamless coupling between the internal and external activities 
of a company.  
 
 
 

1. Introduction 
Business process modeling aims at improving the efficiency and effectiveness of 
business processes executed in a company. Software applications with different levels 
of complexity are provided for the coordination and automation of intra-
organizational processes. As discussed in Chapter 1, Section 1, until recently, 
business process modeling and supporting software applications were limited to the 
scope of one company, i.e., the intra-organizational processes. After the rapid 
development of information technology, the possibility for the support of cross-
organizational business processes emerged [4], [43]. Research and standardization 
efforts (e.g., ebXML [35], RosettaNet [95]) concentrated on the modeling of cross-
organizational processes and their realization through supporting information systems.  

Business-to-business e-contracting comprises a collection of coherent intra- and 
cross-organizational activities. As the level of information technology allowed, 
attempts to realize information systems for the support of contracting processes were 
made [32], [43], [47], [27], [84]. These efforts did not deliver a complete and context-
independent solution.  The reasons for this are the complexity and variability of the 
contracting process. The different business settings in which contracting can take 
place can lead to a variety in the performed activities and in their order of execution. 
However, implementation of information technology for the support of business-to-
business electronic contracting requires a precise description of the activities that are 
to be performed by the participating companies.  

In this chapter, first, a model of the business-to-business e-contracting process is 
described. The model consists of two perspectives, i.e., function and communication 
perspectives. The function perspective provides description of all e-contracting 
activities at different levels of detail. The communication perspective provides 
description of the cross-organizational activities only. Cross-organizational activities 
are modeled separately from the complete set of e-contracting activities in order to 
facilitate the modeling of coherent communication protocols between parties. By 
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using process decomposition and inheritance in the function perspective and process 
specialization in the communication perspective, a structured and detailed e-
contracting process description is achieved. The two perspectives do not suffice for 
specifying e-contracting processes, as they do not specify the relations between the 
activities in a process. For this reason, a set of operators for the description of 
relations between the e-contracting activities is defined. The process model can be 
used for the specification of e-contracting processes. The model can be used for 
analysis of existing e-contracting process specifications as well. It allows the 
discovery of inconsistencies in existing specifications.  

Next, the e-contracting process model (i.e., the function and communication 
perspectives, in combination with the operators for definition of relations between the 
activities) is used to define an approach to the construction of concrete, detailed, and 
flexible e-contracting process specifications.  

Finally, the business case of De Telegraaf (see Chapter 5) is used to evaluate the 
feasibility and usability of the process model and the proposed design approach.  

This chapter is organized as follows. In Section 2, general requirements on an e-
contracting process model are identified. In Section 3, the structure of the proposed 
model (i.e., the role of the function and communication perspectives and the 
consistency rules) is discussed. In Section 4, the highest level of decomposition of the 
function perspective in the model is presented. For the lower levels of decomposition 
of the function perspective, the usage of the communication perspective is required. 
For this reason, lower levels of decomposition of the function perspective are 
discussed in Section 6, following the description of the communication perspective 
provided in Section 5. In Section 7, the operators for definition of relations between 
the activities are described. A description of the process of construction and usage of 
e-contracting process specifications is presented in Section 8. In Section 9, the 
proposed model and methodology are applied on the case of De Telegraaf. An 
evaluation for feasibility and usability of the model is provided. In Section 10, 
comparison with existing work is presented. The chapter ends with conclusions. 

 

2. E-contracting process model - a requirements analysis 
Contracting is a complex process. Depending on the context, a contracting process 
can vary significantly even when the same company performs it. The changes in the 
business and legal contexts can cause changes in the contracting process of a 
company. The variability of contracting processes is a substantial problem for the 
efforts to automate the process of contracting. It requires flexibility of the e-
contracting processes specifications, which leads to their high complexity. 
Furthermore, contracting requires synchronization between the processes of the 
contracting parties and a common understanding of the contracting parties of the 
processes that are performed. E-contracting aims at the automation of the traditional 
contracting process. This means that requirements on a contract process model are 
applicable to e-contracting process specifications as well. In addition, e-contracting 
process specifications must be at high level of detail, allowing their automatic 
execution and management by an information system.  

Next, in Section 2.1, the aspects of variability of contract processes are discussed. In 
Section 2.2, the synchronization aspects of contracting are discussed. Based on the 
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conclusions from Sections 2.1 and 2.2, Section 2.3 provides the requirements on an e-
contracting process model.  

 

2.1. A discussion on contracting processes 

The main aspects of variability of the e-contracting process are: 

• Sequence of execution of activities: Certain contracting activities can be 
executed in different orders, depending on the company preferences or the 
contracting context. An example from the case of De Telegraaf for two 
activities that can be performed in different orders by the advertising client is 
the “provide advertisement” and the “reserve spots for the advertisements” 
activities (see Chapter 5, Section 2.4). These two activities can be executed in 
any order. For example, the advertiser might first send the advertisement and 
later on make reservations for certain spots. The advertiser might also initially 
reserve advertising spots and later on when the advertising material is available 
to send it to De Telegraaf. The activities can even be executed simultaneously, 
if the advertiser has the advertisement available and a decision on the preferred 
spot was taken. This simple example shows that only for these two activities 
there are three modeling possibilities. 

• Optional execution of activities: Many activities are executed only in certain 
contracting contexts. For example, if the two parties know each other due to 
previously established contacts, all activities related to finding a party and 
acquiring more information about it can be skipped (i.e., the information and 
pre-contracting phases). Thus, contracting activities can sometimes be removed 
from a contracting process specification due to the context. Furthermore, the 
execution of many activities is determined during the specific contracting 
process. In the case description of De Telegraaf, many activities were denoted 
as optional. These activities can be executed at the discretion of the contracting 
party. For example, the “reserve spots for the advertisements” activity is 
performed only if the advertiser wants to reserve an advertising spot. Thus, to 
the three modeling possibilities identified for these two activities in the 
preceding paragraph, choice construct for optional execution of the “reserve 
spots for the advertisements” activity have to be added.  

• Repetition of executions of activities: Certain activities might be executed an 
undefined number of times during an e-contracting process. For example, the 
“provide advertisement” activity must be executed at least once. However, if 
the client improved the advertisement after its submission, he may re-execute 
this activity and send the new advertisement. Thus, the possibility for multiple 
execution of this activity has to be added to the already complex modeling 
constructs identified in the previous two paragraphs.  

• Requirements of the counterparty: The process of contracting of one party can 
be influenced by the requirements of its counterparty. For example, in contrast 
to the case of De Telegraaf, certain publishers may require the activity 
“provide advertisement” to be performed before the contract establishment, to 
make sure that they accept its content. In this case, the process of the client is 
changed due to the requirement of the publisher.  
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The four listed aspects of variability of contracting processes show that a detailed and 
complete e-contracting process model that will be applicable to the e-contracting 
process of an arbitrary party in an arbitrary context cannot be easily defined. The 
optional execution of activities indicates that activities can be easily omitted in an e-
contracting process model. Thus, completeness of an e-contracting process model 
must be paid explicit attention. The variability of e-contracting processes indicates 
that two types of flexibility must be addressed in an e-contracting process model. 
First, an e-contracting process model must be flexible enough to support the definition 
of e-contracting processes in all possible business scenarios. Second, companies must 
be able to design their process specifications as open as possible to support the 
different scenarios in which they may have to establish trading relationships.  

A fixed, structured, e-contracting process model, using traditional process modeling 
techniques will not cover all possible scenarios (concluded also in the context of 
negotiations between parties in [113]). Such a model will be of high complexity and 
consequently, hard to model, understand, and maintain by a company. Consequently, 
existing contracting models based on traditional modeling techniques are highly 
restrictive (and thus not applicable to all e-contracting scenarios) or are at a high level 
of abstraction. This is unacceptable for modeling of an e-contracting process, where 
flexibility and clear and detailed definition of the process is a must for its automation.  

 

2.2. Process coherence  

Contracting involves the simultaneous performance of activities of two or more 
contracting parties. This requires the contracting processes of the parties to be 
coherent. Coherence means that every party should perform its part of the e-
contracting process in accordance with the process of the counterparty. Coherence is 
vital during communication process between parties. For coherent communications, 
messages should be sent and reacted upon in accordance with the process of the 
counterparty. Moreover, for coherent communication, parties should be able to 
interpret the meaning and intention of the exchanged messages during communication 
activities. For example, in the case of De Telegraaf, the medium may require an 
advanced payment from its clients. Processes will be non-coherent, if De Telegraaf 
expects a payment, while the client awaits the start of the advertising campaign to 
make a payment.  

A contracting process involves both internal activities and external (communication) 
activities. Coherence between the communication and internal activities performed by 
a party is also an important aspect of the contracting process.  

 

2.3. Requirements on an e-contracting process model 

Based on the observations made in Sections 2.1 and 2.2, next, a number of 
requirements on an e-contracting process model are defined. These requirements are 
used as a foundation for the design of the e-contracting process model. 

Requirement 1: Detailed. 

An e-contracting process model should provide a possibility for construction of 
detailed e-contracting process specifications, i.e., specifications that allow their 
automatic execution and management by information systems (see beginning of 
Section 2).  
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Requirement 2: Complete. 

An e-contracting model should be complete, allowing companies to specify any 
domain/company specific e-contracting process (see Section 2.1).  

Requirement 3: Flexible. 

An e-contracting model should be flexible enough to support the specification 
of e-contracting processes in all possible business scenarios (see Section 2.1).  

Requirement 4: Flexible specifications. 

An e-contracting process model should allow the design of flexible e-
contracting process specifications (see Section 2.1).  

Requirement 5: Coherent communications. 

An e-contracting process model should guarantee coherence (in time and 
semantics) of the communications between e-contracting parties (see Section 
2.2).  

Requirement 6: Coherence between internal and external activities. 

An e-contracting process model should guarantee the seamless linking between 
the internal and communication activities within a company (see Section 2.2). 

 
To summarize, an e-contracting process model should support definition of detailed, 
complete, flexible and coherent (internally and externally) e-contracting processes. In 
the following section, based on these basic requirements, a general description of the 
proposed e-contracting process model is provided.  

In the course of this work, leading industrial solutions and standards in the field of e-
contracting (e.g., [32], [35], [84], [95], [98]) were examined. Though these solutions 
do not deliver a complete solution for e-contracting, they indicate certain 
requirements on the activities in the e-contracting process. For example, monitoring 
and control support during contract enactment is an issue that is still not supported to 
its real potential, but has already been addressed in [32] and [84]. When constructing 
the proposed e-contracting process model, the requirements on the e-contracting 
process that have already been identified by industrial e-contracting solutions were 
taken into consideration. For this reason, the proposed model reflects the requirements 
on e-contracting processes of the research as well as the business world. 

 

3. E-contracting process model 
In the first part of this section, a general description of the proposed e-contracting 
process model is provided. The two perspectives in the model and the relations 
between them are explained. Next, the proposed e-contracting process model is 
positioned in existing business modeling and requirements modeling frameworks.     

 

3.1. E-contracting process model description 

To provide a model of the e-contracting process which satisfies the requirements 
identified in Section 2, two separate perspectives of the e-contracting process are 
described.  

As discussed in Requirement 2 (see Section 2.3), special attention must be paid to the 
completeness of the e-contracting process model that is to be defined. To achieve 
completeness of the model, the function perspective of e-contracting activities is 
defined. In this perspective, e-contracting activities are decomposed at several levels 
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of abstraction. The function perspective provides a complete picture of the e-
contracting activities to a certain level of decomposition. The level of decomposition 
provided in this chapter suffices for the modeling of detailed e-contracting processes 
that can be automatically executed (see Requirement 1). Moreover, the hierarchical 
presentation of the function perspective allows further decomposition and 
specialization for the support of the requirements of specific contexts. Specific issues 
of a business domain (e.g., the advertising domain) can be addressed in this way.  

As discussed in Requirements 4 and 5, an e-contracting model should guarantee 
coherence of cross-organizational activities as well as coherence between the cross- 
and intra-organizational activities. To achieve this, in addition to the function 
perspective, a communication perspective is elaborated. The communication 
perspective contains solely the communication activities and their link to internal 
activities. The communication perspective models the semantics of the different 
communication activities that can exist in an e-contracting process. For this reason, 
the communication perspective is a specialization tree of one root communication 
activity. In addition, the communication perspective defines the possible activities that 
can be involved in each communication act. The construction of the communication 
perspective is based on the Speech Act Theory (SAT) [62]. The SAT allows coupling 
of the communications between parties and of the internal business processes with the 
performed e-contracting communication activities to be modeled, achieving coherent 
cross- and intra- organizational processes.  

The activity leaves in the communication perspective are a subset of the activity 
leaves in the function perspective. The communication perspective aims at facilitating 
the process of defining coherent communication activities in the function perspective. 
It is used in the construction of the last level of the function perspective where 
concrete communication activities are identified. The role of the communication 
perspective is not limited to the construction of the function perspective. As it is 
shown in Section 6.5, any subsequent specialization of leaves in the function 
perspective might uncover new communication activities. In these situations, the 
communication perspective is used by a process designer for the specialization of the 
leaf activities of the function perspective to the emerging communication activities. 
For this reason, the communication perspective is an integral part of the proposed 
model and approach.  

To model the relations between the e-contracting activities identified in the function 
perspective, a set of operators is defined. These operators are used to define rules that  
impose constraints on the construction and execution of concrete e-contracting 
process specifications, preventing process designers from the incorrect usage or 
omission of activities from the function perspective during the process design stage, 
and the improper execution (or non-execution) of activities during the e-contracting 
execution process. The operators can be applied at the different levels of abstraction 
of the function perspective to define consistency rules. For some of the operators, rule 
inheritance is applicable. In this way, rules can be defined in a top-down fashion. Rule 
inheritance simplifies the task of defining consistency rules in the lower levels of 
specialization. Process designers can use rule inheritance in situations where further 
specialization of the function perspective is required. They can inherit rules defined in 
the higher level of abstraction and define only additional rules. 

The two perspectives, in combination with the operators for definition of consistency 
rules, provide a tool for a business party to construct its own, flexible, complete, and 
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detailed e-contracting process specifications. The model allows coherent 
communications between parties to be achieved.  

In this section, the role of the two perspectives and the consistency rules in the e-
contracting process model were discussed. In Sections 4, 5, 6, and 7, the three 
elements of the model are described in details, starting with the function perspective, 
as it is fundamental for the e-contracting process model.  In the next subsection, the e-
contracting model is positioned with respect to existing business-modeling and 
requirements modeling frameworks.  

 

3.2. Relation to existing frameworks 

E-contracting can be viewed as a business process that is performed by two or more 
business partners at the same time. In this respect, the proposed e-contracting model 
can be positioned in commonly accepted frameworks for business modeling. 
Requirements analysis captures requirements on information systems and the 
environment analysis is a source for system requirements. As discussed in Chapter 1, 
the proposed e-contracting process model is part of the e-contracting system 
environment analysis. For this reason, the e-contracting process model can be 
positioned in frameworks for requirements modeling as well.  

In [38], four views on a business are depicted, i.e. business vision, business process, 
business structure, and business behavior view. The functional perspective in the 
proposed e-contracting model is a decomposition of the e-contracting process to a 
certain level of detail. The communication perspective concentrates on the semantic 
specialization of the communication activities during e-contracting. Thus, the two 
perspectives are part of the process view described in [38]. The function perspective 
does not provide the complete picture of the process view. It represents only activities 
related to e-contracting. In the proposed e-contracting model, the resources involved 
in the different activities are not discussed, as this is not part of the goals of the thesis. 
The operators for definition of consistency rules (part of the proposed e-contracting 
model) impose constraints on the e-contracting activities.  For this reason, they can be 
regarded as part of the behavior view described in [38]. The business vision view 
describes the goal structure of a company. Primary business processes allow business 
goals to be achieved. E-contracting is an important secondary business process that 
supports the execution of the primary business processes. That is why the proposed 
model does not contribute directly to the business vision view. The business structure 
view describes the resources in a business or the structure of the created products. 
This is out of the scope of our goals in the thesis.  

In [83], a framework for requirements analysis is described. Three views are 
identified, i.e., process, behavioral and data views. Using the same way of reasoning, 
the function and communication perspectives can be positioned in the process view, 
and the operators for defining consistency rules in the behavioral view. Analogous 
comparison can be done for other frameworks as well, e.g., [115].  

 

4. Function perspective 
In this section, the overall structure of the function perspective is presented. The 
perspective is presented as a combination of decomposition associations and a 
subtyping hierarchy. Three levels of abstraction in the hierarchy are distinguished, 
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i.e., phase, abstract activity, and concrete activity levels. Next, a description of the 
first level of abstraction is presented. For reasons explained at the end of this section 
and in Section 6, the specializations of abstract activities (second level of abstraction) 
and the decomposition of these specializations to concrete activities (third level of 
abstraction) are provided in Section 6.  

 

4.1. Phase level 

As already discussed (see Chapters 2 and 3), an e-contracting process consists of a 
number of e-contracting phases. These phases are executed successively in time. In 
the existing research efforts ([78], [41], etc.), different views on the e-contracting 
process are presented. In the 4W framework, the model presented in [41] was 
adopted. As already explained (see Chapter 3, Section 3.4), the model consists of four 
phases, which we call information, pre-contractual, contracting and enactment phases 
(see Figure 28 – phase level). In the information phase, general preparations are made, 
information is collected and distributed, and possible partners are identified. In the 
pre-contracting phase, activities that aim at determining if negotiations with the other 
party should be initiated are performed. In the contracting phase, the contract is 
negotiated and established. During the enactment phase, the contract is executed, 
accompanying activities are performed, and the contract execution is evaluated. This 
general model of an e-contracting process, unlike other models, pays explicit attention 
to the legal aspects of the e-contracting process and the legal requirements on it. This 
leads to the identification of the pre-contracting phase that contains the gradual 
transition from activities that use non-legally binding documents (e.g. an “invitation 
to treat”) to the activities in the contracting phase that involve the usage of legally 
binding documents. For this reason, this general model was adopted at the highest 
level of abstraction of the function perspective.  

 

 
 

Figure 28 - Function perspective (levels one and two) 
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4.2. Abstract activity level 

Each phase can be decomposed to abstract activities. For example, the pre-contracting 
phase is decomposed to pre-contracting abstract activities (see Figure 28). Abstract 
activities form the second level of abstraction of the function perspective. Abstract 
activities are collections of concrete activities. An abstract activity is a set of concrete 
activities that together deliver a specific value to a party. Abstract activities are 
specialized according to the concrete activities performed in them (process aspect) 
and the data associated with these concrete activities (data aspect). For example, the 
pre-contracting abstract activity is specialized to offer, party information, and 
customization abstract activities (see Figure 28). In the offer abstract activity, 
activities that support the exchange of an offer are performed. Analogously, it can be 
reasoned for the rest of the specializations of abstract activities. Concrete activities 
form the third level of abstraction of the function perspective (not shown in Figure 
28). The level of detail in the third level of decomposition allows communication 
activities between companies (i.e., activities that send or receive messages) to be 
distinguished from internal activities. As already explained, the communication 
perspective is used to specialize the communication activities in the third level of the 
function perspective. For this reason, next (see Section 5), the communication 
perspective is described. The abstract activities for each phase, their decomposition 
into concrete activities, and the different specializations of the concrete activities are 
explained in Section 6.  

 

5. Communication perspective 
In Section 4, the general structure of the function perspective was described. At the 
concrete activity level, certain activities can already be distinguished as intra- or 
cross-organizational. The specializations of abstract activities to cross-organizational 
activities have to provide flexible way of communication while at the same time to 
guarantee coherence between the parties in the process of communication (i.e., to 
guarantee that parties can react semantically and temporally adequately during 
conversations). Additionally, coherence between the communication activities of a 
party and its internal activities is required. To facilitate the specialization of abstract 
activities in the function perspective to concrete cross-organizational activities, a 
communication perspective is used. The communication perspective guides 
companies in the design process of the communication activities to be performed by 
them. In addition, it standardizes the specification of communication activities, which 
allows coherence in communications between parties to be achieved. Finally, it allows 
parties to link their communication and internal activities. In this section, we describe 
the communication perspective of the e-contracting model. 

 

5.1. Speech act theory in e-contracting 

The speech act theory (SAT) is a theoretical approach researched and used by many 
cognitive sciences (e.g., philosophy, psychology).  Though this theory originated from 
non-technical research domains, recent research efforts show that this theory can be 
beneficial for the domain of information technology as well. Its potential to facilitate 
the construction of automated, coherent messaging between information systems has 
been observed in many research works (e.g. [39], [62]). As briefly summarized by 
[62], the SAT consists of three basic elements: the decomposition of speech acts, the 
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F(P) framework, and the F framework. Next, the three aspects of the theory as 
presented in [62], and their usage in the context of e-contracting are briefly 
summarized.   

Every speech act can be seen as a composition of four actions. The first action is the 
action of utterance (the utterance act), i.e., the action of producing information by the 
speaker. Next, the hearer has to infer what is the proposition uttered by the speaker 
(the locutionary act). The third step is the inferring by the hearer of the attitude that 
the speaker put into the utterance act (the illocutionary act). For example the 
proposition can be that “the train is arriving on time”, and the attitude a promise by 
the speaker (e.g. the train-station announcer). The forth and final step of the speech 
act is the perlocutionary action. This step contains activities performed by the hearer 
that result from the utterance act of the speaker. 

The F(P) framework in the SAT expresses the fact that almost every illocutionary act 
“involves an expression by the speaker of a propositional attitude towards some 
(possibly complex) proposition” [62] (where F is the illocutionary force on the 
proposition P). This framework is mostly used as a foundation for construction of 
complex expressions containing multiple propositions and illocutionary forces. As it 
is not of importance for the proposed approach, it is not further discussed. The F 
framework expresses the possibility for classification of the illocutionary forces into 
several main classes such as assertive, directive, etc. The F framework is too general 
for the specific goals in the context of the communication perspective. In the 
construction of the communication perspective, a limited set of concrete illocutionary 
forces that can be automatically interpreted are defined.  

During e-contracting, the e-contracting parties communicate with other contracting 
parties and with third (not part of the contract relation) parties. As the goal is 
automation (to the extent possible) of communications between parties during e-
contracting, the employment of the SAT as a theoretical base on which these 
communication can be defined is a logical step. An elaborate discussion on the 
suitability for the employment of the SAT as a base for automation of 
communications between information systems is provided in [62]. Next, the already 
discussed decomposition of speech acts is employed to decompose and identify the 
speech acts that are part of an e-contracting process. 

There are two possible classes of utterance acts that an e-contracting party can 
perform in order to initiate a communication with another party, i.e., to request 
information or to produce information [91]. As these are communication initiating 
activities, often they will be preceded by internal activities (e.g., the decision process 
to request certain information). After a communication process has already been 
initiated, a party can perform two utterance acts. It can respond or react to a request or 
inform act respectively performed already by the other party (see Figure 29). Though 
it might be argued that a response is a type of reaction, it is considered separately, as 
it has its own, specific semantics. Every response is “paired” with a request. 
Furthermore, a response utterance act is a reaction to a request for information, whilst 
a react utterance act is a reaction to received information. For this reason, the respond 
utterance act is considered as a separate class. In line with the SAT, every utterance 
act is followed by locutionary and illocutionary acts. In Figure 29, these acts are 
called “process and interpret” the utterance act. After the message processing and 
interpretation, a party takes decision whether and how to react in the specific context 
(the perlocutionary act). Possible concrete perlocutionary activities shown in Figure 
29 are “take decision”, “prepare reaction”, “react with an internal activity”, and “react 
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with an utterance act” (relations between these activities are deliberately not shown, 
as these can vary among parties and in the specific contexts). Depending on the 
context, after an analysis of the utterance act has been performed and a decision has 
been taken, the company can react either only internally or externally (with an 
utterance act) or both (internally and externally). When a perlocutionary act leads to a 
new utterance act, this leads to the initiation of a new speech act, i.e., a new 
“external” activity. Next, the decomposition of the communication activities is 
discussed in details. 

 

 

Figure 29 - Speech acts in e-contracting 

 
The request act of party A is processed and interpreted by its counter party B. Party B 
decides whether to respond to the request and if so what the response to be (the 
“prepare response” activity). When ready, the response is sent. In parallel (or 
sequentially) with these activities additional internal activities can be started. The 
performed response is a new utterance act that is processed and interpreted by the 
receiving party. The “response receiving” party can analyze it and take a decision 
weather to react with another utterance act or to react only internally within the 
boundaries of the company. When the reaction is an utterance act, the counter party 
receives this reaction, processes and interprets it, and subsequently can react again 
with an utterance act or to stop the communication process and react only internally. 
Thus, the request utterance act can be followed by a response utterance act and 
subsequently by an unlimited number of reaction utterance acts (reaction to the 
response, reaction to the reaction, etc.).  

The inform act is performed by a party in order to deliver information to the counter 
party. It is processed and interpreted by the counterparty and if necessary the party 
will react internally or with an utterance act, i.e., with the react utterance act. 
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To summarize, two types of conversations can exist in an e-contracting scenario. The 
first type is a request, followed by a response, followed by a reaction to the response 
(which can be followed by a reaction to the reaction and so on). The second type of 
conversation is an inform act followed by a reaction (which can be followed by a 
reaction to the reaction and so on). Thus, long conversations between parties are 
modeled in the form of react-react loop of utterance acts (initiated by a request or an 
inform act). The nature of the conversation is to produce various reactions. In specific 
contexts these reactions cannot be predicted. For this reason, in such specific contexts, 
the processing and interpreting of a reaction might require human involvement. 
However, as it is shown in Section 5.6, high level of automation of conversations can 
be achieved only when the possible reactions can be semantically predefined. It must 
be noted at this point that certain rules are applied to the communication activities (for 
example, a request should always precede a response act). These rules are discussed 
in Section 7.3.  

Next, based on the decomposition of speech acts in e-contracting, a specialization tree 
of the speech acts is constructed. The goal of this tree is threefold. It can be easily 
used during construction time by parties, facilitating the identification of the 
communication activities they are able to perform. As this tree will be used by all 
parties, it allows automatic comparison of the specified communication activities and 
their alignment into one common process (see Section 8). Finally and most 
importantly, it provides machine-interpretable semantics to the e-contracting 
communication activities performed by the parties.  

 

5.2. Structure of communication perspective 

All communication activities are specialized from a root speech act activity. In Figure 
30, the communication activity is specialized into “external” activities (the utterance 
act) and “internal” (the locutionary, illocutionary, and perlocutionary acts). As already 
discussed in Section 5.1, an utterance act can be a request, respond to request, react to 
sent data, and inform party activity. This set of communication activity types covers 
all possible utterance acts in a communication process (well-known frameworks, e.g., 
[91], identify similar types of communication activity). All concrete utterance acts can 
be specialized from the request, respond to request, react to sent data, and inform 
party activities.  

 

 

Figure 30 - Communication perspective (high level view) 
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To achieve coherence between the intra- and cross-organizational activities, next to 
the utterance acts (“external” activities), the “internal” activities directly related to the 
utterance acts have to be specialized. By adding intra-organizational activities in the 
communication perspective, communication activities and internal activities 
associated to them are linked to each other. This is in alignment with the SAT that 
states that the utterance act should not be separated from the activities performed at 
the listener’s side.  

The level of abstraction of the internal activities in Figure 30 suffices for the goals 
pursued in the communication perspective with respect to achieving coherence 
between internal and external activities. For this reason, no further specialization of 
the internal activities is performed. This is left to the companies, which can define 
these specializations in the most adequate way for their business context (a number of 
possible internal activities are indicated in Figure 29). For the coherent 
communication between parties and for the achieving of high level of automation of 
the communication process, however, the utterance acts require further specialization. 
Next, the specializations of the utterance activities are described. The specializations 
of the basic utterance acts that we list in the following subsections have been 
identified as a result of the decomposition and specialization of the abstract level of 
the function perspective (see Section 4.2). Though these activities have been 
identified at a later stage of the work (see Section 6), they are listed in this section in 
order to better illustrate the role of the communication perspective.  

 

5.3. Specializations of the request utterance act 

A party can send various requests, e.g., requesting an offer, a contract offer, a 
customization, etc. In Figure 31, the request activities that were identified in the 
specialization of the abstract activities from the second level of detail in the function 
perspective are shown. However, for certain domains and business contexts, new 
specializations of the request activity will have to be added as a result of further 
specialization of the function perspective. Additionally, in some contexts, this level of 
abstraction of request activities might be too high and will have to be further 
specialized. For example, the enactment process might involve multiple exchanges of 
enactment data (i.e., data required for the delivery of the values as agreed in the 
contract) on various topics and at various points in time. In this scenario, the request 
for enactment data (denoted with the activity “request enactment data” in Figure 31) 
has to be specialized to the different requests for enactment data that can occur in 
order to be automatically interpreted by the receiving information system. These 
additional specifications have to be agreed by all participants in the scenario (or in 
general by all participants in the specific domain). By creating additional 
specializations of the request activity, or next levels of specializations, parties provide 
the required “semantic value” of the requesting messages for their automated 
interpretation. This leads to automation of the e-contracting processes.  
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Figure 31 - Communication perspective – specializations of the request utterance act 

 
Besides the requests that a party can send to a counter party, parties can send requests 
to third parties (e.g., external brokers). These activities are represented in shaded 
(grey) color. In the communication perspective, the internal activities that are 
performed by third parties to handle these requests are not defined.  

 

5.4. Specializations of the respond utterance act 

The respond utterance act is specialized based on the specialization of the request 
utterance act. Clearly, for each request act, there should be a corresponding response 
activity. Thus, the respond offer request, respond customization request, respond 
contract offer request, respond data request, and respond enactment data request (see 
Figure 32) are directly identified as required responses to the already defined requests 
in Figure 31. As it was already mentioned, the request activities have a simple 
semantics, i.e., a request can be defined only by the term “request” and the requested 
topic and only in specific domains certain requests might have to be further 
specialized to clarify their semantics. However, a response can be semantically richer. 
For example, besides the typical data provision response, a response can be a decline 
of the request, an acknowledgement for the reception of the request, or a promise to 
provide the response later. This semantic enrichment of a response allows the 
communication protocol between parties to be more flexible without causing negative 
effect on the level of automation (however, this flexibility results in higher 
complexity). Commit-to-provide, decline, and acknowledge receipt responses can be 
automatically interpreted by the contracting systems and corresponding reactions to 
be undertaken 1 . For the automatic interpretation of a data providing response, 
standard (often domain specific) message formats must be agreed by domain 
participants. In order to simplify Figure 32, the specializations of the remaining 
respond activities (identical to the specializations of the respond offer request 
activity) are omitted. 

 

                                  
1 This set of standard responses has been inspired by the “Coordinator” information system 
described in [39].    



Specification of e-contracting processes 

107 

 

Figure 32 - Communication perspective - specializations of the respond utterance act 

 
Similarly to the request utterance act, additional specializations can be defined where 
the context requires different (semantically) respond acts. Furthermore, for every new 
request activity added in Figure 31, a new respond activity should be added in the 
respond sub-tree.   

 

5.5. Specializations of the inform utterance act 

The inform utterance activity is the second utterance activity that can be used to 
initiate communications between parties. The inform activity allows parties to send 
information without being requested by the other party. Possible activities of 
“pushing” information to parties, instead of responding to a request, are send offer, 
send contract offer, and send enactment data (see Figure 33). A party can send 
advertisements on its own initiative as well (indicating its readiness for trade). A 
number of information messages can be sent to third parties. A company can send 
information to third parties, in order to publish its advertisement at a broker. A party 
can send the established e-contract for storing to a third party (e.g., to an e-notary). 
Finally, a party can send an evaluation of the contract enactment to a third party (e.g., 
to a reputation centre).   

 

 

Figure 33 - Communication perspective - specializations of the inform utterance act 

 
In addition, parties have to provide information messages in the form of notifications. 
For this reason notification specializations are defined. Example specializations are 
notifications for activity completion as agreed in the contract, an event notification for 
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an event that occurred during contract enactment, or breach notification for a contract 
breach that was detected. Specializations of the inform party activity can be added, if 
the business contexts requires this. 

 

5.6. Specializations of the react utterance act 

In Figure 34, the specializations of the react activity are shown. A reaction utterance 
act can be driven by a respond utterance act, an information utterance act, or another 
reaction utterance act. Reaction-reaction conversations are concentrated on the 
discussion of a specific problem and can involve an equivalent semantic set of 
activities at any stage of the conversation. For this reason, we do not have to define 
specific semantic sets of reactions to every reaction (which theoretically can be an 
endless process), but only a single set of reactions to the specific incoming respond or 
inform message. That set of reaction can be reused for any subsequent reaction to the 
reaction. Thus, reaction utterance acts have to correspond only to the already defined 
respond, and inform activities (see Sections 5.4 and 5.5). Furthermore, in many cases, 
a party needs an identical set of possible reactions to react to a message received 
either as a response or an inform activity. For example, to react to a contract offer 
response and a send contract offer activity, the party will use an identical set of 
possible reactions. For this reason, only one set of reactions for inform and response 
messages that deliver equivalent information are defined. Consequently, the react to 
offer, react to contract offer, react to enactment data, react to event notification, react 
to breach notification, and react to activity completion notification reactions are 
identified. As it can be noticed from the list of react activities, a number of the already 
defined inform and respond activities do not have a corresponding react activity (e.g., 
the send advertisement inform activity, the respond customization request respond 
activity). The reason for this is that these inform and respond activities cannot invoke 
an external react activity, but would rather have an internal reaction or an external 
reaction in the form of the utterance act initiating a new conversation. For example, 
the send advertisement activity can only trigger certain internal processes or/and the 
start of an offer exchange, request for customization, etc., i.e., the start of a new 
inform or request activity.  

 

 

Figure 34 - Communication perspective - specializations of the react utterance act 

 
Reactions can be various and often hard to predict. As it is hard to predefine the 
semantics of all possible reactions, in a limited set of situations, full automation of 
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reactions cannot be achieved. In Figure 34, it is shown how the specialization of the 
react to contract offer activity can be used for the achievement of a limited degree of 
automation. Reactions that reject, accept, or reject and stop negotiation of a contract 
offer can be automatically interpreted. Reaction with a counter offer where no 
automated negotiation protocols exist will be manually handled. Specialization of the 
react to an activity completion notification, react to offer, react to advertisement, 
react to enactment data, react to event notification, and react to breach notification 
activities has to be defined in the specific business contexts. When no such 
specializations are defined, reactions have to be manually processed and interpreted 
by the receiving party. 

 

5.7. Summary of the communication perspective 

The communication perspective aims at providing ways for automated, coherent 
communication between e-contracting parties. Four basic utterance acts are identified, 
i.e., the request, respond, react, and inform acts. Each of these four utterance acts can 
be specialized in order to express better its semantics in the specific context. For 
example, a request activity can be specialized to express that this is a request for 
contract offer, a request for enactment data, etc. These explicit semantic 
specializations of the four utterance acts allow full or partial automation during 
communications between parties to be achieved. An information system can be 
constructed to process and automatically interpret the received utterance acts and to 
automatically react to a number of them. However, the more flexible the 
communication protocol is, i.e., deeper semantic specialization of these acts is 
constructed, the higher the complexity is. This is the reason to define only a limited 
number of deep semantic specializations, which can be used in most of the e-
contracting contexts (e.g., the specializations of the react to contract offer utterance 
act). Deeper semantic specializations of activities have to be defined by the parties 
themselves in the concrete business domains where it will be of help for the higher 
automation of the e-contracting process.  

An abstract activity from the function perspective that involves communication 
between parties is decomposed and is further on specialized into activities using the 
communication perspective.  However, this is not sufficient to guarantee the 
construction of coherent communications between the contracting parties. To define 
the possible patterns for execution of communication activities, certain constraints 
must be defined on them. These constraints are paid attention in Section 7.3.  

Next, in Section 6, using the already defined communication perspective, the 
decompositions of the abstract activities in the function perspective are specialized. 
We note again that all cross-organizational activities that are identified as concrete 
activities in the function perspective are leaf activities in the communication 
perspective. 

 

6. Concrete activity level of the function perspective  
In Section 5, the communication perspective was presented. As already explained, the 
communication perspective is used to construct the specialization of concrete 
communication activities in the function perspective. In this section, the different 
abstract activities and their decomposition and specialization to concrete activities are 
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explained. At the end, further decomposition and specialization of concrete activities 
to lower levels of abstraction is discussed.  

 

6.1. Abstract and concrete activities for the information phase 

The information phase has two abstract activities, i.e., the general preparations and 
partner identification activities (see Figure 35). Next, these two abstract activities and 
their decomposition to concrete activities are described. 

 

 

Figure 35 - Abstract and concrete activities (information phase) 

 
General preparations: At this initial stage, parties prepare for the e-contracting 
process. This includes elaboration of general provisions, preparation of contract 
templates, check-up of the internal status of the company. The set of provided 
concrete activities contains the most possible concrete activities that a company 
would execute. These initial and internal business processes can be further 
decomposed and specialized to reflect in more detail company specific preparation 
activities.  

Partner identification: At this stage, parties exchange information, searching for 
suitable business partners. For a party, the successful result of this stage is a collection 
of companies that match its searching criteria. The partner identification concrete 
activity is specialized to five concrete activities. A party can directly send 
advertisements to other companies (the “push” scenario), or can publish its 
advertisements through a third party (e.g., an external broker). Based on matching 
criteria, a party can request from third parties advertisements of other parties. When a 
company receives an advertisement, it processes and interprets the advertisement and 
performs internal activities driven by the received information.  In Figure 35, the 
internal activities are shown as a general perlocutionary activity to received 
advertisement, as these are company specific activities that must be specialized in the 
specific company context (see also Section 5.1, Figure 29). A thick, dashed line is 
used to show that it is a general activity that aggregates several internal activities. The 
same notation is used in the following subsections as well. As already explained, 
utterance activities that are performed by third parties are represented in grey color. 
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6.2. Abstract and concrete activities for the pre-contracting phase 

The pre-contracting phase has three abstract activities, i.e., offer, party information 
and customization (see Figure 36).  
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Figure 36 - Abstract and concrete activities (pre-contracting phase) 

 
Offer: In order to get provisional contract information, consumers can request offers 
from suppliers. An offer is a document that provides information on the operational 
aspects of the exchange, and is accompanied by the general provisions of the 
company. Companies can make a request for an offer. Counterparties perform the 
locutionary and illocutionary and perlocutionary activities (request processing and 
interpretation) and respond to the request. The respond activity is specialized to a 
number of standard responses that can be automatically interpreted (see Section 5.4). 
The respond activity is depicted through a thick, dashed line, to illustrate that several 
possible respond activities exist (not shown for space reasons). In addition, a company 
can send an offer directly, without prior request. In all cases, the received message is 
processed and interpreted by the receiving company. The message receiving party 
performs certain perlocutionary activities. Only a general activity (shown as 
perlocutionary activity) is represented in Figure 36. As discussed in Section 5, the 
locutionary and illocutionary, and perlocutionary activities are performed after every 
utterance act, i.e., in this case the request for offer, send offer, respond offer request, 
and react to offer activities. 

Customization: After an offer is exchanged between companies, a company might 
request customization of the offer. A request for customization is sent. The supplier 
responds to the request. This initial (pre-) negotiation is intended only to help in 
determining whether the two parties should start contract negotiations. In order to 
simplify Figure 36, the specializations of the customization and party information 
concrete activities are not shown. These specializations are defined in an analogous 
way to the specialization of the offer concrete activity. The customization concrete 
activity is specialized to the request for customization, respond customization request, 
and the corresponding locutionary, illocutionary and perlocutionary activities (see 
Section 5). 
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Party information (data): More information about a company might be required at 
any stage after the matching companies are identified. In this activity, parties collect 
additional information about other companies. The information might be based on 
evaluations of previous contract activities, official information on the company state, 
digital certificates, etc. This information can be collected directly from the company 
or through a Trusted Third Party (TTP) [60]. TTPs that can provide such information 
are for example the national chambers of commerce, reputation rating centers, etc. 
(see Chapter 2, Section 3.1.5). The party information concrete activity is specialized 
to the request for party data, request info about party, respond data request, and the 
corresponding locutionary, illocutionary and perlocutionary activities (see Section 5). 

 

6.3. Abstract and concrete activities for the contracting phase 

In the contracting phase, the major abstract activity is negotiation (see Figure 37). If 
negotiations on a contract lead to agreement, a contract is signed and stored.  
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Figure 37 - Abstract and concrete activities (contracting phase) 

 
Negotiation: The process of negotiation aims at establishing a mutually agreed 
contract. One of the parties requests a contract offer from the other. In most 
situations, the requesting party will be the consumer. In some cases, however, the 
requesting party might be the supplier, e.g., when the consumer is a large company 
that dictates the contracting process. The requested party processes and interprets 
request and responds to the contract offer request. A response can be the contract 
offer itself, as well as a commit-to-provide, decline, or acknowledge receipt message 
(see Section 5.4). For space reasons, the possible responses are not shown in Figure 
37. A party can also directly send a contract offer without an initial request. The 
received response/information message is processed and interpreted. The contract 
offer is validated and evaluated and a reaction to the response is elaborated (all 
denoted as a compound locutionary and illocutionary activity in Figure 37) and sent. 
The reaction can be accept, reject, reject and stop negotiations, or a counter offer 
message. If a counter offer is produced, it is validated internally before sending it to 
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the counter party. The counter party processes and interprets the counter offer 
response and can react with the same set of predefined utterance acts. This can be 
repeated until a contract offer is accepted, or rejected with interruption of the 
negotiation process [41], [100].  

Signing and storing: When the contract is agreed, the parties sign the contract. Its 
signing includes exchange between the parties of the signed contract. It must be noted 
that due to security issues, each message that is exchanged will be digitally signed 
[13]. However, in the process model, only the digital signing of the final contract is 
considered as a sign activity. In order to keep the signed contract, parties might store 
it internally in the company, or externally - send it to a third party (e.g. notary) for 
storing, or both. External storage at a third party is an inform utterance act (see Figure 
33).  

 

6.4. Abstract and concrete activities for the enactment phase 

In the enactment phase, the exchange value, monitoring and control, and evaluation 
abstract activities are identified (see Figure 38). The first two activities are strongly 
related as monitoring and control is performed on the exchange of the agreed value 
and on the conditions that accompany it. The evaluation is done based on the results 
from the monitoring exercised during enactment. 

 

 

Figure 38 - Abstract and concrete activities (enactment phase) 

 
Exchange of value: The supplier performs one or many service delivery activities. The 
consumer delivers the promised reward. Each of these activities can be decomposed 
and specialized to a number of subactivities in cases of complex service-reward 
exchange-contexts. The exchange of values can be preceded or accompanied by the 
exchange of data that is required for the performance of these activities. Thus, parties 
can request enactment data, respond to an enactment data request (or directly send 
enactment data), and eventually react to the received data. Each message is processed 
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and interpreted by the receiving side, which decides what reaction to the message is 
required.  

Monitoring and control: The exchange of values might not always follow the 
negotiated and agreed process [80] and the contract might not foresee in its content 
how exceptional situations that appear during enactment can be handled. Also, 
collaboration or synchronization between parties might be required for the proper 
contract enactment. To be informed at any moment for the status quo of the contract 
enactment and to be in a position to control the contract enactment, parties can 
monitor the enactment process [120]. At any moment, the parties can notify each other 
for successfully completed activities, deviations from the agreed path of execution, 
etc. In Figure 38, for space reasons, the notification communication activities are 
shown as one composite activity. This composite activity contains the set of 
predefined notification messages and their corresponding reactions (listed in Sections 
5.5 and 5.6), as well as the corresponding locutionary, illocutionary, and 
perlocutionary activities. Throughout the contract enactment process, parties can 
impose control over the planned contract enactment by adapting its business 
processes to the environment or correcting their execution, by imposing control over 
the enactment process of the counter party (e.g., in  cross-organizational workflows), 
etc. The control activity is context specific and has to be defined by the companies.  

Evaluation: At the end of the contract enactment, the parties can evaluate the 
enactment process. This evaluation serves to improve future contract activities of the 
companies, and when being externally shared, to give information to other companies 
about the contracting potentials of the party. Trusted Third Parties (e.g., reputation 
rating centers) can perform the collection and maintenance of externally shared 
evaluations. 

 

6.5. Further decomposition of leaf activities 

The activities identified at the concrete activity level are leaves in the function 
perspective. This level of decomposition is sufficient for modeling standard e-
contracting processes. Depending on the business situation, specific activities that are 
performed during e-contracting might be required. These specific activities are 
obtained through further decomposition and specialization of leaf activities from the 
function perspective. In this way, the defined activity tree can be decomposed to new 
levels of detail, e.g., domain level, company level, service level, etc. Only leaf 
activities from the function perspective can be further decomposed and specialized. 
This follows from the fact that the function perspective represents complete 
description of the e-contracting activities at different levels of detail. As a result, each 
new decomposition and specialization gives a lower level of abstraction. The 
communication perspective defines the different types of communication activities. 
Hence, all communication activities that are identified in the function perspective are 
specializations of the different types of communication activities in the 
communication perspective. When a concrete activity in the function perspective is 
specialized to a lower level of detail, and a new cross-organizational communication 
are identified, the communication perspective and the corresponding consistency rules 
(see Section 7) are used to define these external activities.  
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7. Operators for definition of consistency rules 
In Sections 4, 5, and 6, two perspectives of the e-contracting process were presented. 
To define temporal and existence constraints over the execution of activities a set of 
operators is required. In this section, a set of operators that are used to define 
consistency rules on the activities is defined. A textual notation is used for their 
definition. There are also graphical notations to represent rules for temporal 
constraints of activities that can be used as well, e.g. [56].   

 

7.1. Description 

To investigate the operators that can be applied to define constrains to activities, a 
classification tree of the consistency-rule operators is defined (see Figure 39). Two 
classes of operators are distinguished, i.e., operators that apply to a single activity 
(unary) and that apply to two activities (binary). From the unary operators, only the 
existence operator REQUIRED is considered. Other unary operators (e.g. FIRST, 
LAST) are not of importance for the model. A binary operator can define an order, a 
parallelism, or an existence constraint (see Section 2.1). A SEQUENCE relation is 
defined to express required sequence of activities. In order to express parallel 
execution of activities, the relation DURING is defined. The binary existence 
constraint EXCLUDE shows mutually exclusion of activities. The IMPLY relation 
defines execution dependencies between activities. Next, the operators identified as 
leaves in the classification tree are described.  

 

 

Figure 39 - Operators for definition of consistency rules 

 
REQUIRED (A1): The REQUIRED operator indicates that the activity given as an 
argument must be executed for the successful enactment of an e-contracting process. 

Example: REQUIRED (Value exchange).  

SEQUENCE (A1,A2): The SEQUENCE relation expresses that the execution of A1 
has to precede that of A2. This relation, however, does not require the execution of the 
activities. The SEQUENCE operator can be extended to define the sequence of more 
than two activities, e.g., SEQUENCE (A1,A2,…,An). This extension of binary 
operators to n-ary operators is used only to reduce excessive writing.  
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Example: SEQUENCE (Offer, Negotiation) shows that the Offer activity had to be 
executed before the Negotiation activity. 

IMPLY (A2,A1, cond): The IMPLY (A2,A1) relation expresses the requirement that if 
activity A2 is executed then activity A1 is executed as well. Or in other words A2 
implies A1. A condition that defines when the implication is in force can be optionally 
added. 

Example: IMPLY (Accept contract offer, Sign), states that if an Accept contract offer 
activity is executed then this implies the execution of the Sign activity.  

DURING (A1,A2): The DURING relation requires activity A1 to be executed during 
the execution of A2. This operator does not require a simultaneous start or end of A1 
and A2. The DURING operator can be extended for more than two activities. 
DURING ((A1,…,An), B1,) states that the activities A1,…,An have to be executed 
during the execution of activity B1. 

Example: DURING (Service delivery, Monitoring and control) states that the activity 
Service delivery has to be performed during the performance of the Monitoring and 
control activity. 

EXCLUDE (A1,A2): This relation shows that both activities are mutually exclusive 
and at a certain point of the process execution only one of the two can be executed. If 
two groups of activities are mutually exclusive, then it can be written as EXCLUDE 
((A1, A2,…,An), (B1, B2,…,Bm)). This relation states that each activity Ai excludes the 
execution of B1, B2,…,Bm  and vice versa each activity Bi excludes the execution of 
A1, A2,…,An. 

Example: EXCLUDE (Accept contract offer, Reject contract offer and stop 
negotiations). 

This set can be extended with other types of operators, if additional types of 
constraints must be imposed. 

In this section, a set of operators that are used for definition of constraints on e-
contracting processes were defined. Another approach that can be taken is to use 
patterns for composition of e-contracting processes [109], [21]. A library of patterns 
can be defined, specifying different possible patterns for e-contracting. The use of 
patterns has one major drawback. Patterns can provide a solution (i.e., an e-
contracting process specification) for a specific context. However, e-contracting can 
take place in many different contexts [5]. This will require a large number of patterns 
to be defined. To partially overcome this problem, patterns can be defined on different 
levels of abstraction of the function perspective. Thus, if a party chooses a pattern on 
the phase level that includes exchange of offers, at a lower level of abstraction, it will 
choose from a set of “offer exchange patterns”. In order to be useful, the defined 
patterns have to reach the level of concrete e-contracting activities. Otherwise, they 
will be too general and will not provide coherent communication between parties (as 
communication activities are distinguished at the concrete activity level). This 
approach was taken in RosettaNet presented in Section 10.2. 

 

7.2. Rule inheritance 

The hierarchical representation of the function perspective allows rule inheritance for 
some of the operators to be applied. The definition of rule inheritance is as follows.  
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Definition: Let A and B are two activities that are decomposed and further on 
specialized to subactivities A’1, A’2, …, A’n and B’1, B’2, …, B’m respectively (see 
Figure 40). If the usage of an operator to define a rule over activities A and B implies 
the definition of this rule on each pair of subactivities A’i and B’j then rule 
inheritance applies for this operator. In the case of unary operators, rule inheritance 
applies if the usage of the operator to define a rule over an activity A implies the 
definition of this rule on each subactivity A’i.   

 

 

Figure 40 - Rule inheritance 

 
Next, it is shown that rule inheritance can be applied for the SEQUENCE and 
EXCLUDE operators and cannot be applied for the REQUIRED, DURING, and 
IMPLY operators.  

A consistency rule of the type SEQUENCE (A1, A2) states that if A1 is executed, it 
should precede the execution of A2. Let B1 and B2 are specializations of A1 and C1, 
C2 are specializations of A2. Apparently, if B1 or B2 is executed, it should precede 
the execution of C1 and C2. Subsequently, it can directly be written down 
SEQUENCE (B1, C1), SEQUENCE (B2, C1), SEQUENCE (B1, C2), and 
SEQUENCE (B2, C2). For example, defining SEQUENCE (Contracting phase, 
Enactment phase) expresses the order of execution of these two phases. The 
subactivities of the two phases inherit the defined rule. Thus, subactivities of the 
Contracting phase are executed before subactivities of the Enactment phase. For the 
EXCLUDE operators, the line of reasoning is analogous.  

By using an example, it can easily be shown that REQUIRED, IMPLY, and DURING 
rules cannot be inherited in this way. For example, REQUIRED (Contracting phase) 
is a constraint, as no contract can exist without executing the Contracting phase. 
Signing is a subactivity of the contracting phase and is a required activity. Storing is, 
however, another subactivity of this phase but is not required in every situation. In 
this way, it was shown that inheritance of REQUIRED consistency rules is not 
possible. Thus, the application of the operator REQUIRED on non-leaf activity 
indicates solely that one or more of the subactivities is/are required. Analogously, the 
rules DURING (Service delivery, Monitoring and control) and IMPLY (Accept 
contract offer, Sign) can be used as examples that DURING and IMPLY rules cannot 
be inherited throughout the function perspective.   

It might be necessary that leaf activities from the function perspective are further 
specialized if required by the circumstances (see Section 6.5). Rule inheritance can 
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facilitate the definition of consistency rules over the newly defined leaf activities. 
However, it can only give part of the required rules for the new activities. The other 
constraints have to be defined manually.  

 

7.3. Constraints on communication activities 

In Section 5, the communication perspective was described. Communication 
activities, between parties must comply with certain basic communication patterns 
(see Section 5.1). Consistency rules do not suffice to guarantee compliance with these 
patterns. The operators for definition of consistency rules have to be extended in order 
to express additional limitations in the execution of communication activities. 
Another option is to use elements of the Object Constraint Language (OCL) in UML, 
and specifically the cardinality constraints over the communication activities to 
guarantee the definition of correct communication patterns by the contracting parties. 
These constraints are of importance during the process specification (i.e., at e-
contracting process design time). Cardinality constraints define basic relations 
between communication activities that have to be observed by process designers.  For 
example, a request activity is associated with one request processing and 
interpretation activity. The request processing and interpretation activity is related to 
one perlocutionary act. The request driven perlocutionary act can be one or more 
respond activities (e.g., commit-to-provide, followed by the data response). The 
representation of these cardinality constraints in a standard UML class diagram is 
trivial and it is not further discussed. The elaborated standard set of cardinality 
constraints on communication activities is applied in the definition of concrete 
process specifications (see Section 8.1) and in the specialization of leaf activities 
function perspective that contain communication activities. 

Consequently, companies will possess two types of constraints on communication 
activities in advance. The cardinality constraints guarantee the definition of adequate 
communication patterns that can be supported by a party. The consistency rules 
guarantee coherent execution of the communication activities between parties.  

 

8. E-contracting process specification construction and 

usage 
The defined e-contracting process model gives companies flexibility in the 
specification of various, context-specific e-contracting processes. In this section, the 
process of elaboration of business-to-business e-contracting process specifications and 
their role and usage in business relations are explained.  

 

8.1. Process specification construction 

To construct an e-contract specification, a party starts with identification of the 
activity leaves in the function perspective that will be included in its process 
definition. To achieve this, the party uses both the function and communication 
perspectives. The phase and abstract activity levels of the function perspective are 
used to guide parties to the required branches of the concrete activity level. The 
communication perspective is used to facilitate the selection of concrete 
communication activities. The cardinality constraints defined over the communication 
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activities are used for the selection of the proper set of activities (see Section 7.3). As 
the identification of leaf activities is a time consuming process, process templates or 
previously defined specifications might facilitate it. Also, this step might require 
additional decomposition of some of the leaf activities in the function perspective. 
When such decomposition reveals cross-organizational activities, the communication 
perspective together with the defined cardinality constraints on communication 
activities are used to support the construction of correct communication patterns. 
Companies make use of the library of predefined consistency rules to set constraints 
on the identified activities. If required by the situation, companies can set additional 
rules. Then, events that trigger the identified leaf activities have to be specified. These 
events can be internal, external or both. Internal and external events are explained in 
more detail in [23]. With this, the process specifications are completed.  

In certain scenarios, companies can go one step further and define fixed, concrete e-
contracting process specifications. This can be possible in contexts, where the e-
contracting process does not vary in the different business scenarios and all parties in 
the domain stick to one common pre-defined e-contracting scenario. Another possible 
situation when a company can define fixed e-contracting process specifications is 
when the company has a significant influence over the trading relation and can dictate 
the contracting process. In these scenarios, activity diagrams (part of UML) are a 
common technique for process modeling. Activity diagrams are used in leading 
standardization efforts on cross-organizational processes, e.g., ebXML and 
RosettaNet (see Chapter 2, Section 2.2.2). As e-contracting is a blend of intra- and 
cross-organizational processes, activity diagrams are a suitable modeling technique 
for the construction of concrete process specifications (also advocated in [45]). The 
fixed, concrete process specifications can be defined based on the flexible, concrete 
process specifications that are constructed using the e-contracting process model. 
Identified activities and consistency rules together with additional constraints are 
mapped to activity diagrams constructs, i.e., activity states and activity diagram 
control flow concepts. Activity diagrams can be used also for the specification of a 
part of the e-contracting process, e.g., for the specification of the internal e-
contracting activities performed by companies. Only a limited number of these 
activities will be visible at a high level of abstraction to the counter party, as these 
activities do not require synchronization with the counter party [45]. For this reason, 
traditional, fixed process specifications whose execution can be supported by standard 
process management systems (e.g. WFMS) are the logical modeling choice.   

This set of steps for the construction of concrete e-contracting process specifications 
will require an adequate tool support. A software module for the construction of 
contracting process specifications that will facilitate the identification of the leaf 
activities, and will check process specifications for valid communication activities 
and for conformance with the predefined consistency rules is required. This module 
will be part of the design module of an e-contracting management system. It should 
be able to interface with the e-contracting management system (in order to export the 
defined specifications) and with the design module of the internal process 
management system implemented at the party’s side (e.g., with a WFMS). This 
requirement on the e-contracting architecture is discussed in Chapter 8, Section 4.2. 
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8.2. Process specification usage 

In [45], the existence of three levels of data and process specification in a company, 
i.e., external, conceptual, and internal levels were identified (see Figure 41). The 
external level is geared towards communicating a process specification between 
different organizations. The conceptual level is the centerpiece of data and process 
specification. It is independent from external use and internal implementation. The 
internal level is geared towards enactment of processes in the context of a specific 
organization. Initially, both the consumer and the supplier make publicly available an 
external view of the defined process specification. This view hides or generalizes 
internal activities. It contains communication activities, as well as internal activities 
that might be of value for the other parties. 

 

Figure 41 - The three-level framework  

 
When executing the information phase, a company (a consumer or a supplier) might 
find an advertisement from a party that matches the requirements of the company. The 
supported activities and the applied constraints of the two companies are then 
compared, preferably in an automated manner. The result of this comparison will be a 
statement whether the two companies can engage in a common e-contracting process 
(the common e-contracting process starts from the pre-contracting phase or if the pre-
contracting phase is skipped directly from the contracting phase). However, it will be 
often the case that the two specifications do not match. This requires changes to one 
or both of the specifications to be made. 

There are two possible situations when changes in the identified leaf activities have to 
be made. First possibility is when the two parties use standard concrete activities, but 
in the specification of one of the companies (or in both specifications), activities exist 
that are not present in the specification of the other party. For example, party A does 
not support the provision of additional information of the company, while its 
counterparty has defined this activity in its specification. The second possible 
situation is when one of the companies (or both of them) has additionally specialized 
some of the concrete activities from the function perspective, while these 
specializations are missing in the process specifications of its counterparty. In these 
two situations, additional efforts are needed to align the two specifications. The 
alignment is to be done preferably in an automated manner. Different strategies can be 
applied in these situations for the alignment of the process specifications. For 
example, a company might accept the additionally defined activities by the other party 
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(union alignment), the other company might remove the additionally defined activities 
(intersection alignment), etc. These strategies will depend on the specific situation. In 
addition, an alignment of the imposed consistency rules over the activities has to be 
performed. The process of alignment is out of the scope of the process model. Further 
work in this direction is necessary. When the two process specifications are aligned, 
companies can start executing their process specifications.  

 

9. Application of the process model in the case of De 

Telegraaf 
In this section, the e-contracting process model is used for the specification of the e-
contracting process at De Telegraaf. The activities performed by De Telegraaf in its 
current contracting process (described in Chapter 5) are used as a foundation for the e-
contracting process definition. In this section, the specification of the activities in the 
enactment phase is described. The choice of the enactment phase is based on the 
higher number of activities that may take place in this phase. The complete process 
specification is provided in Appendix C.  

 

9.1. Identification of leaf activities in the enactment phase 

As discussed in Section 8.1, the first step that must be performed by a process 
designer is identification of the leaf activities from the function perspective that may 
be performed by De Telegraaf in the enactment phase. The abstract and concrete 
activities of the enactment phase in the function perspective (see Section 6.4) are used 
at this stage. According to Figure 38, three abstract activities are part of the enactment 
phase, i.e., Value exchange, Monitoring and control, Evaluation abstract activities. 
Next, the concrete activities that may be performed by De Telegraaf for each of the 
abstract activities are investigated.  

During the value exchange parties exchange the agreed values and information 
required for their exchange. As explained in Chapter 5, De Telegraaf must publish the 
agreed number of impressions of advertisement(s) and receive the corresponding 
financial reward. Thus, the “Deliver service” and “Deliver reward” concrete activities 
(see Figure 38) must be included in the process specification of De Telegraaf. For 
convenience, the process designer may rename the “Deliver service” concrete activity 
to “Make impressions” and the “Deliver reward” concrete activity to “Make payment 
(from client)”. The underline of the “Make payment” activity indicates that this 
activity has to be performed by the client of De Telegraaf. This activity is included in 
the process specification of De Telegraaf in order to allow process alignment between 
De Telegraaf and its clients (see Section 8.2). Thus, a client that wants to advertise at 
De Telegraaf is required by De Telegraaf to support this activity (and the consistency 
rules applied on it). According to Figure 38, an unlimited number of conversations 
related to the exchange of values may take place. In this business case, De Telegraaf 
must receive and check the advertisement(s) for compliance with its requirements and 
send an invoice to the client. Thus, the communication perspective must be applied 
twice for the definition of two conversations that may take place between parties. The 
first conversation follows the “inform-react” pattern (see Section 5.1). De Telegraaf 
requires its client to send information (“Send advertisements (from client)”). De 
Telegraaf will process and interpret the message. As each received message must be 
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processed and interpreted, to reduce complexity, these activities are not further 
mentioned and are omitted in the process specification. The “Check advertisements” 
and “Change advertisements” are the perlocutionary activities that De Telegraaf will 
(may) perform when an advertisement is received. De Telegraaf reacts to the received 
advertisement material and may reject it (“Reject advertisements”) or accept it 
(“Accept advertisements”). The second conversation follows the simple “inform” 
pattern. De Telegraaf will prepare an invoice as an internal activity that precedes the 
conversation and will send the invoice (“Prepare invoice”, “Send invoice”).  Finally, 
the following concrete activities are identified in the value exchange abstract activity:  

Send advertisements (from client); Check advertisements; Accept advertisements; 
Reject advertisements; Change advertisements; Make impressions; Prepare invoice; 
Send invoice; Make payment (from client); 
 
In an analogous way, the following concrete activities of the Monitoring and control 
abstract activity are identified:  

Monitor payment; Request for data privacy (from client); Protect client’s data; Notify 
client for non-compliance with contract terms; Notify client for termination; Stop 
contract; Suspend contract; Block client’s access; Calculate additional costs; Notify 
client for additional costs; Notify for tariff changes; Notification for cancellation 
(from client); Calculate additional costs; Request for renegotiation (from client); 
Take decision on renegotiation; Respond renegotiation request; Update order; 
 
The Evaluation abstract activity is decomposed to: 

Evaluate campaign; Store evaluation; Send evaluation to third party; 
 
This short example, illustrated the usage of the function and communication 
perspectives. A process designer follows in a top-down manner the decompositions of 
each phase to abstract activities and of each abstract activity to concrete activities to 
identify the concrete activities applicable for the concrete scenario. He/she may define 
specializations of the concrete activities, if required in the specific business context. If 
a conversation must be defined, a process designer makes use of the communication 
perspective. He/she selects the communication pattern(s) that will be supported by the 
party, and selects the utterance, locutionary, illocutionary, and perlocutionary 
activities that the parties may/must perform. Alternatively, a process designer may 
define additional specializations of the main communication activities that reflect the 
specifics of the business case. In the short example above, the “Send enactment data” 
activity was specialized to “Send advertisements (from client)” and “Send invoice” 
activities.  

 

9.2. Definition of consistency rules 

Next, the process of definition of consistency rules on the identified activities is 
demonstrated. In this section, the consistency rules on the identified concrete 
activities of the “Value exchange” abstract activity are discussed. The complete list of 
consistency rules on the activities is provided in Appendix C. For the definition of 
consistency rules on the activities, the operators defined in Section 7.1 are used. First, 
the high-level consistency rules that apply on abstract activities are defined: 
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DURING (Value exchange, Monitoring and control). 
SEQUENCE (Monitoring and control, Evaluation). 
 
The first rule indicates that the “Value exchange” activity takes place in parallel to 
the “Monitoring and control” activity. The second rule defines that “Evaluation” 
activity takes place after the completion of the “Monitoring and control” activity. 
Next, consistency rules on the concrete activities have to be defined: 

  
Value exchange:  

1. SEQUENCE (Send advertisements (from client), Check advertisements). 
2. IMPLY (Send advertisements (from client), Check advertisements). 
3. IMPLY (Check advertisements, Reject advertisements, adv. is rejected). 
4. IMPLY (Check advertisements, Accept advertisements, adv. is accepted). 
5. IMPLY (Accept advertisements, Change advertisements, format of 

advertisement is disapproved). 
6. IMPLY (Accept advertisements, Make impressions, client is checked). 
7. IMPLY (Make payment (from client), Make impressions, client is not 

checked). 
8. SEQUENCE (Change advertisements, Make impressions). 
9. SEQUENCE (Prepare invoice, Send invoice, Make payment (from client)). 
10. IMPLY (Prepare invoice, Send invoice). 
11. IMPLY (Send invoice, Make payment (from client)). 
12. IMPLY (Make impressions, Prepare invoice, client is checked). 
13. IMPLY (Accept advertisements, Prepare invoice, client is not checked). 
14. REQUIRED (Send advertisements (from client)). 
15. REQUIRED (Make payment (from client)). 

 
Rule 1 states that concrete activities “Send advertisements (from client)”, “Check 
advertisements” are executed in this sequence.  

Rule 2 states that if a client sends an advertisement (“Send advertisements (from 
client)”), De Telegraaf must check it (“Check advertisements”).  

Rules 3 and 4 state that De Telegraaf must inform its client about the 
acceptance/rejection of the advertising material.  

Rule 5 states the execution of the “Change advertisement” activity if its format is not 
approved by De Telegraaf.  

Rule 6 and 7 state that either the acceptance of the advertisement or the payment from 
the client implies the start of the advertising campaign (depending on whether the 
client has been or has not been checked by De Telegraaf).  

Analogously, rules 8 and 9 defines the sequence of execution of activities, and rules 
10 and 11 define implication of activities.  

Rules 12 and 13 state that the performance of the “Prepare invoice” activity is 
implied by the “Make impressions” activity if the client has been checked, and by the 
“Accept advertisement” activity if the client has not been checked.  

Rules 14 and 15 state that the client must send the advertisement material and must 
complete the payment activity. These two rules set constraints on the communication 
patterns between the parties, obliging the client to initiate the agreed conversations.   
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9.3. Evaluation of the e-contracting process model  

In this section, the e-contracting process model has been used for the definition of an 
e-contracting process specification in the case of De Telegraaf. The application of the 
model showed that the combination of communication and function perspectives 
greatly facilitates the identification of the concrete activities in an e-contracting 
process, minimizing the risk of omitting concrete activities from the process 
specification. 

Based on its application for the definition of an e-contracting process, the proposed e-
contracting model can be evaluated against the six main requirements identified in 
Section 2.3. The model allowed the definition of the complete e-contracting process in 
De Telegraaf (related to Requirement 1). In this case, a number of utterance acts (e.g., 
the “Notify” leaf activity) and all perlocutionary activities from the function 
perspective had to be additionally specialized. Thus, as already discussed, when it is 
required, the proposed process model can be further on elaborated, by providing lower 
levels of detail (e.g., forth, fifth) that reflect domain or company specifics (related to 
Requirement 2). The model allowed the straightforward definition of the process 
specification. This shows that in this case, the model was flexible enough to allow the 
definition of this concrete process specification (related to Requirement 3). The usage 
of consistency rules allowed the definition of a flexible e-contracting process, 
allowing De Telegraaf to decide on the execution of certain activities or on the 
sequence of their execution depending on the context of a specific scenario (related to 
Requirement 4). However, in the case of De Telegraaf, the e-contracting process does 
not require significant flexibility at run-time. This is due to the dominant role of the 
advertising medium in the business relationship. Thus, flexibility of the process 
specifications cannot be fully evaluated based on this example. The model allows De 
Telegraaf to define a minimum set of required communication activities that a counter 
party must support. The usage of the communication perspective by both De 
Telegraaf and its client is a foundation for the coherent communications between 
them during e-contracting (related to Requirement 5). In addition, the usage of the 
speech act theory as a foundation of the communication perspective allowed the 
seamless integration between the external and internal activities of De Telegraaf 
(related to Requirement 6).   

In this business case, the set of operators defined in Section 7 was sufficient to 
express the required relations between the activities. Further experiments with 
application of consistency rules in different e-contracting scenarios are required to 
show whether this set of operators suffices for defining consistency rules on e-
contracting processes.  

Thus, the example shows that the e-contracting process model is feasible (i.e., it can 
be applied) for the definition of an e-contracting process in the case of De Telegraaf. 
It shows that in this case the model properly addresses the requirements defined in 
Section 2.3. The model must be applied for the e-contracting process specification in 
a number of different business cases, from different trading domains to prove its 
feasibility and its compliance with the identified requirements. As already mentioned 
in Section 8.1, the existence of a dedicated tool for e-contracting process 
specifications based on the proposed e-contracting process model will greatly improve 
the usability feature of the model.  
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10. Comparison with related work 
In this section, the proposed approach is related to other developments in this field. 
First, the CrossFlow research project carried out by several partners among which the 
Twente University, IBM, and GMD is described (see Chapter 2, Section 3.3). Other 
research projects in which the e-contracting process is briefly discussed are for 
example [42], [48] (see Chapter 2). As they do not deliver any substantial results on 
the e-contracting process modeling, they are not discussed. A number of efforts exist 
for the standardization of cross-organizational activities. The proposed approach to is 
compared to RosettaNet and ebXML, which are established standardization efforts 
(see Chapter 2, Section 2.2.2). Finally, attention to a specific proprietary development 
is paid. SAP AG is a leading company in this domain providing an e-business 
platform that supports the internal business processes and the collaboration between 
companies. For this reason, the SAP business-modeling tool called Solution 
Composer is described. 

 

10.1. CrossFlow project 

In the CrossFlow project, one pattern for service contract establishment is described 
[26]. It consists of the following phases: making initial contact, exchanging 
information, negotiating, reaching an agreement, signing a contract, contract 
establishment. The fixed contracting process with this level of details suffices for the 
goals of the project. As shown, for flexible e-contracting between different parties, a 
more advanced approach is required.  

In the CrossFlow project, the electronic contract contains a description of the 
enactment process to a level required for collaboration between the parties. Five parts 
in the contract content are distinguished (see Chapter 2, Section 3.3.1). Two of these 
parts are of interest in the context of e-contracting processes. The process description 
part provides a workflow specification of the traded process. This can be regarded as 
a context dependent specialization of the “deliver service” concrete activity in the 
functional perspective. The enactment part specifies additional functionalities 
required for the collaboration between the parties. Such functionalities can be 
monitoring of the enactment process, adaptation of the supplier’s workflow by the 
consumer, etc. These activities are part of the monitoring and control abstract activity 
in the function perspective. The specification of part of the enactment phase in the 
contract content, illustrates that concrete activities of the enactment phase will often 
be additionally specialized to serve for best collaboration between parties in particular 
business situations.  

 

10.2. RosettaNet 

In RosettaNet, a three level hierarchy of the activities of the parties is used. This 
hierarchy is built by decomposing the domain of e-business supply chain activities. 
The e-business supply chain domain is divided into clusters. Each cluster is divided 
into segments. In each segment, one or more Partner Interface Processes (PIPs) exist. 
PIPs are the leaves of the decomposition tree. A PIP specifies the business roles for a 
given business process, the business activities between these roles, and the type, 
content and sequence of the business documents exchanged by the partners. Some of 
the PIPs are still to be defined. These three levels of decomposition of the e-business 
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supply chain activities have a role, similar to the three levels of abstraction in our 
function perspective, i.e., achieving completeness by gradually reducing abstraction. 
PIPs are the third level of decomposition and the activities that they define are 
specified through activity diagrams. The level of abstraction of PIPs is comparable to 
the level of concrete activities in our function perspective. In RosettaNet, two 
communication patterns exist, i.e., request-response pairs of activities and notification 
activities. When one of the patterns is used, it is part of a single PIP. As PIPs are 
already concrete specifications, this gives only one communication possibility for 
parties. Thus, a party is not allowed to apply “push” behavior in a PIP that employs 
the request-response pattern. This limits the communication flexibility of parties. In 
our communication pattern, we apply only constraint on the activities and give 
maximum flexibility for communication to the contracting parties. Also, in contrast to 
RosettaNet, we allow more complex conversations to be defined and performed in the 
form of react-react pattern. For example, in the negotiation activity, parties can 
exchange contract offers until an agreement is reached or the business relation is 
terminated.  

Additionally, in PIPs, collaboration and sequence diagrams are used to specify the 
business roles identified for this activity and the business documents exchanged by 
the partners. As already mentioned, the exchanged documents between parties in an e-
contracting process are not of importance for our approach and they are not discussed.  

In RosettaNet, in contrast to our approach, no attention is paid to the internal business 
processes and their relation to the cross-organizational processes. As a result, only the 
e-contracting communication activities can be extracted from this standard. In our 
approach, the description of the complete e-contracting process is considered. 

RosettaNet provides a restrictive process model. RosettaNet requires parties to 
comply with the defined specifications in order to guarantee coherence of the 
executed process on both sides. There are no formal rules that constrain the order of 
the execution of the PIPs and the relations between them. In some of the PIP 
specifications, relations to other PIPs are briefly mentioned in a free text format.  

 

10.3. ebXML 

In ebXML, the Business Process Specification Schema (BPSS) provides a framework 
for the specification of business processes [34]. For the modeling of business 
processes the UN/CEFACT Modeling Methodology (UMM) is used. UMM supports 
modeling of business processes in general and does not provide a specific support for 
modeling of concrete e-contracting specifications. In ebXML, no specific attention is 
paid to activities that are internal for companies.  

In ebXML, a Collaboration Protocol Profile (CPP) defines the capabilities and 
requirements of a party in a possible e-commerce process. The CPP embeds or 
references the Business Process Specification of the party. When two parties want to 
establish business relations, they compare their CPPs and the intersection of the CPPs 
that is mutually agreed on defines the Collaboration Protocol Agreement (CPA) [35]. 
However, it is not clear how this intersection is performed. In BPSS, the Business 
Transaction Choreography defines the order in which the transactions are executed. 
The rules used to define the order of activity execution are based on the activity 
diagrams control flow concepts, i.e. transition guards, start state, completion state, etc.  
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In BPSS, business collaborations may contain a set of business activities. A business 
activity can be a business transaction or business collaboration. Transactions are the 
atomic units that cannot be further decomposed. This decomposition of the business 
collaborations, similar to the approach in the function perspective, aims at providing a 
way for reducing the complexity of process specifications. However, the use of 
activity diagram control flow concepts implies strictly defined business 
collaborations. This significantly increases the complexity for e-contracting processes 
specifications as usually the number of possible combinations between e-contracting 
activities is very high (see discussion in Section 2). In the proposed e-contracting 
process model, consistency rules that allow the definition of flexible e-contracting 
processes specifications are used. The communication pattern that has to guarantee 
coherent communication between parties in the BPSS is simpler than in the proposed 
approach. The only possible communication in a business transaction is through 
request-response pairs of activities. Responses in these pairs are optional. Thus, a 
request without a response in BPSS is equivalent to an inform activity in our 
communication pattern. A series of request-response pairs that simulate a two-way 
conversation between parties is equivalent to a request followed by a response, 
followed by an arbitrary number of reactions. Though the communication pattern in 
BPSS is simpler in its definition, the requirement each response activity to be 
preceded by a request activity, can complicate conversations between parties 
unnecessary.  

The proposed e-contracting process model concentrates solely on the e-contracting 
processes. This allows us to define a more clear approach for construction and use of 
e-contracting process specifications. In this approach, coupling between the internal 
and external business processes can be achieved. Consistency rules allow flexible and 
consistent e-contracting process specification to be defined.  

 

10.4. SAP Solution Composer 

An example of a proprietary solution for business modeling is a composer tool 
provided by SAP1. This tool is intended for construction of process specifications. It 
does not prescribe a modeling method. In addition to the modeling tool, SAP provides 
predefined industry-specific and cross-industry business process models. These 
models can be used as templates for the creation of concrete business processes. 
However, they are not flexible and imply specific choices. For example, in the 
Request for Quotation (RfQ) model, the consumer publishes a RfQ, evaluates the 
received responses and sends notification to the supplier with the best offer. This 
predefined model does not allow a request for customization or a request for more 
information to be sent to one or more of the suppliers in order to obtain a personalized 
quotation or information that is not given in the offer.  

Contract negotiation and establishment is not part of the processes described in the 
models, which makes the set of predefined models incomplete. A taxonomy is used to 
structure the list of predefined business models. The criteria for the classification of 
the processes in this taxonomy are ambiguous and do not allow easy identification of 
the models. Relations between different process specifications are not elaborated.  

                                  
1 http://www.sap.com 
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11. Conclusions 
In this chapter, an e-contracting process model is described. The model is based on 
two perspectives, i.e., a function and communication perspective, and on a set of 
operators for definition of consistency rules. The proposed model allows the 
definition of complete, detailed, coherent, and flexible e-contracting process 
specifications. Based on this model, an approach to the specification of concrete e-
contracting processes is defined. To test the feasibility of the model and its 
compliance with the requirements on e-contracting models, it is used for the 
specification of the e-contracting process in the case of De Telegraaf. To estimate the 
degree of feasibility of the model in general business settings, it must be applied for 
the definition of e-contracting process specifications in a number of different business 
cases, from different trading domains.  

As explained in Chapter 1, the work presented in this chapter is part of the e-
contracting system environment analysis. An e-contracting process indicates 
functionalities that must be supported by an e-contracting system. Thus, the model 
proposed in this chapter is a source for obtaining required functionalities that must be 
supported by an e-contracting system. For the construction of a detailed e-contracting 
reference architecture, requirements introduced by the data aspects of e-contracting 
must be addressed as well. Next, in Chapter 7, the e-contract content and its 
representation in a machine-interpretable format are discussed. 
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Chapter 7 

Specification of E-contracts 
 
 
In this chapter, first, an e-contract model is provided. Based on the defined e-contract 
model and on the technology-related information that has to be included in e-
contracts, requirements on an e-contract specification language are identified. The 
results presented in this chapter allow definition of e-contract specification languages 
that allow automated e-contract interpretation. To test feasibility and completeness of 
the identified requirements, an e-contract specification language is defined and 
applied for the specification of an e-contract in the business case of De Telegraaf.  
 
 
 

1. Introduction 
In Chapter 6, an e-contracting process model is presented. The goal of the model is to 
facilitate the specification of e-contracting processes that can be automatically enacted 
by dedicated information system. As already discussed in Chapter 4 (see Section 4.1), 
for the employment of any of the e-contracting paradigms, an e-contract must be 
represented in a format that can be automatically interpreted and reasoned about by an 
information system. Thus, similar to the process model, an e-contract model is 
required that facilitates the specification of automatically interpretable e-contracts.  

However, in contrast to the e-contracting process model, an e-contract model does not 
suffice for the specification of automatically interpretable e-contracts. The reason for 
this is that there is a very small number of legal requirements on the content of paper 
contracts (and consequently on the content of e-contracts). To provide a context-
independent and complete model, an e-contract model has to remain on a high level of 
abstraction and cannot provide sufficient details required for the formalization of the 
e-contract content. Nevertheless, an e-contract model can provide valuable knowledge 
on the types of business information that can be specified in an e-contract. This 
knowledge can be used for reasoning about the types of constructs that are required 
for the specification of the contract content. In addition, technology-driven 
information is included in e-contracts. This information is required by the technology 
used for the interpretation of e-contracts, i.e., this information is of an operational 
nature (hence, it is not part of the contract model). For the automatic interpretation of 
e-contracts, the technology-driven information and the constructs required for its 
specification must be identified as well. The identification of the e-contract constructs 
required for the specification of the business- and technology-driven information 
included in e-contracts suffices for the definition of an e-contract language that can be 
automatically interpreted by an information system. That is why the goal in this 
chapter is the identification of the constructs that have to be supported in an e-contract 
language, i.e., identification of the requirements on an e-contract language. 

Currently, several efforts on the definition of an e-contract specification language 
exist. However, due to the complexity and diversity of business contracts, the 
requirement specifications on which these languages are based are either context 
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dependent (e.g., [63], [27]) or are of a general nature (e.g., [82]). These requirements 
specifications, though not sufficient for the definition of a context-independent e-
contract language, provide a valuable foundation for the results presented in this 
chapter.  

In this chapter, first, an e-contract model is defined. The model is based on the already 
defined 4W framework (see Chapter 3). The e-contract model, together with the 
technology-driven information that must be specified in e-contracts, serve as a basis 
for the definition of requirements on e-contract specification languages. The 
requirements identification is performed in two steps. First, high level requirements 
based on the 4W framework are identified. Next, these requirements are concretized. 
To demonstrate the validity of the requirements that are driven by traditional business 
contracts, three complete sample contracts are used. These sample contracts contain a 
significant variety of types of clauses and suffice for the validation process.  

The collected requirements on an e-contract specification language presented in this 
chapter provide a foundation for the definition of context-independent, e-contract 
specification languages. A language based on these requirements allows automation 
of e-contract verification, enactment, and management.  

To test the presented requirements for feasibility, an e-contract specification language 
that implements the identified requirements is required. In this chapter, an e-contract 
language called ECML is elaborated. To test the identified requirements for 
completeness, a number of e-contracts from different business domains must be 
specified in an e-contract language that implements the requirements. As a first step in 
this direction, in this chapter, ECML is applied for the specification of an e-contract in 
the case of De Telegraaf.  

This chapter is organized as follows. The content of traditional paper contracts, the 
specifics of the e-contract content, and an e-contract model are discussed in Section 2.  
In Section 3, the general requirements on an e-contract specification language and 
their concretization are presented. After the description of each requirement, its 
implementation in ECML is illustrated. Section 4 presents an application of ECML in 
the case of De Telegraaf. Section 5 contains an evaluation of the research findings in 
this chapter. In Section 6, related work is discussed. The chapter ends with 
conclusions. The example business contracts are provided in Appendix D. The 
complete specification of ECML is provided in Appendix F.  

 

2. The contract content 
In this section, first, the content of traditional paper contracts is investigated. As an 
illustration to the discussion, the content of a sample contract is analyzed. Next, the 
specifics in the content of e-contracts are investigated. The required changes and 
extensions to the content of contracts in their electronic variant are discussed. Finally, 
an e-contract model is presented.  

 

2.1. The content of traditional paper contracts 

There are few limitations on the content of paper contracts in business-to-business 
relations. Two main legal traditions (also known as “legal systems”) exist on a global 
scale, i.e., the “common law” and the “civil law” traditions (systems). In the research 
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work on e-contracting (see Chapter 2), both legal traditions have been used as a 
foundation for the analysis of e-contracts (for example, e-contracts are analyzed from 
the perspective of the common law in [42], and from the perspective of the civil law 
in [41]). 

Countries that use the common law tradition in their legal systems are for example 
England, New Zealand, Australia, the states of USA (except in the state of Louisiana), 
the provinces of Canada (except in the province of Quebec). As stated in [94], the 
contract law that is used in legal systems based on the common law tradition 
considers a contract to be valid if: 

- it is agreed upon by all participating parties; 
- it contains considerations between the parties, i.e., it contains a description of 

the exchanged values between the parties; 
- the involved parties can understand the contract provisions; 
- the contract has a lawful purpose; 
- it contains the obligations of all parties with respect to the considerations (i.e., 

it contains a description of the exchange value provisions). 

Thus, according to the common law contract law, the requirements on the contract 
content are that it must contain descriptions of the exchanged values and the exchange 
value provisions.  

The civil law is commonly used as a basis in European legal systems [75]. However, 
as the civil law systems differ among countries, efforts have been made for the 
establishment of a common civil law within the European Union. The Principles of 
European Contract Law [24] are a step in the unification of the contract laws of the 
European countries. According to the Principles of European Contract Law “parties 
are free to enter into a contract and determine its contents, subject to the requirements 
of good faith and fair dealing, and the mandatory rules established by these 
Principles” (the “freedom of contract”). Furthermore, “These Principles may be 
applied when the parties: (a) have agreed that their contract is to be governed by 
"general principles of law", the "lex mercatoria" or the like; or (b) have not chosen 
any system or rules of law to govern their contract”. This gives parties the freedom to 
choose the applicable law. The Principles of European Contract Law concentrate on 
the protection of the rights of the parties and pays little attention on the contract 
content.  

The e-commerce directive of the European parliament and council [108] was 
elaborated to provide legal requirements on information society services (a detailed 
analysis of the directive is provided in [99]). However, the directive does not set 
requirements on the e-contract content.  

Thus, contracts (and consequently e-contracts) must contain descriptions of the 
exchanged values and the exchange value provisions (stated explicitly in the common 
law contract law, and implicitly in the Principles of European Contract Law). The 
types of exchanged values and the accompanying provisions can differ in each 
contract. In addition to these two main elements, contracts can contain other 
information as well. For example, they can contain information about the contracting 
parties, means for contacting a party, etc. As a result, the size of a business contract 
can vary from 1 page (see Section 2.2), up to hundreds of pages (the contracts 
discussed in [31] reach 300 pages). This indicates the boundless variety of contracts. 
This variety is the main obstacle to the formalization of contracts in documents that 
can be automatically interpreted.  
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To address the variety of e-contracts, the content of a significant number of contracts 
(more than 20) from different business domains was investigated during this research 
project. In this chapter, three contracts are used with an illustration purpose. To 
illustrate the content of traditional paper contracts, in Section 2.2, a sample contract 
from the domain of text-formatting services is analyzed. The contract has been chosen 
for its brevity while containing a significant variety of types of contracting clauses. In 
Appendix D, two more contract examples are provided. The first example is from the 
domain of consulting. The second example is from the business case of De Telegraaf 
(see Chapter 5). As De Telegraaf is a Dutch medium, the contract from this business 
case is also in Dutch language. The three sample contracts are used in Section 3 as a 
source for examples of the different types of contract clauses. As discussed in 
Chapters 1 and 5, the contract from the business case of De Telegraaf is used for the 
evaluation of the research findings in this chapter.  

 

2.2. Analysis of a paper business contract  

Next, a contract from the domain of text-formatting services is analyzed. The goal of 
this analysis is to familiarize the reader with the content of business contracts. The 
analysis is made in accordance with the 4W framework (presented in Chapter 3). For 
privacy reasons, the companies are named “Company A” and “Company B”.  

 

Contract for Hypertext Markup Language Formatting  
 
This contract is to establish the conditions under which Company A, hereafter 1 
referred to as The Contractor, will provide to Company B, hereafter referred to as The 2 
Author, formatting services for electronic files listed below, referred to as The 3 
Product.  4 
 5 
The Author will provide to The Contractor all necessary files for The Product in an 6 
electronic form by a mutually agreed upon method, such as uploading through the 7 
Internet to the Contractor's ftp directory. These file will be complete, free of viruses 8 
and errors, to the best of the Author's ability to determine.  9 
 10 
The Product will be in an electronic format mutually agreed upon in advance, and will 11 
include a separate file with any special instructions on how to format The Product.  12 
 13 
The Contractor will change the files included in The Product into HyperText Markup 14 
Language, compliant with HTML 2.0 protocols, following the Author's instructions. 15 
The Contractor will make no other changes of any kind to any of the files.  16 
 17 
The payment for this formatting service will be a discount of (an amount agreed upon 18 
in advance) on any sales of The Product by The Contractor for a period of one year. 19 
This contract will also constitute an exclusive contract for distribution through the 20 
Internet of The Product for one year, and supersedes any non-exclusive provisions of 21 
any Distribution License between The Author and The Contractor relating to The 22 
Product.  23 
 24 
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All services rendered under this contract are "work for hire" by a contractor. 25 
Company A is not an employee of The Author, and has no claim to ownership or 26 
copyright of any work produced.  27 
 28 
This contract is not valid without a separate Distribution License.  29 
 30 
Files to be included in The Product: 31 
 32 
File Name  File Size  Description 33 
________        ____ bytes ______________________________ 34 
________        ____ bytes ______________________________ 35 
 36 
_________________________   _________________________  37 
Buyer's signature     Seller's signature 38 
Buyer:       Seller:  39 
Name       ***** 40 
dba (if applicable)     ***** 41 
address      ***** 42 
city, state, zip      Phone Number ***** 43 
email address: ________________   email address: **** 44 
 
 
Who: Lines 1-2, 36-44 define the two contracting parties, their contact data, and their 
signatures.  

Where: Lines 20-28 define rules that apply on the contract context. Lines 20-23 state 
the overriding on any other obligations existing for the same product. Lines 25-29 
define copyright and ownership provisions and a reference to an additionally required 
external document (a distribution license). 

What: Lines 3, 6-19 (except lines 7-8), and 31-35 describe the exchanged values and 
the processes and rules for their exchange.  

Line 3 defines the main service to be delivered by Company B to Company A 
(formatting service). Lines, 8-9, 11-12, and 31-35 provide a specification of the 
agreed products for formatting (the files must be in an electronic format, free of errors 
and viruses, and a file with formatting instructions will accompany them). Lines 18-
19 define the corresponding financial benefit for Company B.  

Lines 6 and 14-15 define the activities that must and may be performed by the two 
parties for the exchange to take place (Company A has to deliver the files, Company 
B has to format the files, and Company B can distribute them). 

Line 16 defines a rule that applies on the exchange of values (Company B is not 
allowed to change the files). Line 19 defines the duration of the agreement (one year). 

How: Lines 7-8 describe the standard to be used for the delivery of the product (by 
uploading the files through the ftp protocol).  

 
In this example, the processes to be performed by the parties and the rules for the 
value exchange are trivial. The example contract on consulting services provided in 
Appendix D contains a more complex process description.  
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2.3. The content of e-contracts 

Similar to traditional paper contracts, e-contracts express the agreement of the parties 
on the exchange of certain values under certain conditions. Consequently, the content 
of e-contracts resembles the content of traditional paper contract. However, two main 
differences in the e-contract content can be observed.   

In contrast to paper contracts, where often details are omitted or provisions are 
vaguely defined, the e-contract content has to be specified in a detailed, clear, and 
formal way. This quality of e-contracts is a consequence from the requirement 
e-contracts to be fully (or partially) automatically established, enacted, and managed. 
Without the intuition, common sense knowledge, and context adaptability of humans, 
an e-contract enacting information system requires a precise definition of the possible 
scenarios and activities to be performed, information to be exchanged, and rules to be 
observed during contract enactment. Thus, the first difference from the content of 
paper contracts is that the content of e-contracts must be presented in a detailed and 
formal way. 

During contract enactment, contracting parties communicate to each other information 
related to the contract enactment (“enactment information”). For example, they can 
inform the counterparty of a contract violation, request an update on the progress of 
the service delivery, request change of the delivery date, etc. In traditional paper 
contracts, some of the enactment information and communication processes are 
included in the contract, whilst others are omitted in the contract content and are only 
communicated among the parties when and if needed. In the examples in the 
beginning of this paragraph, the specification of the event of contract violation will be 
included in contracts together with a number of clauses that handle contract 
violations, while the request for information on the progress of the service delivery 
will usually not be included in the contract though it will take place. The information 
on the progress update will be exchanged among humans in a person-to-person 
non-formal conversation. Due to the requirement for automatic e-contract enactment, 
parties must agree on the communicated enactment information prior to e-contract 
establishment. Without the intuition, common sense knowledge, and context 
adaptability of humans, an e-contract enacting system requires a precise definition of 
the possible scenarios and activities to be performed, information to be exchanged, 
and rules to be observed during contract enactment. In order to guarantee legal 
protection for companies from repudiation of the enactment information agreed to be 
communicated, a specification of this information and the agreed activities for its 
exchange have to be included in the e-contract content as well. Thus, compared to 
paper contracts, e-contracts are extended with a specification of the information that is 
communicated during the contract enactment and a specification of the activities 
required for its communication.     

 

2.4. An e-contract model 

In this section, an e-contract model is presented. As already explained in Chapter 3, 
Section 1, an e-contract model contains only a subset of the concepts from the domain 
of e-contracting. Thus, the model presented in this section is based on a subset of the 
concepts from the second level of detail of the 4W framework. To model the e-
contract content in greater detail, where possible, the concepts from the 4W 
framework are further on decomposed. The conclusions from the discussion in 
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Sections 2.1 and 2.3 are guiding in the choice of concepts that must and may be 
specified in an e-contract. Next, the identified concepts are described (grouped 
according to the first level of decomposition of the 4W framework).   

 

2.4.1. Concepts from the Who group 

Each e-contract contains information about two or more parties and zero or more 
mediators (see Figure 42). Parties are actors that have rights and obligations that are 
listed in the e-contract. Mediators are actors that may participate in the e-contract 
enactment and for this reason may be specified in the e-contract. For example, parties 
can use e-notaries as mediators that guarantee the proper e-contract signing (see also 
Chapter 8). In this case, an e-contract can explicitly state the e-notary that must 
approve the e-contract establishment [13]. If the relations of mediators with the parties 
must be defined as legally binding, mediators can become a party in the same or in a 
separate contract where their rights and obligations are stated. As stated in Chapter 3, 
auxiliary implementors are actors that may be involved in the e-contract enactment. 
However, auxiliary implementors are not specified in the e-contract content. 

 

 

 

Figure 42 – Concepts from the Who group 

 
In this section, the “actor” concept is further on elaborated at lower levels of detail. 
Three concepts are introduced from the third level of detail of the 4W framework, 
namely company data, contact data, and person sub-concepts (denoted in Figure 42 
by a shaded color). The Company data sub-concept contains data about an actor. 
Typically it will include company description, trade registration number, VAT 
registration number, address of registration, etc. The Contact data concept contains 
data for the possible ways an actor can be contacted. The Person concept contains the 
person(s) that represent an actor in the contract. A person has a certain role(s) in the 
contracting relationship.  

 

2.4.2. Concepts from the Where group 

Two basic aspects of the e-contract context that are defined in an e-contract are 
distinguished, i.e., the business context and the legal context. In addition, the model 
allows the inclusion of other e-contract provisions that are not related to the legal and 
business context (see Figure 43).  
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Figure 43 – Concepts from the Where group 

 
Examples for provisions related to the legal and business context are provided in 
Section 4.2. 

 

2.4.3. Concepts from the What group 

As discussed in Section 2.1, a contract must contain a description of the exchanged 
values and the corresponding provisions for the value exchange (see Figure 44).  

 

 

Figure 44 – Concepts from the What group 

 

2.4.4. Concepts from the HoW group 

Only three concepts are represented in the e-contract content from the How group of 
concepts, i.e., the e-contracting process, standards, and communication concepts (see 
Figure 45). The contracting concept describes the process that will be followed when 
the current agreement ends and a new one has to be signed or when the current 
agreement has to be re-negotiated.  

 

 

Figure 45 – Concepts in the HoW section 

 
The standards concept contains information related to the standards used in the e-
contracting process and documents. For example, the communication protocol that 
will be used during contract enactment, the used ontology, the used contract template, 
etc. In the communication concept, the “enactment information and processes” are 
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defined (as discussed in Section 2.3). The communication and contracting concepts 
are typical for e-contracts (in contrast to paper contracts), as e-contracts contain 
information required for the automation of the communications during the contract 
enactment and for the automation of the e-contract re-negotiation. 

 

2.4.5. Complete view of the e-contract model 

Figure 46, presents the complete view of the e-contract model. It combines the result 
presented in Figure 42 - Figure 45. In addition, certain relations between the concepts 
exist (as defined from the 4W framework). For clarity, these relations are not depicted 
in the figure.  

 

 
 

Figure 46 - E-contract model 

 
An e-contract model allows improving the understanding for the e-contract content. It 
provides the fundamental knowledge about the types of information that must/may be 
defined in an e-contract. Based on an e-contract model, we deduce the types of 
language constructs that are required for the specification of the e-contract 
information. An e-contract specification language must satisfy these requirements in 
order to be able to support the specification of the e-contract information. In the next 
section, based on the conclusions from this section, the requirements on the e-contract 
specification languages are investigated.  

 

3. Requirements on an e-contract specification language  
In this section, first, the general requirements on an e-contract specification language 
are investigated. Next, a list of concrete requirements that are specializations of one of 
the general requirements is provided. For each requirement that is identified, 
references to related research work are given. These references indicate if a 
requirement has already been identified in the research work of other e-contracting 
research domains.  
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Based on the identified requirements, a sample e-contract specification language 
(named ECML) has been designed. For each identified requirement, an example for 
its implementation in ECML is provided. The complete language specification of 
ECML is provided in Appendix F.  

 

3.1. General requirements on an e-contract specification language 

The general requirements on an e-contract language are identified on the basis of the 
concepts (and the relations between them) from the 4W framework. The e-contract 
model (containing a subset of the concepts of the 4W framework) leads to 
requirements on the types of information specified in e-contracts. In addition, two 
concepts from the HoW concepts in the 4W framework set requirements of an 
operational nature on the e-contract content (hence, they are not reflected in the e-
contract model). These are the “structure” and “standard” concepts (see Chapter 3, 
Figure 6). 

 

3.1.1. E-contract structure 

As discussed in the 4W framework, the e-contract content must obey a certain 
structure. Similar to a software programming language, where program structure 
allows easier program creation, compiling, and maintenance, an e-contract structure 
facilitates the e-contract creation, processing, and maintenance. An e-contract 
structure allows various e-contract parts to be created or maintained by different 
persons from different departments. For example, people from the legal department of 
an organization will only be interested in viewing/manipulating the clauses related to 
the legal context of an e-contract as these are in their area of expertise. The process 
specification part will be in the area of expertise of the business processes designer, 
and he/she will be interested in viewing/manipulating only this part of the e-contract.  

 

 

SUMMARY:  

E-contracts must have a structure that facilitates the e-contract creation, processing, 
and maintenance. 
 
REQUIREMENT:  

• Requirement 1: An e-contract specification language must provide support for 
the structuring of the defined e-contracts.  
Also in: [25], [47]. 
 

ECML SUPPORT: 

ECML is an XML based language. In ECML, an e-contract is structured according to 
the e-contract model already defined in Section 2.4. Next, an excerpt from the ECML 
schema that defines the document structure is provided.  

 
<xs:element name="Contract"> 
 <xs:complexType> 
  <xs:sequence> 
   <xs:element name="Party" type="Company_Info" minOccurs="2" maxOccurs="unbounded"/> 
   <xs:element name="Mediator" type="Company_Info" minOccurs="0"/> 
   <xs:element name="Business_context_provisions" type="All_section" minOccurs="0"/> 
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   <xs:element name="Legal_context_provisions" type="All_section" minOccurs="0"/> 
   <xs:element name="Other_context_provisions" type="All_section" minOccurs="0"/> 
   <xs:element name="Exchanged_value" type="Value_types" minOccurs="2"/> 
   <xs:element name="Exchange__value_provisions" type="All_section" minOccurs="0"/> 
   <xs:element name="Contracting_process" type="All_section" minOccurs="0"/> 
   <xs:element name="Standards" type="DItems_and_rules_section" minOccurs="0"/> 
   <xs:element name="Communication" type="All_section" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
</xs:element> 

 
For each concept from the e-contract model, a corresponding element is defined in the 
e-contract structure-definition in the ECML schema. As discussed in Section 2.4.5, 
the Party, Mediator, and Exchanged value concepts are decomposed/specialized to 
sub-concepts in the e-contract model. In ECML, the elements that correspond to these 
concepts are defined to be of complex types. These complex types contain the 
decomposition/specialization of the main elements. In a similar way, snippets (see 
Requirement 6) are defined as part of the complex types as well.  
 

 

3.1.2. E-contract information  

An e-contract language must allow definition of the information that constitutes the 
agreement. Thus, an e-contract language must support the definition of the 
information related to each concept from the e-contract model.  

To define the parties and mediators in an e-contract (see Figure 42), an e-contract 
specification language must support definition of data item constructs. A data item is 
data associated with an identifier that is unique for the e-contract. For example, to 
define the address of a party, the address data can be associated with an identifier 
“ADDRESS” (see the example contract in Section 2.2, lines 39-44). Coupling 
between values and identifiers allows the data item to be referenced from other e-
contract elements. Data item constructs are sufficient to define the company and 

contact data of the actors defined in an e-contract. The data item construct is required 
for data specification in the other groups of concepts as well. For example, in the 
exchanged value concept (see Figure 44), data item constructs are required to define 
the quantities and qualities of products/financial rewards/services that are exchanged 
and in the standard concept, data item constructs are required for the specification of 
the used standards (see Figure 45). Data items can be assigned a value in the e-
contract. However, they can be assigned a new value or even obtain their initial value 
during e-contract enactment as well (discussed in detail in Section 3.2.1.3). 

The context (legal, business, etc.) of an e-contract (see Figure 43) is expressed 
through various contract provisions (see Section 2.2, lines 19-28). In general, contract 
provisions define various rules, e.g., constraint rules, deontic assignment rules, 
condition rules for the start of certain procedures, etc. However, data item constructs 
cannot be used for the specification of those complex rules. To define the context 
provisions in an e-contract, rule specification constructs are required. Rule 
specification constructs are required for the specification of the exchange value 

provisions (see Figure 44) as well.  

While products are characterized only by their qualities (e.g., size, weight) and 
quantities and can be described only through data items, services are characterized by 
their qualities, quantities, as well as the steps that must be undertaken for the service 
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delivery (see Section 2.2, lines 6 and 14-15). To define the steps for the service 
delivery, process specification constructs are required. Process specification 
constructs are required for the definition of the contracting and communication 

processes (see Figure 45) as well. In general, process specification constructs are 
required to allow the specification of the processes that are agreed to be performed.  

To summarize, at least three fundamental language constructs are required for the 
specification of the information in e-contracts, viz. data item constructs, rule 
constructs, and process constructs. The three classes of constructs can be compared to 
constructs in existing programming and specification languages. For example, data 
definition constructs are used in most programming languages (Pascal, Java, etc.). 
Rule constructs are used in rule-based languages (e.g. expert system languages), and 
process constructs can be found in any process specification oriented language 
(BPEL, Workflow Nets, etc.). In section 3.2, where appropriate, the experience from 
existing programming and specification languages is used as a source of inspiration 
for the requirements identification of the concrete e-contract language constructs.  

 

 
SUMMARY:  

E-contracts need three general language constructs for the definition of data, rules, 
and processes. 
 

REQUIREMENTS:  

• Requirement 2: An e-contract specification language must provide support for 
the definition of data item constructs. 
Also in: [25], [82]. 

• Requirement 3: An e-contract specification language must provide support for 
the definition of rule constructs. 
Also in: [25], [82], [42], [49]. 

• Requirement 4: An e-contract specification language must provide support for 
the definition of process constructs. 
Also in: [25], [82]. 
 

ECML SUPPORT: 

An ECML example is provided in Section 3.2, where these requirements are further 
on specialized.  
 

 
An e-contract element is specified through one of these three basic constructs. Similar 
to data item elements, rule and process elements must have a unique designation, 
through which they can be identified and referenced from inside and outside the e-
contract content. The usage of string identifiers will improve human readability of the 
e-contract when involvement of humans is required. An identification string must be 
unique for the whole e-contract, as the scope of contract elements is the whole 
document. In this way, any contract element can be referenced from any other 
contract element, regardless of its position in the contract. The reason to require 
global scope of e-contract elements is that the relations between the e-contract 
elements are numerous and an element has to be referenced by other elements 
positioned at any place in the e-contract. An exception from the rule for global scope 
of elements is the usage of snippets of elements. Often, existing, predefined snippets 
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of e-contracts will directly be included in newly defined e-contracts (for example a set 
of data and rule elements defining the governing law can be reused in all e-contracts 
of a company). Snippets can contain data, rule, and process elements and allow reuse 
of e-contract parts. When a snippet is imported into an e-contract, it must be given its 
own unique (for the whole e-contract) designation, i.e., its identifier has a global 
scope. The e-contract elements in the snippet use their identification strings that were 
previously defined. The scope of uniqueness of identification strings of elements in a 
snippet is only local (for the snippet). Thus, nested scoping is used in snippets. When 
referenced from outside the snippet, a contract element is referenced through the 
combination of the snippet identification string and the element identification string. 
This prevents the need of renaming identification strings when a snippet is inserted. 
The complete e-contract (with all its elements and included snippets) must have its 
own designation through which it can be identified. The combination of a contract ID 
and element ID allows an element to be referenced from outside the contract as well. 

 

 

SUMMARY: 

For their identification and referencing, e-contract elements must have a unique 
identification string. To allow reusability of e-contract parts, predefined e-contract 
snippets can be directly included in an e-contract. To avoid renaming of the identifiers 
of elements defined in a snippet, the scope of their identifiers must be local (only in 
the scope of the snippet). The scope of “non-snippet” elements is global i.e., the 
whole e-contract. Contract elements that are referenced from outside the contract are 
identified through the combination of the identification string of the e-contract and 
their own identification string. 
 

REQUIREMENTS:  

• Requirement 5: An e-contract specification language must provide a mechanism 
for the definition of a unique identification string for each e-contract element and 
the e-contract itself. 
Also in: [25]. 

• Requirement 6: An e-contract specification language must provide mechanisms 
for the inclusion in an e-contract of predefined snippets with unique (for the e-
contract) identification strings. 
Also in: (none). 

 

ECML SUPPORT: 

In ECML, e-contract elements are supplied with an attribute that contains the 
identification string of the element.  
 
(...) 
 <xs:attribute name="DItem_ID" type="xs:ID" use="required"/> 
(...) 
 <xs:attribute name="Rule_ID" type="xs:ID" use="required"/> 
(...) 
 <xs:attribute name="Process_ID" type="xs:ID" use="required"/> 
 
<xs:element name="Contract"> 
 <xs:complexType> 
   (...) 
   <xs:attribute name="Contract_ID" type="xs:string" use="required"/> 
   (...) 
  </xs:complexType> 
</xs:element> 
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(...) 
<xs:complexType name="Snippet_type"> 
 <xs:sequence> 
  <xs:any maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:attribute name="Snippet_ID" type="xs:ID" use="required"/> 
</xs:complexType> 

 

 

3.1.3. E-contract interpretation based on standards 

Another requirement that follows from the relations between the concepts of the 4W 
framework is that the contract content must be interpreted in an identical way by all 
contracting parties (see Chapter 3, Figure 6). This requirement can be seen as the e-
contracting version of the legal requirement in the common law contract law that the 
parties “must be able to understand the contract provisions” (see Section 2.1). For the 
automated e-contract establishment, management, and enactment, a commonly agreed 
semantics and syntax of the e-contract elements is required. Providing a joint 
terminology between members of a community is a topic addressed by the Ontology 
research community. The Web Ontology Language 1  is the language currently 
recommended by the W3C for specification of ontologies.  

To achieve a commonly agreed semantics of e-contract elements, each e-contract 
element must have a standardized name. The name of an e-contract element must 
belong to an e-contract ontology agreed upon by the parties. The name of an element 
is not its unique identifier. While an identifier identifies uniquely a specific e-contract 
element, the name is used to define its semantic meaning. There can be several 
elements with the same name and with different identifiers. For example, a company 
might provide two e-mail addresses for contacts. The first e-mail address is to be used 
for reporting information related to the exchange of values and the second e-mail 
address is to be used for reporting contract violations. In this case, two data elements 
are required to define the two e-mail addresses. The name of the two elements is the 
same (e.g. “EmailAddress”), indicating that both elements contain an e-mail address. 
Each “EmailAddress” element has a unique (in the scope of the e-contract) identifier. 
The identifier of an “EmailAddress” element can be used by other e-contract elements 
for referencing to it.   

 

 

SUMMARY:  

For the automatic interpretation of e-contracts, the semantics of the e-contract 
elements must be standardized between the contracting parties.  
 

REQUIREMENT: 

• Requirement 7: An e-contract specification language must provide a mechanism 
for associating an e-contract element with its semantics that is agreed among the 
contracting parties.  
Also in: Association of process e-contract elements with ontologies of business 
processes is investigated in the SweetDeal project [50] (see Section 6.3). 

                                  
1 http://www.w3.org/TR/owl-features/ 
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ECML SUPPORT: 

In ECML, each e-contract element has an attribute “Tag_name” that contains the 
semantic description of the element.  
 
(...) 

<xs:attribute name="Tag_name" type="xs:string" use="required"/> 
(...) 

 

 

3.2. Concrete requirements on an e-contract specification language 

As shown in Section 3.1, three basic language construct must be supported by an e-
contract specification language. In this section, a list of concrete requirements is 
provided. Concrete requirements are concretizations of the requirements on the three 
basic e-contract constructs presented in Sections 3.1.  

 

3.2.1. Concrete requirements on data item constructs  

Data items are data definitions in the e-contract that are to be used by the contract 
enactment system. Furthermore, data items can have the function of variables in 
programming languages, allowing an item to be referenced by other e-contract 
elements. As in many programming languages, data items in e-contracts are required 
to belong to a specific data type. This allows easier contract processing and sets basic 
constraints on the values allowed for a data element. Two classes of required data 
types have been identified, i.e. standard data types and special data types. Next, the 
identified required data types are listed. An exemplary data element that is from the 
given data type and was found in an existing business contract is provided after each 
data type definition. 

 

3.2.1.1. Standard data types  

Standard data types required in an e-contract language are: 

String. The string type is required for the support of definition of string data items. A 
construct of the type “string (number)” can optionally be defined to limit the number 
of allowed character in a string.   

Example string data: “Terrific Consulting” (a company name, see line 6 in Appendix 
D). 

Number. The number data type is required for the support of definition of number 
data items. A construct of the type “number (number, number)” can optionally be 
defined to limit the allowed number of digits before and after the decimal point. 
Differentiation of number types (e.g. integer, real) increases the language richness and 
allows improved basic data value verification.  

Example number data: 533100 (an account number, see line 112 in Appendix D). 

Boolean. The boolean data type is required for the support of definition of boolean 
data items. A boolean data item can be assigned a true/false value.  

Example boolean data: True (for “Work is copyrighted”, see line 26 in Section 2.2) 
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Set. The set data type is required for the support of definition of sets of data items. 
Sets can be used for example for grouping of contract elements sharing a common 
property, for defining a set of allowed values of a data item, etc. A number of 
predefined sets can be part of an e-contract specification language. For example, 
currency set, country set can be provided in an e-contract language.   

Example set data:  “USD, EUR, GBP, CAD” (a set of currencies). 

List. The list data type is required for the definition of ordered sets. Lists can be used 
for example for the definition of the order of firing of processes or rules.  

Example list data: (see Section 3.2.1.3).  

Record. The record data type is required for the definition of bundles of data items. A 
record consists of several fields that are grouped together. Every field contains a data 
item that is from one of the predefined data types. This construct is beneficial in the 
context of more complex, data-intensive contracts. It allows better structuring and 
manipulation of the data. Records can be used also for defining special data types 
(discussed in the next section). 

Example record data: (see Section 3.2.1.2, money, event, ERR data types). 

 

3.2.1.2. Special data types 

In addition to the standard data types, a necessity for data types has been identified  
that are of importance for e-contracts but are not widely accepted in programming 
languages (named “special data types”). A special data types can be seen as a 
specialization of one of the standard data types. Next, the required special data types 
are described. 

Date/Time. The date and time data types are required for the support of definition of 
date/time data items.  

Example date data: “Dec 31, 1999” (a deadline date, see line 59 in Appendix D). 

Example time data: “10-00-00”. 

Money. The money data type is required for the definition of amounts of money from 
a specific currency.  

Example money data: “$400 000” (a fee to be paid, see line 81 in Appendix D). 

Event. The event data type is required to specify events that can occur during contract 
enactment. A data element of this type contains information if an event has occurred. 
An event data item is required for an e-contract language to specify events that trigger 
firing of rules, or to specify events that can be communicated during contract 
enactment. As the time and date of occurring of an event are of importance and will 
be exchanged together with the event notification, a data item from the event data type 
must contain the date and time of occurrence as well.  

Example event data: “occurred, 11-20-00, 10-02-2005” (an event 
“value_delivered”). 

External Resource Reference (ERR). The ERR data type is required for 
specification of references to external contract elements. An external reference is a 
“link” to an external resource (e.g., an umbrella contract, subsidiary agreement, 
external information, general provisions). The value of an external reference variable 
is an URI. The information that can be exchanged during e-contract enactment about a 
resource is whether the resource has changed its status (i.e., available, unavailable, or 
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new content). For example, the content of the resource can change, the resource can 
be provided at a later stage of the contract enactment (or for a limited amount of 
time), etc. For every external resource defined in the e-contract, it must be stated if the 
resource is legally binding. In contracts, parties specify and sign the terms and 
provisions for their agreement. Thus, any external references to the contract will 
normally not be legally binding. However, in some situations, external references can 
be legally binding. For example, when they refer to previously signed documents 
(umbrella contracts), to general governing rules and conventions, etc.   

Example ERR data: “adwords.google.com/select/guidelines.html, available, binding” 
(for an online resource containing Google AdWords editorial guidelines). 

 

 
SUMMARY:  
In e-contracts, data items can be of various data types. Typing of data items allows 
easier contract processing and sets basic constraints on allowed values for a data item. 
 
REQUIREMENTS:  

• Requirement 8: An e-contract specification language must provide support for the 
definition of data items from string, number, boolean, set, list, and record data types 
(specialization of Requirement 2). 
Also in: [25]. 

• Requirement 9: An e-contract specification language must provide support for the 
definition of data items from the special data types date/time, money, event, 
external resource reference (ERR) (specialization of Requirement 2).    
Also in: (none) 

 

ECML SUPPORT: 

Next, excerpts from the definition of some of the data types in ECML are provided. 
The data types built in XML schema are used and extended with the required 
additional attributes for a data item. First, definitions of standard data types are 
provided. Next, definitions of special data types are provided. At the end, examples 
for predefined set types are listed.  
 
<xs:complexType name="String_type"> 
 <xs:simpleContent> 
  <xs:extension base="xs:string"> 
   <xs:attributeGroup ref="Common_DItem_attributes"/> 
  </xs:extension> 
 </xs:simpleContent> 
</xs:complexType> 
<xs:complexType name="Real_type"> 
(...) 
<!-- For the definition of data items from the Record data type, contract designers can use the XML Schema 
Complex Type element. --> 
<xs:complexType name="Money_type"> 
 <xs:simpleContent> 
  <xs:extension base="xs:decimal"> 
   <xs:attributeGroup ref="Common_DItem_attributes"/> 
   <xs:attribute name="Currency" type="Currency_type" use="required"/> 
  </xs:extension> 
 </xs:simpleContent> 
</xs:complexType> 
<xs:complexType name="Event_type"> 
 <xs:simpleContent> 
  <xs:extension base="xs:boolean"> 
   <xs:attributeGroup ref="Common_DItem_attributes"/> 
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   <xs:attribute name="Time_of_occurence" type="xs:time" use="optional"/> 
   <xs:attribute name="Date_of_occurence" type="xs:date" use="optional"/> 
  </xs:extension> 
 </xs:simpleContent> 
</xs:complexType> 
 (...) 
<xs:simpleType name="Constraint_type"> 
 <xs:restriction base="xs:string"> 
  <xs:enumeration value="must"/> 
  <xs:enumeration value="may"/> 
  <xs:enumeration value="may_not"/> 
 </xs:restriction> 
</xs:simpleType> 
<xs:simpleType name="Currency_type"> 
 <xs:restriction base="xs:string"> 
  <xs:enumeration value="USD"/> 
  <xs:enumeration value="EUR"/> 
 </xs:restriction> 
</xs:simpleType> 

 

 

3.2.1.3. Changing values of data items  

As already stated (see Section 2.3), e-contracts specify the data that is exchanged 
during contract enactment. Some of the data items in an e-contract will have an initial 
value, which may be updated during contract enactment. Other data items will receive 
their value during contract enactment and this value may subsequently change as well. 
However, contract provisions may reference to both new and old values of data items. 
For example, the provision “De Telegraaf is allowed to increase its prices up to 15% 
for the duration of a contract” refers to the difference between the new and the initial 
value of the “price” data item. Consequently, an e-contract specification language 
must provide support for specifying whether data items can change their values during 
contract enactment, and for referencing to the new and historic values of a data item.  

 

 
SUMMARY:  

Data items in e-contracts may have initial value that may change during contract 
enactment. Contract provisions may refer to the current value of data items, as well as 
to their previous values. 
 

REQUIREMENTS:  

• Requirement 10: An e-contract specification language must provide support for 
indicating if a data item can change its value.  

• Requirement 11: An e-contract specification language must provide support for 
referencing to current and previous values of data items.  

 

ECML SUPPORT: 

In ECML, data items that can change their value during contract enactment are 
defined in an e-contract as the first data item from a list of data items from one type 
(see Section 4.4). This indicates to an e-contract interpreter that the data item may 
change its value. In ECML e-contracts, each new and historical value of a data item 
can be referred to using the syntax “DataItemID[number]” (where “number” is the 
number of the value in the sequence of values of the data item). In addition, the 
keywords FIRST, LAST, and NEW are used to refer to the first, last, and new values 
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of a data item (new values are values of data items that still have to be approved by 
the e-contracting system before adding them to the list of values for the data item).  
 

 

3.2.2. Concrete requirements on rule constructs  

As discussed in Section 3.1, a contract rule construct is required for the specification 
of contract provisions. Contract rules are business rules relevant to the contracting 
relations between the contracting parties. In the existing literature four basic types of 
business rules are discussed, i.e., integrity rules, derivation rules, reaction rules, and 
deontic assignments [110], [111]. Examples of each of these four rule classes have 
been identified in existing business contracts. This shows that constructs for each of 
them has to be provided in an e-contract specification language. In addition, a free-
text rule construct can be used for expression of any provisions targeted for reading 
only by humans. Every business rule can either be in an enabled or disabled state (see 
Section 3.2.2.3 for details). Two rules can conflict to each other when both apply at 
the same time. Furthermore, the order of execution of rules that apply at the same time 
may be of importance. This requires prioritization and overriding of execution of 
rules, i.e., when two or more rules have conditions that are satisfied, overriding can be 
used to suppress the execution of some of them and prioritization can be used for 
defining the sequence of firing of the rules. The idea of prioritizing and overriding 
contract rules was initially presented in [49]. 

In the following sub-sections, each of the rule classes is discussed.  

 

 
SUMMARY:  

Business rules can be integrity, derivation, reaction, and deontic rules. Rules can 
override other rules. The order of firing of rules may be important.  
 
REQUIREMENT:  

• Requirement 12: An e-contract specification language must provide mechanisms 
for prioritization and overriding of rules.  
Also in: [49]. 

 
ECML SUPPORT: 

In ECML, prioritization of rules is achieved through the sequence of definition of the 
invoked rules. The “Overrides” attribute of each rule construct indicates which other 
rules are overridden by this rule if they fire together. 
(...) 
<xs:attribute name="Overrides" type="xs:IDREFS" use="optional"/> 
(...) 

In ECML, an “Enabled” property is used to indicate the initial state of a rule (enabled 
or disabled). 
(...) 
<xs:attribute name="Enabled" type="State_type" use="required"/> 
(...) 
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3.2.2.1. Integrity rules 

Integrity rules represent assertions that must be satisfied in the evolving states and 
state transitions of elements defined in the e-contract. Two sub-classes of the integrity 
rules exist, i.e., state constraints and process constraints (also referred to as dynamic 
constraints) [110].  

State constraints set constraints on states of objects at any point in time.  

Example1: “There shall be three arbitrators”. 

Example2: “... a fee not to exceed $1,405,000” (see line75 in Appendix D). 

State constraints define a condition that must be satisfied. The state constraint is 
presented as a boolean expression that must hold true. Operators like <, >, =, >=, <=, 
IS_IN must be part of the language specification. The IS_IN operator is used to check 
if a data element is part of a set of data elements. The complete set of required 
operators and their semantics still has to be defined.  

Dynamic constraints set restrictions on transitions from one state to another.  

Example: “De Telegraaf is allowed to increase its prices up to 15% for the duration 
of a contract” (see Appendix B). 

In e-contracts, dynamic constraints are applied to define constraints on the transition 
from a completed activity(s) to the following activity(s), i.e. for changing the status of 
activities (see Section 3.2.3), to define constraints for changing the value of data 
items, or to define constraints for changing the state of e-contract elements. 
Consequently, the construct for support of dynamic constraints on e-contract elements 
must define condition(s) for the allowance/disallowance of a new specific state of an 
e-contract element, status of an activity, or value of a data item. 

 

 
SUMMARY:  

E-contract can contain integrity rules. Integrity rules represent assertions that must be 
satisfied in the evolving states and state transitions during contract enactment. Two 
types of integrity rules exist, i.e., state constraints and dynamic constraints.  
 
REQUIREMENT:   

• Requirement 13: An e-contract specification language must provide support for the 
definition of state and dynamic constraints (specialization of Requirement 3). 
Also in: limited support for dynamic constraints is provided in [25]. 

 
ECML SUPPORT: 

Next, the definition of "State_constraint_rule_type" and the "Dynamic constraint rule 
type" in ECML is provided. The “State_constraint_rule_type” construct is a simple 
boolean expression. The “Dynamic_constraint_rule_type” construct consists of four 
elements. If the boolean expression evaluates to true, the rule is in force and the 
referenced element “Element_ref" (or attribute of the element 
"Element_attribute_ref") may/may not receive a new value indicating its new state. 
The "Restricted-nonrestricted_values" element contains a set of allowed/disallowed 
values. The “Type” attribute contains the type of constraint that is applied. 
 
<xs:complexType name="State_constraint_rule_type"> 
 <xs:sequence> 
  <xs:element name="Rule_conditions" type="Expression"/> 
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 </xs:sequence> 
 (...) 
 <xs:attribute name="Type" type="State_constraint_type" use="optional"/> 
</xs:complexType> 
<xs:complexType name="Dynamic_constraint_rule_type"> 
 <xs:sequence> 
  <xs:element name="Rule_conditions" type="Expression" minOccurs="0"/> 
  <xs:element name="Element_ref" type="xs:IDREF"/> 
  <xs:element name="Element_attribute_ref" type="xs:IDREF" minOccurs="0"/> 
  <xs:element name="Restricted-nonrestricted_values" type="xs:string"/> 
 </xs:sequence> 
 <xs:attribute name="Type" type="Constraint_type"/> 
(...) 

 

 

3.2.2.2. Derivation rules 

A derivation rule prescribes the way for obtaining the value of a data element. Two 
types of derivation rules can be distinguished, i.e., computational and linguistic rules. 

In Computational rules, the value of a data element is calculated through a 
mathematical expression. 
Example: “Expenses to be billed include travel ($.25 per mile for auto travel), 
lodging and meals while in Iceberg, long-distance phone calls, and any copying and 
mailing services” (see line 75 in Appendix D). 
For the support of computational rules, an e-contract specification language must 
allow definition of mathematical expressions. Support for operators like +, -, *, /, √, 
and order execution definition syntax like “(“,“)” is required.   

In Linguistic rules, information for a data element is derived from existing 
information (or from information that itself can be derived).  
Example: “The project will be considered complete when the written report described 
above is submitted” (see lines 83-84 in Appendix D). 

The examples of derivation rules that have been found in various contract clauses 
have one common pattern. In this pattern, a data item is associated with a specific 
property, if a number of conditions are satisfied. In the example, the “project” data 
element obtains the property “complete” if a report is submitted. Thus, the construct 
required in an e-contract language must assign a property to a data item. When a data 
item can obtain several properties, the data item has to be of type set or list. This kind 
of derivation rules implicitly contains an instruction to parties to update the value of a 
data item. For this reason, they can be expressed through copier rules as well 
(discussed in Section 3.2.2.3). 
 

 
SUMMARY:  
An e-contract can contain mathematical and linguistic derivation rules. The linguistic 
derivation rules used in business contracts follow one basic pattern, in which a data 
item is associated with a property. This kind of derivation rule can be expressed 
through copier rules (discussed in Section 3.2.2.3). 
 
REQUIREMENT:  

• Requirement 14: An e-contract specification language must support the definition 
of computational derivation rules (specialization of Requirement 3).  
Also in: (none). 
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ECML SUPPORT: 

In ECML, "Computational_derivation_rule_type" and "Linguistic derivation rule 
type" are defined for the support of the two classes of derivation rules. In 
“Computational_derivation_rule_type”, the “Derived_DItem_ref” attribute contains a 
reference to the data items the value of which is derived with this rule. 
"Derivation_expression” contains the mathematical expression for deriving the value 
of the data item.  

In "Linguistic_derivation_rule_type", the "Property_extended_DItem_ref" contains a 
reference to the data item that is given a property. "Property_to_be_added_ref" 
contains a reference to a property data item. In this approach, the properties to be 
added are defined as data items in the e-contract. An alternative approach is the direct 
stating of the property to be added.  
 
<xs:complexType name="Computational_derivation_rule_type"> 
 <xs:sequence> 
  <xs:element name="Derivation_condition" type="Expression" minOccurs="0"/> 
  <xs:element name="Derived_DItem_ref" type="xs:string"/> 
  <xs:element name="Derivation_expression" type="Expression"/> 
 </xs:sequence> 
 <xs:attributeGroup ref="Common_rule_attributes"/> 
</xs:complexType> 
<xs:complexType name="Linguistic_derivation_rule_type"> 
 <xs:sequence> 
  <xs:element name="Derivation_condition" type="Expression" minOccurs="0"/> 
  <xs:element name="Property_extended_DItem_ref" type="xs:IDREF"/> 
  <xs:element name="Property_to_be_added_ref" type="xs:IDREF"/> 
 </xs:sequence> 
 <xs:attributeGroup ref="Common_rule_attributes"/> 
</xs:complexType> 

 
In ECML, to allow data items to have one or more properties, an attribute 
“Properties” of the data item construct is defined.  
 
(...) 
<xs:attribute name="Properties" type="xs:IDREFS" use="optional"/> 
(...) 

 

 

3.2.2.3. Reaction Rules 

Reaction rules are rules that lead to invocation of actions (execution of processes, 
changing of data values, etc.) in response to certain events, provided that certain 
conditions are true. These rules are often referred to as Event Condition Action (ECA) 
rules [114]. Condition Action (CA) rules can be seen as special cases of the ECA type 
of rule. The structure of an ECA rule is encoded in its name. An ECA rule construct 
must provide definition of the events and conditions for the firing of the rule, and the 
actions to be performed. In [96], three classes of reaction rules are distinguished 
according to the type of action defined in the action sub-construct. The three classes 
are named by the authors “enabler”, “executive”, and “copier” reaction rules. 

Enabler reaction rules enable/disable e-contract elements.  

Example: “At the end of the contract term, or in case of bankruptcy of the client, all 
rights for placing an advertisement of the client are terminated, while the obligation 
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of the client to pay immediately the remaining amount of money remains in power” 
(see Appendix B). 

In contracts, rules or process specifications can change their state during contract 
enactment from being enabled to disabled or vice versa if certain conditions become 
true [24]. Enabler reaction rules disable or enable contract elements. Enabler rules 
require the action sub-construct to contain the new state and the identification string 
of the element whose state is to be changed. This limited functionality of enabler rules 
required in e-contracts can be supported by copier reaction rules as well (copier 
reaction rules are discussed below). In fact, enabler rules can be seen as a 
specialization of copier rules.  

Executive reaction rules cause a process to be triggered or a rule to fire.  

Example1: “The payments will be made in three installments: $400,000 at the signing 
of this contract; $400,000 upon completion of the Iceberg meeting described above; 
and $605,000 upon completion of this project” (see line 81-83 in Appendix D). 

Example2: “If this work has been copyrighted, a photo-copy of the copyright 
registration should be submitted to the publisher.” 

When an ECA rule is from the executive type, then the action sub-construct invokes 
the execution of a process defined in the e-contract (see Section 3.2.3), or the 
immediate firing of another rule. Thus, the action sub-construct has to contain a 
process or rule identification string (or a set of IDs) that must be triggered/fired. To 
satisfy the requirement for prioritization (see Requirement 12), a reaction executive 
rule construct must support definition of the sequence of firing of rules or processes 
when several rules/processes must be fired at the same time.  

Copier reaction rules set the value of a data item element.  

Example1: “Publisher can (...) drop the price (...)”. 

As discussed in Section 3.1, data items can change their values during contract 
enactment.  New values of data items are exchanged between parties when agreed in 
the communication section of the e-contract. A copier reaction rule specifies the event 
and conditions that must hold true in order the assignment to take place. A copier 
reaction rule is an explicit instruction to the contracting parties that they must update 
the value of a data item with a new value.  

 

 
SUMMARY: 

An e-contract can contain enabler, executive, and copier reaction rules. Enabler rules 
provide means for activating or deactivating parts of the e-contract content. Executive 
rules provide means for firing of rules or processes. Copier rules provide means for 
changing the value of a data element.   
 

REQUIREMENTS: 

• Requirement 15: An e-contract specification language must provide means for the 
definition of executive, and copier reaction rules (specialization of Requirement 3). 
Also in: executive reaction rules are discussed in [23] and briefly in [25]. 

• Requirement 16: An e-contract specification language must provide mechanisms 
for indication of the current state of a rule and process/activity.  
Also in: (none). 
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ECML SUPPORT: 

ECML provides support for each the three sub-types of reaction rules. The 
“Enabler_action_type” has two elements. The “Target_element” contains a reference 
to the element the state of which will be changed. “New_state” indicates the new state 
that must be assigned to the element (enabled or disabled). The separate definition of 
enabler rules from copier rules allows explicit specification that the new values that 
can assigned are only one of the two states of an element (enabled/disabled).  

The “Executive_action_type” sub-construct indicates through the “Targets” element 
the execution of which process specifications is regulated by the rule.  

The “Copier_action_type” sub-construct indicates the element (or attribute of an 
element) to which the new value (defined in “New_value”) must be assigned.  
 
<xs:complexType name="Enabler_action_type"> 
 <xs:sequence> 
  <xs:element name="Target_element" type="xs:IDREF"/> 
  <xs:element name="New_state" type="State_type"/> 
 </xs:sequence> 
 (...) 
</xs:complexType> 
<xs:complexType name="Executive_action_type"> 
 <xs:sequence> 
  <xs:element name="Targets" type="xs:IDREFS"/> 
 </xs:sequence> 
 (...) 
</xs:complexType> 
<xs:complexType name="Copier_action_type"> 
 <xs:sequence> 
  <xs:element name="Target_element" type="xs:IDREF"/> 
  <xs:element name="Target_attribute" type="xs:string" minOccurs="0"/> 
  <xs:element name="New_value" type="List_of_strings_type" minOccurs="0"/> 
 </xs:sequence> 
 (...) 
</xs:complexType> 
<xs:complexType name="Reaction_rule_type"> 
 <xs:sequence> 
  <xs:element name="Rule_conditions" type="Expression"/> 
  <xs:choice> 
   <xs:element name="Enabler_action" type="Enabler_action_type"/> 
   <xs:element name="Executive_action" type="Executive_action_type"/> 
   <xs:element name="Copier_action" type="Copier_action_type"/> 
  </xs:choice> 
 </xs:sequence> 
 (...) 
</xs:complexType> 

 

 

3.2.2.4. Deontic assignments 

Deontic assignments regulate the assignments of powers, duties, etc. In contracts 
deontic assignments indicate the rights, obligations, and prohibitions each party (or a 
person/role from a party) is given/imposed during the contract enactment. In e-
contracting, deontic assignments are used in the definition of integrity constraints, 
executive reaction rules, and of single activities.  

Parties can have obligations, rights, and prohibitions to perform certain processes or 
single activities. This requires that the corresponding executive reaction rules contain 
information about the deontic assignments of parties.    

Example1: “Company A may refuse to accept any order”. 
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Example2: “Contractor will write...” (see line 52 in Appendix D). 

It must be noted that enabler and copier reaction rules oblige all parties to make the 
changes stated in the rule. Thus, they contain by default an obligation to all parties.  

Parties can have obligations to observe certain state constraints or rights to break 
constraints under certain conditions (see Section 3.2.2.1). In this case, an e-contract 
language must provide mechanisms for the linking of state integrity constraints with 
the corresponding deontic assignments. 

Example3: “The contractor agrees to abide by the requirements of the following as 
applicable: Title VI and VII of the Civil Rights Act of 1964”. 

It must be noted that deontic assignments can be imposed not only to a party but to 
specific roles or persons from a party. This requires that deontic assignments in an e-
contract language can be specialized per party to a role or even person level.   

Example4: “Only the branch manager has the right to approve the start of contract 
re-negotiation”.  

 

 
SUMMARY:  

An e-contract contains deontic assignments to parties. A party can have the 
right/obligation/prohibition to perform an activity/process. A party can have an 
obligation to observe a constraint or right to break a constraint under certain 
conditions. Deontic assignments can be imposed on parties, roles, persons, etc. 
 
REQUIREMENT: 

• Requirement 17: An e-contract specification language must provide support for 
definition of deontic assignments to parties or members of a party and for linking 
these assignments to state constraints, executive reaction rules, and process 
specifications (specialization of Requirement 3) 
Also in: [82]. 
 

ECML SUPPORT: 

In ECML, deontic assignments are supported by adding attributes to the contract 
elements that define the related party(s) and the type of deontic assignment.  
The “Assigned_to” attribute of the state constraint construct indicates the party (if 
any) to which the constraint is related. The “Type” attribute indicates if the rule 
obliges the assigned party to observe the rule or allows it to break the rule.  
 
<xs:complexType name="State_constraint_rule_type"> 
 (…) 
 <xs:attribute name="Assigned_to" type="xs:IDREFS" use="optional"/> 
 <xs:attribute name="Type" type="Static_constraint_type" use="optional"/> 
</xs:complexType> 
 

The “Type” attribute of the executive reaction rule constructs indicates if the party 
must/may/may_not perform the activity(s) triggered by the reaction rule. ECML does 
not support explicit definition of the default obligation to parties in the case of enabler 
and copier reaction rules.  
 
<xs:complexType name="Executive_action_type"> 
 (…) 
 <xs:attribute name="Assigned_to" type="xs:IDREFS" use="optional"/> 
 <xs:attribute name="Type" type="Constraint_type"/> 
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</xs:complexType> 
(…) 
 

The party(s) responsible for the performance of an activity is defined as an attribute 
“Executor” of the activity. The executive reaction rule that triggers the process 
specifies the party that is responsible for starting the process execution. The 
“Executor” attribute of an activity allows a specific activity from a process 
specification to be delegated to another party (see also Section 3.2.3). 
 
(...) 

<xs:attribute name="Executor" type="xs:IDREFS"/> 
(...) 
 

 

3.2.2.5. Free-text rule construct 

Formalization of certain contract provisions is not necessary as it does not deliver any 
value for an e-contracting system. For example, integrity constraints related to 
copyrights, property rights, etc. cannot be automatically monitored. As these rules can 
be monitored only by humans, their formalization is superfluous for an e-contracting 
system. 

Example: “The author does hereby warrant that he/she is the author and sole owner 
of the Work or has been assigned such rights; that it is original and that it contains no 
matter unlawful in its content, nor does it violate the rights of any third party” .  

Furthermore, during the e-contract enactment, unanticipated events may occur. In 
contract law practice, these events are often referred to as “Force majeure” or “Act of 
God”1. Though sometimes the handling of such events might be automated (e.g. by 
immediately terminating the contract), often parties will prefer a manual approach for 
handling of exception events, which cannot be specified in the e-contract 

Example2: “Either party’s performance of any part of this Agreement shall be 
excused to the extent that it is hindered, delayed or otherwise made impractical by 
reason of flood, riot, fire, explosion, war, acts or omissions of the other party or any 
other cause, whether similar or dissimilar to those listed, beyond the reasonable 
control of the non-performing party.  If any such event occurs, the non-performing 
party shall make reasonable efforts to notify the other party of the nature of such 
condition and the extent of the delay and shall make reasonable, good faith efforts to 
resume performance as soon as possible”. 

A free-text rule construct is sufficient to represent these kinds of rules. A free-text rule 
construct contains the rule in a free text form and indicates that it contains a rule that 
is to be monitored and evaluated by humans. This allows its automatic extraction from 
the e-contract and representation to the e-contracting parties for manual evaluation.  

 

 
SUMMARY: 

In e-contracts, certain integrity rules cannot be automatically monitored and their 
formal representation is superfluous. Furthermore, for certain reaction rules the 

                                  
1 http://www.m-w.com 
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conditions for firing and the activities to be performed (if fired) cannot be specified 
during contract establishment. 
 
 

REQUIREMENT:  

• Requirement 18: An e-contract specification language should provide mechanisms 
for specification and indication of free-text rules (specialization of Requirement 3). 
Also in: [25]. 
 

ECML SUPPORT: 

ECML provides support for the definition of free-text rules. 
 
<xs:complexType name="Free_text_rule_type"> 
 <xs:simpleContent> 
  <xs:extension base="xs:string"> 
  (...) 
  </xs:extension> 
 </xs:simpleContent> 
</xs:complexType> 
 

 

3.2.2.6. Definition of sub-constructs in e-contract rule constructs 

As already shown, an e-contract rule construct is built of various sub-constructs. For 
example, in the case of reaction rules, the rule construct has event, condition, and 
action sub-constructs. Identification of detailed requirements on the specification of 
conditions and mathematical/logical expressions is a challenging task and requires 
further attention. Next, the complexity of the problem is illustrated with a short 
example on requirements on the specification of time points and time intervals which 
can be part of rule conditions and expressions. The discussion is based on the results 
on the requirements for specification of temporal expressions presented in [82].  

Specification of fixed time-points and time-intervals is straightforward and does not 
need special attention. Exception mechanisms for the time-point and time-interval are 
required (for example “on 28.02 except in a leap-year”). Specification of relative time 
points and intervals requires mechanisms that allow the definition of time points 
relative to an occurring event or a change of state. For example, “3 days after the 
receiving of the goods” is a relative time point, fixed by the event receiving of goods. 
An example for a relative time interval is “the period starting with the delivery of the 
first batch and ending with the delivery of the last batch”. In [82], “sliding time 
windows” are paid explicit attention. Sliding time windows are time intervals with 
fixed duration that have infinite number of starting time points. An example for a 
sliding time window is “an event must occur in any 3 day period”. Sliding time 
windows are used in business contracts and consequently an e-contract specification 
language must provide mechanisms for their definition. Specification of the 
granularity of sliding windows shifts defines when the sliding window performs the 
next shift. For example, defining a granularity of one day in the sliding time window 
“any 3 day period” means that if an event occurs on Monday, the next event should 
occur not later than by the end of Thursday. However, if the granularity is one hour, 
and an event occurs on Monday 10.00 am the next event should occur not later than 
11.00 am on Thursday.   
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SUMMARY:  

E-contract expressions can contain specifications of fixed and relative time-points and 
time-intervals, as well as sliding time windows. Further work is required for the 
identification of the complete set of requirements for specification of rule conditions 
and expressions.  
 

REQUIREMENT:  

• Requirement 19: An e-contract specification language must provide mechanisms 
for the definition of fixed and relative time-points and time-intervals, as well as of 
sliding time windows with different levels of granularity. It must allow 
specification of exception time-points and time-intervals in the temporal definitions 
(related to Requirement 3). 
Also in: [82].  

 

ECML SUPPORT: 

In ECML, expressions in rules are presented as strings that are to be parsed by the 
contract interpretation software in order to obtain an expression tree. In ECML, the 
expression strings can be mixed with references to earlier defined data items. 

 

 

3.2.3. Concrete requirements on process constructs  

As discussed in Section 3.1, to specify the activities that are agreed to be performed 
during contract enactment, a process language construct is required.  

Example: “Terrific Consulting agrees to provide the following products and services 
to the Iceberg County Art Center: A. Information gathering. (…) B. Contractor will 
design a one-page membership survey (…) C. Contractor will design a "community 
leader interview" format (…) D. Contractor will travel to Iceberg for a one-day stay 
to meet for half a day with Client's board (…) F. Contractor will write (…)” (see lines 
6-57 in Appendix D for the full text). 

One possible approach to define in an e-contract the processes agreed to be performed 
by the parties is by using the classical definition that a process comprises one or more 
activities connected through transitions [119]. This approach has been chosen in [25]. 
However, as discussed in Chapter 6, often companies would prefer to specify the 
agreed processes in a less prescriptive and more flexible manner. In these cases, the 
agreed process is specified through activities that must be performed and rules on 
their performance. A combination of the two approaches is also possible. In both 
approaches, the starting of a process is defined by executive reaction rules (see 
Section 3.2.2.3).  

Processes, similar to rules, can be in a disabled or enabled state, and their state may 
change during contract enactment. E-contracts must contain the information for the 
initial state of a process. Furthermore, during contract enactment, the status of the 
process will change, i.e., a process can be started, suspended, resumed, aborted, or 
finished. The rights and obligations of parties for process control (i.e., changing the 
state and status of the process) and monitoring by a party must be defined in the e-
contract content. As already discussed in Section 3.2.2.4, deontic assignments are 
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used for the specification of the parties’ rights and obligations on process control and 
monitoring.  

An activity is the atomic building element of processes. In the prescriptive process 
specification approach, an activity can be started when its preceding activity(s) has 
been completed and the dynamic constraints imposed on it (if any) evaluate to true. In 
the rule based approach, an activity can be started when the imposed state and 
dynamic rules evaluate to true.  

Similar to processes, the state of an activity specification can change during contract 
enactment (disabled or enabled). The status of an activity may change during 
enactment as well (started, suspended, resumed, aborted, or finished). E-contracts 
must contain the corresponding information for the initial state of an activity and for 
the rights of a party to monitor or to control the state and status of an activity.  

In the CrossFlow project [25], a transactional model is proposed for support of 
transactional properties in the agreed processes. For the support of a transactional 
model, additional information is required in e-contracts (e.g., possibilities for rollback 
of activities, compensation activities, safe points for rollbacks). Business transactions 
require further attention and research work before requirements can be defined for 
their support.  

 

 
SUMMARY: 

E-contracts can contain complex process specifications built of activities. Processes 
can be specified in a prescriptive or in a less prescriptive, rule-based manner. A 
process is started through executive reaction rules and a transition to the next activity 
is governed by dynamic constraints. In rule-based process specifications, state 
constraints can be used to govern the starting of an activity as well. Process and 
activities can be in an enabled or disabled state. E-contracts must specify the initial 
state and status of processes/activities and the rights and obligations of each party to 
control and monitor the state (enabled, disabled) and status (started, suspended, 
resumed, aborted, finished) of each process/activity.  
 

REQUIREMENTS: 

• Requirement 20: An e-contract specification language must provide mechanisms 
for definition of detailed process specification comprised of activities 
(specialization of Requirement 4).  
Also in: [25], [47].  

• Requirement 21: An e-contract specification language must provide mechanisms 
for the association of reaction rules with process specifications and of integrity rules 
with activity specifications. 
Also in: to a limited extend in [25]. 
 

ECML SUPPORT: 

In ECML, XRL (eXchangeable Routing Language) [2] is used as a foundation for the 
definition of process specification constructs. XRL is an instance-based workflow 
language that uses XML for the representation of process definitions and Petri nets for 
its semantics. XRL is a prescriptive language which explicitly defines the control flow 
between activities. A few modifications have been applied to XRL in order to satisfy 
the additional requirements as discussed in Sections 3.2.3 and 3.2.2.4.  
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XRL was chosen as a process specification language because of its XML 
representation and its short schema definition that allow easy integration and 
extension to suit the ECML goals. The complete process construct can be found in the 
ECML schema definition in Appendix F.  
 
(...) 
<xs:complexType name="Process_def_section"> 
 <xs:sequence> 
  <xs:element name="Process" type="Route" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 
(...) 
<xs:complexType name="Route"> 
  <xs:sequence> 
  (...) 
  <xs:attribute name="Process_ID" type="xs:ID" use="required"/> 
  (...) 
</xs:complexType> 
(...) 
<xs:complexType name="taskType"> 
  <xs:attribute name="Applied_rules" type="xs:IDREFS"/> 
(...) 
</xs:complexType> 
(...) 

 
The "Applied_rules" attribute of an activity is used to indicate the applied dynamic 
constraints on the change of the status of an activity (see Requirement 21). In ECML, 
executive reaction rules contain the reference to the process specification (see 
Section 3.2.2.3).  

In ECML, the initial state of a process or an activity is defined as an attribute of the 
process/activity: 

  (...) 
<xs:attribute name="Enabled" type="State_type"/> 

  (...) 

 
In ECML, monitoring and control rights are specified through executive reaction rules 
combined with deontic assignments. ECML provides also a simplified (but more 
limited) method for definition of communications that a party may/must perform 
during contract enactment (see Section 4.4) 

 

 

4. Implementation of ECML in the case of De Telegraaf 
In this section, ECML is applied for the definition of an e-contract in the case of De 
Telegraaf. The paper contract (provided in Appendix D) and the accompanying 
general provisions (provided in Appendix B) are used for the definition of the content 
of the e-contract. This section contains only excerpts of the complete e-contract that 
best illustrate the characteristics of ECML. The complete e-contract specification is 
provided in Appendix E.  

The root element of the e-contract is the “Contract” element, which contains the 
identification string of the e-contract and the date of its establishment: 

 
Example 1: 

 
<Contract Contract_ID="N001" ContractDate="2005-01-29" ...>  (see line 149 in Appendix E) 
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The contract structure defined by ECML is based on the e-contract model described in 
Section 2.4. Thus, four main sections in an e-contract can be distinguished, i.e., Who, 
Where, What, How sections.  

 

4.1. The Who section 

The Who section contains information about the contracting parties. The “Party” 
element contains the company data and the contact data for a contracting party. In this 
case, the company data of De Telegraaf is the company name, registration number, 
etc. Telephone numbers, fax number, visiting address, etc. are part of the contact data 
of De Telegraaf (see lines 109-119, Appendix D). The example below illustrates how 
this information is defined through data items of various types. The “Tag_name” 
attribute contains the commonly agreed semantics of a contract element. The 
“DItem_ID” attribute contains the unique identification string of an element.  

 
Example 2: 

 
<Party>                   (see line 152 in Appendix E) 
 <Company_data> 
  <DItem_section> 
   <String_DItem Tag_name="CompanyName" DItem_ID="DeTelegraaf">B.V Dagblad De 
Telegraaf</String_DItem> 
   <String_DItem Tag_name="KvK" DItem_ID="ID2">33072792</String_DItem> 
   (...) 
   <String_DItem Tag_name="Property" DItem_ID="AccountManager">Account Manager Internet 
</String_DItem> 
  </DItem_section> 
 </Company_data> 
 <Company_contact_data> 
  <DItem_section> 
   <String_DItem Tag_name="MailAddress" DItem_ID="ID7">Postbus 376, 1000 EB 
Amsterdam</String_DItem> 
   (...) 
   <Integer_DItem Tag_name="Tel" DItem_ID="Tel1">0205859111</Integer_DItem> 
   <Integer_DItem Tag_name="Tel" DItem_ID="Tel2">0205859151</Integer_DItem> 
   <String_DItem Tag_name="ContactPerson" DItem_ID="ContactPersonTelegraaf" 
Properties="AccountManager">Erik Boersema</String_DItem> 
  </DItem_section> 
 </Company_contact_data> 
</Party> 
 
This example illustrates the difference between the name of an element and its 
identifier. As it can be seen, De Telegraaf offers two telephone numbers for contact. 
The corresponding data items share the same name (as their semantics is equivalent), 
but are given different identifiers. The example shows the usage of the “Properties” 
attribute in data items. First, a property “AccountManager” is defined. Then, this 
property is assigned to the contact person from De Telegraaf. Analogously, the data 
describing the counter party is defined.  

4.2. The Where section 

The Where section contains business, legal, and other provisions. In traditional paper 
contracting, some of these provisions are defined in the general provisions provided 
by De Telegraaf. However, in e-contracting, they have to be automatically 
interpretable as they apply on the e-contract enactment. For this reason, they are 
included in the e-contract. Next, the specification of a selected business and legal 
provisions in ECML is provided. 
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The first example illustrates the specification of the provision that states that De 
Telegraaf has the right to suspend the contract if the counter party does not comply 
with the contract or in case of force majeure circumstances (see lines 40-46 in 
Appendix B). To specify this provision, an executive reaction rule is used. The 
conditions for its firing are the occurrence of a contract breach or of a force majeure 
event. If the rule fires, De Telegraaf is allowed to start a suspension procedure. The 
procedure of suspension is defined through a process construct and includes blocking 
of the access to the website of De Telegraaf and charging of additional costs. 

 
Example 3: 

 
<Business_context_provisions>             (see line 194 in Appendix E) 
 <Rule_section> 
  (...)  

<Dynamic_constraint_Rule Type="must" Tag_name="TaskConstraint" Rule_ID="AddCostConstraint1" 
Enabled="enabled"> 

   <Rule_conditions>AdditionalCosts&gt;0</Rule_conditions> 
   <Element_ref>addcosts</Element_ref> 
   <Restricted-nonrestricted_states>active</Restricted-nonrestricted_states> 
  </Dynamic_constraint_Rule> 
  (...)    
  <Reaction_rule Tag_name="SuspendRule" Rule_ID="SuspendRule1" Enabled="enabled"> 
   <Rule_conditions>(ContractBreach=true) OR (ForceMajeure=true) </Rule_conditions> 
   <Executive_action Type="may" Assigned_to="DeTelegraaf"> 
    <Targets>SuspendContract</Targets> 
   </Executive_action> 
  </Reaction_rule> 
  (...) 
  <Process Tag_name="SuspendContract" Process_ID="SuspendContract" Enabled="enabled"> 
   <sequence> 
    <task Tag_name="suspend" Process_ID="suspend" address="x" Enabled="enabled"/> 
    <task Tag_name="blockaccess" Process_ID="blockaccess" address="x" Enabled="enabled"/> 
     <condition condition="AddCostConstraint1"> 
     <true_branch> 
     <task Tag_name="addcosts" Process_ID="addcosts" Executor="Client" address="x" 
Enabled="enabled"/> 
     </true_branch> 
     </condition> 
   </sequence> 
  </Process> 
  (...)  
  </Process_section> 
</Business_context_provisions> 

 
The charging of additional costs is left on the discretion of De Telegraaf. A dynamic 
constraint rule is used to define that this activity may be performed by De Telegraaf 
(i.e., it may go in an active state) if De Telegraaf has informed the counter party for 
the incurred additional costs. The “AdditionalCosts” element is defined in the HoW 
section (see Section 4.4). This example illustrates also the usage of deontic 
assignments in activities. Though the suspension process is started by the Telegraaf, 
the execution of the “addcosts” payment task is assigned to the counter party as this 
party is responsible for the payment of additional costs. 

 
Example 4 illustrates the specification of the information that a number of additional 
external provisions apply on the e-contract (see lines 133-134 in Appendix D). 
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Example 4: 

 
<Legal_context_provisions>             (see line 272 in Appendix E) 
 <DItem_section> 
  <External_resource_reference_DItem Tag_name="GeneralProvisions" DItem_ID="ID31" 
Is_legally_binding="true" Resource_state="available">http://service.telegraaf.nl/tarieven/website/index.php?39 
  </External_resource_reference_DItem> 
 </DItem_section> 
</Legal_context_provisions> 

 
An external resource reference data item is used to specify the URL of the external, 
legally-binding conditions.  

 

4.3. The What section 

The What section contains a description of the exchanged values and the exchange 
value provisions. In this case, De Telegraaf provides advertising of banners with 
predefined size, number of impressions, and frequency of impressions on the “DFT” 
web site (see lines 126-130, Appendix D). A computational rule is used to define the 
formula for calculation of the total number of agreed impressions. An executive 
reaction rule is used to trigger the service delivery on the agreed dates for start of the 
advertising campaign. The deontic assignment Type="must" states that De Telegraaf 
is obliged to perform the process. The process specification is provided in the 
appendix.  

 
Example 5: 

 
<Exchanged_value>               (see line 281 in Appendix E) 
 <Service> 
  <DItem_section> 
   <String_DItem Tag_name="AdType" DItem_ID="ID20">Banner 468*60</String_DItem> 

<Integer_DItem Tag_name="TotalNumberImpressions" DItem_ID="TotalImpressions1"> 
90000</Integer_DItem> 

   (...) 
   <String_DItem Tag_name="PublishingSite" DItem_ID="ID18">DFT</String_DItem> 
   <Integer_DItem Tag_name="Frequency" DItem_ID="ID30">3</Integer_DItem> 
  </DItem_section> 
  <Rule_section> 
   (...) 
   <Computational_derivation_Rule Tag_name="ImpressionsNrRule" Rule_ID="ImpressionsNr" 
Enabled="enabled"> 
    <Derived_DItem_ref>TotalImpressions1</Derived_DItem_ref> 
    <Derivation_expression>OrderedImpressions1+ BonusImpressions1</Derivation_expression> 
   </Computational_derivation_Rule> 

<Reaction_rule Tag_name="ServiceDelivery" Rule_ID="StartAdCampaignRule" 
Enabled="enabled"> 

   <Rule_conditions>(StartDate1=CurrentDate) OR (StartDate2=CurrentDate)</Rule_conditions> 
    <Executive_action Type="must" Assigned_to="DeTelegraaf"> 
     <Targets>StartAdCampaign1</Targets> 
    </Executive_action> 
   </Reaction_rule> 
  </Rule_section> 
 </Service> 
</Exchanged_value> 

 
Similarly, the counter party has to provide payment for the published advertisements. 
In ECML, list data types are used to indicate that the value of a data item that is 
provided in a contract is initial and may change during enactment. In this case, the 
“CPM” initial value is 25 euros, the “TotalPrice” is 2440 euros, etc.   
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Example 6: 

 
<Exchanged_value>               (see line 319 in Appendix E) 
 <Fincial_reward> 
  <DItem_section> 
   <List_of_money_DItem> 

<Money Tag_name="CPM" DItem_ID="CPM" Currency="EUR" 
NewDataProvider="DeTelegraaf" AssignmentType="may">25</Money> 

   </List_of_money_DItem> 
   (...) 
   <List_of_money_DItem> 
    <Money Tag_name="TotalPrice" DItem_ID="TotalPrice" Currency="EUR">2440</Money> 
   </List_of_money_DItem> 
   <List_of_real_DItem> 
    <Real Tag_name="AmountDue" DItem_ID="AmountDue">2440</Real> 
   </List_of_real_DItem> 
  </DItem_section> 
 (...) 

 
Next, an example of the usage of state constraints in ECML is provided. A state 
constraint is used to define the provision that the advertiser may reserve an advertising 
place up to two weeks before the contract enactment starts (see lines 30-32 in 
Appendix B).  

 

Example 7: 

 
<Exchange_value_provisions>              (see line 359 in Appendix E) 
 (...) 

<State_constraint_Rule Tag_name="PlaceReservationConstraint" Rule_ID="PlaceReservationConstraint" 
Enabled="enabled" Type="must_observe" Assigned_to="Client"> 

<Rule_conditions>(StartDate1-RequestPositionReservation.Date_Of_occurance) &gt;14 
</Rule_conditions> 

 </State_constraint_Rule> 
 (...) 

 

The following example illustrates the specification in ECML of the provision for non-
payment within 14 days of the contract establishment or for delayed payments (see 
lines 13-14 in Appendix B).  

 
Example 8: 
                    (see line 364 in Appendix E) 
<Reaction_rule Tag_name="PaymentDelay" Rule_ID="PaymentDelay" Enabled="enabled"> 
 <Rule_conditions>(ContractDate+14&gt;CurrentDate) AND (AmountDue[Last]&gt;0)</Rule_conditions> 
  <Copier_action> 
   <Target_element>AmountDue</Target_element> 
   <New_value>((AmountDue)*1.01Exp (((CurrentDate-ContractDate-14) div 30) +1)</New_value> 
  </Copier_action> 
</Reaction_rule> 

 
A copier reaction rule is triggered when the last value of the “AmountDue” (the 
amount that still has to be paid) is greater than zero more than 14 days after the 
contract establishment. The copier reaction rule increases the amount due with the 
agreed interest. Both parties are obliged to perform the update on their contract data.  

 

4.4. The HoW section  

The HoW section specifies provisions related to the process of contract renegotiation, 
used standards, and agreed communication messages that may/must be exchanged. 
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Example 9 illustrates the content of the communication section. The agreed 
communications that may/must be performed by the parties are specified. For 
example, a list of events that indicate change of the tariff can be sent by the Telegraaf. 
Both parties can send information about a contract breach, etc. 

  
Example 9: 

 
<Communication>                (see line 457 in Appendix E) 
 <DItem_section> 
  <List_of_events_DItem> 

<Event Tag_name="ChangeTariff" DItem_ID="RequestChangeTariff" 
NewDataProvider="DeTelegraaf" AssignmentType="may" Time_of_occurence="0:0:0" 
Date_of_occurence="1000-01-01">false</Event> 

  </List_of_events_DItem> 
  (...) 
  <List_of_events_DItem> 

<Event Tag_name="ContractBreach" DItem_ID="ContractBreach" NewDataProvider="Client 
DeTelegraaf" AssignmentType="may" Time_of_occurence="0:0:0" Date_of_occurence="1000-01-
01">false</Event> 

  </List_of_events_DItem> 
<Integer_DItem Tag_name="AdditionalCosts" DItem_ID="AdditionalCosts" 
NewDataProvider="DeTelegraaf" AssignmentType="may">0</Integer_DItem> 
(...) 

 </DItem_section> 
</Communication> 

 
As already mentioned, in the current version of ECML, data items are extended to 
support the specification of obligatory/optional communication activities among 
parties. This approach has limitations but considerably simplifies the alternative 
method that requires a combination of executive and copier reaction rules for 
definition of communication activities.  

  

5. Evaluation of the e-contract language requirements and 

of ECML 
In Section 4, the usage of ECML for the specification of an e-contract from the case 
of De Telegraaf has been shown. The application in practice of a language that 
satisfies the identified e-contract language requirements allows an evaluation of the e-
contract language requirements to be made in terms of feasibility and completeness. 
Furthermore, the application of ECML in practice allows evaluation of its usability 
and feasibility. Next, conclusions on the evaluation of the e-contract language 
requirements and of ECML are presented. 

 

5.1. Validity, feasibility, and completeness of the e-contract 

language requirements 

The validity of the identified business-driven requirements on an e-contract language 
(i.e., requirements on the expressive power of e-contract languages) has been 
illustrated by various examples from paper contracts. Technology-based requirements 
(requirements for identifiers, snippets, etc.) cannot be backed up by examples from 
paper contracts. Technology-based requirements are based on the general requirement 
for automatic interpretation of e-contracts and have been inferred after reasoning and 



Chapter 7 

164 

deliberation on them. Validity of technology-based requirements can be demonstrated 
with the design of e-contract interpreters. 

There were two main goals pursued with the development of ECML. The first goal 
was to show that the identified requirements can be satisfied in an e-contract language 
(feasibility of the requirements). Feasibility of the requirements has been illustrated 
by the successful development and implementation of ECML. As discussed in Section 
5.2, most of the constructs provided in ECML (based on the identified requirements) 
were successfully used in the specification of an e-contract. The second goal was to 
show that a language designed on the base of these requirements has sufficient 
expressive power for the definition of e-contracts (completeness of the requirements). 
As already indicated, in specific domains, additional requirements on e-contract 
languages exist (e.g. transactional support in process-intensive domains). The 
application of ECML for the definition of an e-contract in the case of De Telegraaf 
shows that ECML has sufficient expressiveness in this scenario. However, ECML 
must be applied for the definition of a large number of e-contracts from different 
business domains in order to check completeness of the requirements in general 
business settings.  

 

5.2. Usability and feasibility of ECML 

In ECML, the e-contract language requirements are implemented in a straightforward 
manner. ECML is not intended for commercial implementation and for this reason its 
usability was not a guiding principle in its design. In fact, ECML can be significantly 
improved to allow optimized e-contract specification, monitoring, and enactment. 
This is out of the scope of this work. A detailed discussion on formalization of e-
contracts for their automated monitoring is provided in [120]. A small example for the 
possibilities for improvement of the usability of ECML is the extension of data items 
for the definition of agreed communication activities (see Section 4.4). Furthermore, 
the usage of ECML for specification of even short e-contracts leads to long files that 
are hard to read. Thus, ECML in its current form cannot be easily used for e-contract 
creation and maintenance by humans. A dedicated e-contract creation tool can be used 
to support the initial e-contract creation and its future maintenance when human 
involvement is required.   

Data items from integer, real, string, event, external resource reference, money, and 
list date data types are used for the e-contract specification in the case of De 
Telegraaf. The complete scale of rules, i.e., enabler, executive, and copier reaction 
rules, state and dynamic constraints, computational derivation rules, and deontic 
assignment are used in the e-contract specification. Small process specifications are 
used in the e-contract specification as well. This illustrates the ability of ECML to 
support the specification of each of the three basic e-contract constructs and of their 
variants in an e-contract. Many e-contract elements are referenced from other 
elements, which illustrates the proper support of ECML of unique identifiers of e-
contract elements. Thus, the example in Section 4 demonstrates the feasibility of a 
major part of ECML. As this example involves a single e-contract, the usage of 
snippet definitions in e-contracts is not tested.  
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6. Comparison with related work  
A number of efforts exist for the definition of e-contract models, e.g., [42], [41], [47], 
[63], [90], [58], [27]. Five of these e-contract models have already been described in 
Chapter 2 (see Sections 3.1.4, 3.3.1, and 3.4.1).  Two of them have already been 
discussed in the context of the 4W framework (see Chapter 3), and have been 
compared to the 4W framework. As the proposed model is based on a subset of the 
concepts in the 4W framework, a comparison of the e-contract model to these two 
existing e-contract models can be easily deduced. For this reason, the research work 
related to the e-contract model is not discussed.  

In this section, existing work on specification of rule and process constructs and on 
complete e-contract languages is discussed. First, existing work on specification of 
business rules is presented. Next, existing work on business process specification is 
discussed. Finally, an overview of three existing e-contract languages is presented.  

 

6.1. Related work on rule specification 

Rules and business rules in particular have been paid significant attention in the recent 
years. An extensive discussion on business rules in practice can be found in [110]. 
Next, a brief overview of the existing work is provided.  

Prolog is a programming language based on the specification of facts and derivation 
rules. The solid theoretical foundation of Prolog motivated its use as a starting point in 
many of the approaches on specification of derivation business rules.  

In [49], an approach for specification of business rules in electronic contracts is 
presented. The approach is based on Ordinary Logic Programs (OLP) and is extended 
to Courteous Logic Programs (CLP), which allows prioritization of conflict handling. 
Furthermore, the authors represent the CLP rules in an XML syntax (called Business 
Rules Markup Language). However, one of the main deficiencies of the work 
described in [49] is the lack of full support for all four classes of business rules. For 
example reactive rules cannot be expressed through CLP. As observed in [49], the use 
of XML for representation of business rules has several advantages. It allows easier 
processing of the document, integration with the internet research world, and easier 
language standardization. Other research projects on business rules came to similar 
conclusions and have used XML languages for representation of business rules as 
well. 

RuleML1 is an effort that aims at defining an XML-based rule markup language. 
Derivation rules are currently the main objective in the RuleML initiative. RuleML 
developers have the ambition to extend its specification in the future by including in it 
specifications of the other types of rules as well [111].  

Reaction rules and more specifically ECA rules have been seen in several research 
works as a sufficient construct to express all possible rules in a business contract. This 
approach was taken for example in [23], [90]. However, ECA rules are not sufficient 
to express the rules that exist in a business contract. As discussed in Section 3.2.2, 
specification of integrity constraints, derivation rules, and deontic assignments 
requires the usage of constructs that are not provided by an ECA rule construct.  

                                  
1 http://www.ruleml.org/ 
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These research results can be used as a foundation for the definition of the complete 
set of e-contract rules required in an e-contract specification language.  

 

6.2. Related work on process specifications  

Many efforts in the field of process specification exist [1]. Results and experience 
from these efforts can be used for the process specification construct in an e-contract 
specification language. The Workflow Management Coalition provides standards for 
workflow process specifications [119]. In the ebXML standardization effort, a 
Business Process Specification Schema is provided for process specification [34]. 
BPEL4WS [67] targets the specification of business processes in the context of Web 
Services. XRL [2] is an XML process specification language based semantically on 
Petri Nets. This list of standardization efforts can be continued. However, as none of 
these languages targets explicitly specification of processes in an e-contract, they all 
need certain extensions to satisfy the requirements presented in this chapter. These 
extensions are due to the relations of processes and e-contract rules and the 
positioning of the process specification in the e-contract (identification strings, names, 
etc.). Thus, no significant changes in the underlying process specification language 
model are required. As all of the listed standardization efforts have an XML 
representation, each of them is a good candidate to be adapted for use in an e-contract 
specification language. The choice on the process specification language can be 
influenced by its underlying philosophy and the context of an e-contract. For example, 
constructs based on BPEL4WS would be more beneficial in the context of contracting 
of web services. 

 

6.3. Existing e-contract languages 

A number of efforts on definition of e-contract specification languages exist. Next, 
four of these efforts are discussed. An outstanding characteristic of these four projects 
is that they aim at defining an e-contract language that provides support for high level 
of automation of interpretation of e-contracts.  

In the CrossFlow project, an XML based e-contract specification language is defined. 
To serve the project goals best, the language concentrates on the data and process e-
contract specification elements [25], [63]. A limited support of reaction rules is 
envisioned. However, integrity and derivation rules and deontic assignment are not 
paid attention to. This is due to the fact that in CrossFlow contracts serve the role of 
specification documents used by the enactment systems for the proper performance of 
the agreed processes, and not as legally protective documents. As a result, definition 
of rule constructs required by the e-contract legal protective functions (prohibitions, 
rights, etc.) is not supported. Provisions related to the context of the e-contract are 
defined in human readable form and cannot be automatically interpreted. These are 
the major deficiencies of the CrossFlow e-contracting language. The advanced e-
contract process specification mechanisms provided by the CrossFlow e-contracting 
language allowing highly automated management of cross-organizational process is 
its outstanding feature. In CrossFlow, the proposed e-contract structure is based on the 
constructs provided in the CrossFlow e-contract language rather than on the e-contract 
business logic. A CrossFlow contract has a parameter definition section, process 
specification section, etc. This structure does not allow easy e-contract creation and 
maintenance of the business related aspects of e-contracts.  
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The SweetDeal project [50] aims at building a rule-based system for representing 
contracts in a digital form. The primary goal of the SweetDeal project is to provide a 
foundation for representing e-contracts between Semantic Web Services (SWS) that 
can automatically be established and enacted. The approach uses the RuleML and 
DAML+OIL/OWL standardization efforts. The research work concentrates on 
representation of exception handling rules in e-contracts. As e-contract rule 
specifications are based on Situated Courteous Logic Programs and encoded in 
RuleML, the SweetDeal approach does not support the complete range of rule types 
discussed in this chapter. Another shortcoming of the approach is the lack of support 
of advanced e-contract process specifications. Processes can only be invoked through 
business rules, but cannot be specified in the e-contract content. The main 
contribution of this project is the linkage of the e-contract elements with their 
semantics defined outside of the e-contract. Another virtue of the project is the formal 
definition and representation of certain e-contract rules, which allows their automated 
processing, interpretation, and reasoning about. In the SweetDeal project, no e-
contract structure is defined. 

The Business Contract Language (BCL) is a result of combined efforts of two 
previously defined e-contracting frameworks, i.e., the Business Contract Architecture 
(BCA) (see Chapter 2, Section 3.1) and the Enterprise Contract Language (ECL) 
developed in DSTC and the University of Kent, respectively. A description and 
comparison of the two frameworks is provided in [82]. Furthermore, in [82], three 
requirements on an e-contract language are identified. First, the authors discuss the 
need of specification of behavioral patterns in e-contracts. Behavior patterns specify 
the actions that will be performed by the parties. The requirement on behavior 
patterns is equivalent to Requirement 4 in our work (see Sections 3.1). The second 
requirement on e-contract languages defined by the authors is the need of an 
authorization and accountability model. The authorization and accountability model 
specifies the permissions and obligations of the parties (authorization) and the actors 
responsible for the performance of the defined activities (accountability). This 
requirement is equivalent to the requirement on deontic assignments discussed in 
Section 3.2.2.4. The third requirement is on the need for support in an e-contract 
language of complex temporal expressions. This requirement has been discussed in 
Section 3.2.2.6. In [70], implementation details of BCL are discussed. BCL 
incorporates deontic assignments, a limited support for integrity rules, and event 
based process specification. From the existing publications on BCL, the semantic 
potential of the used e-contract constructs cannot be evaluated. The empirical 
approach undertaken for the definition of BCL through the consideration of a large 
number of test cases makes it the most related to the existing contracting practices 
academic work. Similar to the already discussed e-contract languages, BCL is 
encoded in an XML syntax.  

Service Level Agreements (SLAs) are a special class of contracts that are intended for 
the specification of information-technology services agreed among a service provider 
and service consumer. The Web Service Level Agreement (WSLA) language [61] is 
an XML language designed for the specification and automated monitoring of Service 
Level Agreements in the context of web services (see Chapter 2, Section 2.2.2). 
Traditionally, SLAs address the specification of technical metrics. However, the 
WSLA language can be “extended to accommodate business metrics” as well [61]. In 
fact, most of the constructs defined in the WSLA language have direct analogues with 
the constructs identified in this chapter as required for specification of e-contracts. A 
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WSLA consists of three parts. First, parties and potential mediators are described. 
Next, a description of the agreed service is provided. Data items (named 
“parameters”) are used for the service description. Computational rules (named 
“functions”) are used for the definition of formulas for computation of the values of 
the service parameters. Timing aspects of services (discussed in Section 3.2.2.6) are 
defined through “schedulers” and “triggers”. Finally, the obligations of the parties are 
specified. “Service level objectives” are used to express integrity rules with which 
parties have to comply with. “Action guarantees” are used to express executive 
reaction rules, i.e., activities that a party has to perform if certain conditions are met. 
Deontic assignments are defined as part of the “service level objectives” and “action 
guarantees”. Due to the specifics of SLAs, the WSLA language does not provide 
support for certain constructs discussed in this chapter. For example, advanced 
process specification is not addressed in the WSLA language.   

 

7. Conclusions 
For the support of automated electronic contracting, an e-contract specification 
language that can automatically be interpreted and reasoned about is required. In this 
chapter, first, an e-contract model is presented. The model is used for the definition of 
a list of requirements on an e-contract specification language. The list of identified 
requirements can be extended to reflect certain domain specifics. For example, the 
need of advanced transactional support in process-intensive domains will add new 
requirements to the process specification constructs. Transactional support in 
electronic contracting is currently being researched in the XTraConServe (Execution 
of Transactional Contracted Electronic Services) project [112].  

Based on the identified requirements, a sample e-contract specification language is 
defined. The language is used for the definition of an e-contract from the case of De 
Telegraaf. Its application in the case of De Telegraaf demonstrates the feasibility of 
the identified requirements for definition of an e-contract language.   

In Chapter 4, five main paradigms of e-contracting are discussed. An electronic 
representation of contracts that can be automatically interpreted and reasoned about is 
required for the employment of any of the five paradigms. The requirements on an e-
contract language identified in this chapter provide the starting point for the design of 
e-contract languages that can be automatically interpreted. Thus, the satisfaction of 
these requirements is an indispensable step in the design of an e-contracting system.  

An issue only briefly addressed in this chapter (see Section 3.1) but deserving 
significant attention is the semantic interpretation of the used contract elements. The 
use of general-business and domain-specific ontologies is the current approach to 
address this problem. The elaboration of concrete, domain-specific ontologies that can 
be used by e-contracting parties is still in its initial stages. An example for an 
industry-specific standardization effort in this direction is [95]. 
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Chapter 8 

An E-contracting Reference 

Architecture  
 
 
For the development of an e-contracting system, an architecture that describes the 
system components and the communication channels between them is required. This 
chapter presents a reference architecture for development of e-contracting systems. 
The design of the reference architecture is based on well-established architectural 
design principles.  
 
 
 

1. Introduction 
An e-contracting reference architecture specifies the functionalities that must be 
delivered by an e-contracting system and provides the major design principles for the 
system. Thus, an e-contracting reference architecture will significantly facilitate the 
process of design and implementation of an information system for support of 
electronic contracting. It will serve as a starting point for software developers for the 
system implementation.  

As already discussed in Chapter 1, software development consists of three main 
phases, i.e., the analysis, design, and implementation phases [73]. In Chapters 6 and 7, 
the analysis of an e-contracting system was presented, investigating both e-
contracting process and data aspects.  

In this chapter, first, a number of system requirements are defined that must be 
satisfied in the design of an e-contracting system. The identified system requirements, 
together with the required functionalities that must be provided by an e-contracting 
system (identified in Chapters 6 and 7), provide the necessary foundation for the 
design phase in the development of an e-contracting software system. This chapter 
presents a conceptual reference e-contracting architecture that is elaborated based on 
the identified requirements. Conceptual architectures (also known as logical 
architectures) facilitate the understanding of the interactions between components and 
the functionalities provided by the system and are thus a convenient technique for the 
definition of reference architectures. The proposed reference architecture is aimed to 
serve as a foundation in the design and development of e-contracting systems (hence 
the name reference architecture). In its design, it incorporates the support for each of 
the five paradigms of e-contracting (see Chapter 4).  

Most of the existing efforts for the design of an e-contracting architecture (e.g., [19], 
[78], [92]) lack either sufficient level of detail or completeness in their description of 
an e-contracting architecture. An effort that provides a detailed and complete 
architecture description is the CrossFlow project (see Chapter 2, Section 3.3). 
However, the architecture provided in the scope of this project is intended for the 
support of specific business and technological choices, namely, service outsourcing 



Chapter 8 

170 

supported by workflow management systems. At the end of this chapter, the existing 
research efforts on the design of an e-contracting architecture are discussed and 
compared with the proposed e-contracting reference architecture.     

The chapter is structured as follows. In Section 2, the identified system functional, 
quality, and architecture requirements are presented. The main design principles that 
are used in the design of the e-contracting reference architecture are discussed in 
Section 3. In Sections 4, 5, and 6, a description of the first, second, and third level of 
detail of the e-contracting reference architecture is provided. Section 7 contains a 
discussion on related work on the design of an e-contracting system. The chapter ends 
with conclusions.  

 

2. Requirements on a reference architecture for e-

contracting 
In this section, first, the functional and quality requirements on an e-contracting 
system are discussed. These requirements must be reflected in the design of an E-
contracting Reference Architecture (named for brevity ERA). Next, a number of 
additional, general requirements on architectures are discussed. The satisfaction of 
these general requirements provides the foundations for the design of a “good” 
architecture, i.e., an architecture that is complete, follows an integral, well-
established, design approach and can be used for the development and implementation 
of a software system.  

 

2.1. System functional requirements 

An e-contracting process consists of four phases, i.e., the information, pre-contracting, 
contracting, and enactment phases (see Chapter 6). Thus, an e-contracting system 
must provide support for each of these four phases. In addition, an e-contracting 
system must support the seamless integration of these phases. The following general 
functional requirements follow from this high-level view on the e-contracting process.  

• To support the information phase, an e-contracting system must provide 
matchmaking functionalities (finding suitable potential partners). 

• To support the pre-contracting phase, an e-contracting system must provide partner-

selection functionalities (selecting the preferred partners for negotiation). 

• To support the contracting phase, an e-contracting system must provide negotiation 

and contract establishment functionalities (negotiating and signing the agreed 

contract). 

• To support the enactment phase, an e-contracting system must provide contract 

enactment functionalities. 

• To support the integration of the four e-contracting phases, an e-contracting system 

must provide management functionalities.  

This set of five, general, functional requirements is used as a starting point in the 
design of ERA.  
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2.2. System quality requirements 

System quality requirements can be divided into two classes, i.e., system quality 
requirements discernable at runtime, and system qualities not discernable at runtime 
[15]. Next, the e-contracting system quality requirements (discernable and not 
discernable at run time) are discussed.    

 
System qualities discernable at runtime  

 

Security.  An e-contracting system involves the storing and exchange of data with 
high degree of privacy. This requires an e-contracting system to provide high level of 
security, allowing only the authorized actors to store, access, manipulate, and send 
data. Security and performance (see next paragraph) are two contradictory quality 
requirements. Often, providing higher security leads to decreased performance. For an 
e-contracting system, security is a more substantial quality requirement than 
performance. Without high degree of security, a high-performing e-contracting 
system is irrelevant as companies will not risk eavesdropping in their communications 
with partners or unauthorized access to their business data. For this reason, in the 
design of ERA, the security quality requirement is prioritized in front of the 
performance quality requirement.  

Performance. An e-contracting system can be subjected to considerable 
computational and communication loads [13]. E-contracting leads to an increase in 
the number of existing contracts in a company (see micro-contracting discussed in 
Chapter 4) and requires the establishment and execution of contracts in seconds (see 
just-in-time-contracting). For this reason, an e-contracting system must guarantee 
high performance during high computational and communication loads. However, as 
already discussed, security is prioritized in front of performance in ERA. The 
performance quality requirements must be addressed in a physical architecture which 
will reflect the required replication and physical distribution of components. 
Furthermore, performance can be addressed by designing more efficient mechanisms 
for e-contracting. For example, to address the performance requirement, a less 
burdensome mechanism for handling of e-contract updates has been developed in 
[13]. The mechanism minimizes the number of operations performed by the e-
contracting system and the computational load on the system.  

Availability. Availability measures the proportion of time the system is up and 
running. As an e-contracting system supports the execution of vital for the business of 
a company secondary business processes, the availability quality and the closely 
related reliability quality are of high importance in the design of an e-contracting 
system. These two quality requirements must be addressed in a physical architecture 
which will reflect the required back-up and possible repair systems. In this chapter, 
only a conceptual architecture of an e-contracting system is provided. For this reason, 
the availability and reliability quality requirements are not paid attention to.  

 
System qualities not discernable at runtime  

 
Modifiability. Through time, an e-contracting system might require changes to be 
applied on it. Changes can be updates of specific modules, introduction of new 
modules, or deletion of existing modules. As e-contracting is a new paradigm, and 
currently no advanced e-contracting systems exist, it can be expected that newly 
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developed e-contracting software systems will require changes (upgrades, extensions, 
etc.). That is why an e-contracting system must be relatively easy to apply 
modifications on.  

Integrability. As discussed in the modifiability system quality requirement, an e-
contracting system is a software system that will consist of different software 
components. As components have their own specific functions, often the main 
components (modules) of an e-contracting system will be developed separately and 
integrated at a later stage. For this reason, integrability is an important aspect of an e-
contracting system and must be addressed in the development of an e-contracting 
reference architecture.  

Interoperability is a system quality closely related to the integrability system quality. 
It indicates the ability of a system to work with another system. An e-contracting 
system supports secondary business processes which are strongly connected to other 
primary and secondary business processes (e.g. production). Thus, an e-contracting 
system has to be able to interoperate with information systems supporting these 
business processes.  

 

2.3. Architectural quality requirements 

Next, the general architectural quality requirements are discussed. 

Completeness. Completeness is an essential quality of an architecture. It indicates if 
the architecture incorporates all functional requirements.   

Conceptual integrity. Conceptual integrity of architecture means the existence of “an 
underlying theme that unifies the design of a system at all levels” [15]. This quality is 
a major indicator for the degree of excellence of the architecture.   

Buildability. An architecture specification must be implementable, preferably in an 
easy and timely manner. As shown in the sequel of the chapter, the functionalities of 
certain (e-contracting specific) components of ERA have not yet been implemented in 
existing software applications. This means that there is no previous experience and 
knowledge in their development (e.g., design patterns). Moreover, the algorithms for 
their operation still have to be defined. Consequently, the easiness of the development 
of an e-contracting system based on ERA cannot be directly evaluated. However, the 
functionalities provided by other components of ERA have already been implemented 
in existing software solutions. The applicability of these existing software solutions 
for the development of an e-contracting system can be used as a partial indication for 
the buildability quality of ERA. A summary of the applicability of existing software 
solutions for the development of an e-contracting system is presented in [8]. To 
directly evaluate the buildability quality of the architecture a prototype 
implementation must be developed.  

 

3. Design approach  
The design approach used in the development of ERA is guided by the identified 
system and architecture quality requirements.  

ERA is designed in accordance with the principle of functional decomposition (also 
known as “separation operation”) of a system. In ERA, three levels of decomposition 
of an e-contracting system are presented. The functional decomposition is based on 
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the part-whole principle. Thus, at each level of ERA, the identified sub-components 
provide functionalities that are non-overlapping with the remaining sub-components 
at this level. As indicated in [15], part-whole decomposition promotes achieving of 
the system modifiability, integrability, and concurrent performance qualities. All 
three qualities have already been indicated as important qualities required in an e-
contracting system (see Section 2.2).  

To achieve completeness of ERA, a top-down approach is used in its design process. 
This allows the functionalities and interactions that must be provided by a component 
to be addressed in a step-by-step manner, starting from a high level of abstraction and 
gradually increasing the level of detail. Through a careful control on the 
decomposition process, the possibility to omit the support of functionalities that must 
be provided by the components in the e-contracting system is minimized. 

To achieve conceptual integrity of ERA, two techniques are applied. First, as already 
mentioned, a top-down approach is used for the design of the reference architecture. 
Second, at each level of abstraction, existing, well-established architectural styles and 
patterns are used [15], [20].  

A three-level framework for data and process specification in a company was briefly 
presented in Chapter 6 (see Section 8.2). ERA makes use of the data and process 
specifications defined at the external level. Consequently, an e-contracting system can 
be seen as a system that operates on the “external company level”. An e-contracting 
system interacts with information systems from the “internal company level” (i.e., 
with systems that make use of the internal data and process specifications). 
Furthermore, an e-contracting system interacts with information systems of 
counterparties and mediators. In ERA, clear connections are made to information 
systems that belong to the internal company level and to external (outside the 
boundaries of the enterprise) systems. The positioning of ERA in the three-level 
framework provides the basis for achieving interoperability of e-contracting systems.   

The security system quality is addressed in ERA through the introduction of 
dedicated, security-related components. Thus, security in ERA is achieved through 
architectural techniques.  

A simple notation consisting of “components”, “super-components”, “passive data 
components”, “active data components”, and “data communication channels” (see 
Appendix G) has been used in the design of ERA.  

 

4. First level of detail of an e-contracting reference 

architecture 
As discussed in the functional requirements analysis (see Section 2.1), the four e-
contracting phases require the support by an e-contracting system of four different 
functionalities. Thus, an e-contracting system can conceptually be decomposed to four 
general components, i.e., Matchmaker, Partner Selector, Contractor, and Enactor 
(see Figure 47). In addition, an e-contracting system needs a managerial component 
that coordinates and manages the four general components and provides 
functionalities related to the complete e-contracting process and not to a single phase 
of it (denoted as Contract Manager in Figure 47). The Secure Messenger 
component is defined in order to address the security quality requirement (see Section 
2.2). The Secure Messenger component provides support for message encryption and 
decryption; digital signing of outgoing messages and verification of the digital 
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signatures of incoming messages; verification of incoming and outgoing messages for 
compliance with the agreed e-contracting communication process, and for the proper 
dispatching of incoming messages to the proper components. Thus, the Secure 
Messenger serves as a Firewall Proxy (see the Firewall Proxy variant pattern [20]) for 
the incoming and outgoing messages, verifying the correctness of the messages from 
a security point of view. A detailed explanation on the need for encrypting and 
signing the outgoing messages during e-contracting is provided in [13]. The agreed 
and signed e-contracts are stored in a shared active data component. An established e-
contract is denoted with the acronym MC (Master Contract) and any subsequent 
extension to the master contract with SA (Subsidiary Arrangements). When a new e-
contract is established, it is stored in the MC/SA active data component and the 
Contract Manager is informed for the new contract. 

 

 

Figure 47 - E-contracting reference architecture (high level view) 

 
As already discussed, ERA is designed at three levels of decomposition (see 
Section 3). Figure 47 presents the first level of detail of the reference e-contracting 
architecture. Sections 5 and 6 contain descriptions of the second and third levels of 
detail of ERA, respectively. 

 

4.1. Support of ERA for the 4W framework 

In this section, the high-level view of ERA is investigated for its support of the 4W 
framework (see Chapter 3). The 4W framework provides a description of the e-
contracting concepts and is a convenient tool to show that ERA addresses in its 
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highest level of decomposition each e-contracting concept and thus to demonstrate 
completeness of the high-level view of ERA. Next, ERA is analyzed in terms of 
support for each e-contracting concept from the 4W framework.  

Who. In ERA, the number of contracting parties and involved mediators is 
unlimited. For simplicity, only two parties (called “Party A” and “Party B”) and an 
arbitrary set of possible mediators are shown in Figure 47. As already discussed in 
Chapter 3, the mediators can be various depending on the context (e-notary, 
reputation ranking center, arbitrator, external matchmaker, legal-documents provider, 
etc.). ERA is applicable to more than two contracting parties and can incorporate an 
unlimited number of mediators. The requirements on the e-contracting system of the 
counterparties are the same and consequently ERA is applicable for any number of 
counterparties.  

Where. The legal context of the contracting relation is defined by the used e-notaries 
and arbitrators (part of the mediators in Figure 47). Furthermore, the legal context is 
defined by the governing law, general provisions, and umbrella contracts referenced 
in the e-contract. General provisions and umbrella contracts are stored internally (by 
the Contract Manager) or at a third party repository (also part of the mediators in 
Figure 47). The business context is reflected in ERA by the rest of the mediators 
(reputation centers, banks, etc.) that can be used by parties.  

What. The exchanged values and the exchange value provisions for their exchange 
are defined in the e-contract. The e-contract is established in the Contractor 
component and is used by the Contract Manager and Enactor components. E-contracts 
are stored in the MC/SA active data component.  

HoW. The means for e-contracting are the main focus in the design of an e-
contracting system. ERA supports all four phases of e-contracting through the four 
dedicated components, namely, Matchmaker, Partner Selector, Contractor, and 
Enactor. Communications between parties and mediators are depicted through 
communication channels. The security requirements on an e-contracting system are 
addressed by the Secure Messenger component. The standards used by the parties 
are provided by the mediators depicted in the mediator group of components. The e-
contract content, structure, and representation concepts are not represented in ERA 
as they do not set any functional requirements on an e-contracting system. 

 

4.2. Relation of ERA to the e-contracting paradigms 

In Chapter 4, the five main paradigms of e-contracting, i.e., micro-, just-in-time-, 
precision-, enactment-, and management-contracting have been defined. For the 
employment of a specific e-contracting paradigm, only some of the components of 
ERA must be used. For example, if the enactment-contracting paradigm is not 
employed, the Enactor component does not have to be implemented as no automatic 
enactment is required. Similarly, if the management-contracting paradigm is not 
employed, the Contract Manager component will not be necessary. In Figure 47, all 
components and communication channels between them have been depicted, in order 
to provide a reference architecture that can be used in the design of e-contracting 
systems employing any of the e-contracting paradigms. The Secure Messenger and 
MC/SA components are required for the employment of each e-contracting paradigm, 
as security and storage of established contracts are required in each of them. Next, the 
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need of the rest of the ERA components for the employment of the separate 
paradigms is discussed.  

The information, pre-contracting, and contracting phases require specific support in 
the micro-contracting paradigm for the automated identification of matching offers, 
selection of potential partners, and contract establishment. Consequently, the 
Matchmaker, Partner Selector, and Contractor components are required for the 
employment of micro-contracting. Just-in-time-contracting requires parties have to be 
able to find matching offers, evaluate these offers, and to establish business 
relationships in short time intervals. Consequently, this leads to the requirement for 
automated support in the information, pre-contracting, and contracting phases (and 
thus for the support of the Matchmaker, Partner Selector, and Contractor 
components). Precision-contracting requires automated support for the creation of 
consistent e-contracts. This leads to the need of the Contractor component for the 
employment of precision-contracting. Enactment-contracting requires support for the 
automatic contract enactment and thus requires the support of the Enactor component. 
For the employment of management-contracting paradigm, specific technology for the 
automatic contract management is required. Thus, it requires the usage of the Contract 
Manger component. The reason to require the Contractor component for the 
employment of the enactment- and management-contracting paradigms is that both 
paradigms require machine interpretable contract content. This can be achieved only 
if the contract establishment is supported by information technology. Table 9 
summarizes these conclusions and shows which components are required (“R”) for 
the employment of the separate paradigms. The Contract Manager component is not 
specific for a certain e-contracting phase and for this reason is shown separately in 
Table 9. 

 

Table 9 - Required components in the e-contracting paradigms 

Information 
phase 

Pre-contracting 
phase 

Contracting 
phase 

Enactment 
phase 

 
 

Matchmaker 
Partner 
Selector 

Contractor Enactor 
Contract 
Manager 

µ-c R R R   

τ-c R R R   

π-c   R   

ε-c   R R  

γ-c   R  R 

 
As it can be noticed from Table 9, in addition to the Secure Messenger and MC/SA 
components, the Contractor component is required for the employment of any of the 
e-contracting paradigms.  

 

5. Second level of detail of the reference architecture  
This section presents the decomposition of the Secure Messenger, Contract Manager, 
Contractor, and Enactor components. The functionalities provided by the Match 
Maker have been researched for many years and a number of research findings on and 
implementations of this component are available [17]. The Partner Selector 
component implements functionalities that are typical for a Decision Support System. 
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Decision Support Systems have received sufficient attention in the research world and 
a number of commercial systems for development of rule-based applications are 
available (e.g., ILOG JRules 1  and BizPulse 2 ). They can be used for the 
implementation of the Partner Selector component. Furthermore, the functionalities of 
the Partner Selector have already been discussed in [57]. For these reasons, the Match 
Maker and Partner Selector components are not further decomposed.  

The Contractor and Enactor components provide support for the contracting and 
enactment phases of the e-contracting process, respectively. That is why the e-
contracting process decomposition described in Chapter 6 (see Sections 6.3 and 6.4) is 
used for their functional decomposition. The decomposition of the Secure Messenger 
is based on the functional requirements on this component defined in Section 4. As a 
foundation for the decomposition of the Contract Manager existing reference 
architectures in workflow management are used. In order not to overburden the 
figures, communication channels that contain configuration information provided by 
the Contract Manager to the Secure Manager, Contractor, and Enactor are not shown.  

 

5.1. Decomposition of the Secure Messenger component 

In comparison to standard security fire walls, the Secure Messenger component must 
support a more complex set of functionalities. As defined in Section 4, the Secure 
Messenger provides three basic functionalities, i.e., encryption, digital signing, and 
process monitoring functionalities. Consequently, three sub-components of the Secure 
Messenger are defined, i.e., the Cryptographer, Signature Manager, and 
Communication Monitor components (see Figure 48). In addition, the Dispatcher 
component that dispatches incoming messages to the targeted components is defined. 
The Dispatcher is required for the satisfaction of the modifiability quality 
requirement. Next, the sub-components of the Secure Messenger component are 
described.  

 
Cryptographer 

The Cryptographer receives all incoming messages. If an incoming message is 
encrypted, the Cryptographer decrypts it. The Cryptographer sends to the Signature 
Manager a non-encrypted message. Outgoing messages sent by the Signature 
Manager are encrypted (if necessary) by the Cryptographer and sent to the external 
recipient. Messages that cannot be decrypted are stored internally. This information is 
to be used by the Evaluator sub-component of the Contract Manager component 
(discussed in Section 5.2). As explained in Section 5.2, the Evaluator component 
obtains information from many components. In order not to overburden the figures, 
the communication channels through which evaluations are requested and received 
are not shown.  

 
Signature Manager (SM) 

The Signature Manager component verifies the correctness of the digital signature of 
incoming messages. The verification includes two steps. It verifies the correctness of 

                                  
1 http://www.ilog.com/ 
2 http://www.savvion.com/ 
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the signature with respect to the signed content, and with respect to the validity of the 
certificate owned by the sender. If necessary, the Signature Manager may request 
information on the validity of the certificate from a Certificate Authority. The 
Signature Manager digitally signs the outgoing messages. If the certificate of the party 
has expired, it requests a new certificate from a Certificate Authority. Information for 
incorrect digital signatures is stored internally. This information is to be used by the 
Evaluator sub-component of the Contract Manager (see Section 5.2). 

 

Secure Messenger component

Cryptographer

Signature Manager Certificates

Dispatcher

Invalid 

messages

Process 

specifications

and rules

Component 

identifiers

Communication Monitor 

(CmM)
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Outgoing message

(to external entity)

Certificate

Authority

Decrypted

incoming message

Signed, outgoing 
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Information on  

process status
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Figure 48 - Decomposition of the Secure Messenger component 

 
Communication Monitor (CmM) 

As discussed in Chapter 6, an e-contracting process can be defined in a fixed, 
structured manner or in rule-based manner (allowing greater flexibility to companies). 
In both scenarios, there is a clear specification of the communication activities that 
can be performed by the parties at any moment. If not controlled, any deviation from 
this specification can lead to confusion and undesired behavior by the e-contracting 
system. The Communication Monitor component verifies if incoming and outgoing 
messages comply with the agreed e-contracting communication process and 
applicable rules. If a message is disapproved, the Communication Monitor stores 
information about the sender and the rejected message. This information is to be used 
by the Evaluator sub-component of the Contract Manager. If an incoming message is 
approved, the Communication Monitor forwards it to the Dispatcher component. 
Outgoing messages from any component of the e-contracting architecture are directly 
sent to the Communication Monitor and if approved are forwarded to the Signature 
Manager. The Communication Monitor keeps the Contract Manager informed for the 
current state of the communication activities performed by the parties. The 
Communication Monitor uses a repository that contains process specifications 



An e-contracting reference architecture 

179 

provided by the Contract Manager. The Communication Monitor component can be 
seen as implementing a specialized Counting Proxy design pattern discussed in [20] 
introduced with the Repository architecture style [15].  

 
Dispatcher 

The Dispatcher receives approved incoming messages and dispatches the messages to 
the recipient components. The dispatching is based on the information received by the 
Contract Manager during the initialization process. The Dispatcher component can be 
seen as implementing the Client-Dispatcher-Server design pattern introduced in [20].  

 
The sub-components of the Secure Messenger operate in a sequential mode. For each 
incoming message, a component receives data, processes it, and sends the resulting 
data to the next component in a strict, unidirectional sequence. For each outgoing 
message, the components (except the Dispatcher) again perform their functionalities 
sequentially but in a reversed order. For this reason, as shown in Figure 48, the 
decomposition of the Secure Messenger follows the bidirectional batch sequential 
architectural style [15]. The identified sub-components serve as passive filters, i.e., 
the data is pushed in a component from its preceding component. 

 

5.2. Decomposition of the Contract Manager component 

The Contract Manager component provides support for the management of the e-
contracting process. It can be seen as a simplified workflow management system. For 
this reason, the high-level view of the Reference Architecture for Workflow 
Management Systems [44] (named here for brevity (RAWFMS), and the Workflow 
Reference Model (WRM) [118] are used as an inspiration for the decomposition of 
the Contract Manager. The two workflow reference architectures are tailored for the 
domain of e-contracting and as a result the Enactment Server, Control User Interface, 
Definition User Interface, and Evaluator sub-components are defined (see Figure 49). 
Next, each of these sub-components is described in detail.  

 
Enactment Server 

The Enactment Server component uses the available process definitions to invoke the 
execution or the termination of the required e-contracting components at the proper 
time. On invocation of a component, the Enactment Server supplies configuration 
data to the invoked components. The configuration data that is sent to components is 
produced during the execution of other components or is defined in advance, before 
the initiation of the contracting process. The configuration data for the 
Communication Monitor contains the agreed contracting and enactment process, rules 
applying on it, etc. The configuration data to the Dispatcher contains addressing 
information of the e-contracting components to which the incoming messages must be 
dispatched. The configuration data for the Partner Selector is a list of matching 
partners found by the Matchmaker. Similarly, the relevant configuration information 
is sent to the other e-contracting components as well. The Enactment Server is 
informed for the need of a new e-contract from an Internal Planner system. The 
Internal Planner belongs to the internal information system of the company (shown in 
grey color). An example for an Internal Planner is an ERP system.  
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The Enactment Server component has similar functionalities as the “Workflow 
Engine” component in the WRM and the “WF Server” component in the RAWFMS.  
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Figure 49 - Decomposition of the Contract Manager component 

 
Control User Interface (CUI) 

Similar to the “Administration and Monitoring Tools” component of the Workflow 
Reference Model, the CUI provides access to humans to monitor and control the 
Enactment Server. The analogue of CUI in the RAWFMS is the “WF Clients” 
component.  

 
Definition User Interface (DUI) 

The DUI component provides functionalities for the design of process specification 
and definition of rules on the process execution (see Chapter 6, Section 8.1). The DUI 
component has similar functionalities to the “WF Design” component in RAWFMS 
and the “Process Definition Tools” in WRM.  

 
Evaluator  

The Evaluator component facilitates the decision making support provided by the 
Enactment Server. Many architectural components can provide information that is 
valuable for the evaluation of the e-contracting relationship.  For example, a high 
number of invalid digital signatures reported by the Signature Manager might indicate 
higher risk of fraudulent attempts; a high number of invalid messages reported by the 
Communication Monitor might indicate the lack of automated process management at 
the counterparty, etc. The Evaluator collects statistical information stored by other 
architectural components and using pre-defined algorithms provides an evaluation 
statement on the contracting relationship at a specific point in time. An algorithm can 
state which statistical information must be used, assign different weights on the 
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statistical information, etc. As already mentioned, in order not to overburden the 
figures representing ERA, the communication channels through which evaluations are 
obtained are not shown. Based on the information provided by the Evaluator, the 
Enactment Server can change the contract enactment process (terminate it, suspend it, 
restart it, etc.). At the end of the contract enactment, the Evaluator produces a final 
evaluation of the e-contracting relationship. This final evaluation is to be used 
internally by the Partner Selector when a new e-contract has to be established, and can 
be stored externally at a Reputation Ranking Center [76], if the party would like to 
share the evaluation information. 

The Evaluator component can be seen as a concretization of the “Application 
Systems” component in the RAWFMS. The Evaluator component is part of the 
“Workflow Engine” in the WRM.  

 
The RAWFMS provides well-founded, detailed decomposition of its components. 
That is why the RAWFMS can be used for the further decomposition of the 
components of the Contract Manager. Similar to the decomposition of the Enactment 
Server in RAWFMS, in the decomposition of the Contract Manager a number of 
interfaces must be implemented for communication with other components (related to 
the integrability system quality requirement). 

 

5.3. Decomposition of the Contractor component 

The Contractor component supports the execution of the activities in the contracting 
phase. In Chapter 6 (see Section 6.3), two sub-activities of the contracting phase are 
defined, i.e., Negotiation, and Signing and storing.  The Negotiator sub-component is 
defined to support the negotiation activities (see Figure 50). The Contract Finalizer 
component is defined to support the signing and storing activity.  
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Figure 50 - Decomposition of the Contractor component 
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Negotiator 

The Negotiator component supports negotiations on the values to be exchanged, the e-
contract content, or other negotiable topics. The Negotiator has access to a set of rules 
on the usage of contract elements. For evaluation purposes, the Negotiator stores the 
negotiation results. Depending on the context, the Negotiator component may have to 
implement a complex functionality that will often require high degree of flexibility. In 
[16], a comprehensive survey on the existing research results on this topic is 
presented. In [57], an architecture of a negotiation component named Interaction 
Management Module is presented. The Interaction Management Module (IMM) has 
certain functionalities additional to the functionalities of the Negotiator (e.g., the IMM 
supports partner selection functionalities). However, the decomposition of IMM can 
be easily adapted for the decomposition of the Negotiator. For this reason, in ERA, 
the Negotiator is not further decomposed. 

 
Contract Finalizer (CF) 

When an e-contract or an update of an e-contract is agreed upon, the Contract 
Finalizer arranges the establishment of the e-contract and its storing. It implements a 
mechanism that guarantees the signing of the agreed e-contract by all parties (e.g., it 
can make use of e-notaries [13]). When the e-contract is signed by all parties and all 
parties possess a copy of the e-contract, the CF stores the e-contract internally (in the 
MC/SA component) and distributes it to mediators that might need the established e-
contract (e.g., contract enactment monitors, arbitrators, trusted updaters).  

 

5.4. Decomposition of the Enactor component 

In the function perspective of the e-contracting process model, three types of activities 
during e-contract enactment are identified, i.e., value exchange, monitoring and 
control, and evaluation activities. The support of the evaluation activity is provided by 
the Evaluator sub-component in the Contract Manager. To support the monitoring and 
control activities, the External Enactment Server, Data Manager, and Dispute Handler 
sub-components of the Enactor component are defined. The support for the value 
exchange activity is provided by the Internal Enactor component that is part of the 
internal information system of the company. In addition, the Mapper sub-component 
is defined that provides mapping between the data used by the Internal Enactor 
(positioned at the internal level of the enterprise information systems) and the Data 
Manager and External Enactment Server (positioned at the external level). The 
Internal Enactor (shown in grey color in Figure 51) represents the information system 
required for the execution of internal business processes related to the exchange of 
values agreed in the e-contract. The system implementing the Internal Enactor can 
already be in place before the introduction in a company of an e-contracting system (a 
typical example of an Internal Enactor is a workflow management system). 

Consequently, the Enactor component is decomposed to External Enactment Server, 
Data Manager, Dispute Handler, and Mapper sub-components (see Figure 51). Next, 
these sub-components are described in detail.  

 



An e-contracting reference architecture 

183 

 

Figure 51 - Decomposition of the Enactor component 

 

Data Manager (DM) 

The Data Manager component supports the management of the e-contract data, i.e., 
the data defined in the e-contract. Part of the data item elements (see Chapter 7) are 
assigned constant values in the e-contract (i.e., the update in the future of these items 
is not envisioned during the contract establishment). Other contract elements may be 
assigned values in the e-contract, but the update of these values during the contract 
enactment is envisioned during the contract establishment (these elements may have a 
null value during the contract establishment as well). These two types of data items 
are referred to as Contract Data items - CD, and External Contract Data items - ECD, 
respectively. When an update of the value of a CD or ECD occurs, the Data Manager 
verifies if the request is correct (i.e. if the requester is allowed to update the value of 
this data element and if the existing business rules allow this update). If necessary, the 
Data Manager can request permission for the data update from the External 
Enactment Server. Thus, the DM can interpret e-contracts and supports limited (for 
verification of updates) reasoning functionalities on the e-contract content. If the 
result from the verification is positive and the update is approved, the Data Manager 
updates the value of the contract element and informs the Internal Enactor and if 
necessary the counterparty (push monitoring) for the updated value. On request from 
the counterparty (if agreed so), the Data Manager provides information on the current 
values of the CD and ECD (to support pull monitoring). Requests for updating the CD 
and ECD can be generated from the External Enactment Server, Internal Enactor (via 
the Mapper), or from the counterparty. When the request for update is on the CD, an 
update of the e-contract is required. For this reason, the Data Manager makes use of 
the Contract Finalizer sub-component of the Contractor. A detailed discussion on 
updates of e-contracts is provided in [13].  
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External Enactment Server (EES) 

The External Enactment Server component supports decision-making during e-
contract enactment. The decision-making process is based on the state of the CD/ECD 
data and data requested and obtained from the counter party. Based on the 
interpretation of the current state of the e-contract enactment data and on the e-
contract (ECD and CD) and the defined internal business rules, it schedules and starts 
the execution of internal business processes agreed in the e-contract. In case a contract 
violation is detected, and the External Enactment Server estimates that the violation 
must be addressed, it sends a request to the Dispute Handler (the External Enactment 
Server might purposely postpone or omit a call for contract violation). Thus, the EES 
can interpret e-contracts and reason about the business rules stated in them. To 
maintain high level of awareness and thus, better decision making, the External 
Enactment Server can request information from the counterparty on the current value 
of certain data (data available for monitoring is agreed during e-contract 
establishment). The External Enactment Server can make a decision to purposely 
violate the e-contract enactment (when the benefits will be higher then the required 
compensation) or to terminate the e-contract enactment. When a decision for 
termination is taken or the enactment is completed, the Contract Manager is informed. 
The External Enactment Server stores information for contract violations that have 
occurred, their resolution, etc. for evaluation purposes. 

The External Enactment Server supports functionalities similar to the functionalities 
supported by an enactment engine in workflow management systems [44] (the same 
type of analogy has already been discussed in Section 5.2). The main difference with 
the functionalities of a workflow engine is that the EES must on its own discretion 
request from the counter party updates on monitorable data items. The workflow 
enactment engine component presented in the RAWFMS has to be extended to 
support this additional functionality. The Monitoring Module discussed in [120] can 
be used for the extension of the RAWFMS.  

 
Dispute Handler  

The Dispute Handler component provides support for handling of disagreements that 
have occurred during the e-contract enactment. Based on the information provided by 
the External Enactment Server, it attempts to resolve the occurred dispute. It tries to 
identify the cause for the dispute (locally or at the counterparty) and to resolve it. If 
re-negotiation is necessary, it invokes the Negotiator component. If resolution is not 
possible, an external Arbitrator is informed. The result of the dispute resolution is 
returned to the External Enactment Server. 

 
Mapper  

The Mapper component is required in order to satisfy the interoperability system 
quality requirement discussed in Section 2.2. The Mapper component provides 
“passive” or more “intelligent” mapping between the data and process specifications 
used at the external company level and the data and process specifications used at the 
internal level. Passive mapping is one-to-one mapping between two data/process 
items that have different names at the internal and external levels. Intelligent mapping 
is used for mapping of one data/process item from the external level to several 
data/process items from the internal level. Intelligent mapping might require 
processing of the mapped data. Rules for applying intelligent mapping techniques on 
process specifications are discussed in [122]. The Mapper receives the data intended 
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for the Internal Enactor from the Data Manager (or from the EES in the cases of 
process invocation) and delivers the data provided by the Internal Enactor back to the 
Data Manager. 

 
CD/ECD 

The CD/ECD is an active data component. It contains the Contract Data and External 
Contract Data items. When an update on the data is performed, the CD/ECD 
component informs the EES for the update. The data from the CD/ECD can be read 
by the Dispute Handler as well. The MC/SA component provides to the CD/ECD the 
initial data and the subsequent new data from eventual e-contract updates.  

 

6. Third level of detail of the reference architecture  
This section contains description of the decomposition of ERA at the third level of 
detail. The sub-components of the Secure Messenger have no e-contracting specific 
functionalities, and their further decomposition is of no interest from the perspective 
of ERA. As already discussed, for certain components at the second level of detail, 
existing design patterns can be applied. An existing workflow reference architecture 
can be used for further decomposition of the sub-components of the Contract Manager 
and the External Enactment Server component (part of the Enactor). That is why next, 
the decomposition solely of the Contract Finalizer, Dispute Handler, and Data 
Manager components is provided. The general functionalities defined as required for 
each component in Section 5 are used for the decomposition of these components. 

 

6.1. Decomposition of the Contract Finalizer component 

As already explained, the Contract Finalizer supports the signing of the agreed 
contract, its storing and optionally distribution to other mediators. Hence, the Contract 
Finalizer is decomposed to Contract Establisher and Contract Distributor components 
(see Figure 52). The Signer component depicted in Figure 52 is optional and is used to 
support the functionalities provided by the Contract Establisher.  

 

Contract Establisher (CE) 

The Contract Establisher receives from the Negotiator an e-contract (or a subsidiary 
arrangement) that was agreed upon by the parties. It can receive a request for contract 
update in the form of a subsidiary arrangement from the Data Manager as well (see 
Section 6.3). The Contract Establisher implements a mechanism that guarantees the 
signing of the e-contract by all parties. The potential problems in the contract 
establishment and an example mechanism that makes use of an e-notary are discussed 
in [13]. For the signing of the e-contract, the CE can make use of a Signer component 
(discussed next).  

 
Signer 

The Signer is an optional component. If it is introduced, it is used by the CE for the 
signing of the e-contract. Thus, the Signer duplicates in its functionalities the 
Signature Manager component (see Section 5.1). However, there can be security, 
performance, and conceptual incentives for the implementation of the Signer 
component (see Section 2.2, security, performance, modifiability system 
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requirements). First, it must be noted that an outgoing message that contains an 
agreed e-contract can contain additional information as well (e.g., header information 
that indicates the semantics of the message). In this case, there are two options. The 
functionalities of the SM can be extended to first sign the e-contract, and subsequently 
the complete outgoing message. Alternatively, the Signer can be used for signing of 
the e-contract, and the SM for the signing of the complete message. The second 
solution does not require changes in the functionalities supported by the SM solely for 
this exceptional scenario and provides a foundation for improved system performance 
by replicating a computationally intensive component. That is why the introduction of 
the Signer has its benefits from a conceptual and performance point of view. Second, 
it must be noted that the signing of an e-contract means for a company the acceptance 
of certain obligations. This makes the contract establishment most important from a 
security point of view. In a distributed implementation of the e-contracting system, 
delegation of the e-contract signing activity to a component that can reside on an 
external (for the CF) system carries security risk. To diminish this risk, duplication of 
the SM component in the Contract Finalizer is required. The duplication eliminates 
the possibility for establishment of e-contracts that originate from a component 
different than the Contractor. Thus, the introduction of the Signer can be beneficial 
from a security point of view as well.   

 

 

Figure 52 - Decomposition of the Contract Finalizer component 

 
Contract Distributor 

The Contract Distributor receives from the Contract Establisher an e-contract signed 
by all parties. The Contract Distributor stores the e-contract internally (in the MC/SA 
data component) and can optionally distribute it to mediators that are involved in the 
e-contract enactment. The mediators that must obtain a copy of the e-contract are 
provided by the Negotiator and the Contract Manager.  
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6.2. Decomposition of the Dispute Handler component 

The Dispute Handler component provides support for handling of occurring disputes 
between contracting parties. Two subcomponents of the Dispute Handler are 
identified, i.e., the Dispute Resolution Manager and the Direct Data Synchronizer (see 
Figure 53).  

 

 

Figure 53 - Decomposition of the Dispute Handler component 

 
Dispute Resolution Manager (DRM) 

The Dispute Resolution Manager component manages the resolution of e-contract 
disputes. The Dispute Resolution Manager resolves disputes in an escalation manner. 
When it receives information for a dispute from the External Enactment Server 
component, first, it attempts resolution of the conflict by comparing the e-contract 
related data (CD and ECD) available at the e-contracting parties. The reason for the 
dispute might be failed update of local data or not sent/received information for data 
update. For this step it invokes the Direct Data Synchronizer component (explained 
below). If there is no synchronization problem or there is no agreement on the 
synchronization, the DRM invokes the Negotiator component that attempts to resolve 
the dispute through negotiations. If the Negotiator fails, the DRM provides the dispute 
case to an external Arbitrator that enforces a resolution of the dispute on the 
contracting parties. Depending on the situation, the DRM can skip the first or second 
step in the dispute resolution process. The result of the dispute resolution is returned 
to the External Enactment Server component. 

 
Direct Data Synchronizer (DDS) 

The Direct Data Synchronizer performs comparison of the data available locally (CD 
and ECD) and at the counterparty. First, it requests from the counterparty its CD and 
ECD data. Next, it compares the received data and the local CD and ECD data. If 
differences are found, the DDS sends a request for update of the differing data items 
to the counterparty. The request for update contains the differing CD and ECD data 
items and their local values. The counterparty can accept or reject the suggested 
changes. The result of the synchronization process is returned to the DRM.  

6.3. Decomposition of the Data Manager component  

The Data Manager component provides three basic functionalities. It notifies external 
parties and the Internal Enactor for data updates. It verifies if a request (internal or 
external) for update of CD or ECD is correct. When a request for update is approved, 
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it performs an update on the CD or ECD. The Data Update Notifier, Verifier, and 
Updater components are defined to address these functional requirements (see Figure 
54).  

 

 

Figure 54 - Decomposition of the Data Manager component 

 
Verifier 

The Verifier component receives requests for update of CD or ECD. Requests can be 
from the counter party as well as from the Internal Enactor (via the Mapper) or the 
External Enactment Server. The verifier uses the rules defined in the e-contract for 
changes of data to verify if the request is correct. If necessary the Verifier can request 
confirmation on the change from the External Enactment Server. When a request for 
ECD update is received and approved by the Verifier, the Verifier forwards the 
change that has to be applied to the Updater and the Data Update Notifier. When a 
request for CD update is received and approved, the Verifier informs the Contract 
Finalizer for the contract update that is required. Rejected updates are stored for 
evaluation purposes. The Verifier handles requests by the counterparty for 
information on the status of certain CD or ECD agreed for monitoring.  

 
Updater 

The Updater component is responsible for accessing and modifying the ECD. On 
request by the Verifier, it updates the value of the data as requested. Updates on the 
CD are performed by the active MC/SA component when a new SA is established. 

 
Data Update Notifier (DUN) 

The Data Update Notifier receives information from the Verifier for an approved 
update and sends an information message to the counter party or/and to the Internal 
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Enactor (via the Mapper). The DUN is used also for sending of responses on 
monitoring requests from the counterparty.  

 

7. Comparison with related work 
In this section, three research papers that describe architectures for e-contracting are 
discussed. These architectures are compared to ERA and their strong and weak 
features are pointed out. The three projects were selected based on their goal for 
highly automated support of e-contracting establishment and enactment, and their 
impact on the research in the domain of e-contracting.  

The architecture of an e-contracting system presented in [19] (see also Chapter, 
Section 3.5) is separated into two parts, namely contract establishment and contract 
enactment parts. The authors consider for the contract establishment part only support 
for the contracting phase of the e-contracting process. The contract establishment 
architecture comprises a Negotiation Engine component, User Interface component, 
Persistent Store, and a SOAP server. The Negotiation Engine is equivalent to the 
Contractor component in ERA. It stores all exchanged proposals in the Persistent 
Store component. The negotiation protocol is designed on top of SOAP. The contract 
establishment architecture can be mapped to only part of the elements of the high 
level view of ERA presented in Section 4. It misses a number of e-contracting 
components (e.g., Matchmaker, Partner Selector). The contract enactment part 
comprises a Contract Fulfillment Protocol Manager (CFP), Reasoner, Scheduler, 
Contract repository, and Fulfillment components. This part of the architecture can be 
compared with the decomposition of the Enactor component. The CFP Manager 
validates the “syntactic and semantic correctness” of incoming and outgoing messages 
and thus has similar functionalities with the Communication Monitor component in 
ERA. However, the Communication Monitor controls only conformance of 
exchanged messages with the agreed process. The Reasoner and Scheduler provide 
the same functionalities as the External Enactment Server component in ERA. In 
addition, the Reasoner supports communications on contract violations and exchanged 
enactment information. In ERA, these functionalities are outsourced to the Dispute 
Handler and Data Manager, respectively. This contributes for higher modifiability of 
ERA and clearer functionality specification. The Contract repository is equivalent to 
the MC/SA data component, and the Fulfillment component to the Mapper in ERA. 
Thus, the enactment architecture can be seen as similar to the decomposition of the 
Enactor component in ERA. However, it misses detailed specification of the data 
management issues (presented in the third level of decomposition of ERA), and does 
not address the contract management and security requirements.  

In the CrossFlow project [52] (see also Chapter 2, Section 3.3), a detailed architecture 
for the support of cross-organizational workflows is described. The agreement on the 
delivery of dynamically outsourced services is defined in a contract between the 
service outsourcing and service delivery parties. The CrossFlow architecture is 
divided into two main parts. The first part of the architecture supports the 
functionalities required for the contract establishment. In CrossFlow, the Matchmaker 
(called Service Trader) is external for both parties. ERA gives flexibility of choosing 
if the Matchmaker is implemented locally or externally at a third party. The Contract 
Manager component in CrossFlow implements decision making, negotiation, contract 
establishment, and contract management functionalities. It can be seen as an 
aggregation of the functionalities supported by the Partner Selector, Contractor, and 
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part of the Contract Manager (i.e., the Enactment Server) components in ERA. This 
aggregation of functionalities leads to decreased modifiability of the first part of the 
architecture. A Workflow Module, similar to the Mapper component in ERA is used 
to isolate the Workflow Management System (part of the internal information system) 
from the Contract Manager. The second part of the CrossFlow architecture supports 
contract enactment functionalities. In the contract enactment part of the CrossFlow 
architecture, the configuration of components functionality is supported by a 
dedicated Configuration Manager (activated by the Contract Manager). It uses the 
contract to configure: a Proxy-Gateway component that controls the incoming and 
outgoing messages (implementing the Secure Messenger component and passive 
mapping in ERA); a Coordinator component that is used to connect the architectural 
components (similar to the Enactment Server in ERA); Cooperation Support Services 
(CSS) components that are used to support control on the enactment processes and 
monitor the quality of contract enactment. The modularity of the CSS allows new 
cooperation services to be easily added to the architecture, which introduces easier 
modifiability of the enactment architecture. ERA allows its extensibility through the 
“extension modules” that are provided in the decompositions of the ES and EES 
components. In comparison to ERA, a number of major functionalities are not 
addressed. Analogs of the Evaluator, Dispute Handler, and Data Manager are missing. 
The CSS provide part of the functionalities of the EES, but are missing its main 
functionality of steering the contractual relation in the desired direction. The major 
reasons for this incompleteness are the lack of advanced rule definitions in CrossFlow 
e-contracts and the lack of clear vision on the legal value of e-contracts and legal 
practices (digital signing, dispute resolution, contract updates are not addressed).  

The first effort for design of an e-contracting architecture (called BCF - Business 
Contract Framework) is described in [78] (see also Chapter 2, Section 3.1.2). BCF can 
be compared to certain components of the second levels of detail of ERA. BCF 
indicates the need for support of negotiations and validations. Hence, a Contract 
Negotiator and Contract Validator components are defined. These two components 
are comparable to the Negotiator in ERA. The Contract Monitoring and Contract 
Enforcer components are defined in BCF for the support of contract monitoring and 
dispute handling. These two components are comparable to the External Enactment 
Server and Dispute Handler in ERA, respectively. However, in ERA, the EES 
supports a much larger set of functionalities, which are missing in BCF. In BCF, a 
number of mediators (namely, an arbitrator, e-notary, and mediators that provide legal 
rule repositories and standard related repositories, e.g., contract templates) are 
addressed. In ERA, mediators are addressed as well. BCF provides an incomplete and 
less detailed representation of the functionalities of an e-contracting system. The main 
reasons for this are the lack at this time of a comprehensive understanding of the e-
contracting process and e-contract.  

 

8. Conclusions 
In this paper, a reference architecture for e-contracting (ERA) is presented. The 
architecture is presented in three levels of decomposition and addresses both 
functional and quality system requirements. The decisions taken during the design of 
ERA are guided by the requirements on an e-contracting system defined in Section 2.  
Many other efforts exist for the definition of reference architectures in the various 
domains of application of information systems. A few examples are the well-known 
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OSI reference model [105], the Workflow Reference Model [118], and the Reference 
Architecture for Workflow Management Systems [44]. Similar to each of these 
models, ERA is based on a significant research experience and its development is 
guided by clearly defined design principles. In similarity to the RAWFMS, ERA 
provides a detailed description of its most important and novel components. In 
contrast to many reference architectures, ERA is not developed based on the 
knowledge collected from existing e-contracting systems as such systems currently do 
not exist. ERA sets foundations for the design and development of the first e-
contracting systems. This indicates the possibility for evolution of ERA in the future, 
when more knowledge based on experience from practice will be collected.  

Next, ERA have to be applied for the software design and development of e-
contracting systems that are used in different business domains by companies that 
pursue different e-contracting paradigms. This will allow evaluation of the level of 
satisfaction in ERA of the functional and system quality requirements. 
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Chapter 9 

Conclusions 
 
 
 

1. Summary of research findings 
In this thesis, three main research results can be distinguished. 

Firstly, this thesis presents a description of the business incentives for the adoption of 
e-contracting. A number of benefits for the companies from the adoption of e-
contracting are identified. Five new opportunities i.e., the paradigms of e-contracting 
for companies are described. The paradigms of e-contracting are applied in the 
business case of De Telegraaf (a news-publishing medium that offers an on-line 
advertising service in its on-line edition). It is shown that e-contracting can offer new 
opportunities to De Telegraaf that will improve the competitiveness of De Telegraaf 
in the domain of on-line advertising. The claim that these paradigms will indeed bring 
value for the advertisers and advertising medium is substantiated by means of an 
example from the business case of Google AdWords.  

Secondly, the thesis presents an analysis of the e-contracting processes and e-
contracts. The analysis of e-contracting processes indicates that they can significantly 
vary in each scenario. A process model is presented in order to facilitate the 
specification of e-contracting processes that can be enacted and managed by an e-
contracting information system. The process model is applied for the definition of a 
sample e-contracting process specification in the case of De Telegraaf. This 
demonstrates the applicability of the process model.  Similar to traditional contracts, 
the content of e-contracts must conform only to certain, minimal legal requirements. 
Besides these minimal requirements, their content can be freely defined by parties. 
However, an e-contracting system must be able to automatically interpret and reason 
about the e-contract content. For this reason, requirements on e-contract specification 
languages are defined. The satisfaction of these requirements in an e-contract 
language provides the basis for the specification of automatically interpretable e-
contracts. The requirements listed in this thesis are used as a foundation for the 
definition of an example e-contract language (named ECML). ECML is applied for 
the definition of a sample e-contract for on-line advertising in the case of De 
Telegraaf. The definition of ECML and its usage for the specification of an e-contract 
demonstrates the feasibility of the identified requirements for definition of e-contract 
languages. The application of ECML for the definition of an e-contract is the first step 
towards showing completeness of the language requirements. ECML has to be applied 
for the definition of a large set of e-contracts to demonstrate completeness of the 
requirements.  

Thirdly, based on the identified requirements on e-contracting processes and e-
contract content, an e-contracting reference architecture (named ERA) is designed. 
The architecture provides the foundation for the development of e-contracting systems 
in various business settings and domains.  ERA is designed on the basis of design 
principles accepted by the software-architecture community. The feasibility of ERA 
has to be evaluated on the basis of a prototype implementation.  
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In conclusion, this thesis presents three main contributions of philosophical and 
practical (business and technological) nature to the research on e-contracting. Firstly, 
the understanding of the process of e-contracting and of the e-contract content is 
improved. Secondly, the results from this thesis allow companies to easily identify the 
values and new opportunities from the introduction of e-contracting in their business 
context. Thus, using the results from this thesis, companies can estimate the 
competitive advantages they can gain by introducing e-contracting. Finally, the e-
contracting reference architecture that is proposed can be used as a foundation by 
system developers for the elaboration of e-contracting systems. Thus, the results from 
this thesis facilitate the development of an e-contracting system.   

 

2. Future work 
A number of research problems in the domain of e-contracting still have to be 
addressed. The formalization of the e-contract content and its automated interpretation 
and reasoning about require further attention. ECML can be used as a basis for further 
experiments in this direction.  

As already discussed, flexible, automated, e-contract negotiations are a prerequisite 
for the employment of precision-contracting. Selection of the appropriate contract 
negotiation approach and its support is addressed in the research domain on 
automated negotiations. Existing research findings from the domain of automated 
negotiations have to be investigated and their usage in e-contracting must be 
addressed. In addition, contract extension and re-negotiation requires further attention. 
Preliminary findings on this topic are provided in [13].  

For the automated interpretation of e-contracts, development of e-contract ontologies 
is required. In ERA, these ontologies are used by the External Enactment Server, Data 
Manager, and Negotiator components. Similarly, for the automation of the e-
contracting process, e-contracting process ontologies have to be elaborated as well. E-
contracting process ontologies will provide a common semantics among contracting 
parties for the activities that can be performed during e-contracting. In ERA, process 
ontologies are used by the Enactment Server.  

An interesting future research topic is the simulation of e-contract enactment during 
the e-contract negotiation. Simulations can test contract enactment when different 
events occur in different order. Contract enactment simulations will allow the 
improvement of the quality of the content of e-contracts (related to the employment of 
the precision-contracting paradigm).  

To test ERA in practice, an e-contracting system based on ERA must be developed. 
The functionalities that must be supported by mediators like e-notaries, reputation 
ranking centers, etc., must be defined in greater detail.  

 

3. Adoption of e-contracting 
The adoption of e-contracting in the business practices of companies will highly be 
influenced by four factors, i.e., business, legal, technological, and cultural factors.  
As discussed in Chapter 4, the main business criterion for the adoption of e-
contracting is that benefits from its introduction surpass the involved risks and 
financial expenses. While the implementation of a shallow e-contracting system will 
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often be feasible (due to the already existing, relatively cheap technology that can be 
applied), the implementation of deep e-contracting requires deliberation. A clear 
understanding of the targeted e-contracting paradigms and of the required investments 
and risks is required. The description of the e-contracting paradigms and requirements 
for their employment identified in Chapter 4 provide a foundation for companies for a 
value analysis of e-contracting. In the future, the wider implementation of e-
contracting will make easier the identification of the risks factors associated with the 
employment of e-contracting.  

Legal factors that may influence the adoption of e-contracting by a company are 
related to the existing e-contracting legislation (see Chapters 3 and 7). Though in 
many countries electronic contracts are legally recognized (e.g., U.S.A., EU 
countries), there are many countries that are still developing the appropriate 
legislation. For example, Switzerland has recognized digital signatures to have the 
same status as handwritten signatures for contracts and business transactions only as 
of year 2005, lagging behind most European countries [104]. A company must have a 
clear understanding of the legal protection provided by the jurisdiction that will 
govern its e-contracting relationships. The differences and imperfections in the e-
contracting legislation of the countries will be an important factor for the adoption of 
e-contracting.   

As indicated in Section 2, for the implementation of deep e-contracting, a number of 
technological problems still have to be addressed. It may be expected that companies 
will initially implement shallow e-contracting. Single e-contracting paradigms that set 
a smaller number of technological requirements may be employed by companies as 
well (e.g., enactment-contracting is already employed in the case of De Telegraaf). 
However, at present, the employment of a combination of paradigms is a challenging 
task. Most of the e-contracting components have to be developed for the first time. 
The novelty of the applications and the complex technologies used in their 
development will require substantial investments. The immaturity of the e-contracting 
technology will hinder the initial implementation of e-contracting. It can be expected 
that after a number of experimental implementations of e-contracting, employment of 
highly automated e-contracting will take place in business settings. E-contracting in 
its full potential will first take place in business domains, where the business benefits 
of e-contracting will be easily identifiable. Network service provision is an example 
for a domain with high dynamics and speed of establishment and enactment of 
business relations. As discussed in Chapter 7, research on service level agreements 
(SLA) and web service level agreements (WSLA) as a special form of e-contracting is 
paid significant attention. The dynamics of trading relations and the need for their 
quick establishment and enactment in the domains of on-line advertising (discussed in 
this thesis), telecommunication services, and insurances indicate that deep e-
contracting may take place in these domains. As soon as e-contracting becomes a 
necessity for a wider set of companies, software development companies will start 
producing complete, off-the-shelf, deep e-contracting applications, as well as separate 
components required for deep e-contracting. Analogously, standardization 
organizations will provide standards required for the wide application of e-
contracting, i.e., for integrability of e-contracting components and for interoperability 
between e-contracting systems. E-contracts will initially be based on contract-
templates with few negotiable parameters. The development of advanced negotiation 
support will allow e-contracting of more complex e-contracts.  
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Cultural differences will play also an important role in the adoption of e-contracting 
(see Chapter 3). As agreed in the legal world, significant differences between western 
and eastern cultures in traditional contracting exist [102]. While western societies are 
highly contract-oriented (U.S.A. can be seen as one of the extremes), eastern societies 
(e.g. Japan) are less prone to establishment of written contracts in their business 
relationships. If written contracts are established, they are often short and aim at 
demonstrating the good will of the parties rather than the concrete steps and rules that 
apply on the agreed exchange of values. It may be expected that similarly to the 
already established contracting practices in international relationship, deep e-
contracting in international settings will be appreciated by western as well as eastern 
companies. It allows new business strategies to be applied while preserving legal 
protections for companies in their trading relations. Implementation of e-contracting 
in its full potential is less probable by companies trading locally in far-east countries. 
It may be expected that e-contracts in this region will serve more as specification 
documents that contain instructions for the value production systems, rather than as 
legally protective documents. On the contrary, it may be expected that due to existing 
historical contracting practices, western companies will embrace deep e-contracting in 
its full potential, employing the paradigms applicable for their business context.
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Appendix A 
 

Other consortia and organizations 
 
• CommerceNet is a global, non-profit organization promoting the growth of 

global electronic trade and the creation of open Business Service Networks. 
Business Service Networks based on accepted open standards must provide 
easy integration of businesses around the world.  

 URL: http://www.commerce.net/  
 Importance of the organization for e-contracting standardization: Medium. 

• The Internet Engineering Task Force (IETF) is a self-organized group of 
people who make technical and other contributions to the engineering and 
evolution of the Internet and its technologies. Its mission includes identifying, 
and proposing solutions, specifying the development or usage of protocols and 
architectures, etc. One of its working groups is the Electronic Data 
Interchange-Internet Integration group. Its main goal is to provide EDI over the 
Internet.  

 URL: http://www.ietf.org/ 
 Importance of the organization for e-contracting standardization: Medium. 

• The Mobey Forum is a financial, industry-driven forum, whose mission is to 
encourage the use of mobile technology in financial services. Leading financial 
institutions and mobile terminal manufacturers are part of the forum. 

 URL: http://www.mobeyforum.org 
 Importance of the organization for e-contracting standardization: Low. 

• The Financial Services Technology Consortium (FSTC) is a non-profit 
organization that aims to bring forward interoperable, open-standard 
technologies that provide critical infrastructures for the financial services 
industry. Its members include banks, financial service providers, research 
laboratories, universities, technology companies, and government agencies.  

 URL: http://www.fstc.org/ 
 Importance of the organization for e-contracting standardization: Low. 
 

Other standardization efforts (languages, protocols) 
 

The Rule Markup Initiative (RuleML). RuleML is a standardization effort supported by 

individuals and groups from the industry and academia that aims at defining a 

standard markup language for specification of business rules. As business rules are 

widely used in the specification of contracts, this standardization effort is of high 

importance for the domain of e-contracting.  

 URL: http://www.ruleml.org/  
 E-contracting importance: High. 
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Legal XML. This standardization effort is governed by the LegalXML Group, which is a 

member of the OASIS consortium. Legal XML comprises a set of standardization 

activities targeted to the support of electronic exchange of legal data. Of particular 

interest from the perspective of e-contracting are the LegalXML Court Filing, 

LegalXML eContracts, and LegalXML eNotarization initiatives. In contrast to xCBL 

and UBL (see below), LegalXML pays specific attention to the legal aspects of the 

exchanged documents in the e-contracting process.  

 URL: http://www.legalxml.org/  
 E-contracting importance: High. 

Digital signatures. A number of standardization efforts in the area of digital signatures 

exist. The Public-Key Cryptography standardization effort is managed by RSA 

Laboratories in cooperation with developers worldwide. This technology is 

fundamental for the secure exchange of data and is of high importance in the context 

of e-contracting. W3C in cooperation with IETF have issued the XML Signature 

recommendation. The XML Signature recommendation defines an XML compliant 

syntax for representing and procedures for signature verification. 

 URL: http://xml.coverpages.org/digitalSignature.html  
 E-contracting importance: High. 

xCBL. The XML Common Business Library is a set of XML business documents and 

their components. The intention is that people can use not only the predefined 

business documents but can also build their own documents out of the component 

library. The goal is by standardizing the document structure, interoperability 

between applications to be achieved allowing businesses everywhere to easily 

exchange documents. In the future, xCBL is expected to be aligned with UBL (see 

next paragraph) in the points that are common for both standardization efforts. 

Components from xCBL will be replaced with their equivalent components in UBL.  

 URL: http://www.xcbl.org  
 E-contracting importance: Medium. 

UBL. The purpose of the Universal Business Language standardization effort is to 

develop a standard library of XML business documents (purchase orders, invoices, 

etc.). In its development, existing library of XML schemas (like xCBL) will be used 

and their best features will be implemented in UBL. By applying transformation, 

companies should be able to tailor the documents from the UBL library to their 

specific needs. UBL is intended to become an open international standard for 

electronic commerce. 

 URL: http://xml.coverpages.org/ubl.html   
 E-contracting importance: Medium. 

Internet Open Trading Protocol (IOTP). The Internet Open Trading Protocol is an 

XML-based protocol for Internet commerce that is suited to support scenarios where 

the buyer and the seller do not have a prior knowledge of each other. Further more, it 

is payment system independent. It can support payment systems such as SET, 

Mondex, secure channel card payment, GeldKarte, etc.  

 URL: http://xml.coverpages.org/otp.html  
 E-contracting importance: Medium. 
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eBIS-XML. The UK's Business Application Software Developers' Association (BASDA) 

is running the eBIS-XML initiative. The eBIS-XML is an XML-based standard for 

electronic business interchange. The standard aims at providing a way for direct 

exchange between different applications of business documents like orders and 

invoices.  

 URL: http://www.ebis-xml.org  
 E-contracting importance: Low. 

Information and Content Exchange (ICE) Protocol. ICE is an XML-based 

standardization effort that aims at facilitating the content syndication (syndication is 

the controlled distribution of information to a set of individuals known as 

subscribers). 
 URL: http://www.icestandard.org  
 E-contracting importance: Low. 
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Appendix B 
 

Exchange value provisions in De Telegraaf case 

(Translated with abbreviations from Dutch) 
 

• The client has to deliver its advertisement at least two days before the beginning 1 
of the campaign. The material must be sent by e-mail to De Telegraaf.  2 

• The client has to provide one complete payment for its advertising campaign 3 
within fourteen days of the invoice date (unless the client is a ROTA recognized 4 
company). If a payment from a ROTA recognized client is required, invoices are 5 
dated on the 15th or the last day of the month (depending whether the real date was 6 
in the beginning of the month or in its second half). De Telegraaf can give 7 
discounts to ROTA recognized members as well as to some other companies. In 8 
addition, De Telegraaf is allowed to demand advance payment in certain cases.  9 

• The minimum amount of money per advertising campaign is 1000 euro.  10 

• De Telegraaf is allowed to increase its prices up to 15% for the duration of a 11 
contract. 12 

• In case of non-payment or delayed payments, a 1% monthly interest rate over the 13 
owed amount is imposed (part of a month is considered as one month).  14 

• In case of annulment 10 days before the start of the campaign, De Telegraaf can 15 
take 2.5% of the amount due by the client; in the case of annulment 4 days before 16 
the start - 4 %; and in the case of annulment 1 day before the start - 6 % of the 17 
amount.  18 

• De Telegraaf is allowed to apply small textual or shape changes on the advertising 19 
materials. It can decline advertisements without providing additional explanations.  20 

• The client cannot complain over mistakes caused by its unclear writing or by 21 
misunderstandings caused by non-direct communications or by phone. 22 
Furthermore, the client cannot complain over color differences in the published 23 
advertisement. Complains on the invoice must be submitted by the client within 24 
two months of the invoice date.  25 

• In case of non-delivery of the promised number of impressions, the companies can 26 
agree whether to stop the campaign and pay only the performed impressions; 27 
prolong the contract until the number of agreed impressions is reached; put 28 
impressions in other editions of De Telegraaf.  29 

• De Telegraaf offers the possibility for companies to reserve specific advertising 30 
place for a certain amount of impressions. A request for reservation must be 31 
handed in two weeks before the start of the contract enactment.  32 

• De Telegraaf is not responsible for damages suffered by a client due to the 33 
publishing (or not publishing) of its advertisement. The liability of De Telegraaf is 34 
limited to the price of an advertisement. Any costs incurred by De Telegraaf due 35 
to the publishing of an advertisement of a client (e.g., damage on third parties) 36 
must be covered by the client. 37 
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• Clients are responsible for the content and monitoring of the published 38 
advertisements.  39 

• De Telegraaf has the right to suspend its obligations in a contract if the client does 40 
not comply with its own obligations. Suspension induced by a contract breach 41 
from the client includes blocking the access of the client to the website of De 42 
Telegraaf. Furthermore, additional costs due to the suspension procedures can be 43 
requested by De Telegraaf. In case of force majeure circumstances (e.g., strike, 44 
lockout, government measures, war, siege, fire, natural disaster), the obligations of 45 
both parties are suspended. If the period of these circumstances lasts more than a 46 
month, each of the parties can terminate the contract without any further 47 
obligations.  48 

• Each of the parties can end the contract by means of a registered letter out of 49 
court, if the other party fails to fulfill its obligations even after a final notice has 50 
been sent to it. Furthermore, De Telegraaf can terminate the contract in case the 51 
client imposes a moratorium on its payments or if the client is requested to 52 
announce bankruptcy. At the end of the contract term, or in case of bankruptcy of 53 
the client, all rights for placing an advertisement of the client are terminated, while 54 
the obligation of the client to pay immediately the remaining amount of money 55 
remains in power. 56 

 
Few additional general provisions apply as well (e.g., the client is obliged not to send 
advertising material containing viruses; the advertisement should not contain 
offensive language, etc.). As these provisions do not add value to the case description, 
their description is omitted. 
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Appendix C 
 

Specification of the e-contracting process at De Telegraaf 
 
Set of identified activities that must/may be performed by De Telegraaf: 
 
Activities in the information phase 
General preparations: Update general provisions; Update contract templates; 
Update internal business rules (discounts, bonuses, promotions, prices, etc.).  
Partner identification: Publish an advertisement at a third party (for its campaigns); 
Send advertisements to existing clients (push advertisement with new promotions);  
 
Activities in the pre-contracting phase 
Offer: Request for offer (from client); Respond offer request; 
Customization: Request for customization (from client); Take decision on request; 
Respond customization request;  
Party information: Request client for information; Respond information request 
(from client); Request client information from third party; Respond information 
request (from third party), Evaluate potential client; Request information on adv. 
plans (from client); Respond information request; 
 
Activities in the contracting phase 
Negotiation: Request for order (from client); Assess request; Respond order request; 
Fill in order;  
Signing and storing: Sign order; Store order internally; Send order to client; Send 
signed order (from e-notary);  
 
Activities in the enactment phase 
Value exchange: Send advertisements (from client); Check advertisements; Accept 
advertisements; Reject advertisements; Change advertisements; Make impressions; 
Prepare invoice; Send invoice; Make payment (from client);  
Monitoring and control: Monitor payment; Request for data privacy (from client); 
Protect client’s data; Notify client for non-compliance with contract terms; Notify 
client for termination; Stop contract; Suspend contract; Block client’s access; 
Calculate additional costs; Notify client for additional costs; Notify for tariff changes; 
Notification for cancellation (from client); Calculate additional costs; Request for 
renegotiation (from client); Take decision on renegotiation; Respond renegotiation 
request; Update order; 
Evaluation: Evaluate campaign; Store evaluation; Send evaluation to third party; 
 

Consistency rules applied on the activities 

High-level rules: 

SEQUENCE (Information phase, Pre-contracting phase, Contracting phase, 
Enactment phase). 
IMPLY (Contracting phase, Enactment phase, agreement reached).  
REQUIRED (Contracting phase).  
SEQUENCE (Negotiation, Signing and storing). 
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IMPLY (Negotiation, Signing and storing, contract established). 
DURING (Value exchange, Monitoring and control). 
SEQUENCE (Monitoring and control, Evaluation). 
 

General preparations:  

None.  
 
Partner identification: 

None. 
 

Offer: 

SEQUENCE (Request for offer (from client), Respond offer request). 
IMPLY (Request for offer (from client), Respond offer request). 
REQUIRED (Request for offer (from client)). 
 
Customization: 

SEQUENCE (Request for customization (from client), Take decision on request, 
Respond customization request). 
IMPLY (Request for customization (from client), Take decision on request). 
IMPLY (Take decision on request, Respond customization request). 
 
Party information: 

SEQUENCE (Request information on adv. plans (from client), Respond information 
request).  
IMPLY (Request information on adv. plans (from client), Respond information 
request). 
SEQUENCE (Request client for information, Request client information from third 
party). 
SEQUENCE (Request client for information, Respond information request (from 
client)). 
IMPLY (Request client for information, Respond information request (from client)).  
SEQUENCE (Request client information from third party, Respond information 
request (from third party)). 
IMPLY (Request client information from third party, Respond information request 
(from third party)). 
IMPLY (Respond information request (from third party), Evaluate potential client). 
REQUIRED (Evaluate potential client).   
 

Negotiation: 

SEQUENCE (Request for order (from client), Assess request, Fill in order, Respond 
order request).  
IMPLY (Request for order (from client), Assess request). 
IMPLY (Request for order (from client), Respond order request). 
IMPLY (Assess request, Fill in order, request approved). 
REQUIRED (Request for order (from client)). 
 

Signing and storing:  
IMPLY (Fill in order, Sign order).  
SEQUENCE (Sign order, Store order internally, Send order to client, Send signed 
order (from e-notary)). 
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IMPLY (Sign order, Store order internally).  
IMPLY (Store order internally, Send order to client). 
IMPLY (Send order to client, Send signed order (from e-notary)). 
REQUIRED (Sign order) 
 

Value exchange:  

SEQUENCE (Send advertisements (from client), Check advertisements). 
IMPLY (Send advertisements (from client), Check advertisements). 
IMPLY (Check advertisements, Reject advertisements, adv. is rejected). 
IMPLY (Check advertisements, Accept advertisements, adv. is accepted). 
IMPLY (Accept advertisements, Change advertisements, format of advertisement is 
disapproved). 
IMPLY (Accept advertisements, Make impressions, client is checked). 
IMPLY (Make payment (from client), Make impressions, client is not checked). 
SEQUENCE (Change advertisements, Make impressions). 
SEQUENCE (Prepare invoice, Send invoice, Make payment (from client)). 
IMPLY (Prepare invoice, Send invoice). 
IMPLY (Send invoice, Make payment (from client)). 
IMPLY (Make impressions, Prepare invoice, client is checked). 
IMPLY (Accept advertisements, Prepare invoice, client is not checked). 
REQUIRED (Send advertisements (from client)). 
REQUIRED (Make payment (from client)). 
 
Monitoring and control: 

SEQUENCE (Request for data privacy (from client), Protect client’s data). 
IMPLY (Request for data privacy (from client), Protect client’s data). 
SEQUENCE (Notify client for non-compliance with contract terms, Notify client for 
termination, Stop contract). 
IMPLY (Notify client for termination, Stop contract). 
SEQUENCE (Suspend contract, Block client’s access, Calculate additional costs, 
Notify client for additional costs). 
IMPLY (Suspend contract, Block client’s access). 
IMPLY (Suspend contract, Calculate additional costs). 
IMPLY (Calculate additional costs, Notify client for additional costs, additional 
costs>0). 
SEQUENCE (Request for renegotiation (from client), Take decision on renegotiation, 
Respond renegotiation request, Update order). 
IMPLY (Request for renegotiation (from client), Take decision on renegotiation). 
IMPLY (Take decision on renegotiation, Respond renegotiation request). 
IMPLY (Respond renegotiation request, Update order, renegotiation approved). 
SEQUENCE (Notification for cancellation (from client), Calculate additional costs). 
IMPLY (Notification for cancellation (from client), Calculate additional costs). 
REQUIRED (Monitor payment). 
 
Evaluation:  

SEQUENCE (Evaluate campaign, Store evaluation, Send evaluation to third party). 
IMPLY (Evaluate campaign, Store evaluation). 
REQUIRED (Evaluate campaign). 
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Appendix D 
 
 

Sample contract on consulting services  
(used with permission from Barbara Davis) 
 
This sample Agreement for Services, or Contract, is for a project that began with a 1 
Request for Proposal where the Great Scott Arts Association, a new organization in 2 
Mosquito Falls, MN, was seeking a consultant or consultants to assist in its initial set-3 
up and in the analysis of possible administrative and performing space. 4 
 5 
1. Terrific Consulting (hereafter called Contractor) agrees to provide the following 6 
products and services to the Iceberg County Art Center (hereafter called Client): 7 
 8 
A. Information gathering: Contractor will review the following information compiled 9 
by Client: 10 
1) information on attendance at past events 11 
2) samples of past promotional pieces and any recent press coverage 12 
3) samples of past membership flyers 13 
4) financial information from the past three or four years 14 
 15 
Contractor will also inquire into the availability of any recent market studies on the 16 
Iceberg area done by the city government or other groups working on the Iceberg's 17 
economic development. 18 
 19 
Contractor will also confer by phone with the part-time coordinator and two or three 20 
Client board members to get their view of the issues facing Client. 21 
 22 
B. Member survey: Contractor will design a one-page membership survey. Client will 23 
be responsible for duplicating the survey, sending it out to the membership and 24 
tallying the responses. 25 
 26 
C. Contractor will design a "community leader interview" format. Client's board 27 
members will call on community leaders and conduct interviews. Contractor will 28 
summarize the finding and merge them with the survey responses, giving Client a 29 
written report on how it is perceived by members and community, and what people 30 
think it should be doing. 31 
 32 
D. Contractor will travel to Iceberg for a one-day stay to meet for half a day with 33 
Client's board to discuss: 34 
1). the survey findings, Client's audiences or "publics", Client's "position" in the 35 
community, the "messages" that Client wants to communicate to people, past 36 
promotional efforts and possible changes to make in the future. 37 
2). the management training needs of Client's staff, board and committee chairs. 38 
Contractor will present a format to use in writing job descriptions and teach Client 39 
how to use it. The group will also develop an organizational chart for Client, 40 
identifying the various committees, board officers, committee chairs and others with 41 
particular management responsibilities. 42 
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3). Client's fundraising needs and opportunities. Contractor will explore how much 43 
Client wants to raise, and what Client is willing to do to raise it, including Client's 44 
membership program, grant opportunities and the possibility of more individual 45 
fundraising. 46 
 47 
E. Before leaving, Contractor will give some "homework" assignments to Client. 48 
They would likely include preparation of some job descriptions and a clear annual 49 
fundraising goal. 50 
 51 
F. Contractor will write: 52 
1) a regular promotional schedule based on the goals identified at the meeting above 53 
2) a review of Client's job descriptions with suggested revisions 54 
3) recommended management training opportunities 55 
4) if feasible, an annual calendar of management tasks 56 
5) recommendations for raising more contributions 57 
 58 
This work will be completed no later than December 31, 1999, and will be conducted 59 
by Contractors' agent, Edmund E. Expert. 60 
 61 
It is understood that circumstances arising during the consulting project may require 62 
the activities described above to be replaced with other activities of an equivalent 63 
value. Such changes will be based on mutual agreement of both parties, which may be 64 
recorded as an addendum to this agreement, or as a letter from one party to the other. 65 
 66 
2. Client agrees to: 67 
A. participate as requested in consulting activities. This includes calling meetings, 68 
providing meeting sites and amenities, and providing information requested by 69 
Contractor. Client's entire board will be involved in this process, not just the 70 
coordinator. Client will also be asked to duplicate, distribute and tally the results of a 71 
membership survey, to conduct communicate leader interviews and to complete the 72 
homework assignments. 73 
 74 
B. pay Contractor a fee not to exceed $1,405,000 plus expenses. Expenses to be billed 75 
include travel ($.25 per mile for auto travel), lodging and meals while in Iceberg, 76 
long-distance phone calls, and any copying and mailing services, outside of normal 77 
communication with Client. Lodging and meal expenses will be documented with 78 
receipts. 79 
 80 
The payments will be made in three installments: $400,000 at the signing of this 81 
contract; $400,000 upon completion of the Iceberg meeting described above; and 82 
$605,000 upon completion of this project. The project will be considered complete 83 
when the written report described above is submitted. 84 
 85 
C. authorize Amy Administrator to approve Contractor's work and any expenses 86 
Contractor wishes to incur on behalf of Client. 87 
 88 
3. Either Party may terminate this agreement with thirty days' written notice. If the 89 
agreement is terminated, Contractor will present Client with a statement of account 90 
showing all fees paid to that time, and itemizing work performed. If work performed 91 
exceeds fees paid to date, Client will pay Contractor for such work at the rate of 92 
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$40,000 an hour. If fees paid exceed work performed to date, Contractor will return 93 
unearned fees to Client. 94 
Signed: 95 
for Iceberg County Art Center: 96 
 97 
_______________________________________ Date _________________ 98 
 99 
for Terrific Consulting: 100 
 101 
_______________________________________ Date ________________ 102 
 103 
 104 
 105 

Sample contract on advertising services  106 

(used with permission from De Telegraaf) 107 
 108 
Postbus 376,1000 EB Amsterdam 109 
Basisweg 30, 1043 AP Amsterdam    Client xx 110 
Telefoon: 020-585.9111     t.a.v. de xx 111 
Postbank: 533100  112 
ING-Bank: 69.73.75.005     xxx 113 
B.V. Dagblad De Telegraaf     xx xx xx 114 
Handelsregister K.v.K. nr.: 33072792  115 
BTW nr.: NL 0033.45.774.B01 116 
 117 
Telefoon:   Telefax:   Ons kenmerk:  Datum:  118 
020-5859151  020-5852689       29 januari 2004 119 
Betreft: Opdracht Client Office Products 120 
 121 
Geachte heer xxx, 122 
 123 
Hierbij de opdrachtbevestiging voor de Client  internetcampagne. 124 
Periode: 1-15 februari en 1 maart – 15 maart 125 
Site: DFT.nl (homepage) 126 
Advertentie: Banner 468*60 pixels 127 
Impressies: 80.000 + 10.000 extra » 90.000 leveren 128 
Freq.cap: 3 per periode 129 
CPM: Norm Eur 25,- 130 
Totaalprijs: Eur 2000,- 131 
Bovengenoemde bedragen gelden bruto en zijn exclusief B.T.W.. 132 
Tevens willen wij er op wijzen dat onze advertentievoorwaarden zoals vermeld in de 133 
tariefdocumentatie 2004 van kracht zijn. 134 
 135 
Met vriendelijke groet,                                                   136 
BV Dagblad de Telegraaf Products              Voor accoord namens Client Office  137 
 138 
Erik Boersema                                                    139 
………………………………………… 140 
Account Manager Internet                                 Dhr. xxx 141 
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Appendix E 142 

 143 

E-contract on on-line advertising  144 

(Case of De Telegraaf) 145 
 146 
 147 
<?xml version="1.0" encoding="UTF-8"?> 148 
<Contract Contract_ID="N001" ContractDate="2005-01-29" xmlns:xsi="http://www.w3.org/2001/XMLSchema-149 
instance" xsi:noNamespaceSchemaLocation="G:\Thesis\ECML.xsd"> 150 
 <!-- Beginning of Who concepts ***************************************************************** --> 151 
 <Party> 152 
  <Company_data> 153 
   <DItem_section> 154 
    <String_DItem Tag_name="CompanyName" DItem_ID="DeTelegraaf">B.V Dagblad De 155 
Telegraaf</String_DItem> 156 
    <String_DItem Tag_name="KvK" DItem_ID="ID2">33072792</String_DItem> 157 
    <String_DItem Tag_name="BTWnr" DItem_ID="ID3">NL003345774B01</String_DItem> 158 
    <Integer_DItem Tag_name="BankNr" DItem_ID="ID4">533100</Integer_DItem> 159 
    <Integer_DItem Tag_name="BankNr" DItem_ID="ID5">697375005</Integer_DItem> 160 
    <String_DItem Tag_name="Property" DItem_ID="AccountManager">Account Manager 161 
Internet </String_DItem> 162 
   </DItem_section> 163 
  </Company_data> 164 
  <Company_contact_data> 165 
   <DItem_section> 166 
    <String_DItem Tag_name="MailAddress" DItem_ID="ID7">Postbus 376, 1000 EB 167 
Amsterdam</String_DItem> 168 
    <String_DItem Tag_name="VisitingAddress" DItem_ID="ID8">Basisweg 30, 1043 AP 169 
Amsterdam</String_DItem> 170 
    <Integer_DItem Tag_name="Tel" DItem_ID="Tel1">0205859111</Integer_DItem> 171 
    <Integer_DItem Tag_name="Tel" DItem_ID="Tel2">0205859151</Integer_DItem> 172 
    <Integer_DItem Tag_name="Fax" DItem_ID="Fax1">0205852689</Integer_DItem> 173 
    <String_DItem Tag_name="ContactPerson" DItem_ID="ContactPersonTelegraaf" 174 
Properties="AccountManager">Erik Boersema</String_DItem> 175 
   </DItem_section> 176 
  </Company_contact_data> 177 
 </Party> 178 
 <Party> 179 
  <Company_data> 180 
   <DItem_section> 181 
    <String_DItem Tag_name="CompanyName" DItem_ID="Client">Client Office 182 
Products</String_DItem> 183 
    <String_DItem Tag_name="ContactPerson" DItem_ID="ContactPersonClient">John 184 
Smith</String_DItem> 185 
   </DItem_section> 186 
  </Company_data> 187 
  <Company_contact_data> 188 
   <DItem_section/> 189 
  </Company_contact_data> 190 
 </Party> 191 
 <!-- End of Who concepts *******************************************************************   --> 192 
 <!-- Beginning of Where  concepts **********************************************************  --> 193 
 <Business_context_provisions> 194 
  <Rule_section> 195 
   <Reaction_rule Tag_name="ComplainRule" Rule_ID="ComplainRule" Enabled="enabled"> 196 
    <Rule_conditions>CurrentDate&lt;ContractDate+60</Rule_conditions> 197 
    <Executive_action Type="may" Assigned_to="Client"> 198 
     <Targets>Complain</Targets> 199 
    </Executive_action> 200 
   </Reaction_rule> 201 
   <Reaction_rule Tag_name="ForceMajeureRule" Rule_ID="ForceMajeureRule" 202 
Enabled="enabled"> 203 
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    <Rule_conditions>(ForceMajeure=true) AND 204 
(ForceMajeure.DateofOccurance+30&lt;CurrentDate) </Rule_conditions> 205 
    <Executive_action Type="may" Assigned_to="DeTelegraaf Client"> 206 
     <Targets>TerminateContract</Targets> 207 
    </Executive_action> 208 
   </Reaction_rule> 209 
   <Dynamic_constraint_Rule Type="must" Tag_name="TaskConstraint" 210 
Rule_ID="AddCostConstraint1" Enabled="enabled"> 211 
    <Rule_conditions>AdditionalCosts&gt;0</Rule_conditions> 212 
    <Element_ref>addcosts</Element_ref> 213 
    <Restricted-nonrestricted_states>active</Restricted-nonrestricted_states> 214 
   </Dynamic_constraint_Rule> 215 
   <Reaction_rule Tag_name="SuspendRule" Rule_ID="SuspendRule1" Enabled="enabled"> 216 
    <Rule_conditions>(ContractBreach=true) OR (ForceMajeure=true) </Rule_conditions> 217 
    <Executive_action Type="may" Assigned_to="DeTelegraaf"> 218 
     <Targets>SuspendContract</Targets> 219 
    </Executive_action> 220 
   </Reaction_rule> 221 
   <Reaction_rule Tag_name="TerminateRule" Rule_ID="TerminateRule2" Enabled="enabled"> 222 
    <Rule_conditions>ContractBreach=true</Rule_conditions> 223 
    <Executive_action Type="may" Assigned_to="Client DeTelegraaf"> 224 
     <Targets>TerminateContract</Targets> 225 
    </Executive_action> 226 
   </Reaction_rule> 227 
   <Reaction_rule Tag_name="TerminateRule" Rule_ID="TerminateRule1" Enabled="enabled"> 228 
    <Rule_conditions>(BankruptcyOfClient=true) OR 229 
(MoratoriumByClient=true)</Rule_conditions> 230 
    <Executive_action Type="may" Assigned_to="DeTelegraaf"> 231 
     <Targets>TerminateContract</Targets> 232 
    </Executive_action> 233 
   </Reaction_rule> 234 
   <Reaction_rule Tag_name="TerminateRule" Rule_ID="TerminateRule3" Enabled="enabled"> 235 
    <Rule_conditions> (CurrentDate&gt;EndDate2) OR 236 
(BankruptcyOfClient=true)</Rule_conditions> 237 
    <Enabler_action> 238 
     <Target_element>StartAdCampaign1</Target_element> 239 
     <New_state>disabled</New_state> 240 
    </Enabler_action> 241 
   </Reaction_rule> 242 
  </Rule_section> 243 
  <Process_section> 244 
   <Process Tag_name="Complain" Process_ID="Complain" Enabled="enabled"> 245 
    <task Tag_name="SendComplain" Process_ID="SendComplain" address="y" 246 
Enabled="enabled"/> 247 
   </Process> 248 
   <Process Tag_name="TerminateContract" Process_ID="TerminateContract" Enabled="enabled"> 249 
    <sequence> 250 
     <task Tag_name="NotifyParty" Process_ID="NotifyParty" address="x" 251 
Enabled="enabled"/> 252 
     <task Tag_name="StopContract" Process_ID="StopContract" address="x" 253 
Enabled="enabled"/> 254 
    </sequence> 255 
   </Process> 256 
   <Process Tag_name="SuspendContract" Process_ID="SuspendContract" Enabled="enabled"> 257 
    <sequence> 258 
     <task Tag_name="suspend" Process_ID="suspend" address="x" Enabled="enabled"/> 259 
     <task Tag_name="blockaccess" Process_ID="blockaccess" address="x" 260 
Enabled="enabled"/> 261 
     <condition condition="AddCostConstraint1"> 262 
      <true_branch> 263 
       <task Tag_name="addcosts" Process_ID="addcosts"  Executor="Client" 264 
address="x" Enabled="enabled"/> 265 
      </true_branch> 266 
     </condition> 267 
    </sequence> 268 
   </Process> 269 
  </Process_section> 270 
 </Business_context_provisions> 271 
 <Legal_context_provisions> 272 
  <DItem_section> 273 
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   <External_resource_reference_DItem Tag_name="GeneralProvisions" DItem_ID="ID31" 274 
Is_legally_binding="true" Resource_state="available">http://service.telegraaf.nl/tarieven/website/index.php?39 275 
   </External_resource_reference_DItem> 276 
  </DItem_section> 277 
 </Legal_context_provisions> 278 
 <!-- End of Where concepts        ************************************************************** --> 279 
 <!-- Beginning of What concepts ************************************************************** --> 280 
 <Exchanged_value> 281 
  <Service> 282 
   <DItem_section> 283 
    <String_DItem Tag_name="AdType" DItem_ID="ID20">Banner 468*60</String_DItem> 284 
    <Integer_DItem Tag_name="TotalNumberImpressions" 285 
DItem_ID="TotalImpressions1">90000</Integer_DItem> 286 
    <Integer_DItem Tag_name="OrderedImpressions" 287 
DItem_ID="OrderedImpressions1">80000</Integer_DItem> 288 
    <Integer_DItem Tag_name="BonusImpressions" 289 
DItem_ID="BonusImpressions1">10000</Integer_DItem> 290 
    <String_DItem Tag_name="PublishingSite" DItem_ID="ID18">DFT</String_DItem> 291 
    <Integer_DItem Tag_name="Frequency" DItem_ID="ID30">3</Integer_DItem> 292 
   </DItem_section> 293 
   <Rule_section> 294 
    <Computational_derivation_Rule Tag_name="ImpressionsNrRule" Rule_ID="ImpressionsNr" 295 
Enabled="enabled"> 296 
     <Derived_DItem_ref>TotalImpressions1</Derived_DItem_ref> 297 
     <Derivation_expression>OrderedImpressions1+ 298 
BonusImpressions1</Derivation_expression> 299 
    </Computational_derivation_Rule> 300 
    <Reaction_rule Tag_name="ServiceDelivery" Rule_ID="StartAdCampaignRule" 301 
Enabled="enabled"> 302 
     <Rule_conditions>(StartDate1=CurrentDate) OR 303 
(StartDate2=CurrentDate)</Rule_conditions> 304 
     <Executive_action Type="must" Assigned_to="DeTelegraaf"> 305 
      <Targets>StartAdCampaign1</Targets> 306 
     </Executive_action> 307 
    </Reaction_rule> 308 
   </Rule_section> 309 
   <Process_section> 310 
    <Process Tag_name="StartAdCampaign" Process_ID="StartAdCampaign1" 311 
Enabled="enabled"> 312 
     <task Tag_name="MakeImpressions" Process_ID="MakeImpression" address="x" 313 
Enabled="enabled"/> 314 
    </Process> 315 
   </Process_section> 316 
  </Service> 317 
 </Exchanged_value> 318 
 <Exchanged_value> 319 
  <Fincial_reward> 320 
   <DItem_section> 321 
    <List_of_money_DItem> 322 
     <Money Tag_name="CPM" DItem_ID="CPM" Currency="EUR" 323 
NewDataProvider="DeTelegraaf" AssignmentType="may">25</Money> 324 
    </List_of_money_DItem> 325 
    <Real_DItem Tag_name="BTW" DItem_ID="BTW">0.22</Real_DItem> 326 
    <List_of_money_DItem> 327 
     <Money Tag_name="TotalPrice" DItem_ID="TotalPrice" Currency="EUR">2440</Money> 328 
    </List_of_money_DItem> 329 
    <List_of_real_DItem> 330 
     <Real Tag_name="AmountDue" DItem_ID="AmountDue">2440</Real> 331 
    </List_of_real_DItem> 332 
   </DItem_section> 333 
   <Rule_section> 334 
    <Reaction_rule Tag_name="PaymentRule" Rule_ID="ID2503" Enabled="enabled"> 335 
     <Rule_conditions>ContractDate=CurrentDate</Rule_conditions> 336 
     <Executive_action Assigned_to="Client" Type="must"> 337 
      <Targets>ProvidePayment</Targets> 338 
     </Executive_action> 339 
    </Reaction_rule> 340 
   </Rule_section> 341 
   <Process_section> 342 
    <Process Tag_name="Payment" Process_ID="ProvidePayment"> 343 
     <task Tag_name="Pay" Process_ID="ID240201" address="y"/> 344 
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    </Process> 345 
   </Process_section> 346 
  </Fincial_reward> 347 
 </Exchanged_value> 348 
 <Exchange_value_provisions> 349 
  <DItem_section> 350 
   <Date_DItem Tag_name="StartDate" DItem_ID="StartDate1">2005-02-01</Date_DItem> 351 
   <Date_DItem Tag_name="EndDate" DItem_ID="EndDate1">2005-02-15</Date_DItem> 352 
   <Date_DItem Tag_name="StartDate" DItem_ID="StartDate2">2005-03-01</Date_DItem> 353 
   <Date_DItem Tag_name="EndDate" DItem_ID="EndDate2">2005-03-15</Date_DItem> 354 
   <External_resource_reference_DItem Tag_name="PublishingSiteURL" DItem_ID="ID19" 355 
Is_legally_binding="false">http://www.dft.nl</External_resource_reference_DItem> 356 
  </DItem_section> 357 
  <Rule_section> 358 
   <State_constraint_Rule Tag_name="PlaceReservationConstraint" 359 
Rule_ID="PlaceReservationConstraint" Enabled="enabled" Type="must_observe" Assigned_to="Client"> 360 
    <Rule_conditions>(StartDate1-RequestPositionReservation.Date_Of_occurance) 361 
&gt;14</Rule_conditions> 362 
   </State_constraint_Rule> 363 
   <Reaction_rule Tag_name="PaymentDelay" Rule_ID="PaymentDelay" Enabled="enabled"> 364 
    <Rule_conditions>(ContractDate+14&gt;CurrentDate) AND (AmountDue[Last] 365 
&gt;0)</Rule_conditions> 366 
    <Copier_action> 367 
     <Target_element>AmountDue</Target_element> 368 
     <New_value>((AmountDue)*1.01Exp (((CurrentDate-ContractDate-14) div 30) 369 
+1)</New_value> 370 
    </Copier_action> 371 
   </Reaction_rule> 372 
   <Computational_derivation_Rule Tag_name="PriceCalculationRule" 373 
Rule_ID="PriceCalculationRule" Enabled="enabled"> 374 
    <Derived_DItem_ref>TotalPrice[New]</Derived_DItem_ref> 375 
   <Derivation_expression>(OrderedImpressions1/1000*CPM)(BTW+1)</Derivation_expression> 376 
   </Computational_derivation_Rule> 377 
   <Reaction_rule Tag_name="ChangeTariff" Rule_ID="ChangeTariff1" Enabled="enabled"> 378 
    <Rule_conditions>(RequestChangeTariff=true) AND 379 
(CPM[New]&lt;1.15*CPM[First])</Rule_conditions> 380 
    <Copier_action> 381 
     <Target_element>CPM</Target_element> 382 
     <New_value>CPM[New]</New_value> 383 
    </Copier_action> 384 
   </Reaction_rule> 385 
   <Reaction_rule Tag_name="ChangeAdRule" Rule_ID="ChangeAdRule" Enabled="enabled"> 386 
    <Rule_conditions>NeedForAdChange</Rule_conditions> 387 
    <Executive_action Assigned_to="DeTelegraaf" Type="may"> 388 
     <Targets>ChangeAd</Targets> 389 
    </Executive_action> 390 
   </Reaction_rule> 391 
   <Reaction_rule Tag_name="Cancelation" Rule_ID="Cancelation1" Enabled="enabled"> 392 
    <Rule_conditions>(RequestForCancelation=true) AND ((StartDate1-393 
CurrentDate)&gt;9</Rule_conditions> 394 
    <Copier_action> 395 
     <Target_element>AmountDue</Target_element> 396 
     <New_value>AmountDue*0.025</New_value> 397 
    </Copier_action> 398 
   </Reaction_rule> 399 
   <Reaction_rule Tag_name="Cancelation" Rule_ID="Cancelation2" Enabled="enabled"> 400 
    <Rule_conditions>(RequestForCancelation=true) AND (10&gt;(StartDate1-401 
CurrentDate)&gt;4</Rule_conditions> 402 
    <Copier_action> 403 
     <Target_element>AmountDue</Target_element> 404 
     <New_value>AmountDue*0.04</New_value> 405 
    </Copier_action> 406 
   </Reaction_rule> 407 
   <Reaction_rule Tag_name="Cancelation" Rule_ID="Cancelation3" Enabled="enabled"> 408 
    <Rule_conditions>(RequestForCancelation=true) AND (5&gt;(StartDate1-409 
CurrentDate)&gt;0</Rule_conditions> 410 
    <Copier_action> 411 
     <Target_element>AmountDue</Target_element> 412 
     <New_value>AmountDue*0.06</New_value> 413 
    </Copier_action> 414 
   </Reaction_rule> 415 
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   <Free_text_rule Tag_name="GarantiesAdverteerder" Rule_ID="GarantiesAdverteerder" 416 
Enabled="enabled">       417 

De Telegraaf is not responsible for damages suffered by a client due to the publishing (or not 418 
publishing) of its advertisement. The liability of De Telegraaf is limited to the price of an 419 
advertisement. Any costs incurred by De Telegraaf  due to the publishing of an advertisement 420 
of a client (e.g., damage on third parties) must be covered by the client. 421 

   </Free_text_rule> 422 
   <Reaction_rule Tag_name="ResolveRemainings" Rule_ID="ResolveRemaingns" 423 
Enabled="enabled"> 424 
    <Rule_conditions>((EndDate1=CurrentDate) OR (EndDate2=CurrentDate)) AND 425 
(RemainingImpressions &gt; 0)</Rule_conditions> 426 
    <Executive_action Assigned_to="DeTelegraaf Client" Type="must"> 427 
     <Targets>Renegotiate1</Targets> 428 
    </Executive_action> 429 
   </Reaction_rule> 430 
  </Rule_section> 431 
  <Process_section> 432 
   <Process Tag_name="ChangeAd" Process_ID="ChangeAd" Enabled="enabled"> 433 
    <task Tag_name="MakeChange" Process_ID="MakeChange" address="x" 434 
Enabled="enabled" Executor="DeTelegraaf"/> 435 
   </Process> 436 
  </Process_section> 437 
 </Exchange_value_provisions> 438 
 <!-- End of What concepts ***************************************************************  --> 439 
 <!-- Beginning of HoW concepts ********************************************************   --> 440 
 <Contracting_process> 441 
  <Process_section> 442 
   <Process Tag_name="Renegotiate" Process_ID="Renegotiate1" Enabled="enabled"> 443 
    <sequence> 444 
     <task Tag_name="RespondRenegotiationRequest" Process_ID=" 445 
RespondRenegotiationRequest " address="x" Executor="DeTelegraaf" Enabled="enabled"/> 446 
     <task Tag_name="UpdateContract" Process_ID="UpdateContract" 447 
Executor="DeTelegraaf" Enabled="enabled" address="x"/> 448 
     <task Tag_name="SendContract" Process_ID="SendContract1" Executor="DeTelegraaf" 449 
Enabled="enabled" address="x"/> 450 
     <task Tag_name="SignAndReturnContract" Process_ID="SignAndReturnContract" 451 
Executor="Client" Enabled="enabled" address="x"/> 452 
    </sequence> 453 
   </Process> 454 
  </Process_section> 455 
 </Contracting_process> 456 
 <Communication> 457 
  <DItem_section> 458 
   <List_of_events_DItem> 459 
    <Event Tag_name="ChangeTariff" DItem_ID="RequestChangeTariff" 460 
NewDataProvider="DeTelegraaf" AssignmentType="may" Time_of_occurence="0:0:0" 461 
Date_of_occurence="1000-01-01">false</Event> 462 
   </List_of_events_DItem> 463 
   <Event_DItem Tag_name="NeedForAdChange" DItem_ID="NeedForAdChange" 464 
AssignmentType="may" NewDataProvider="DeTelegraaf">false</Event_DItem> 465 
   <Event_DItem Tag_name="RequestForCancelation" DItem_ID="RequestForCancelation" 466 
AssignmentType="may" NewDataProvider="Client" Time_of_occurence="0:0:0" Date_of_occurence="1000-467 
01-01">false</Event_DItem> 468 
   <Event_DItem Tag_name="RequestPositionReservation" 469 
DItem_ID="RequestPositionReservation" Time_of_occurence="0:0:0" Date_of_occurence="1000-01-01" 470 
AssignmentType="may" NewDataProvider="Client">false</Event_DItem> 471 
   <Event_DItem Tag_name="ForceMajeure" DItem_ID="ForceMajeure" NewDataProvider="Client 472 
DeTelegraaf" AssignmentType="may" Time_of_occurence="0:0:0" Date_of_occurence="1000-01-473 
01">false</Event_DItem> 474 
   <List_of_events_DItem> 475 
    <Event Tag_name="ContractBreach" DItem_ID="ContractBreach" NewDataProvider="Client 476 
DeTelegraaf" AssignmentType="may" Time_of_occurence="0:0:0" Date_of_occurence="1000-01-477 
01">false</Event> 478 
   </List_of_events_DItem> 479 
   <Integer_DItem Tag_name="AdditionalCosts" DItem_ID="AdditionalCosts" 480 
NewDataProvider="DeTelegraaf" AssignmentType="may">0</Integer_DItem> 481 
   <Event_DItem Tag_name="Bankruptcy" DItem_ID="BankruptcyOfClient" 482 
NewDataProvider="Client" AssignmentType="may" Time_of_occurence="0:0:0" Date_of_occurence="1000-483 
01-01">false</Event_DItem> 484 
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   <Event_DItem Tag_name="Moratorium" DItem_ID="MoratoriumByClient" 485 
NewDataProvider="Client" AssignmentType="may" Time_of_occurence="0:0:0" Date_of_occurence="1000-486 
01-01">false</Event_DItem> 487 
   <Integer_DItem Tag_name="RemainingImpressions" DItem_ID="RemainingImpressions" 488 
AssignmentType="must" NewDataProvider="Client">90000</Integer_DItem> 489 
  </DItem_section> 490 
 </Communication> 491 
 </Contract>492 
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Appendix F 
 
 

E-Contracting Markup Language (ECML)  
Version: 0.03 
Comments: ECML has been designed with an illustrative purpose. ECML is an XML based 
language that supports the requirements on e-contract languages listed in Chapter 7. This 
appendix contains the XML schema of ECML. The ECML schema can directly be used for 
definition of e-contracts. All textual comments are enclosed in “<!--“ ... “--> “ and do not 
influence XML parsers (these comments can be deleted, resulting in the pure ECML schema).  
The schema is divided into four parts. The first three parts correspond to the three basic 
classes of e-contract language constructs. The forth part defines the structure of e-contracts 
provided by ECML.  
 

ECML schema  

 
<?xml version="1.0" encoding="UTF-8"?> 
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Samuil Angelov (Technische Universiteit 
Eindhoven) --> 
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" 
attributeFormDefault="unqualified"> 
 <!-- PART 1 --> 
 <!-- definition of standard DataItem TYPES --> 
 <xs:attributeGroup name="Common_DItem_attributes"> 
  <xs:attribute name="Tag_name" type="xs:string" use="required"/> 
  <xs:attribute name="DItem_ID" type="xs:ID" use="required"/> 
  <xs:attribute name="NewDataProvider" type="xs:IDREFS" use="optional"/> 
  <xs:attribute name="AssignmentType" type="Constraint_type" use="optional"/> 
  <xs:attribute name="Properties" type="xs:IDREFS" use="optional"/> 
 </xs:attributeGroup> 
 <xs:complexType name="String_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:string"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Real_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:decimal"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Integer_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:integer"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Boolean_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:boolean"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <!--  Sample definition of data items from the List data type. Additional list types can be defined by 
designers in the schema or in the e-contract itself. --> 
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 <xs:simpleType name="List_of_strings_type"> 
  <xs:list itemType="xs:string"/> 
 </xs:simpleType> 
 <xs:complexType name="List_of_events_type"> 
  <xs:sequence> 
   <xs:element name="Event" type="Event_type" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="List_of_money_type"> 
  <xs:sequence> 
   <xs:element name="Money" type="Money_type" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="List_of_real_type"> 
  <xs:sequence> 
   <xs:element name="Real" type="Real_type" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- For the definition of data items from the Record data type, contract designers can use the build in XML 
Schema Complex Type element. --> 
 <!-- Definition of special data types --> 
 <xs:complexType name="Date_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:date"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Time_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:time"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Money_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:decimal"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
    <xs:attribute name="Currency" type="Currency_type" use="required"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="Event_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:boolean"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
    <xs:attribute name="Time_of_occurence" type="xs:time" use="optional"/> 
    <xs:attribute name="Date_of_occurence" type="xs:date" use="optional"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <xs:complexType name="External_resource_reference_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:anyURI"> 
    <xs:attributeGroup ref="Common_DItem_attributes"/> 
    <xs:attribute name="Resource_state" type="List_of_resource_types" use="optional"/> 
    <xs:attribute name="Is_legally_binding" type="xs:boolean" use="required"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <!-- Definition of snippets --> 
 <xs:complexType name="Snippet_type"> 
  <xs:sequence> 
   <xs:any maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="Snippet_ID" type="xs:ID" use="required"/> 
 </xs:complexType> 
 <!-- Definition of rule/process state type --> 
 <xs:simpleType name="State_type"> 
  <xs:restriction base="xs:string"> 
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   <xs:pattern value="enabled|disabled"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- Definition of deontic operators --> 
 <xs:simpleType name="Constraint_type"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="must"/> 
   <xs:enumeration value="may"/> 
   <xs:enumeration value="may_not"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- Definition of static constraints deontic operators --> 
 <xs:simpleType name="State_constraint_type"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="must_observe"/> 
   <xs:enumeration value="may_break"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- Definition of currency types --> 
 <xs:simpleType name="Currency_type"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="USD"/> 
   <xs:enumeration value="EUR"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- Definition of resource state types --> 
 <xs:simpleType name="List_of_resource_types"> 
  <xs:list itemType="Resource_state_type"/> 
 </xs:simpleType> 
 <xs:simpleType name="Resource_state_type"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="available"/> 
   <xs:enumeration value="unavailable"/> 
   <xs:enumeration value="changed"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- PART 2 --> 
 <!-- definition of the integrity, derivation, and reaction contract rules. The common for all three rule types 
attributes are extracted in the attribute group “Common_rule_attributes”. --> 
 <xs:attributeGroup name="Common_rule_attributes"> 
  <xs:attribute name="Tag_name" type="xs:string" use="required"/> 
  <xs:attribute name="Rule_ID" type="xs:ID" use="required"/> 
  <xs:attribute name="Enabled" type="State_type" use="required"/> 
  <xs:attribute name="Overrides" type="xs:IDREFS" use="optional"/> 
 </xs:attributeGroup> 
 <!-- Definition of expressions in rule types.  The expression strings can be mixed with references to earlier 
defined data items. --> 
 <xs:complexType name="Expression" mixed="true"> 
  <xs:sequence> 
   <xs:element name="Expression_DItem_ref" type="xs:IDREF" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- definition of Integrity rules (distinguishing "State_constraint_rule_type" and the 
"Dynamic_constraint_rule_type") --> 
 <xs:complexType name="State_constraint_rule_type"> 
  <xs:sequence> 
   <xs:element name="Rule_conditions" type="Expression"/> 
  </xs:sequence> 
  <xs:attributeGroup ref="Common_rule_attributes"/> 
  <xs:attribute name="Assigned_to" type="xs:IDREFS" use="optional"/> 
  <xs:attribute name="Type" type="State_constraint_type" use="optional"/> 
 </xs:complexType> 
 <xs:complexType name="Dynamic_constraint_rule_type"> 
  <xs:sequence> 
   <xs:element name="Rule_conditions" type="Expression"/> 
   <xs:element name="Element_ref" type="xs:IDREF"/> 
   <xs:element name="Element_attribute_ref" type="xs:IDREF" minOccurs="0"/> 
   <xs:element name="Restricted-nonrestricted_states" type="Expression" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="Type" type="Constraint_type"/> 
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  <xs:attributeGroup ref="Common_rule_attributes"/> 
 </xs:complexType> 
 <!-- definition of the derivation rules (distinguishing "Computational_derivation_rule_type" and 
"Linguistic_derivation_rule_type") --> 
 <xs:complexType name="Computational_derivation_rule_type"> 
  <xs:sequence> 
   <xs:element name="Derivation_condition" type="Expression" minOccurs="0"/> 
   <xs:element name="Derived_DItem_ref" type="xs:string"/> 
   <xs:element name="Derivation_expression" type="Expression"/> 
  </xs:sequence> 
  <xs:attributeGroup ref="Common_rule_attributes"/> 
 </xs:complexType> 
 <xs:complexType name="Linguistic_derivation_rule_type"> 
  <xs:sequence> 
   <xs:element name="Derivation_condition" type="Expression" minOccurs="0"/> 
   <xs:element name="Property_extended_DItem_ref" type="xs:IDREF"/> 
   <xs:element name="Property_to_be_added_ref" type="xs:IDREF"/> 
  </xs:sequence> 
  <xs:attributeGroup ref="Common_rule_attributes"/> 
 </xs:complexType> 
 <!-- definition of reaction rules (distinguishing enabler, executive, and copiers reaction rules) --> 
 <xs:complexType name="Enabler_action_type"> 
  <xs:sequence> 
   <xs:element name="Target_element" type="xs:IDREFS"/> 
   <xs:element name="New_state" type="State_type"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="Executive_action_type"> 
  <xs:sequence> 
   <xs:element name="Targets" type="xs:IDREFS"/> 
  </xs:sequence> 
  <xs:attribute name="Type" type="Constraint_type"/> 
  <xs:attribute name="Assigned_to" type="xs:IDREFS" use="optional"/> 
 </xs:complexType> 
 <xs:complexType name="Copier_action_type"> 
  <xs:sequence> 
   <xs:element name="Target_element" type="xs:IDREF"/> 
   <xs:element name="Target_attribute" type="xs:string" minOccurs="0"/> 
   <xs:element name="New_value" type="List_of_strings_type" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="Reaction_rule_type"> 
  <xs:sequence> 
   <xs:element name="Rule_conditions" type="Expression"/> 
   <xs:choice> 
    <xs:element name="Enabler_action" type="Enabler_action_type"/> 
    <xs:element name="Executive_action" type="Executive_action_type"/> 
    <xs:element name="Copier_action" type="Copier_action_type"/> 
   </xs:choice> 
  </xs:sequence> 
  <xs:attributeGroup ref="Common_rule_attributes"/> 
 </xs:complexType> 
 <!--  definition of free-text rules --> 
 <xs:complexType name="Free_text_rule_type"> 
  <xs:simpleContent> 
   <xs:extension base="xs:string"> 
    <xs:attributeGroup ref="Common_rule_attributes"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <!-- PART 3 --> 
 <!--  definition of process specifications --> 
 <xs:group name="Common_elements"> 
  <xs:choice> 
   <xs:element name="task" type="taskType"/> 
   <xs:element name="sequence" type="sequenceType"/> 
   <xs:element name="any_sequence" type="any_sequenceType"/> 
   <xs:element name="choice" type="choiceType"/> 
   <xs:element name="condition" type="conditionType"/> 
   <xs:element name="parallel_sync" type="parallel_syncType"/> 
   <xs:element name="parallel_no_sync" type="parallel_no_syncType"/> 
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   <xs:element name="parallel_part_sync" type="parallel_part_syncType"/> 
   <xs:element name="parallel_part_sync_cancel" type="parallel_part_sync_cancelType"/> 
   <xs:element name="restricted_parallel_sync" type="restricted_parallel_syncType"/> 
   <xs:element name="wait_all" type="wait_allType"/> 
   <xs:element name="wait_any" type="wait_anyType"/> 
   <xs:element name="while_do" type="while_doType"/> 
   <xs:element name="terminate" type="terminateType"/> 
  </xs:choice> 
 </xs:group> 
 <xs:complexType name="any_sequenceType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="choiceType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="conditionType"> 
  <xs:choice minOccurs="0" maxOccurs="unbounded"> 
   <xs:element name="true_branch" type="true_branchType"/> 
   <xs:element name="false_branch" type="false_branchType"/> 
  </xs:choice> 
  <xs:attribute name="condition" type="xs:IDREFS" use="required"/> 
  <xs:attribute name="description" type="xs:string"/> 
 </xs:complexType> 
 <xs:complexType name="false_branchType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="parallel_no_syncType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="parallel_part_syncType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="number" type="xs:NMTOKEN" use="required"/> 
 </xs:complexType> 
 <xs:complexType name="parallel_part_sync_cancelType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="number" type="xs:NMTOKEN" use="required"/> 
 </xs:complexType> 
 <xs:complexType name="parallel_syncType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="restricted_parallel_syncType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="sequenceType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="taskType"> 
  <xs:sequence> 
   <xs:element name="event" type="Event_type" minOccurs="0" maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="Tag_name" type="xs:string" use="required"/> 
  <xs:attribute name="Process_ID" type="xs:ID" use="required"/> 
  <xs:attribute name="address" type="xs:string" use="required"/> 
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  <xs:attribute name="Executor" type="xs:IDREFS" use="optional"/> 
  <xs:attribute name="doc_read" type="xs:NMTOKENS"/> 
  <xs:attribute name="doc_update" type="xs:NMTOKENS"/> 
  <xs:attribute name="doc_create" type="xs:NMTOKENS"/> 
  <xs:attribute name="result" type="xs:string"/> 
  <xs:attribute name="start_time" type="xs:NMTOKENS"/> 
  <xs:attribute name="end_time" type="xs:NMTOKENS"/> 
  <xs:attribute name="notify" type="xs:string"/> 
  <xs:attribute name="Enabled" type="State_type"/> 
  <xs:attribute name="Applied_rules" type="xs:IDREFS"/> 
 </xs:complexType> 
 <xs:complexType name="terminateType"/> 
 <xs:complexType name="timeoutType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="time" type="xs:string" use="required"/> 
  <xs:attribute name="type" default="absolute"> 
   <xs:simpleType> 
    <xs:restriction base="xs:NMTOKEN"> 
     <xs:enumeration value="relative"/> 
     <xs:enumeration value="s_relative"/> 
     <xs:enumeration value="absolute"/> 
    </xs:restriction> 
   </xs:simpleType> 
  </xs:attribute> 
 </xs:complexType> 
 <xs:complexType name="true_branchType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="wait_allType"> 
  <xs:choice maxOccurs="unbounded"> 
   <xs:element name="event_ref" type="xs:IDREF"/> 
   <xs:element name="timeout" type="timeoutType"/> 
  </xs:choice> 
 </xs:complexType> 
 <xs:complexType name="wait_anyType"> 
  <xs:choice maxOccurs="unbounded"> 
   <xs:element name="event_ref" type="xs:IDREF"/> 
   <xs:element name="timeout" type="timeoutType"/> 
  </xs:choice> 
 </xs:complexType> 
 <xs:complexType name="while_doType"> 
  <xs:sequence> 
   <xs:group ref="Common_elements"/> 
  </xs:sequence> 
  <xs:attribute name="condition" type="xs:string" use="required"/> 
 </xs:complexType> 
 <xs:complexType name="Route"> 
  <xs:sequence> 
   <xs:group ref="Common_elements"/> 
  </xs:sequence> 
  <xs:attribute name="Tag_name" type="xs:string" use="required"/> 
  <xs:attribute name="Process_ID" type="xs:ID" use="required"/> 
  <xs:attribute name="Enabled" type="State_type"/> 
  <xs:attribute name="Created_by" type="xs:string"/> 
  <xs:attribute name="Date" type="xs:string"/> 
 </xs:complexType> 
 <!-- PART 4  --> 
 <!-- structure of ECML e-contracts --> 
 <xs:complexType name="DItems_def_section"> 
  <xs:sequence maxOccurs="unbounded"> 
   <xs:choice> 
    <xs:element name="String_DItem" type="String_type"/> 
    <xs:element name="Real_DItem" type="Real_type"/> 
    <xs:element name="Integer_DItem" type="Integer_type"/> 
    <xs:element name="Boolean_DItem" type="Boolean_type"/> 
    <xs:element name="Date_DItem" type="Date_type"/> 
    <xs:element name="Time_DItem" type="Time_type"/> 
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    <xs:element name="Event_DItem" type="Event_type"/> 
    <xs:element name="Money_DItem" type="Money_type"/> 
    <xs:element name="External_resource_reference_DItem" 
type="External_resource_reference_type"/> 
    <xs:element name="List_of_events_DItem" type="List_of_events_type"/> 
    <xs:element name="List_of_strings_DItem" type="List_of_strings_type"/> 
    <xs:element name="List_of_money_DItem" type="List_of_money_type"/> 
    <xs:element name="List_of_real_DItem" type="List_of_real_type"/> 
    <xs:any/> 
    <!-- Required to allow the definition of user-defined complex types and lists --> 
   </xs:choice> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="Rule_def_section"> 
  <xs:sequence maxOccurs="unbounded"> 
   <xs:choice> 
    <xs:element name="State_constraint_Rule" type="State_constraint_rule_type" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Dynamic_constraint_Rule" type="Dynamic_constraint_rule_type" 
minOccurs="0" maxOccurs="unbounded"/> 
    <xs:element name="Computational_derivation_Rule" 
type="Computational_derivation_rule_type" minOccurs="0" maxOccurs="unbounded"/> 
    <xs:element name="Linguistic_derivation_Rule" type="Linguistic_derivation_rule_type" 
minOccurs="0" maxOccurs="unbounded"/> 
    <xs:element name="Reaction_rule" type="Reaction_rule_type" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Free_text_rule" type="Free_text_rule_type" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xs:choice> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="Process_def_section"> 
  <xs:sequence> 
   <xs:element name="Process" type="Route" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="Only_DItems_section"> 
  <xs:sequence> 
   <xs:element name="DItem_section" type="DItems_def_section"/> 
   <xs:element name="Snippet_section" type="Snippet_type" minOccurs="0"/> 
   <!-- required to support the inclusion of externally defined data items --> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="DItems_and_rules_section"> 
  <xs:sequence> 
   <xs:element name="DItem_section" type="DItems_def_section" minOccurs="0"/> 
   <xs:element name="Rule_section" type="Rule_def_section" minOccurs="0"/> 
   <xs:element name="Snippet_section" type="Snippet_type" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="DItems_and_processes_section"> 
  <xs:sequence> 
   <xs:element name="DItem_section" type="DItems_def_section" minOccurs="0"/> 
   <xs:element name="Process_section" type="Process_def_section" minOccurs="0"/> 
   <xs:element name="Snippet_section" type="Snippet_type" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:complexType name="All_section"> 
  <xs:sequence> 
   <xs:element name="DItem_section" type="DItems_def_section" minOccurs="0"/> 
   <xs:element name="Rule_section" type="Rule_def_section" minOccurs="0"/> 
   <xs:element name="Process_section" type="Process_def_section" minOccurs="0"/> 
   <xs:element name="Snippet_section" type="Snippet_type" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- definition of contract sub-structures of the 4W structure--> 
 <xs:complexType name="Company_Info"> 
  <xs:sequence> 
   <xs:element name="Company_data" type="Only_DItems_section"/> 
   <xs:element name="Company_contact_data" type="Only_DItems_section"/> 
  </xs:sequence> 
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 </xs:complexType> 
 <xs:complexType name="Value_types"> 
  <xs:choice> 
   <xs:element name="Product" type="DItems_and_rules_section" minOccurs="0"/> 
   <xs:element name="Service" type="All_section" minOccurs="0"/> 
   <xs:element name="Fincial_reward" type="All_section" minOccurs="0"/> 
  </xs:choice> 
 </xs:complexType> 
 <!-- definition of the root element of the schema and the complete contract structure --> 
 <xs:element name="Contract"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Party" type="Company_Info" minOccurs="2" maxOccurs="unbounded"/> 
    <xs:element name="Mediator" type="Company_Info" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Business_context_provisions" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Legal_context_provisions" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Other_context_provisions" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Exchanged_value" type="Value_types" minOccurs="2" 
maxOccurs="unbounded"/> 
    <xs:element name="Exchange_value_provisions" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Contracting_process" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Standards" type="DItems_and_rules_section" minOccurs="0" 
maxOccurs="unbounded"/> 
    <xs:element name="Communication" type="All_section" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xs:sequence> 
   <xs:attribute name="Contract_ID" type="xs:string" use="required"/> 
   <xs:attribute name="ContractDate" type="xs:date" use="required"/> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 
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Appendix G 
   

Architecture notation 

 

- Architecture component 

 

- Higher level component 

 

- Passive data component  

 

- Active data component 

 
- Uni-/bi-directional data flow 

 
- Uni-/bi-directional data flow from multiple 
senders/to   multiple receivers 

 
- Information system of a third party 
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