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Abstract  
 
After the September 11th 2001 incident, the application of biometrics is a fast growing 
business. Essentially, a biometric system is a pattern recognition system that operates by 
acquiring biometric data from an individual, extracting a feature set from the acquired data, 
and comparing this feature set against the template set in the database. The technology relies 
on the automatic assessment of a unique body feature, such as a hand, face, ear, voice, odour 
(smell), gait, iris, DNA or fingerprint. Depending on the application context, a biometric 
system may operate either in verification or in identification mode. There are a number of 
biometric based identification and verification systems available on the market, mainly for 
military and forensic applications, with the main emphasis on identification.  
Financial institutions like banks, however, are seeking for biometric alternatives for 
verification purposes, in order to replace the commonly used PIN (Personal Identification 
Number). Only a few biometric technologies (iris, retina, DNA and fingerprints) may fulfil 
this requirement of the banks. Combined with a patent submitted by Dr. L.J. van Ruyven 
under patent number WO 93/18486, the TNO Research tests on a specifically, by Siemens, 
developed elastomer for this purpose, this project came to life. A comprehensive study has 
been performed on presently available biometric identification and verification devices, 
evaluating the pro’s and cons. Collectability, acceptability and fraud sensitivity (resistance) 
pushed this research to the application of fingerprint verification only. Basically, there are two 
rules on which the science of fingerprint verification and identification is based on: 

1. The fingerprints are "permanent" in that they are formed prior to birth, and remain 
the same throughout lifetime, until sometime after death when decomposition sets 
in.  

2. The fingerprints are "unique"; no two fingerprints, or friction ridge areas, made by 
different fingers or areas, are the same or are identical in their ridge characteristic 
arrangement.   

Fingerprints can be classified in three levels; level 1 classification by fingerprint patters, level 
2 classification by specific characteristics, like minutiae points such as bifurcations, ridge 
ends and dots and finally level 3 classification by dimensional attributes of a ridge, such as a 
ridge path, width, shape, pores, edge contour, incipient ridges, breaks, creases, scars, and 
other permanent details. The latter one is called high-resolution features. The specific level 2 
features were detected by Sir Francis Galton and are therefore called Galton features. There 
are 13 different Galton features classified. It should be noted that the uniqueness of the 
fingerprint (set of papillary ridge lines) does not automatically imply the uniqueness of a set 
of features of a fingerprint. As, in general, only a portion of the entire fingerprint is 
investigated, the uniqueness of a set of features has to be proven. A portion of a fingerprint is 
taken and divided into cells with a dimension of 1 mm x 1 mm, whereby the frequency of 
occurrence of the 13 possible Galton features is tested. In our specific fingerprint set of 
features, we calculated the probability of a configuration of 16 minutiae in an observed area 
of 49 mm2, of 2.492 x 10-23. This outcome confirms the uniqueness of fingerprint feature 
configurations, necessary for the next step of the research.  
A patent was used, based on the assumption that persons could be identified by the 
geometrical property of distances between the papillary ridges. The combination with the 
elastomer foil should facilitate the performance of ridge tracking. The result was only partly 
acceptable for level 2 verification, as the foil on the applied press-plate is so stiff that only 
lines, bifurcations and endpoints of the fingerprint can be detected. It became clear that pores 
could not be detected with the applied stiff press-plate.  
The next step was to perform additional simulations, Finite Element Analysis, in order to 
check whether a press plate could be used at all for pores detection.  
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A thinner and less stiff foil has been considered, applying a gel instead of an elastomer. The 
tests showed, however, that a weaker press-plate would result in a very vulnerable, almost 
unusable system. An even greater problem occurred by assuming that the ridge structure 
would behave like congruent images under all environmental conditions.  
The impact of Humidity and Temperature were tested separately to verify this assumption, but 
most of all to find a mathematical relation between the obtained images. It was concluded that 
the obtained images do change under different environmental conditions and that 
mathematical compensation will not solve this problem under all possible conditions. 
Therefore, the assumption of compensating congruent images is rejected. The final test, the 
impact of pressure, based on the mechanical properties of the skin, showed significant 
changes in ridge structures under different pressure and turned out to be the main reason for 
rejecting the usage of finger line tracking based on the patent.    
As the initial project description was abandoned, a different prototype design was developed 
and built, using a scanning technique of an orthogonal grid. The choice for this technique was 
mainly based on new results from literature research. With scanning in a grid all the necessary 
information of the fingerprint could be retrieved. The constructed prototype consists of an 
optical system with the press-plate, drives, data-acquisition equipment, reconstruction 
algorithm and the necessary interfaces.  
An altitude map chart, containing sufficient papillary ridge information was obtained for both 
slope directions (x- & y- direction). Initially, it was not possible to synchronise these two 
independent measurement data, a minor shift occurred. The obtained shift was caused by the 
not constant rotating speed of the rotating mirror.  By applying two trigger signals, better 
results were obtained. By building this prototype, it was proven that images could be made 
and that the reconstruction algorithm for transforming the obtained slope information into an 
altitude chart is possible. Level 2 features are detectable. Nevertheless, this does not fulfil the 
requirement to distinguish pores.  
All the above-performed steps made clear that level 2 classifications could not suffice. An 
additional feature is required and pores seemed to be the most suitable level 3 add on. The 
characteristics of pores and its spatial distribution were investigated, showing the uniqueness 
of intra-ridge pores configurations. Therefore, adding pores to the standard level 2 
classification techniques could result in the fulfilment of the bank requirements. The initial 
system architecture was adapted accordingly. By adding pores the required surface could be 
diminished, but the scanning resolution should be increased. In general, at level 2 verification, 
a scanning resolution (Rlevel.1 = Rlevel.2) of 20 points or pixels per mm is sufficient. As pores 
should be detected, the sampling period of half the size of the smallest pore, 60 µm, is 
applied. This results in a minimum resolution of the sensor of approximately 33 points per 
mm. A new prototype was developed using no moving parts and consisting of the following 
components:  
• Ring green LED illumination; using strike light instead of direct illumination. This 

application resulted in a substantial higher contrast of the image. 
• Telecentric lens; a telecentric objective certifies the same magnification when small 

distance variations in the axis direction occur. Therefore the position of the finger may 
vary slightly in that direction.  

• CCD camera; the spatial resolution, the sampling rate, is approximately 120 ppmm in the 
horizontal direction and 116 ppmm in the vertical direction. This is 3,75 times greater than 
the required resolution of the sensor.  

• Ring holder for the positioning of the finger; to assure that the position of the finger is 
almost similar at all circumstances, the choice is made for a ring, a kind of aperture, with a 
inner diameter of approximately 7 mm. Furthermore a ring has advantages over a standard 
glass device. 
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As the reasons for these choices are comprehensively described in chapter 3 of this thesis, 
some unique features should be highlighted. The present available sensors mostly have direct 
light. By applying ring LEDs (Light Emitting Diodes) strike light is obtained, improving the 
contrast ratio. The choice of a different green or blue wavelength instead of standard white 
light is also a unique additional feature. It is related to the penetration level of the light into 
the skin, in order to obtain the maximum reflection. To test the performance of all properties 
of the applied components of the set up, the optical design software program Zemax has been 
applied.  
These simulation tests have shown that this sensor set up fulfils the initial bank requirements. 
The chosen camera and the applied telecentric lens system meet the required MTF to obtain a 
sufficient contrast to distinguish the minimum size of a pore for level 3 classification. The 
field curvature of the sensor, as function of the distance to the optical axis is low, maximum 
27 µm, and can be neglected. The depth of field shows that the image of the finger is still 
sharp with a shift of the finger of maximum 10 mm and an out of focus direction of maximum 
600 µm. Vignetting, the loss of light, when the beam that enters the objective at an angle with 
the optical axis may miss a part of the second lens, or the chip of the camera, is less then 3-4 
% and therefore negligible. Spherical aberration, coma and astigmatism are also negligible. It 
is concluded that the obtained images show distinctive pores, the main objective of the 
research.  
The final step in the design of an automatic fingerprint recognition system is the performance 
assessment of the system. The objective was to maximise the acquisition process, which 
mainly determines the performance of the complete system. A homemade software algorithm 
was added to combine two different, generally used, techniques based on grey value 
algorithms for level 2, ridges and minutiae, extraction and adapted thinning for level 3, pores 
extraction. A specific test image was used with distinct pores. This test image has almost 
negligible noise. The results of this extraction algorithm were used to match and compare 
with the fingerprint features statistical analysis and system performance estimates, as 
described by Roddy and Stosz [RS97]. The performance of a system is determined and judged 
by the feature uniqueness or variations of matching parameters, in other words by the False 
Acceptance Rate (FAR) and the False Rejection Rate (FRR). The FAR is directly related to 
the feature uniqueness of a configuration, the feature area, the number of features and the 
density of features. The FRR focuses on the inherent feature reliability, pores visibility, and 
the efficiency of the feature detection algorithm. The feature uniqueness has been proven for 
the sensor for different pores configurations, supporting the assumption of Ashbaugh and 
Locard [Ash95, Loc12], that 20 pores are sufficient to identify or verify a person. For the 
feature inherent reliability (Ri) and the algorithm detection reliability (Rd), separate methods 
have been applied. Ri has been determined empirically, as mathematical methods will 
generate algorithm errors. Algorithm detect reliabilities are determined by the missed detects 
and the false detects.  
All these determined reliabilities are combined to achieve the performance characteristics of 
our sensor, in other words, the FAR and FRR is determined, as function of the match score. 
Projecting these results on the required specifications of the bank, a FAR of 0,01% and a FRR 
of 0,005%, the outcome is above expectation. The observed performance of the prototype 
sensor meets the performance specifications of the banks by far.   
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1. Introduction  
 

1.1 Biometrics in general 
 
The requirement to determine the identity of a person is becoming more and more important 
in the present information society. There are a number of biometric based identification and 
verification systems on the market for many civilians, military and forensic applications. The 
interest in biometric systems is a fast growing business, which is still at its infant stage. The 
demand for biometrics is driven by several factors. For instance, more and more remote users 
require access to networks. Furthermore, the demand for reliable identification and 
verification is increasing, as there is a steady increase in commercial transactions over the 
internet. The continuous increase in the speed and capacity of digital systems is another push 
mechanism to apply biometrics, as they are increasingly capable to process the requirements 
of biometrics. Ironically however, the users form the major block, preventing large-scale 
acceptance and adaptation of biometrics, in particular with respect to social acceptance and 
privacy issues. These should not be neglected and form a major part in the decision on the 
(automated verification) system that has been applied for this research. 
 
Biometrics literally means ‘life measurement’ (Greek: bios = life & metron = measure). 
Nowadays it refers to two different fields of study. The oldest application refers to 
mathematics and statistics to problems with a biological component in the agricultural, 
environmental, economical, biological, and medical sciences. These include modelling, 
computational biology, economics, applied mathematics and statistical methods. More 
recently, the term's meaning has been broadened to include the study of methods for uniquely 
recognizing humans based upon one or more physical or behavioural traits. More specifically, 
in the business of security, the prime objective of this research, biometrics refers to automated 
methods for identifying and verifying people, in particular verifying. The technology relies on 
the automatic assessment of a unique body feature, such as a hand, face, ear, voice, odour 
(smell), gait, iris, DNA or fingerprint. Any human physiological and/or behavioural 
characteristic can be used as a biometric characteristic. A comprehensive overview of these 
technologies is given in the next paragraph (1.2). 
 
In the glossary compiled by the Association of Biometrics (AfB) of 1998, a biometric system 
is a system applying a measurable, physical characteristic or personal behaviour trait to 
recognize the identity, or verify the claimed identity, of an enrolee. Depending on the 
application context, a biometric system may operate either in verification mode or 
identification mode: 
 
In the identification mode, an individual is recognized, by searching the templates of all the 
users in a database for a match. The system conducts a one-to-many comparison to establish 
an individual’s identity. 
 
In the verification mode, the system validates a person’s identity by comparing the captured 
biometric data with her own biometric template(s) stored system database. In such a system, 
the system conducts a one-to-one comparison to determine whether the claim is true or not.  
 
The objective of this research is to develop and construct a prototype, based on a biometric 
technology, which can be applied for financial applications.  
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In this particular system, an individual desires to be recognized and claims an identity, usually 
via a PIN (Personal Identification Number), a user name, a smart card, etc., and the system 
should conduct a one to one comparison to determine whether the claim is true or not, in other 
words the system should conduct verification. The quantification of this objective is 
comprehensively detailed in paragraph 1.6. 
 
 

1.2 Evaluation of Biometric Identification and Verification 
Devices 

 
Many body characteristics are available in identification or verification devices. Below, a 
brief overview is given of the existing biometric technologies [JRP04]. Please note that this 
overview is merely a summary of the most commonly applied technologies and is therefore 
not limited. 
 
• Hand Geometry: 
With hand geometry the geometric shape of the hand is used for authenticating a user’s 
identity.  Each human hand is unique. Features as finger length, width, thickness, curvatures 
and the relative location of these features distinguish every human being from another. The 
hand geometry scanner is a device containing infrared LEDs, a CCD camera, mirrors and 
reflectors to capture black and white images of the human hand. At present they are big sized 
and relatively slow. For the purpose of verification, one uses the finger length, thickness, and 
curvature only. These features are not descriptive enough for identification. However, it can 
be ideally used in combination with other features to attain robust verification, especially in 
combination with fingerprints. It is mainly used for kinds of access control like immigration 
and border control, whereby ‘invasive’ biometrics, like fingerprints and retina, are not 
desirable as they infringe on privacy.   
 

 
  Figure 1.1:  Hand Geometry verification, using finger length, thickness and curving 

 
• Face Retrieval: 

Face retrieval is a physical biometric that analyses facial features. Face detection is based on a 
still image, usually black and white, to obtain the maximum resolution. One can use the eyes, 
the mouth and the nose (according to figure 1.2). This image will be projected by location and 
size and compared with a database of every human face it contains. There are many 
applications in which human face detection plays a very important role: face recognition 
systems are widely used in airport and other public places for automated surveillance 
applications.  
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In both law enforcement and human computer interaction applications, facial expression 
analysis and detection are gaining significance. An ongoing development is the usage of 
infrared imaging of faces and body parts for classification, recognition and identification.  
At present accuracies of 85% to 98% are obtained [JRP04] Please note that most of these 
above mentioned applications use face as a hard biometric for verification or identification of 
a person and mainly consist of the task of matching the actual image of a face with those 
stored in a database of face images, but soft traits of face modality are being used as well to 
group people instead of uniquely identifying.  
 

 
Figure 1.2:  Face retrieval identification using nose, eyes and facial characteristics (white rectangular)  

 
• Ear recognition: 

Ear recognition is another form of visual recognition. It is a biometric that is characterised by 
the shape of the outer ear, lobes and bone structure. It is based on matching the distance of 
salient or distinctive landmark points (locations) of the ear. There is some literature claiming 
that these shapes and characteristics of the human ear are widely different and may be in fact 
sufficiently variable, that it is possible to differentiate between the ears of all individuals 
[JRP04, JBP98]. There are sufficient arguments to reject this. There is not a single published 
scientific study that proves that ears are in fact different and distinct, so that such individuality 
can be verified through comparison.  
However, there are some very interesting studies and developments applying a new method of 
force field in which the image of an ear is treated as an array of Gaussian attractors that act as 
the source of a force field. This force generates directional properties. These are exploited to 
locate automatically a small number of potential energy wells and channels that form the basis 
of the ear description. This methodology has been applied to a small database of ears with 
good results, but no hard figures are available yet. 
 

 
Figure 1.3:  Extraction of potential Wells and Channels for ear pattern recognition 
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• Voice recognition: 
Voice authentication, also known as “speaker verification”, is defined as the automated 
verification of a person’s claimed identity, based on unique characteristics of their voice. A 
simple microphone is enough to record the voice, then most of the algorithm is analysing the 
voice spectrum. Speaker recognition systems can achieve a 0,5 % equal error rates at a 80% 
confidence level. It is however fraud sensitive. One should not confuse speaker/voice 
recognition with speech recognition. Speech recognition is the recognition of what you are 
saying, and not who you are. 
 

• Odour (smell): 
Every person emits an odour that is characteristic of its chemical composition and this could 
be used for distinguishing persons. A smell of air of a person is distributed over an array of 
chemical sensors, each sensitive to a certain group of (aromatic) compounds. The odour 
emitted by a human body seems to be distinctive to a particular individual. However, the 
usage of deodorant smells and the odours of the surrounding environment most probably will 
have its impact on the accuracy of odour distinction. Furthermore, it is very difficult to 
develop a biometric device with the capabilities of the human nose. 
 

• Gait:  
Gait is the peculiar way one walks; it is not supposed to be very distinctive and can only be 
used in some low-security applications. Gait may not remain invariant in time, especially over 
a long period of time, due to fluctuations in body weight and (major) injuries. 
 

• Iris and Retina recognition: 
Iris: This is a physical biometric that analyses iris features, found in the coloured ring of 
tissue that surrounds the pupil. The iris is composed of elastic connective tissue, which 
contains specific features, ideal for pattern recognition. Iris recognition technology combines 
computer vision, pattern recognition, statistical inference, and optics. Since 1935, extensive 
research and development has gone into establishing iris and retinal patterns and the 
uniqueness of them. No two irises are alike, even among identical twins, in the entire human 
population (6,8.109, source Wikipedia, 2010).  The probability that two irises are alike is 
approximately one in ten to the 78th power [JRP04]. Equal to fingerprints, the iris is a 
protected internal organ whose random texture is stable throughout life. It remains unchanged 
throughout one's life and is not subjected to wear and injury. 
In the iris alone, there are over 400 distinguishing characteristics, or Degrees of Freedom 
(DoF), that can be quantified and used to identify an individual (J. Daughman & G.O. 
Williams.[Int. 4]).  Approximately 260 of those are used in a iris identification application.  
These identifiable characteristics include contraction furrows (wrinkles), pits, filaments 
(fibres), crypts (darkened areas on the iris), rings, and freckles. Even laser treatments and 
incisions are ideal additional features. The iris is immune to the environment, except for light 
(pupil reflex). Due to these unique characteristics, the iris has six times more distinct 
identifiable features than a fingerprint. Several airports worldwide apply iris recognition for 
passenger screening and immigration control as a replacement for passport control.  
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Retina: Retinal scan identification / verification is based on the blood vessel pattern found on 
the back of the retina in one's eye. This pattern of blood vessels, generated from the optic 
nerve and diffused throughout the retina, is individual independent and does not change 
through life (source: Wikipedia). Equal to the iris, no two retinas are the same, even those of 
identical twins. Retinal scans involve a low-intensity infrared light that is projected through to 
the back of the eye and onto the retina.   
Infrared light is used due to the fact that the blood vessels on the retina absorb the infrared 
light more (and) faster than surrounding eye tissue(s).  The infrared light with the retinal 
pattern is reflected back to a video camera.  The video camera captures the retinal pattern and 
converts it into data. A kind of (circular) barcode is extracted from the pattern of blood 
vessels, which is stored for further comparison with a new retina image. Retina imaging has 
been demonstrated to be more accurate than fingerprints, facial geometry, handprints, iris 
maps or voice dynamics. Note that both iris and retina recognition is considered by the user as 
unfriendly.  
Although the applied light level is low and thus harmless for the eye, it is a commonly held 
opinion that it may damage the retina (comparison with laser treatment). Therefore, the main 
problem is obtaining the consent of the user.  

      Figure 1.4:  Iris recognition pattern recognition                        Figure 1.5:  Retina, extracting intensity profiles  

 
• Desoxyribo Nucleic Acid (DNA): 

DNA is a unique measurable human characteristic. DNA is regarded as the ultimate unique 
code for one’s individuality, except for identical twins, as they have identical DNA patterns. It 
is very popular for identification. However, the required overall processing time, including the 
biochemical process under lab conditions, to process the DNA matching, is unacceptably 
long. The Forensic Science Service (FSS) claims a rapid, laboratory-based sub-24-hrs 
turnaround time DNA profiling service [Int. 8]. 
Furthermore, privacy issues play an important role; other, non-related information can be 
gained from the DNA patterns, such as certain diseases. Finally, it is quite easy to steal DNA 
from another person. Although DNA is the best method for the ultimate identification, the 
usage for verification, the main objective of this research, is not possible. Note: the DNA of 
identical twins is the same. 
 
After evaluating the most commonly applied biometric verification technologies, other 
characteristics, such as distinctiveness, performance; collectability, acceptability, permanence 
and fraud sensitively, should be considered as well. The table below compares the above-
described biometric applied technologies, with respect to these above-mentioned and 
explained additional characteristics.  
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The indicated levels (high, medium & low) and the accompanied score (in brackets), in 
brackets, are my personal and therefore subjective interpretation and are only meant for 
comparison. 
 

                
Biometric Distinctiveness Performance Collect ability Acceptability Permanence Fraud  Score 

Technology           resistance   

                

Hand Geometry Medium (-) Medium (+/-) High (++) Medium (+) Medium (+/-) Medium (+/-) (++) 

Face retrieval Low (-) Low (-) High (++) High (+) Medium (-) Low (-) (-) 

Ear Recognition Medium (+) Medium (+) Medium (-) High (+) High (+) Medium (+/-) (+++) 

Voice Recognition Low (-) Low (-) Medium (+) High (++) Low (-) Low (--) (--) 

Odor (smell) High (++) Low (--) Low (--) Medium (+/-) High (+) High (++) (+) 

Gait Low (--) Low (--) High (++) High (+) Low (-) Medium (+/-) (---) 

Iris High (++) High (+) Medium (+/-) Low (--) High (++) High (++) (+++++) 

Retina High (++) High (+) Low (-) Low (--) Medium (+) High (++) (+++) 

DNA High (++) Low (-) Low (--) Low (--) High (++) High (++) (+) 

Fingerprint High (++) High (+) Medium (+/-) Medium (+) High (+) Medium (+) (++++++) 

Table 1.1:  Comparison of various biometric technologies. 

Distinctiveness indicates the possible dissimilarities within the technology applied. How 
sufficiently different are two persons in terms of the technology?  
 
Performance indicates the extent to which the final result of the applied technology can be 
measured with respect to speed and recognition accuracy (Central Processing Unit (CPU) 
time and error rates), as well as the operational and environmental factors that affect the 
mentioned accuracy and speed; 
 
Collect ability indicates the extent to which the data of the specific technology can be 
collected and measured quantitatively. To collect the DNA data is time consuming while face 
retrieval can easily be obtained within a second.  
 
Acceptability indicates the extent to which people are willing to accept the use of a particular 
biometric identifier (characteristic) in their daily lives. Less intrusive technology has greater 
user acceptance, but tends to be less reliable and generates a higher rate of false positives. In 
other words, there is an inverse correlation between acceptability and reliability noticeable. 
 
Permanence indicates the level of invariance of the characteristics over a period of time. 
 
Fraud resistance indicates how difficult the applied technology can be fooled using 
fraudulent methods. 
 
The above-mentioned parameters seem independent, but there are definitely correlations 
noticeable, for instance between distinctiveness and performance and between acceptability 
and fraud robustness.  
 
 
 
 
 
 



 14 

1.3 History of fingerprints 
 
Humans have used body characteristics such as fingerprints, face, voice, etc. for thousands of 
years to recognize each other. The first recorded (archaeological evidence) use of 
fingerprinting (clay tablets) was by the ancient Babylonians, Assyrians and the Chinese to 
sign legal documents. Picture writing of a hand with ridge patterns was discovered in Nova 
Scotia. In the 14th century various official government papers in Persia had fingerprints 
(impressions).  
 
The English plant morphologist Nehemiah Grew, was the first person to study and describe 
ridges, furrows, and pores on the hand and foot surfaces. Being the first fingerprint pioneer, 
he published extremely accurate drawings of finger patterns and areas of the palm. In his 1684 
publication, he described in detail the functions of ridges. 
 
In 1823, the Czech physiologist Johannes Evangelista Purkinje introduced in considerable 
detail the functions of ridges, furrows, and pores. Furthermore, he illustrated and described a 
system of classifying fingerprints. He noted 9 different fingerprint patterns; one arch, one tent, 
two loops, and five types of a whorl. However, this system attracted (initially) little attention.  
 
Around 1870 a French anthropologist, Alphonse Bertillon, devised a system to measure and to 
record the dimensions of certain bony parts of the body. These measurements were reduced to 
a formula, which theoretically, would apply only to one person and would not change during 
his/her adult life. This Bertillon system was generally accepted for thirty years. 
 
The English first began using fingerprints in July of 1858, when Sir William Herschel, Chief 
Magistrate of the Hooghly district in Jungipoor, India, first used fingerprints on native 
contracts. He was the first person to confirm ridge persistency, which means that the 
formation of ridge detail that develops on the hands and feet in the womb does not change, 
except as a result of serious injury to the digits or decomposition after death. As the result of 
this, he began to realize that the inked fingerprints could prove or disprove identity.  
 
In 1880, Dr. Henry Faulds, an English physician working in Tokyo, published a letter in the 
journal Nature suggesting the use of fingerprints for identification purposes. 
 
In 1882, Gilbert Thompson of the U.S. Geological Survey in New Mexico used his own 
fingerprints on a document to prevent forgery. This is the first known use of fingerprints in 
the United States.  
 
Sir Francis Galton, half-cousin of Charles Darwin, a British anthropologist began his 
observations of fingerprints as a means of identification in the 1880’s. In 1892, he published 
his book, “Fingerprints”, establishing the individuality and permanence of fingerprints. The 
book included the first classification system for fingerprints. He was able to scientifically 
prove what Herschel and Faulds already suspected: that fingerprints do not change over the 
course of an individual’s lifetime, and that no two fingerprints are exactly the same. 
According to his calculations, the odds of two individual fingerprints being the same were 1 
in 64 billion. Galton identified the characteristics by which fingerprints can be identified. 
These same characteristics (minutia) are basically still in use today, and are often referred to 
as Galton’s Details or Features.   
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In 1891, Iwan Vucetich, an Argentine Police Official, was ordered to install the French 
Bertillon Anthropometric Identification System, which used a number of body measurements. 
He obtained a copy of the journal Revue Scientific, which contained an article on English 
Fingerprint pioneer Francis Galton, with his own classification system. He gave emphasis to 
fingerprints and within a year he had worked out his own unique system for classifying 
fingerprints (utilization of four fingerprint patterns). This became known as ‘vucetichissimo’ 
(the first criminal fingerprint identification), as described in his book Dactiloscopia 
Comparada. In 1893, fingerprints solved the Rojas murder. 
 
In 1901 fingerprints were applied for criminal identification in England and Wales, using 
Galton’s observations and revised by Sir Edward Richard Henry. He must receive due credit 
for his practical interest in fingerprints in the latter part of the nineteenth century in India as a 
means of identifying workers to ensure that the payment of wages was not duplicated [LG01]. 
He worked out a system of 1024 groups utilizing whorl patterns, called his own ‘Henry’ 
Classification System, used even today in all English speaking countries. The Henry 
Classification System allows for logical categorization of ten-print fingerprint records into 
primary groupings, based on fingerprint pattern types (Arch, Loop & Whorl). It reduces the 
effort necessary to search large numbers of fingerprint records by classifying fingerprint 
records according to gross physiological characteristics. His system became operational at 
Scotland Yard in 1901. 
 
In 1905 the U.S. Army adopted the use of fingerprints. Two years later the U.S. Navy started, 
and was joined the next year by the Marine Corps. During the next 25 years more and more 
law enforcement agencies joined in the use of fingerprints as a means of personal 
identification. Many of these agencies began sending copies of their fingerprint cards to the 
National Bureau of Criminal Identification, which was established by the International 
Association of Police Chiefs.  
 
In 1918 Edmond Locard, a Professor at the University of Lyon wrote that if 12 points 
(Galton’s Details) were the same between two fingerprints, it would suffice as a positive 
identification. This is where the often-quoted ‘12 points’ originated. He studied and 
investigated identification using the position and variation of pores as unique ridge 
characteristics (poroscopy), and showed that 20 to 40 pores should be sufficient to establish 
human identity 
 
In 1924, an act of congress established the Identification Division of the F.B.I. The National 
Bureau and the United States Penitentiary (USP), Leavenworth, located in Leavenworth, 
consolidated to form the nucleus of the F.B.I. fingerprint files. By 1946, the F.B.I. had 
processed 100 million fingerprint cards in manually maintained files; and by 1971, 200 
million cards. With the introduction of Automated Fingerprint Identification and Verification 
Systems (AFIS or AFVS), the files were split into computerized criminal files and manually 
maintained civil files.   
 
By 1946, the FBI had processed 100 million fingerprint cards in manually maintained files; 
and by 1971, over 200 million cards. With the introduction of automated fingerprint 
identification system technology, the files were split into computerized criminal files and 
manually maintained civil files.  The records represented somewhere in the neighborhood of 
25 to 30 million criminals, and an unknown number of individuals in the civil files. 
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In 1974, four employees of the Hertfordshire (United Kingdom) Fingerprint Bureau contacted 
fingerprint experts throughout the UK and started the country's first professional fingerprint 
organization, the National Society of Fingerprint Officers.  The organization initially 
consisted of UK experts only, but quickly expanded to international scope and was renamed 
‘the Fingerprint Society’ in 1977.   

In 1980, after eight years of testing, the FBI created a computerized Criminal Fingerprint File, 
which came to be known as the Automated Fingerprint Identification System, the AFIS. In 
1983 the FBI created the National Crime Information Center, to allow for the distribution of 
information about criminals between the federal and local governments. As part of this, the 
FBI standardized the methods of fingerprint classification, eliminating local differences in 
classification, and making national retrieval easier. By 1989, all fingerprints match requests 
were done on the computer, and the response time cut from 14 to 1 day. 

In 2005, INTERPOL's Automated Fingerprint Identification System database contained over 
50,000 sets fingerprints for important international criminal records from 184 member 
countries.  Over 170 countries have interface ability with INTERPOL expert fingerprint 
services.   

The largest AFIS database in America is the FBI's Integrated AFIS (IAFIS) in Clarksburg, 
WV.  IAFIS has more than 60 million individual computerized fingerprint records (both 
criminal and civil applicant records).  Old paper fingerprint cards for the civil files are still 
manually maintained in a warehouse facility (rented shopping center space) in Fairmont, WV. 
Most enlisted military service member fingerprint cards received after 1990, and all military-
related fingerprint cards received after 19 May 2000 have now been computerized and can be 
searched internally by the FBI.  In "Next Generation Identification," the FBI may make civil 
file AFIS searches available to US law enforcement agencies through remote interface.  The 
FBI is also planning to eventually expand their automated identification activities to include 
other biometrics.   

On 16 July 2010, the world's largest and oldest forensic science organization (IAI) 
acknowledged advances in fingerprint science during the past three decades. They dropped 
the ban on qualified identification conclusions, and opened the door for future validation of 
probability models involving finger/palm print comparisons. 

As noted, the usage of fingerprints for identification has been employed by law enforcement 
for over a century. Since the last two decades, a much broader application for fingerprints is 
gaining attention, namely personal authentication for access control, called verification 
(AFVS). Examples are access to a computer, a network, a car, home and to bank-machines.  

At this moment the AFIS and the AFVS are the only legally acceptable, readily automated 
and mature biometric techniques. Ironically, due to the September 11th 2001 incident the 
fingerprint verification technology is gaining in popularity.  
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1.4 Fingerprints in general 
 
The science, which is occupied with the study of fingerprints, is called dactyloscopy derived 
from the Greek word dactylos, which means finger and the word skopein, which literally 
means observe. To refer to dactyloscopy and fingerprints, one should first observe the 
structure of the finger skin (copy [Moe71, figure 14]).  

 
Figure 1.6:  Structure of the finger skin. [Moe71, fig. 14]  

 
As the figure shows, the skin consists of two main layers: the outer skin or epidermis, and the 
inner skin, the dermis. The epidermis, the outer skin is constantly in movement (worn away) 
and being replaced by new skin generated by the upper layer of the inner skin (the dermis). 
Here you notice the papillary layers (Stratum Granulosum and Stratum Spinosum), which are 
the source of the ridges better known as papillary ridges. These ridges are originated in the 
deep layers of the dermis and form the structure and basis of the ‘fingerprint’. The patterns 
formed by the ridges are used for identification and verification purposes. These patterns are 
unique and are formed in the foetus by the fourth month of pregnancy. The uniqueness of this 
pattern is caused by the condition of its formation during the pregnancy [Bab77, Bab78, 
DM86 & Gou48].  
 
At a specific time during the pregnancy this pattern is formed; environmental conditions, such 
as the temperature, humidity, location and time determine this formation. With identical 
twins, there is time difference between the initiation and formation of the ridges, which is the 
reason that their fingerprints are not identical, contrary to the DNA of identical twins. These 
patterns do not change during life, except by an accident or a very serious skin disease. The 
sweat glands, located in the dermis, discharge at the skin surface through sweat pores found at 
the top of the ridges. In this research the pores are essential, while in general fingerprints 
methods the pores are neglected. In principle, only the variety in the ridges with all its 
minutiae is the basis for identification and/or verification.  
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This research will add pores to these fingerprint patterns. Basically, there are two rules on 
which the science of fingerprint verification and identification is based on: 
 

1. The fingerprints are "permanent" in that they are formed prior to birth, and 
remain the same throughout lifetime, until sometime after death when 
decomposition sets in. This should imply that the prints do not change during a 
lifetime. In fact, fingerprints do change, but the changes can be explained. 
These changes can be caused by disfiguration by scarring, flexibility of the 
skin, a wound, or a disease of the skin and of course by growing. 

2. The fingerprints are "unique"; no two fingerprints made by different fingers or 
areas are the same (or are identical in their ridge characteristic arrangement). In 
1872, Galton quantified the uniqueness of fingerprints by conducting a 
probabilistic analysis of minutiae patterns. In 1893 the Home Ministry Office 
of the United Kingdom accepted that no two individuals have the same 
fingerprints. 

 
As stated in the history of fingerprints (Chapter 1.3), Purkinje introduced a system of 
classifying fingerprints. He noted distinct groups, based on general similarities. Initially his 
discovery was ignored. However, at a later stage, Galton, Vucetich and Henry developed 
systems based on three fundamental ridge formations described by Purkinje. These are the 
arch, the loop and the whorl.  
 
There are numerous fingerprint classification systems in use throughout the world today, but 
they are all based on the described ridge formations. The ridges it selves make lines of 
different sizes and forms. A line can either stop or split. Then it is called a minutia (or typica). 
These minutiae will be extensively used in this research for verification purposes and will be 
highlighted in the next chapters. 
 

CLASSIFICATION PATTERNS 

   

ARCH LOOP WHORL 

IDENTIFICATION CHARACTERISTICS 

   

RIDGE ENDING BIFURCATION DOT (or ISLAND) 

   

Figure 1.7: Classification patterns and identification characteristics 
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In general, individuals have a mixture of pattern types on their fingertips, with some 
correlation between the left and right hands. There is also evidence that the general fingerprint 
pattern may be genetically determined.  
The loop pattern is the most common pattern. Scotland Yard made a research on how many 
times a fingerprint pattern per each finger occurs, supporting the above statement. The 
classification they used is according to the types of fingerprint patterns as shown in figure 1.8, 
applying the arch, loop and whorl patterns.  
 

Types of Fingerprint Patterns used by Scotland Yard for classification 

   

PLAIN ARCH TENTED ARCH  PLAIN LEFT LOOP  

   

PLAIN RIGHT LOOP  WHORL  CENTRAL POCKET LOOP  

   

LATERAL POCKET LOOP  TWINNED LOOP  ACCIDENTAL  

Figure 1.8: Types of fingerprint patterns (copy Page Design © Ian Hunter). 

 
It is noticeable that the patterns of the left hand fingers individually correspond highly with 
their counterpart right hand fingers. Furthermore, one can observe for a high percentage of  
fingers, a clearly ‘plain right loop’ pattern. In one case (the left little finger), this is even over 
87% of all the fingers of the tested population. An overview of the pattern types per each 
finger of both the left and right hand is tabled in Annex A1. Based on these observations, 
classification of individuals by assigning these pattern types may serve as a first line of 
differentiation, as there is not enough distinction. One should note, however, that no such 
classification is to be unique. Therefore, verification or identification on patterns only (Level 
1 detection) is not possible.  
The usage of minutiae, preferably combined with pores, is required. The amount of minutiae 
(with no difference) makes it an identification / verification or not. For identification 
purposes, the amount of minutiae required for identification is significantly different in many 
countries. In the Netherlands, for example, we require 10 to 12 characteristic points with no 
difference, while in Nigeria only 6 characteristic points are required. 
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1.5 Limitations of current finger line identification systems 
 
Pawel Rusek [Rus00] concluded in his literature study that Biometrics could not be used as an 
absolute personal identification or verification. More specific: it is impossible that two 
samples of the same biometric characteristic, acquired in different sessions, exactly coincide. 
The reason here fore is evident. The deformation of the skin, every time an image is made, the 
environmental changes (temperature, humidity), the different positioning on the acquiring 
sensor and the noise after imaging are the main reasons. The matching is performed by an 
algorithm, which computes a similarity score and compares it with an acceptance threshold. In 
the case the similarity is larger than the accepted threshold of the system one accepts that the 
two samples coincide. There are two distinct uses of biometric technologies: 1. Access control 
based on verification (positive identification system) and 2. Surveillance (negative 
identification system). In our research, verification is applied. The above-mentioned threshold 
is determined by error rates. A minutiae-based Automated Fingerprint Verification System 
(AFVS) primarily consists of the following functional steps: 
 

• data acquisition (detection of a finger ridge pattern) 
• image enhancement 
• feature (minutiae and pores) extraction 
• fingerprint matching 

 
Every mentioned functional step generates an error adding up to the total error of the 
verification system. Basically, two kinds of error rates in a fingerprint recognition system are 
defined: 
 
The False (impostor) Acceptance Rate (FAR): a false accept occurs when an unauthorized 
user is identified as an authorized user and is therefore accepted by the system 
 
The False (genuine individual) Rejection Rate (FRR): a false reject occurs when an 
authorized user is not recognized as such and is rejected by the system 
 
The required rates are related to the usage and objective of the applied Automated Fingerprint 
Verification Systems (AFVS). In general, FAR and FRR depend on a decision (acceptance) 
threshold (t), which is used to set the required (desired) security level. Therefore the FAR and 
FRR are strictly related to each other. More specifically, when one is an increasing function, 
the other is a decreasing function. If the decision threshold is raised to reduce the FAR, for 
instance in military access control applications, the FRR will increase. The FAR may be 
evaluated by presenting a sample of ‘fraud’ users to the system and recording the probability 
of acceptance. This is the FAR at the chosen decision threshold (t). By applying other 
threshold settings, the probability density curve of the FAR is obtained, according to figure 
1.9. 
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Figure 1.9: False Rejection Rate (FRR) and False Acceptance Rate (FAR) as functions of the threshold (t) 
 
Derived from the two major error rates, the following additional performance indices are 
commonly used to evaluate the automated (fingerprint) verification systems: 
 
• The Equal Error Rate (EER), which stands for the system error when the FAR equals the 

FRR, 
• The Zero FRR denotes the FAR when the FRR is zero, 
• The Zero FAR denotes the FRR when the FAR is zero. 
 
The EER is the error at the point where the FAR and FRR values are equal. As this is seen as 
the trade-off between the two error rates, it is often used as the indicator of system 
performance. One should realize that this is only true for this specific value, it does not give 
the system performance at other values of FAR and FRR. To overcome this problem and 
relating the error rates to specific applications, Receiving Operating Characteristic (ROC) 
curves are used. This is highlighted in paragraph 2.1.1 (figure 2.1).  
Banks are interested in both a low FRR and a low FAR, while an AFVS for access to e.g. 
buildings, computers and cars are developed for a low FAR only. The requirements from 
financial institutions are the basis for our research, a low FAR (equal or better than the PIN 
error rate) and a low FRR; if a customer requires money in a foreign country and he is 
incorrectly rejected, the consequential damage can be huge. The present minimum 
requirements of the banks are a FRR of 5.10-5 (0,005%) and a FAR of 3.10-4 (0,03%). All 
present available biometric fingerprint systems do not fulfil these requirements (information 
InterPay Utrecht, 2000; InterPay is one of the largest and most advanced Automated Clearing 
Houses in Europe for payment processing). An acceptable FRR of 0.01% for a bank implies a 
FAR of almost 5%. Note that this information is based on standard (FBI, inked) fingerprints. 
Based on these inputs, the relation between the FAR and FRR are inversely related. 
Furthermore, according to Rusek [Rus00], FAR x FRR is approximately constant, assuming 
high quality fingerprints images and sufficient surface area. These conditions may not always 
apply. A smaller portion of the finger, however, could endanger the minimum required 
amount of minutiae for a successful match. This ‘constant’ is not a fixed value and is related 
to the methodology applied. The contemporary, commercially available automated fingerprint 
verification systems (AFVS) are, in general, based on the analysis of pattern recognition, 
limited to: 
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• the global features of a fingerprint pattern and 
• special points (the ridge endings, bifurcation), called minutiae 

 
The vast majority of automated fingerprint verification systems (AFVS) are therefore 
minutiae-based systems [JRP04], related to pattern recognition, limited to minutiae detection 
& recognition. The methods, which are based on global features analysis only, have a lower 
performance. Furthermore, the standard systems require a long CPU time for processing 
[JHPB97]. By combining other detection techniques and extraction technologies the CPU 
time can be improved by a factor 5 – 10. Therefore, to develop a high performance AFVS, the 
minutiae concept should be extended in combination with other features (in our case: pores). 
By combining the use of minutiae and pore features, one can develop a unique multilevel 
system that possesses advantages over systems employing minutiae information only, 
providing that both applied characteristics can be detected to a sufficient level. 
 
 

1.6 Research objectives and content of the thesis 
 
The limitations of the available AFV Systems on the market, as expressed above, and the 
demand for biometric systems in the financial (banking) market are the major drive for this 
research. The requirements of this latter market are a reliable and maintenance- and user- 
friendly biometric verification system with a FRR of 0,01% – 0,005% and a FAR of 0,01%. 
The current bank cash dispensers have a FRR of almost ~ 0,001 (0,1%) and a FAR based on 
the four-figure pin code and a maximum of three attempts, of approximately 0,03%.  
The contemporary AFVS are based on a low false acceptance rate (FAR), mostly in the order 
of 0,001%. As a result of that the false rejection rate (FRR) is rather high, FRR ~ 15%. The 
relatively high FRR of the standard verification systems (based on fingerprints) is a 
characteristic feature, specifically for access control.  
 
These standard technologies can be made less restrictive by changing the threshold values by 
accepting a different methodology. By accepting a less restrictive methodology (low FRR), 
the FAR will increase. Empirically it has been shown that (FAR) x (FRR) ~ A (Constant) 
[Rus00]. The value of A depends, as stated before, on the method of the AFV System applied. 
It is the objective of this research to reduce the value of the constant A.  
Therefore, the objective of this research is to develop and construct a prototype, applying 
optical components to detect minutiae and pores, which can meet the following requirements: 
 

• An AFVS, based on biometric fingerprint verification, applying a scanning 
technology  

• A FAR of 0,01% and a FRR of 0,005% (bank desired requirements) 
• A CPU time of (image) processing of maximum 1 sec. 

 
Chapter 1 gives an overview of Biometrics in general, the available applied techniques, the 
history of fingerprints, its classification patterns and the final choice to apply fingerprints.  
 
Chapter 2 highlights generally used fingerprint identification methods, applied system 
architectures, the biologic generation and uniqueness of finger lines and the characterization 
and uniqueness of pores configurations. 
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Chapter 3 is the core of the research; the actual design, including the description of the design 
considerations. Initially was chosen for finger line tracking opposed to (finger) pattern 
recognition (imaging). This idea was based on a patent, which will be extensively described in 
this chapter. By means of a scanning process combined with a press plate and an elastomer 
with a transparent foil, a collimated semiconductor laser, as light source, would track the 
finger lines based on the ‘standard’ compact disc technology. At a later stage a scanner was 
developed which could scan in an orthogonal grid. High resolution scanning was required, 
preferably at pores level. Moderate results were obtained, unfortunately, not distinctive 
enough to determine pores.  
This eliminated the option to use our model for ‘high resolution’ scanning. On the other hand, 
this set up could and has been used to generate numerous fingerprints at distinct 
environmental conditions. These outcomes have been compared to determine the required 
relationship in skin variations at different environmental conditions. That indeed initially 
scanning could be the best alternative seemed correct, but it turned out not to be sufficient to 
reach the acceptable (error) level for banks.  
Finally, an optical system was developed, applying imaging techniques. Unique features were 
added, ring LEDs and a specific wavelength (525 nm), resulting in clearly observing distinct 
features: pores.  
 
Chapter 4 describes the applied image and feature processing techniques, divided in two 
major sections; using grey levels to distinct level 2 characteristics (minutiae) and a specific 
binarization technique to detect level 3 characteristics, e.g. pores. The software structure 
combining these two techniques for a test image is described. 
 
Chapter 5 gives an overall picture of the system performance analysis, whereby the feature 
uniqueness (FAR analysis) and the feature and algorithm reliability (FRR analysis) form the 
basis for the system performance, the matching score. Probabilities, in particular pore 
configuration probabilities are used for calculation purposes, assuming pores independency, 
resulting in FAR and FRR graphs as function of the matching score. These outcomes are 
compared with the bank requirements as stated above.   
 
Chapter 6 finalises this research, stating the conclusions and recommendations.  
 
 

1.7 Conclusions  
 
Biometrics, with all its limitations, can be used for identification and verification purposes. 
Based on the requirements for financial applications, only verification will be contemplated. 
Although there are a number of biometric systems available, which can fulfil the research 
requirement of verification (iris, retina, DNA and fingerprints), other additional important 
characteristics of these available systems should be considered as well. Distinctiveness, 
performance, collectability, acceptability, permanence and fraud sensitivity are vital issues for 
the final choice. Collectability, acceptability and fraud robustness (resistance) pushed the 
research to the application of fingerprints.  
The usage of fingerprints is going back long before Christ (BC). Its potential has been 
recognized only two centuries ago, mainly for identification of criminals. With the 
introduction of computers it became possible to automate data of fingerprints. The application 
in of AFV- or AFI- systems became a fact. The application of these systems, however, has 
been extended significantly after the September 11th (2001) incident. 



 24 

Fingerprints are formed in the foetus by the fourth month of pregnancy. The uniqueness of 
this pattern is caused by the condition of its formation during the pregnancy. Two critical 
characteristics of fingerprints are still valid today: 
 

• No two fingerprints of different fingers have the same ridge pattern. 
According to Galton’s [Gal92] calculations, the odds of two individual 
fingerprints being the same are 1 in 64 billion. 

 
• Fingerprint ridge patterns, as well as pore patterns, will not change 

throughout life. 
 
Fingerprints can be classified into distinct groups based on general similarities. In general 
nine (9) patterns are applied for the first distinction. Typical points, called minutiae are 
required to perform further verification or identification. The databanks of fingerprints all 
around the world are containing billions of unique prints! 
However, whatever system applied, biometrics cannot be used as an absolute personal 
identification or verification. Error rates and a defined threshold determine the ‘acceptable’ 
verification level.  
There is an empirical relation [Rus00] between the FAR and the FRR; its product ≈ Constant. 
The value of this is determined and limited by the AFVS systems applied and the data 
obtained. The objective is to improve (decrease) the FAR and FRR values and therefore its 
product (A) as well. This objective is related to the bank (desired) requirements of a FRR of 
5.10-5 (0,005%) and a FAR of 10-4 (0,01%), according to paragraph 1.5. Applying standard 
techniques, all based on pattern (minutiae based) recognition, will not fulfil this objective. A 
higher level of accuracy can only be obtained when additional features are added, such as 
other biometrical systems or additional features of a fingerprint. In this research a system, 
combining the usage of minutiae and pore features, is applied.  
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2 Fingerprint Identification methods  
 

2.1 State-of-the-Art Technology 
 
 Introduction 

 
Due to the increasing demand for identification and verification devices, the applied 
technology is moving rapidly. Increasing identity fraud creates a growing requirement for 
identification technologies. The objective of this paragraph is to highlight an overview of the 
present current state-of-the-art technology in the fingerprint sensing technology. Fingerprint 
identification information is generally divided into three levels.  

• Level 1 makes use of the patterns of fingerprints (loop whorl, arch and ridge flows 
according to figure 1.8) at low resolution.  

• Level 2 is the classical level based on the Galton characteristics, minutiae points, 
such as bifurcations, endings and dots (islands). Basically, most of the present 
automated matching techniques use the above-mentioned standard minutiae (the 
ridge endings, dots and bifurcations) of epidermal ridges. These are medium 
resolution features 

• Level 3 includes all dimensional attributes of a ridge, such as ridge path, width, 
shape, pores, edge contour, incipient ridges, breaks, creases, scars, and other 
permanent details. These are called high-resolution features. Note that not all these 
features may be unique. 

In our research we implement pores as a unique high-resolution feature. In the state of the art 
overview all level systems are contemplated, with major emphasis on level 3. 
 
 
2.1.1 System applications 
 
To present an overview, one should first determine the required application. Three application 
forms can be identified: 
 

1. The forensic application; this is the basic application from which all other 
applications are derived. The main objective is to identify a criminal, mostly from 
a large database; at the expense of examining a large number of false accepts. Note 
that, in this application, it is eminent to find a possible criminal, in other words the 
False Rejection Rate (FRR, see chapter 1.5) should be low, accepting a high False 
Acceptance Rate (FAR), according to figure 1.9. Whereas criminal investigation 
still is the main target group, corpse identification and even parenthood 
determination are forensic applications to be mentioned. All these systems, 
however, are related to identification. 

2. The High Security Access application; in this case the system is developed to 
prevent, at all cost the access of an unauthorized person (the intruder). Hence the 
FAR should be very low, accepting a high FRR. 

3. Civilian application; this application attempts to gain the better of the two 
mentioned applications, by operating their matchers at the operating points with a 
low FAR as well as a low FRR. Typical popular example applications are driver’s 
license, cellular phones, computers, civilian access control, passports and ATMs 
(Automated Teller Machines).  
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Our system, developed for bank applications is an example of a civilian ATM 
application, whereby the requirement for a low FRR is even higher than a low 
FAR. (a FRR of 5.10-5 (0,005% ) versus a FAR of 3.10-4 (0,03%)). All these 
systems are related to verification. 

 
There is of course no clear distinction between these applications, as there is an overlap for 
every application. The level of accuracy is determined by the error rates and by the accepted 
threshold (t). To be more informative than FAR and FRR only, the Receiver Operating 
Characteristics (ROC) curve is applied, providing an empirical assessment of the system 
performance at different operating points. Graph 2.1 shows the Receiver Operating 
Characteristics curve of a AFV System, illustrating the FAR and FRR of a matcher at all 
operating points, given a certain decision threshold (t). The curve of this system is a 
hyperbola, illustrating Rusek’s [Rus00] ‘law’ that FAR times FRR is almost constant The 
impact of the system error rates and the chosen threshold in general and specifically for our 
system will be extensively described in chapter 5. 

 
 

       Figure 2.1: Receiver Operating Characteristics for different biometric applications 
 

As already stated, the forensic application, driven by law enforcement, is (was) the basis for 
all other applications.  The continuous developments for this application resulted in 
significant decreasing costs and most of all increasing computing power for other 
applications, for instance for the civilian fingerprint sensing devices. Please note the 
difference between identification and verification as explained in chapter 1.1. The task of 
identification is much more complicated than verification. Verification is comparing two 
images, while identification requires multiple comparisons with fingerprints in a (huge) 
database.   
 
 
2.1.2 System architecture 
 
The next step is the architecture of an automated fingerprint identification and/or verification 
system. In essence, the design of an AFVS can be reduced to the design of a pattern 
recognition system. Basically, the conventional designers have adopted a sequential phase-to-
phase modular architecture comprising the following stages:  
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               Figure 2.2: Architecture of a typical pattern recognition system 
 
Each of these steps is briefly discussed. 
 
1. Fingerprint image (data) acquisition; a wide variety of fingerprint sensors for biometric 
applications have been developed, such as optical sensors, ultrasound sensors and solid-state 
sensors (thermal or capacitive). Whatever acquisition technique is applied, the acquiring part 
of the data is the most important step of the total image processing. The fingerprint image is 
one of the noisiest of image types. Errors in this part will propagate through the whole signal 
processing. In fact, it determines the performance of the entire system. Most sensors image a 
part of the finger, mostly the centre of the finger (max. 10 mm x 10 mm), as this area contains 
a lot of information. Two major tasks should be performed before accepting the input data; 
the assessment of the quality of the input (the suitability) and the level of segmentation, the 
separation of the input data into useable information and background (not relevant) 
information. By segmentation, the region of interest is determined, containing suitable 
information.  
 
2. Fingerprint enhancement; fingerprint enhancement as well as (feature) extraction rely 
highly on the quality of the input fingerprint images, as stated above. Unfortunately, at least 
2-5% of the target population has poor-quality fingerprints. Furthermore, as part of daily 
routines, fingerprints become dirty, dry, wet, creased, worn and even scarred. These poor 
fingerprints cannot be reliably processed using automatic image processing methods; they 
contain too much noise. Fingerprint enhancement is used to reduce this noise. The 
enhancement process is an important part of the total image process. Figure 2.3 shows a block 
diagram for image processing of a typical state-of-the-art feature based automatic verification 
system.  
 

 
 
 

 
 

Image 
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Figure 2.3: Typical functional block diagram of image processing, including pore detection 
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The fingerprint enhancement process uses algorithms to adaptively improve the clarity of 
ridge and furrow structures of input fingerprint images, by applying a bank of directional band 
pass filters. The low pass filtering is used to distinguish the level 2 features (low frequencies). 
In most image processing, the redundancy of parallel ridges is used, applying the flow 
direction of the ridge. There are of course specific features on the ridges (minutiae), but there 
are always small areas where we can determine the ridge flow. This redundancy of 
information is used to design an adaptive match filter. Each such filter is matched to a 
predetermined model of fingerprint ridges flowing in a certain direction, based on the 
estimated local ridge orientation and frequency. If both the direction of the tested ridge and 
the model ridge are the same, the applied filter generates a strong response. In that way more 
accurate orientation information is obtained, finally resulting in more reliable features. Image 
enhancement is a time consuming process. With a standard resolution of 500x500 pixels, the 
fingerprint image has 250.000 pixels. If operations have to be carried out on each pixel, a 
strong processor is required to fulfil the CPU time requirements. Figure 2.4 below shows the 
enhancement of a poor quality fingerprint (i), by applying special band pass filters into an 
‘acceptable’ and usable fingerprint for further processing (ii).  

 
  (i)    (ii) 

Figure 2.4: Fingerprint enhancement for Level 2 features of a poor fingerprint; (i) before, (ii) after enhancement. 
          Copy A. Jain, S. Prabhakar & S. Chen [JPC99] 

 
With background detection the different grey levels of the pixels of the image are used. The 
grey level of a pixel can range from 0 to 255. In reality the range of these grey levels is 
significantly smaller, mainly due to poor imaging and poor finger contact with the sensor. 
Most systems first pre-process these ‘poor’ fingerprints, prior to binarization. The binarization 
process uses the greyscale image input, which it converts in a binary image as output. The 
image is reduced from 256 (8-bit pixels) intensity grey levels to just two (1 bit pixels), black 
and white. If pores are detected as well, an additional grey level is used. In that case, the 
binarization process uses the local average map as a pixel threshold on the foreground image 
to distinct valleys (white), ridges (black) and pores (light grey). A high local average and a 
low local variance are used as an indicator of background pixels. Finally thinning is applied to 
reduce the binarization to a small number of pixels, resulting in a skeleton image. This 
skeleton image is processed to improve its functionality (localization of minutiae or pores). 
During the skeleton processing stage, ridge noise and pore artefacts can be examined and 
healed. 
 

3.  Feature extraction (minutiae and pores); after the complete enhancement of the image, the 
features can be extracted. At the feature extraction stage, minutiae (and pores) are determined. 
This feature extraction generally relies on three types of salient features to be extracted from 
the image: ridge bifurcations, ridge endings and pores.                                                            
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The input for the feature extraction is the grey scale image or the thinned skeleton image. 
Mostly, this input is binary (not thinned); it contains ridges against the background. Typically, 
fingerprints are 8 bits grey level images.  
 

 
               (i)           (ii)                     (iii)                (iv)          (v) 

 

      Figure 2.5: Feature processing steps; i. grey scale image. ii:, enhanced image, iii, iv & v: pore detection by  
      FFT analysis, resulting in grey scale pores 

 
Figure 2.5 shows the enhancement techniques as applied by R. Evenblij [Eve03], who also 
contributed to this research. He applied several enhancement and feature extraction 
techniques on a high quality template, containing pores. It clearly shows the enhancement step 
after the raw image input, followed by pores detection. To detect the pores a high pass filter is 
applied, followed by equalise and invert (FFT) analysis. When the pores are detected, the 
position of a pore is determined by computing its centre of mass, applying grey scale 
intensities. For both the lines and the pores a threshold filter is applied on grey levels 127 (for 
ridge lines) and 32 (for pores) for segmentation and quantification purposes. After 
determining the centre of mass of the pores, the image can be split in two distinct images, the 
feature (minutiae) image and the image of the pores, as shown in the figure below (figure 2.6).  

 
 

 
 
 
 
 
 
 

 
Figure 2.6: Separation minutiae and pore detection, applying grey scale intensities 

 
After the minutiae and pore detection, thinning techniques will be applied in order to reduce 
the remaining grey value pattern to the width of one pixel, while retaining the original 
topography. 
  

     
           Figure 2.7: Thinning; the left image shows a image after grey scale binarization, the right  
           image is the result of the left image after thinning the ridges and pores to a width of one pixel.  
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Figure 2.7 shows the result of thinning. Thinning ridges facilitate the detection of minutiae 
(but is a time consuming process), since the width of ridges is represented as one pixel only. 
From this point several methods can be applied. The orientation estimation method relies on 
local image gradient. A grey scale gradient is a vector whose orientation indicates the 
direction of the steepest change in the grey values and whose magnitude depend upon the 
amount of change of the grey values in the direction of the gradient. Another method is ridge 
detection, whereby algorithms are used to separate ridges from the valleys. Once the thinned 
ridge map is available, minutiae detection can be applied. Every single point for investigation 
has eight surrounding neighbours (pixel points). These eight neighbours of the skeleton pixels 
are used to determine the classification of the minutiae. The orientation of the next neighbour 
of a valley or ridge pixel is used to obtain the earlier mentioned minutiae characteristics 
(bifurcation or ending). The ridge pixels with three ridge pixel neighbours are identified as 
ridge bifurcations and those with one ridge pixel neighbour are identified as ridge endings. 
Finally, it should be noted that the feature extraction process often results in so called 
fingerprint skeleton artefacts. These minor deviations can be ‘restored’ by feature editing.   
The finally applied technique for this research is comprehensively highlighted in chapter 4. 
 
4.  Fingerprint matching; the matching is based on two representations, the initial template 
and the image of the finger to be verified. A threshold is defined to decide whether a given 
pair of representations is accepted as mated pair or not. It is assumed that both the template 
image and the, to be paired image depict the same portion of the finger. This can be relatively 
easily obtained by applying efficient ergonomic systems, whereby the position of the finger 
can be fixed efficiently, resulting in good comparable sections of the finger. One should 
however not ignore that variations in the pressure on the sensing device will affect the number 
of minutiae captured and most of all result in a displacement of the minutiae from their 
‘original’ location. The impact of (lateral) skin strain (elastic distortions) will extensively be 
described in chapter 3.3.2 (mechanical behaviour of the human skin). Basically, the strategy 
for fingerprint matching is to align first the fingerprint representations and then to examine 
these images for corresponding structures. The alignment procedure is based on translation 
and rotation corrections. However, local elastic deformations and shear transformations are 
mostly ignored during the alignment procedure. To align, three methods can be applied: 
 

1. The image based alignment; alignment is obtained by optimising the image 
correlation. 

2. The ridge based alignment; portions of the ridges are used to align. 
3. The minutiae based alignment; minutiae positions (singles, pairs or triplets) are 

used to align.  
 
After the two images are aligned, the matching score will be computed. The correlation 
coefficient generated during the alignment is used as matching score. It will be clear that a 
‘good’ alignment in one section of the image may result in a significant displacement between 
the corresponding minutiae in other regions. This distortion may be large and is non linear. 
Therefore, it will not be possible to predict the distortion at all the intervening points. A 
special adaptive elastic string-matching algorithm was designed by Jain, Hong, Pankanti and 
by Bolle [JHPB97]. Several alternative algorithms are available nowadays, but basically, they 
all achieve the same, transforming the input string (distorted ridges) and compare this with the 
template string, giving a matching score. Basically, the minutiae input is compared with the 
template minutiae, both related to a reference point (often also a minutia), see figure 2.8. 
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                Figure 2.8: Minutiae tolerance window 
 
 

The result of the algorithm is a mismatch when the aligned input (e.g. minutiae) and the 
template (minutiae) are not within the tolerance window. The algorithm takes into account the 
elastic distortion by adaptively adjusting the parameters of the tolerance window based on the 
most recent successful experimental match. A predefined threshold gives the initial start 
values. The experimental matches are accepted when the transformed distance for those 
correspondences is smaller than any other correspondences. 
Finally, the obtained converted minutiae (correspondence) information is converted into 
matching scores. Here also, several approaches are available. The example shown here is 
from literature [JHPB97, JRP04 & JPC99] and is only considering minutiae (pores matching 
will be addressed in paragraph 5.7).  
 

S = 

! 

100 MFT .MFT

MF.MT
                 (2.1) 

 
where MT is the number of minutiae in the Template and MF is the number minutiae in the 
tested fingerprint and MFT .is the number of corresponding minutiae. Basically, this match 
score gives you a percentage of detected minutiae matches in both template and reel 
fingerprint image, over the complete surface of the image. In reality, this is difficult to 
achieve. It is better to take a section of the complete image. One should realize however, that 
this match score is derived from complete fingerprint images as collected by the FBI. 
Furthermore, it is noticeable that the number of matches (corresponding minutiae, MFT) is 
mentioned twice separately, in stead of (MFT)2. At a later stage it will be clear (Chapter 5.6) 
that the number of matches should be divided in the number of matching features (nm) and the 
number of features falsely detected (nfd), as defined in paragraph 5.7. 
 
In some matchers, the total number of minutiae (MT & MF) is not used. For the sensor 
designed for this research, applying pores (Level 3. detection) a ‘pore’ score match 
calculation is applied, comprising additionally the number of pores in the template and 
enrolled image and the number of pores that match and that do not match. 
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2.2 Biologic generation of finger lines and pores 

 
Sir Francis Galton in his book ‘Fingerprints’ in 1892 stressed that epidermal ridge 
configurations do not change throughout life. He also demonstrated that ridge configurations 
were not affected by age or by environment. For all latter genetic studies, this forms the basis. 
For our research it is important to understand the mechanical properties of the skin, in order to 
explain the differences between the original finger image (the template) and the obtained 
images for verification. An important part of that study is the biologic generation of the skin, 
resulting in its uniqueness. The precise configuration of epidermal ridges and minutiae is 
determined at a very early embryonic age, around 10 – 11 weeks of the pregnancy [Bab77, 
Bab87 & Bon27]. The development of the skin of the foot has a similar chronology, with the 
exception that the development of the foot lags behind the hand development by about 1 
week. Epidermal ridges first appear as localized cell spots (grow ranks) in the deep layer of 
the epidermis during the 10th week of pregnancy.  These cell spots form shallow primary 
ridges that project into the superficial (upper) layer of the dermis. 

 
 

 Figure 2.9: Physiology of the skin (copy article NSW Police Regions & History [Int. 5]). 
 
New ridges are formed between or at the lateral surface of existing ridges. Because of that, the 
number of primary ridges (figure 1.6) increases.  The formation of new ridges subsequent to 
the period of initial ridge formation results in the so-called minutiae.  
The term “minutiae” refers to the details of morphology of a single ridge and includes ridge 
endings, bifurcations and dots (or islands), as shown in figure 1.7.  The primary ridges 
increase in width and penetrate deeper into the underlying dermis. Approximately after 14 
weeks of pregnancy, future (neo) sweat glands appear at (at random) intervals along the top of 
the ridges. These future sweat glands, the already existing sweat glands and their ducts, 
continue to grow and penetrate deeper into the dermis. The surface ridge we see is called the 
primary ridge or the glandular fold. Around approximately 15-17 weeks of pregnancy, several 
key events occur in the ontogenesis of epidermal ridges. Around 15 weeks, the stratum 
corneum appears with the initial deposition of keratin on the surface of the epidermis. 
Secondary ridges, lacking sweat glands, also appear at this time.  
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In the above figure the secondary ridges are not shown specifically, as these ridges have no 
sweat glands and ducts (thus no pores). The papillary ridge as shown in the figure is a 
secondary ridge. Secondary ridges, or furrow folds, correspond to the furrow of the surface 
ridge. Concomitant with secondary ridge formation is the termination of primary ridge 
formation. Accordingly, by 17 weeks the human foetus has an epidermal ridge configuration 
that is comparable to that of an adult. At the end of this period of time, epidermal ridges 
become visible on the volar surface as fingerprints.  
During the 17th to 24th week, the secondary ridges continue to spread out until they are in a 
one to one correspondence with primary ridges. The primary ridges and the secondary ridges 
develop in a similar manner, but only the primary ridges have sweat glands associated with 
them. Pores are formed where the sweat glands generate sweat ducts. These sweat ducts reach 
the surface of the epidermis at the 24th week of pregnancy, forming the pores. At 24 weeks, 
the epidermal ridge system has an adult morphology.  
 
 
2.2.1 Factors that may influence ridge configurations 
 
Much research has been carried out into factors that may influence ridge configuration. 
Specifically emphasis is given to the word ‘may’, as there is no clear evidence yet that these 
factors do influence the ridge configurations. This paragraph will give a brief overview 
(quotes) of some of these studies and research, basically divided into three factors.  
 
1. Volar topography:  
Bonnevie [Bon29] was the first to highlight the correspondence between the height of a volar 
(palm of the hand) pad and the special ridge configuration of its pattern.  
Hale [Hal52] noted that a critical thickness in the epidermis was necessary for ridge 
morphogenesis to initiate. He also found that ridges formed not from a mechanical folding of 
the epidermis [Hal52] but from actual cell proliferation (multiplication) . 
 
2. Growth Stress: 
Kollman [Int. 6] was the first to examine the question of what determines the alignment of 
epidermal ridges. He suggested that ridge direction was greatly influenced by growth stresses 
and compressions in the developing skin.  
Penrose [Bab87] extended this hypothesis to state that ridges align at right angles to the 
compression forces acting on the growing volar surface.  
Babler [Bab77, Bab78 & Bab87] stated that ridge configurations are the immediate result of 
physical and topographical forces affecting the volar skin during ridge formation. Therefore, 
ridge configuration is dependent on the shape of the volar pad at the time of initial primary 
ridge formation. A high, round pad would result in formation of a whorl while a low pad 
would result in an arch. An intermediate pad height offset to one side of the digit would result 
in a loop configuration.  
He applied tissue techniques to reconstruct human ridge configurations at the epidermal-
dermal junction 10 to 25 weeks of pregnancy. Results of these studies indicated that the 
timing of primary ridge formation was associated with the type of ridge configuration. Early 
ridge formation was associated with a whorl-type of pattern.  
Late ridge formation was associated with an arch configuration and intermediate ridge 
formation with a loop. Furthermore, rather than pad height being a key factor in ridge 
configuration, pad width relative to height (the curvature) was the associated factor. 
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3. Neurotrophic Factors 
Bonnevie [Bon29] suggested that there was a direct relationship between coetaneous nerve 
distribution and the location of the centres of ridge patterns.  
Hirsch and Schweichel [HS73] using electron microscopy reported the regularity of spatial 
relationship between vessel-nerve pairs and dermal ridges. They felt that vessel-nerve pairs, 
located lower to the epidermal-dermis junction, induced primary ridge formation. 
Accordingly, the spatial arrangement of vessel-nerve pairs at the time of primary ridge 
formation directly influences ridge configuration.  
Dell and Munger [DM86] claim that some degree of the variability in ridge configuration is 
due to the overlapping of dermatomes and hereby supporting the above mentioned claim of 
Bonnevie [Bon29]. A dermatome is an area of skin associated with a pair of dorsal roots from 
the spine. In anatomy and neurology, the dorsal root (or posterior root) is the sensory root of a 
spinal nerve.  
Therefore, there is mounting evidence that the neuroepithelium, is a tissue, composed of a 
layer of cells. Epithelium lines both the outside (skin) and the inside cavities and lumen of 
bodies does play an important part in epidermal ridge development. 
 
 

2.3 Characterization of the finger lines 
 
From the initial appearances of primary ridges around 10 - 11 weeks, prenatal growth of 
primary ridges can be divided into four basic components: 
 

1. The width of the primary ridge,  
2. The amount of penetration of the ridge into the dermis (the depth),  
3. The spacing or separation between adjacent primary ridges (the ridge pattern), 
4. The distribution of the pores. 

 
The width, the depth and the spacing between the ridges of finger lines obviously are person 
related. The average width of a ridge is 0,28 mm for males and 0,25 mm for females. Galton 
was the first person to apply these feature characteristics. A Galton feature is any of a set of 
13 distinct fingerprint features, which include minutiae (bifurcations and ridge endings) as 
well as special ridge structures such as ridge islands, dots, bridges, spurs, enclosures, double 
bifurcations, deltas, and trifurcations.  
The density of Galton features is approximately 0,2 – 0,3 features per mm2. The placement of 
Galton features is random. The density of minutiae (bifurcations and ridge endings) is 
approximately 0,2 minutiae per mm2. The quality of the print determines the reliability of the 
Galton features.  
Figure 2.10 shows a cross-section of a part of the finger skin, comprising five papillary ridges 
and four complete valleys (white areas). Two of these five ridges contain a pore (pores only 
exist on a ridge). The two grey cross-sections are both half of a complete ridge, one with a 
pore and one without a pore. The associated dimensions merely give an average.  The width 
of a ridge varies between 100 µm – 400 µm, the depth varies between 75 µm – 200 µm. 
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                           Figure 2.10: Cross-section of the finger skin, five papillary ridges, from which two with pores  
 
 
Pores have various (unique) shapes and have a cross-section varying from 60 µm – 220 µm 
(60 µm is the absolute minimum, on average 109 µm). Pores change only in size due to 
growth of the skin. More details of the shape of pores and the spatial distribution are given in 
paragraph 2.5. 
 
 

2.4 Characterization of the pores (spatial distribution) 
 
Locard (paragraph 1.3) studied the use of pores for identification (or poroscopy) in 1912 
[Loc12], and determined that 20 to 40 pores should be sufficient to establish human identity. 
Pores can only be found on the primary ridges (not in the valleys or secondary ridges) and 
their position on the ridge is not completely random, as the function of pores is heat transfer. 
Therefore there is a minimum distance between pores (60 µm). The shape of each pore is 
unique, with a lot of variation. Generally, they are less than 220 µm across. The position for 
calculation purposes is defined as the centre of mass of the pore. If assumed that the pore is 
circular, the average diameter of a pore is 109 µm. The amount of pores per square millimetre 
is approximately 4 to 6 (equivalent to approximately 2.700 – 3.500 per square inch).  On 
average, there are 25,6 pores per cm ridge. 
 
Pores contribute to the Level 3 features (chapter 2.2.1.). Although level 3 feature extraction is 
the main objective of this research, one should realize that level 1,2 & 3 features are not 
independent within the domain of fingerprint authentication. In order to study the (spatial) 
distribution of the pores it would be ideal to assume a homogeneous distribution, based on the 
assumption that the primary function of pores is heat transfer. One would therefore expect that 
pores are evenly spaced. In reality this is incorrect. As stated before, the distribution of pores 
is not entirely random. Given the fact that pores only exist on ridges, pores follow the ridge 
form. The distribution of the pores on the ridges is almost random, but amongst the ridges 
they are only random at bigger areas. Two categories of pores exist: 
 

• Open pores 
• Closed pores 
 

The open pore has a connection with the valley between two ridges, while the closed pore is 
entirely enclosed by a ridge  (figure 2.11). Note that open pores can be closed under pressure. 
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      Figure 2.11: (i) Open pores, (ii) Closed pores  
 
 
 
As stated above, pores are not evenly distributed, as they are a part of the finger ridge. Some 
authors [RS97], for calculation purposes, assume a homogeneous distribution, evenly spaced, 
with a mutual distance d.  This is shown in picture a, of figure 2.12. In fact, intra ridge pores 
are independently distributed and inter ridge pores show some degree of dependency, 
according to paragraphs 5.4 & 5.5. 
 

 
 

Figure 2.12: Pores distribution according to a lattice model (copy Roddy & Stosz, Fingerprint features [RS97]) 
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When these evenly spaced distributed pores are overlaid on the actual fingerprint, picture b is 
obtained. To comply with the actual ridge structure some of the assumed pores should be 
moved. This is shown in picture c. Finally, the lattice formation of the pores with the small 
random deviations is presented in d. Please note that d does not represent the actual 
distribution of the pores, but is only a fit to the actual ridge formation. With the small 
deviations applied, the pore distribution in d is based on the assumption that the pores are 
uniformly distributed over the ridges. This is certainly not the case. There is some difference 
between the (in) dependencies of pores on the ridge (intra-ridge) or between consecutive 
ridges (inter-ridge). This will be highlighted in paragraph 5.4 & 5.5. With graph d we have 
obtained a modelled pore spatial distribution. If you compare this modelled pore distribution 
with the real pore distribution there is still some variation to be noted. Although the 
magnitude of small random deviations between the actual lattice and the modelled lattice are 
quite small, it will still lead to a deviation between the actual distance between two 
neighbouring pores and the assumed expected distance between to neighbouring pores. The 
regular spacing between the pores on a ridge is the norm in most present applied techniques. 
The initial distance d between the modelled pores is therefore often noted as the average 
distance between the pores. For our matching calculations (Chapter 5.) we cannot assume a 
spatial distribution, since pores are actually located on ridges. 
 
 

2.5 Uniqueness of Fingerprint Feature Configurations 
 
The uniqueness of the fingerprint is the basis for this research. Sir Francis Galton 
scientifically proved that fingerprints do not change over the course of an individual’s 
lifetime, and that no two fingerprints are exactly the same. According to his calculations, the 
odds of two individual fingerprints being the same are 1 in 64 billion. However, our research 
is only looking at a (small) portion of the entire fingerprint. Therefore, the main question is: is 
this also correct for a set of fingerprint features? The uniqueness of a set of (fingerprint) 
features has to be checked. For our matching algorithms, we only use a set of features to 
compare and hence not the complete fingerprint. The uniqueness of a set of minutiae or pores 
is defined as the probability of occurrence of the set. The more unique a set of features, the 
chance that an unauthorized person will match the set is very low. By increasing the number 
of features used to represent the print, the uniqueness of the feature set will increase. Two 
important issues to address are: 
 

• the feature distribution; the number of features  per a determined surface and the 
regularity of spacing of the features 

• the (in) dependency of the features. It is assumed by many applied techniques that 
the set of Galton features are independent. In reality, this is not always correct, as 
some configurations of Galton features are more likely than others [Ash95, 
OPRS77 & RS97]. 

 
To show an example of the uniqueness of the fingerprint features (in this case only the Galton 
features) the methods used by Osterburg, et al. (Osterburg, Parthasarathy, Raghavan, and 
Sclove, 1977 [OPRS77]), will be applied. They divided a fingerprint image in equal segments, 
see figure 2.13.  With cells with a dimension of 1 mm x 1 mm, he determined the frequency 
of occurrence of 13 possible Galton features. The results are presented in Table 2.14. They 
assumed that the content of each cell is randomly variable and is independent of the other 
cells. As stated before, this is not entirely correct.  
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To determine the probability of uniqueness of a configuration of minutiae, one should look at 
the content of features for every cell individually. Adopting the independence assumption, the 
individual feature probabilities are combined to calculate the probability of the feature 
configuration of the applied block.  
 
P (configuration of Galton features) = p0

k0p1
k1…pN

kN                 (2.2) 
 
where pi (for i = 0,...,12) is the probability that a given type of Galton feature, i, will occur in 
a cell, according to the Osterburg probability of features table (table 2.14) and ki is the number 
of cells in which the feature occurs.   
 

 
Figure 2.13: Minutiae configurations by applying a lattice of equivalent cells (1 mm x 1 mm). The bold black square 
represents 7x7 (1 mm2) cells, thus in total 49 cells (49 mm2). For every cell the frequency of occurrence of the 13 possible 
Galton features (thus no pores) is determined. For instance, the red crosses depict bifurcations and the red circles depict ridge 
endings. Applying equation 2.2 the probability of a configuration with Galton features van be calculated (copy Osterburg 
[OPRS77]) 
 
For this specific example, the probability will be determined as follows: 
The depicted area of the fingerprint image is 49 mm2, containing 7 x 7 cells of 1 mm x 1 mm 
(1 mm2). This area is within the thick black boundary. As we are only looking for the basic 
Galton features, bifurcations and minutiae, every of the 49 cells should be checked for 
minutiae. In this particular example, it gives the following result: 
 

• 4 cells containing one ridge end only,  
• 8 cells containing one bifurcation point only,  
• 2 cells containing both a bifurcation and a ridge end,  
• 35 empty cells (with no bifurcations or ridge endings).  
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Therefore, the probability of this configuration of 10 bifurcations and 6 end points (16 
minutiae) in 49 mm2 of depicted area, applying the Osterburg probabilities, according table 
2.14, is: 
 
P(configuration of Galton features) = (0,0832)4 x (0,0382)8 x (0,0355)2 x (0,766)35 =  
2,492 x 10-23. 
 
 

Feature 
 

Frequency 
 

Probability of  
Occurrence 

Empty cell 6.584          0,766 
End point 715 0,0832 
Branch point 328 0,0382 
Island 152 0,0177 
Bridge 105 0,0122 
Spur 64 0,00745 
Dot 130 0,0151 
Lake 55 0,00640 
Trifurcation 5 0,000582 
Double bifurcation 12 0,00140 
Delta 17 0,00198 
Broken ridge 119 0,0139 
Other multiple occurrences 305 0,0355 

Total 8.591 1,00 
 

Table 2.14: Osterburg probability of feature occurrence. These are empirical probabilities (by counting) [OPRS77]. 
 
 
Similar to the uniqueness of the fingerprint configuration, Roger Ashbaugh (1982) [Ash95] 
studied the uniqueness of a sequence of intra ridge pores (pores which are on the same ridge), 
in order to detect whether pores could be used for identification and verification purposes. He 
divided pore pods in five cells, each having the same probability having a pore in this cell, 
thus P(pore in cell 1) = P(pore in 2) ….. =  P(pore in 5) = PP = 0,2.  
Based on his assumptions, the probability that two consecutive intra-ridge pores have the 
same relative position as two other pores is the probability having one pore in a cell powered 
by two (2), thus 0,22 = 4.10-2. 
 
The probability of occurrence of a particular arrangement of 20 consecutive pores is: 
 
PAshbaugh (a sequence of 20 intra-ridge pores) = 0,220 = 1,05 x 10-14    (2.3) 
 
As a result of his study, Ashbaugh supported with his model, the claim made by Locard, as 
referred to in chapter 2.5, that matching between 20 and 40 pores is sufficient to identify an 
individual.  
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2.6 Conclusions   
 
Due to forensic applications, enormous progress has been made in the development of 
automated fingerprint identification and verification systems. Level 2 systems have to make 
place for level 3 systems. Data acquisition, fingerprint enhancement, indexing and feature 
extraction techniques are continuously under development, but most of it is still related to 
minutiae matching. Data acquisition is a very important part of the complete process, because 
errors in this part will accumulate over the whole signal processing. In fact, it determines at a 
high degree the performance of the entire system. The next step, fingerprint enhancement, is 
used to reduce this noise. Feature extraction can now be extended to pores (the objective of 
this research). However, times consuming thinning techniques are required. The state of the 
art of computing (algorithms) technologies reduces CPU times to ‘acceptable’ magnitudes. 
Matching scores, the last part of the system architecture, are feature dependent, whereby one 
should distinct between false and correct (feature) matches. 
The formation of ridge configurations during pregnancy is certainly influenced by several 
factors. However, there is no clear evidence to which extent they do affect. Volar topography, 
growth stress, neurotrophic factors as well as skeleton factors do have a certain influence. 
Some authors even claim that the location (place on earth), related to the environmental 
conditions at the specific stage of the pregnancy, does have an impact as well.  The formation 
of ridges and pores determine their unique characteristics. 
Sir Francis Galton already demonstrated the uniqueness of individual fingerprints. In the 
present Automated Fingerprint Verification Systems a limited portion of the fingerprint is 
depicted to verify and to match. Osterburg considered only Galton features to demonstrate the 
uniqueness of fingerprint features configurations. He divided a section of a fingerprint in 
equally divided cells. Based on empirical results he produced a table containing for each 
feature the probability that this specific feature may occur. A probability formula was 
introduced, still used today, calculating the probability occurrence of each individual in 
relation to his developed table. The outcome confirms the uniqueness of fingerprint feature 
configurations. Ashbauch performed a similar exercise for intra ridge pores configurations, all 
showing the uniqueness of these features. 
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3  Design considerations 
 

3.1  Initial design 
 

3.1.1. Introduction 
 
The first step of the system architecture is obtaining an image for the required data 
acquisition, as described in chapter 2.1.2. All kinds of scanning methods have been developed 
to detect (or scan) a fingerprint. At the time of the initial start, most of these fingerprint 
sensors were optical sensors applying prisms, solid-state sensors (capacitive or thermal) and 
ultrasound sensors.  There are only a few of these sensors which can cope with finger pad 
distortion analysis, whereby a high spatial resolution is required, as well as imaging through a 
non-flat contact surface. Prism based methodology can fulfil these requirements and is 
therefore the most frequently used method. The principle is as follows (see figure 3.1): 
 

 
 

Figure 3.1: Typical prism based automatic fingerprint sensor 
 
The system set up consists of a light source, a prism and a CCD (camera). The light wave hits 
both the contacted area as well as the non-flat contact area.  When the light hits the surface, 
consisting of glass and air only, as shown in figure 3.1, the contact area reflects the light 
completely into the camera, resulting in a high contrast pattern of black ridges on a white 
background. This works according to the Frustrated Total Internal Reflection (FTIR) 
principle. Total Internal Reflection (TIR) occurs when a ray of light strikes a medium 
boundary at an angle larger than the critical angle with respect to the normal to the surface. As 
the air film (refraction index n=1) thinned out, near the ridges, the transition from total to 
almost no reflection occurs (n>1). Therefore, the non-flat area will absorb most of the light 
with some scattered light reflection. It is a relatively cheap methodology with no mechanical 
parts. In an ideal environment it will work satisfactory.  However, there are a number of 
shortcomings to be mentioned: 

1. Non uniform contact; the ridge structure of the finger will be changed due to 
environmental conditions, outside temperature, dirt, sweat, air humidity, dryness of 
the skin and in time worn out ridges (special professions and aging). The impact of 
high air humidity can be clarified with figure 3.1; the air part under the finger will 
be filled (partly) with water, resulting in scattered reflection. These images are 
blurred. 
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2. Inconsistent contact by the contact of the finger on the glass plate. On the glass 
plate the original (three-dimensional) shape of the finger gets mapped into the two-
dimensional surface. Furthermore, there is no precise control of the exact position 
on the sensor, as each impression of a finger may possibly depict a different 
portion of its surface 

3. Variations in pressure on the glass plate; this will result in elastic distortions of the 
friction skin of the finger. (This will be highlighted as part of the mechanical 
properties of the human skin in chapter 3.3). 

4. Irreproducible contact: accidents, specific manual work may inflict injuries to the 
finger, which will result in changes in the ridge structure of the finger either 
permanently or semi-permanently. This may introduce additional fingerprint 
features. If these are permanent, it may be advantageous (specific unique, easy to 
identify, features). This is applicable for all systems used. 

 
 
3.1.2. History 
 
The above-mentioned shortcomings were combined with the results of pre- research carried 
out by some of my predecessors. In summary: 
 
In 1995, the company Frencken Technical Projects in Eindhoven developed a stiff pressure 
plate, consisting of a silicone elastomer and a polyester transparent film, according to figure 
3.2: 

 

 
 
 

Figure 3.2: Pressure plate, consisting of glass, an elastomer and a transparent polyester film (foil) 
 
When the papillary ridges are pressed on the foil, the foil as well as the ridges will be, 
elastically deformed and the elastomer will be pressed. If a CCD (camera) is positioned in 
such a way that it observes through the glass, the reflecting image of the papillary structure 
becomes visible. This pressure plate was used for the initial prototype and contains the 
following elements: 
 

1. Glass plate: the glass plate is the substrate of the whole pressure plate. The 
thickness of this plate is approximately 3 mm. 

2. 1st Primer: the primer is used as an adhesive for the elastomer onto the glass plate. 
The black line between the glass plate and elastomer represents it. The applied 
primer is specific related to the applied elastomer. 

3. Elastomer: the applied elastomer Sylgard 184 (Annex A.3.) is processed in liquid 
form and hardened in the oven into a gel. The thickness of the elastomer varies 
between 150 µm and 750 µm. the stiffness is comparable with a standard 
household elastic band.  
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4. 2nd Primer: this primer (black line between the elastomer and foil) is applied to 
adhere the foil to the elastomer 

5. Foil: the foil Meninex 442 consists of two layers, the synthetic layer and the 
reflecting layer of approximately 100 nm. The reflective layer is ‘protected’ by the 
synthetic layer. However, when the foil is pressed too hard or when long nails are 
used, the foil will be damaged. Therefore, it has to be replaced regularly, which is 
not user friendly. 

 
Major emphasis was given on the production technologies for single production and mass 
production of the elastomer.  
In combination with TNO Research the most suitable elastomer was tested extensively, 
resulting in the Dow Corning Sylgard elastomer (Annex A.3). Parallel, Siemens performed 
additional research on pressure plates, resulted in two patents (WO89/02721 and 
WO89/02722).  
 
In 1996, Mr. J. Bresser finalised his study at the Stan Ackermans Institute (Technical 
University Eindhoven). His thesis summarised several scanning techniques, such as single- 
and double- confocal scanning, astigmatism, principles of Moiré and interference.   He 
applied rotating applications, such as mirrors, polygons, holographic optical elements and the 
standard prisms. With the usage of rotating techniques, complicated scan patterns were 
obtained, forming a non-orthogonal raster [Bre99]. His thesis resulted in the recommendation 
to apply single Foucault scanning techniques.  
 
In 1999, Mr. A van Meer performed a research authorised by the company VR Opto B.V. in 
Zaltbommel, combined with the Technical University Eindhoven [Mee99]. Besides an 
extensive study in available scanning sensors at that time, his major task was to develop 
scanning techniques in combination with the measurement principle as laid down in the patent 
of Dr. L.J. van Ruyven. Initially, this patent was the basis for the present research as well. 
 
From 2000 onwards, Mr. R.H.R. Jacobs and the author continued to investigate scanning 
principles applying the above-mentioned patent. Mr. Jacobs developed a two-dimensional 
raster scan prototype. Some of this research and recommendations has been used in this 
dissertation [JSVB01].  
 
 
3.1.3. Considered measurement principle: Finger Line Tracking 
 
As stated above, the whole concept of our initial research was based on the patent submitted 
by Dr. L.J. van Ruyven under patent number WO 93/18486. A copy of this patent is attached 
as Annex A.2. 
Abstract: A fraud proof identification system is provided with a point-to-point in focus system, 
preferably a line tracking arrangement for imaging skin profiles particularly of the thumb-top 
which contains relatively many continuous lines and avoids mental association with criminal 
finger print actions. Characteristics from skin profiles, preferably mutual line distances 
progressively measured along a selected skin line are compared with such information 
stocked in the system in order to discriminate upon authorisation. A line tracking system is 
preferably provided with a servomechanism, a control signal of which acting as measuring 
system 
Based on this patent, the initial project description was as follows: 
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Design, built and test a Finger Line Tracking Prototype. 
 
Three major requirements are depicted: 
 

1. The prototype should be based on patent WO 93/18486. There are two major 
claims in this patent, which had a tremendous impact on the design of the 
prototype: 
• Claim 2: “...the imaging system comprises a line tracking system (...) 

provided with a servo mechanism...” 
• Claim 7: “Fraud proof system as claimed in any one of the preceding 

Claims characterized in that geometric characteristics are derived from 
spacing’s (...) between skin profile lines...” 

2. A solid-state laser should be applied, preferably the Compact Disc laser, as it has 
proven its reliability and it is also very price attractive (few eurocents per piece). 

3. To overcome the shortcomings, as explained in chapter 3.1.1. it was decided to 
apply the pressure plate, as described in chapter 3.1.2., with the elastomer and 
polyester foil as used by my predecessors. This would ease the line tracking, 
required by the patent. 

 
Especially Claim 7 caused problems. It was based on the assumption that persons could be 
identified by the geometrical property of distances between the papillary ridges. This research 
will show that this is incorrect. The steps to the initial designed prototype will be explained 
briefly. Based on the patent requirements only, the, to be built prototype should be a line 
tracking system, that follows the lines during the scanning process. The foil as described in 
paragraph 3.1.2 and the press plate was used to obtain distinct images, to facilitate the 
performance of line (ridge) tracking. The result was partly acceptable for level 2 verification 
only, as the foil on the applied press-plate is so stiff that only lines, bifurcations and endpoints 
of the fingerprint can be detected. It became clear that pores could not be detected with the 
applied stiff press-plate.  
 
The next step was to perform additional simulations (Finite Element Analysis), in order to 
check whether a press plate could be used at all for pores detection. A thinner and lesser stiff 
foil should be considered, applying a gel instead of an elastomer.  
For continuing production processing, the minimum thickness of the foil should be 
approximately 4 – 5 µm (source: Prof. dr. ir. H.E.H. Meijer of the faculty Mechanical 
Engineering, Section Materials Technology of the Technical University of Eindhoven). For 
the Finite Element Analysis (FEA) simulation, a foil thickness of 4 µm is used. The next 
parameter to alter is the Young’s modulus of the foil.  
 
Most foils are bi-axial stretched. By bi-axial stretching the foil will be stretched in two 
orthogonal directions in the plane of the foil. For simulation purposes, three different gels 
were tested: Sylgard 184, Gelatine 4% en Sylgard 527. The most suitable foil according these 
tests is the 4 µm LDPE (Polyethylene) foil, applying the Sylgard 527 gel.  
The Young’s modulus varies between 150 and 1.100MPa. In the simulation the lowest 
stiffness (E= 150MPa) is applied. The stiffness of the gel Sylgard 527 is so low that the Finite 
Element Analysis (FEA) does not converge anymore. In the analysis it is simulated as a fluid. 
Both the press plate as the synthetic foil has a low stiffness. The values of the material 
properties used for the Finite Element Analysis are shown in table 3.3. 
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 Constant of Poisson Young's Modulus in Pa Thickness in µm 
Sylgard 527 N/A* 0* N/A* 
Gelatine 20% 0,45 5.105 300 
LDPE 0,33 150.106 4 

 
Table 3.3: Material properties of three applied foils used for the FEA. There is a trade off between the stiffness of the foil 
and the extent to which ridges and minutiae still can be detected.  The optimum result is obtained when the foil is a fluid. The 
Sylgard 527 is pressure tested (simulated) as a liquid. 
 
To perform the Finite Element Analysis, we used the finger cross sections as shown in figure 
2.10 (paragraph 2.3). The left part of the cross section represents a papillary ridge without a 
pore and the right part a papillary ridge with a pore. Both cross-sections are simulated, 
applying the three above described foils, resulting in table 3.4 below: 
 
 
 without pore with pore; diameter 160 µm 

Foil Base 
∆ypapillary ridge 

in µm 
∆ypapillary ridge 

in µm  
∆ypore ridge 

in µm y
y

ridgepapillary

pore

Δ
Δ  

Melimex 442, 12 µm Sylgard 184 1,5 0,67 not visible - 
Melimex 442, 12 µm Gelatine 20% not simulated 0.93 not visible - 
LDPE 4 µm Sylgard 184 6,0 4,50 3,0 0,67 
LDPE 4 µm Gelatine 20% 16,5 13,00 7,0 0,54 
LDPE 4 µm Sylgard 527 35,0 29,50 5,0 0,17 
 
Table 3.4: FEA simulation results, showing the delta height in the foil and the relation between differences in heights, caused 
by the papillary lines and pores. ∆y papillary ridge is the height difference between the top ridge and the ridge valley. ∆y pore ridge is 
the registered height difference of the pore. 
 
 
By applying the Melinex gel combined with the Sylgard base it is possible to detect a height 
difference in the papillary ridge of 1,5 µm if the applied cross-section is considered without a 
pore. The cross-section with a pore shows a lower depth (0,67 µm) and does not show, as 
expected, the pore. By applying the LDPE foil, the simulation shows a height difference 
between the ridge and the valley up till 35 µm for Sylgard 527. In all cases when the 4 µm 
LPDE foil is applied, pores can be detected. It should be noted, that in no case the stress limit 
of the materials has been exceeded. To simulate the detection possibility of the pore, the right 
cross-section part is used, according to figure 3.5 below.  
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Table 3.5: FEA simulation of a papillary ridge, including a pore applied on a LPDE foil of 4 µm and a base of Sylgard 527 
(table 3.4). Scales of both graphs are in µm. The analysis shows that pores can be observed. 
 
The figure shows the described half cross-section. Please note again, as explained above, that 
the used Sylgard 527 is simulated as a liquid. The sag of the foil can detect the pore, on the 
left side of the left cross-section. The right side of the left figure is the half of the papillary 
ridge. The foil is presented as the bold black line underneath.  
 
The applied pressure on the left part of the graph is according to the ‘Von-Mises’ pressure 
table [AUF95, page 155], noted in MPa (scale: 0 – 7 MPa). The increments are 0,5 µm. The 
right part of the graph shows the displacement in the foil caused by the finger pressed on the 
applied foil in the y-direction. The x-axis covers the range from 0 – 250 µm and the y-axis 
from 0 – 3 µm.  As noted, the maximum height difference caused by the ridge is 29,5 µm and 
by the pore approximately 5,0 µm. Pores have diameters varying between 60 µm and 220 µm. 
 
This analysis demonstrates that, by using other materials on the press-plate, pores can be 
detected. However, applying the discussed weaker press-plate will result in a very vulnerable, 
almost not usable system. This could be overcome by development of a specific elastomer, 
which will be time consuming and expensive. Nevertheless, this is not the only shortcoming 
to be addressed.  
 
The second and even greater problem will occur by assuming that the ridge structure after 
(isotropic) deformation is congruent, under all (environmental) conditions. In other words, 
when a live image has decreased distances between the ridges, due to temperature changes or 
other environmental conditions, these distance changes should be proportional everywhere in 
the image, thus behave congruent. If true, one can empirically obtain the results under all such 
conditions and compensate for it when comparing the live scan and the template scan. 
Therefore, the impact of Humidity and Temperature were tested separately to verify this 
assumption, but most of all to find a relation between the ridge distances under different 
conditions. As there was no prototype sensor available at that time, which could fulfil these 
requirements, a simple set up was constructed to perform above tests, according to figure 3.6.  
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Figure 3.6: Set up to test the influence on papillary ridge distances, under different environmental conditions. 
 
The set up consists of a CCD camera, a telecentric lens and a white light source to illuminate 
the finger. It should be noted, that above set up was only used to test the assumption that all 
images are congruent. Although the images are very usable for this purpose, the set up can 
never be used to fulfil the requirements of the research, as it is too expensive for high quantity 
applications and even more, no pores can be detected. These tests were performed on the 
fingers of the author. Template images for all ten fingers were made at 20o C and a humidity 
of 80% (lab conditions).  As the live scan will almost never be performed under these (ideal) 
conditions, two extreme conditions were tested for all these fingers: 
 

1. At a temperature of -4o C and a humidity of approximately 60% for ten minutes.  
2. In water, at a temperature of 21o C for 10 minutes. 
 

To obtain proper images at the edges, the finger was pressed on a glass plate with a force of 
approximately 5N. The result images of these tests are shown in Annex A.4. Note that these 
test results only show ridges and minutiae. Therefore, pores are not contemplated in analysing 
changes in ridge distances under different environmental conditions, only ridges are.  
The ‘wet’ condition images and the ‘cold’ images were individually superimposed on the 
standard, template, condition images, by checking the grey value differences. The super 
imposed images all showed image correlations between 88% and 99%, which seems high, but 
unacceptable for our purpose (a FRR of 0,01 – 0,005% and a FAR of 0,01%).  
In Annex A.4 (figure A.4.c) two test images of the author’s left hand forefinger at different 
environmental conditions (template and ‘wet’ condition) are superimposed and compared on 
grey levels. As there is a slight difference in ridge distances detected under different 
conditions, one could examine possible compensation techniques.  
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However, even when the (environmental) conditions of the live scan are known, it does not 
automatically means that these conditions do apply. A good example is the usage of the ATM 
in wintertime, at for instance -40 C. The sensor could compensate for these conditions. 
However, the user could just have left his car under completely different conditions, so the 
compensation conditions do not apply. It was concluded that the obtained images do change 
under different environmental conditions and that (mathematical) compensation will not solve 
this problem at all conditions. Therefore, the assumption of compensating congruent images is 
rejected. The final test, the impact of pressure, based on the mechanical properties of the skin, 
turned out to be the main reason for rejecting this assumption. As this impact is applicable for 
all our developed sensors, this will be comprehensively highlighted in a separate paragraph 
(3.3).  
 
 
3.1.4. The two-dimensional raster scan prototype 
 
As the initial project description was abandoned, a ‘new’ prototype design was developed and 
built, using a scanning technique of an orthogonal grid. The choice for this technique was 
mainly based on our previous, disappointing, test results and on gathered new test results from 
literature research. With scanning in a grid all the necessary information of the fingerprint 
could be retrieved. The constructed prototype consists of an optical system with the press-
plate, drives, data-acquisition equipment, reconstruction algorithm and the necessary 
interfaces for the use, according to the next set up (figure 3.7).  
 

 
                     Figure 3.7: Photo of the 2-dimensional raster scanner set up. 

 
The functioning of this 2-D scanner can be best explained by the above photo set up, in 
combination with its opto-mechanical lay out (see figure 3.8). The light source is a diode laser 
LED). The laser beam is presented as the white line. The direction of this laser beam is along 
the (negative) x-axis through the beam splitter onto the movement (translating) mirror.  



 49 

To avoid that almost all optical components should translate, an additional translating mirror 
is added.  There, the beam is diverted (900) in z-direction till it hits the rotating mirror. This 
mirror rotates with a frequency of 5Hz. The rotating mirror, with motor, distributes the beam 
through lens 1 onto the press plate, on which the finger is positioned. Note that only the 
translation mirror, the rotating mirror (and motor), lens 1 and the end pieces of the optical 
fibres can move in the x-direction.   
These items are mounted on a translation table of Physik Instrumente GmbH. The scan 
movement is in the z-direction. The whole systems works like a confocal microscope, 
whereby the x- and y- slopes of the ridges are measured. 
 

 
 

Figure 3.8: Opto-mechanical schematic diagram (lay out) of the 2-dimensional scanner. 
 
To illustrate this in a two-dimensional figure, the parts surrounded by the dotted line are 
rotated 900 around the y-axis. In that way a ‘new’ x,y,z-coordinate system is obtained (see left 
corner under in the dotted area). The parts on the translation table are marked surrounded by a 
dot point rectangle. The rotation axis of the rotating mirror is exactly positioned in the focus 
of lens 1. For lens 1 an achromatic lens with focus length f = 50 mm is chosen, in stead of the 
original Plano-convex lens with f =30 mm, as the achromatic lens causes less aberrations and 
a bigger focus length will decrease the angle of incidence, therefore increasing the 
performance of the system.  
The (parallel) laser beam, represented black in figure 3.8, travels through the beam splitter, is 
reflected at the translation mirror and hits the rotation mirror. There it is reflected and travels 
through lens 1 where it is focussed (f1) onto the press plate. This laser bundle is perpendicular 
to the press plate. It hits the finger foil, where it is reflected with an angle due to the papillary 
ridges (the light gray beam). In lens 1 the reflected beam is focussed into a parallel beam 
again, which hits the rotating mirror at a (small) shift. From there the reflected beam hits the 
beam splitter at the same shift, is focussed (f2) via lens 2 into the pinhole and at exactly 2x f2 
the beam is imaged on the PSD (Positioning Sensitive Device or Detector). The four PSD 
signals are converted by electronics into voltages, representing the position.  
The PSD lens has a focus length of f2 = 100 mm. Between the PSD lens and the PSD a 
pinhole is positioned in the focus point of the PSD lens. With the pinhole it is assured that 
only the light parallel to the optical axis of the PSD lens is focussed in the hole of the pinhole 
and finally is imaged on the PSD (thus no scattered light).  
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Because only these parallel beams go through the pinhole, only that light that is focussed on 
the finger press plate will be imaged on the PSD. To measure the time between the start and 
stop of the scan (translation) movement in z-direction, two optical fibres are mounted onto the 
clamp of the lens holder of lens 1.  The far ends of these fibres move along in the x-direction. 
As these end pieces are bended, the light of the laser can easily penetrate the fibres. This light 
will hit, trough the fibre, the photodiodes 1 & 2. Every sequence of measurements starts when 
the moving laser beam hits the optical fibre of photodiode 1 end ends when it hits photodiode 
2. After every start a number of measurements are done. In the meantime the translation tables 
moves. 
Consequently, the beam hits the PSD and the four signals of the PSD are converted by Philips 
electronics in voltages representing the position. Together with the trigger signals of the 
optical fibres, this information is processed in the PC with a special DAQ card.  
The timing of sampling and the storage of the data is complete independently carried out by 
the DAQ card. This card reads four channels, the x- and y position of the spot on the PSD and 
the signals of both photodiodes, sequential each with a frequency of 31.250Hz. 
Approximately 10% of the sample frequency is used. The four channels are measured in 
3,2µs, the next 28,8µs the DAQ card is not used. The measurement is not simultaneously, but 
all 4 channels are measured within the 10% of the sample time. Frequencies close to the 
Nyquist frequency (50%) may be distorted in the sampling and reconstruction process, so the 
bandwidth should be kept below the Nyquist frequency by some margin. The applied 10% 
fulfils that requirement.  
A special written MATLAB programme reads the converted binary data. This binary file with 
all data of the four PSD channels is transformed into 4 matrices. Only two matrices are used 
containing x- and y- slope information of the image. Finally, with this information, an altitude 
chart (height profile) is calculated applying the method of least squares. Initially, it was not 
possible to synchronise the measurement data of the 2-dimensional raster scanner. The 
obtained shift was caused by the not constant rotating speed of the rotating mirror.  By 
applying two trigger signals better results were obtained. Below figure shows the 
synchronised images of a fingerprint and a LED (figure 3.9) for both the x- and y- slope 
presentation. 
 

           
  (a) Finger x-slope                   (b) Finger y-slope                  (c) LED x-slope                  (d) LED y-slope 

 
          Figure 3.9: Synchronised measurement data of the 2D scanner. a & b showing the images of a fingerprint, c & d  
          show the different slope (x and y) images of a LED. 
 
The data of the binary file is transformed with MATLAB into two matrices, whereby every 
column represents a sequence of measurements. Figure 3.9a represents the finger image of the 
x-slope values and 3.9b of the y-slope values. After synchronisation and compensation it was 
possible to extrapolate (construct) the altitude chart of both the finger and the LED, by using 
the method of least squares. The result of this is shown in figure 3.10 below. 
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Figure 3.10: Reconstructed (interpolated) altitude chart of the finger and the LED, obtained from figure 3.9 
 
By building this prototype, it was proven that images could be made and that the 
reconstruction algorithm for transforming the obtained slope information into an altitude chart 
is possible. Nevertheless, the final result is not adequate and cannot be used for further 
research. The main reason seems the fluctuations (variations) in the revolutions of the rotating 
mirror.  A possible solution is the usage of a motor with an encoder. The pulses of the encoder 
could be used as a starting trigger. In that case measurements are not time related anymore, 
but position related. Furthermore, the fact that the slope measurements in x- and y- direction 
cannot be measured simultaneously, the construction of the altitude chart is not optimal. 
Finally, the built prototype requires approximately 20 seconds scanning a surface of 5 x 4 
mm. All these drawbacks, combined with the investments involved for more accurate 
equipment and the fact that clearly (see figures 3.9 & 3.10) no pores could be observed, 
necessitated another approach.  
 

3.2 Design description and objectives 
 
The growth of companies manufacturing biometric (fingerprint) products worldwide is 
enormous, especially after the 9-11 incidents in 2001. The supply of all kind of biometric 
devices is still growing. However, some of these systems work well, but most of them do not 
work to the end customer satisfaction, or even more, to their expectations.  Main reason is the 
fact that the potential customer does not know how biometric systems work and that the 
manufacturer does not understand the end user requirements. Therefore, system requirements 
should be well specified.  
Most automatic (verification) systems for fingerprint comparison are based on standard 
minutiae matching, applying a low false acceptance rate (FAR) as the main drive, specifically 
for access control. For the specific application of this research the bank requirements (see 
objectives) are the input. The above-described shortcomings of the prototypes used, 
necessitated a different approach. The lessons learned from our previous ‘prototypes’ were the 
basis for the ‘new’ design.  
This new design contains the following steps: 
 

1. Evaluation of Biometric Identification Devices and the state of the art technology 
2. Identifying the limitations of current finger line identification systems 
3. Biologic generation of fingerprints, the characterisation of finger lines and pores 
4. The factors that influence the ridge configurations, including environmental tests  
5. The mechanical behaviour of the skin 
6. The design (considerations) of the imaging sensor 
7. Image & Feature processing 
8. System Performance Estimates by Statistical Analysis 

 
The objective of this research, based on the above steps, is to develop and construct a 
prototype, which can meet the following ‘adjusted’ requirements:  
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• An AFVS based on biometric fingerprint verification imaging techniques, applying 
the additional feature pores, in order to reduce both the FAR and FRR. 

• A reliable, a maintenance- and user- friendly biometric verification system with a 
FRR of 0,01 – 0,005% and a FAR of 0,01%.  Above stated FAR and FRR are 
based on desired bank requirements 

• A CPU time of (image) processing of maximum 1 sec. 
• A low cost biometric device, based on high quantities (bank application) 
 

 
3.3 Mechanical and optical properties of the human skin 

 
3.3.1 Introduction 
 
The shortcomings of most of the presently available optical sensor systems as highlighted in 
Chapter 3.1.1, combined with the ‘new’ design, necessitated to investigate the impact of the 
mechanical properties and optical properties of the skin. Whatever system applied, non-
uniform contact, inconsistent- and irreproducible- contact and variations in pressure will 
always apply. The optical properties of the skin will be highlighted separately in paragraph 
3.5.  The skin is a very complex tissue, with the following functions [Oom95]: 
 

1. containment of body fluids and tissues 
2. protection against physical, chemical and biological attack 
3. receptor of external stimuli 
4. regulator for tissue temperature 
5. regulator for blood pressure  

 
Before investigating the impact of a mechanical load on the finger tissue, one should 
determine the most important variables responsible for the mechanical behaviour of the tissue. 
Input variables such as environment and the features of the claimant (person) itself are vital 
for examining the mechanical loads on the fingerprint tissue. The schedule below gives the 
input and state variables for loaded tissues. However, only those variables, which can be 
quantified, are considered. To implement the impact of the claimant features, such as age, 
race/sex, posture and weight, is far beyond the scope of this research. They do, however, 
influence the mechanical behaviour of the skin, but have no influence on the final rejection of 
Claim 7 of the patent (Annex A.2; the distances between ridges remain constant under 
different conditions). 
 
 

 
 

 
 

  
 
           

 
 
 
 

                 Figure 3.11: Input and state variables for loaded tissues 
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The next step is to determine the structural components that play a (important) role in the 
mechanical behaviour of the skin. According to Oomens and Brown (1971) [Oom95] the role 
of the epidermis is usually neglected (except for the skin of the palms of the hand and the 
soles of the feet). Even more, the impact of the blood vessels, the nerves and glands on the 
mechanical behaviour of the skin is also neglected.  
What remain are the ground substance and the fibre network.  These two structural 
components play the major role in the mechanical behaviour of the skin.  
The ground substance is a gel like substance and plays a major role under compression. It has 
a major influence on the time behaviour of the tissue. In our research this impact can be 
neglected, as the force of the finger on the sensor is very limited in time and certainly not 
excessive (approximately 5 – 10N). 
The fibre network can be divided in three types [Oom95]: 

1. collagen fibres 
2. elastin fibres 
3. reticulin fibres 

The collagen fibre is the basic structural component for hard and soft tissues. A set of 
collagen molecules is joined together, to form collagen fibrils. These fibrils have a diameter 
of 20 – 40 nm. When these fibrils are bundled, fibres are formed with diameters ranging from 
0,2 – 40 µm. The mechanical strength of the collagen is huge, estimated between 500 – 1.000 
N/mm2. The maximum elongation of collagen is in the order of 5 - 6%. The mechanical 
properties of the collagen are usually studied in combination with fibred muscle tendons. 
Applying mechanical loads on tendon, results in phenomena like creep and relaxation. In 
other words tendons behave visco-elastic. This illustrates the problem of determining the 
mechanical properties of the collagen, as it is not possible to isolate the collagen fibre from 
the tendon. Therefore, it is not correct to apply the standard Young modulus formula for 
isotropic and linear elastic materials. This will be highlighted in chapter 3.3.2.  
Nevertheless it is certain that the properties of the collagen are a large stiffness and linear 
elasticity over a long strain area. The latter is not applicable for the fingerprint sensor, since 
there will be no large strain for a long period. For collagen properties a Young’s modulus of 
108 N/m2 is applied (Fung, 1981, [Oom95]). 
The elastin fibre does not have the isolation problem as discussed above. It behaves like an 
almost linear structural component, as it (almost) recovers to 100% after distortion. Elastin 
preserves its elasticity after fixation in formalin (Fung, 1981[Oom95]). Therefore, tissue 
under pressure may shrink, when loading is not applied anymore (even after fixation). For 
elastin fibre properties a Young’s modulus of 5x106 N/m2 is applied (Daly, 1969 [Oom95]). 
The reticulin fibres represent only 0,38% of the skin tissue and are therefore neglected. This 
fibre is hard to distinguish from collagen, but differs in chemical composition. There are no 
studies reported on the mechanical properties of this fibre. 
 
 
3.3.2 Mechanical behaviour of the skin. 
 
For decades experimental studies have been performed on the mechanical behaviour of the 
(human) skin. As stated in the previous paragraph the mechanical properties are obtained 
from experiments on the fibres, not on the epidermis and hardly on the subcutis (subcutaneous 
fat). To indicate the difference in (non) linearity and isotropic properties of materials, such as 
the human skin, the Young Modulus will be briefly explained. The Young's modulus is named 
after Thomas Young, a 18th Century British scientist. In solid mechanics, the Young's 
modulus (E) is a measure of the stiffness of a given material.  
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It is defined as the ratio, for small strains, of the tensile variation of stress (σ) divided by the 
tensile variation in strain (ε). This can be experimentally determined from the slope of a 
stress-strain curve created during tensile tests conducted on a sample of the material.  

  E ! (tensile)stress
(tensile)strain

=
!
"

                            (3.1) 

where: 
E is the Young's modulus (modulus of elasticity) measured in Pa (Pascal) 
σ is the applied stress in Pa 
ε is the observed strain. 
 
For many materials, Young's modulus is a constant over a range of strains. Such materials are 
called linear, and are said to obey Hooke’s law. Most metals and ceramics, along with many 
other materials, are isotropic; their mechanical properties are the same in all directions. The 
skin, however, does not behave isotropic; it can be treated as grain of corn, with different 
sizes and orientations. This treatment makes the skin anisotropic; meaning that the Young's 
modulus will change depending on which direction the force is applied from. Other 
parameters, such as volume deformation, the skin thickness, the shear force applied and the 
surface submitted to shear force should be contemplated as well.  
 
The collagen fibres can be treated as composites. As a result, these anisotropic materials have 
different mechanical properties when load is applied in different directions. As stated, the 
(human) skin is unique and behaves therefore, not according to standard laws, like Young and 
Hooke. Further investigation is required into the impact of the following features: 

1. non linear stress / strain relationship 
2. preconditioning 
3. hysteresis and anisotropy 
4. strain rate dependency 
5. creep response 
6. humidity  

 
All mentioned aspects will be dealt with in the next paragraphs. Please note that the 
qualitative properties highlighted in these paragraphs are based on experiments [Oom95]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 55 

3.3.2.1 Non linear stress – strain relationship 
 
It is confirmed by Barbenel et al. [BEJ78] that all experiments carried out on the skin show 
non linear stress / strain relationship under compression as well as under extension   
 

 
Figure 3.12: Force distortion relations for excised human skin in uni-axial tension. (Source: Barbenel et al., 1978 [BAJ78]) 

 
Large extensional strain is accompanied by lateral contraction of a similar magnitude. 
Intercept on the extension axis represents the ‘limit’ strain. The behaviour under extension is 
non-linear. At the start when the strains are small the mechanical properties are almost 
completely contributed by the elastin fibres, the collagen fibres hardly contribute to the 
stiffness. By increasing the load more collagen fibres are stretched resulting in a major 
contribution to the stiffness. The more load, the more the collagen fibres contribute to the 
stiffness, which explains the steep part of the curve. This physical model of the tissue 
behaviour enables us to explain the behaviour under extension, but it does not explain the 
almost similar curve under compression. According to Oomens [Oom95] the effect of 
compression has not been thoroughly investigated yet. It should be noted that the distortion of 
the skin is high at low strain and hence at low load.  
 
 
3.3.2.2 Preconditioning 
 
Experiments have shown [BEJ78] that when the loading cycle is repeated on the skin, 
different stress / strain curves are obtained. Initially this is not reproducible. After a number of 
loading and unloading cycles the results become reproducible. This is called preconditioning. 
This standard procedure is applied in all loading / unloading experiments on biological 
materials. There is no solid explanation why this occurs. It is assumed that preconditioning is 
required to rearrange the tissue structures, which are disturbed during the process of preparing 
the skin sample. 
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Figure 3.13: Repeated extension cycle of the skin to a prescribed force (source: [Oom95, page 2.9])  
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3.3.2.3 Hysteresis and anisotropy 
 
Experiments have shown that the skin has a different structure after the loading cycle 
compared to the unloading cycle. This implies that the behaviour of the skin depends on the 
history of the distortion. This is called hysteresis.  
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Figure 3.14: Force versus stretch ratio curves (source: Tong and Fung, 1976 [Oom95, page 2.10]) 

 
As the skin behaves in an anisotropic fashion, the two curves show besides hysteresis also 
different tissue behaviour in different directions. The exact reason is not known, but it is 
assumed [Oom95] that the observed preferential directions of collagen fibres can explain this 
behaviour. It is however sure that the mechanical behaviour of the skin is time dependent.  
 
 
3.3.2.4 Strain rate dependency 
 
For all the presented curves (figures 3.12 up till 3.14) a constant strain rate is assumed. When 
a different strain rate is applied the outcome will be a different stress/strain relationship. The 
figure below shows the impact of human skin under compression, at various strain rates. At 
low strain rates this strain rate dependence disappears. This is exactly the case with an 
Automated Finger Verification System. The effect of variation of the strain rate can therefore 
be neglected for our specific purpose.  
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Figure 3.15: Stress / strain curves at various strain rates (source: North et al., 1978 [Oom95, page 2.11]) 
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3.3.2.5 Creep 
 
During the sensor measurements, it is the intention to apply a constant load (Force) of 
approximately 5-10N.  When this constant Force is applied, the distortion of the skin will 
increase as a function of time. This is called creep. The below creep curve from Ziegert and 
Lewis (1978) [Oom95] show the skin under compression. They found that when a second 
load was added to the previously applied load, the structure shows less time dependency 
compared to the first cycle. 
It should be noted that the load necessary to maintain the initial distortion would decrease as a 
function of time. In other words, the skin tissue shows relaxation. This is not applicable for 
our research. The load will be applied for just over one second.  
 

 
 

Figure 3.16: Creep response of tissue (source: Ziegert and Lewis, 1978[Oom95, page 2.12]) 
 

 
3.3.2.6 Humidity 

 
All the previous discussed impacts on the mechanical properties of the skin, assume an almost 
negligible contribution of the epidermis. The collagen and elastin fibres determine the 
contribution (this is the case in almost all studies regarding this subject). However, the outer 
layer of the epidermis, the stratum corneum, shows a specific behaviour pattern as function of 
the different ambient conditions. By increasing the ambient relative humidity, resulting in 
hydration of the skin, the Young modulus decreases. This impact was studied by Park and 
Baddiel (1972) and Papir et al (1975) [Kem98]. This relationship is measured by Park and 
Baddiel (1972) [Kem98]; these results are fitted in the following exponential function: 
 
        { -(RH/100+0,5)4,8 + 22,0} 
           E = 0,84 e           (3.2) 
 
where RH/100 the Relative Humidity is. Both studies noted an almost 1.000 fold decrease in 
the Young’s modulus by an increase of Relative Humidity (RH) from 30% to 100%. These 
results are shown in figure 3.17.  
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Figure 3.17: Variation in Young’s modulus as function of the Relative Humidity 
                    (Source; Park and Baddiel, 1972 [Kem98, page 30]) 

 
. 
3.3.2.7 Young’s modulus versus skin depth 
 
The previous chapter highlighted the impact of the Relative Humidity on the Young’s 
modulus on the outer layer of the epidermis (the stratum corneum), which is expressed in the 
exponential function (3.6). The relation between water content and Relative Humidity gives 
the porosity profile and is measured by Anderson et al. (1973) [Kem98]. The combination of 
this porosity profile in the skin and the exponential function (3.2) reveals the Young’s 
modulus as a function of the skin depth. This is shown in figure 3.18. Again it shows the 
biggest change at the outer layer of the skin, the surface area we apply for our research.  
 

 
 

     Figure 3.18: Young’s modulus profile across the stratum corneum [source; Kem98, page 44]  
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3.3.2.8 Distortion test on pressure plate 
 
The experiment as carried out by R. Jacobs [JSVB01] demonstrates the impact of positioning 
the finger on the pressure plate under a constant force (approximately 5N), according to figure 
3.19.  
 

 
Figure 3.19: Distortion experiment set up 

 
A pressure plate was applied as required for the patent. The pressure plate was clammed in a 
bench (vice) with the glass side directed to the camera. A Digital Handy cam was used to 
register the images. The images are converted on the PC with a graphical card to an ‘avi-
format’. The finger is pressed on the plate with a Normal-Force of approximately 5N. At the 
moment the finger hits the plate, the finger is moved forward according to figure 3.20 (a). 
After the movement forward the reverse movement is applied as shown in figure 3.20 (b). 
 

 
Figure 3.20: Normal Force (5N) on the pressure plate. First forward movement according arrow (a) and later the reverse 
movement (b)  
 
As stated above, the distortion of the skin is high at low strain and hence at low load. This 
experiment will therefore give a representative result at the relative low load. The finger has 
been moved forward and backwards to highlight the distortion. The next figure (3.21) shows 
two different specific images of the complete movie, showing different states of distortion of 
the ridges. The impact is marked with light grey lines following the exact shapes of the ridges 
after distortion. To avoid any doubts, both pictures cover the complete fingerprint with their 
accompanied minutiae. Both images are of one (identical) finger. It is noted that the minutiae 
do not shift after the loads are applied. They are only deformed slightly. 
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Figure 3.21: Two images of distortion (scale 1,8 : 1) of one finger (Roy Jacobs) 

 
The left image shows the shot when the finger was moved downwards. The middle of the 
finger skin remains at the original start position, resulting in an almost straight ridgeline. In 
the right image the finger is moved upwards. Similar to the left image, the middle part of the 
skin remains almost at the same position. However, the outer parts of the finger curve 
significantly. The fact that the middle part of the finger, in both cases, remains almost at the 
original start position is due to the fact that the applied force is higher at the middle than at the 
outer boundaries of the finger. The elasticity of the skin is high, which makes the gradient of 
the friction force visible.  The forces in the direction parallel to the pressure plate surface 
mainly cause the distortion. According to Ansel et al. [AUF95, page 62], Hooke’s law, 
combined with the circles of Mohr, shows that every form of shear can be described in a form 
of strain. If it follows the properties of strain, the perpendicular distance between the 
ridgelines should change at the same order of magnitude as the distortion causing the changed 
curvature. However, due to fluctuations in the force applied at different locations of the finger 
and the position of the finger bone, the distortion is not homogeneous over the complete 
finger. Finally, it should be noted that the properties of the skin in the upper layer (stratum 
corneum) do follow the properties as described in paragraph 3.3.2.7 and behave, contrary to 
the other layers of the skin, not homogeneously. The above-obtained images are therefore not 
only contributed to the non-flatness of the finger.  
The white quadrangles in figure 3.21 show the extent of distortion (at maximum levels). This 
is shown separately in figure 3.22.  

 
                    (a) Situation 1.         (b) Situation 2. 

 
Figure 3.22: Separate impression of the white quadrangles from figure 3.21, showing the maximum levels of distortion 

 
Therefore, the changes of the curvature of the ridges after distortion make it impossible to 
accept the assumption that the mutual ridges distances change congruently. The 
(perpendicular) distances between the ridges therefore do not change proportionally to the 
change in curvature, caused by distortion over the complete finger image.  
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3.4 Redesign (imaging) and optimisation 
 
3.4.1 Introduction 
 
To realize an optical system, the automated fingerprint verification sensor (AFVS), the 
following steps should be performed: 
 
• functional specifications 
• optical design (applying optical properties of the skin) 
• mechanical design (applying mechanical properties of the skin) 
• production of optical materials 
• optical production techniques 
• optical assembling 
• optical alignment and testing 
 
The functional specifications are given by the end user (financial institutes), and are 
considered as an important input for this research. The main objective for the financial 
institutes is to replace the PIN code. The future ATM’s should be equipped with an optical 
sensor, fulfilling a much better performance than the present FAR of 3.10-4. The dimensions 
of the sensor should be almost equivalent to the present machines, as they should be 
exchangeable. The environmental conditions are therefore well known. Ergonomics will be an 
important issue, whereby the positioning of the finger determines a major part of the 
performance. The more accurate and consistent the positioning of the finger is on the sensor, 
the better the surface of fingerprint recognition.  
If the life scan surface is almost equivalent to the template surface, the total processing time 
can be reduced to the functional specification of 1 second. Finally, the sensor should be 
capable to cope with fingers under all kind of conditions, such as dirt, wet, grease etc, even 
long nails, including environmental conditions. Most of all it should be vandalism proof. 
Taking, indeed, the functional specifications into consideration, this research focuses mainly 
on the optical design, optical alignment and testing. The mechanical design, production 
techniques and optimisation of assembling are beyond the scope of this research. The most 
important parameters of imaging systems are type and size of the detector, the size and 
spectrum of the illumination source and the level of illumination. In the following paragraphs 
these issues will be dealt with.  
 
 
3.4.2 Required surface and scanning resolution 
 
Increasing the surface area will obviously result in a higher reliability of the AFVS. The 
choice of the required surface is dependent on the specific requirements of the system, in 
particular the FAR and FRR. How many features are required to obtain the required FAR and 
FRR? Many studies have been performed, resulting in surfaces for level 3 analysis of 5 mm x 
5 mm to a maximum of 7 mm x 7 mm. In our research an aperture with a diameter of 
approximately 7 mm is chosen. The reason for that choice is explained in paragraph 3.4.3. 
Basically, the required resolution is completely based on the applied level of detection. At 
level 1 and 2, verification is related to the pattern of the image and the minutiae only. In 
general a scanning resolution (Rlevel 1. = Rlevel 2.) of 20 ppmm is sufficient. This is equivalent to 
500 dots (pixels) per inch [ppi]. At level 3, a higher resolution is required, as pores should be 
distinguished as well.  
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Chapter 2.4 highlighted the dimensions of ridges and pores. Pores have various (unique) 
shapes and have a cross section varying from 60 µm – 220 µm (average 109 µm). Ridges vary 
in width between 100 µm – 400 µm, the depth varies between 75 µm – 200 µm. In general, 
the period of a ridge/valley cycle is about 500 µm. With the ring diameter of approximately 7 
mm, there are approximately 14 ridges across an image, which certainly results in more than 
15 minutia points per image. The amount of pores per mm2 is 4,19 to 5,19, equivalent to 
approximately 2.700 – 3.500 per square inch [Ash95, JPC99]. This gives a pore density of 
approximately 5 pores per mm2. The smallest size of a detectable pore is 60  µm.  On average, 
there are 25,6 pores per cm ridge. If we assume a sampling period of half the size of the 
smallest pore (60 µm), we require a minimum resolution of the sensor of 1000/30 points 
(dots) per mm [ppmm]. This is equivalent to approximately 800 dpi (ppi). From a publication 
found on the internet [Int.1], it was stated that a higher resolution (Rlevel 3 ≈ 50 ppmm, 
equivalent to 1.200 ppi) would not improve the performance anymore.  
 
Note: As stated before, Locard [Loc12] studied the use of pores for identification (or 
poroscopy) in 1912, and determined that 20 to 40 pores should be sufficient to establish 
human identity. Ashbaugh [Ash95] even claims that 20 pores on one ridge (intra-pores) are 
sufficient. This is mainly based on the position of the pores, but also on their shape. The shape 
of each pore is unique, with a lot of variation. For the research, the presence of pores is most 
important for feature extraction purposes (the shape will be discussed briefly). That is why the 
required amount of pores for verification is significant higher. 
 
 
3.4.3 Sensor design 
 
To analyse the fingerprint ridge patterns and pores, a system is required that can produce a 
high resolution and good quality image of the surface of the finger. The complete hardware 
configuration used to acquire this image is referred to as the sensor. The sensor applied 
consists of the following components: 
• Ring LED illumination (525 nm); the present available sensors mostly have direct light. 

By applying ring LEDs (light emitting diodes) strike light is obtained instead of direct 
light. The result is a higher contrast of the image between the ridges and valleys. Even 
more, the higher the angles of strike light on the image, the higher the contrast. In the 
valleys between the ridges there will be almost no light, only shadows, resulting again in a 
higher contrast. The higher the contrast, the better the available information of the image. 
The distance between the finger and the light source is chosen empirically, in order to 
obtain the best contrast. Figure 3.23 shows that, with this angle of strike light there will be 
no direct light in the valleys. The light on the ridges will be reflected diffusely, so only a 
part of that light will reach the camera through the telecentric lens.  

 

 
         

Figure 3.23: Example of the high angle of strike light by the green ring LED’s, showing almost no light in the valleys 
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The choice of a different spectrum (standard; white light) is also a unique additional 
feature. It is related to the penetration level of the light into the skin, in order to obtain the 
maximum reflection. Green light has a relative low penetration depth. This low 
penetration depth ensures that, only the surface of the finger is observed, instead of the 
finger tissue. For instance, with a low power red light (5 mW), almost all of the diffused 
light will penetrate the finger. A very small portion will go through the finger. An UV 
light source seems ideal, but is harmful for the skin after intensive usage. Later in this 
chapter (paragraph 3.5.2), this relation will be highlighted. The lower the wavelength, the 
better the reflection. However, a (financial) trade off has to be made as well. At the time 
of the building of our prototype green light was the ‘best’ available source. At the moment 
of writing, blue LEDs are available for attractive prices. Another, not negligible, 
advantage of green light is the fact that this wavelength is in the middle of the visible 
spectrum, ideal for camera lenses. Camera lenses are optimised for the total visible 
spectrum. Therefore, in general, the applied lenses have the best resolution and no 
achromatic aberrations in the green spectrum area. The specifications of the Ring LED 
illumination are given in Annex A5.  

• Telecentric lens 0,7x/12; the choice for this specific telecentric lens is supported by the 
following arguments: 

- By applying all kinds of fingers (sizes), a small distortion of the finger on the 
ring holder will certainly occur. A telecentric objective certifies the same 
magnification when these small distance variations (in z-direction) occur. The 
working distance is 100 mm.  

- The range of telecentricity is 7,5 mm, the Depth of Focus is 1,0 mm and the 
magnification is 1,41. This magnification is chosen to image the desired 
diameter of 7 mm finger surface on the CCD camera. Furthermore, the image 
quality of the lens is higher than the required quality of the camera. The 
telecentric lens consists of 4 components.  

- The field curvature of these telecentric lenses is almost negligible, according to 
paragraph 3.4.4.  

The specifications of the telecentric lens are given in Annex A6.  
• CCD camera; the camera is chosen based on the required image size and resolution, 

naturally in combination with the applied lenses. The camera is a standard CCD camera 
with a ½ inch chip comprising 752x582 pixels with 8 bits/pixel. The size of a pixel is 8,6 
x 8,3 µm. At a 1 to 1 magnification, the image of 50% of the smallest detail (a pore of 60 
µm) is approximately 3,6 x 3,5 pixels (30/8,3 x 30/8,6). The spatial resolution (sampling 
rate) is approximately 120 ppmm (≈3.000 ppi) in the horizontal direction and 116 ppmm 
(≈2.900 ppi) in the vertical direction. This is 3,75 times greater than the required 
resolution of the sensor. The sensor itself provides approximately 1,6 (31,6 ppmm / 19,7 
ppmm) times greater resolution than those conforming to the FBI’s current Automated 
Fingerprint Identification System (AFIS) nominal specifications of 19,7 ppmm (500 ppi). 
The choice for a black and white camera is based on the limited wavelength spectrum. 
Applying a monochrome camera, a higher resolution can be obtained. The speed of the 
camera is not important, as the finger will be steadily positioned on the ring holder. The 
specifications of the Sony CCD camera are given in Annex A7. 

• Ring holder for positioning of the finger; to assure that the position of the finger is almost 
similar at all circumstances, the choice is made for a ring (kind of aperture), with a inner 
diameter of approximately 7 mm. Furthermore a ring has a substantial advantage to a 
standard (glass) device (mostly prisms), since: 
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- there will be almost no deforming of the finger in the middle (the area of 
interest) 

- there are no reflections at the measurement surface 
- no dirt will influence the measurements 
- there is no damage to the measurement surface 
- there is a constant light contrast over the obtained image (at a glass plate the 

finger is pressed more firmly at the centre) 
Technical data of this component is stated in Annex A5, A6 & A7. 
Again, in practice, the positioning of the finger on the ring will never be exactly the same. It is 
possible, however, to reduce this drawback to its maximum by applying specific ergonomics. 
An ergonomic design with almost no play in the position of the finger, will give improved 
results. 
 
The combination of the four components determines the quality of the final image. It is better 
to adapt the position of components than to apply software to enhance the images. The system 
is achromatic and is designed for the complete visible spectrum (RGB). Since green is the 
most dominant colour, the system is optimized for the applied wavelength. A separate 
simulation has been performed for a simplified monochromatic sensor, applying a 400 nm 
light source. This will be highlighted in paragraph 6.2 (recommendations) 
The whole layout is mounted with Thorlabs posts on an optical table. By applying a black 
cardboard cover, the whole set-up is protected against scattered light from the surroundings.   
 
Position of the components: 
To explain the position of the components, the actual lay out according to figure 3.24 will be 
used. 
 

 
 
 

Figure 3.24: Set up of the complete sensor system 
. 
This figure shows the actual set up of the system.  The finger is positioned by means of the 
ring holder in the object surface of the telecentric lens (left end). The ring LEDs are 
positioned approximately 20 mm from the ring holder in the direction of the telecentric 
objective.  
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The LEDs emit light towards the finger. A part of the diffused light is reflected and will travel 
from left to right till through the ring of the LEDs till it hits the first lens of the telecentric 
lens.  
The telecentric lens, next to the ring holder, consists of a doublet lens, followed by a biconvex 
lens, a single concave lens and again a doublet lens. It is one component; the optical lay out 
will show how these telecentric lenses are mounted. Directly mounted onto the telecentric 
lens is the CCD camera. The light travels through the telecentric lens and will hit the chip of 
the CCD camera (without significant loss). To avoid any interference of other (environmental) 
light, a black carton covers the whole set up. Additional to the already described components 
is the power supply for the Ring LEDs.  
The optical lay out of the system is given in figure 3.25. It shows clearly the way the light 
travels.  
 

 
Figure 3.25: Optical lay-out of the sensor 

 
When the diffused light hits the camera, the spots on the CCD should be examined to check 
whether all spots are within the diffraction limit. The three spots in the camera (right end) are 
examined, according to figure 3.26. For (telecentric) lenses with circular apertures, the size of 
the smallest feature in an image that is diffraction limited is the size of the Airy disc. The first 
dark ring of all spots is within the Airy pattern. This figure shows clearly that all first ring 
spots are within the diffraction limit.  
 

 
 

Figure 3.26: spot diagram of the light spots into the CCD of the camera 
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3.4.4 Simulation 
 
The graph representing the spot diagram of the light spots into the CCD of the camera is a 
typical example of required characteristics to determine and check the performance of the 
components of the final layout of the sensor. Other specific characteristics, such as the spot 
diameter, the field flatness (curvature) and distortion must be calculated and specified for the 
different components as well. To achieve this, the characteristic of the complete system (and 
its components) was determined by simulation by the optical design software program Zemax. 
All these simulation tests have been performed at the company Technobis Optronics at 
Eindhoven, The Netherlands (previously Eaglet Optronics), in close cooperation with the 
author. With this program it is possible to test all optical properties of the applied components 
by means of a simulation. The test results are used to further improve the complete system. 
The only limitations are the physical boundaries of the components. 
 
 
3.4.5 Specifications of the lenses, magnification, spot resolution and 
illumination 
 
Applying the Zemax simulation program, the next step is to specify the Seidel aberrations (the 
field curvature, distortion, spherical aberration, coma and astigmatism) of the lenses. Finally, 
the magnification of the telecentric lens, the depth of field, the spot resolution and the (spread 
of) illumination of the LED light on the finger should be analysed. 
 
Seidel Aberrations: 
Whatever system used, there will be always aberrations in an optical system, similar to noise 
in the electronics of the camera. However, it is the objective to minimize these aberrations as 
much as possible. To determine which parameters are important, the functionality of the 
sensor should be considered. The system should be used for fingerprint verification in ATM’s. 
Most important are the differences in person’s finger sizes and the environmental conditions. 
The position of the finger will vary due to these significant differences in sizes.  
This positioning inaccuracy should be compensated. The ergonomically design will 
contribute, but the system should cope with a positioning inaccuracy of approximately ± 1 
mm. This implies that the deviations in the image should be the same over the complete image 
field. Environmental conditions also have an impact on finger sizes. All available aberrations 
are discussed below. Since only one wavelength (525 nm) is used only monochromatic 
aberrations are considered. Annex A.9 will list all the 3rd order Seidel aberrations of our 
system, as obtained from the Zemax simulation 
 
Lens Field flatness (Field Curvature) 
Almost all lens systems experience field curvature. The image of a flat object will have a 
curved image. Figure 3.27 shows the impact of (Petzval) field curvature, called after the 
Hungarian mathematician Josef Max Petzval. With a plane (flat) object σ0, the image is in 
focus sharp on a parabolic and is imaged by the lens as a spherical segment (σi).  
Flattening out σ0

 into the plane σ0’ will cause each object point to shift toward the lens 
according to the figure, thus forming a parabola. For a negative lens the parabolic curves 
outward, away from that plane. The displacement Δx of an image point at height yi on the 
Petzval surface from the paraxial image plane is given by: 
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where nj and fj are the indices and local lengths of total number (m) of thin lenses forming the 
system and y represents the distance from the optical axis to the lens axis. The shift (Δx) of 
the image point with respect to the optical axis is called ‘sagital’. 
 

 
Figure 3.27: Field curvature (copy Hecht, page 228 [Hec01]) 

 
This Petzval curvature of the lens is applicable for thin lenses; one can assume that there is 
certainly a field curvature for our lens system as well. The Zemax program calculates the field 
curvature for the complete system.  
The field curvature (the longitudinal aberration Δx) of the sensor is 27 µm, therefore 
negligible (comprehensive results are given in combination with the simulation of the 
distortion of the lenses, figure 3.31). 
 
Lens distortions 
Distortion is the transversal opposite of the field curvature. If a grid of straight lines is 
projected through a lens system with distortion, the image will show curvatures. This is a 
result of the change of magnification as function of the distance to the optical axis of the lens 
system. If the distortion increases when the distance of the image to the optical axis increases, 
we obtain the barrel distortion. If the distortion decreases while the distance of the image to 
the optical axis increases, it is called pincushion distortion. 
 

                                  
 
Figure 3.28: Barrel distortion, resulting from an increased distance       Figure 3.29: Pincushion distortion, resulting from a 
from the image to the optical axis (magnification ↑)              decreased distance from the image to the optical  
               axis (magnification ↓)                                 
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The magnitude of distortion is given by the difference of the actual (correct) curvature length 
(yc) and the paraxial curvature length (yp). This is given as a percentage of the paraxial 
curvature length: 
 
 100% (yp – yc) / yp                     (3.4) 
 
Figure 3.30 shows, that there is no distortion in the middle of the lens field. The distortion 
will increase slightly towards the edges of the lens field. 
 

 
                  Figure 3.30: Distortion versus lens field 

 
By decreasing the lens field the required (minimum) distortion can be obtained. However, the 
reduced field should contain sufficient information. A high degree of distortion makes the 
measurement very sensitive for positioning. Especially in our research this is very important, 
as the measurements are not only containing information in the centre of the image. The 
whole detected area contains information, all with the same degree of importance. Images 
with a distortion less than 1% cannot be detected by human eye. In general, telecentric lenses 
have a low distortion, which supports the choice for the lay out.  
 
Initially, with the choice of the components, it was known that writing relatively simple 
software routine to correct the distortion anomalies at the edges of the finger ring could solve 
a light form of distortion. A disadvantage, however, is the additional calculation time for the 
final verification. The Zemax simulation below shows the percentage of distortion as function 
of the distance from the optical axis (see figure 3.31).  
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Figure 3.31: Field curvature and distortion of the sensor system for the complete RGB spectrum. The green curve represents 
the applied wavelength.  
 
Figure 3.30 shows the field curvature and the distortion of the sensor lay out in one graph, as 
calculated by the Zemax simulation.  As the system was optimized and tested for the complete 
visible RGB spectrum, some specific wavelengths are depicted. The green curves are for a 
wavelength of 500 nm (nearest to the 525 nm applied LEDs). 
The first part shows the shift [Δ], called ‘Sagital’ (S) as function of the distance to the optical 
axis. It clearly shows that the field curvature of the sensor system is low, maximum 0,027 mm 
(27 µm). This can be neglected. The distortion, also as function of the distance from the 
optical axis is also negligible (as expected), less than 0,018% at the outer edge of the finger 
ring. It can be concluded that the field curvature and the distortion of the sensor are 
negligible.  
 
Spherical Aberration 
This will occur by focussing a parallel beam by a single lens. As the beam hits the lens farther 
from the axis the focus point will be nearer to the lens. The magnitude of the aberration highly 
depends on the orientation of the lens. Applying a focussing lens with the flat surface towards 
the focus point will reduce this to almost zero. This is only partially applicable. By proper 
alignment of more lenses, as applied in our set up, the Spherical aberrations can be 
minimized.  
 
Coma 
Coma is a form of aberration characterized by the asymmetry of the wave front. With a point 
object off axis, the waves are deflected to one side of the chief ray, according to figure 3.32. 
The coma of the telecentric lens that we apply has been carefully corrected. Therefore, coma 
can be neglected. 



 70 

11-11-10 12:35fig. 3.32; Coma (nov. 2010)

Pagina 1 van 1file:///Users/edbusselaar/Documents/My%20Documents/Ebu/Finger%20Line%20Imaging/fig.%203.32%3B%20Coma%20(nov.%202010).svg

 
Figure 3.32: Example of coma of a single lens (source: Wikipedia) 

 
Astigmatism 
Consider rays from a given point (P) on the object, according figure 3.33, which propagate in 
two special planes through the lens (L). The first plane is the tangential plane (T1). This is the 
plane, which includes both the object point and the axis of symmetry. The second plane is the 
sagital plane (S1). This is defined as the plane, orthogonal the tangential plane.  
  

 
Figure 3.33: Astigmatism (source: S. Kosch, Wikipedia) 

 
The focuses in both directions are (slightly) differently positioned. The result is a distorted 
beam with an elliptical shape. The difference between these planes (tangential and sagital) is 
called astigmatism. The (field) angle is small. Astigmatism can be neglected as well. 
 
Coma, spherical aberrations and astigmatism are present in every image point of the system 
and depending of the position in the image field, different dimensions will occur.  
As a result of this, the object point, in principle very small, will be imaged as a spot with a 
certain dimension. As long as these images are smaller than one (1) pixel of the camera, these 
object points can be distinguished perfectly. The MTF (Modulation Transfer Function) 
analysis is doing the same. These aberrations analysis are only to be used for the designer, to 
determine which components should be altered.  
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Magnification 
The fact that it is opted to use a telecentric lens has been explained above. One should realize 
however, that the impact of finger shifts and individual finger sizes also have an impact on the 
magnification.  
When another lens than a telecentric lens was used, the image size could be changed as well, 
but the magnification through the field will certainly change. Therefore, for magnification 
purposes, the choice for the telecentric lens is justified.  
To distinguish details in an image the detail should be minimum 1 pixel. As stated earlier, due 
to noise and the fact that not every object can be imaged with one pixel, we assume a 
minimum required amount of 4 pixels (2x2). Without magnification we have to distinguish 
minimum a half pore (30 µm), thus 3,6 x 3,5 pixels are required  (paragraph 3.4.3). This 
would require a magnification of approximately 1,7 – 1,8. However, the sharpness of the 
image should be sufficient. The Modulated Transfer Function (MTF) as explained and 
calculated in paragraph 3.4.6 is an excellent indication. With the simulation program it is 
possible to have an indication how a point of the object is imaged on the CCD camera (spot 
diagram).  
By applying a magnification it will be possible to enlarge, and thus clarify, the smaller details, 
providing the image quality of the lens is sufficient. When the resolution of the lens is too 
low, the image will ‘mix’ over a number of pixels.  For this research a magnification factor of 
1,4 is chosen. Experimentally, it turned out to give the best results, a slightly higher 
magnification showed image quality loss.   
 
Depth of Field 
The finger is three-dimensional and is converted to a two dimensional image. However, the 
relief (depth) in the finger skin is the basis for the fingerprint. To analyse this profile (ridges 
and pores) it is vital that the object is imaged sharply over a certain distance. It is obvious that 
it is impossible to put the finger always exactly at the same position. The fingers differ in size, 
which causes a depth difference in putting the finger on the ring. Furthermore, the ridge 
depths per person may differ significantly. These positioning differences have to be 
compensated with a depth of field of several millimetres. The depth of field can be adjusted 
by changing the Numerical Aperture (NA). DoF is inversely related to NA2. One should 
realize, however, that increasing the NA, the resolution (detail value) will decrease by the 
following formula: 
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#

2NA
                           (3.5) 

 
where, Δx is the detail value (in our case the object size, half the minimum pore size, thus 30 
µm) and λ the wavelength. The NA of a lens system is determined by: 
 

 NA = n.sinθ                                         (3.6)                       
 
where, n is the refractive index and θ half the opening angle. There should be a trade-off 
between the acceptable depth of field and the required detail value.  
By running the Zemax simulation we can perform a through focus analysis, by measuring the 
spot diameter at different distances. The start (zero) position is the middle of the focus point; 
everything is perfectly aligned on the optical axis of the sensor system.  
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To have an indication of the impact of the depth of field, the distance between the finger and 
the chip of the camera is shifted in two steps of ± 5 mm (thus in total 10 mm). This covers the 
surface range of the chip of the camera (½ inch), as the radius will cover the edges of the chip.  
 

 

 
 

Figure 3.34: Through focus spot diagram (Airy Disc diameter is 17,93 µm) 
 
Furthermore, there is a shift of focus assumed in steps of 75 µm from -150 µm to +150 µm, 
thus a total of 300 µm. Figure 3.34 shows the spot diameter fluctuations by these extreme 
shifts. To ascertain that the maximum fluctuations in shift of the finger are still in focus (thus 
a good image), the shifts in focus over the distance shift of the finger should be within the 
Airy disc diameter of the designed sensor. The Airy disc diameter of the sensor is 17,93 µm.  
The tabled RMS radius and Geo radius are the spot diameters on the optical axis at the three 
out of focus points. The figure shows that in all circumstances (shifts in both focus and with 
the finger) the spots are within the airy disc diameter and therefore the image is not sensitive 
to the shifts. 
 
Vignetting 
As lenses are restricted in their diameter, the beam that enters the objective at an angle with 
the optical axis may miss partly (or completely) the second lens. This phenomenon is called 
vignetting. Due to vignetting the contrast at the edge of the image will be lower than at the 
centre. The level of vignetting is dependent on the (optical) design. In general, telecentric 
lenses do not show a high level of vignetting, contrary to wide-angle lenses.  
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3.4.6 Modulation Transfer Function 
 
To test the performance of the set-up and possible improvements, the quality of the image 
should be specified. Traditionally, the quality of an optical component or system was 
evaluated by its resolution. The better the resolution, the better the system. According to 
Hecht [Hec01] the object can be represented as a collection of point sources, each of which is 
imaged as a point spread function by the optical system. We can now consider the object, the 
finger surface with finger-lines, to be the source of an input light wave, made up of plane 
waves. These input waves travel in a specific directions corresponding to particular values of 
spatial frequency. The important question is; what happens with these light waves when they 
travel through the system from object to image?  There should be an instrument evaluating the 
performance of the system. This can be achieved by determining the image contrast (C) or 
modulation at a given resolution. The higher the contrast, the better the specific details of the 
images. The resolution is expressed as a percentage of the number of line pairs per millimetre 
[mm]. The quality of the image can be determined by measuring the contrast of a number of 
line pairs of the obtained image. When Imax is the maximum irradiance value of the image and 
Imin is the minimum irradiance value, the contrast [C] is calculated as follows: 
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=                     (3.7) 

 
When in the image the black lines are real black (Imin=0) and the white lines are real white 
(Imax=1), than the contrast is maximum, 100%. When the lines are close to each other, the 
contrast will decrease. Figure 3.35 shows the contrast loss of the optical system. Note the loss 
between the dotted minimum and maximum lines 
 

 
Figure 3.35: Contrast loss through optical system 

 
It is clear that that in general there is an output loss. To express this, the Modulation Transfer 
Function (MTF) is defined as the ratio of the image modulation to the object modulation at all 
spatial frequencies. The MTF of an optical system is determined by measuring the contrast 
(C) in the image plane, due to sinusoidal objects of varying spatial frequency.  Such an object 
can be produced by the interference of two plane waves, varying the angle between the two 
waves. Figure 3.36 illustrates this impact by showing the MTF plots, applying two 
(hypothetical) lenses with different contrasts. Lens A has a higher contrast than lens B. Both 
lenses start with the zero-frequency (dc) value of 1.0. If both lenses were diffraction-limited 
lenses, the cut-off at the zero axis would have been depended only on the diffraction. The 
resolution of an optical imaging system can be limited by multiple factors like imperfections 
in the lenses or misalignment. An optical system with the ability to produce images with 
spatial resolution as good as the sensor's (camera) theoretical limit is said to be diffraction 
limited.  
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There is however a fundamental maximum to the resolution of any optical system which is 
due to this diffraction (the apparent bending of waves around small obstacles) [Hec01]. 
 
Lens A should be preferred as it has the highest resolution.  If these lenses are coupled to a 
detector, in our case the chip of the camera with a low chip resolution, cut-off frequency f1, 
lens B is more suitable for this specific cut-off frequency (f1).  
 

 
Figure 3.36 MTF graph of two different lens systems (Contrast (Modulation) versus frequency) 

 
 
The results of the simulation (see graph Annex A.8; screenshot Zemax simulation of 
respectively the fingerprint sensor, the optics, the light distribution and of the complete 
system) and a comprehensive explanation are as described below. 
 
The maximum MTF of a system will be determined by the diffraction limit. Light has a 
natural diffraction, which causes that the spot diameter never could be smaller than half the 
wavelength. The diffraction limit (d) is determined by the following equation: 
 

λ
a
fd 22,1=                                (3.8) 

 
Where λ is the wavelength, f the focus length of the lens and a the diameter of the light beam 
on the lens. a can also be the diameter of the lens when the light beam covers the complete 
lens. Applying the above to the chosen sensor system, the sensor requirements and limitations 
should be considered. The smallest required detail; half the smallest pore diameter is 30 µm. 
Both the camera and the telecentric lens have a MTF. The actual MTF of the system is 
determined by the lowest MTF. The MTF of the camera is the limiting factor. The MTF of the 
camera is determined by the size of the pixels. The camera is a VGA camera with 752x582 
pixels (equivalent to 8,6 µm x 8,3 µm). To distinguish a pair of lines, a minimum of two 
pixels is required. Taking the smallest size of 8,3 µm, the maximum spatial frequency in 
cycles per millimetre is: 
 

.  LPM
x

2,60
23,8

1000
=  (LPM is Line Pairs per Millimetre)              (3.9) 

 
This is the maximum camera resolution. In the calculations it is assumed that the pixels have a 
maximum contrast.  
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The question is; will the sensor system have a sufficient contrast ratio at the 60,2 line pairs per 
millimetre? Literature shows that a minimum of 20% contrast ratio is required still to 
distinguish the pair lines [Hec01]. The fingerprint system lenses should have at 60,2 line pairs 
per millimetre a minimum contrast ratio of 20%. The MTF of the telecentric lens is shown in 
figure 3.37. 

 

 
 

Figure 3.37: MTF graph of the telecentric lens of the fingerprint sensor  
 
The figure shows that at the spatial frequency of approximately 60 pair lines per millimetre 
there is a contrast of approximately 0,69 (equivalent to the contrast ratio of 69%). This 
exceeds the required minimum contrast ratio of 20% and therefore suffices the system 
requirements. Another methodology considered is the Point Spread Function (PSF) or 
system’s impulse response, to describe the response of an imaging system to a point source or 
point object. In fact, it is the impulse response of a focussed optical system. In functional 
terms it is the spatial domain version of the MTF. As the PSF is determined entirely by the 
imaging system, in our case the telecentric lens, the entire system can be described by 
knowing the optical properties of system. The OTF (Optical Transfer Function) is the Fourier 
transform of the incoherent point Spread Function. The MTF was chosen (preferred) to 
determine only the image contrast (C) or modulation at a given resolution, which, in 
combination with the Through Focus Spot diagram submits sufficient information to judge the 
system. 
 
 

3.5 Optical properties of the human skin 
 
The optical properties of the human skin are limited to the optical properties of the finger 
skin, the surface on the opposite side of the fingernail. The following properties are 
distinguished: 
 

1. The light distribution over the finger 
2. The penetration depth in and the reflection of light of the human finger skin 
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3.5.1 Light distribution over the finger 
 
Figure 3.38 shows the relative light distribution (illumination) on the chip of the camera. It 
shows that the transmission of the lens is almost 99% in the centre of the field and that at the 
edge of the field there is still 95% illumination observed. 
 

 
Figure 3.38: Relative illumination distribution over the camera chip 

 
The graph shows the illumination yield over the x-axis [mm] measured from the centre of the 
camera chip in one direction towards the edge. As the sensor system is rotationally 
symmetric, the light distribution on the chip is in all directions the same. One can conclude 
that an illumination loss of approximately 3-4% over the whole camera chip is negligible. 
There is thus almost no vignetting.  
The previous paragraphs have shown that there is almost no contrast loss towards the edges of 
the lenses. In almost all used techniques, the light source is a single point source, in some 
cases extended with an additional light source. Here we obtain our unique feature, applying 
ring LEDs, resulting in a light distribution over the finger that is almost evenly distributed. 
The sensor layout shows the application of the ring LEDs. The light distribution of the ring 
LEDs is quite even, but not perfect. The next graphs (figure 3.39 and 3.40) show the 
distribution of light over the finger, the left graph as a cross-section and the right graph 
actually on the finger. 

      
 
Figure 3.39: Cross section light projection over the finger      Figure 3.40: Light distribution over the finger 
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On the left side (red surface) of figure 3.39 the finger is positioned. The graph clearly shows 
that the finger is not flat. The right cross-section is the ring led. It is noted that not all beams 
from the LEDs do hit the finger, as a percentage of the light is lost. These lost beams are cut 
of in the graph by the software program.  As the finger is not flat, it is positioned on an open 
ring, the actual illumination on the finger [W/cm2] follows the above distribution (figure 
3.40).  
The power loss of almost 50% from the core to the edges has obviously an impact on the 
contrast loss. However, the obtained simulation results and the actual images show sufficient 
contrast, mainly due to the reflection obtained by using strike light (see previous paragraph). 
To eliminate this, more LEDs could be used, LEDs with higher output power. Additionally, 
the LEDs could be illuminated sequentially, by groups (e.g. quadrants). This will be discussed 
in Chapter 6.2. 
 
 
3.5.2 Penetration depth in and the reflection of light off the human skin 
 
To obtain the maximum reflection of the light on the finger, one should know the relationship 
of light reflection on the skin as function of the wavelength. Although there are numerous 
studies performed regarding depth penetration of certain wavelengths for medical 
applications, there are no applications found (at the moment of writing) on fingerprint sensors. 
The combination of the ring led light distribution and the chosen light wavelength for 
fingerprint applications is unique. The skin is permeable to light between approximately 600 
nm and 1100 nm. This is referred to as the "optical window" for tissue. The depth of 
penetration of the incident light into tissue is directly proportional to the wavelength. The 
longer wavelengths penetrate more deeply and the higher the percentage of light that will be 
transmitted. The mentioned applications seems reverse, we seek the maximum reflection 
instead of possible penetration. Figure 3.41 was chosen from many medical graphs available 
at the internet [Int. 2] as it shows clearly the penetration depths (in mm) at our applied 
wavelength (525 nm). The angle of incidence is assumed to be perpendicular. 
 

 
Figure 3.41: Penetration depth in the skin as function of the wavelength. Source [Int.2]  

 
Since the penetration depth according to this curve is not, as expected, directly proportional to 
the wavelength further explanation is required. Approximately 5-7% of the light incident 
(over the entire spectrum) on the stratum corneum is reflected back to the environment. The 
remaining portion is transmitted to the internal tissues.  
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Besides the reflective refractive scattering caused by the reflection and refraction of light at 
cellular boundaries, two other types of scattering occur within the skin layers: the ‘Mie’ and 
‘Rayleigh’ scattering [Int. 7].  
 
While Mie scattering produces variations on both ends of the visible region of the light 
spectrum, Rayleigh scattering, being inversely proportional to the fourth power of the 
wavelength (λ-4) of light, produces larger variations on the low end of the light spectrum.  
The combination of both types of scattering influence the shape of the penetration depth curve 
according to figure 3.39.  
The Raleigh scattering also implies that the light reflection is not exactly the reverse of the 
light penetration as shown in the figure; larger variations in the low end of the spectrum 
should be observed. The impact of the refractive index of the skin should be contemplated. 
The refractive index for human skin (nskin) is about 1,37-1,5, assumed is 1.41. We assume the 
reflection of a complex wave front, with a complex amplitude A~ , perpendicular to the surface 
of the skin. This is the angle with the maximum penetration. Therefore, in our sensor, 
applying strike light, the penetration will be lower, thus a higher reflection. 
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where R is the reflection coefficient, n the refractive index for the human skin (n=1,41) and  κ 
the wavelength dependent reflection, in this case on the skin. 
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where z represents the direction of the wave and  
λ
π2

=k . The first part of the power of 

equation 3.11 represents the reel amplitude (A) and the second part the phase of the wave. The 
intensity (I) of the damped wave can now be written as: 
 
 zkz eeAI ακ −− === 22                   (3.12) 
 
defining the penetration depth Zp as represented in figure 3.39:          
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the wavelength dependent reflection κ can now be calculated as follows: 
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Applying the values for κ in equation 3.14 a new reflection graph is obtained. These values 
are plotted in figure 3.42. 
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Figure 3.42: Reflection in the skin as function of the wavelength.  
 

The graph includes both types of scattering with larger variations at the low end of the 
spectrum. It also shows that the applied ring LEDs (525) nm have a good reflection, much 
better than the standard applied light sources.  
 
The essence of the penetration value is evident, since any penetration in the skin will result in 
a lower contrast of the obtained image. We have chosen for the relatively cheap 525 nm 
(green) LEDs at the time of building the system. The development in LEDs is enormous and it 
is possible now to purchase LEDs with a lower wavelength for the same price. It is therefore 
recommended to use blue LEDs with a wavelength just under 400 nm (blue ray). The figure 
shows that indeed the maximum improvement can be gained, at almost total reflection.  
 
 
3.5.3 Test result images 
 
Numerous images have been made with the designed prototype, showing very good results. 
Of all these images a total of 500 images from 10 different persons, have been used to 
determine the observed inherent reliability (see par. 5.6). These fingers were specifically 
selected on their skin properties, to determine image losses. From the ten selected persons, 
two have a dry skin, two have a high form of transpiration and six have a standard (neutral) 
skin. These raw images were observed and analysed, with respect to pore visibility, 
consistency of the pore shape, image quality and pore density. The last feature, pore density, 
was obtained by determining empirically the number of pores per image. For this purpose, the 
10 ‘best’ of these 50 images were used and were divided in 10 times 900 cells of 0,16 mm x 
0,16 mm, showing 1.038 distinctive pores (paragraph 5.3, figure 5.4). 
 
To determine the other features, life scan (raw) images were obtained from all these persons 
under 4 different conditions: 
 
• standard, room temperature 
• wet, cold finger by holding a cold beer bottle from the fridge for 5 minutes 
• dry, cleaning with alcohol 
• dirty, in this particular case the fingers were dipped in fine dust from concrete stairs 
 
In all cases pores have been observed. It was noted, however, that there is a significant 
difference in the obtained image results between fingers with a dry skin and sweaty fingers. 
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Figure 3.43 below shows two examples of a standard fingerprint (raw) images, under normal 
room conditions. These images differ in dimensions. The left image represents only a small 
portion of the total available sensor image surface, while the right image represents the full 
surface (inner ring diameter of 7 mm). The left image is a standard computer enlargement 
(necessary for counting the number of pores). 
 

 

 
 
 
Figure 3.43: Test result (raw) images from the sensor prototype (normal fingers, standard environmental (room) conditions) 
 
Here was a small loss, 5,1% observed due to the acquisition loss of the sensor, contributed by 
positioning varieties (ref table 3.45). The template images and the live scan images are made 
with the same sensor. The pores are still very well detectable. The counted number of pores in 
the template differs due to a slight difference in the position of the live scan image. 
 
The next finger image fig. 3.44, is of a different person, also with a standard skin structure. In 
this particular case the finger is wet and cold, as described above. Here we notice that there is 
a slight loss, 2,6% in detectability, but certainly still good enough to detect. The wetness is 
good observable (small glittering points).  
 

 
Figure 3.44: Test result (raw) images from the sensor prototype (wet, cold finger) 
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The next image is from a dry finger. Here it is noted that the pores are more difficult to detect, 
although still visible. The counting of the pores of dry fingers was absolutely more difficult.  
 

 
Figure 3.45: Test result (raw) images from the sensor prototype (dry finger) 

 
In all dry images examined, there was a total loss of less detectable pores of approximately   
7,2% (table 3.45) 
 
Despite not mentioned as a particular image according to different environmental conditions, 
another image is depicted to show the impact of a sweaty finger, to compare to its opposite, a 
dry finger (fig. 3.46). 
 

 
Figure 3.46: Test result (raw) images from the sensor prototype (sweaty finger) 

 
As expected, due to (over) transpiration the pores are very visible. In some cases we observed 
more pores than in the original template. In those cases, the same number of the template was 
used. The glittering can be seen clearly. Similar to the counting of sweaty pores, the loss of 
wet finger pores is almost negligible. 
 
Finally, an image of a very dirty finger is presented in figure 3.47. This is the worst case. We 
collected as much as possible fine dust from a concrete stair. The dust is white/grey and so 
fine that almost all pores were filled. As both the pores and valleys are filled with the dust, the 
contrast is high and therefore the pores, valleys and ridges are still well noticeable. The 
obtained images look like negatives. 
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Figure 3.47: Test result images from the sensor prototype (dirty finger) 

 
The white dots (definitely pores) are still well detectable because these pores are filled 
completely with dust.  
 
The results of the tests are tabled in table 3.48. This table below summarizes the (50) images 
counted only for their pores density, under the specified different conditions. The percentages 
at the bottom show the percentage loss of counted pores, in relation to the actual number of 
pores in the template (loss 1). Loss 2 calculates the loss in relation to the standard live scan 
(985 pores is 100%). This is the best comparison, as the lost of pores in the standard live scan 
are not contributed to any environmental conditions. Both the template images and the live 
scan images are from the same sensor. 
 
 

Print # of pores # of pores # of pores # of pores # of pores 
 template live scan live scan live scan live scan 
  Standard Cold/wet finger Dry finger Dirty finger 

EdWr 120 119 115 102 93 
PolWl 105 77 74 74 67 
WWl 113 110 110 104 113 
PaWr 97 94 92 94 100 
RWl 112 102 100 97 92 
WJWr 115 115 107 104 88 
CrWl 104 102 101 97 83 
JorWr 96 92 92 83 74 
MarWl 83 81 77 76 65 
JoeWr 93 93 91 83 76 
Total 1.038 985 959 914 851 
Percentage  94,9% 92,4% 88,1% 82,0% 
Loss 1. (%)  5,1% 7,6% 11,9% 18,0% 
Loss 2. (%)  0% 2,6% 7,2% 13,6% 

 
Table 3.48:  Loss of number of pores in the life scan, compared to the actual number of pores in the template, caused by 
deteriorated live scans due to different environmental conditions 

 
The empirical test results are further used in paragraph 5.6 to determine the Inherent 
Reliability. 
 
 



 83 

It should be noted that the observed losses of pores counting under all different conditions are 
based on empirical observations. On all these images, there has been no feature enhancement 
techniques carried out. The final results after enhancement, binarization and skeleton 
processing will be much better. 
 

 
3.5.4 Conclusions  
 
The shortcomings of the traditionally based fingerprint sensors, resulting in non-acceptable 
error rates, FAR & FRR, for this research, necessitated a different approach for the contact 
area of the fingerprint. Although the image is the basis of the whole verification process, the 
contact area is only a minor part, contributing to the total error rate of the feature extraction 
process. Even more, some shortcomings such as irreproducible contact can never be solved. 
Over the years several scanning technologies have been developed and tested, initially in 
combination with the patent (WO 93/18486) as laid down in Annex A.2. Applying the patent 
as basis turned out not to be feasible, due to several factors, but mainly due to the mechanical 
properties of the skin, see chapter 3.3. Another alternative was built, based on scanning in a 
grid with a two dimensional scanner. A height profile of the image was scanned by means of a 
rotating mirror combined with translation (x-movement) optics. Although by simulation 
theoretically good results were obtained, it remained difficult to obtain a usable height profile. 
It can be concluded that all the previous performed research as briefly highlighted in this 
chapter did not result in acceptable performances, according to our project objectives.  
The (mechanical) properties of the skin are depending on many parameters. The distortion of 
the skin is high at low strain and hence at low load, which is certainly applicable in our 
research (5-10 N). When the loading cycle is repeated on the skin, different stress / strain 
curves are obtained. The skin behaves in an anisotropic fashion due to different tissue 
behaviour in different directions and shows hysteresis. The assumption that the strain rate 
dependency applying a different strain rate will result in a different stress/strain relationship is 
negligible is correct, as at low strain rates the dependency disappears. Creep distortion in time 
can be neglected as well, as the applied load will be in the order of just one second. Major 
impact is the Young’s modulus dependency on the Relative Humidity in the upper layer 
stratum corneum of the skin. An almost 1.000 fold decrease in the Young’s modulus is the 
result by an increase of Relative Humidity (RH) from 30% to 100%. The depth dependency of 
Young’s modulus is very interesting again in the upper layer of the skin. This explains the 
enormous fluctuation in the elasticity of the skin. Especially, this behaviour should be 
accounted for. Overall, we can conclude that the mechanical properties of the skin play a 
major role in the applied scanning technique. Claim 7 of the patent (Annex A.2) is rejected. In 
no way the distances between the ridges will remain constant under different conditions. The 
initial research to determine a relationship between the changes in ridge distances at different 
environmental conditions, backed by the investigation in the mechanical properties of the 
skin, proves the rejection of the patent claim. The experiments as carried out by R. Jacobs 
[JSVB01] support this rejection. The exact positions of minutiae and pores are not important, 
their positions related to each other certainly is.   
The results of all previous prototypes were the basis for the final design. A unique sensor set 
up has been applied, comprising four distinctiveness components:  
 
• Ring LED illumination (525 nm)  
• Telecentric lens 0,7x/12 
• CCD camera 
• Ring holder for positioning of the finger 
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The ring LED illumination guarantees strike light and a good reflection of the light on the 
ridges and almost no light in the valleys, thereby increasing the contrast. The chosen camera 
and the applied lens systems (telecentric lens) meet the required MTF to obtain a sufficient 
contrast to distinguish the minimum size of a pore for Level 3 classification. The obtained 
contrast ratio also exceeds by far (≈70%) the minimum required contrast ratio of 20%. The 
field curvature of the sensor, the shift [Δx], as function of the distance to the optical axis, is 
low, maximum 0,027 mm (27 µm). This can be neglected. As expected with telecentric 
lenses, the distortion of the sensor is also negligible (less than 0,018%). The depth of field 
shows that the image of the finger is still sharp with a shift of positioning the finger of 
maximum 10 mm (±5 mm) and an out of focus shift of maximum 300 µm (±150 µm). 
Vignetting, the loss of light, when the beam that enters the objective at an angle with the 
optical axis may miss a part (or completely) the second lens, in this case the chip of the 
camera, is less than 3-4 % and therefore negligible. Spherical Aberration, Coma and 
Astigmatism are also negligible. It should be noted that there would always be optical 
deficiencies in the system. The ‘best’ lens according to the simulation is not taking into 
account the tolerances in the positioning of the components.  
The used light distribution and the applied wavelength to reduce the depth penetration of the 
light in the skin in our sensor system are unique and essential. Due to the ongoing 
developments (both technically and financially) in LEDs and lasers, better results can be 
obtained by applying more LEDs, higher-powered LEDs, or a lower wavelength and 
additional optical components. Furthermore, more shadowing and thus contrast can be 
obtained when only sectors of the ring LED are applied sequentially.  
Finally, the test result images clearly show ridges, valleys and most of all distinct pores, under 
all circumstances. Even with very dirty images, pores still can be distinguished.   
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4. Image & Feature processing 
 
 

 4.1 Introduction 
 
After describing, in Chapter 3, the design considerations and final design optimisation to 
maximise the acquisition process (which mainly determines the performance of the complete 
system), we can start the next step in the system architecture, namely the signal processing. 
This chapter will analyse the most common signal processing techniques based on image 
enhancement techniques followed by binarization and thinning algorithms. As all these 
techniques (mainly feature extraction at level 2) are commonly available, a specific level 2 
technique, solely based on grey values algorithms was investigated and applied. An own 
software algorithm was added to combine two different techniques, based on grey value 
algorithms for level 2 (ridges and minutiae) extraction and adapted thinning for level 3 (pores) 
extraction. A specific test image was used with distinct pores. This test image has almost 
negligible noise. The results of this extraction algorithm can be used to match with the 
fingerprint features statistical analysis and system performance estimates as described by 
Roddy and Stosz [RS97]. The assessment of the system will be discussed in chapter 5. 
 
 

 4.2 Image processing 
 
4.2.1 General 
 
In the overview of current processing techniques, fingerprint images are transformed, via 
feature enhancement into binary images. After binarization, the images are submitted to a 
thinning process. Not only a lot of information may be lost during the binarization process, 
binarization and thinning are very time-consuming processes as well. Thinning tends to 
introduce hair-like artefacts along the one pixel wide skeleton (see figure 4.13b). Maio and 
Maltoni [MM97] concluded from a comprehensive literature study, that binarization and 
thinning could be deleted, when ridge line following was used, whereby the minutiae are 
directly extracted from grey scale images. This method was compared with other techniques, 
resulting in a better performance both in terms of efficiency and robustness. Our applied 
algorithm technique is based on this direct grey scale minutiae detection, complemented with 
pores extraction. The next paragraphs describe in detail the applied technology 
 
4.2.2 Applied technology 
 
Basically, the ridgelines are followed on the grey scale image. By applying a square grid on 
the obtained grey scale image, a set of starting points is defined. The ridgeline is followed for 
each starting point, till it terminates or intersects other ridgelines (thus a minutia). The 
question is, however, how to determine and to define the correct ridgeline. We consider an 
obtained test result image from chapter 3, e.g. figure 3.43 as a grey level image. To explain 
direct grey level minutiae detection, a small area of the fingerprint is presented as a 3D image, 
according figure 4.1  
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Figure 4.1: A surface S, corresponding to a small segment of a fingerprint; source; Maio et al [MM97]  

 
Let I be an (a x b) grey scale image with g grey levels, and grey (i, j) be the grey level of pixel 
(i, j) of I, i = 1, ... a, j = 1, ... b and let z = S(i,j) be the discrete surface (S) corresponding to 
the image I.  When defining bright pixels at a grey level near zero (0), thus corresponding to 
the valleys (ravines) of the image and dark pixels with grey levels near g≈1, thus 
corresponding to the dark ridges, figure 4.1 is obtained. The dark area of the figure shows the 
ridgeline. 
Mathematically, a ridgeline should be defined as a set of points of local maxima in one 
direction. The figure 4.1 shows clearly that the ridgeline is not a distinct line, but a set of 
points with local maxima. Therefore, the next step is to determine these local maxima. If we 
define a local maximum of the ridgeline in I as starting point (is, js) and follow the ridgeline in 
direction φ0 over a distance µ pixels, according to figure 4.2, for every cross section (Ω) of 
this line, the median point (it, jt) can be calculated (in this figure, three different light grey 
cross sections Ω are shown). 

 
Figure 4.2: The ridgeline following steps at specific points and in three cases their corresponding cross sections 
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Figure 4.2 gives a good overview of the followed steps. The starting point (local maximum) is 
(is, js). If accepted as initial centre point, (is, js) = (ic, jc). The next step is to move in the 
direction φ0 = φc (tangent to the ridgeline in the starting point) over a distance of µ pixels. 
How this tangent can be computed will be highlighted further on in this subparagraph. 
Subsequently, the algorithm calculates a set of points, called the cross section set Ω, on the i,j 
plane, with the median point (it, jt). Thus (it, jt) = (ic, jc) + µ pixel along direction φc.  This 
cross section lies orthogonal to φc and has a length of 2σ+1, where σ represents a pixel is the 
cross section. 
The chance that this median point is also the centre of the ridge (where the local maximum 
should be) is remote. The three cross sections on both sides of figure 4.2 confirm this. The 
next step is to determine the real local maximum of this particular section of the ridge, thus 
the middle of the ridge. From the cross section, the real local maximum in this plane is 
determined. This point is called the ‘new’ starting point (in, jn). How to calculate this new 
local maximum point in the cross section Ω? Simply comparing the grey values of the points 
belonging to Ω can do it. However, noise and to a lesser extent contrast makes this technique 
not suitable. Therefore, the following functional steps should describe the shape of Ω: 
 
Ω = { (i,j)׀  (i,j)∈I, (i,j)∈segment ( (istart , jstart), (iend , jend) )}    (4.1) 

 
(istart , jstart) =  round (it – σ.cosφ), round (jt – σ.sinφ))     (4.2) 

 
(iend , jend)  =  round (it + σ.cosφ), round (jt + σ.sinφ))     (4.3) 

     

  round(x)  =   
⎩
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⎧

→−

≥→+

otherwisex
xifx

)5,0(
0)5,0( 

         (4.4) 

     
Segment ( (istart , jstart) ), (iend , jend) ) comprises the set of points of (cross) segment Ω, whose 
extremes are (istart , jstart) and (iend , jend). By sorting the points of Ω from (istart, jstart) to (iend , 
jend) a graphical representation is obtained: 
 
  (i1, j1) ≡ (istart , jstart), (i2 , j2), …..(im , jm) ≡ (iend , jend), m ≈ 2σ + 1     (4.5) 
 

 
 

Figure 4.3: Graphical representation of cross section Ω at a certain set of points on the ridge (21 grey levels) 
 
Figure 4.3 shows the graphical representation for the applied algorithm. In this particular case 
10 pixels (σ = 10) from the median point, in each direction, are taken, giving a total of 21 (m 
≈ 2σ + 1) pixels as representation of the grey levels.  
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Figure 4.3 represents an ideal section, showing just one (local) maximum (at pixel 11). In 
reality this is not always the case. Figure 4.4 shows ridgeline density sections, which intersect 
4 and 5 ridges respectively. It clearly shows the ridges and the valleys. However, the local 
maxima are not always at the centre of the ridge.  
A typical example is the dotted lines on the second and third ridge, representing the middle of 
the ridge. Although it is the middle of this ridge, it is certainly not the local maximum.  

 
 
Figure 4.4: Ridgeline densities of two sections belonging to 4 and 5 ridges respectively. Note the local minima at some of 
the ridges. The dotted line represents the middle of the ridge and should be a local maximum.  

 
The image noise caused a local minimum instead. This is called a volcano profile. As local 
maxima are required to distinguish a distinct ridgeline, a ‘new’ local maximum should be 
determined. In other words, the obtained silhouettes of figure 4.4 should be regularized. This 
can be done in two steps: 

1. Local averaging of the grey levels of the pixels. Take the original section set Ω 
as starting point and look at the parallel neighbour planes with a distance of just 1 
(one) pixel from each other. The grey level of each point of Ω is computed as the 
average of the grey levels of the three corresponding points (Ω and the two 
neighbour points). The result is a ‘new’ average grey level. 

2. Applying a symmetric Gaussian silhouette as mask.                            
The mask (d) is a symmetric Gaussian silhouette built 
up by single pixels (figure 4.5). Based on the applied 
mask, the new grey levels are calculated. The applied 
mask here is determined as follows:  
 
Let (i1 , j1), … (in , jn)  be  the points  belonging to Ω 
and grey (i1 , j1), … grey (in , jn)  be  the grey  levels as 
computed in the first step (local averaging).                                       
              Figure 4.5: Gaussian mask d.       
 
The mask d comprises the elements dk, k = 1,… 2p+1. (p ≥ 0, dk ≥ 0, ∑ dk = 1). 
The new grey levels grey (ip+1 , jp+1), … grey (in-p , jn-p) are computed as follows: 

grey (ik , jk) =  ∑
p

ν

dp+1+υ . grey (ik+υ , jk+υ),  k = p+1, …., n – p   (4.6) 

Note that in this case p is 3 (3 pixels each site of the centre) and d is 23 (23 grey 
elements). 

       
The result is shown in figure 4.6 (whereby figure 4.4. above is the basis, the image after the 
functional steps {(4.1),…, (4.5)}. At the top of the figure, the original image after applying 
the functional steps is presented and the bottom section of the figure represents the result after 
applying the two above steps (called ‘regularization’). As the dotted line in the original figure 
was detected at the middle of the ridge (being a local minimum instead of the expected 
maximum), after regularization the local maximum, corresponding to the ridge centre can be 
located.  
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Figure 4.6: Original image (top) and image after regularization (bottom), define the local maximum 

 
The local maximum of each segment can be determined, as described above. The next step is 
to determine (compute) the tangent direction of the ridge. By moving µ pixels from the 
current point (ic, jc), along direction φc, the algorithm calculates a new point (it, jt). The 
literature shows several algorithms, which can be used to determine the ‘best’ tangent 
direction, obviously all giving (slightly) different results. The method applied in this research 
is based on the method to extract a directional estimate determined by a least squares 
minimization over the surface normal vectors (nh,k), calculated for each 2x2 pixel 
neighbourhood in an averaging window, as proposed by Donahue and Rokhlin [DR93].  In 
summary: 
 
A squared tangent window is defined according to figure 4.7, centred in (i0,j0), the big black 
dot. According to the figure, on both sides to this centre point, a number (α) of pixels are 
defined, in this case α = 7, including the centre point. 
  

 
 

Figure 4.7: Tangent window in plane S 
 
 
For each these pixels (ih,jk) a normal vector (nhk), orthogonal to the surface S is defined. On 
every pixel a tangent can be defined and the average tangent (t) can be calculated. This 
tangent vector (t) represents the ‘best’ orthogonal tangent on all normal vectors nhk and 
therefore represents the best direction of φ0.  
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Figure 4.8: Local coordinate system, imposed onto a 2x2 pixel neighbourhood, source Donahue et al [DR93] 
 

Define the pixels belonging to the 2x2 pixel neighbourhood of the tangent window pixel (ih,jk) 
as (ih+1,jk+1), (ih-1,jk+1), (ih-1,jk-1) and (ih+1,jk-1), according to figure 4.8. Let a1=grey(ih+1,jk+1), 
a2=grey(ih-1,jk+1), a3=grey(ih-1,jk-1) and a4=grey(ih+1,jk-1). The normal vector nhk to the plane 
determined by a1, a2, a3 and a4 is computed by the least square minimization that minimize the 
sum of the squared deviations between the observed responses and the functional portion of 
the model, according to: 
 

Nhk = [ahk, bhk, 1]           (4.7) 
 
where,  ahk = (-a1+a2+a3-a4)/4 ,  bhk = (-a1-a2+a3+a4)/4. 
  
Further, from these calculated normal vectors nhk, h=1,…α, k=1,…α, the average tangent 
vector t is determined as the unit vector lying on the ij-plane, which is the ‘most’ orthogonal 
to these normal’s. When vhk = (ahk, bhk), h=1,…α, k=1,…α, being the vectors obtained by 
removing the z-component from the corresponding normal vectors nhk and let t = (t1, t2), the 
best orthogonal tangent is calculated by the least square minimization: 
 
     min ∑

kh,

│vhk, t│2       subject to │t│=1       (4.8) 

 
This whole calculation is well documented in [DR93] and [MM97]. The final result is: 
 
     A = ∑
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As a result of this the tangent direction φ0 can be computed as follows:  
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Note that determining the direction of φ0 is done prior to the determination of the real local 
maximum of a particular section of the ridge.  
 
 

  4.3   Feature processing 
 
4.3.1 Minutiae detection 
 
With the above-described algorithm a ridgeline could be extracted, given a starting point and 
an oriented direction, the ridgeline will be followed into the direction with the best possible 
fit. The ridgeline either ends (end point) or intercepts (bifurcation or branch). In both cases the 
algorithm stops, therewith providing the coordinates of the obtained minutia. The next step is 
to define a schedule for extracting all the ridgelines in the image. You want to make sure, 
however, that each ridgeline is examined only once. The technique applied by Maio [MM97] 
is using an auxiliary image ‘T’ of the same dimension as I. Setting its pixel values to 0 
initializes T. Every time a new ridgeline is extracted from I, the pixels of T corresponding to 
the ridgeline are labelled by assigning them an identifier. These ‘new’ pixels form a polygonal 
with the same consecutive maximum points (in,jn), according to figure 4.9. The corresponding 
polygonal is ε-pixels thick. 
 
 

 
 

Figure 4.9: the initial ridgeline and its corresponding polygonal, source Maio et al [MM97] 
 
We start at at random a starting point (is,js), according to figure 4.10. The chance that this 
starting point is already the local maximum of the ridgeline is negligible. The next step is to 
determine the nearest ridgelines. The tangent direction φs is computed according to the, in the 
previous paragraph described, algorithm. Again, a section S is determined in the direction 
orthogonal to φs, (thus in direction φs+π/2). The length, the amount of pixels in that direction, 
is again 2σ+1. When the new ridgeline is hit, the above described regularization technique is 
applied to compute all the local maxima. The symmetric Gaussian silhouette as mask will be 
applied to calculate the local maximum of each segment. Assume, the result is the current 
point (ic,jc). When this point has been determined the algorithm verifies whether this pixel has 
not been labelled before in T. If not, this is another ridgeline. In that case, it is a ‘new’ 
ridgeline and the algorithm starts computing the tangent φc and follows this new ridgeline.  
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Figure 4.10: finding the nearest ridgeline and its corresponding local maximum, source Maio et al [MM97] 

 
If it has been labelled before, it is a known ridgeline and the complete procedure starts again. 
Finally, when all the ridgelines on the image in one direction have been analysed, we go back 
to the first observed local maximum (ic,jc), and follow the ridgeline in the opposite direction 
(φc+π), starting the whole procedure again. During the following process of the ridgeline 
according to above described algorithm, the process can stop, as the ridgeline discontinues or 
stops. When the ridgeline stops, we want to make sure whether we find an end point, an 
intercept or even a ‘false’ interruption, caused by noise. The following four stop criteria can 
be distinguished: 

1. Out of bounds; the new calculated point (it,jt) falls outside the detection window 
(the boundary of the image), wherein the minutiae should be detected. There is no 
minutia detected. 

2. Intercept; the point (in,jn) has already been labelled as a point belonging to another 
ridgeline, there is an intercept (ridge crossing). This point (in,jn) belongs to two 
ridgelines. The algorithm will label the characteristics of this point as a minutia.  

3. End point; there is no local maximum in Ω, while the line from (ic,jc) to (in,jn) has a 
smaller, to be defined threshold angle than the direction gradient φc. This can be 
the end of the ridgeline, which is called a termination minutia (figure 4.11b). It 
also can be a discontinuation of the ridgeline due to noise. The algorithm will 
detect excessive bending. 

4. Excessive bending; this is similar to the end point situation. When the line from 
(ic,jc) to (in,jn) has a bigger threshold angle than the local ridgeline direction (the 
average of the directions of the final k segments (ic,jc) - (in,jn), k=2,3,4), the 
bending is excessive (figure 4.11c). Note that in the case of a false minutia, the 
algorithm will notice that both detected ridgelines with these false minutiae belong 
to the same ridgeline. In that case the false minutia is deleted (figure 4.11c). 

 

  
     (a)       (b)                 (c) 

Figure 4.11: bifurcation (intercept) detection (a), termination minutia detection (b), false minutia detection (c) 
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When the total algorithm, including detecting minutiae has been completed, the characteristics 
of the detected minutiae will be stored and the ‘false’ minutiae will be deleted. When the 
algorithm has examined all pixels of the detection window (grid), a ridgeline pattern is 
obtained with the positions of the minutiae. With these applied techniques Maio et al [MM97] 
demonstrated the advantage of grey detection above thinning techniques. 
 
 
4.3.2 Pores detection 
 
The above described technique works adequately for detection of ridgelines and minutiae only 
(level 2. verification). What about pores? When the resolution of the image is high enough, 
pores can be detected, being the main objective of this research. Therefore, an additional 
technique should be applied. In this research, a combination of techniques was chosen, based 
on research by Stosz & Alyea [SA94]. 
Basically, the resolution of the image determines the possibility to detect the pores. Paragraph 
3.4.2 shows the minimum required resolution for Level 3 detection. Pores vary in cross 
section from 60 µm – 220 µm. Ridges vary in width between 100 µm – 400 µm; the period of 
a ridge/valley cycle is approximately 400 µm. With an aperture diameter of 7 mm (surface 
approximately 38,5 mm2) and the average pore density of 5 pores per mm2, a maximum of 14 
ridgelines can be detected. Almost 160 - 220 pores are expected to be detected with the 
applied sensor. Assuming a sampling period of half the size of the smallest pore (60 µm), a 
minimum resolution of 1000/30, thus approx. 33 points (dots) per mm or 800 ppi is required. 
As chapter 3 highlighted, the sensor fulfils this requirement. Note that the FBI’s current 
Automated Fingerprint Identification Systems (AFIS) have a resolution of maximum of 
approximately 20 ppmm (500 ppi). As the introduction suggested, a combination of different 
techniques is required, since Level 1, 2 and 3 features are not independent within the domain 
of fingerprint verification and identification. Ashbaugh [Ash95], Osterburg [OPRS77] and 
Roddy & Stosz [RS97] all noted that the distribution of pores is not completely random. They 
are randomly distributed along the ridge and not in the valley. In the ridgeline following 
procedure of Maio et al [MM97] no pores can be detected. Therefore, it is important to 
identify the ridges clearly in order to avoid misclassified pores in the valleys, as often may 
happen with ‘open’ pores (fig. 2.16). Maio et al [MM97] converted the ridgeline in a 
polygonal with a width of ε pixels.  
Their technique generates the ideal ridgeline following procedure. However, another 
technique should be added to detect pores. The initial conversion from the grey scale image to 
the binary format is used again, as a basis. By finding the mean pixel value and applying this 
as a threshold, black (value 1) and white (value 0) pixels are obtained. The black areas 
represent the ridgelines, while the white areas represent the valleys and the pores. The next 
step is to apply skeleton processing on the binary image, by an iterative, parallel thinning 
algorithm. Ideal thinning will result in a skeleton, exactly one pixel wide and centred within 
the valley or pore. From such a skeleton it is possible to detect ridge ends and ridge 
bifurcations, by analysis of the neighbouring pixels. End points have only one neighbour and 
bifurcations (branch points) have three neighbours. Figure 4.12 shows the central pixel P0 and 
the defined neighbours. 
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Figure 4.12: Central pixel P0 and its defined neighbours 
 
 

                                 
 

Figure 4.13a: a detailed (800 ppi) 5 mm2 fingerprint (actual)                Figure 4.13b: a raw skeleton image, after thinning,                                                                                                                                                                                                                                                                                                                                  
            showing pore artefacts [SA94] 
 
The skeleton is a raw skeleton image, severely degraded by artefacts. Figure 4.13a shows a 
detailed part (5 mm2) of an actual image (before thinning) and figure 4.13b shows a raw 
skeleton image (after thinning), highlighting the odd forms of the artefacts [SA94]. The 
question is; are these artefacts indeed pores? Therefore, these artefacts have to be investigated 
individually. Unfortunately, this is a time consuming process, but it has to be performed. The 
raw skeleton has to be (post) processed, which is called cleaning. This procedure looks at the 
structure of each artefact.  This ‘cleaning’ process can be done in three steps:  
   

1. minutiae detection 
2. detect and classify pores 
3. healing the remaining artefacts 

 
As minutiae detection is done with the Maio et al [MM97] technique, only pore processing 
and healing artefacts are highlighted. The first step is to look at the possible structures of these 
artefacts. Stosz & Alyea [SA94] made an overview of all possible structures (similar to level 
1 features). Below are only those depicted, which are typical artefacts related to pores and 
healing (figure 4.14). Note that the ridgelines in this case are white, the valleys and the pores 
are black. 

 
  Configuration P1               Configuration P2          Configuration P3      Configuration P4                 Configuration P5 

 
Figure 4.14: Typical pores configurations in the raw skeleton image 



 95 

Configuration P1 in figure 4.14 represents a single pixel; configuration P2 represents a short 
isolated line segment, configuration P3 represents a short line connected to a valley, 
configuration P4 represents also a short line segment, but related (connected) to two valleys 
and configuration P5 represents a short line segment connected to a valley end point. 
Whatever configuration applicable, the position of every end point or bifurcation must be 
stored. Whether it is actually an end point or bifurcation is not known, due to the above 
described degradations and/or noise. Fact however is that every such point (defined white 
pixel) will have one or three neighbours. If it is not such an end point, it will have exactly two 
neighbours (connection pixels/points).  
Assume, that there are KE detected end points with location (xE,i, yE,j) for i = 0,1,2….., KE-1 
and similar KB bifurcation (branch) points with location (xB,i, yB,j) for i = 0,1,2….., KB-1. 
These end- and branch- points are stored in a map. Each such a point is now a starting point 
from which to track the raw skeleton. Identical to the first process, every pixel is examined by 
its eight surrounding neighbours. Until a stop condition applies. The following stop conditions 
for end point tracking apply:  

1. another end point is detected 
2. a bifurcation (branch) point is detected 
3. the tracking length (LTrack) exceeds a predetermined maximum value (e.g. > 

maximum width of a pore) 
When the first two conditions are met, this segment is a pore. Under condition 1, the pore’s 
position, (xp,yp), is defined by the mean value of the coordinates of the elements forming the 
path of the tracked line segment, according 4.11 
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The position of this pore, under condition 2, is exactly the first element of the starting end 
point of this path, thus  
 

Xp  = P(x0) and Yp  = P(y0)                                     (4.12)
     

If the last condition (3) is met, it implies that the tracked segment represents indeed an end 
point. This points does not require further investigation anymore and its location is the same 
as by (4.12), P(x0,y0) 
 
The orientation (φ) is defined by: 
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where xp and yp are the same mean coordinate values of the elements in the tracked path as 
given by equation (4.11).  
 
 
 
For every end point this process has to be done, till all these points are classified and 
positioned (location stored). After this, the identical procedure is done for bifurcation (branch) 
points. The stop tracking conditions for the branch point tracking are the same as above: 
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4. another bifurcation (branch) point is detected 
5. an end point is detected 
6. the tracking length (LTrack) exceeds a maximum allowed track length 

If condition 4 & 5 are met, pores are detected. Condition 4 implies that, again, the position of 
the pore is the centre of mass of the line segment connecting the two bifurcation (branch) 
points. Condition 5 has already been taken care of by end point tracking above (condition 2). 
The last condition (6) implies that the tracked segment represents indeed a skeleton 
bifurcation point. The location is according to (4.12), but the orientation requires an additional 
check. Just applying equation 4.13 is incorrect, as we do not know which of the two branches 
should be followed.  
If the original ridgeline should be followed one should take the angle that is the closest to the 
original direction. If the branch should be followed one should take the angle the most 
separated from the original orientation angle. As we combine two techniques, the best 
orientation is the orientation based on the grey values (figure 4.11a). In this way the typical 
pores configurations in the raw skeleton image, as shown in figure 4.13a&b are classified. 
However, we still have to deal with these configurations that are not categorised with above 
methodology (the non classified segments and the scars and wrinkles). Let’s first consider the 
non-classified segments. Below some typical non-classified structures, which look like 
minutiae.     

 

 
       Configuration N1                         Configuration N2           

 
Figure 4.15: Typical non classified configurations in the raw skeleton image 

 
Configuration N1 represents a disconnection in a valley, caused by e.g. noise, dirt or a ‘failed’ 
threshold and N2 represents an area where all the information related to the ridge and valley 
are completely wiped out, probably caused by a valley filled with moisture (e.g. oil). These 
two configurations can be connected again when the following requirements are met: 

1. the distance between the end points e0 and e1 (see above figure 4.15), must be less 
than a maximum distance threshold value. 

2. the orientation of these end points should be pointing at each other in the opposite 
direction, again within a certain threshold angle value. 

If both conditions are met, these points can be connected and considered as ridges, otherwise 
they are end points.  
Finally, the scars and wrinkles should be taken care of. It should be noted that scars and 
wrinkles seem structured, but create patterns of false minutiae. Similarly, dry and wet fingers 
show fluctuations in the live scan images and are, therefore, not structured. They may create 
randomly positioned false minutiae. 
 

 
Figure 4.16: Typical example of ridges (3) with a wrinkle crossing through them 
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Figure 4.16 shows a typical example of a wrinkle (horizontal line) crossing several ridgelines. 
Initially b0 could be noted as a bifurcation (branch point). If this is the case b1 and b2 should 
be further away than a specific threshold value. If not, b1 and b2 are direct neighbour branch 
points. In this particular case it could be a wrinkle. The next step is to test the orientation of 
these branches. If they are 1800 plus or minus a minimum threshold value and these branches 
point are pointing at each other, it is a line crossing through the ridges, thus a wrinkle. In that 
case this wrinkle (horizontal line) can be removed from the map. If these conditions are not 
met, it is a bifurcation point. 
  
As we established now the cleaning of the raw skeleton, we can make both a minutiae map 
and a pores map. As we already produced the minutiae map with the grey value technique, we 
are interested in the pores map only. This can be achieved relatively easy. Every end point or 
bifurcation point related to the pore will be removed, according to above criteria. In the 
remaining map the pores are converted in black pixels. The result of pore extraction from our 
test image (fig. 2.5) is shown in figure 4.17. 

 

 
Figure 4.17: Pores map of the test image after cleaning. Left the grey level enhancement, right the pores map extracted from 
the left image 
 
Note: Pore detection and cleaning of the above image was based on end point tracking only  
(branch point tracking was not performed). 
 
 

 4.4 Software structure 
 
4.4.1 Introduction 

 
The detection methods have been highlighted in the previous paragraphs. The next step is to 
implement these methods in an own software algorithm. This paragraph gives an overview of 
the software routines used to detect the ridgelines and the pores, highlighting the applied 
technology and the (filter) values applied. Again, the basis is the test image as used by 
Evenblij [Eve03] (identical to figure 2.5 & 4.17). The program was compiled by Van 
Rijnbach [Rij07]. The test image (fig. 4.18) is a BMP file format, an image file format used to 
store bitmap digital images. It comprises a header of 54 characters followed by raster data. 
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Figure 4.18: test image according to figure 2.10 

 
The header provides the general information of the image, like length, width and amount of 
bytes for each pixel. In this case, each pixel has 3 bytes or 3 characters, as 1 character is 1 
byte long. In our specific case, with black & white images only, all three bytes belonging to 
one pixel are equal, as every byte represents one of the RGB colours.  
Therefore, to plot one of the grey values of 1 pixel, one of the three bytes is chosen. Thus, the 
grey value represents the value of the corresponding byte. There are 256 grey values, from 0 
up till 255. By the end of every routine (format) empty bytes are added, to eliminate ‘padding’ 
(software add-on to images by 'improving' a physical feature). The applied software will filter 
these padding’s. The software programme is written in C and is compiled in a ‘Portable 
Operating System Interface’ (POSIX) surrounding (Linux, Unix etc.). Below we show the list 
of routines written for the image processing: 
 
long getImageInfo(FILE*, long, int) 
void copyImageInfo(FILE*, FILE*) 
int *smoothImage(int, int, int*) 
int *contrastImage(int, int, int*) 
int *rescaleImage(int, int, int*) 
int *binaryImage(int, int, int*, int, int) 
int *fourampImage(int, int, fftw_complex*) 
int *ampImage(int, int, fftw_complex*) 
int *fourlogImage(int, int, fftw_complex*) 
int *fourphaseImage(int, int, fftw_complex*) 
fftw_complex *filterImage(int, int, fftw_complex*,int) 
int *thinnedImage(int, int, int*) 
int *porecenterImage(int, int, int*) 
int *ridgefollowImage(int, int, int*) 
All these routines will be briefly described in the next paragraphs.  
 
4.4.2 Routines descriptions 
 
long getImageInfo(FILE*, long, int) 
The routine getImageInfo is from the data type ‘long’ and has three variables. The routine 
does exactly as it describes, giving information of the image. The first variable is data type 
FILE*. The (*) highlights a pointer. This data type is a pointer referring to the address of the 
first byte of the file. The second variable is the number of the byte, giving the grey values per 
pixel. It has the data type ‘long’. The last variable is the number of bytes per pixel for this 
image. It has the data type ‘int’.  
 



 99 

void copyImageInfo(FILE*, FILE*) 
The routine copyImageInfo has the data type ‘void’, which means that there is no value given 
by the routine. The routine does nothing else than copying data from one file to another. The 
two files are indicated with two variables, both file pointers. With means of this routine it is 
possible to make an image with the same dimensions as the original BMP image.   
 
int *smoothImage(int, int, int*) 
The routine smoothImage averages the data, where the address of the first byte represents the 
third variable. The third variable is of the type ‘int*’, which means pointer-to-int. As the grey 
values of the data are integers, it represents the address of the first byte of a pointer to the 
integer. Two-dimensional data can be used in two different ways in an array form; a 2D array 
with two indices or as a pointer-to-pointer-to-int (**name). The first pointer refers to an array 
of pointers. All of them refer to the start of each row of the 2D array. In the second case the 
array is only 1D and this array is named ‘*name’, which is a pointer-to-int type. Here, the 
pointer refers to the first byte of the array and all rows are behind each other (1D). Therefore, 
the value of the byte on position (i,j) in the 2D image (i rows and j columns) is indicated with 
the name [i.nCols+j], whereby nCols in the number of columns in the image. The routine 
itself is also a pointer, as the returned value is the address of the first byte of the output array. 
In the output array is the grey value belonging to a pixel equal to the averaging of the grey 
values of a 9x9 surrounding area of this pixel in the input array. The first and the second 
variables give the integer values of  the number of rows and columns respectively. 
 
int *contrastImage(int, int, int*) 
The routine contrastImage is also a pointer to an integer. This one also gives the address of 
the first byte of the output array. The variables are, equal to the smoothImage routine, the 
number of rows, the number of columns and the pointer to the first byte of the input array 
respectively. This routine enlarges the contrast of the image. This is accomplished by dividing 
the image into sub-images and to calculate the average of the grey values in a sub-image. 
Consequently, the new (averaged) grey value for every pixel within this sub-image is 
calculated as follows:  
 

     φ0 =   

⎪
⎪
⎩

⎪
⎪
⎨

⎧

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛

−
−

≤

−+⎟⎟
⎠

⎞
⎜⎜
⎝

⎛

−
−

>

)(
min

:

)1(
max

:

hmxx
avg

pavgavgp

hmxhmxx
avg
avgpavgp

                         (4.14) 

 
Whereby pn is the new grey value, p the old grey value, avg, min, max are the average, 
minimum and maximum grey value of the sub image and hmx is the half of the maximum 
possible grey value (for 1 byte, it is 128). In this way the whole range of the grey values 
within the sub image are used, resulting in a higher contrast of the image. 
 
int *rescaleImage(int, int, int*) 
The routine rescaleImage is similar to the routine contrastImage. It has the same routine 
variables. The routine rescaleImage rescales the grey values within the range [0,255]. In some 
cases it may occur, e.g. after Fourier transformation, filtering and the inverse Fourier 
transformation of data, some data will get a negative value or a grey value greater than 255. 
The BMP image can not present these values.  
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int *binaryImage(int, int, int*, int, int) 
The form of the routine binaryImage is the same as the previous routines, except that two 
variables are added. The first three variables are as above; the fourth variable is the threshold 
value. When the grey value of a pixel is higher than the threshold value, the pixel will get the 
value 0 or 255 depending on the value of the fifth variable. When the fifth variable has the 
value 0, the fourth variable will be 0. When the fifth variable is 1, the fourth variable is 255. 
So, when the fifth variable is 0, all pixels with a lower grey value than the threshold value will 
get the value 0 and if the fifth variable is 1, the new grey value will be 255. 
 
int *fourampImage(int, int, fftw_complex*) 
The Fourier transformation of the image is done in the head program bmpdata1.c with means 
of a standard Fast Fourier Transformation (fftw) package. The objective is to use this specific 
frequency analysis to eliminate (filter) undesired frequencies. This package contains the 
‘Fastest Fourier Transformation of the West (FFTW) library, which can calculate very rapidly 
the Fourier transformation of 1D and 2D arrays. In the head program a header file fftw3.h is 
added, as a requirement to run the fftw package. This is achieved by including the command 
#include <fftw3.h> in the head program (4th data type fftw_complex). This array has the same 
number of rows as the input array from which the Fourier transformation will be calculated, 
however the number of columns is half the number of rows plus 1 (one). This is necessary, as 
with the Fourier transformation the negative frequency components are equal or reverse to the 
positive frequency components. The output array is still bigger than the input array, as every 
element has a real and imaginary component (complex numbers). The output array thus has 
the same number of components plus 2 per row as the input array. More details can be 
obtained from http//www.fftw.org [Int. 3] 
The routine fourampImage makes an array, from which the elements represent the Fourier 
transformed amplitude and from which the values are within the range of the grey values, so 
that the Fourier transformed DC value (frequency: (0,0)) can been seen in the middle of the 
image. The routine fourampImage is a pointer-to-integer that indicates again the first element 
of the output array. The first two variables are integers and represent the number of rows and 
the number of columns of the input array respectively. The third variable is a pointer-to-
fftw_complex and is thus the pointer to the input array from the data type fftw_complex. 
 
int *ampImage(int, int, fftw_complex*) 
This routine is not relevant and is only used as a test routine 
 
int *fourlogImage(int, int, fftw_complex*) 
The routine fourlogImage does the same as the routine fourampImage, but in this case the 
values of the output array are the logarithm of the Fourier transformed image.  
The DC component of the Fourier transformed is mostly many times bigger than the other 
frequency components. This implies that the routine fourampImage only shows a white pixel 
in the centre of the image and the rest of the pixels are black. The routine fourlogImage shows 
this at a logarithmic scale (see figure 4.19). The variables are the same as in the routine 
fourampImage. 
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Figure 4.19: Fourier transformed image of the original bmp test image 

 
Figure 4.19 show the Fourier transformed image of the original image, figure 4.17.  
 
int *fourphaseImage(int, int, fftw_complex*) 
The routine fourphaseImage shows the phase of the Fourier transformed image instead of the 
amplitude, as with the routine fourampImage. The variables are the same as with in the 
routine fourampImage.  
 
fftw_complex *filterImage(int, int, fftw_complex*,int) 
The routine filterImage filters the Fourier transformed image with a low pass-, a high pass- 
and a Gabor filter. Which filter is applied depends on the choice of the fourth variable. For a 
low pass filter, one should choose the value 0, for a Gabor filter value 1 and for the high pass 
filter the value 2 should be chosen. A low pass filter converts all frequency components under 
a certain cut off frequency to zero (0) and the high pass filter gives all frequency components 
above this cut off frequency the value 0. The Gabor filter is more complex. It is a modulated 
Gaussian filter with a sinusoidal carrier. The filter can be rotated related to the x and y axis, 
whereby the x- axis is located along the rows of the image and the y-axis along the columns.  
The width of the filter can differ according to W.Yu et al [YSDD05]. The filter can be 
described as follows:  
 

××=
+− σλ

λπσϕ

2/)'/'(
2
1),(

2222

2,
yxeyxmf

'2 ifxe π                (4.15) 

 
where;  f is the centre frequency, σ the width of the filter and λ the fraction of the width in the 
directions x’ and y’. These two directions are determined   
 

 x’ = x.cos(φ) + y.sin(φ) and         y’ = -x.sin(φ) + y.cos(φ)             (4.16) 
 
The image will now be convoluted (sliding images on top of each other) with this filter, which 
is the same as the reverse Fourier transformation of the result of the Fourier transformed 
image and the Fourier transformed of the Gabor filter. When the image is written as p(x,y), 
then P(u,v )= F{p(x,y)} the Fourier transformed and u and v are the frequency coordinates. 
Finally, the Fourier transformed Gabor filter Mf,φ(u,v) can be calculated by: 
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where, 
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 u’ = u.cos(φ) + v.sin(φ) and        v’ = -u.sin(φ) + v.cos(φ)             (4.18) 

 
(Note: x,y- axis rotated over φ) 
The filtered image gf.φ can now be calculated either by: 
 

gf.φ (x,y) =  p(x,y) ⊗mf.φ(x,y) or gf.φ (x,y) = F -1 {P(u,v)Mf,φ(u,v)},              (4.19) 
 
where the first calculation a convolution is and the second one the inverse Fourier 
transformation of the filtered image gf.φ. 
With the low pass filter the ridges of the image can be detected, applying the correct cut off 
frequency. The ridges have a low frequency in the image. The contrary is the case with the 
pores; they can be detected with a high pass filter. The Gabor filter is applied to detect a 
specific frequency with a specified direction from the image. Below, two figures are presented 
(fig. 4.20a & 4.20b); the first figure is the result of a high pass filter with a cut off frequency 
of 6,5 (pixel-1) applied on the original test image (figure 4.18). The second figure is the result 
of a filtered binarization image with a threshold value 190 (value of the grey value).  
 

 
                                                     Figure 4.20a: High pass filter   Figure 4.20b: Binarization with threshold value 
 
The next figure (4.21) shows the effect after binarization with a threshold value of 190 (grey 
values). After the high pass filter and the binarization, the pores are well visible. However 
there are some artefacts of the algorithm visible in figure 4.20b. At the edges there are some 
black pixels, which are definitely no pores. Applying another cut off frequency or threshold 
value, or even compile a specific Gabor filter can solve this. For our purpose, only the 
information within the dotted line is considered, since the edges are not reliable. With the 
presently applied Gabor filter (to obtain pores), the result was worse than applying a high pass 
filter and binarization with a threshold value. The applied Gabor filter works with an angle of 
55 degrees, a frequency of 20Hz, the widths of the filter are 25 and 10 in the direction of the 
filter and the direction perpendicular to the filter respectively. 
 
int *thinnedImage(int, int, int*) 
This routine, although in a specific form, is necessary, for pores detection. As described in the 
previous chapter, thinning is very time consuming. The thinning algorithm applied is the 
algorithm as described by Couprie [Cou05]. He investigated 15 different thinning algorithms 
and checked whether these algorithms maintained the topology of the input images.  
The ‘thinned’ images should remain connected, which means that the lines should be 
connected as within the original image. After thinning, all lines in the image are 1 (one) pixel 
width.  
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From the tested algorithms we have chosen the thinning algorithm of Chin, Wan, Stover and 
Iverson, as the topology remained according to the original image and this algorithm was easy 
to implement in our program. At start, a binary image is made from the original image. Then a 
number of masks are imaged on each pixel of this binary image. If these masks fit the binary 
image, the central pixel will be made white (grey value 255). The lines in the skeleton image 
are namely black (grey value 0). The routine is the data type pointer-to-int. The variables are 
again the same as for the routines smoothImage, contrastImage and rescaleImage. Figure 4.21 
shows the skeleton image of our original image (figure 4.18). The image is firstly processed 
with a low pass filter, again with the cut off frequency of 6,5. In this case filtering eliminates 
the pores. Then, binarization is applied on this image, whereby the ridges are left only.   
 

 
Figure 4.21: Skeleton image of figure 4.18. The ridges are presented with a width of 1 pixel only 

 
int *porecenterImage(int, int, int*) 
The routine porecenterImage calculates the centre points of all pores in the binary image, such 
as in figure 4.18b.  The routines in the data type pointer-to-integer and the variables are again 
the same as for the routines smoothImage, contrastImage and rescaleImage. It gives the 
coordinates of the pore-centre-point in the image and shows the array as in figure 4.17b, but 
the pixels of the pore-centre-points are white. The pore-central-points are the mass centre 
points of the black pixels for every pore.  
 
int *ridgefollowImage(int, int, int*) 
The routine ridgefollowImage is the most comprehensive routine of all routines and follows 
all the previous steps as described in this paper. The data type and the variables are again 
identical to the previous routines. The input array is the filtered grey value image, in which 
the ridges are visible only (applying a low pass filter). The routine ridgefollowImage chooses 
a point in this image and calculates the gradient (tangent) at that position. At the line in the 
direction of the gradient, the local maximum in that area is determined (the ridges are dark in 
the input image and therefore have a low grey value). According to paragraph 4.2.2 the 
direction of the ridge is perpendicular to the gradient (tangent) and in this direction steps (µ) 
are taken. In this program we have chosen for three pixels (µ=3). After every step the gradient 
is determined, a cross sections is taken and the local maximum is determined. This is again 
the centre of the ridgeline and is the starting point for the next step. According to paragraph 
4.3.1 the stop criteria are applied. It should be noted that the local maximum is determined 
after two averaging steps instead of one.  
The grey value image is not constant, which implies that the calculated maximum is not 
always the local maximum. Firstly, the grey values of three cross sections (two cross sections 
at a distance of 1 pixel at both sides) are averaged and this new average will be smoothed with 
the Gaussian mask. In that way the local maximum is indeed the middle of the ridgeline.  
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This whole process is repeated for several starting points in the image. In this way all 
ridgelines will be detected. Then a new array is made, wherein all pixels of the detected 
ridgelines are made black (the other pixels are white). The new ridgelines have a width of 
three pixels. For the next detected ridgeline, it will check whether this ridgeline already exists 
in the array. If this is the case, a new ridgeline is searched for. If not, a new ridgeline with a 
width of three pixels is made. This process is repeated till all ridgelines have been detected. It 
should be noted that in some cases ridgelines are detected very close to each other, due to 
different starting points. Since the average distance between ridgelines is known (paragraph 
2.3), this can be easily solved by specifying a threshold. If these lines are within this threshold 
distance, it is the same ridgeline. Figure 4.22 shows the result of applying this routine to the 
input image. The ridgelines at the edges are not detected (same problem as with the pores at 
the edges). The edges should therefore be ignored. The remaining data will give sufficient 
relevant data. 
 

 
 

Figure 4.22: the calculated averaged ridgelines (black, three pixels width) 
 
 

 4.5 Conclusions 
 
The processing techniques for level 2 systems have been improved significantly over the 
years. Almost all techniques convert the grey scale image from the sensor to a binary format. 
The applied grey values ridge following technique, whereby the minutiae are directly 
extracted from grey scale images, has a huge advantage over the standard thinning techniques, 
but reveals only ridges and minutiae. Pores are used as additional feature. Note that pores 
independently are not sufficient for (unique) identification or verification. They should be 
used in combination with level 2 features. 
An additional thinning algorithm is therefore necessary to produce the skeleton image with 
pores. Although the available (mostly time consuming) thinning techniques are improved, a 
lot of (relevant) information may be lost. By ‘cleaning’ the skeleton image, the odd elements 
are classified in ridge ends, bifurcations, pores or repaired ridgelines for ideal (environmental) 
conditions, an improved and more reliable system is realized, by applying a combination of 
new extraction techniques. This should be done continuously. Whatever techniques applied, it 
should be noted, however, that there are no ideal steady images. The investigated algorithms 
are combined and implemented in an own software algorithm, using a test image (BMP 
format) with distinct pores. The test image is an ideal situation, without any noise. As this is 
not the case in reality, the applied software routines should be considered as an assistance 
tool. It is not used for the system performance analysis.  
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5. System Performance Estimates by 
Statistical Analysis. 

 
 

 5.1 Introduction 
 
The final step in the design of an automatic fingerprint recognition system is the performance 
assessment of the system. As discussed in the previous chapters, there are no ideal live scan 
fingerprints; noise and distortions are always present. Accepting this limitation, specifications, 
for specific applications, should be defined. Will the deployed system fulfil these initial 
specifications? By just increasing the scanning resolution to 33 ppmm, there will be no 
matching performance improvement noticeable. The addition of level 3 features seems 
necessary, but should be quantified. Since, there is not an established (standard) performance 
evaluation schedule available today, investigation should be done into a combination of 
available system performance analysis’s, which could be applied for our sensor. Error rate 
values of FAR, FRR & EER should be reduced, when level 3 features are combined with 
level 2 features. 
 
 

 5.2 System performance 
 
The objective is to increase the performance of standard verification systems (applying 
minutiae) significantly, by additionally applying pores (a pore based automated fingerprint 
verification system). Significantly should be expressed in hard figures. Basically, the 
performance of a system is determined and judged by the feature uniqueness or variations of 
matching parameters, in other words by the FAR and the FRR. To understand the difference 
between feature uniqueness and feature reliability, the distinction between the FAR and the 
FRR should be specified more comprehensively. The False Acceptance Rate is related to the 
uniqueness of a configuration.  
This uniqueness consists of parameters like the feature area, the number of features and the 
density of features. In other words the uniqueness of a set of features (minutiae and pores) is 
defined as the probability of occurrence of a set. Therefore, the probability of an impostor 
match (FAR) is directly related to the uniqueness of a set of features. The more unique the set, 
the smaller the chance that the impostor will match that set! The sensor determines whether 
these features are observed. 
The False Rejection Rate focuses on the (inherent) feature reliability and the efficiency of the 
feature detection algorithm. It refers to the physiological dependability of the features. In 
other words, knowing that a feature is present at the template, what is the probability that this 
feature is also visible on the live scan? Environmental conditions may determine whether this 
given feature is not visible on the live scan image. The algorithm reliability refers to the errors 
made due to detection and processing.  
Nevertheless, both the feature uniqueness and feature reliability should be considered 
extensively to judge the performance of the total system. In order to obtain reliable results, 
extensive testing should be done, which is very time consuming.  
Besides these two major error factors, the transaction speed should be judged and 
implemented as well. The latter will be discussed briefly, since the requirement of the 
financial institutions is only linked to the computational time (<1 sec.).  The transaction time 
is defined as the sum of the data collection time and the computational time, as follows: 
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Ttransaction = Tdata collection + Tcomputational       (5.1) 
  
For identification purposes (positive identification systems) the data collection time is time 
consuming (Tdata collection > Tcomputational). However, in our application (verification) the data 
collection time is negligible, since this information is gathered from a PIN pass. More 
important, however, is the system throughput, defined as: 
 

ST =  
T ntransactio

1           (5.2) 

 
Note that in our case the system throughput is directly linked to the computational time, but 
that the time to collect (counting) the money at an ATM, can run parallel to the computational 
time. This is a big advantage. Customers all accept the (money) counting time as a standard 
process.  
Accepting that the FAR and FRR as the most important error rates for judging the 
performance of the sensor, a mathematical (statistical) set up can be defined. Three important 
testing issues should be addressed: 
 

1. The measured error rates dependency, related to the application 
2. The applied test population, related to the target population 
3. The time delay between enrolment and testing 
 

As stated in several paragraphs, errors arise through the complete process, from the data 
collection, signal processing up till the decision moment. Data collection errors are most 
important, as they originate by random variations in biometric patterns. However, each step 
will add to the total error.  
The error term (error rate: ε) has some distribution function, not presumed to be a normal 
distribution. The total error is the multiplication of every individual error distribution (ref. 
figure 2.2), assuming these errors are not correlated. The total Reliability (1- ε Total) of the 
system can be expressed as: 

 
R Total =(1- εAcquisition) x  (1-εEnhamcement)  x (1- εExtraction)  x (1- εMatching)    (5.3)   

 
 
The next paragraphs are devoted to determine error rates, specifically related to feature 
detected error rates, based on the above described distinction between the feature uniqueness 
(FAR) and the (inherent) feature reliability (FRR).  
 
Applying these features (minutiae and pores), combined with available large test populations 
(point 2 above), will give a good estimate of the system (sensor) performance. Figure 5.1 
shows an overview of the steps to be followed: 
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Figure 5.1:  Block diagram System Performance 
 
 

 5.3 Feature Uniqueness: FAR Analysis 
 
The first part to be addressed is the F.A.R. analysis, the feature uniqueness, related to the 
observed features. In paragraph 2.5 it was concluded that fingerprint level 2 (Galton) 
configurations are unique. The probability of occurrence of a particular arrangement of a 
number of consecutive pores is demonstrated to be so low that the uniqueness of these pores 
arrangements can be assumed. How can this be implemented in our sensor, for verification 
purposes? In other words, when applying pores as the main feature, what is the probability 
that a certain number of pores along a ridge or a number of pores in a constellation of 
someone, being an identical configuration of someone else? As described in chapter 5.2, we 
are looking for the uniqueness of a set of pores, additional to minutiae. The characteristics of 
pores, the spatial distribution and the shape, are highlighted in paragraph 2.4. Edmond Locard 
(1912) concluded in his research that 20 pores should be sufficient to identify a person. Roger 
Ashbaugh [Ash95] reviewed the work of Locard and came to the same conclusion, but stated 
that there is a noticeable difference in the consistency and reliability of pore features (mainly 
shapes) between live scan images and inked (and latent) images. He suggested comparing the 
pore locations and not the shape or size of the pores. Since both Locard and Ashbaugh proved 
that 20 pores are sufficient for identification, smaller areas could be envisaged. Taking into 
account the resolution of our sensor of 33 ppmm, an area of approximately 5 mm2 could be 
sufficient. Figure 4.13a shows a 5-mm2 fingerprint area containing 24 pore artefacts. This is a 
much smaller area than required for the minimum of 12 minutiae (Galton), required for 
identification.  One should realize however that the proposed area of minimum 20 pores, by 
Locard and Ashbaugh, seems sufficient, but the chance that it contains sufficient minutiae 
information for comparison is very small. A compromise should be found.  

System Performance. 

Error Rates System Throughput 

F.A.R. F.R.R. 

Feature Uniqueness Inherent Reliability Algorithm Reliability 

Missed Detects Incorrect False Detects 
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Our proposal is to look for pore configurations, disregarding the size and shape of the pore, 
using clear minutiae as reference points. Ashbaugh looked at pore configurations on the ridge 
only (intra ridge). He assumed that the pores are correctly centred in the middle of the ridge 
and that the pores are independently distributed. Especially his last assumption requires 
attention (paragraph 5.4). He divided the ridge into segments of five areas, with the pore in 
the middle cell (area). This assumption is incorrect. Roddy and Stosz [RS97] applied nine 
areas, accepting the position of the pore at different edge positions on the ridge. This 
definitely gives better results. The best approach is to check, empirically, the distributions of 
the pores on the ridges (intra-ridge) and between the ridges (inter-ridge) and compare that 
with theoretical calculated probabilities values. This has been performed by several authors 
(Osterburg [OPRS77], Jain [JHPB97, JRP04 & JPC99], Ashbaugh [Ash95], Roddy & Stosz 
[RS97]). The locations of pores along ridges of numerous live scan images were detected 
manually. For all individual images, the distances between the pores were measured per ridge, 
a very time consuming process. The results depicted [RS97] show a binomial distribution. 
When all data from 3.748 distance measurements were combined, a smoothed single mode 
distribution was obtained, according to figure 5.2 [RS97, page 19].  
 
 

 
 

Figure 5.2:  Plot of consecutive intra-ridge pore distances in pixels (1.100 ppi). [RS97], page 19) 
 
The plot shows a dominant peak at 16 pixels (0,355 mm), a mean (µ) of almost 19 pixels 
(0,421 mm) with a standard deviation (σ) of 0.182 mm. At the highest frequency (peak) of 
occurrences (at almost 19 pixels), the probability of occurrence of 0,0695, written as the 
P(dp). It also shows inferior peaks, resulting from missed and / or skipped pores. Also 
noticeable is the maximum distance observed between two consecutive pores of 104 pixels 
(equivalent to 2,31 mm), which is enormous. As above plot is a result of approximately 44 
pixels per mm (1.100 ppi) sensor measurement, the stated pixels should be converted to our 
33 ppmm sensor (800 ppi). Having these results, it is very interesting to compare them with 
the theoretical models from Ashbaugh and Roddy and Stosz.  
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The Ashbaugh model was previously discussed briefly. It used pore pods (specified areas 
containing a pore) divided into five areas, assuming ideal symmetric (square) pore shapes and 
again independency of pore position. Roddy and Stosz developed two models, the first one is 
an extension of Ashbaugh and the second one is an extension of the first one. The first model 
(1) applied non-symmetric dimensions of the pore instead of the ideal squares. The second 
one (model 2) diverges from the first model, assuming that not all pores are centred on the 
ridge, but that pores can also be located on the edges (nine cell application). These three 
different pore (pod) positions are implemented in figure 5.3. However, they still assumed that 
the probability of a pore being located at the centre of the ridge is higher than that it is 
positioned on the edge(s) of the ridge.   
 
        frequency                   frequency 

                                                                         Pixel distance                  Pixel distance 
 

Figure 5.3:  Distribution of intra-ridge pores for three different models (Asbaugh, Roody & Stosz). 
 
The applied models compared with the empirical model (figure 5.2) do not show many 
differences. The Ashbaugh curve is the dashed plot. His (incorrect) assumptions cause the 
deviation from the empirical plot. Model 1, the extension from Ashbaugh is quite realistic. It 
also takes into account the missed pores. Model 1 used a unit cell size of 21 x 13 pixels; the 
minimum allowed pores separation was 1 pixel. Model 2 assumes pores to be centred on the 
ridge with a higher probability than pores located at edges. It can be concluded that both 
model 1 and model 2 can be applied, with a strong preference for model 2. The next step is to 
combine the above results with the uniqueness of a configuration of minutiae as proved by 
Osterburg [OPRS77]. Similar to Osterburg, a 5 x 5 pixel area was investigated, in this case for 
pore configurations only. With our 33 ppmm sensor, this means a surface of approximately 
160 µm x 160 µm (1 pixel ≈ 0,031 mm). Applying the average distance between pores of 
0,377 mm (≈ 12 pixels), the fact that the minimum observed pore is 60 µm (≈2 pixels) and 
that the minimum distance between pores is 0,0924 mm (≈ 3 pixels), it is certain that there 
will never be more than 1 pore in this 5x5 pixel cell. We would like to know now what the 
probability is of one (1) pore in a 5x5 pixel cell. To calculate that probability, we took images 
of our sensor. These images are taken from the ring holder with a diameter of approximately 7 
mm (radius: 3,5 mm). The obtained image is a square and cuts exactly the inner circle. This 
squared image has dimensions on the Adobe Photoshop screen. We can change these 
dimensions on the screen to the most suitable magnification. The surface of the ring holder, 
however, is fixed. The image represents a real surface of 4,95 mm x 4,95 mm area (being 
twice the opposite rectangular side of a 45o triangle; sin(π/4) =  x/r (r=3,5 mm) ≈ 0,707, thus x 
= 2,475 mm, 2x = 4,95).   
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If we apply a magnification of 36, we will have an equivalent Adobe Photoshop screen 
surface of 17,82 x 17,82 cm. With the ideal magnification of 36, 1 mm real image is 
equivalent to 36 mm in the Adobe screen.   
If we divide real cells of 1x1 mm2 in 6x6 segments, we obtain 36 segments of 0,160 x 0,160 
mm2. This is exactly a 5x5 pixel cell of our sensor. Per complete image we have now 900 
(5x5) cells. The next step is just counting the number of pores of these observed magnified 
cells. We looked at 10 different images and took from each image 900 (5x5) pixel segments, 
thus 9.000 segments. We counted the number of pores per segment, according to figure 5.4. 
Below, one observed image of our sensor, divided in a 5 x 5 pixel area, detecting one pore. 
 

 
 

Figure 5.4:  Left hand forefinger author, 5x5 pixel area (0,160 x 0,160 mm2), observing one pore. The left image is divided 
in 5x5 of 1 mm2 cells, the middle image represents one 1x1 mm2 cell divided in 6x6 cells of one pixel, each 0,16x0,16 mm2 
 
As can been noticed in the figure, the pores are (obviously) not nicely located in the centre of 
a cell. When the largest part of the pore lies in a cell, that particular cell is counted. The other 
cell is registered as an empty cell. In 1.038 cases we found one pore in the observed cell. In 
all the other cases (7.962) no pores were detected. Realising that the population of qty. 9.000 
cells seems not much, the results are compared with the literature. Roddy & Stosz came to a 
probability of one pore in a 0,1165 x 0,1165 mm2 (= 5x5 pixels at 44 ppmm, 1.100 ppi) of 
0,067 (6,7%). Their observations were based on 67 different prints and 50.000 cells. Our 
observed probability (0,115) is counted in a 0,160x0,160 mm2

, being 5x5 pixels at 33 ppmm, 
800 ppi. We cannot extrapolate the area results of Roddy and Stosz one to one to our surface 
area, since the literature does not explain their counting methodology and their observed area. 
We can assume however that the probability of occurrence of one pore at a bigger area 
(≈88%) is significantly greater indeed than at a smaller area. The observed probability is 
approximately 72% higher. Based on these comparisons we can conclude that our empirical 
probability is within the expected range. We can now define the probability of one pore and 
no pores in a 5x5 pixel area of our sensor: 
 
 Pα  = P(one pore in a 5x5 pixel cell) = 0,115      (5.4) 
and 
 P0 = q = 1 - Pα = P(no pores in the cell) = 0,885      (5.5) 
 
It would be ideal if we could use and extrapolate this result to predict the probability of 
occurrence of a configuration of a number (NP) of pores in a region of NC cells, by: 

 
P(NP) = PαNp  .  q(Nc-Np)         (5.6) 

 
This is correct when pores are independent or binomial distributed.  
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 5.4 Pores (in)dependency 
 
In the previous paragraphs, for calculation purposes, it was assumed that all features (minutiae 
and pores) are independently positioned. It does not describe the actual position of the 
features. In reality, the position of a feature depends in some way on the relative position of 
the neighbouring feature. There is also a significant distinction between the position of the 
minutiae and the position of the ridges and thus pores (they are located on the ridges).  
 
The Osterburg team (Stanley Sclove) already studied in 1979 the dependency of the Galton 
features (minutiae). Based on his developed model, he claimed that the presence of minutiae 
in a given cell is influenced by the presence of minutiae in the adjacent cells. He found that 
clustering of minutiae happens more frequently than the assumed uniformly spaced minutiae 
configurations. The model showed a probability density function as a non-uniform 
distribution. It is too simple to state that Sclove’s model can be applied for pores as well. 
Minutiae do not have a specific function and are located randomly, with a tendency to 
clustering.  
Pores do have a function, namely transferring heat and are therefore spatially distributed, to 
support this function. It is a fact that there is a degree of alignment between pores? Whatever 
model applied, a simple look at a fingerprint image shows the expected linear relationship 
between inter-ridge pores, much more than the relation between pores on the ridges itself 
(intra-ridge). The degree of alignment is the measurement for dependency. 
 

 
Figure 5.5:  Pore dependency, inter-ridge pores showing some degree of alignment (right picture, source [RS97]) 

 
Figure 5.5 shows two different images of pore dependency. The left figure shows an 
interesting distinction between the dependency of four consecutive ridges, clearly showing 
some inter-ridge dependency (white line connections) and the much lesser dependency over 
more consecutive ridges, thus at bigger areas.  
The right image shows a random variety of intra-ridge pores; there is a greater intra-ridge 
independency noticeable. Roddy and Stosz [RS97] examined live-scanned fingerprints to 
study alignment of adjacent pores on and across ridges.  
They determined the exact probability of occurrence of each possible configuration of N pores 
by finding the histogram or probability density function (pdf) of the configurations.  Initially, 
they started measuring the density of pores (pores/mm2) in a relative small area of 40x40 
pixels at 1.100 ppi of 67 different images of varying print quality.  
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When the results of this small area were evaluated, the study was extended to a bigger area. 
These measurements showed that there were never more than 12 pores detected in an area of 
40x40 pixels, and this event had the remote probability of 0,03%. The most probable number 
of pores to occur in this area was 4, with a probability of 22,3%. A binary code (1 = pore, 0 = 
no pore) was used to represent pore configurations in a 4 cell area of analysis to describe the 
configuration possibilities (16) within those 4 cells (0000, 0001, ... , 1111). A ridge 
independent pore model was developed, using basic units. The exact size of this basic unit 
was determined by the average pore density in a print, where 
 
size of analysis unit =√(total number in pixels/total number of pores). 
 
The result is a 19 x 19 pixels unit. A three level construct was applied using the determined 
square analysis area “Level 0”. Within this level, the distribution of the number of pores 
present (the frequency of pores per analysis unit) is determined, according the text of figure 
5.6. 
 
 

 
 

Figure 5.6:  Ridge independent pore model.  For example, in a 76x76 pixel area (level 2), the code 
is 1111, at higher resolution (level 1), each 38x38 pixel block has at least one pore present, giving a 
code of 1111. Finally, at the Level 0 analysis, the exact distribution of the number of pores present 
is known within a 19x19 pixel area. For this example, assume that each level 1 segment contains 5 
pores (1 in each of three blocks and 2 in the remaining block), then the probability of this particular 
occurrence of 20 pores is 5.186 x 10-8. (copy [RS97] page 27, figure 17)  

 
The result is a plot of measured frequencies of codes occurring in a specific area (e.g. 38 x38 
pixels), according to figure 5.7. 
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      Figure 5.7:  Measured frequencies of “codes” occurring in a 38x38 pixel area, where a binary “1” 
      indicates the presence of at least one pore in a 19x19 pixel area, and a “0” indicates an absence of 
      any pores. The codes are comprised of these 1’s and 0’s to represent configurations of pores. (Copy 
      [RS97] page 28, figure 19)  
 

Finally, the whole analysis was repeated at higher resolutions codes (a 5x5 pixel cell was used 
in stead of the 19x19 pixel cell). The obtained histogram, showing the probabilities of the 
number of pores in a given area, was compared with the binomial distribution (showing the 
probability of one or zero pores). The modelled ‘real’ density distribution shows a similar 
distribution to the extrapolated binomial distribution, mainly at greater areas. The questions 
are why and can this been explained? 
 
Figure 5.5 already shows the distinction between the (in) dependency of pores on ridges 
(intra-ridge) and amongst ridges (inter-ridge). Let’s first look at intra-ridge pores. Figure 5.8 
shows the distribution of distances measured between consecutive intra-ridge pores when 
pores are independently positioned of each other.  
Roddy and Stosz used a vector of zeroes to represent a one-dimensional “ridge.” 3.370 
“pores” (ones) were substituted for zeroes at random intervals along the ridge, simulating a 
situation where the placement of one pore was entirely independent of the placement of other 
pores. The distances between pores were calculated and the frequency of these distances was 
plotted. 
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      Figure 5.8:  Distribution of distance measured between consecutive intra-ridge pores  

(copy [RS97] page 40, figure 23).  
 
The graph is a simulation model for which the pores are assumed to be independent and 
occurring at a random position on a one-dimensional axis. Therefore, the position of any pore 
is not influenced by the position of its neighbouring pores. The distribution decreases 
monotonically with distance. It should be noted that there are numerous pores that are close 
together, very similar to the actual distribution of pores.   
 
The next step is to investigate the degree of alignment of adjacent pores across ridges. The 
frequency distribution of the alignment of the nearest neighbour pores of three consecutive 
ridges was examined and of three alternating ridges (thus skipping the ridges in between). It 
was observed that the more proximal the ridges, the greater the degree of alignment between 
the pores across those ridges, evincing dependency. The further away the lower the 
dependency. 
 
Finally, the actual measured density of pores haven been compared with binominal calculated 
distribution according to equation 5.6. Both distributions are plotted in figure 5.9a (left) and 
5.9b (right).   
 

                                                                         
Figure 5.9:  Measured actual density of pores (a) opposed to the extrapolated binomial distribution (b). (Copy [RS97] page 
44, figure 28). 
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Figure 5.9a shows the actual measured data of pores in a 20x20 pixel area. The number of 
pores in this 20x20 pixel area was tallied and the frequencies of the individual densities were 
plotted. Figure 5.9b shows the extrapolated binomial distribution (4x4 five pixel areas). 
Obviously, there is a disparity, due to the above-explained dependency, mainly attributed by 
the functions of the pores and the ridge flow.  There is however a high degree of similarity. 
It can be concluded that pore independency indeed can be assumed for pores along the ridge 
(intra-pores), but generally not for pores across the ridge, especially at small areas. The latter 
is due to the function of the pore; heat transfer. At larger areas, however, pores are randomly 
distributed (empirical tests show that the actual distribution of pores are almost binomial) and 
therefore a pores binomial distribution can be assumed.   
 
 

 5.5 Pores (configuration) probabilities  
 
As explained in paragraph 5.4 we can assume a degree of pore independency under certain 
circumstances and most of all a binomial pores distribution under all (intra-ridge) 
circumstances. The obtained empirical result (equation 5.4) of the probability of one pore in a 
5x5 cell can now be extended to predict probabilities of occurrences at larger areas, applying 
a binomial distribution.  
If we assume that the pores are independent, the probability of occurrence of a configuration 
of NP pores in a region of NC cells is given by: 
  
 

! 

P NP( ) = p"
NPq NC #NP( )

                               (5.6) 
 
The correctness of the assumption applying pore independency for bigger areas is illustrated 
in paragraph 5.4.  With this information, it is possible to predict the probability of any other 
configuration of pores, as long as the observed area is a multiple of the 5x5 pixel area. If the 
area (cell size) is defined for a given area of the fingerprint image, there will be Nc cells. In 
each of these cells, there will be either one pore or no pores. Equation 5.7 calculates the 
different configuration possibilities, when NP pores are present: 
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The advantage of this approach is evident; if we can apply this for bigger areas, minutiae can 
be involved as well. Although the pores approach only should be sufficient for verification, it 
can only be applied when we know exactly whether we compare two identical areas. Having 
an area with sufficient minutiae, the probability that two similar areas are compared is much 
higher.  
 
As an example we consider a section of the fingerprint of 20x20 pixels, we can calculate the 
probability of occurrence of a number of pores (maximum 16 pores).  
In this particular case, NC is equal to 16, as we have 4 times 4 being 16 grids of 5x5 pixels 
areas. The NP is the number of pores present in the observed 16 grids. The table below will 
show all probabilities at a section of the finger image of 20x20 pixels. With our sensor, this 
represents an area of approximately 0,63 x 0,63 mm2.  
Of course our empirical result of P(1 pore) = 0,115 is implemented. 
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#  
pores 

#  
empty P(1pore)  q =  

#  
configurations pn qm configuration P(n pores) in 

n cells 5x5 pixels 1-p  (Nn)   probability 20x20 pixel 

n m      pnqm (Nn) pnqm 
0 16 0,115 0,885 1 1 0,14160948 0,14160948 0,14160948 
1 15 0,115 0,885 16 0,115 0,1600107 0,0184012     0,2944197 
2 14 0,115 0,885 120 0,013225 0,18080307 0,00239112 0,28693447 
3 13 0,115 0,885 560 0,00152088 0,20429725 0,00031071 0,17399792 
4 12 0,115 0,885 1820 0,0001749 0,23084435 4,0375E-05 0,07348217 
5 11 0,115 0,885 4368 2,0114E-05 0,26084107  5,246E-06 0,02291647 
6 10 0,115 0,885 8008 2,3131E-06 0,29473568 6,8174E-07 0,00545939 
7 9 0,115 0,885 11440 2,66E-07 0,33303466 8,8588E-08 0,00101345 
8 8 0,115 0,885 12870 3,059E-08 0,37631035 1,1511E-08 0,00014815 
9 7 0,115 0,885 11440 3,5179E-09 0,42520944 1,4958E-09 1,7112E-05 

10 6 0,115 0,885 8008 4,0456E-10 0,48046264 1,9437E-10 1,5565E-06 
11 5 0,115 0,885 4368 4,6524E-11 0,54289564 2,5258E-11 1,1033E-07 
12 4 0,115 0,885 1820 5,3503E-12 0,6134414 3,2821E-12 5,9734E-09 
13 3 0,115 0,885 560 6,1528E-13 0,69315413 4,2648E-13 2,3883E-10 
14 2 0,115 0,885 120 7,0757E-14 0,783225 5,5419E-14 6,6502E-12 
15 1 0,115 0,885 16 8,1371E-15 0,885 7,2013E-15 1,1522E-13 
16 0 0,115 0,885 1 9,3576E-16 1 9,3576E-16 9,3576E-16 

        1 
 

Table 5.1:  Probabilities of n pores occurring in a 4x4 grid area (0,63 mm x 0,63 mm = 0,3964 mm2) 
 
The first column shows the number of pores in the total considered area (16 cells of 5x5 
pixels per cell).  
The second column shows the number of empty cells. If there are for instance 10 pores in the 
observed area, there should be 6 (16-10) empty cells. The first and second columns are 
therefore complementary. The probability of one pore, P(1 pore), in a 5x5 cell for our sensor 
is 0,115.  The number of configuration possibilities Nn is the permutation of N (16) over the 
number of pores (n). The last two columns show the probability of a certain combination of n 
pores and m cells and the probability of n pores in the 20x20 pixel area (the complete 
observed area). The last column of this table shows that the most likely configuration of the 
complete area (20x20 pixels) is one pore, with a probability of 0,294, regardless of the 
configuration.  
The probability of occurrence of a specific configuration with one pore present is 0,0184. The 
earlier mentioned probability of 0,294 gives the probability of one pore in all 16 
configurations. As expected the probability that 0 (zero), 1, 2 or 3 pores are present in the 
total configuration is 0,141 + 0,294 + 0,287 + 0,174 = 0,896 (90%), thus far over 80%, 
according to the Pareto rule (20% contributing to over 80% of the total).  
If we consider any configuration of 5 pores, the probability of occurrence is 5,24 x 10-6. In the 
total 16 grid area, there will be different 4.368 configurations possible of 5 pores and the 
probability of 5 pores in the 20x20 pixel area is 2,29%. The above-described concept can be 
applied for bigger image areas. 
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The next step is to verify the claim of Locard and Ashbaugh, those 20 consecutive pores on a 
ridge are sufficient to identify or verify a person. In this case we will calculate the probability 
of a configuration of 20 intra ridge pores (again, assuming that in a 5x5 pixel cell; there is 
either one pore or no pores) for our sensor. 
In other words, can we compare our results, in particular, with those of Locard an Ashbaugh. 
Is it also correct to assume that detection of 20 pores with our sensor is sufficient for 
identification? In chapter 2.5 we highlighted the probability of Ashbaugh: 
 

PAshbaugh (a sequence of 20 intra-ridge pores) = 0,220 = 1,05 x 10-14   (5.8) 
 
Our probability should be sufficient lower, as he assumed his contemplated areas (pods) to 
divide in 5 regions only. His probability of the pore to be in region 1 is equivalent to the 
probability of any of the five regions, therefore, P(pore in region 1) = P(pore in 2) = P(pore in 
3) = P(pore in 4) = P(pore in 5) = 20% (0,2), resulting in: 
 

P(a sequence of N intra-ridge pores) = 0,2N       (5.9) 
 
Roddy and Stosz applied nine segments, with almost equal probabilities per segment. Their 
probability should be; 
 

P(a sequence of N intra-ridge pores) = 0,111N = 0,11120 = 8,06 x 10-20       (5.10)
                         
In our case we accept any place of the pore on the ridge, applying our empirical results, using 
grids. First we have to determine the minimum surface of the applied grid. The amount of 
pores per square inch is approximately 2.700 – 3.500 (equivalent to 4,19 to 5,19 per mm2). 
Accepting 4 pores per mm2, a minimum area of 5 mm2 is required to check Ashbaugh’s 
assumption. With our sensor, this means a 75x75 pixel area (≈ 5,4 mm2). Applying 5x5 pixel 
cells, we require 15x15 grids. The calculated probability table is attached as Annex A9. The 
table is only presented up till 45 pores, as above this number of pores, the calculated values 
are so low that they do not mean anything anymore. These theoretical configurations above 45 
pores are unrealistic. Here we notice the probability of occurrence of a specific configuration 
with 20 independent ridge pores present, is:  
 

# 
pores 

# 
empty 

P(1 pore) q = 
1 - p 

# 
configuration 

pn qm configuration P(n pores) in 

 cells 5x5 
pixels 

 Combinations 
 

  probability 20x20 pixel 

n m P(1) q (Nn)   pnqm (Nn) pnqm 

0 225 0,115 0,885 1 1 1,15408E-12 1,15408E-12 1,15408E-12 

19 206 0,115 0,885 1,84872E+27 1,42318E-18 1,17575E-11 1,6733E-29 0,030934631 

20 205 0,115 0,885 1,90419E+28 1,63665E-19 1,32853E-11 2,17434E-30 0,04140347 

21 204 0,115 0,885 1,85885E+29 1,88215E-20 1,50116E-11 2,82541E-31 0,05252014 

 
 

Table 5.2:  Part of Annex A.10; Probabilities of n pores occurring in a 15x15 grid area, NC=225 ( ≈ 5,4 mm2) 
 

PSensor (a sequence of 20 intra-ridge pores) = 2,17 x 10-30.              (5.11) 

 
This is almost a factor 10-10 smaller than the probability of Ashbaugh. It supports definitely 
the assumption that a sequence of 20 intra-ridge pores within a certain area is sufficient for 
verification and that the configuration of pores is unique for persons. 
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 5.6 Feature and Algorithm Reliability: FRR Analysis 
 
The next step is to determine the feature reliability and the algorithm reliability, in other 
words a FRR error analysis should be performed. As stated in paragraph 5.2, the False 
Rejection Rate focuses on the (inherent) feature reliability and the efficiency of the feature 
detection algorithm. It refers to the physiological dependability of the features, in our case, the 
physiological reliability of pores. We already distinguished two variations in feature 
reliability, the inherent reliability (Ri) and the algorithm detection reliability (Rd). When the 
live scan fingerprint of an individual is exactly the same as the template enrolled fingerprint, 
we have 100% reliability. Due to noise, distortions and processing, errors will occur, so 100% 
reliability is not realistic.  
 
To discuss and determine the reliability of the live scan, we must assume that the template 
image is absolutely correct, containing all the features. If fingers are wet, greasy or oily, pores 
can be filled and therefore not detectable. Therefore this assumption will be difficult but 
achievable, since we can make the template image under perfect conditions (temperature, 
humidity and perfect, not disturbed, light conditions, clean hands etc.).  
 
This is essential, as the physiological reliability of pores depends mostly on environmental 
conditions and the mechanical properties of the skin, as discussed before. This physiological 
reliability dependency is called the Inherent Reliability (Ri). Ri cannot be determined 
mathematically, since this may (will) generate algorithm errors. Ri should be determined 
empirically (by counting). To determine this inherent reliability empirically, 50 images of 10 
different fingerprints were imaged, observed and analysed, with respect to the following 
features: 
 

• pore visibility 
• pore shape (consistency) 
• image quality 
• Pore density 
 

The fingers used are from different persons, from whom two have a dry skin, two have a high 
form of transpiration and six have standard (neutral) fingers. Obviously, the pore visibility 
determines the inherent reliability (Ri). Do we notice the pore when we compare the ‘reliable’ 
template with the live scan images? Specifically, we took the live scan images of every 
individual under 4 different conditions (standard, wet (cold) finger, dry finger and ‘dirty’ 
finger). So, for every person the pore visibility under 4 different conditions were considered 
and counted. Secondly, we looked at the consistency of shape of the pores.  
The noted number is the fraction of occurrences for which the pore shape is consistent [0,1]. 
Do we notice a change in shape under these conditions? Zero (0) means no consistency at all, 
a completely different shape, and (1) means exactly the same shape. Image quality is specified 
in good, moderate and poor.  
 
This is of particular interest for the different conditions of the finger images. As expected, dry 
and wet fingers will have a lesser quality than standard (neutral) images. The classifications, 
good, medium and bad are arbitrary, but are only introduced to observe differences under 
specific environmental conditions. Finally, pore density is the number of pores per image. The 
test results are shown in table 5.3: 
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Print # of pores # of pores # of pores # of pores # of pores Reliability 

 template live scan live scan live scan live scan (Ri) 

  Standard 
Cold/wet 

finger Dry finger Dirty finger  
EdWr 120 119 115 102 93 0,89 
PolWl 105 77 74 74 67 0,70 
WWl 113 110 110 104 113 0,97 
PaWr 97 94 92 94 100 0,98 
RWl 112 102 100 97 92 0,87 
PieWr 115 115 107 104 88 0,90 
CrWl 104 102 101 97 83 0,92 
JorWr 96 92 92 83 74 0,89 
MarWl 83 81 77 76 65 0,90 
JoeWr 93 93 91 83 76 0,92 
Average n1 ≈ 104 n2 ≈ 99 nm ≈ 93  Ri = 0,89 

  

Table 5.3:  Observed inherent reliability of pores 
 
The inherent reliability (Ri) is the average of the calculated visibility per print. The visibility 
per print is calculated as a percentage of the sum of the individual live scans over the total 
number of pores of the template. It was noted, according to table 5.3, that the visibility of the 
pores varies between 0,7 and 1 (thus 70% - 98%) with an average of 89%. The lowest 
reliability (70%) was caused by the changes in environmental conditions. It is also noticeable 
that the standard (neutral) fingers and wet fingers have a higher quality than dry skin fingers. 
Even more, dry fingers are less consistent in shape than the other observed fingers. In our 
tests we came to an Inherent Reliability (Ri) of 0,89. It is of course interesting to know 
whether our results reflect the average Inherent Reliability of other performed tests. Literature 
[Bon24] performed a similar test, checking individual pores from 516 images of ten different 
fingerprints. They came to an Inherent Reliability of 0,91 (91%). One can conclude that our 
test results are representative. After determining the inherent reliability, the algorithm 
detection reliability should be examined as well 
Basically, there are two errors a feature detection algorithm can make: 

1. a missed detect (Pmd) 
2. a false (incorrect) detect (Pfd) 

The above definitions seem trivial, but can best be explained with a simple example. Assume 
that we have two equally sized finger segments, each containing a number of pores to 
compare, according to figure 5.10 below: 
 

 

           Template Segment       Life Scan (enrolled) Segment 
 

Figure 5.10:  Comparing a template pore segment with an enrolled life scan segment for missed detect and false detects 
 

      
 P1     
   P2   
      
  P3    
    P4  
      

      
 P5     
   P6   

P8     P7 
  P9    
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The left image shows a segment of a template fingerprint, containing 4 pores on two ridges, 
after grey level binarization. The right (a live scan) image seems equivalent, showing a 
similar ridge pattern and a similar distribution of the pores, showing however, one pore extra.  
There are two options: the right segment is either from the same finger or from a different 
finger. When it is from the same finger, pores P5, P6 and P9 are either reliable features, 
correctly detected or false detects, when P1, P2 and P3 are unreliable. The pores P7 and P8 are 
false detects, or pores P3 and P4 are unreliable. If the template was assumed to be reliable, the 
right image shows three reliable features (P5, P6 and P9), two false detects (P7 and P8) and one 
missed detect, pore P4.   If the right image is from a different finger, then the pores of this 
right image are randomly positioned. These pores are then either false detects or reliable 
pores. Note: for further calculations, we assume that the template images are 100% reliable! 
With the above described distinctions in missed detects and false detects, the derived 
probabilities can be converted in detect Reliabilities (Rd), by: 
 
 Pd  =     Pmd x Pfd                              (5.12) 

Rd   =     1 - Pd                   (5.13) 
Rmd =     1 – Pmd                   (5.14) 
Rfd   =     1 - Pfd                   (5.15) 
Rd  =     Rmd x Rfd   =   (1-Pmd)(1-Pfd)   =   1- Pmd -Pfd+ Pmd Pfd             (5.16) 

 
According to chapter 4.4.2, the grey scale image is transformed into the binary format. By 
finding the mean pixel value and applying this as a threshold, black (value 1) and white (value 
0), pixels are obtained. The black areas represent the ridgelines, while the white areas 
represent the valleys and the pores. Skeleton processing is applied on the binary image, by an 
iterative, parallel thinning algorithm. Ideal thinning will result in a raw skeleton, exactly one 
pixel wide and centred within the valley or pore. This raw skeleton contains the odd forms of 
the artefacts (figure 4.13b). These artefacts have to be analysed individually, if they can be 
judged as pores, by applying a threshold. This is the main reason for having missed detect. It 
will be clear that the probability of missed detects is much higher than the probability of false 
detects. The applied threshold determines the missed detects. The false detects are contributed 
to another phenomena. The odd shape of the pore causes this. The binarization process can 
detect pores at the edges of the ridges and even in the ridge valleys (this is physically not 
possible). Since our applied processing algorithm is not able to distinguish such artefacts, 
literature results were used as standard. Roddy and Stosz [RS97] checked 8 images varying 
from excellent to poor for their missed detect and false detect analysis. Specifically this wide 
range of image quality was chosen, to ensure that the applied algorithm threshold will cause 
sufficient false detects. The test results are as follows: 
 
     
Quality 

number 
of pores 

% pores not 
detected 

Ridge 
end > 1 pores 

Non 
isolated 

Flow non 
isolated 2 as 1 Total 

Excellent 486 5,80 0,62 2,30 1,60 1,00 0,21 11,53 
Excellent 407 4,10 0,00 0,25 0,41 0,41 0,25 5,42 
Good 504 0,40 4,20 0,20 2,20 0,79 0 7,79 
Good 427 0,47 4,00 0,47 2,80 0,47 0 8,21 
Moderate 286 5,90 3,50 0,00 2,50 0,35 0 12,25 
Moderate 489 5,50 3,10 0,61 1,20 0,20 0 10,61 
Poor 352 3,40 4,30 0,85 1,40 0,00 0 9,95 
Poor 411 14,10 4,40 0,00 4,10 2,40 0 25,00 

 
 

                                    Table 5.4:  Algorithm Reliability, missed detects 
Pmd = 0,1134 
Rmd = 88,66% 
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The first column describes the quality of the applied image, ranging from excellent to poor. 
The second column indicates the number of pores detected in the image. The third column 
represents the percentage of pores not detected, due to the process of converting the grey level 
image into a binary raw skeleton. The fourth column gives the percentage of pores that are so 
large that they appear as a ridge end in the normal flow of the ridge. The fifth column 
indicates the percentage of close but separated pores for which only one pore is detected. The 
sixth column, Non-isolated, is the percentage of pores on the edge of a ridge which are not 
detected. The seventh column, “flow non-isolated” is the percentage of missed detected pores 
that occur on the centre of a ridge but appear to touch the edge of the ridge because of noise. 
The eighth column, 2 as 1, represents the number of pairs of connected pores, which are 
incorrectly detected as a single pore. Finally, the last column is the total of all missed detect 
errors, thus the sum of the rows. In this case the probability of a missed detect (Pmd) is the 
average of all the row totals, 11,34%. Therefore, the Rmd is 88,66%. 
 
The next step is to determine the algorithm reliability of false detects. Again, the same eight 
images are applied. The first two columns are identical.  
 

Quality 
# of 

pores 
mid 

valley Unknown Bridge Noise Washed Out Total 
Excellent 486 0,41 0,21 0,21 0,21 0,21 1,25 
Excellent 407 0,98 0,00 0 0,98 0,00 1,96 
Good 504 0,00 0,20 0 0,40 0,21 0,81 
Good 427 0,00 0,00 0 0,00 0,47 0,47 
Moderate 286 0,00 0,00 0 0,70 0,00 0,70 
Moderate 489 0,20 0,00 0 0,00 0,00 0,20 
Poor 352 1,10 0,00 0 1,10 0,00 2,20 
Poor 411 0,00 0,00 0 0,49 0,00 0,49 

 
 
 

Table 5.5:  Algorithm Reliability, false detects 
 

The third column, mid-valley, represents the percentage of instances in which the algorithm 
falsely detected a pore in the middle of a valley. The fourth column, bridge, is the percentage 
of falsely detected pores occurring at breaks in a ridge. The column noise highlights the 
percentage of instances in which noise was noted as a pore.  
The column, washed out, represents a different noise process that causes low contrast areas in 
the image. The final column, again, adds up the entire individual false detect errors. In this 
case the probability of a false detect (Pfd) is the sum of all the row totals, 1,01%. Therefore, 
the Rfd is 98,99%. 
It should be noted that these Reliability calculations are related to single pores in a complete 
image. As shown, the Reliability of a missed pore (Rmd) is approximately 89%. Therefore, the 
probability of missing a configuration of pores is even smaller.  Since we have now 
determined the inherent reliability (Ri) and the algorithm detection reliability (Rmd and Rfd), 
the total FRR reliability can be calculated by: 
 
 R = Ri x Rd = Ri x Rmd x Rfd                  (5.17) 
 
 
 

Pfd = 0,0101 
Rfd = 98,99% 
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In our case, the total reliability is 0,89 (Ri) x 0,89 (Rmd) x 0,99 (Rfd) = 0,78 (78%). Ignoring the 
low probability of false detects (1%) the following equations are valid: 
 

Rd   =     1 – Pmd                   (5.18) 
Rd  =     Rmd                    (5.19) 
Ri =     0,89                   (5.20) 
 

These figures will be used in further calculations. The reliability (R) makes only sense (and 
should be calculated) when the live scan segment originates from the same user as the 
template image.  
 
 

 5.7 Performance and Matching Score  
 
The match score or performance of a system is defined in terms of the number of False 
Accepts and False Reject errors. As explained in the distinction between the FAR and FRR 
error rates, the FAR is related to the uniqueness of feature (pore) configurations, while the 
FRR is related to the feature reliability. Conjoining the feature uniqueness and reliability will 
establish the performance.  
Having all relevant parameters distinguished and determined (both empirically and 
mathematically), a match score can be calculated. Again, we consider two image segments to 
compare. We assume that the template image is 100% reliable. The images do either match 
(from the same finger) or do mismatch (different fingers).  
 
The degree of matching between these two segments is given by the matching score, whereby 
‘-1’ is a complete mismatch and ‘+1’ notes a complete match (equation 5.21).  
 
Let us consider the parameters we have determined till now; 
 

nc  the number of cells or feature areas within the segment of the analysed image 
n1 the true number of features in the template (segment 1) 
n2 the number of features detected in the live scan (segment 2) 
n2,max the maximum number of features allowed in the live scan (segment 2, assume 

equal to n2 ) 
nm  the number of matching features 
nfd  the number of features falsely detected 
pmd the probability of a missed detect 
pcd the probability that a valid feature is correctly detected (=1-pmd) 
pfd the probability of a false detect at any location 
pcm the probability that a feature is not detected in an invalid location (=1-pfd) 
Pα   the probability of one pore in a 5x5 pixel cell (= 0,115) 

 Ri the inherent reliability of the feature 
Rd the algorithm detection reliability 

 R the total reliability (R = Ri  x Rd). Note; if segment 1 originates from a different  
  user as segment 2, then the Reliability is zero (0) 

nm,R the number of correct feature matches 
nm,F the number of false detects (invalid features) that match real features 
nm the total number of matches (= nm,R + nm,F) 
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Basically, these above parameters can be reduced to nc, n1,  n2,  pfd, R, nm,R , nm,F and nm, since R 
and pfd are fixed for our sensor and n2 is n2,max. With these parameters, nm can be determined 
by calculating the probability of the score resulting from each variation of the other input 
parameters and then accumulating the probability of like scores. The result is the probability 
density function (pdf) of the matching score, SF. We can now define this matching score as 
the detection of a feature in the live-scan segment at an enrolled (template) feature location, 
by the following equation ([RS97, equitation 15]): 

 

! 

FS = mn
1n
" 2n _ mn

2,maxn
 ,   since  n2,max = n2     

! 

FS = mn
1n
" 2n _ mn

2n
             (5.21) 

 
When we have a perfect match, the number of features in the template (n1) and the number of 
features in the live scan image (n2) and the number of matched features (nm) are all the same, 
thus n1 = n2 = nm, resulting in a match score of +1. The opposite, the (perfect) mismatch, nm is 
zero (0), resulting is a match score of -1. It should be noted that a (feature) mismatch is not 
the same as a false match. A false match is a false detection at a location of a valid feature, 
which is unreliable. Mismatch occurs when no features match. In reality, both extreme cases 
are not possible. Since we assume that the template is reliable, the number of template 
features (n1) is fixed (for a specific person). When live scan images are taken, the number of 
features of the images (n2) will fluctuate, as well as the number of matches (nm). This can be 
used to calculate the FAR and FRR error rates. To determine the FAR we first consider the 
live scan image segment (segment 2) from an impostor, as we would like to know the 
probability that somebody is falsely accepted (impostor). In this case the total Reliability (R) 
is considered to be 0 and pfd is set equal to the measured value for the probability of a pore in 
a grid cell, according to equation 5.4.  
This situation simulates a randomly located set of independent features in segment 2. The 
probability of matching nm features between the segments 1 and 2 is given by the next 
equation: 
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Valid for i ≥ 0 and 1< nm<n1, n2 
 
 



 124 

The first term Pnm gives the probability that nm pores from the template (segment 1) matches 
with the live scan (segment 2). Knowing that the live segment is from a impostor, that 
probability should be very low at a small number of matches. The more pores found in the 
template, the higher probability that they match with the live scan. 
 
The second part gives the probability that there are n2 pores in the live scan (segment 2) where 
pα is the probability that there is a feature (pore) in a cell. This can be best demonstrated with 
an example.  Assume an image area of our sensor of approximately ⅓ of the 900, 5x5 pixel 
areas, thus nc = 300.  Although we look at an impostor finger, n2 can be higher than n1. For 
further calculations we assume that n1=35, n2 ranges between [1, 32] for Pn2 and nm ranges 
between [0, 31] for Pnm (in this case n2 is fixed [32]. These figures are derived from table 5.3 
(the averages below). When nc = 300, we look at one third of the total amount of cells, thus 
approximately one third of the experimental test results are used; n1 represents the # of pores 
in the template, n2 the # of pores in the live scan and nm the # of live scan matches of pores for 
the cold/wet-, dry- and dirty- (tested) fingers. Only the first 25 results are tabled. The 
following results are obtained: 

 
nm Pn2 Pnm Poverall SF 
1 1,86E-13 0,00E+00 0,00E+00 -0,94 
2 3,23E-12 1,59E-01 5,13E-13 -0,88 
3 3,72E-11 1,96E-01 7,30E-12 -0,82 
4 3,20E-10 1,71E-01 5,48E-11 -0,76 
5 2,20E-09 1,12E-01 2,46E-10 -0,70 
6 1,25E-08 5,74E-02 7,18E-10 -0,64 
7 6,08E-08 2,35E-02 1,43E-09 -0,58 
8 2,58E-07 7,84E-03 2,02E-09 -0,52 
9 9,68E-07 2,16E-03 2,10E-09 -0,46 

10 3,26E-06 4,98E-04 1,62E-09 -0,40 
11 9,93E-06 9,61E-05 9,54E-10 -0,34 
12 2,76E-05 1,56E-05 4,32E-10 -0,28 
13 7,07E-05 2,15E-06 1,52E-10 -0,22 
14 1,67E-04 2,51E-07 4,21E-11 -0,16 
15 3,68E-04 2,48E-08 9,14E-12 -0,10 
16 7,57E-04 2,08E-09 1,57E-12 -0,04 
17 1,46E-03 1,47E-10 2,14E-13 0,02 
18 2,64E-03 8,74E-12 2,31E-14 0,08 
19 4,52E-03 4,36E-13 1,97E-15 0,14 
20 7,31E-03 1,81E-14 1,33E-16 0,20 
21 1,12E-02 6,24E-16 7,00E-18 0,26 
22 1,64E-02 1,76E-17 2,88E-19 0,32 
23 2,27E-02 4,03E-19 9,17E-21 0,38 
24 3,02E-02 7,38E-21 2,23E-22 0,44 
25 3,83E-02 1,06E-22 4,05E-24 0,50 

 
Table 5.6:  False Acceptance Probabilities with Matching Scores 

 
If there are only 8 matches (nm), the probability of n2 having 32 pores is 0,784% and the 
probability that 8 of them match those of segment 1 (the template) is 2,58x10-5%. The overall 
probability is 2,02x10-7%. The corresponding match is -0,52. Here we should note that we 
looked at an impostor finger, thus very low probabilities of a match. Even with a low match 
(nm= 2), the P(nm) is very low and the score (SF) is very bad (almost -1). With a high number 
of matches, the score is still low (0,50). Poverall is not the PFAR(Nm). To calculate the FAR, the n2 
does not vary.  
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The corresponding FAR graph, based on the product of Pnm x Pn2, (whereby n2 is fixed) as 
function of the corresponding Matching Score is shown in figure 5.12 (pink left graph). It 
would be interesting to notice the shifts in Pn2, when nc is variable [0, 400] for different 
values of n2. The obtained graph highlights the probability that there are n2 pores in the live 
scan (segment 2), calculated for a fixed Pα.  
Pα is the probability that there is one pore in a cell (Pα= 0,115 for our sensor). It can be seen 
that the highest probabilities are obtained when nc varies between 200 and 300 (see figure 
5.11a). These results are compared with the literature result, whereby Pα= 0,067. Here as well, 
the probabilities having n2 pores in the live scan are higher (figure 5.11b) than for Pα= 0,115.  
 

      
Figure 5.11a:  Pn2 as function of nc (Pα= 0,115)                         Figure 5.11b:  Pn2 as function of nc (Pα= 0,067) 

 
 
Finally, the probability that nm pores from the template matches with the live scan, as function 
of the total number of cells (nc) are presented in figures 5.12a, 5.12b and 5.12c. In all three 
cases the number of pores in the live scan (n2) are fixed at 10, 20 and 30 respectively. As 
expected, the number of matches (nm) is only meaningful between 1 and 15, since we are still 
looking at an impostor with a low number of expected matches. The lower the number of 
pores in the live scan (n2), the higher the probability that nm pores from the template matches 
the live scan. 
The scripts to calculate the probabilities of both Pnm and Pn2 are written in MatLab. 
Accompanied scripts are attached in Annex A.11. 
 

   
Figure 5.12a:  Pnm as function of nc (n2= 10)                               Figure 5.12b:  Pnm as function of nc (n2= 20) 
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Figure 5.12c:  Pnm as function of nc (n2= 30) 

 
 
The next step, to calculate the FRR, is to assume that the two image segments (1 & 2) are 
from the same finger. The probability of matching nm features can be calculated by: 
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where:  nm =nm,R + nm,F. Note that the number of matches have been divided in the number of 
correct feature matches (nm,R )and the number of false detects (invalid features) that match real 
features (nm,F) 
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Here we are mainly concerned about the feature reliability (Ri) and the number of false and 
missed detects, according to paragraph 5.6. Important is the distinction between the P(nm,R) 
and P(nm,F). P(nm,R) is the probability of nm,R matches to real features, which were detected 
correctly. P(nm,F) is the probability of nm,F matches to falsely detected features in segment 2, 
randomly occurring at valid feature locations. This is according to figure 5.6. In the case when 
these two images are from the same finger, pores P5, P6 and P9 are either reliable features, 
correctly detected or false detects, when P1, P2 and P3 are unreliable.  
The pores P7 and P8 are false detects and pores P3 and P4 are unreliable. Since we assumed 
that our template image is 100% reliable, we can neglect this probability. Thus nm,F = 0 and 
Pnm,F = 1 
 
Therefore: 
 
 nm =nm,R + nm,F = nm,R                 (5.29) 
 
Finally, P(n2) gives the probability that there are n2 features in the live scan segment 2. In this 
case we use our empirical value pfd= 0,01 (table 5.5).  
The last step is to implement our parameters in the above equations in order to obtain the 
required FAR, FRR and the EER for our sensor from the graphs. Initially, the parameters 
taken were exactly the input parameters from our template parameters (900 cells and an 
average of approximately 89 pores per image). The obtained calculations did not give any 
significant figures; calculating probabilities to the power 900 (nc=900) are difficult. In stead a 
percentage was used (approximately 33% of the total area, as explained above) for all 
parameters resulting in the following: 
 

nc  300 
n1 35 
n2 32 or ranging between [0,32] 
n2,max 32 
pfd 0,01 (table 5.5), in our case none observed, pfd=0. 
Pα   11,5% (= 0,115), equation 5.4 

 Ri 89% (table 5.3) 
Rmd 89% (table 5.4) 
Rfd 99% (table 5.4) 

 R 78% (R = Ri  x Rd), R = 0 for FAR plots 
nm,R 31 
nm,F 0 
nm 31 (= nm,R + nm,F) or ranging between [0,31] 

 
 
The following results were obtained: 
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nm PFAR(nm) PFRR(nm) FAR x FRR SF 

1 0,00E+00 4,81E-23 0,00E+00 -0,94 
2 1,59E-01 3,27E-21 5,20E-22 -0,88 
3 1,96E-01 1,44E-19 2,83E-20 -0,82 
4 1,71E-01 4,61E-18 7,89E-19 -0,76 
5 1,12E-01 1,14E-16 1,28E-17 -0,70 
6 5,74E-02 2,28E-15 1,31E-16 -0,64 
7 2,35E-02 3,79E-14 8,89E-16 -0,58 
8 7,84E-03 5,30E-13 4,16E-15 -0,52 
9 2,16E-03 6,36E-12 1,38E-14 -0,46 

10 4,98E-04 6,61E-11 3,29E-14 -0,40 
11 9,61E-05 6,01E-10 5,78E-14 -0,34 
12 1,56E-05 4,81E-09 7,52E-14 -0,28 
13 2,15E-06 3,40E-08 7,33E-14 -0,22 
14 2,51E-07 2,14E-07 5,37E-14 -0,16 
15 2,48E-08 1,20E-06 2,97E-14 -0,10 
16 2,08E-09 5,99E-06 1,24E-14 -0,04 
17 1,47E-10 2,68E-05 3,93E-15 0,02 
18 8,74E-12 1,07E-04 9,36E-16 0,08 
19 4,36E-13 3,83E-04 1,67E-16 0,14 
20 1,81E-14 1,23E-03 2,23E-17 0,20 
21 6,24E-16 3,51E-03 2,19E-18 0,26 
22 1,76E-17 8,92E-03 1,57E-19 0,32 
23 4,03E-19 2,02E-02 8,14E-21 0,38 
24 7,38E-21 4,04E-02 2,98E-22 0,44 
25 1,06E-22 7,10E-02 7,53E-24 0,50 
26 1,17E-24 1,09E-01 1,28E-25 0,56 
27 9,63E-27 1,46E-01 1,40E-27 0,62 
28 5,68E-29 1,66E-01 9,46E-30 0,68 
29 2,28E-31 1,61E-01 3,66E-32 0,73 
30 5,69E-34 1,29E-01 7,32E-35 0,79 
31 7,68E-37 8,30E-02 6,37E-38 0,85 

 
Table 5.7: Error rates as function of the matched pores with their related Match Scores 

 
 
Table 5.7 gives the FAR and FRR probabilities as function of the total number of matches 
(nm), including the Matching Score. The fourth column gives the multiplication of the FAR 
and the FRR.  
 
This gives an indication of the validity of the claimed equation FAR x FRR ≈ Constant by 
Pawel Rusek [Rus00]. The table shows that this indeed the case in the middle of the graph. At 
the edges, the values of the FAR and the FRR have no significance.  
 
Figure 5.13 below shows the Equal Error Rate plot of our system. It should be noted that the 
FAR and FRR values at the complete match score and the complete mismatch score should be 
exactly   -1 or +1. For nm=0 this is true, the match is -1, for nm=32, there is not a complete 
match, since the equations give values, which can not be interpreted anymore. In our case, the 
match scores above ±0,7 are not representative anymore. This is also not the area we are 
looking for. A perfect FAR will result in an unacceptable FRR.   
 
 



 129 

Error Rate Plots

0,00

0,05

0,10

0,15

0,20

-0,
9

-0,
8

-0,
7

-0,
6

-0,
5

-0,
3

-0,
2

-0,
1 0,0 0,1 0,3 0,4 0,5 0,6 0,7 0,9

Match Score

Er
ro

r R
at

e FRR, R=0,78

FAR

 
 
 

Figure 5.13:  Error rate (FAR & FRR) plots against match score 
 
 
As expected, the equal error rate, whereby the FAR is equal to the FRR should be very low 
(the lower, the better). This graph cannot show that point. Figure 5.14 shows that particular 
area.  
  

Equal Error Rate Plot (detail)
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Figure 5.14:  Equal error rate (FAR = FRR) plot (detailed) 

 
 
The graph is not a smooth graph, due to the distinct number of calculated points (n∈N). 
Nevertheless it clearly shows that the FAR and the FRR intercept each other at approximately 
2.10-6. This is the Equal Error Rate (EER) point. At that point the match score is -0,04. This 
should be compared with the most important bank requirement, a FRR of 0,005% (5.10-5).  
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At the Equal Error Rate, the FRR is approximately a factor 25 better than the bank 
requirement and the FAR approximately 500 better than the minimum bank requirement of 
0,1% (10-3).  
Interestingly, at the point where the FRR meets the bank requirement, the FAR is much lower 
(≈ 10-9) which seems extremely low. This is attributed to the low value of steepness of the 
graph at that interval.   
These obtained results are very satisfactory. It would be interesting to observe changes in the 
total reliability (R) on the results (shifts in the FRR), because these are empirical values. What 
will be the impact of changes in R. Firstly, it is recommendable to check the applied equations 
in extreme cases: 
 
If R is 100%, then the number of matches nm = nm,R = n1. Furthermore, all features detected in 
segment 2 (n2) are equivalent to the fixed number of features in the template segment 1 (n1). 
Both equations 5.26 and 5.27 are set to one (1), thus P(nm) = Pn2.  Pn2 now represents the 
probability of n2 detected features in segment 2, given by 
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If R is 0%, in the case of the impostor, nm = nm,R = 0 and P(nm,R)=0. All detects in segment 2 
are false, thus n2 = nfd. The observed ‘false’ detects in segment 2 have a probability exactly 
the same as the probability of one pore in a cell, thus pfd =pα. The result is, as expected, that 
equation 5.22 is exactly the same as equation 5.25: 
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2np                             (5.31) 

 
Figure 5.15 shows the impact of changes in the total Reliability (R) of the sensor. The FAR 
plot of figure 5.12 is implemented for comparison. The values for R fluctuate from 0,5 up till 
0,9 with increments of 0,1. As the R decreases the performance of the complete system 
degrades. With a higher R (above 0,9) the match score will increase steeply towards the value 
of 1. The graph has a cut off at an error rate of approximately 0,2 at an R of 0,9. The graphs 
will follow a kind of sinusoid. The lower the R the lower the top of the sinusoid wave.  This is 
completely by the impact of the Pnm term. The higher the matched pores the closer the FRR 
error rate will approach 1.  
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Figure 5.15:  FAR & FRR plots at different total Reliability (R) rates for the FRR 

  
  
 5.8 Conclusions 

 
The applied methodology is reliable. As expected, the different values of probabilities 
between our sensor and literature are contributed by the resolution of the sensor. Jain and 
Ashbaugh used 20 ppmm (500 ppi) images and Roddy & Stosz 44 ppmm (1.100 ppi) images. 
If the observed areas are larger, higher probabilities are obtained.  Our calculations support 
the assumption of Locard and Ashbaugh that 20 pores are sufficient to identify or verify a 
person, as long as there is only one pore of no pores in a cell.  
Pores independency cannot be assumed to its full extent. There is definitely a degree of 
alignment between the pores between the ridges (Inter), basically due to the ridge flow and 
the transfer function of heat of pores. Model simulations, however, show that the actual pore 
distribution is similar to a binomial distribution, especially at bigger areas. Intra-ridge pores, 
also, have a very similar distribution of distances between each other compared to a binominal 
distribution, showing a high degree of independency. Inter-ridge pores show some degree of 
dependency, especially at short distances (nearest ridges) and a low degree of dependency at 
ridges further away. It can be concluded that there is always a degree of dependency with 
inter-ridge pores. At bigger areas (> 40x40 pixels), however, live scan distributions of pores 
are similar to the calculated binomial distributions. Therefore, independency can be assumed 
for larger areas only. 
 
As expected, the feature and algorithm reliability should not be neglected. The inherent 
reliability is dominantly determined by the visibility of the pore of the live scan image. In 
some cases even as low as 70% reliability was observed. The algorithm reliability is built up 
by missed detects and false detects. The latter can be neglected, since we have noticed an 
average reliability of almost 99%. This percentage diminishes when the quality of the live 
scan image gets poorer. Amazingly, one ‘poor’ image showed almost no false detects, only 
some caused by noise.  
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The missed detects percentage is another issue. It is caused, by transforming the grey level 
image into a binary (raw) skeleton image. Strange artefacts were noticed, which should be all 
individually examined. The average probability of missed detects (Pmd) was over 11%, in one 
case (poor quality image) even 25%. For further calculations the average total reliability (R = 
Ri x Rmd x Rfd) of 78% is used. 
 
With the combination of mathematical models and empirical inputs, the performance of the 
sensor is determined. Basically, these results should be compared with the bank requirements, 
a FAR of 0.1% and a FRR of 0.005% (the defined research objectives). Given the empirical 
Inherent Reliability of our sensor (89%), resulting in the overall Reliability of 78%, an equal 
error rate is obtained of 2.10-6, which exceeds the bank requirement of a FRR of 0,005% 
(5.10-5) by a factor of 25 and the FAR requirement (0,1%) by a factor of 500. At the FRR of 
5.10-5, a very low FAR of 10-9 is obtained, exceeding by far the bank requirement of 10-3. It 
can be concluded that the prototype sensor exceeds the performance specifications by far.   
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6. Conclusions and recommendations 
 
 

6.1 Conclusions 
 
Whatever system is applied, biometrics cannot be used as an absolute personal identification 
or verification. This applies for fingerprints as well. First of all, at least 2-5% of the target 
population has wrinkles, scars, and excessively worn prints, containing “false minutiae”, thus 
poor-quality fingerprints. Secondly, the act of sensing itself adds noise to the image (the 
acquisition process). Thirdly, the processing part, feature extraction, enhancement and all 
other processing algorithms introduce measurement errors and therefore contribute to further 
error rates. Finally, the skin is an elastic surface, so ridge distances and minutiae directions 
will vary. In other words, whatever matching techniques are applied, the ‘acceptable’ 
identification and verification level is only determined by error rates and a defined threshold. 
There is a definite relation [RS97] between the FAR and the FRR; FAR·FRR ≈ Constant 
[Rus00]. The value of this relation is determined and limited by the (AFVS) systems applied 
and the data obtained.  
 
System design 
As noted in Chapter 3, during the prototype development, several designs (prototypes) have 
been built and evaluated. The initial design was based on a patent that assumed persons could 
be identified by the geometrical property of distances between the papillary ridges. Applying 
an elastomer foil should facilitate the performance of line (ridge) tracking. This resulted in 
level 2 verification only, as the foil on the applied press-plate is so stiff that only lines, 
bifurcations and endpoints of the fingerprint can be detected. Pores could not be detected with 
the applied stiff press-plate. Finite Element Analysis simulations on a thinner, less stiff foil, 
show that a weaker press-plate will result in a very vulnerable, almost unusable system. 
Furthermore it was concluded that ridge structures do not behave congruently after 
deformation, under all (environmental) conditions. The impact of pressure, based on the 
mechanical properties of the skin, showed major changes in ridge structures under different 
pressures and turned out to be the main reason for rejecting the usage of finger line tracking 
based on the patent. The next built prototype, based on a new scanning technique in an 
orthogonal grid, generated the required altitude map, again only showing level 2 features. 
Finger Line Tracking was then abandoned; standard available imaging techniques should be 
(re) considered. However, a typical standard glass plate imaging system generates 
geometrically distortions, because the image plane is not parallel to the glass plate. Even 
more, specific characteristics of an individual’s finger, such as relatively oily or dry skin, 
interfere with the prism based image acquisition, therefore producing false minutia (thus 
noise). These (glass) prism-based shortcomings are eliminated by our design.  
By applying a ring holder for positioning of the finger, the position of the finger can almost be 
assured under all circumstances, assuming an effective ergonomic design. Distortions are 
minimized, as the finger is not pressed on a glass plate. Furthermore, no damage will occur to 
the measurement surface and the light contrast is evenly distributed over the obtained image 
(at a glass plate the finger is pressed more firmly at the centre). The choice for the applied 
telecentric lens has several reasons. This autonomous lens system consists of 4 lenses, ideally 
positioned to each other, with no distortion. The magnification is sufficient to cover the 
complete diameter (7 mm) of the ring holder. Most important, however is the certification of 
the same magnification when different finger sizes are applied. It was calculated that that 
shifts of ± 5 mm (in total 10 mm) are acceptable.  
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The resolution of the camera, with its spatial resolution of approximately 120 ppmm (≈3.000 
ppi) in the horizontal direction and 116 ppmm (≈2.900ppi) in the vertical direction, is 3,75 
times greater than the required resolution of the sensor. The size of a pixel is 8,6 x 8,3 µm. At 
a 1 to 1 magnification, the image of 50% of the smallest detail (a pore of 60 µm) is 
approximately 3,6 x 3,5 pixels (30/8,3 x 30/8,6). Therefore, the camera can detect the required 
surface and most of all; it has the required resolution to detect pores. This sensor provides 
approximately a 1,6 times greater resolution (33 ppmm / 20 ppmm) than those conforming to 
the FBI’s current Automated Fingerprint Identification System (AFIS) nominal specifications 
of 19.7 ppmm (500 ppi).  
Most important of the optical design is the usage of the ring led illumination. This application 
is unique. By applying ring LEDs (light emitting diodes) strike light is obtained instead of 
direct light. With its position, only 20 mm away from the ring holder, the angle of light on the 
image is big. Therefore, there will be almost no light in the valleys between the ridges, 
resulting in a higher contrast. The choice of a different spectrum (standard wavelength; white 
light) is also an unique additional feature. It is related to the penetration level of the light into 
the skin, in order to obtain the maximum reflection. The reflection coefficient is inversely 
related to wavelength; the lower the wavelength, the better the reflection. At the time of the 
building of our prototype, green light was the ‘best’ available source. At the moment of 
writing, blue LEDs are becoming available for attractive prices.   
The simulations as carried out by the Zemax simulation program prove that the sensor set up 
meets the research requirements. Most of all, pores can be distinguished. The required MTF 
guarantees sufficient contrast to distinguish the minimum size of a pore for Level 3 
classification. The obtained contrast ratio also exceeds by far (70%) the minimum required 
contrast ratio of 20%. The field curvature of the sensor is so low, maximum 0,027 mm, that it 
can be neglected. As expected with telecentric lenses, the distortion of the sensor is also 
negligible (less than 0,018%). The depth of field shows that the image of the finger is still 
sharp with a shift of the finger of maximum 10 mm (±5 mm) and an out of focus shift of 
maximum ±300 µm. Vignetting, the loss of light, when the beam that enters the objective at 
an angle with the optical axis may miss a part (or completely) the second lens, in this case the 
chip of the camera, is less then 3-4 % and therefore negligible. Spherical aberration, coma and 
astigmatism are also negligible.  
 
System processing 
Our applied grey values ridge following technique, whereby the minutiae are directly 
extracted from grey scale images, has a huge advantage over the standard thinning techniques. 
This technique, unfortunately, only reveals ridges and minutiae. Therefore, an additional 
thinning algorithm is necessary to produce the skeleton image with pores. Although the 
available and mostly time-consuming thinning techniques are improved significantly, a lot of 
relevant information may be lost. The applied process, the cleaning of the odd one pore 
(shown as to be determined artefacts), requires an unacceptable processing time, noticeable 
longer than thinning. Every artefact has to be investigated individually. Accepting the time 
constraint, the final result is very satisfactory and can be used for the assessment of the 
complete system. For empirical investigations, e.g. the number of pores per segment and the 
number of falsely and missed detected pores, the basis photo images are sufficient. By 
applying a raster and by dividing the grey levels into 2 grey levels (0 & 1), the number of 
pores can be counted easily. The number of false and missed detects are difficult to obtain. 
Literature study results are used to complete the system performance assessment.  
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The implementation and combination of the obtained algorithms in the software set-up are 
merely done to test the software structure. This resulted in a software program lay out, based 
on a test image, without any noise whatsoever. This is not representative and therefore no 
conclusions can be made with respect to the usefulness of the applied software set-up. 
 
System performance 
The performance of a system is determined and judged by the feature uniqueness or variations 
of matching parameters, in other words by the False Acceptance Rate and the False Rejection 
Rate, whereby the FAR is directly related to the feature uniqueness of a configuration (the 
feature area, the number of features and the density of features) and the FRR focuses on the 
(inherent) feature reliability and the efficiency of the feature detection algorithm. Last but not 
least, the transaction time, the sum of the data collection time and the computational time, 
should be considered as well. The latter was not achieved. The computational time exceeds 
the required one second. However, the total transaction time at the ATM also includes the 
counting of the money. This time delay is well accepted by customers, resulting in a higher 
acceptable computational time.  
The feature uniqueness is proven for level 2 (Galton) features, according to the literature. 
Showing the feature uniqueness for pores, additional to minutiae, can only be achieved 
empirically, as mathematical models will generate algorithm errors. Before applying feature 
uniqueness for the complete live scan image of our sensor, the feature uniqueness at smaller 
areas (5x5 pixels) of our sensor should be proven. The obtained images of our live scan 
actually represent a real surface of 4,95 mm x 4,95 mm. These images have been divided in 
areas of 1x1 mm2, each divided in 6x6 segments (36 segments) of 0,160 x 0,160 mm2. This is 
exactly a 5x5 pixel cell of our 800 ppi sensor. Per complete image we have now 900 (5x5) 
cells. The number of pores of these observed cells were counted, resulting in the probability 
of one pore per a 5x5 pixel area of our sensor (Pα ) of 0,115. With this empirical result, the 
uniqueness at bigger surfaces can be detected and the probability of a number of consecutive 
intra-ridge pores can be detected.  
Our sensor shows a probability of a sequence of 20 intra-ridge pores of 2,17 x 10-30, which is 
much better than the minimally required probability of 1,05 x 10-14 from the literature. It 
supports the assumption [Ash95], that 20 pores are sufficient to identify or verify a person. It 
can therefore be concluded that our applied methodology is reliable. The different values of 
probabilities between our sensor and literature are contributed by the resolution of the sensor. 
If the observed areas are larger, higher probabilities are obtained. All models used are based 
on the assumption that pores are independently distributed. This is not correct in all cases, 
especially not for small areas. At smaller areas however, there is some degree of alignment 
between the pores, in particular for pores between the ridges (intra-ridge), basically due to the 
ridge flow and the function of the pores to transfer heat.  Based on this, independency models 
could not be applied to its full extent. At bigger considered areas (> 40x40 pixels), however, 
the degree to which dependence affects pores is almost negligible. As we only consider bigger 
areas, pores independency can be assumed. 
For the feature inherent reliability (Ri) and the algorithm detection reliability (Rd), separate 
methods have been applied. Ri cannot be determined mathematically, since this will generate 
algorithm errors. Ten different persons have been examined, from who two have a dry skin, 
two have a high form of transpiration and six have a standard neutral skin. The pore visibility 
determines the inherent reliability (Ri). The results show a variety in the visibility of the pores 
between 0,7 and 1 (thus 70% - 100%) with an average of 89%. The lowest reliability (70%) 
was caused by the changes in environmental conditions.  
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It is also noticeable that the standard neutral fingers and wet fingers have show a higher 
quality than dry skin fingers. Even more, dry fingers are less consistent in shape than the other 
observed fingers. In our tests we came to an Inherent Reliability (Ri) of 0,89.  
This is a realistic figure compared to literature results of 44 ppmm (1.100 ppi) sensors 
(Ri=0,91). The algorithm reliabilities are determined by the missed detects and the false 
detects. As we could not observe false detects, literature results are taken. The false detects 
can be neglected, since the literature shows an average reliability of almost 99%. This 
percentage diminishes when the quality of the live scan image gets poorer.  
The missed detects are caused by transforming the grey level image into a binary (raw) 
skeleton image. Strange artefacts were noticed, which should be all individually examined. 
The average probability of missed detects (Pmd) was over 11%, in one case, a poor quality 
image, even 25%. The average total reliability (R = Ri x Rmd x Rfd) of 78% is used for further 
calculations. All these results are combined to achieve the performance characteristics of our 
sensor, in other words the FAR and FRR as function of the match score. It was the objective 
to increase the performance of standard verification systems (applying minutiae), by 
additionally applying pores (a pore based automated fingerprint verification system), in 
relation to the specifications of the banks, a FAR of 0.1% and a FRR of 0.005%. Introducing 
the unique features, such as ring LED’s and a specific wavelength should result in ‘hard’ 
improvements. Given the empirical inherent Reliability of our sensor (89%) and the obtained 
Equal Error Rate of approximately 2.10-6, the bank requirements for both the FRR of 0,005% 
(5.10-5) and the FAR (1.10-3) are met. In that specific case the FAR is a factor 500 better than 
required FAR and the FRR by a factor of 25. With a FRR of 5.10-5, the FAR is approximately 
1.10-9. It may be concluded that the performance of the prototype sensor exceeds by far the 
target specifications.   
 
 

6.2 Recommendations 
 
System Design 
The design as presented is a lab design, not a prototype. The size for actual implementation is 
too big (340 mm). Applying more optical components and different light sources can reduce 
it. Note that this will have an impact on the focus depth. This can be somewhat compensated 
by reducing the size of the optical components as well.  The position of the finger is essential 
for the measurements. The ring has been evaluated as the best solution, as well as the ring 
diameter. It gives sufficient information to make images with sufficient minutiae and pores. 
The position of the finger should be almost fixed. This is an ergonomic issue, which certainly 
requires attention. Furthermore, our design is a horizontal design, which eases changes such 
as lens shifts. For the final design, it is recommended for our specific application to make it 
vertical. 
The used light distribution and the applied wavelength to reduce the depth penetration of the 
light in the skin in our sensor system are unique and essential for further developments. The 
light distribution caused by the ring LEDs, results in a reasonably constant illumination 
distribution, but is certainly not perfect. This can be improved by applying more light sources 
with higher output powers or additional optical components. With applying additional optical 
components the contrast will improve and the power consumption will reduce. The latter is 
obviously not the case by applying more LEDs or using higher output powers. It is a trade off 
to be determined by the end user. Due to the ongoing developments (both technically and 
financially) in LEDs and lasers, these sources are available now at interesting prices at high 
quantities. Furthermore, the applied wavelength can be reduced to just less than 400 nm to 
obtain the maximum reflection of light on the skin.  
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With a lower wavelength, the angle of the strike light can also be enlarged, which will result 
in smaller sensor dimensions. Lower wavelengths will also result in observing smaller details, 
as the smallest visible image is one (1) times the wavelength. LEDs are provided with a 
(plastic) front lens to improve and collimate the light beam. Even more, nowadays higher 
output light sources are available. Furthermore, more shadow, thus more contrast, can be 
obtained by using different sectors of the ring LEDs at different times (one quadrant at the 
time), as long as the whole finger is illuminated. Finally, the applied lenses (telecentric lenses) 
are standard lenses for white light. Special lenses for specific wavelength can be applied, 
which certainly improves the performance. The prices of these specific lenses are very high. 
At high quantities these will reduce significantly. 
 
With simulation experiments a system has been developed to implement the above stated 
recommendations. It is 90 mm lay out with two additional lenses and a 400 nm light source, 
as presented in figure 6.1. This system is completely tuned to the application of a 400 nm light 
source; all the applied optical components are monochromatic. 
 

 
 

Figure 6.1: Cross-section 90 mm fingerprint sensor with 400 nm light source 
 
This figure shows the ideal lay out. On the left side of the lay out is the finger ring to position 
the finger. For the ideal simulation this is flat, in reality it is curved. Next to the right of the 
ring is a doublet lens, followed by a biconvex lens, a single concave lens and again a doublet 
lens. Finally on the right side of the lay out is the chip of the camera. Two additional lenses 
are added to the original design to reduce the total length of the system to 90 mm (in stead of 
340 mm). Note that the light source, although assumed as a 400 nm source, is not 
incorporated in the lay out. There are several ways to implement the light source; the most 
obvious one is to position the light source between the finger ring on the left side and the 
doublet lens, similar as the final design as specified in Chapter 3 (ring LEDs). The exact 
distance should be obtained empirically. In this way the maximum contrast light is obtained.  
 
As stated above, the focus depth is reduced, which is fairly compensated by the 
implementation of the smaller sizes of the lenses, as is shown in the figure 6.2 below. In this 
case, the Airy disc diameter of the sensor is reduced to 13,67 µm, instead of the 17,93 µm.  
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The through focus analysis shows that the spot diameters after the finger shift and out of focus 
shift are not completely within the Airy disc diameter, but at an acceptable level. After all, 
this diameter is reduced by almost 25%.  
Therefore, although there is some reduction in the image quality, it is still sharp with a shift of 
the finger of maximum ±5mm out of the object-plane and an out of focus shift of maximum 
±300 µm.  
Figures 6.3 shows the MTF of the simulated system, highlighting that at the spatial frequency 
of approximately 60 pair lines per millimetre (the required minimum to detect the half of a 
pore size) there is a contrast of approximately 0,7 (equivalent to the contrast ratio of 70%), 
very similar to the present design (Chapter 3.). Therefore, there is no compromise in the 
contrast.  
 
 

    
 
Figure 6.2: Through focus analysis of the simulated 90 mm sensor               Figure 6.3: MTF 90 mm fingerprint sensor 
 
It should be noted that this is an ideal situation. More components will imply more (lens) 
errors. Applying 405 nm lasers (25 mW) as a light source is, at present, price wise, not 
realistic. It is expected that the application of 405 nm leds for blue ray applications will 
become available at high quantities at short notice, which will result in an enormous decline 
of these prices. Finally, it is recommended to add a device to check whether the finger of the 
claimant is real (alive). One could apply a laser Doppler system in order to check the heart 
beep and the blood flow just under the finger skin. Also capacitive sensors can be applied, 
these are very sensitive. Both add-ons are expensive. 
 
Image and feature processing 
The processing techniques for level 2 systems have been improved impressively over the 
years. These techniques could not be applied, as pores could not be detected. The necessary 
additional thinning algorithm produces the skeleton image with pores, but a lot of information 
is lost during this process. The applied cleaning technique is unacceptably time consuming. At 
present, it will not meet the minimum required processing time of 1 second. This is a very 
challenging issue. Further investigation is required into this subject. This is however outside 
the scope of this research. The same applies for the software structure. To develop a good 
working software program, a complete group of software engineers is required. It could be a 
specific research, complementary to this research. Nevertheless worthwhile investigating!  
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Glossary of Biometric Terms 
 
The following glossary is a revision of the original glossary compiled by the Association of 
Biometrics (AfB) of 1998 supplemented with literature definitions specifically related to this 
research. 
 
AFIS (Automated Fingerprint Identification System) - A highly specialized biometric system 
that compares a single finger image with a database of finger images. AFIS is predominantly 
used for law enforcement, but is also being put to use in civil applications. For law 
enforcement, finger images are collected from crime scenes, known as latents, or are taken 
from criminal suspects when they are arrested. In civilian applications, finger images may be 
captured by placing a finger on a scanner or by electronically scanning inked impressions on 
paper 
 
Algorithm - a sequence of instructions that tell a biometric system how to solve a particular 
problem. An algorithm will have a finite number of steps and is typically used by the 
biometric engine to compute whether a biometric sample and template are a match. 
 
Attribute - a sub-feature - the position, shape, and size are attributes of a pore. 
 
Authentication - confirmation of proper identity. 
 
Automatic ID/Auto ID - An umbrella term for any biometric system or other security 
technology that uses automatic means to check identity. This applies to both one-to-one 
verification and one-to-many identification. 
 
Bifurcation - A branch made by more than one finger image ridge. 
 
Binarization - making an image binary, transforms the grey scale image into a binary image 
(black and white).  
 
Biometric - A measurable, physical characteristic or personal behavioural trait used to 
recognize the identity, or verify the claimed identity, of an enrolee. 
 
Biometric Data - The extracted information taken from the biometric sample and used either 
to build a reference template or to compare against a previously created reference template. 
 
Biometric Technology - A classification of a biometric system by the type of biometric. 
 
Booking - The process of capturing inked finger images on paper, for subsequent processing 
by an AFIS. 
 
Capacitance - A finger image capture technique that senses an electrical charge, from the 
contact of ridges, when a finger is placed on the surface of a sensor. 
 
Capture - The method of taking a biometric sample from the end user. 
 
Comparison - The process of comparing a biometric sample with a previously stored 
reference template or templates.  
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Claim of Identity - When a biometric sample is submitted to a biometric system to verify a 
claimed identity. 
 
Claimant - A person submitting a biometric sample for verification or identification whilst 
claiming a legitimate or false identity 
 
Crossover Rate - Synonym for “Equal Error Rate” 
 
Correlation-based matching - The fingerprint image to be identified/verified, is superimposed 
with the fingerprint image acquired during the enrolments. The correlation between 
corresponding pixels is computed for different alignments(e.g. various displacements and 
rotations).   
 
Degrees of Freedom - The number of statistically independent features in biometric data. 
 
Dependence - the ability of a feature to affect the attributes of another feature - cellular or 
biological dependence may produce a measured dependence of the pore positions. 
 
Dermis - the layer of skin directly beneath the epidermis; contains living elements such as 
sweat glands, nerves, and blood vessels. 
 
Distribution (probability) - the probability density function (pdf) of a random variable.  
 
Distribution (spatial) - the way that a set of points is positioned in space or in an image. 
 
Dpi (ppi) - refers to scanning resolution measured in dots (pixels) per inch. 
 
EER - Equal Error Rate: the value at which the FAR and FRR are equal. 
 
Encryption - The act of converting biometric data into a code so that people will be unable to 
read it. A key or a password is used to decrypt (decode) the encrypted biometric data. 
 
End User - A person who interacts with a biometric system to enrol or have his/her identity 
checked 
 
Enrolee - A person who has a biometric reference template. 
 
Enrolment - The process of collecting biometric samples from a person and the subsequent 
preparation and storage of biometric reference templates representing that person’s identity. 
 
Enrolment Time - The time period a person must spend to have his/her biometric reference 
template successfully created. 
 
Epidermis - The outermost layer of skin; acts as a protective layer for the dermis. 
 
Equal Error Rate - When the decision threshold of a system is set so that the proportion of 
false rejections will be approximately equal to the proportion of false acceptances. A synonym 
is “Crossover Rate”. 
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Extraction - The process of converting a captured biometric sample into biometric data so 
that it can be compared with a reference template. 
 
False Acceptance - When a biometric system incorrectly identifies an individual or 
incorrectly verifies an impostor against a claimed identity. Also known as a Type II error. 
 
FAR - False Accept (impostor) error Rate: fraction of attempts for which the system allows 
access to an impostor or invalid user. 
 
FRR - False Reject (valid user) error Rate: fraction of attempts for which a fingerprint 
system denies access to a valid user. 
 
Feature: a characteristic; pores and minutia points are fingerprint features. 
 
Feature area - search area - The area assigned to an individual feature in which no other 
feature is assumed to exist. A small area of fingerprint surrounding the feature location in 
which the features exact position is not important. The feature area is related to resolution 
and search area. 
 
Feature characteristic (sub-feature) - attributes of features such as shape, size, and location 
for pores; type, orientation, and position for minutiae. 
 
Feature configuration - a feature set for which the specific arrangement of the features 
within the area occupied by the set is known. 
 
Feature density - the number of features per unit area [features/mm2]. 
 
Feature position or location - defined as the centre of mass of a pore or the centre of the 
ridge at the point, at which it ends (for end points) or branches (for bifurcations). 
 
Feature set - a group of features associated with a specified area of fingerprint. 
 
Fingerprint/Fingerprinting - The preferred terms are now “Finger Image” and “Finger 
Scanning”. 
 
Finger Scanning - The process of finger image capturing. 
 
Galton feature - any of a set of 10 distinct fingerprint features which include minutiae 
(branches and ends) as well as special ridge structures such as ridge islands, dots, bridges, 
spurs, enclosures, double bifurcations, deltas, and trifurcations. 
 
Homogeneous: uniformly spatially distributed - the density of pores (or sweat glands) is 
constant over the entire area of print 
 
Identification: a scenario in which the identity of the user who presents a live-scan image to 
the system is unknown. The system must determine who the unknown user is from a database 
of valid users. 
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Image enhancement - when a fingerprint image is captured, it contains a lot of redundant 
information. Problems with scars, too dry or too moist fingers, or incorrect pressure must 
also be overcome to get an acceptable image. Therefore, a number of filters are applied to the 
image. 
 
Inked fingerprint - an image of the fingerprint resulting from applying ink to the surface of 
the finger and then rolling the finger on paper - results in a rolled fingerprint impression 
unlike a live scan fingerprint. 
 
Inter-ridge pores – pores, which are not on the same ridge. 
 
Intra-ridge pores – pores, which are on the same ridge. 
 
Intra-ridge separation - the measured value of separation between sequential pores on the 
same ridge. 
 
Intra-ridge separation (adjusted) - intra-ridge separation corrected for missing pores. 
 
Isotropic - having the same properties independent of direction or orientation. 
 
Latent - the fingerprint impression left on an object’s surface resulting from contact with a 
finger. 
 
Level classification – classification is done in three (3) levels, Level 1 (pattern classification), 
Level 2 (minutiae points classification) and Level 3 (pores and ridge shape classification) 
 
Live-scan - an image of the fingerprint acquired using an electronic scanner for the purpose 
of real-time fingerprint processing or matching. A live-scan represents a pressed finger as 
opposed to a rolled print. 
 
Low pass filtering - the process of low pass filtering smoothens the image to match the pixels 
nearby so that no points in the image differ from its surroundings to a great extent. By low 
pass filtering an image, errors and incorrect data are removed, and it simplifies the 
acquisition process of patterns or minutiae. 
 
Match - of a feature: a feature represented in the enrolled template (or fingerprint) 
corresponds to a feature from the live-scan fingerprint. 
 
Mismatch - of a feature: a feature represented in the enrolled template (or fingerprint) which 
does not correspond to a feature from the live-scan fingerprint or a feature from the live-scan 
print which does not correspond to a feature in the enrolled template. 
 
Minutia - a ridge structure, which differs from the usual (normal) continuous and non-
diverging flow, examples are ridge branches (bifurcations) and ridge ends. 
 
Minutiae-based matching - this is the most popular and widely used matching method, partly 
because it is the same technique as used by fingerprint examiners. A fingerprint pattern is full 
of minutiae points, which characterize the print. In minutiae-based matching, these points are 
extracted from the print, stored as sets of points in the two-dimensional plane, and then 
compared with the same points extracted during the enrolment phase. 
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MxN pixels - an area of fingerprint M pixels in width and N pixels in height. 
 
Measurement accuracy - the accuracy of determined locations of features; higher resolution 
allows a more precise estimation of an actual feature’s position, shape, and size. 
 
Normalization - by normalizing an image, the colours of the image are spread evenly 
throughout the grey scale. A normalized image is much easier to compare with other images, 
and the quality of the image is easier determined. 
 
Optical - A finger image capture technique that uses a light source, a prism and a platen to 
capture finger images. 
 
Performance: measure of FRR and FAR for a given system. Note: actually, match time and 
cost should also be considered. 
 
PIN (Personal Identification Number) - A security method whereby a (usually) four digit 
number is entered by an individual to gain access to a particular system or area. 
 
Pixel - can be used as a unit of length or area; magnitude is established by the magnification 
of the input image and the dimensions of the image produced by the frame grabber. 
 
Platen - The surface on which a finger is placed during optical finger image capture. 
 
Pore - opening of a sweat gland, which is visible on the surface of the finger ridges. 
 
Ppi - refers to scanning resolution measured in pixels per inch of fingerprint. 
 
Ppmm - refers to scanning resolution measured in pixels per millimetre of fingerprint. 
 
Quality mark-up - redundant information needs to be removed from the image before further 
analysis can be performed and specific features of the fingerprint can be extracted. Therefore 
segmentation, i.e. separating the fingerprint image from the background, is needed. 
Furthermore, any unwanted minutiae (can appear if the print is of bad quality) will be 
removed. 
 
Regular distribution - uniform distribution of objects in space. 
 
Reliability - inherent - the probability that a given feature (a pore for example) will be visible 
in different images of the same fingerprint. 
 
Reliability - algorithm: the probability that the algorithm will correctly detect a visible (real) 
fingerprint feature. 
 
Resolution of database images - 1100 ppi where 1 pixel corresponds to 23.1 microns. 
 
Resolution - scanning – the number of samples per unit length (or area), determined by the 
degree of magnification of the fingerprint image on the CCD sensor. 
 
Resolution - sensor - defined as the number of active pixels on the CCD imaging sensor in a 
video camera (sometimes quoted without regard to CCD dimensions). 
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Response Time - The time period required by a biometric system to return a decision on 
identification or verification of a biometric sample. 
 
Ridge - The raised markings found across the fingertip. See also “Valley”. 
 
Ridge Ending - The point at which a finger image ridge ends. 
 
Ridge feature-based matching - this matching method uses features of the ridge pattern, e.g. 
local orientation and frequency, ridge shape, and texture information. Even though minutiae-
based matching is considered more reliable because of its indistinctness, there are cases 
where ridge feature-based matching is better to use. In very low-quality fingerprint images, it 
can be difficult to extract the minutiae points, and using the ridge pattern for matching is then 
preferred. Ridge feature-based matching can be conceived as a super family of minutiae-
based matching and correlation-based matching.  
 
Scanned area - the area of fingerprint incident on the active area of the CCD sensor device 
and represented in the fingerprint image. 
 
Search area - a small area in which a feature is searched for; designed to account for 
detected feature position deviations due to noise, plasticity, distortion, or processing 
variations. Increasing the search area is equivalent to reducing the scanning resolution 
reducing the accuracy of detection of the feature position. 
 
Sub-feature - an attribute of a fingerprint feature. 
 
Subcutaneous layer - the layer of skin beneath the dermis; contains fat. 
 
Sweat gland - a structure within the dermis that produces sweat. Composed of a coil, which 
secretes the sweat, and a duct, which carries sweat to the surface. The duct opening on the 
skin surface comprises a pore.  
 
Template/Reference Template - data which represents the biometric measurement of an 
enrolee used by a biometric system for comparison against subsequently submitted biometric 
samples. 
 
Threshold/Decision Threshold - The acceptance or rejection of biometric data is dependent 
on the match score falling above or below the threshold. The threshold is adjustable so that 
the biometric system can be more or less strict, depending on the requirements of any given 
biometric application. 
 
Type I Error - See “False Rejection” 
 
Type II Error - See “False Acceptance” 
 
Uniform distribution - defining the position of a feature as a random variable, a uniform 
probability density function (pdf) means that the feature has an equally likely probability of 
occurring anywhere in image (flat 2-D pdf in x,y). In one model of pore distribution, if there 
are N pores per fingerprint, and then each pore’s position is assumed to be a uniformly 
distributed random variable. 



 150 

Uniform distribution of objects - a homogeneous spatial distribution. 
 
Uniqueness - The probability of occurrence of a configuration of features. 
 
User - The client to any biometric vendor. The user must be differentiated from the end user 
and is responsible for managing and implementing the biometric application rather than 
actually interacting with the biometric system. 
 
Verification/Verify: the process of comparing a submitted biometric sample against the 
biometric reference template of a single enrolee whose identity is being claimed, to determine 
whether it matches the enrolee’s template. Contrast with “Identification”. 
 
Valley - The corresponding marks found on either side of a finger image ridge. 
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Annexes 
 
 
A.1 Occurrence (in %) of fingerprint patterns for each finger  
 
 
The Czech physiologist named Johannes Evangelista Purkinje introduced a system of 
classifying fingerprints. He noted distinct groups, based on general similarities. Galton, 
Vucetich and Henry developed systems based on three fundamental ridge formations, he arch, 
the loop and the whorl.  
Scotland Yard made a research on how many times a fingerprint pattern per each finger 
occurs. The classification they used is according to the types of finger print patterns as shown 
in Chapter 1 (figure 1.8). As can be noted, the loop (in particular the plain right loop, is 
occurring very frequently. Therefore, this type of classification will not suffice for 
identification or verification. 
 
 

PATTERNS FOR EACH FINGER IN % 
Finger Plain 

Arch 
Tented 
Arch 

Plain 
Left 
Loop 

Plain 
Right 
Loop 

Whorl Central 
Pocket 
Loop 

Twinned 
Loop 

Lat. 
Pock.
Loop 

COMP SCAR. MISS. 

Right 
Thumb 

2,21 --- 0,28 56,61 24,3 0,21 15,74 --- 0,04 0,47 0,14 

Right 
Forefinger 

7,46 2,18 25,12 31,12 23,34 1,19 6,97 0,52 0,44 1,3 0,26 

Right 
Middle 
finger 

5,34 0,39 2,85 70,53 15,5 0,83 2,94 0,05 0,02 1,23 0,3 

Right Ring 
finger 

1,5 0,03 1,34 49,14 41,63 3,13 2,09 0,06 0,03 0,73 0,24 

Right 
Little 
finger 

0,78 0,02 0,15 82,78 12,77 0,8 1,6 0,05 0,01 0,69 0,34 

Left 
Thumb 

4,63 --- 0,2 67,12 12,59 0,14 14,88 --- --- 0,39 0,06 

Left 
Forefinger 

7,07 1,78 22,86 37,38 20,1 1,18 6,71 0,63 0,62 1,25 0,62 

Left 
Middle 
finger 

6,49 0,66 2,71 71,33 12,77 0,53 4,06 0,08 0,08 1,08 0,19 

Left Ring 
finger 

1,9 0,07 0,42 63,76 27,45 2,18 3,14 0,13 0,02 0,74 0,12 

Left Little 
finger 

0,92 0,03 0,07 87,64 7,25 0,48 2,6 0,02 --- 0,75 0,25 
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A.2 Patent WO 93/18486, abstract and claims 
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A.3 Silicone Elastomer 
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A.4 Test finger images at different environmental conditions 
 
To check whether there is a (mathematical) relation between the images of fingerprints under 
(severe) different environmental conditions, images of fingerprints, under these conditions,  
have been tested. Two times five fingers (left and right hand) have been tested under the 
following environmental conditions: 
 

a. The first row shows the fingerprint images of my left hand fingers, under template 
conditions, with a temperature of 20o C and a humidity of 80%, thus lab 
conditions. 

b. The second row shows the fingerprint images after holding each finger for 10 
minutes in water of 21o C. 

c. The third row shows the fingerprint images at ‘cold’ conditions at a temperature of 
-4o C and a humidity of approximately 60%, for ten minutes.  

 
The test results are compared with each other by applying superimposed grey scale correlation 
techniques (figure A.4.c). 
The numbers 1 – 5 of the columns in figure A.4.a. represent the following fingers: 
 

1. Little finger 
2. Ring finger 
3. Middle finger 
4. Forefinger 
5. Thumb 

  
      (1)                          (2)                          (3)                         (4)                          (5) 

 
Figure A.4.a: the test images of the left hand fingers, under three specific environmental conditions. 
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Figure A.4.b. shows the images of the right hand, under exact the same conditions as for the 
left hand fingers.  
 

      (6)                          (7)                          (8)                         (9)                         (10) 

 
Figure A.4.b: the test images of the right hand fingers, under three specific environmental conditions. 

  
The numbers 1 – 5 of the columns in figure A.4.b. represent the following fingers: 
 

6. Thumb 
7. Forefinger 
8. Middle finger 
9. Ring finger 
10. Pink 

 

 
Figure A.4.c: the superimposed grey scale image correlation between two test images (left hand forefinger), showing 
anomalies in the different configurations. Environmental conditions do have an impact on the ridge structures. 
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A.5 Specifications Ring LED illumination CCS LDR-75LA-1-GR 
 

 
 

Model LDR-75LA-1-GR  

Input Voltage 24VDC  

Current 0.17A max  

Power 
Consumption 24V/4.1W  

LED colour Green  

Peak Wave 
Length (nm) 525 nm  

Housing 
Construction Aluminium 

Cable Length 0.3m 

Connector SMR-03V-B(JST)  

Polarity & 
Signal 1:(+), 2:no connection, 3:(-)  

Operating 
Conditions Tempt. 0 - 40°C, Humidity 20 - 85% (non-condensing) 

Storage 
Conditions Tempt. -20 - 60°C, Humidity 20 - 85% (non-condensing) 

Cooling 
Method Natural air cooling 

Weight(g) 55g 

Recommended 
LWD 5-10 mm 

Expected 
Service Life 

Over 30,000 hours (till drops to 50% intensity), based on 
conditions of continuous operation with 50% intensity at 25°C. 
Using the light on-off control can suppress heat generation and 

also a longer life can be expected. 

Power Supply 
Unit 

PSB-524V(Analog type) 
PD-1024(Digital type)  



 160 

A.6 Specifications Telecentric lens Jenatech JENmetar 0,7x/12 
 
 
Type      0,7x/12     
Maximum Diameter     17 mm  
Order number         017102-015-25 
Field of view [mm²]                                      12,6 x 9,4 (2/3” chip)    9,1x6,8 (1/2” chip)  

6,8x5,1 (1/3” chip) 
Magnification           1:1,42 
Working distance (with �/4 plate, [mm] 100 mm 
Dimensions Diameter x length 
Standard: C-mount adapter [mm]  48 x 222 
Depth of Focus (50 µm), edge spread [mm] 1,0 
Distance Object to camera chip [mm] 338 
Range of telecentricity [mm]   7,5 
Maximum distortion [%]   0,05 
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A.7 Specifications CCD camera Sony XCST51CE 
 
Image device 1/2" IT CCD 

Effective picture elements 752 (H) x 582 (V) 

Signal system CCIR standard 

Horizontal frequency 15.625 kHz ±1% 

Vertical frequency 50 Hz 

Lens mount C mount 

Flange back 17.526 mm 

Sync system Internal / External (auto) 

External Sync system HD / VD (2 ~ 5 Vp-p), VS 

External Sync frequency Horizontal sync frequency ± 1% 

Jitter less than ± 50 nsec 

Scanning system 625 lines, 50 fields/s, 2:1 Interlaced 

Video output 1.0 Vp-p, negative, 75 Ωunbalanced 

Horizontal resolution 560 TV lines 

Sensitivity 400 lx, F11 (compensation ON, 0 dB) 

Minimum illumination 0.2 lx (F1.4, AGC ON, without IR cut filter) 

S/N ratio 58 dB 

Gain AGC (0 ~18 dB) / Manual (0 ~18 dB) / Fixed (0 dB) Selectable 

Gamma ON / OFF 

Normal shutter 1/120 ~ 1/10,000 s 

External trigger shutter 1/4 ~ 1/8,000 s 

Power requirements DC12 V ±10% 

Power consumption 2.0 W 

Dimensions 44 (W) x 29 (H) x 57.5 (D) mm 

Mass 110 g 

Operation temperature / -5°C ~ +45°C / 20 ~ 80% 
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Humidity 

Storage temperature / 
Humidity -30°C ~ +60°C / 20 ~ 95% 

Vibration 10 G (20 ~ 200 Hz) 

Wavelength sensitivity Visible spectrum (380 – 750 nm) 

Shock resistance 70 G 

MTBF 70,600 hrs. 

Regulations UL1492, FCC Class A Digital Device, CE (EN50081-2 + 
EN50082-2), AS4251.1 + AS4252.2 
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A.8 Screenshot Zemax simulation fingerprint sensor  
 
The following Zemax screenshots give an overview of the simulation carried out on the 
sensor, comprising: 
 
* all optical components and the light distribution (figure A8.a) 
* optical components only (figure A8.b) 
* the light distribution only (figure A8.c) 
 
Lens data editor; input for the optical components (form, distances and material) 
 
            Spot diagram; spots on the three positions in the image plane 
                        
Merit function editor; input objectives for optimization 
 

 
Figure A.8.a: screenshot of the sensor, containing all the information, including optics and light distribution. 

 

 

 
 
 
Side view system [3D layout], including light distribution 
 
 
Non sequential data editor; input special components, in this case the light distribution 
 
 

Geometrical bitmap image analysis 
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Figure A.8.b: screenshot of the sensor, containing optical components only. 
 
 
Lens data editor; input for the optical components (form, distances and material) 
 
               MTF diagram 
 
Through focus spot diagram (colours represent different wavelengths, red 650 nm, green 560 and blue 470 nm). 
 

 
       

  
 

 
 
 
 
Cross section of the system (layout); only of the finger image optical components  
 

           

         Image Grid to observe magnification errors of the system 
 
 
Spots on the three positions in the image plane (spot diagrams (colours represent different wavelengths, red 650 nm, green 
560 and blue 470 nm). 
 
 
 
Merit function editor; input objectives for optimization 
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Figure A.8.c: screenshot of the sensor, containing only the light distribution.  
 
 
 
 
 
 

 
 
 
Side view system [3D layout], including light distribution 
 
Other fields are according the above graphs. 
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A.9 Seidel Aberration Coefficient Data of the sensor 
Listing of Aberration Coefficient Data 
 
File : E:\vingerprint\telecentric lens v4.ZMX 
Title: Telecentric fingerprint sensor with illumination 
Date : MON MAR 3 2008 
 
Wavelength                   :     0.5876 µm 
Chief Ray Slope, Object Space    :    - 0.0163 
Chief Ray Slope, Image Space     :   - 0.0577 
Marginal Ray Slope, Object Space :     0.0803 
Marginal Ray Slope, Image Space  :    - 0.0573 
Petzval radius                   :   - 720.9944 
Optical Invariant                :    - 0.4013 
 
Seidel Aberration Coefficients: 
Surf    SPHA  S1    COMA  S2     ASTI  S3     FCUR  S4     DIST  S5     CLA (CL)     CTR (CT) 
  1     0.017633     0.002495     0.000353     0.000687     0.000147    -0.006465    -0.000915 
  2    -0.010076   -0.004678    -0.002172    -0.000182    -0.001093     0.013477     0.006257 
  3   -0.000002    -0.000020    -0.000210     0.000252     0.000440    -0.000345    -0.003557 
  4    0.099023    -0.003899     0.000154     0.001805    -0.000077    -0.018202     0.000717 
  5     0.218158     0.032613     0.004876     0.001067     0.000888    -0.017332    -0.002591 
STO   0.000000     0.000000     0.000000     0.000000     0.000000     0.000000    0.000000 
  7    -0.301984    -0.032683    -0.003537    -0.001981    -0.000597     0.025052     0.002711 
  8    -0.165346     0.036054    -0.007862    -0.003170     0.002406     0.021122    -0.004606 
  9     0.074517    -0.022957     0.007073     0.002098    -0.002825    -0.019794     0.006098 
 10     0.070458    -0.006796     0.000655     0.000340    -0.000096     0.002463    -0.000238 
 11     0.000000    -0.000003     0.000689    -0.000693     0.001030     0.000019    -0.004010 
 12    -0.000009    -0.000009   -0.000009     0.000000    -0.000009     0.000025     0.000025 
 13     0.000007     0.000007     0.000007     0.000000     0.000007    -0.000019    -0.000019 
IMA   0.000000     0.000000     0.000000     0.000000     0.000000     0.000000     0.000000 
TOT   0.002379     0.000124     0.000016     0.000223     0.000221     0.000000    -0.000127 
 
Seidel Aberration Coefficients in Waves: 
Surf    W040         W131         W222         W220         W311         W020         W111 
  1     3.751367    2.123554     0.300522     0.292464     0.125308    -5.501849    -1.557229 
  2    -2.143536    -3.980947    -1.848340    -0.077264    -0.929925    11.468758    10.649813 
  3    -0.000420    -0.017318    -0.178349     0.107370     0.374763    -0.293917    -6.053812 
  4    21.066401    -3.318198     0.130663     0.767962    -0.065627   -15.489263  1.219868 
  5    46.411663    27.753211     4.148961    0.454104     0.756021   -14.749433    -4.409927 
STO   0.000000    0.000000     0.000000     0.000000     0.000000     0.000000     0.000000 
  7   -64.245126   -27.812373    -3.010065    -0.842920    -0.508226    21.318861     4.614577 
  8   -35.176221    30.681453    -6.690255    -1.348826     2.047083    17.974575    -7.838905 
  9    15.852921   -19.536055   6.018724     0.892691    -2.404311   -16.843782    10.378562 
 10    14.989529    -5.783097     0.557793     0.144459    -0.081667     2.095556    -0.404242 
 11     0.000003    -0.002728     0.585935    -0.295008     0.876619     0.015891    -6.825458 
 12    -0.001831    -0.007373    -0.007422     0.000000    -0.007472     0.020932     0.042145 
 13     0.001403     0.005649     0.005687     0.000000     0.005725    -0.016037    -0.032289 
IMA     0.000000     0.000000     0.000000     0.000000     0.000000     0.000000     0.000000 
TOT     0.506153     0.105778     0.013853     0.095030     0.188290     0.000292    -0.216900 
 
Transverse Aberration Coefficients: 
Surf    TSPH         TSCO         TTCO           TAST         TPFC         TSFC             TTFC         TDIS         TAXC         TLAC 
  1     -0.31610     -0.04473     -0.13420     -0.01266     -0.01232     -0.01865     -0.03131    *     -0.23180     -0.03280 
  2    0.09836      0.04567     0.13701      0.04241    1.77E-003      0.02298      0.06539      0.01067      0.26314      0.12218 
  3    3.30E-005    3.40E-004    1.02E-003    7.00E-003    *            *    6.29E-003    *     -0.01154     -0.11884 
  4      0.33114     -0.01304     -0.03912    1.03E-003    6.04E-003    6.55E-003    7.58E-003   *      0.12174      * 
  5      0.46031      0.06881      0.20644      0.02057    2.25E-003      0.01254      0.03311    1.87E-003      0.07314      0.01093 
STO   0.00000     0.00000      0.00000      0.00000      0.00000      0.00000      0.00000     0.00000      0.00000      0.00000 
  7     -1.50689     -0.16309     -0.48926     -0.03530       *     -0.02754     -0.06284       *     -0.25002     -0.02706 
  8      0.83854     -0.18285     -0.54854      0.07974      0.01608      0.05595      0.13569     -0.01220      0.21424     -0.04672 
  9      0.66718    -0.20555   -0.61664      0.12665      0.01878      0.08211      0.20876     -0.02530      0.35444     -0.10920 
 10      0.37062     -0.03575    -0.10724    6.90E-003    1.79E-003    5.23E-003      0.01213        *     -0.02591    2.50E-003 
 11    1.30E-007    *                *         0.01201        *                  *          0.01197    8.98E-003      *      0.06996 
 12 *                 *               *            *  0.00000        *                  *               *               *                * 
 13    5.75E-005    5.79E-005    1.74E-004    1.17E-004      0.00000    5.83E-005    1.75E-004    5.87E-005   3.29E-004    3.31E-004 
IMA  0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000 
TOT 0.02075    1.08E-003    3.25E-003    2.84E-004    1.95E-003    2.09E-003    2.37E-003    1.93E-003     *    2.22E-003 
 
Longitudinal Aberration Coefficients: 
Surf  LSPH    LSCO        LTCO            LAST            LPFC         LSFC            LTFC         LDIS            LAXC         LLAC 
  1     17.32291      2.45151      7.35454      0.69387      0.67526      1.02220      1.71607      0.14466    -12.70311     -1.79773 
  2     -3.09806     -1.43842     -4.31525     -1.33571     -0.05583     -0.72369     -2.05939     -0.33601      8.28791      3.84805 
  3      * -0.01136 -0.03407     -0.23394      0.14083      0.02387     -0.21007      0.24578     -0.38552    -3.97033 
  4      3.52666     -0.13887     -0.41662      0.01094     0.06428      0.06975      0.08069      *      -1.29651      0.05105 
  5      1.94249      0.29039     0.87117      0.08682    9.50E-003      0.05291      0.13974    7.91E-003     -0.30866     -0.04614 
STO  0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000 
  7    -23.94094     -2.59107     -7.77321     -0.56085     -0.15706    -0.43748     -0.99833     -0.04735      3.97224      0.42991 
  8     -8.50513      1.85459      5.56377     -0.80881     -0.16306     -0.56747     -1.37627      0.12374      2.17300     -0.47384 
  9     20.83563     -6.41910    -19.25730      3.95523     0.58664      2.56425      6.51948     -0.79000    -11.06896      3.41016 
 10     6.44950     -0.62207     -1.86621      0.12000      0.03108      0.09108      0.21108     *      0.45082     -0.04348 
 11    2.27E-006 *            *     0.20953     -0.10549      *         0.20880      0.15674    5.68E-003     -1.22037 
 12            *             *            *                 *         0.00000      *               *                   *      0.01135      0.01143 
 13    1.00E-003    1.01E-003    3.03E-003    2.03E-003      0.00000    1.02E-003    3.05E-003    1.02E-003  *           * 
IMA  0.00000      0.00000     0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000      0.00000 
TOT  0.36199      0.01891      0.05674    4.95E-003      0.03398      0.03646      0.04141      0.03367    1.04E-004     -0.03878 
 
Wavefront Aberration Coefficient Summary: 
            W040         W131         W222        W220P         W311         W020         W111 
TOT    0.5062       0.1058       0.0139       0.0950       0.1883      0.0003      -0.2169 
           W220S        W220M        W220T 
TOT  0.1020       0.1089       0.1158 
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A.10 Probabilities of n pores occurring in a 15x15 grids area (75x75 pixels)  
# 

pores 
# 

empty 
P(1 pore) q = 

1 - p 
# 

configuration 
pn qm configuration P(n pores) in 

 cells 5x5 
pixels 

 Combinations 
 

  probability 20x20 pixel 

n m P(1) q (Nn)   pnqm (Nn) pnqm 

0 225 0,115 0,885 1 1 1,15408E-12 1,15408E-12 1,15408E-12 

1 224 0,115 0,885 225 0,115 1,30405E-12 1,49965E-13 3,37422E-11 

2 223 0,115 0,885 25200 0,013225 1,4735E-12 1,9487E-14 4,91072E-10 

3 222 0,115 0,885 1873200 0,001520875 1,66497E-12 2,53221E-15 4,74333E-09 

4 221 0,115 0,885 103962600 0,000174901 1,88132E-12 3,29044E-16 3,42083E-08 

5 220 0,115 0,885 4595146920 2,01136E-05 2,12579E-12 4,27572E-17 1,96475E-07 

6 219 0,115 0,885 1,68489E+11 2,31306E-06 2,40202E-12 5,55601E-18 9,36126E-07 

7 218 0,115 0,885 5,27129E+12 2,66002E-07 2,71414E-12 7,21968E-19 3,8057E-06 

8 217 0,115 0,885 1,43643E+14 3,05902E-08 3,06683E-12 9,3815E-20 1,34758E-05 

9 216 0,115 0,885 3,46338E+15 3,51788E-09 3,46534E-12 1,21907E-20 4,22209E-05 

10 215 0,115 0,885 7,48091E+16 4,04556E-10 3,91564E-12 1,5841E-21 0,000118505 

11 214 0,115 0,885 1,46218E+18 4,65239E-11 4,42446E-12 2,05843E-22 0,000300979 

12 213 0,115 0,885 2,60755E+19 5,35025E-12 4,99939E-12 2,6748E-23 0,000697467 

13 212 0,115 0,885 4,27237E+20 6,15279E-13 5,64902E-12 3,47572E-24 0,001484958 

14 211 0,115 0,885 6,46959E+21 7,07571E-14 6,38308E-12 4,51648E-25 0,002921976 

15 210 0,115 0,885 9,10056E+22 8,13706E-15 7,21252E-12 5,86887E-26 0,005340998 

16 209 0,115 0,885 1,19445E+24 9,35762E-16 8,14974E-12 7,62621E-27 0,009109117 

17 208 0,115 0,885 1,46847E+25 1,07613E-16 9,20874E-12 9,90977E-28 0,014552186 

18 207 0,115 0,885 1,6969E+26 1,23755E-17 1,04054E-11 1,28771E-28 0,021851116 

19 206 0,115 0,885 1,84872E+27 1,42318E-18 1,17575E-11 1,6733E-29 0,030934631 

20 205 0,115 0,885 1,90419E+28 1,63665E-19 1,32853E-11 2,17434E-30 0,04140347 

21 204 0,115 0,885 1,85885E+29 1,88215E-20 1,50116E-11 2,82541E-31 0,05252014 

22 203 0,115 0,885 1,72366E+30 2,16447E-21 1,69623E-11 3,67144E-32 0,063283127 

23 202 0,115 0,885 1,52132E+31 2,48915E-22 1,91664E-11 4,7708E-33 0,072578954 

24 201 0,115 0,885 1,28044E+32 2,86252E-23 2,1657E-11 6,19934E-34 0,079378959 

25 200 0,115 0,885 1,02948E+33 3,2919E-24 2,44711E-11 8,05564E-35 0,082930831 

26 199 0,115 0,885 7,91904E+33 3,78568E-25 2,7651E-11 1,04678E-35 0,08289479 

27 198 0,115 0,885 5,83663E+34 4,35353E-26 3,12441E-11 1,36022E-36 0,079390972 

28 197 0,115 0,885 4,12733E+35 5,00656E-27 3,5304E-11 1,76752E-37 0,072951268 

29 196 0,115 0,885 2,80374E+36 5,75755E-28 3,98916E-11 2,29677E-38 0,064395519 

30 195 0,115 0,885 1,83177E+37 6,62118E-29 4,50752E-11 2,98451E-39 0,054669491 

31 194 0,115 0,885 1,15225E+38 7,61435E-30 5,09324E-11 3,87818E-40 0,044686107 

32 193 0,115 0,885 6,98549E+38 8,75651E-31 5,75508E-11 5,03944E-41 0,035202932 

33 192 0,115 0,885 4,08545E+39 1,007E-31 6,50291E-11 6,54842E-42 0,026753264 

34 191 0,115 0,885 2,30708E+40 1,15805E-32 7,34792E-11 8,50925E-43 0,019631508 

35 190 0,115 0,885 1,25901E+41 1,33176E-33 8,30274E-11 1,10572E-43 0,0139211 

36 189 0,115 0,885 6,64475E+41 1,53152E-34 9,38163E-11 1,43681E-44 0,00954727 

37 188 0,115 0,885 3,39421E+42 1,76125E-35 1,06007E-10 1,86705E-45 0,006337148 

38 187 0,115 0,885 1,67924E+43 2,02543E-36 1,19782E-10 2,4261E-46 0,004074016 

39 186 0,115 0,885 8,05175E+43 2,32925E-37 1,35347E-10 3,15257E-47 0,002538366 

40 185 0,115 0,885 3,74406E+44 2,67864E-38 1,52934E-10 4,09655E-48 0,001533775 
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A.11 MatLab SW scripts to determine the Pn2 and Pnm  
 
% Pn2 as function of nc (Pα= 0,115 or Pα= 0,067)                          
% 3D graph Pn2=P(n2,nc) 
% June 2010 (by H. Schouten) 
 
Palfa=0.115; % 0.067 versus 0.115 
nc=100; % initial constant nc==300 
ncrange=300; % variabele nc: 100..400 
n1=35; 
n2=1;   
n2min=1; n2max=31;  
% initial range n2: 0..31 
% bij n2==0: Pn2->0 voor elke nc; conclusie: n2>=1 
 
NcN2=zeros(1,ncrange); 
Pa1=zeros(1,n2max); 
Pa2=zeros(1,ncrange); 
Pn2=zeros(31,100+ncrange); % n2range: 0..31 
 
warning off all; 
for r=1:(n2max) % row==n2 variable; 
    Pa1(1,r)=Palfa^r; 
    for c=1:(ncrange) % col==cn variable  
        NcN2(1,c)=nchoosek(100+c,r); 
        Pa2(1,c)=(1-Palfa)^(100+c-r); 
         
        Pn2(r,100+c)=NcN2(1,c)*Pa1(1,r)*Pa2(1,c); 
    end 
end 
warning on; 
 
x=1:1:100+ncrange; % columns 
y=1:1:n2max; % rows 
[X,Y]=meshgrid(x,y); 
mesh(X,Y,Pn2); 
 
zlabel('Z: Pn2 '); 
xlabel('X: nc '); 
ylabel('Y: n2 '); 
 
%Sftx1=('X: nc'); Sftx2=('');  
%Sfty1=('Y: n2'); Sfty2=(''); 
%XSfigtext=strvcat(Sftx1,Sftx2); 
%YSfigtext=strvcat(Sfty1,Sfty2); 
%text(200,-10,0,XSfigtext); 
%text(-100,10,0,YSfigtext); 
Sftt1=('P(n2,nc), Palfa='); Sftt2=num2str(Palfa); 
Sfigtitle=strcat(Sftt1,Sftt2); 
title(Sfigtitle); 
xmin=0; xmax=400; ymin=0; ymax=30; zmin=0; zmax=0.15; 
axis([xmin xmax ymin ymax zmin zmax]); 
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% Pnm as function of nc (n2= 10, 20 or 30)  
% 3D graph Pnm=P(nm,nc),parameter n2=constant=10, 20, 30 
% June 2010 
 
% Palfa= 0.115 
nc=100; % initial constant nc==300 
ncrange=300; % variable nc: 100..400 
% eis variabele nc: nc>=(n2+n1+nm+1), zie function 'prod' in Nom2=.. 
% eis nm: nm>=1, zie function 'prod' in Nom1=.. 
% eis param n2: n2<=(nm-1), zie function 'prod' in Nom2=.. 
% range nm: 1..31  -> n2>=30 
% range nm: 1..21  -> n2>=20 
% range nm: 1..11  -> n2>=10 
n1=35; 
nm=1;   
nmmin=1; nmmax=31;  
n2=30; % 3 figs: nmmax=31, param n2=10,20,30 
n2min=0; n2max=nmmax-1;  
N1Nm=zeros(1,nmmax); 
Nom1=zeros(1,nmmax); 
Nom2=zeros(1,ncrange); 
Den1=zeros(1,ncrange); 
Pnm=zeros(nmmax,100+ncrange); % nmrange: 1..31 
Pn2=zeros(32,ncrange); % n2range: 0..31 
 
warning off all; 
for r=1:nmmax % row==nm variabele; 
    N1Nm(1,r)=nchoosek(n1,r); 
    Nom1(1,r)=prod(n2-(0:(r-1))); 
     
    for c=1:(ncrange) % col==cn variabele  
        Nom2(1,c)=prod(100+c-n2-(0:(n1-r-1))); 
        Den1(1,c)=prod(100+c-(0:(n1-1))); 
        Pnm(r,100+c)=N1Nm(1,r)*Nom1(1,r)*Nom2(1,c)/Den1(1,c); 
    end 
end 
warning on; 
 
x=1:1:100+ncrange; % columns 
y=1:1:nmmax; % rows 
[X,Y]=meshgrid(x,y); 
mesh(X,Y,Pnm); 
zlabel('Z: Pnm '); 
xlabel('X: nc '); 
ylabel('Y: nm '); 
%Sftx1=('X: nc'); Sftx2=('');  
%Sfty1=('Y: nm'); Sfty2=(''); 
%XSfigtext=strvcat(Sftx1,Sftx2); 
%YSfigtext=strvcat(Sfty1,Sfty2); 
%text(200,-10,0,XSfigtext); 
%text(-100,10,0,YSfigtext); 
Sfigtitle=('P(nm,nc),   n2=30'); 
title(Sfigtitle); 
xmin=0; xmax=400; ymin=0; ymax=30; zmin=0; zmax=0.3; 
axis([xmin xmax ymin ymax zmin zmax]); 
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