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Abstract. We present DT-STARK, an extension of the STARK tool aimed at the
verification and evaluation of the effectiveness of digital twins, i.e., their ability to
direct the physical counterparts. To this end, we introduce feedback in STARK, a
special mechanism that allow us to model the communications, and their effects,
between the digital and the physical (perturbed) twin in a concise, clean fashion.
We can then exploit the features of STARK to compare the behaviour of the twins,
to verify properties over them, and to measure effectiveness. We provide some
examples of the use of our tool by applying it to the evaluation of the effectiveness
of digital twins in two robotic scenarios.

1 Introduction

Digital Twins (DT) [23,26,48], introduced over two decades ago, promised a revo-
lutionary approach to system development, offering real-time monitoring, simulation,
optimisation, and accurate prediction. This innovative approach has received consider-
able attention across various sectors, including smart cities, manufacturing, healthcare,
and automotive industries (see, e.g., [9,25,31,41,50,51]).

The essence of DT lies in creating a virtual replica of physical systems, facilitating
real-time interaction between virtual and physical counterparts to enhance decision-
making processes and ensure coherent system execution. This approach aims to reduce
failures, costs, and time, enhancing user safety and system efficiency [23,24]. Hence,
the main objective is to closely represent the physical counterparts, aiming to antici-
pate system behaviours and outcomes, incorporating simulation models for predictive
analysis [20,21]. We formalise this intuition in the notion of effectiveness of the DT, a
measure of how well the DT can direct the physical counterpart. However, challenges
arise due to inherent disparities between the Physical Twin (PT) and the DT, particu-
larly in decision-making and feedback processes (see e.g., [49]). Factors such as envi-
ronmental variations, sensor and actuator imprecision, challenges in building faithful
and predictive models, are all limiting the predictive precision of DT, thus affecting its
effectiveness. Hence, connecting modelling to the real world highlights the imperative
for thorough validation, ensuring fidelity. For DT, this becomes fundamental. Therefore,
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validation and verification [6,44] represent the foundations in the development of digi-
tal models such as DT. Underlining this process is the recognition that the validity of the
model depends on specific experimental conditions and defined objectives. This calls
for a quantitative approach to validation and verification, rather than a qualitative one.
Statistical model checking techniques [2,35] allow us to establish whether the probabil-
ity that a given system satisfies a given property is above or below a given threshold, or
to evaluate the probability of satisfaction. Hence, we can apply them to DT to express a
credibility percentage that reflects the nature of model evaluation. However, to the best
of our knowledge, statistical model checking is usually employed to verify correctness
properties, such as safety [47], of digital models without their physical counterparts.
Indeed, those properties are examined under a degree of uncertainty and noise, but the
focus is solely on evaluating the robustness of the digital model, rather than the effec-
tiveness of the DT. This paper provides a first step towards filling this gap.

Our Contribution: DT-STARK. We introduce DT-STARK (https://github.com/quasylab/
jspear/tree/digital twins), an extension of the Software Tool for the Analysis of Robustness
in the unKnown environment (STARK) [14,17], as a tool for the formal verification and
evaluation of the effectiveness of a DT when the PT is operating in an unpredictable
environment and with uncertain data.

STARK, developed for Cyber-Physical Systems, is based on the evolution sequence
model [11,13], for the representation of systems behaviour, and on the Robustness
Temporal Logic (RobTL) [12,16], for the specification of properties. Briefly, evolu-
tion sequences are sequences of probability measures over sets of application-relevant
data, called data states, each representing the result of the interaction of the agents (the
cyber component) with the environment (the physical component) at a given time step.
RobTL is a temporal logic for the evaluation of system robustness, which is specified
as a temporal property of distances between nominal and perturbed behaviours of a
system. RobTL formulae are defined by means of two simple languages: one to spec-
ify the effect of perturbations over an evolution sequence, and one to specify distance
expressions between evolution sequences, in particular nominal and perturbed ones.
The intuition is that we can use evolution sequences to simulate the behaviour of DT
and PT: since the PT is deployed in the environment, its behaviour will be subject to
perturbations. Hence, given the evolution sequence representing the behaviour of the
DT, its perturbed version will model the behaviour of the PT. The objective of the DT
is then to monitor the behaviour of the PT: it uses the data collected from it to run
some predictive analysis, and, when necessary, it sends commands to the PT in order to
ensure a coherent behaviour and possibly counter the effects of perturbations. However,
the current version of STARK does not provide a mechanism allowing us to model this
kind of communication.

We remedy this problem by introducing the feedback mechanism. Briefly, the feed-
back will be attached to the agent (the controller) of the PT, so that it will have direct
access to the data related to its behaviour. The feedback will also have access to the evo-
lution sequence of the DT so that it can simulate the decision-making procedure based
on the current data. The communication between the twins is then simulated by let-
ting the feedback apply the effects of those decisions directly to the data states. Indeed,
the feedback mechanism allows us to abstract from the implementation details of the

https://github.com/quasylab/jspear/tree/digital_twins
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communication between the two twins, in favour of a clear representation of its effects
on the behaviour of the PT. We leave as future work the development of an accurate,
detailed communication mechanism in DT-STARK.

We showcase the features of our approach by providing two case studies on a robotic
scenario inspired by industrial and healthcare applications.

Originality and Relevance. To the best of our knowledge, DT-STARK is the only exist-
ing tool for the analysis of effectiveness, and formal verification, of DT. Indeed, while
the novel feedback mechanism is key to encode the communication between twins,
the smoothness and efficiency of the analysis are due to the attributes of STARK. The
unique features of RobTL and evolution sequences, that make (DT-)STARK so versatile
and widely applicable, play a significant role also in the application context of DT.

RobTL. RobTL allows us to express properties of distances between nominal and per-
turbed evolution sequences over a finite time horizon, by also providing the means to
specify the perturbations and the distances. To the best of our knowledge, RobTL is
the only existing temporal logic that compares the behaviour of two systems to evaluate
the validity of formulae. Usually, in the quantitative setting, we have that properties are
specified over a single trajectory of a system, or across trajectories of the same system.
The former case corresponds to the classic approach of PCTL, probabilistic LTL, and
their variants [5,33,46], and to those in [19,22], where a single trajectory of a single
system is compared to the set of the behaviours that satisfy a given property (specified
in a suitable temporal logic, like, e.g., STL). The latter case is the hyperproperty [18]
approach of, e.g., HyperPCTL [1] or HPSTL [4], where one can express quantitative
dependencies, in the form of bounds on probabilistic weights, between different inde-
pendent trajectories of the system. With RobTL we can specify properties based on the
comparison of all possible trajectories of two different systems. This is a key feature in
the evaluation of the effectiveness of a DT. By means of RobTL, and thus of DT-STARK,
we can easily measure the distance between the intended behaviour of the system (i.e.,
that of the DT) and that of the PT when it is subject to perturbations while under control
of the DT. If the distance is below a desired threshold, then we can establish that the
feedback mechanism, i.e., the interaction with the DT, is effective.

The Evolution Sequence Model. The evolution sequence model follows a discrete-time,
data-driven approach: the behaviour of the system is modelled in terms of the mod-
ifications that the interaction of the agents with the environment induces on a set of
application-relevant data, called data state. Due to the unpredictability of the environ-
ment and potential approximations in the specification of agents, those modifications
are modelled as continuous distributions on the attainable data states. The evolution
sequence of a system is then defined as the sequence of the distributions over data
states that are obtained at each time step.

The reason why we chose this model over classical and more established ones,
like Labelled Markov Chains and Stochastic Hybrid Systems [10,30], is purely tech-
nical. The most prominent consequence of the design choices in this model is that the
behaviour of the system is not given by a set of traces/trajectories, but by the combina-
tion of their effects. This means a property of an evolution sequence takes into account
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all potential behaviours of the system. This is fundamental in the validation and ver-
ification of DT [37], since even the slightest modification induced by uncertainty on
behaviour is taken into account.

2 Case Studies

To explain how to apply our approach, and showcase its functionalities, we consider
two instances of a simple robotic scenario, in which a single TURTLE-like robot [38]
has to follow a determined path inside a working area, by going from one waypoint to
another. The working area can be an industrial plant, or a warehouse, or even a hospital.
We use waypoints to model both, the fact that the robot has to follow a determined path
(e.g., to reduce the risk of collisions in a fully automated plant), and that it has to reach
specific locations (e.g., to receive/deliver materials, goods, medicines, etc.).

The scripts with the experiments conducted on the case studies (Sect. 5 below) are
available at https://github.com/quasylab/jspear/blob/digital twins/examples/turtle/.

The Robot. Our focus in this paper is not to determine how a DT takes its decisions,
but rather to show how to use formal verification methods to measure the effective-
ness of the interaction between the two twins. For this reason, we abstract from several
implementation details of the robot, and opt for a simple model of its behaviour. In par-
ticular, we chose to use the TURTLE robot, developed by Tech United Eindhoven at the
Eindhoven University of Technology, as a reference, due to its dimensions (making it
suitable for both, moving around without disrupting other operations, and transporting
some material), and its swerve drive platform [32] that allows it to rotate around its ver-
tical axis, and to move on uneven surfaces with a lower risk of getting stuck or slipping
away with respect to other platforms. These features will allow us to further simplify
the mathematical modelling in the various scenarios, thus favouring a clearer analysis
of behaviour. For instance, we do not implement the selection procedure of waypoints,
and we assume that obstacle avoidance has already been taken into account in that:
the path between two waypoints is always clear. Hence, the controller of the robot
will be responsible for managing the acceleration actuator, to set the moving speed,
and the wheels actuator, to set the direction. Specifically, when in a waypoint location,
the robot first sets its direction towards the next waypoint, and rotates accordingly. At
the next time step, the robot starts moving: the controller decides, with a certain fre-
quency, whether to accelerate or to brake based on its current (evaluated) position and
the required braking distance, given the current position and (sensed) speed.

Industrial Plant. The first case study concerns the use of the robot to transport some
material inside an industrial plant. We will make use of this case study as a running
example to highlight all the features of DT-STARK. Hence, we will give a detailed
description of it in the examples throughout the paper, and we limit ourselves to remark
here that the main challenges for the DT will consist in:

1. Ensuring that the robot actually stops in proximity of each waypoint. In this way, it
can correctly receive or deliver the material.

2. Counter the effects of perturbations on the speed sensor of the robot.

https://github.com/quasylab/jspear/blob/digital_twins/examples/turtle/
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Fig. 1. Sketch of the hospital. In blue the path to be followed when loaded. (Color figure online)

Smart Hospital. The recent pandemic led to the development of intelligent systems,
like autonomous robots, that can safely traverse physical spaces hosting patients to sani-
tise a room, or to deliver medicines, instruments, etc. [40].

Our second case study is inspired by this setting, and it is sketched in Fig. 1. The
robot starts from its base, and has to reach the storage room to receive some medicines
and instruments that have to be delivered in two rooms. To do so, the robot has to follow
a given path along the corridors of the hospital. We will use perturbations to mimic the
fact that the robot will have to modify its current direction in order to avoid obstacles,
like people walking in the same corridor. Hence, the DT will have the following tasks:

1. Ensure that the robot reaches the desired waypoints.
2. Ensure that the medicines and instruments that are transported are not damaged by

changes in the direction made at “high” speed.
3. Ensure that the delivery is completed.

3 The STARK Tool

In this section we describe the evolution sequence model and RobTL.

3.1 The Evolution Sequence Model

We recall the main elements of the evolution sequence model [13]. Systems consist
of a set of agents, modelling the cyber component, and an environment, modelling the
physical component, whose interaction produces changes on a data spaceD, containing
the values assumed by variables from a finite set V , representing: (i) physical quantities,
(ii) sensors, (iii) actuators, and (iv) internal variables of agents.

For each x ∈ V , the domain Dx ⊆ R is either finite, or a compact subset of R (and
thus Polish), and equipped with the Borel σ-algebra Bx. Then, D =×x∈V Dx and we
equip it with the product σ-algebra BD =

⊗
x∈V Bx [8]. Let Π(D,BD) be the set of

distributions over (D,BD). We call data state the current state of the data space, and
represent it by a mapping d : V → R, with d(x) ∈ Dx for all x ∈ V .
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At each step, the agents and the environment induce some changes on the data
state, providing a new data state at the next step. Those modifications are subject to the
presence of uncertainties, meaning that it is not always possible to determine exactly
the values assumed by data at the next step. Hence, we model the changes induced
at each step as a distribution on the attainable data states. We can assume two mea-
surable functions ag, env : D → Π(D,BD) defining, respectively, the effects on data
states of the agents and of the environment (see [13] for the details). In particular,
ag maps each data state onto a discrete distribution, whereas env maps them onto
continuous distributions. The behaviour of the system is then expressed by its evo-
lution sequence, i.e., the sequence of the distributions obtained at each step by com-
bining the effects of ag with those of env. In [13, Prop. 3.15] we proved that the
function env(ag(d))(D) =

∑
d′∈supp(ag(d)) ag(d)(d′) · env(d′)(D) is a well defined

Markov kernel, and the evolution sequence is the Markov process generated by it:
env(ag(d))(D) expresses the probability to reach a data state in D from d in one com-
putation step. Indeed, each system is characterised by a kernel env(ag) starting from an
initial distribution over D.

Definition 1. The evolution sequence of a system s having μ as initial distribution is a
countable sequence Sμ = S0

μ,S1
μ, . . . of distributions inΠ(D,BD) s.t., for allD ∈ BD:

S0
μ(D) = μ(D) and Si+1

μ (D) =
∫

D
env(ag(d))(D) dSi

μ(d).

Example 1. We briefly describe the behaviour of the controller of the robot, and of the
environment in the industrial case study. We assume that the robot is initially still, i.e.,
its physical and sensed speed (respectively, p speed and s speed) are set to 0.0 m/s,
and has to set its direction θ, i.e., the value of the wheels actuators, towards the first
waypoint. The robot turns during the first time step, and will start moving afterwards.
To do so, the controller has to set the value of the acceleration actuator acc. For sim-
plicity, we assume that the robot can either accelerate, with a constant positive accel-
eration Am/s2, or brake, with a constant negative acceleration −B m/s2. The decision
of whether to accelerate or brake, is taken by the controller every TIMER steps, on the
basis of both the speed of the robot and its gap from the next waypoint. The gap is
given by the difference between the physical distance p distance from the waypoint,
and the braking distance of the robot, i.e., the space required to stop if the robot starts
breaking immediately. Since the objective of the robot is to stop as close as possible
to the established waypoint, it starts braking as soon as the gap is negative. Once the
waypoint is reached, the procedure described above is repeated to reach the next way-
point. The position (x, y) of the robot, its speed, and the gap from the next waypoint
are updated by the environment, at each time step, according to the motion laws and the
values of the actuators.

3.2 RobTL

Robustness Temporal Logic (RobTL) [12,16] is the only temporal logic allowing one
to express temporal properties of distances over systems behaviours. It uses atomic
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propositions of the form Δ(exp, p) �� η to evaluate, at a given time step, the distance,
specified by an expression exp, between a given evolution sequence and its perturbed
version, obtained by some perturbation p, and to compare it with the threshold η.
Atomic propositions are then combined with classic Boolean and temporal operators,
in order to extend and compare these evaluations over the chosen time horizon. Hence,
there are three main components constituting RobTL formulae: 1. A language Exp
to specify distance expressions; 2. A language P to specify perturbations; 3. Classic
Boolean and temporal operators to specify requirements on the evolution of distances
in time.

Distance Expressions. We use expressions in Exp to define distances over evolution
sequences. The idea is to introduce a distance over distributions on data states mea-
suring their differences with respect to a given target, and then use the operators of the
logic to extend it to the evolution sequences, while possibly taking into account differ-
ent targets and perturbations over time. Following [11], to capture a particular task, we
use a rank function ρ : D → [0, 1] assigning to each data state d a rank in [0, 1]. These
ranks are used to define a ground distance on data states, expressing how much they
differ with respect to the point of view identified by the rank. Then we use ρ to obtain a
distance on data states, i.e., the 1-bounded metric mρ defined for all d1,d2 ∈ D by:

mρ(d1,d2) =| ρ(d2) − ρ(d1) |
Note that mρ(d1,d2) expresses the distance between d2 and d1 according to ρ. Then,
we need to lift the metric mρ to a metric over Π(D,BD). To this end, we make use of
the Wasserstein lifting [52]: for any two distributions μ, ν on (D,BD), the Wasserstein
lifting of mρ to a distance between μ and ν is defined by

W(mρ)(μ, ν) = inf
w∈W(μ,ν)

∫

D×D
mρ(d,d′) dw(d,d′)

whereW(μ, ν) is the set of the couplings of μ and ν, namely the set of joint distributions
w over the product space (D×D,B(D×D)) having μ and ν as left and right marginal,
respectively, i.e., w(D × D) = μ(D) and w(D × D) = ν(D), for all D ∈ B(D).

Definition 2 (Distance expressions). Expressions in Exp are defined as follows:

exp ::= <ρ | FI exp | GI exp | exp UI exp |
min (exp, exp) | max (exp, exp) |

∑

k∈K

wk · expk | σ(exp, �� ζ)

where ρ ranges over rank functions, I is an interval, K is a finite set of indexes, wk ∈
(0, 1] for each k ∈ K,

∑
k∈K wk = 1, and ζ ∈ [0, 1].

Distance expressions are evaluated over a pair of evolution sequences and a time
step: given two evolution sequences S1,S2 and a time step τ , the evaluation of expres-
sions in the triple S1,S2, τ is given by function �·�τ

S1,S2
: Exp → [0, 1] which is defined

inductively over expressions as follows:

– �<ρ�τ
S1,S2

= W(mρ
τ )(Sτ

1 ,Sτ
2 );

– �FI exp�τ
S1,S2

= mint∈I+τ �exp�t
S1,S2

;
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– �GI exp�τ
S1,S2

= maxt∈I+τ �exp�t
S1,S2

;

– �exp1 U
I exp2�

τ
S1,S2

= min
t∈I+τ

max
{

�exp2�
t
S1,S2

, max
t′∈I+τ,t′<t

�exp1�
t′
S1,S2

}
;

– � min (exp1, exp2)�
τ
S1,S2

= min{�exp1�
τ
S1,S2

, �exp2�
τ
S1,S2

};
– � max (exp1, exp2)�

τ
S1,S2

= max{�exp1�
τ
S1,S2

, �exp2�
τ
S1,S2

};
– �

∑
k∈K wkexpk�τ

S1,S2
=

∑
k∈K wk · �expk�τ

S1,S2
;

– �σ(exp, �� ζ)�τ
S1,S2

=

{
0 if �exp�τ

S1,S2
�� ζ,

1 otherwise.

Example 2. The rank function ρE(d) =
√
(x − wpx)2 + (y − wpy)2/maxE assigns to

a data state d of the robot a rank in [0, 1] corresponding to the normalised value of
its distance from the current waypoint (wpx, wpy). Here, maxE is the maximal dis-
tance from the current waypoint that can be observed in the executions of the system.
This value is estimated by employing the simulation module of DT-STARK. Intuitively,
given two data states d1 and d2 reached at the same step in two different evolutions,
|ρE(d1) − ρE(d2)| measures how much one of the two evolution is closer to the next
target with respect to the other. Based on ρE we define the atomic distance <ρE mapping
two distributions to the Wasserstein distance [52] between their ranks, and the distance
expression dMax(u, v) = G[u,v] <ρE returning the maximum of <ρE over the interval
[u, v]. Notice that, as the ranks, both <ρE and dMax(u, v) are reals in [0, 1].

Perturbations. A perturbation is the effect of unpredictable events, that can be repeated
or different in time, on the current state of the system. In [12,16], a perturbation is
therefore modelled as a time-dependent function that maps a data state into a distribu-
tion over data states. Specifically, a perturbation p is a list of mappings in which the
i-th element describes the effects of p at time i, and that is specified in the following
language:

Definition 3 (Perturbations). Perturbations in P are defined as follows:

p ::= nil | p@τ | p1 ; p2 | pn | p∞

where p ranges over P, n and τ are finite natural numbers, and:

– nil is the perturbation with no effects;
– p@τ is an atomic perturbation, i.e., a function p : D → Π(D,BD) such that the
mapping d �→ p(d)(D) is BD-measurable for all D ∈ BD, and that is applied after
τ time steps from the current instant;

– p1 ; p2 is a sequential perturbation, i.e., perturbation p2 is applied at the time step
subsequent to the (final) application of p1;

– pn is an iterated perturbation, i.e., perturbation p is applied for a total of n times;
– p∞ is a persistent perturbation, i.e., p is applied along the whole evolution.

The semantics of perturbations is defined by means of two auxiliary functions:
effect(p), that describes the effect of p at the current step, and next(p), that identifies
the perturbation that will be applied at the next step. These two functions are defined
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inductively over the structure of p. Due to space limitations, we omit their formal def-
inition (which is similar to that of functions changes and succ in Sect. 4.1 below), and
refer the interested reader to [12]. We make use of effect and next to define the mapping
〈〈·〉〉 : P → (D × N → Π(D,BD)) such that, for all d ∈ D and i ∈ N:

〈〈p〉〉(d, i) = effect(nexti(p))(d),

where next0(p) = p and nexti(p) = next(nexti−1(p)), for all i > 0.
Now we can define the perturbation of an evolution sequence.

Definition 4 (Perturbation of an evolution sequence). Given an evolution sequence
Sμ, with μ as initial distribution, and a perturbation p, we define the perturbation of Sμ

via p as the evolution sequence Sp
μ obtained as follows:

Sp,0
μ (D) =

∫

D
〈〈p〉〉(d, 0)(D) dμ(d)

Sp,i+1
μ (D) =

∫

D

(∫

D
〈〈p〉〉(d′, i + 1)(D) d env(ag(d))(d′)

)

dSp,i
μ (d),

where function env(ag) is the Markov kernel that generates Sμ.

Example 3. We consider the perturbation pspeed,o = (pspeed,o@0)∞, where pspeed,o(d)
is the distribution of the random variable O(o,d), for o uniformly distributed in [0, 1],
defined for all d ∈ D by O(o,d) = d′, where d′(s speed) = d(p speed) − o ∗
MAXOFFSET, for a constant MAXOFFSET, and d′(x) = d(x) for all other variables. Note
that pspeed,o is a persistent perturbation. At each step pspeed,o is applied immediately
(this is given by @0) and tricks the controller of the robot by letting it sense a speed
which is lower than the real one. This may lead the robot to skip the next waypoint.

RobTL Formulae. We use formulae in RobTL for the specification and analysis of
distances between nominal and perturbed evolution sequences over a finite time hori-
zon.

Definition 5 (RobTL). RobTL consists in the set of formulae L defined by:

ϕ ::= 	 | Δ(exp, p) �� η | ¬ϕ | ϕ ∧ ϕ | ϕ UI ϕ

whereϕ ranges over L, exp ranges over expressions in Exp, p ranges over perturbations
in P, �� ∈ {<,≤,≥, >}, η ∈ [0, 1], and I ⊆ [0, h] is a bounded time interval.

Formulae are evaluated in an evolution sequence and a time instant. The semantics
of classic Boolean and temporal operators is standard, and it is based on the evaluation
of the atomic formulae, which is defined as follows:

S, τ |= Δ(exp, p) �� η iff �exp�τ
S,S|〈〈p〉〉,τ

�� η,

where the evolution sequence S|〈〈p〉〉,τ
is defined as:

(S|〈〈p〉〉,τ
)t =

{
St if t < τ,

Sp,t−τ
Sτ if t ≥ τ.
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Example 4. Consider the distance dMax(u, v) in Example 2 and the perturbation
pspeed,o in Example 3. A RobTL atomic formula ϕ(u,v,o,η) expressing that the distance
dMax(u, v) between the nominal behaviour and its perturbation via pspeed,o is below a
threshold η can be defined as follows:

ϕ(u,v,o,η) = Δ(dMax(u, v), pspeed,o) ≤ η (1)

4 DT-STARK

Our objective is to provide the means to measure the effectiveness of a DT when the PT
is operating in an unpredictable environment and with uncertain data.

One, naive, approach would consist in a direct encoding of the two twins in STARK:
we model the controller of the DT as an agent, and then we simulate its behaviour in a
given environment. The behaviour of the DT corresponds, thus, to the nominal evolution
sequence. Conversely, to obtain the behaviour of the PT we let the same agent interact
with a perturbed environment. We can then use distance expressions, and RobTL for-
mulae, to check how close the behaviour of the two twins is. While this approach gives
us a measure of the robustness of the DT against perturbations, it does not allow us to
encode the monitoring function of the DT over the physical one: the DT receives data
from the PT and, based on simulations and predictions, sends commands to it in order
to ensure that its behaviour is as intended.

At the moment, STARK does not offer a similar communication mechanism between
systems. Hence, we propose an extension of it, DT-STARK available at https://github.com/
quasylab/jspear/tree/digital twins, that enriches STARK with a special mechanism, hence-
forth called feedback, allowing us to simulate the communication between the two
twins, and, thus, to implement the monitoring activity of the DT. We can exploit the
features of RobTL to measure the effectiveness of the DT.

4.1 The Feedback Mechanism

We use the feedback mechanism to abstract from the implementation details of the
communication between the two twins: the feedback has access to the data of the PT
and to the behaviour of the DT so that it can modify, up to a certain extent, the behaviour
of the former to comply with the one of the latter.

For instance, consider a self-driven vehicle that has to turn. The idea is that the feed-
back checks for the status of the steering wheel and of the accelerator, and it compares
them to their values in the corresponding state of the DT. If the speed of the vehicle is
too high given the steering angle, or the angle is not correct, the mechanism will adjust
the behaviour of the vehicle by either imposing to decelerate, or to change the steering
angle. In DT-STARK, this is obtained by applying the feedback to the perturbed sys-
tem (modelling the PT), so that it can have access to its data state d. The mechanism
takes as input the evolution sequence of the nominal system (modelling the DT), and
determines whether to take action or not by comparing the values of the variables to
be monitored (corresponding to actuators) in the two systems, at the current time step.
Indeed, the magnitude of the modifications imposed by the feedback is limited by phys-
ical and safety constraints: the speed of the vehicle can only be reduced by a certain

https://github.com/quasylab/jspear/tree/digital_twins
https://github.com/quasylab/jspear/tree/digital_twins
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amount per second, depending on the braking force of the vehicle and the conditions of
the road; the steering angle cannot be changed abruptly, to limit the risk of a collision or
of spinning out. Hence, each variable will only be modified up to a certain percentage.

Following the purely data-driven approach of the evolution sequence model, the
communication between the two twins is abstracted by implementing the procedure
sketched above as a mapping fS over data states: the data state fS(d) is obtained by
applying to d the modifications imposed by the feedback as formalised in fS . Specif-
ically, to better encode the communication, the feedback is applied to the data states
obtained from an application of the controller ag of the PT: the DT checks for the cur-
rent data and the decisions taken by the physical counterpart (given by ag(d)) and it
reacts to them by sending modification commands. These are abstracted in the appli-
cation of the feedback to the data states, given by fS(ag(d)). We remark that fS can
be defined arbitrarily by the user, that can therefore autonomously decide how to use
the behaviour S to establish the modifications. Moreover, we allow for choosing the
time step at which the feedback will be applied: we use fS@τ to denote that fS will
be applied (to the data states reached) after τ steps from the current one. This feature
allows us to establish the frequency of the feedback.

Function fS@τ defines an atomic feedback. Since we may wish to apply the same
feedback iteratively, or different modifications in time, we also offer the possibility to
define iterated and sequential feedback.

The informal discussion above is formalised in the following definition.

Definition 6 (Feedback). Feedback in F are defined as follows:

f ::= id | fS@τ | f1 ; f2 | fn | f∞

where f ranges over F, n, τ are finite natural numbers, S is an evolution sequence, and:

– id is the feedback with no effects, i.e., at each time step it behaves like the identity
function id : D → D such that id(d) = d for all d ∈ D;

– fS@τ is an atomic feedback, i.e., a function fS : D → D that is applied after τ time
steps from the current instant;

– f1 ; f2 is a sequential feedback, i.e., feedback f2 is applied at the time step subse-
quent to the (final) application of f1;

– fn is an iterated feedback, i.e., feedback f is applied for a total of n times;
– f∞ is a persistent feedback, i.e., feedback f is applied along the whole evolution.

The semantics of feedback is then defined by means of two auxiliary functions:
changes(f), that describes the effect of f at the current step, and succ(f), that identifies
the feedback that will be applied at the next step. Both functions are defined inductively
over the structure of f as follows:
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changes(id) = id succ(id) = id

changes(fS@τ) =

{
id if τ > 0

fS if τ = 0
succ(fS@τ) =

{
fS@(τ − 1) if τ > 0

id otherwise

changes(fn) = changes(f) succ(fn) =

{
succ(f); fn−1 if n > 0

id otherwise

changes(f1; f2) = changes(f1) succ(f1; f2) =

{
succ(f1); f2 if succ(f1) �= id

f2 otherwise

changes(f∞) = changes(f) succ(f∞) = succ(f); f∞ .

As for perturbations, we can identify the semantics of a feedback f with the list of
its effects in time. Hence, we make use of changes and succ to define the mapping
��·�� : F → (D × N → D) such that, for all d ∈ D and i ∈ N:

��f��(d, i) = changes(succi(f))(d),

where succ0(f) = f and succi(f) = succ(succi−1(f)), for all i > 0.
As briefly discussed above, to model the communication between the two twins, the

effects of the feedback are applied to the data states after the effects of the agents, and
before those of the environment. This allows us to simulate the reaction of the DT to
the decisions taken by the PT. We abstract this procedure by letting the agent (the PT)
set its actuators according to the data at its disposal; the feedback (the DT) compares
those values to those assumed in the nominal system, and, if necessary, it modifies them
to make the behaviour compliant to the expected one. This double modification is done
within the same time step, before the environment reacts to the activity of the agent.
Moreover, as a consequence, the feedback has no effect on the initial distribution of an
evolution sequence.

Definition 7 (Feedback of an evolution sequence). Given an evolution sequence Sμ,
with μ as initial distribution, and a feedback f, we define the feedback of Sμ via f as
the evolution sequence Sf

μ obtained as follows:

Sf,0
μ (D) = μ(D)

Sf,i+1
μ (D) =

∫

D
env(��f��(ag(d), i + 1))(D) dSf,i

μ (d),

where env(��f��(ag(d), i))(D) stands for
∑

d′∈supp(ag(d))

ag(d)(d′)·env(��f��(d′, i))(D).

Thanks to the modular design of the back-end of STARK, the feedback mechanism
can be smoothly integrated in it. The main difference between DT-STARK and the orig-
inal tool is in the module for the simulation of evolution sequences, which is modified
to allow for the application of the effects of the feedback. All other modules, i.e., the
ones for the application of perturbations, the evaluation of distances, and the statistical
model checker for RobTL formulae, then automatically interact with the new simulation
method, without the need for further modifications.
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Example 5. We define the persistent feedback fspeed&dir = (fs&d@0)∞, where func-
tion fs&d is applied immediately at each step (this is given by @0) and is defined as
fs&d(d) = d′, with:

– d′(acc) =

{
−B if d(s speed) > m s speed+ SpeedD

d(acc) otherwise

– d′(wpx) =

{
m wpx if d(curwp) < m curwp
d(wpx) otherwise

– d′(wpy) =

{
m wpy if d(curwp) < m curwp
d(wpy) otherwise

– d′(θ) =

{
m θ if curwp < m curwp
d(θ) otherwise

and d′(x) = d(x) for all other variables. Here, acc is the actuator of the accelerator,
(wpx, wpy) are the coordinates of the current waypoint, curwp identifies the position of
the current waypoint in the list of the waypoints, and θ is the steering angle. For each
variable x, the average value assumed by x in the nominal evolution of DT at the same
step is denoted with m x. Intuitively, this feedback forces the robot to slow down if it is
too fast, and to focus on the next waypoint if the previous one has been already passed.

5 Experiments

Industrial Plant. Consider the distances <ρE and dMax(u, v) in Example 2, the per-
turbation pspeed,o in Example 3, the formula ϕ(u,v,o,η) in Example 4 and the feed-
back fspeed&dir in Example 5. In Fig. 2a we showcase the paths followed by the robot
in three scenarios: nominal evolution, perturbed evolution without feedback and per-
turbed evolution with feedback. The waypoints list is (1, 3), (13, 3), (7, 7), (23, 14),
(20, 31), (32, 40), (35, 30). The plot shows that the perturbation affects the behaviour
of the robot, but the feedback is able to neutralise it. Pointwise evaluations of distance
<ρE between the nominal and the perturbed behaviour in the scenarios without and with
feedback are showed in Fig. 2b and Fig. 2c, respectively. These plots confirms the effec-
tiveness of the DT. Finally, Fig. 2d shows the evaluation of ϕ(100,200,1.0,η) for several
values of η.

Smart Hospital. Due to space restrictions, we give only a bird’s-eye view on the results
that we obtained. We refer the interested reader directly to the script at https://github.com/
quasylab/jspear/blob/digital twins/examples/turtle/ for more details, including the (initial)
values of variables and parameters.

In Fig. 3a we report the path followed by the robot in the nominal system, i.e., the
one established by the DT in the absence of perturbations, and the one followed by the
physical robot. The latter is subject to the persistent perturbation pobs = (pobs,δ@0)∞

that simulates continuous changes in the direction due to obstacle avoidance. In fact,
function pobs,δ applies an offset δ uniformly distributed in [−θOFF/2, θOFF/2], for a

https://github.com/quasylab/jspear/blob/digital_twins/examples/turtle/
https://github.com/quasylab/jspear/blob/digital_twins/examples/turtle/
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Fig. 2. Analysis of the industrial plant case study.

chosen parameter θOFF, to the current direction. Indeed, while it is unlikely for the
robot to incur in continuous disruptions, we can use this heavy perturbation to show
the effectiveness of the feedback mechanism. We recall that, besides guaranteeing that
the robot reaches the designed waypoints, the feedback has also to guarantee that the
medicines and instruments that it carries are not damaged on the way. Hence, we define
the feedback as f = (fS@0)∞ where function fS is such that:

1. Whenever the robot is carrying something, encoded by get medicine = 1, then
the robot cannot travel at a speed higher thanMAX SPEED WITH MED. Hence,
function fS forces the robot to stop accelerating, and thus to gently decelerate, when-
ever its speed is close to the threshold.

2. Whenever the current direction of the robot deviates too much from the one in the
nominal system, the feedback acts on the wheels actuator to point it towards the
correct waypoint. Also in this case, the feedback determines the magnitude of the
change according to whether the robot is carrying something and its current speed.

3. fS behaves like fs&d with respect to waypoint selection.

In Fig. 3b we report the evaluation of the atomic distance between the speed, and
the direction assumed in the two systems. We remark that the peaks in the difference
between the directions are due to temporal delays in reaching the same waypoint.
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Fig. 3. Analysis of the smart hospital case study.

6 Related Work

To the best of our knowledge, statistical model checking, and more broadly, model
checking, are utilised for verifying correctness properties, such as safety and secu-
rity (see e.g. [34]), of digital models without their physical counterparts. Consequently,
interactions and feedback are not considered. While some of these works share similar-
ities with our study by examining safety under a degree of uncertainty and noise, they
focus solely on evaluating the robustness of the digital model, rather than the effective-
ness of the digital twin. For instance, in [3], the authors verify the planned manoeuvres
of an automated car on the road using reachable sets. This approach enables the ver-
ification of potential collisions with other traffic participants taking in account sensor
noise, uncertain friction coefficient, and uncertain initial states.

In the literature, instead of model checking, other techniques for evaluating the dis-
crepancy in valuation of digital twins, such as Bayesian inference, have been studied.
These techniques often rely on validation techniques [44,45], model calibration [43],
and conformance checking approaches [39]. For a comprehensive overview, an exhaus-
tive survey can be found in [42]. It’s worth noting that recently, [37] introduced the new
concept of online validation of digital twins. The techniques proposed in this research
enable the continuous updating of a digital model in terms of both inputs and logic,
facilitating short-term decision-making. The proposed methodology is subject to sev-
eral limitations, as, for instance, it is designed for validating digital models with limited
data and it is focused on manufacturing system data.

In the literature, we can find several tools for (statistical) model checking and for-
mal verification, like HyTECH [28], PRISM [29], Storm [27], UPPAAL [7], etc. While
these tools have been successfully applied to the verification of Cyber-Physical Sys-
tems, we could find fewer applications in the context of DT. For instance, in [47],
PRISM is used for the analysis of security properties of DT, modelled as Markov Deci-
sion Processes. In [36], DT are modelled as time automata networks whose properties
are verified in UPPAAL. However, in the former case, only the behaviour of the DT is
taken into account. In the latter case, as the paper concerns building DT, the interac-
tion with the PT is considered, but there is no analysis of behaviour in the presence of
uncertainty and perturbations.
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7 Concluding Remarks

We presented DT-STARK, that extends the STARK tool with a feedback mechanism
that allows us to encode the communication between the digital and the physical twin.
Thanks to it, we can use RobTL formulae to evaluate the effectiveness of the DT, namely
how much it is able to direct the PT that is operating under the effect of uncertainty and
perturbations. To the best of our knowledge, DT-STARK is the only formal tool that
allows for this kind of analysis.

Given the high level of abstraction in the current implementation, the next step in
the development of DT-STARK will consist in switching from discrete step modelling to
a time-point modelling, by refining the techniques we introduced in Bio-STARK [15] for
the robustness analysis of biological systems. This will allow us not only to check for
discrepancies in time in the behaviour of the two twins, but also to account for potential
delays in the communication between them, and thus in the application of feedback, and
their consequences. Moreover, for a more accurate simulation of behaviour, we plan to
extend (DT-)STARK with ODE modelling.
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1. Ábrahám, E., Bonakdarpour, B.: HyperPCTL: a temporal logic for probabilistic hyperproper-
ties. In: McIver, A., Horvath, A. (eds.) QEST 2018. LNCS, vol. 11024, pp. 20–35. Springer,
Cham (2018). https://doi.org/10.1007/978-3-319-99154-2 2

2. Agha, G., Palmskog, K.: A survey of statistical model checking. ACM Trans. Model. Com-
put. Simul. 28(1), 6:1–6:39 (2018). https://doi.org/10.1145/3158668

3. Althoff, M., Dolan, J.M.: Reachability computation of low-order models for the safety ver-
ification of high-order road vehicle models. In: American Control Conference (ACC) 2012,
pp. 3559–3566. IEEE (2012). https://doi.org/10.1109/ACC.2012.6314777

4. Arora, S., Hansen, R.R., Larsen, K.G., Legay, A., Poulsen, D.B.: Statistical model checking
for probabilistic hyperproperties of real-valued signals. In: Legunsen, O., Rosu, G. (eds.)
SPIN 2022. LNCS, vol. 13255, pp. 61–78. Springer, Cham (2022). https://doi.org/10.1007/
978-3-031-15077-7 4

5. Baier, C.: Probabilistic model checking. In: Dependable Software Systems Engineering,
NATO Science for Peace and Security Series - D: Information and Communication Secu-
rity, vol. 45, pp. 1–23. IOS Press (2016). https://doi.org/10.3233/978-1-61499-627-9-1

6. Banks, J.: Handbook of Simulation - Principles, Methodology, Advances, Applications, and
Practice. Wiley, Hoboken (1998)

7. Behrmann, G., David, A., Larsen, K.G.: A tutorial on UPPAAL. In: Bernardo, M., Corradini,
F. (eds.) SFM-RT 2004. LNCS, vol. 3185, pp. 200–236. Springer, Cham (2004). https://doi.
org/10.1007/978-3-540-30080-9 7

8. Bogachev, V.I.: Measure Theory, vol. 2. Springer, Heidelberg (2007). https://doi.org/10.
1007/978-3-540-34514-5

https://doi.org/10.1007/978-3-319-99154-2_2
https://doi.org/10.1145/3158668
https://doi.org/10.1109/ACC.2012.6314777
https://doi.org/10.1007/978-3-031-15077-7_4
https://doi.org/10.1007/978-3-031-15077-7_4
https://doi.org/10.3233/978-1-61499-627-9-1
https://doi.org/10.1007/978-3-540-30080-9_7
https://doi.org/10.1007/978-3-540-30080-9_7
https://doi.org/10.1007/978-3-540-34514-5
https://doi.org/10.1007/978-3-540-34514-5


Evaluating the Effectiveness of Digital Twins 37

9. Brosinsky, C., Westermann, D., Krebs, R.: Recent and prospective developments in power
system control centers: adapting the digital twin technology for application in power system
control centers. In: 2018 IEEE International Energy Conference (ENERGYCON), pp. 1–6
(2018). https://doi.org/10.1109/ENERGYCON.2018.8398846

10. Cassandras, C.G., Lygeros, J. (eds.): Stochastic Hybrid Systems. No. 24 in Control Engi-
neering, 1st edn. CRC Press, Boca Raton (2007). https://doi.org/10.1201/9781315221625

11. Castiglioni, V., Loreti, M., Tini, S.: How adaptive and reliable is your program? In: Peters,
K., Willemse, T.A.C. (eds.) FORTE 2021. LNCS, vol. 12719, pp. 60–79. Springer, Cham
(2021). https://doi.org/10.1007/978-3-030-78089-0 4

12. Castiglioni, V., Loreti, M., Tini, S.: RobTL: a temporal logic for the robustness of cyber-
physical systems. CoRR abs/2212.11158 (2022). https://doi.org/10.48550/arXiv.2212.11158

13. Castiglioni, V., Loreti, M., Tini, S.: A framework to measure the robustness of programs in
the unpredictable environment. Log. Methods Comput. Sci. 19(3) (2023). https://doi.org/10.
46298/LMCS-19(3:2)2023

14. Castiglioni, V., Loreti, M., Tini, S.: STARK: a software tool for the analysis of robustness
in the unknown environment. In: Jongmans, S.S., Lopes, A. (eds.) COORDINATION 2023.
LNCS, vol. 13908, pp. 115–132. Springer, Cham (2023). https://doi.org/10.1007/978-3-031-
35361-1 6

15. Castiglioni, V., Loreti, M., Tini, S.: Bio-STARK: a tool for the time-point robustness analysis
of biological systems. In: Proceedings of CMSB 2024. LNCS. Springer (2024, to appear)

16. Castiglioni, V., Loreti, M., Tini, S.: RobTL: robustness temporal logic for CPS. In: Proceed-
ings of CONCUR 2024. LIPIcs. Schloss Dagstuhl - Leibniz-Zentrum für Informatik (2024,
to appear)

17. Castiglioni, V., Loreti, M., Tini, S.: STARK: a tool for the analysis of CPSs robustness. Sci.
Comput. Program. 236, 103134 (2024). https://doi.org/10.1016/j.scico.2024.103134

18. Clarkson, M.R., Schneider, F.B.: Hyperproperties. J. Comput. Secur. 18(6), 1157–1210
(2010). https://doi.org/10.3233/JCS-2009-0393
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