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Abstract
The Internet of Things (IoT) is integrated into human life through its ability to connect
numerous devices via the internet anytime, anywhere, with anything and anyone intelligently
(Vermesan & Friess, 2013). On the one hand, it is demonstrated that the benefits of IoT on
health and wellbeing have increased the acceptance of IoT and accelerates the adoption of
smart devices in daily life (Kinsella & Mutchler, 2018). On the other hand, the risks
associated with hacking also escalate along with the increasing amount of data that is
shared between different devices (Arabo, 2015) due to the fact that users do not know who
collects and what happens to their data (Flaherty, 2014).

Nowadays, the risks associated with smart devices are not only related to privacy risk, but it
could also directly impact the users’ physical safety, also known as the cyber-physical attack
(Li, 2017). Ideally, users are provided with all risk-related information or warnings regarding
the utilization of products. So, they can decide whether to continue adopting these products
or not. Information about the benefits of smart devices is very likely to dominate the process
of determining a user’s intention. If people are provided with risk warning, then they will be
more likely take such a warning into account in their decision making.

Results showed providing a risk warning, either privacy or safety, could increase users
awareness about risk information and could influence their evaluation towards the smart
devices. However, no difference were found whether people received privacy warning or
safety warning. Perceived usefulness is the strong predictor in the present study. Adding risk
perception led to a small but statistically increase in the original TAM model. Risk perception
is already a good predictor if it is not combined with the original TAM predictors. A risk
warning moderated the effect of perceived risk and perceived usefulness on users attitude,
but it did not moderate the perceived ease of use. The (moderation) effect of safety warning
is stronger than privacy warning for perceived risk, while the effect of privacy warning is
slightly stronger for perceived usefulness.
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Does Cyber-Physical Risk Warning Really Matter in IoT
Investigate the Effect of Risk-Related Information
on User Attitude and Intention to Use IoT Devices

1.

INTRODUCTION

The Internet of Things (IoT) is integrated into human life through its ability to connect
numerous devices via the internet anytime, anywhere, with anything and anyone intelligently
(Vermesan & Friess, 2013). The number of IoT devices is predicted to increase significantly
in the future, which ranges from 25 to 50 billion in 2020 (Gartner, 2015; Lee & Lee, 2015;
Weinberg, Milne, Andonova, & Hajjat, 2015). This anticipated massive growth of IoT is
caused by various services offered by such devices to satisfy the needs of its users
(Saarikko, Westergren, & Blomquist, 2017). For instance, smart speakers can complete
multiple tasks (e.g., starting the coffee maker, turning on the lights, reading the day's
weather forecast) automatically with just a single voice command (Shin, Park, & Lee, 2018).
An example of a more complex IoT service is related to the auto-lock and unlock feature
which enable process algorithms to detect the presence of the users so that the feature is
only active when the users are in the vicinity of the system. The combination of individual
devices, each with its own functionality and services, makes people identify IoT as a smart
system and the devices involved as smart devices.

IoT services are highly dependent on the data because each data describe information
about a specific user (Potoglou, Dunkerley, Patil, & Robinson, 2017). The IoT network allows
smart devices to process and analyze data from users, so it can provide the best possible
service in line with the users' needs (Wilson, Hargreaves, & Hauxwell-Baldwin, 2017). The
more accurate the analysis and prediction of the device, the decision making process by
users will be more effective and efficient (Mahdavinejad et al., 2018). For instance, a remote
monitoring system can trigger health workers to immediately visit the location of a patient
who will have a heart attack before it occurs (Li, Hu, Zhang, 2017). Accurate information
about the location of the patient will obviously accelerate the responsiveness of health
workers to come to the right location, thus increasing the percentage of survivors, compared
to passive traditional healthcare.
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On the one hand, it is demonstrated that the benefits of IoT on health and wellbeing have
increased the acceptance of IoT and accelerates the adoption of smart devices in daily life
(Kinsella & Mutchler, 2018). On the other hand, the risks associated with hacking also
escalate along with the increasing amount of data that is shared between different devices
(Arabo, 2015) due to the fact that users do not know who collects and what happens to their
data (Flaherty, 2014). Since users do not have full control over their data on the internet,
they rely heavily on a reliable security system within IoT to ensure that their data is not stolen
or misused by unauthorized parties (Bruijn & Janssen, 2017). Unfortunately, Mukherjee and
Sahoo (2010) stated that there is always a potential risk associated with misuse of data
when using the internet. Previous studies found that cyber attackers can damage and
disable any IoT devices (Abomhara & Koien, 2015; Cerrudo, 2014; Grau, 2015). Cyber
attackers generally target the user's personal identifiable information (PII) for fraud (Sumner,
2015; Schwartz & Solove, 2011). The identity theft can be more dangerous when cyber
attackers use victim data to impersonate the victim and take advantage of another party who
has a social relationship with the victim. For instance, a hacker can pose as a victim’s
business partner and ask the victim to transfer money to another bank account (Perl, 2003).
Nowadays, cyber-attacks are not only limited to personal information, but also directly impact
the users’ physical safety, also known as the cyber-physical attack (Li, 2017; Rahmati,
Fernandes, Eykholt, & Prakash, 2018). In fact, Grau (2015) states that cyber attackers can
gain control over a variety of smart devices in the users’ home or even their bodies. He
provided an instance where cyber attackers simplify burglary attempt by logging into the
users' smart meter and makes it cut off electricity to the security system. Cyber attackers can
also exploit the users’ smart TV to remotely control the webcam (Sutherland, Read, & Xynos
2014; Lee & Kim, 2013) or actively listen to the surrounding conversations within a certain
radius, even when the user has turned off the smart TV (Nguyen, 2017; Michele & Karpow,
2014; Lee & Kim, 2013).

Ideally, users are provided with all risk-related information or warnings regarding the
utilization of products. For instance, cigarette packs are equipped with disturbing images to
exemplify the dangers of smoking. Based on the information, users can decide whether to
continue adopting these products or look for alternative devices with fewer risks. The risk
warning could also encourage users to find solutions that can reduce the impact of such
risks if they still decide to use these smart devices. It is assumed that the availability of riskrelated information related to the use of smart devices is very limited or even hardly given at
all. Novel users are more likely to rely on advertisements as well as terms and conditions to
obtain information about the smart devices. The Terms and Conditions Agreement is an
agreement between the manufacturer of the product and the user that may comprise the
2

terms, rules, special arrangements, terms and standards of a product. If users make use of a
product, then they are considered to agree to the terms contained therein as a consequence
of using its service (Websitepolicies, 2017). Unfortunately, information on advertisements is
more likely just about the benefits of such smart devices. While the terms and conditions
tend to only focus on asking users’ permission to retrieve their data. However, users are not
clearly notified about associated risks (e.g., that the smart device can be hacked). Users are
only informed that an unauthorized party can utilize their data; often through highly
complicated explanations in technical/legal language, which causes users to misunderstand
the information (Sayer, 2013). Consequently, information about the benefits of smart devices
is very likely to dominate the process of determining a user’s intention whether to use a
device or not. Information that only accentuates the positive value of the devices yield
positive expectations from users (Forero & Gomez, 2017), thus increasing the user's
propensity to utilize the product. While users who are a victim of the manufacturer not
exposing the real risks of using smart devices will be more likely to elicit a negative
perception, thus lowering their intention to adopt the smart devices. If people are provided
with risk warning, then they will be more likely take such a warning into account in their
decision making. If users are given a warning with a high level of risk, it is very likely to
increase their risk perception as well as produce a less favourable towards the IoT devices.
In addition, the extra warning is also very likely to reduce the users’ perception of benefits
towards utilizing such smart devices. The effect will be stronger when they realize that not
only their privacy is compromised, which is commonly known by some people, but their
physical safety can also be threatened. Therefore, it is important to investigate the effect of
providing additional risk-related information on the smart devices.

2.

THEORETICAL FRAMEWORK AND PRIOR RESEARCH

2.1

Technology Acceptance Model

The Technology Acceptance Model, also known as TAM, is an extensively-studied model
which explains a user's intention to use technology (Davis, 1989). The original TAM model
was initially tested on computer-related technologies in the workplace environment. In this
original TAM model, the extent to which technology can improve user performance
(perceived usefulness) and their ease of access to technology (perceived ease of use) are
the determinant factors for people to use the technologies (Davis, 1989; Luna, Ríos,
Liébana-Cabanillas, & Luna, 2017). From the definitions mentioned, it can be considered
that perceived usefulness and perceived ease of use represent the benefits obtained by
users when utilizing the technology. Of these two factors, most previous studies suggest that
3

perceived usefulness has been confirmed to be a strong predictor of user acceptance of IoTrelated technology (Joo & Sang, 2013; Park & Kim, 2014; Shin, Park, & Lee, 2018; Yildirim &
Ali-Eldin, 2018; Luna et al., 2017; Chuah et al., 2016).

In the context of which the original TAM was developed, namely in the office, users often
have not choice but to use the technology (Davis, 1989). In the context of IoT, users have
the freedom to decide for themselves, which, if any, smart devices they want to use. The
freedom of choosing amongst a large variety of different devices very likely affects their
enjoyment level because people tend to choose something that makes them feel
comfortable. Perceived enjoyment is the extent to which the use of smart devices can
provide personal satisfaction (Hsu & Lin, 2018) and offer a fun experience for users (Heijden,
2004). Kim, Park, & Choi (2017) categorized enjoyment as a variable that provide benefit to
the user. Park et al. (2017) incorporate enjoyment as a factor that influences the adoption of
smart home services. Chun et al. (2012) found that enjoyment and usefulness jointly affect
user intention to adopt the smartphone. Thus, perceived enjoyment can also be a factor that
influences users acceptance on smart devices.

Along with the ever-increasing development of technology and the emergence of IoT, the
original TAM model needs to be extended by adding new predictors (Legris, Ingham, &
Collerette, 2003) associated with IoT-related technologies (Ho et al., 2016). A risk perception
is one factor that can be taken into account when users interact with IoT-based technology
due to the uncertainty related to data security when smart devices are connected to the
internet (Arora, 2016). According to Renn and Benighaus (2013), a user's uncertainty about
the possible negative consequences when operating the technology can be categorized as
risk perception. Several studies related to the potential acceptance of IoT-based
technologies include perceived risks within its determinants (Kim, Park, & Choi, 2017; Park
et al., 2017; Yildirim & Ali-Eldin, 2018; Jacobsson, Boldt, & Carlsson, 2016). Among the
possible risks related to IoT, privacy risks are the most discussed by many studies (Luna et
al., 2017; Weber, 2010; Smith, Dinev, & Xu, 2011; Sicari, Rizzardi, Grieco, & Coen-Porisini,
2015; Kowatsch & Maass, 2012). Privacy risk in the context of IoT relates to one's concerns
about how personal data can be collected, stored, processed and disseminated (Kokolakis,
2017; Smith, Dinev, & Xu, 2011). According to Yildirim and Ali-Eldin (2018), privacy risk is
usually associated with security vulnerabilities and data leakage. Ernst and Ernst (2016)
found a negative correlation between privacy risk and user’s intention to use smart devices.
In addition to privacy, risk perception in the context of IoT usage in the home environment
also relates to user’s physical safety. Previous research also found a negative correlation
between safety risk and user assessment on technologies (Lu, Hsu, & Hsu, 2005). In other
4

words, the higher the likelihood of the risks perceived by users when using smart devices,
the lower their valuation of such technologies thereby decreasing the possibility of using
such devices.

In accordance with the original TAM model, previous studies that implemented the extended
TAM model in the IoT context also found a strong and positive correlation between attitude
towards technology and intention to use that technology (Park et al., 2017; Luna et al., 2017;
Kim, Park, & Choi, 2017). Chuah et al. (2016) define attitude towards the use of technology
as one's overall assessment of a smart device as well as the evaluation when he or she
uses such device, while Davis (1989) stated that the intention to adopt the technology
reflects a person's desire to start using technology. Previous study combined these variables
into a single dependent variable because these variables were found to be strongly
correlated (Kim & Hunter, 1993).

2.2

Research Aims

Most previous studies focused on the technology itself, namely how to build a secure IoT
system for the users (Jing, Vasilakos, Wan, Lu, & Qiu, 2014; Sfar, Natalizio, Challal, &
Chtourou, 2018; Yang, Wu, Yin, Li, & Zhao, 2017). Providing a warning is an effective tool
(Johnson et al., 2013) to increase the likelihood that such valuable information will be known
and used by users in the decision making process (Vigilante & Wogalter, 1997). Therefore,
the present study aims to investigate the extent to which providing a risk warning can affect
people's evaluation of technology. In accordance with the literature findings, the present
study includes the perceived risk and perceived enjoyment in addition to the determinant
factors in the original TAM. In this study, we differentiate perceived risk into privacy risk and
safety risk. Privacy risk in the present study is related to virtual data, while safety risk is
related to physical risk on users. After extensive research on the subject, it is found that this
model has not been applied in IoT context, particularly in combination with an experimental
condition in which risk information is manipulated. For this purposes, we utilized an online
survey where we provided people an overview of the functions and benefits of smart
devices. People have to imagine as if they already own two fully installed smart devices (i.e.,
smart TV and smart lock) and they are considering to buy another smart device (namely a
smart speaker). We manipulated the scenario by giving some people a warning, related to
either privacy or safety risk, as a consequence of using such devices. A third group of
participants—the control group—did not receive any risk-related information. To conclude,
the present study postulates the following research questions:

5

Question 1a: “To what extent do perception of privacy and security risks predict people’s
attitude towards and intention to use IoT in the home?”
In other words, we wanted to investigate the correlation between risk perceptions on the one
hand and attitude and intentions on the other. We expected that adding risk perception will
decrease people evaluation towards smart devices.

Figure 1. Conceptual Model for Question 1a.

Question 1b: “To what extent does the inclusion of privacy and safety-related risk
perceptions improve the predictive power of the TAM?“
In other words, we wanted to examine the increase in R2 (R-squared) when perceived
privacy and safety risks were added to the original TAM model. We expected that privacy
and safety warning could improve the predictive power of the original TAM.

Figure 2. Conceptual Model for Question 1b.

Question 2: “How does a privacy and safety warning affect people´s evaluations of IoT
devices?”
In other words, we investigate how providing a privacy or safety warning affects risk
perceptions, original TAM predictors (perceived usefulness and perceived ease of use),
enjoyment, and attitude/intention to use. Although in the previous studies, the effects of a
risk warning were tested in the context of laboratory equipment (Vigilante and Wogalter,
1997) and smoking (Johnson et al., 2013), we assumed that a similar effect can occur if
6

applied to smart devices. We expected that the effect of a safety warning will be stronger for
all variables than the privacy warning.

Figure 3. Conceptual Model for Question 2.

Question 3: “To what extent does providing privacy or safety warnings influence how strongly
individual risk perceptions and TAM predictors are weighted in the attitude
formation process ?”
In other words, we investigate whether providing a risk warning moderates the relation
between risk perceptions and TAM predictors (including perceived enjoyment) on the one
hand and attitude and intention to use on the other. We expected that the addition of riskrelated information will affect the process of determining user's intention whether to use the
smart devices or not.

Figure 4. Conceptual Model for Question 3.
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2

METHOD

2.1

Design

We employed a between-subject design in which participants were divided into three groups
(privacy, safety, control) by randomization. The privacy and safety groups received a
warning related to privacy and safety respectively, while the control group did not receive
any warning. The scenario and questionnaires are identical, except for the warnings. The
scenario consisted of a brief description that explains the function and benefits of smart
devices (smart TV, smart speaker, and smart lock). Participants were asked to empathize
with the scenario by imagining that they already had a smart TV and smart lock fully installed
in their home. In the scenario, participants were requested to imagine that they were
considering to buy a smart speaker, which they can afford to buy one, to combine it with the
smart TV and smart lock that they already have. For the manipulation scenario, we
presented a warning to the participants, either privacy or safety, based on expert advice to
convince them. The focus of the warning was on hacking the smart speakers which affects
the smart TV and smart lock. People who obtained a privacy warning were notified that their
private conversations inside their homes were recorded by unauthorized party, while people
who received a safety warning were informed that the unauthorized party could unlock doors
in their homes which allows others to access their house (see Appendix A section R and S
for more detailed scenarios). Although theoretically and practically possible, the hacks
described in the questionnaire to date have a low probability of occurring.

2.2

Participants and Demographics

An online survey tool, namely Limesurvey, was used to collect data for the study. A total of
1051 participants, mostly British, were recruited from Prolific Academic. Of all participants,
data filtering showed that 150 people did not complete the questionnaire. Because the
concentration and focus of participants were very important in this survey, participants were
given a statement that aimed to examine their attention while filling out the survey. Through
this statement, participants were instructed to tick the "very much" option from the five
existing Likert scale choices. Sixty-three participants did not follow this instruction and were
removed from the analysis as they were considered not to be focused on filling out the
questionnaire. Thus, a total of 213 participants were excluded completely from data analysis.
Therefore, 838 participants (332 males and 506 females) were included in the analysis. The
age range of participants was between 18 and 74 years (Mage = 36.78, SDage = 12.32), and
they were divided almost equally and randomly over the three conditions. The privacy group
contained 247 participants (105 male, 142 female; Mage = 36.0, SDage = 13.0) and the safety
8

group consisted of 240 participants (95 male, 145 female; Mage = 37.6, SDage = 12.1), while
266 participants (98 male, 168 female; Mage = 37.0, SDage = 12.0) were in the control group.
Because the survey is presented in English, participants required to have a good
comprehension of English.

Participants received on average 1.70 pounds compensation for filling in the questionnaires.
At first, 1.80-pound compensation was given to the first 40 participants to check whether the
allocation given for them to complete the survey (20 minutes) was sufficient or not. Based on
the interim results, participants only needed around 17 minutes to complete the survey. From
these results, a new survey link was launched but with compensation of 1.6 pounds.

In the present study, participants were not required to have experience using or owning
smart devices. Prior experience with smart devices was assessed by a questionnaire:
Almost all participants have never used smart locks (Mage = 33.8, SDage = 10.57), some of
them have used smart speakers (Mage = 34.05, SDage = 10.97), and many of them have used
smart TV (Mage = 35.83, SDage = 12.11).

2.3

Setting and Stimulus Materials

We provided the scenario and questionnaires for participants using Limesurvey. The exact
phrasing for each scenario was crucial for all groups. Scenarios were made with the
following structure: 1) introduce the smart devices, 2) provide the information related to the
functions and advantages of smart devices, 3) provide the warning related to privacy or
safety. In this scenario, participants were asked to assume that they were able to purchase
such smart devices (i.e., that they had the funds to do so).

2.4

Procedure

Before the survey began, participants were given an informed consent form which contained
general information and the procedure of the present study (Appendix A Section A).
Participants immediately exited the survey if they did not agree with the informed consent.
Participants were not given time limits during the survey. At first, participants had to fill in
demographic questions, such as their prolific ID to indicate that they are a member of Prolific
Academic, gender, age, country, whether they have children below the age of 18, and their
education level. In the survey, we first measured values of participants as a guiding principle
in their life. Participants were given sixty-three descriptions of different people where each
illustration was related to human values and they were asked to assess the extent to which
9

the person described represented themselves. All participants obtained the same description
but were differentiated according to their gender, meaning that the male subject was given to
male participants (e.g., it is important to him to be very successful), and vice versa for
women. However, the analysis of these values was not included in the present study.

Before proceeding to the next section, participants were given a 10-second mini break to
keep them focused and concentrate on completing the remainder of the questionnaire. After
that, they read the scenario and the additional risk-related information based on the groups
to which the participant was assigned. In the next section, various emotions were given to
participants and they were asked to describe their emotions when they imagined buying the
smart device. They also had to fill out the questions related to their behavioral intentions
(attitude, intention to use, and buying intention) towards the smart device, considering that
money was not an issue. After that, they needed to fill in a total of 23 questions related to
perceived risks and benefits. Participants were also asked to assess whether the scenario
given to them was realistic or not. Furthermore, participants had to answer a question related
to the scenario (e.g., “Did they read about an expert warning related to hacking?”) to check
whether they were serious when filling out a survey and understanding the contents of the
scenario or not. An additional question regarding the exact statement they read was only
displayed if they stated that there was an expert warning in the given scenario. Finally, they
were given other demographic questions related to their knowledge about the benefits and
risks of such smart devices, their experience using smart devices, and whether they ever
had negative experience related to hacking. In this section, there was a statement that asked
participants to choose a specific answer that aimed to check their focus and concentration.
They were debriefed and thanked before finishing the survey. Although this was not
mandatory in this part, they could also give comments or suggestions to improve the
questionnaire. However, the comments or suggestions from participants were not included in
the analysis.

The survey ended with participants clicking on a given link which directed them to the Prolific
Academic page. Participants received compensation from Prolific Academic for their
contribution. The total duration of the survey was around 20 minutes.

2.5

Measurements

We used multi-item scales to measure the model constructs. Some other things were also
measured in the questionnaires but were not relevant to the current study. In this study, we
only focus on items related to perceived risks, perceived benefits, and the attitude (consist of
10

attitude and intentions). Twenty-three items were used to measure perceived benefits
(usefulness, ease of use, enjoyment) and perceived risks (privacy and safety), which were
adapted from previously validated TAM studies (Davis, 1989; Luna, Ríos, LiébanaCabanillas, & Luna, 2017). In this part, participants were asked to evaluate the extent to
which the addition of a smart speaker influenced their perceived risks, perceived benefits,
and their attitude. These questionnaire items were varied with 7-Likert scale answer choices
according to the category whether it is a benefit or risk. Words and phrases from the original
questionnaires were modified to fit the context of general use of smart devices and the
experimental task in this study. The "I do not know" option is also given for each question
related to perceived risk and benefits. The complete list of questionnaire items used in this
study can be found in the Appendix A.

We also used the items in manipulation questions in order to filter participants. There were
two manipulation questions in the present study. The first manipulation question were
provided with three answer choices, namely “No, there was no such message in the text”,
“Yes, there was such a message in the text”, or “I don’t know/I don’t remember”. While the
second manipulation were provided with four answer choices, videlicet a warning related to
privacy, a warning related to safety, “None of these“ warning was given, and “I don’t know/I
don’t remember”.

2.5.1 Items for Privacy Risk
Four items were used to measure privacy risk. All statements about privacy were related to
how important the personal data of participants should not be known to others. Participants
were asked to reflect their opinion on the extent to which they thought adding the smart
speaker in their home would have several outcomes. Instances of the measured statements
are “strongly increase the risk of having sensitive information about myself being shared with
stranger“ (score 1), “neither increase, nor reduce, the risk of having sensitive information
about myself shared with strangers” (score 4), and “strongly reduce the risk of having
sensitive information about myself being shared with strangers“ (score 7). All privacy
perception items were re-coded before the analysis so that a high scores reflects
perceptions of more severe risks.

2.5.2 Items for Safety Risk
Four items were used to measure safety risk. All statements in this section were related to
how important participants prioritize their physical security. The lower score indicated the
higher perceived safety risk, and vice versa. Participants were asked to reflect their opinion
on the extent to which they thought adding the smart speaker in their home would have
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several outcomes. Instances of the measured statements are “make my home a much riskier
place“ (score 1), “make my home neither a riskier, nor a more safe place” (score 4), and
“make my home a much safer place“ (score 7). All safety perception items were re-coded
before the analysis so that a high scores reflects perceptions of more severe risks.

2.5.3 Items for Usefulness
Four items were used to measure perceived usefulness. All statements about perceived
usefulness were related to the extent to which users believe that using the smart speaker
would enhance their performance. Participants were asked to reflect their opinion on the
extent to which they thought adding the smart speaker in their home would have several
outcomes. Instances of the measured statements are “not be of any use to me“ (score 1),
“moderately be of use to me” (score 4), and “be very useful to me“ (score 7).

2.5.4 Items for Ease of Use
Four items were used to measure perceived ease of use. All statements about perceived
ease of use were related to the extent to which users believe that using the smart speaker
would be free from effort. Participants were asked to reflect their opinion on the extent to
which they thought adding the smart speaker in their home would have several outcomes.
Instances of the measured statements are “be very difficult to install for me“ (score 1), “be
neither difficult, nor easy, to install for me” (score 4), and “be very easy to install for me“
(score 7).

2.5.5 Items for Enjoyment
Seven items were used to measure perceived enjoyment. All statements about perceived
enjoyment were related to the extent to which an additional smart speaker provides users
with pleasure and satisfaction. Participants were asked to reflect their opinion on the extent
to which they thought adding the smart speaker in their home would have several outcomes.
Instances of the measured statements are “make my life much less fun“ (score 1), “neither
make my life less, nor more, fun” (score 4), and “make my life much more fun“ (score 7).

2.5.6 Items for Attitude
Three items were used to measure the attitude. All questions about the attitude were related
to the extent to which users assessed smart speakers, if this device was combined with the
smart devices (smart TV and smart lock) as described in the scenario. Instances of the
measured statements are “I think adding a smart speaker is a very bad idea“ (score 1), “I
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think adding a smart speaker is neither a bad, nor a good, idea” (score 4), and “I think adding
a smart speaker is a very good idea“ (score 7).

2.5.7 Items for Intention to Use
One item was used to measure intention to use the smart devices. The question about the
intention to use was “If a friend or relative gives you the Smart Speaker as a gift, how likely is
it that you would install it within three months after you receive it?” Instances of the
measured statements were “Very unlikely“ (score 1), “Neither likely, nor unlikely” (score 4),
and “Very likely“ (score 7).

2.5.8 Additional Questions
Participants were given several questions regarding their knowledge about the benefits and
risks of using smart devices, stating “Before you received the request to fill in this
questionnaire, how much did you know about [benefits], [privacy risks], [safety risks] of such
smart devices, and [measures that help to prevent hacking]”. This question had five possible
answers: “Very little”, “Somewhat little”, “Not little, not much”, “Somewhat much”, “Very
much”. Few questions related to their experience using smart devices and whether they ever
experienced their data is hacked were also asked. For instance, “Have you ever used the
smart devices (smart TV, smart speaker, smart lock, or other devices) before?” and “Did they
ever personally experienced some kind of hack?”. For all additional questions, see Appendix
A section X to Z.
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3.

RESULTS

3.1

Data Filtering

Before turning to the hypothesis testing, we filtered the data by checking whether
participants paid sufficient attention to the scenario. We also we wanted to check whether
participants really took into account the given warnings or not.

Firstly, we provide two manipulation questions for all participants after receiving the scenario.
The second manipulation question was only appeared if participants answered the first
manipulation question with the “Yes” option. For the first manipulation question, participants
were asked whether they read about an expert warning related to hacking or not. We
expected participants who were in the manipulation conditions (either privacy or safety
group) answered a “Yes” option because they received such warning, whereas people who
were in the control group should not answer the “Yes” option. We were very strict with
filtering the first manipulation question because the manipulation group clearly received a
warning, while the control group did not receive any warning. Forty-four people (5,8%) failed
to answer correctly the question and no one answered the “I don’t know” option, so they
were excluded completely from the data analysis. The second manipulation question was
asked about the exact warning that participants received. In this part, the data filtering was
less strict than with the first manipulation question because it would be very difficult for
participants to remember the warning precisely which caused them very likely to give the
wrong answer. We only expected people not to choose “None of these“ option because we
assumed that they did not take the warning into account. We were a bit lenient for users who
answered “I don’t know/I don’t remember” option because we assumed that they were
confused about choosing between two warning choices or they still remembered the warning
but not precisely. Since only 32 participants chose the “None of these“ warning option, we
report with and without these people in the data analysis. We classified them as careless
people in the data analysis.

Secondly, we checked the questions in perceived risk and benefit section. Because the
questions in this section were crucial for this study. We expected participants answered 55%
of the likert-scale options (other than “I don’t know” option) in this part. Participants who
chose 40% (10 out of 23 questions) with “I don’t know” were excluded because we assumed
that they did not take the survey seriously. We only found 4 people who answered too many
“I don’t know” option and they were deleted from data analysis.
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Thirdly, 5 people were categorized as extreme people in answering the questions because
they only answered the leftmost, the rightmost, or the middle column. They were excluded
due to they did not seriously filling out the survey.

3.2

Validity and Reliability Check

To evaluate the validity of the items, factor analysis was used. We analysed predictors
separately from the dependent variable. We used principal-component factor method with an
oblique promax rotation combined with Kaiser Normality correction to analyze the correlation
matrix. In the first round of factor analysis, the eigenvalues suggested four retained factors.
Due to low communalities, we also tried another round of factor analysis with 5 retained
factors. Result showed that there were high uniqueness in a few variables. Uniqueness is
the variance that is not shared with other variables. Then, we tried another round of factor
analysis with 3 retained factors and the communalities were high (see Table 1). We dropped
a few items in order to get an optimal factor solution.

Table 1. Factor Loading for All Predictors
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Table 2. Factor Loading for the Dependent Variable

Based on the result of factor analysis, 7 constructs that were used in the model could be
merged into 3 constructs. The factor loading for attitude, intention to use, and purchase
intention are very high (more than 0.8). Thus, the factor analysis suggested those three
factors could be combined into one dependent variable, namely Attitude towards the smart
devices in the present study (see Table 2). Perceived usefulness and perceived enjoyment
can also be classified into one factor, namely perceived usefulness. More complete results
related to factor analysis can be seen in table 1.

Descriptive statistics of all measured constructs were reported in Table 3. The means ranged
from 3.26 to 5.64, suggesting that participants generally had positive impressions of smart
devices.
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Table 3. Descriptive Analysis of the Construct

To evaluate the reliability of the items in factor analysis, Cronbach’s alphas was used.
Cronbach's alphas for the 9 perceived usefulness items and 2 perceived ease of use items
were .92 and .77, respectively. The perceived risk subscale consisted of 8 items (α = .93).
The attitude inventory was found to be highly reliable (5 items; α = .91).

3.3

Outlier Analysis and Sample Distribution

The presence of possible outliers in the data was checked through the statistical means.
With regard to the statistical means, standardized z-scores were computed for scores on
perceived risk, perceived useful, perceived ease of use, and attitude. The result showed that
7 people were categorized as outliers because they were located outside of standardized zscores. In the data analysis, we ran the analysis twice, with and without these outliers, and
we will report on the difference.

3.4

The Effect of Adding Risk Perceptions to the original TAM Model

3.4.1 The Correlation between Risk Perception and the Dependent Variable
In order to answer the first question, which are presented in the introduction section, a
hierarchical regression was conducted. To be stricter in a large dataset, we were looking at p
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< .01 as a reference for all analyses in the present study. Firstly, we checked the correlation
between the predictors and the dependent variable. The correlation between all predictors
and the attitude are moderately high (r > 0.6), except for perceived ease of use. The
perceived risk (that consisted of privacy and safety risk) was negatively correlated with the
attitude, with r = -0.66 (see table 4). The risk perception explained 44% of the variance on
attitude. As expected, adding risk perception will decrease people evaluation towards smart
devices. There were no multicollinearity since the correlation between predictors were below
.07.

Table 4. Correlation

3.4.2 Checking the Assumption
The residuals had a normal distribution as determined with a Shapiro-Wilk test, with W = .99
and p < .001. Since the present study has large sample size, we focus on the W score of a
Shapiro-Wilk test and disregarded the p-value. Both graphical inspection of the residuals, as
well as a Breusch-Pagan/Cook-Weisberg test for heteroscedasticity, with χ2(1) = 2.07 and p
= 0.15, suggested a support of homoscedascity. Therefore, hierarchical regression could be
safely conducted. Several outliers were detected, both on the residuals as well as on the
predictors (i.e., hat elements). However, there were no influential data points, with all Cook’s
distances ≤ 0.1, and running the regression with outliers removed did not affect the
interpretation of the regression outcomes.

3.4.3 The Inclusion of Risk Perception into the Original TAM
In the first step of hierarchical regression, perceived usefulness and perceived ease of use
were included as predictors. In the second step, perceived risk (consisting of privacy risk and
safety risk) was included.
We were able to predict R2 = 58.77% of the variance in Attitude with the original TAM
predictor. Adding perceived risk to the model led to a statistically significant increase in
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predictive power with ∆R2 = 7,8 % and p < .001 (see Table 5). So, we could predict R2 =
66.57% of all the variance in the data after the inclusion of risk perception. The perceived
risk itself (without being combined with perceived usefulness and perceived ease of use) is
already a good predictor on attitude, with R2 = 43.23% and p < .001.

Of the three predictors, we found perceived risk and perceived usefulness are statistically
significant. Perceived usefulness has a positive effect on attitude, but conversely for
perceived risk. By using the semipartial correlation, we wanted to check the unique
correlation between a predictor (that is not explained by another predictor) and the
dependent variable. The semipartial correlation for perceived risk and perceived usefulness
are -.28 and .46 respectively. In other words, 7.8% and 20.77% of the variance in attitude
are uniquely explained by risk perception and perceived usefulness respectively. With an R2
of 66.57%, we calculated that 66.57% - 7.8% - 20.77% = 38% of the variance can be
explained by more than one predictor. There was no significant difference when careless
people (32 people who failed to answer correctly the second manipulation question) were
included in the data analysis.

To conclude, the increase in predictive power if perceived risk was added to the original TAM
model, although statistically significant, was small, with ∆R2 = 7.8% and p < .001. In other
words, perceived risk added a very small but significant of the variance on attitude. However,
the predictive power of risk is also relatively high (with R2 = 43.23%), if it is not combined
with the original TAM variables. The result was in line with our expectation that risk
perceptions improve the predictive power of the TAM. Furthermore, we also found that
perceived usefulness was a better predictor on attitude than perceived risk. The full results
can be seen in the table 5.
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Table 5. Hierarchical Multiple Regression Prediction Attitude

3.5

The Effect of Warnings on Attitude and All Predictors

To answer the second question, several contrast analysis were conducted on the 1 by 3
(warning: privacy, safety, and control) between-subject experimental design with Attitude as
the dependent variable. All analysis were performed by specifying the manovatest postestimation command of the Manova procedure in STATA/IC 14.0 for Windows (Haans,
2018).

3.5.1 Checking the Assumption
Assumptions of normality and homogeneity of variances were met. Although the ShapiroWilk tests was statistically significant for most groups, with W ≥ 0.96 for each manipulation
condition affect the data approximate the normal distribution sufficiently to conduct ANOVA
and Contrast Analysis. Levene’s test for homogeneity of variances was not found to be
statistically significant with F(2,750) = 1.98 and p = .14. There were seven outliers, with
|z|>3, but since the removal of these outliers did not influence the interpretation of the
various tests, results are presented with all outliers included.

3.5.2. Group with a Warning vs Group without any Warning
3.5.2.1 The effect of Risk Warning on Attitude
The first theory-driven expectation was that people were expected to have a more negative
attitude when they obtained a risk warning, either privacy or safety warning, than people who
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did not receive any warning. The theoretical prediction related to the attitude was supported
by the empirical data with the contrast estimate C = 1.00, SScontrast = 175.09, F(1, 750) =
61.98, p < .001. The C estimate is the observed difference between the two means, which
could also be interpreted as unstandardized effect size. The empirical data explained about
η2alerting = 98.44% of the variance associated with the attitude. η2 alerting tells how much of the
variance that we found is explained by our theoretical prediction.

3.5.2.2 The effect of Risk Warning on Perceived Risk
People were expected to have higher perceived risk when they obtained a risk warning than
people who did not receive any warning. The theoretical prediction related to perceived risk
was supported by the empirical data with the contrast estimate C = 0.42, SScontrast = 32.79,
F(1, 750) = 18.34, p < .001. The empirical data explained about η2 alerting = 93.90% of the
variance associated with the perceived risk.

3.5.2.3 The effect of Risk Warning on Perceived Usefulness
People were expected to have lower perceived usefulness when they obtained a risk
warning than people who did not receive any warning. The theoretical prediction related to
perceived usefulness was supported by the empirical data with the contrast estimate C =
0.34, SScontrast = 19.33, F(1, 750) = 11.30, p < .001. The empirical data explained about
η2alerting = 99.99% of the variance associated with the perceived usefulness.

3.5.2.4 The effect of Risk Warning on Perceived Ease of Use
People were expected to have lower perceived ease of use when they obtained a risk
warning than people who did not receive such warning. The theoretical prediction related to
perceived ease of use was not supported by the empirical data with the contrast estimate C
= -0.11, SScontrast = 8.01, F(1, 750) = 0.76, p = 0.39. The empirical data explained about
η2alerting = 23.62% of the variance associated with the perceived ease of use.

3.5.3. Safety Warning vs Privacy Warning
3.5.3.1 The effect of Safety Warning on Attitude
The second theory-driven expectation was that people were expected to have a more
negative attitude when they obtained a safety warning than people who received a privacy
warning. The theoretical prediction related to the attitude was not supported by the empirical
data with the contrast estimate C = 0.16, SScontrast = 175.09, F(1, 750) = 1.12, p = .29.
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3.5.3.2 The effect of Safety Warning on Perceived Risk
People were expected to have higher perceived risk when they obtained a safety warning
than people who received a privacy warning. The theoretical prediction related to perceived
risk was not supported by the empirical data with the contrast estimate C = 0.13, SS contrast =
32.79, F(1, 750) = 1.27, p = .26.

3.5.3.3 The effect of Safety Warning on Perceived Usefulness
People were expected to have lower perceived usefulness when they obtained a safety
warning than people who received a privacy warning. The theoretical prediction related to
perceived usefulness was not supported by the empirical data with the contrast estimate C <
0.01, SScontrast = 19.33, F(1, 750) < 0.01, p = .99.

3.5.3.4 The effect of Safety Warning on Perceived Ease of Use
People were expected to have lower perceived ease of use when they obtained a safety
warning than people who received a privacy warning. The theoretical prediction related to
perceived ease of use was not supported by the empirical data with the contrast estimate C
= 0.22, SScontrast = 8.01, F(1, 750) = 1.12, p = .12.

To conclude, all our expectations regarding the effect of risk warning (either privacy or safety
warning) on attitude and all predictors in the present study were supported by the empirical
data, except for the perceived ease of use. The empirical data almost explained all of the
variance (η2alerting > 94%) in attitude and all predictors, except for perceived ease of use. In
other words, providing either privacy or safety warning of using IoT devices could increase
the risk perception but decrease the perceived usefulness of participants, which led to a
more negative attitude towards the devices. There was no significant difference when
careless people were included in the data analysis. However, our expectations regarding the
effect of safety warning on attitude and all predictors is higher than the privacy warning, were
not supported by the empirical data.

3.6

Risk Warnings Moderate the Effect of All Predictors on Attitude

To answer the third question, a multiple moderated regression was performed. The
perceived risk, perceived usefulness, and perceived ease of use were the predictors, while
extra warnings (with dummy variables) as the moderators in this analysis.
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Assumptions of normality and homogeneity of variances were met. Therefore, moderated
regression could be safely conducted. Several outliers were detected, both on the residuals
as well as on the predictors (i.e., hat elements). However, there were no influential data
points, with all Cook’s distances ≤ 0.1, and running the regression with outliers removed did
not affect the interpretation of the regression outcomes.

On average, people have a positive attitude towards the smart devices. Perceived risk have
a negative effect on attitude, while perceived usefulness have a positive effect on attitude.
Both warnings (privacy and safety) have a negative correlation with the attitude. Without a
risk warning, people rely more on perceived usefulness than on perceived risk. All predictors,
including moderator, predicted a statistically significant proportion of the variance on
intention, with R2 = 70,9%, F(11, 741) = 164.15, and p < .001, except for perceived ease of
use (see Table 6). There was no significant difference when careless people were included
in the data analysis. As expected, both warnings (privacy and safety) moderated the effect of
perceived risk and perceived usefulness on users attitude. The increase in predictive power
if moderator was added, although statistically significant, was small, with ∆R2 = 4.33% and p
< .001. The (moderation) effect of safety warning is stronger than privacy warning for
perceived risk. The effect of privacy warning is slightly stronger for perceived usefulness. On
the contrary with our expectation, risk warnings did not moderate the effect of perceived
ease of use on attitude. The full results can be seen in the table 6.
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Table 6. Predictors of Attitude towards Smart Devices

4.

DISCUSSION

4.1

General Discussion

The aim of present study was to investigate the extent to which providing a risk warning can
affect people's evaluation of technology. The present study manipulated risk information
which has not been applied in IoT context, particularly in combination with an experimental
condition.

Based on the result from factor analysis, several variables could be merge into a single
variable. Attitude, intention to use and buying intention could be combined into a single
variable named Attitude. This result is in accordance with previous studies which stated that
Attitude, intention to use, and buying intention were found to be strongly correlated (Park et
al., 2017; Luna et al., 2017; Kim, Park, & Choi, 2017) and could be represented as a single
variable (Kim & Hunter, 1993). Perceived usefulness and perceived enjoyment could also be
merged into a single variable called perceived usefulness. It was assumed that people could
not differentiate perceived usefulness and perceived enjoyment in the IoT context. In the
present study, people did not really use the smart devices so they have difficulty to
distinguish between usefulness and enjoyment when using these devices. They just
attempted to imagine how the functions and advantages of such devices. Based on
demographic data, most people have never used smart speakers and smart lock. Thus, they
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only rely on the explanation in the scenario. One could think that the functions and
advantages of the smart devices described in the scenario were related to perceived
usefulness. To be able to feel the enjoyment of using a smart device, people have to use it.
Furthermore, perceived privacy risk and perceived safety risk could be combined into a
single variable called perceived risk, which was the opposite of our expectation. We
expected that perceived privacy and safety risk can be different from one another. The
reason might be because people could think privacy and safety perception are highly
correlated. People can assume that the privacy risk in a scenario could also have an impact
on their safety, and vice versa. Another reason might be because most participants never
personally experienced being hacked. Demographic data of participants showed that only
12.1% of the total participants have personally experienced being hacked. Thus, they found
a difficulty to distinguish between perceptions of privacy and safety.

4.2

Adding Risk Perceptions to the original TAM

Based on the result section, as expected, adding risk perception will decrease people
evaluation towards smart devices. Perceived risk only added a very small but significant of
the variance on attitude because there is intercorrelation with perceived usefulness (r = .56),
so variance explained by perceive risk only adds little to the R2. This result is in accordance
with previous study (Lu, Hsu, & Hsu, 2005). It is indicated that the higher the risk perception
when using smart devices, the lower people evaluate such devices. Furthermore, risk
perceptions improve the predictive power of the original TAM, which also in line with our
expectation. The risk perception was already a good predictor, if it was not combined with
the original TAM variables. Furthermore, we also found that 7.8% and 20.77% of the
variance in attitude are uniquely explained by risk perception and perceived usefulness
respectively. This result is accordance with many previous studies (Joo & Sang, 2013; Park
& Kim, 2014; Shin, Park, & Lee, 2018; Yildirim & Ali-Eldin, 2018; Luna et al., 2017; Chuah et
al., 2016) which indicated that perceived usefulness was a better predictor on attitude than
perceived risk.

4.3

The Effect of Warnings on Attitude and All Predictors

As expected, the effect of risk warning (either privacy or safety warning) on attitude and all
predictors in the present study were supported by the empirical data, except for the
perceived ease of use. In general, this result is in accordance with previous studies (Johnson
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et al., 2013; Vigilante & Wogalter, 1997) even though it is implemented in the context of IoT.
It is indicated that providing a risk warning, either privacy or safety warning, is an effective
way to increase users awareness about risk information and could influence their evaluation
towards the smart devices. Perceived ease of use was found not statistically significant
because the description in the scenario because the explanation in the scenario, especially
the warning section, did not really explain how easy or difficult users use the smart device. In
addition, users were also asked to imagine the ease of using these smart devices, while
most of them have never used such devices.

The effect of safety warning in particular on attitude and all predictors in the present study
were not supported by the empirical data. This finding is not consistent with the previous
study (Lu, Hsu, & Hsu, 2005) which state that safety risk had a negative correlation with user
assessment on technologies. It is indicate that people could not differentiate the privacy and
safety warning in the present study. The reason could be because we provided an example
in the manipulation scenario which stated that a hacker may gain access to one of the smart
device for both warnings. People generally considered a hacker to be very related to stealing
one’s personal data or privacy risk. So, people could assume that the cause was similar,
namely hackers, even though the consequence of the two warnings was different.

4.4

Risk Warnings as a Moderator

Based on the result, on average, people have a positive attitude towards the smart devices.
Perceived risk have a negative effect on attitude, while perceived usefulness have a positive
effect on attitude. The effect of perceived ease of use was found not statistically significant
on attitude. As expected, both warnings (privacy and safety) moderated the effect of
perceived risk and perceived usefulness on users attitude. The (moderation) effect of safety
warning is stronger than privacy warning for perceived risk, while the effect of privacy
warning is slightly stronger for perceived usefulness. On the contrary with our expectation,
risk warnings did not moderate the effect of perceived ease of use on attitude.

4.5

Limitation and Future Research

The present study has several limitations. Firstly, the scenario given to users was an
imagery scenario, but not a real scenario. Participants can only imagine having and using
smart devices in the scenario, but they did not actually use these devices. The results could
be different if people really experiencing a hacking incident, and the associated privacy or
safety consequence. Furthermore, most of the participants have never used the smart
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device described in the scenario. These conditions greatly affected participants, especially in
terms of how easy and how satisfied they were using the smart devices. Their risk
perception was also lower than if they experience real scenarios. To be able to feel the ease
and enjoyment of using a smart device, people have to use it. Secondly, the scenario given
to participants was not equipped with appropriate image visualization. So that participants
have difficulty imagining the manipulation of conditions and the possible risk that described.
Future study can implement real scenarios where participants actually use the smart devices
and they are also experiencing conditions where their data is hacked. An alternative and
cheaper scenario (than the previous one) for future study is the scenario could be added with
picture or video about the hacking procedure. So, it will assist users to better visualize the
scenario. Thirdly, the present study only included three smart devices, whereas there are
various IoT devices that can also used in the study. Finally, the present study only using five
predictors and disregard the money variable. The present study assumed that every users
could afford to buy the smart device. As a result, users evaluation of smart devices are more
positive and their tendency to use smart devices is higher. Future study could also include
perceived cost (related to the money) as a predictor. Money generally could be a
determining factor when people decide to buy a smart device where the price is relatively
expensive. People will consider the risks they will receive before buying a product because
they do not want to waste their money on products that harm them.

4.6

Implication

The result showed that it is important to provide a risk warning on smart devices in order to
protect users from potential risks that could be occur after users purchase the products. As a
matter of fact, providing a safety warning will have a stronger effect on users attitude and
whether they want to purchase the devices or not. Nowadays, users are always become the
victims of the manufacturer not exposing the real risks of using smart devices because they
can only realize the real risk after they purchase the product. A risk warning can be used as
a preventive measure so that users will not harmed. Users could also find other smart
devices with fewer risks which suits their needs. In addition, due to very little publications in
this field, the findings in this study can encourage people to focus on researching this topic
especially in the user perspective.
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5.

Conclusion

Results showed that providing a risk warning, either privacy or safety, could increase users
awareness about risk information and could influence their evaluation towards the smart
devices. However, no difference were found whether people received privacy warning or
safety warning. Perceived usefulness is the strong predictor in the present study. Adding risk
perception led to a small but statistically increase in the original TAM model. Risk perception
is already a good predictor if it is not combined with the original TAM predictors. A risk
warning moderated the effect of perceived risk and perceived usefulness on users’ attitude,
but it did not moderate the perceived ease of use. The (moderation) effect of safety warning
is stronger than privacy warning for perceived risk, while the effect of privacy warning is
slightly stronger for perceived usefulness. Future research, specifically involving better
visualization of users related to hacking activity, is needed to observe a stronger effect.
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Welcome to our survey on smart devices.
Please note that you cannot go back to the previous page when filling in the questionnaire.
Please do not use the back function.

Please click Next to start.

Section A: Informed Consent
We are really sorry that you cannot take part in this survey.

A1.

Informed consent form
This document gives you information about the study “Smart Devices”. Before the study begins, it is important that
you learn about the procedure followed in this study and that you give your informed consent for voluntary
participation. Please read this document carefully.

Aim and benefit of the study
The aim of this study is to measure how people evaluate and decide to use a new smart device in their home
environment. This information is used to gain insights into how people make decisions about smart devices.

This study is performed by Ramayuda Rahmad, a student under the supervision of Nicole Huijts and Antal Haans of
the Human-Technology Interaction group.

Procedure
In the study you will be asked to answer a number of questions and to envision a certain scenario. Please take your
time to read the scenario carefully and answer the questions.

Risks
The study does not involve any risks or detrimental side effects.

Section B: Exit
Please close the page and the browser to exit the survey.
Thank you for your time !

Section C:
C1.

Please enter your prolific ID

C2.

What is your gender (or the gender you identify with most)?
Female
Male

C3.

What is your age ?

C4.

What is your country of origin?

C5.

Do you have children below the age of 18 living with you?
Yes
No
Other/Don’t want to say

C6.

What is the highest degree or level of school you have completed?
If currently enrolled, then pick the highest degree completed.
No schooling completed
Nursery school to 8th grade
Some high school, no diploma
High school graduate, diploma or the equivalent (for example: GED)
Some college credit, no degree
Trade/technical/vocational training
Associate degree
Bachelor’s degree
Master’s degree
Professional degree
Doctorate degree
Other/I don’t want to say

Section D:
D1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

1. It is important to him to form his views independently
2. It is important to him that his country is secure and stable
3. It is important to him to have a good time
4. It is important to him to avoid upsetting other people
5. It is important to him that the weak and vulnerable in society be protected
6. It is important to him to protect his privacy
7. It is important to him that people do what he says they should

Notlike
me

A
littlelike
me

Moderatel
ylike me Like me

Very
muchlike
me

D2.
Notlike
me at all

8. It is important to him never to think he deserves more than other people
9. It is important to him to care for nature
10. It is important to him that no one should ever shame him
11. It is important to him always to look for different things to do
12. It is important to him to take care of people he is close to
13. It is important to him to have the power that money can bring

Notlike
me

A
littlelike
me

Moderatel
ylike me Like me

Very
muchlike
me

Section E:
E1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

14. It is important to him to not share personal information (for example about personal
preferences, one’s health, or political and religious beliefs) with unknown
others
15. It is important to him to avoid disease and protect his health
16. It is important to him to be tolerant toward all kinds of people and groups
17. It is important to him never to violate rules or regulations
18. It is important to him to make his own decisions about his life
19. It is important to him to have ambitions in life
20. It is important to him to maintain traditional values and ways of thinking

Notlike
me

A
littlelike
me

Moderatel
ylike me Like me

Very
muchlike
me

E2.
Notlike
me at all

21. It is important to him that people he knows have full confidence in him
22. It is important to him to have full control over who accesses personal information about him
23. It is important to him to be wealthy
24. It is important to him to take part in activities to defend nature
25. It is important to him never to annoy anyone
26. It is important to him to develop his own opinions

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section F:
F1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

27. It is important to him to protect his public image
28. It is very important to him to help the people dear to him
29. It is important to him to be personally safe and secure
30. It is important to him to be a dependable and trustworthy friend
31. It is important to him to take risks that make life exciting
32. It is important to him to have the power to make people do what he wants
33. It is important to him to protect the safety of his home

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

F2.
Notlike
me at all

34. It is important to him to plan his activities independently
35. It is important to him to follow rules even when no-one is watching
36. It is important to him to be very successful
37. It is important to him to follow his family’s customs or the customs of a religion
38. It is important to him to listen to and understand people who are different from him
39. It is important to him to have a strong state that can defend its citizens

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section G:
G1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

40. It is important to him to enjoy life’s pleasures
41. It is important to him that every person in the world has equal opportunities in life
42. It is important to him to be humble
43. It is important to him to figure things out himself
44. It is important to him to honor the traditional practices of his culture
45. It is important to him to ensure that his home is a safe place for him and his beloved ones
46. It is important to him to be the one who tells others what to do

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

G2.
Notlike
me at all

47. It is important to him to obey all the laws
48. It is important to him to have all sorts of new experiences
49. It is important to him to own expensive things that show his wealth
50. It is important to him to protect the natural environment from destruction or pollution
51. It is important to him to take advantage of every opportunity to have fun
52. It is important to him to concern himself with every need of his dear ones

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section H:
H1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

53. It is important to him that people recognize what he achieves
54. It is important to him never to be humiliated
55. It is important to him that his country protect itself against all threats
56. It is important to him to ensure that his home environment is not physically intruded by others
57. It is important to him never to make other people angry
58. It is important to him that everyone be treated justly, even people he doesn’t know

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

H2.
Notlike
me at all

59. It is important to him to avoid anything dangerous
60. It is important to him to be satisfied with what he has and not ask for more
61. It is important to him that all his friends and family can rely on him completely
62. It is important to him to be free to choose what he does by himself
63. It is important to him to accept people even when he disagrees with them

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section I:
I1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

1. It is important to her to form her views independently
2. It is important to her that her country is secure and stable
3. It is important to her to have a good time
4. It is important to her to avoid upsetting other people
5. It is important to her that the weak and vulnerable in society be protected
6. It is important to her to protect her privacy
7. It is important to her that people do what she says they should

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

I2.
Notlike
me at all

8. It is important to her never to think she deserves more than other people
9. It is important to her to care for nature
10. It is important to her that no one should ever shame her
11. It is important to her always to look for different things to do
12. It is important to her to take care of people she is close to
13. It is important to her to have the power that money can bring

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section J:
J1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

14. It is important to her to not share personal information (for example about personal preferences,
one’s health, or political and religious beliefs) with unknown others
15. It is important to her to avoid disease and protect her health
16. It is important to her to be tolerant toward all kinds of people and groups
17. It is important to her never to violate rules or regulations
18. It is important to her to make her own decisions about her life
19. It is important to her to have ambitions in life
20. It is important to her to maintain traditional values and ways of thinking

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

J2.
Notlike
me at all

21. It is important to her that people she knows have full confidence in her
22. It is important to her to have full control over who accesses personal information about her
23. It is important to her to be wealthy
24. It is important to her to take part in activities to defend nature
25. It is important to her never to annoy anyone
26. It is important to her to develop her own opinions

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section K:
K1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

27. It is important to her to protect her public image
28. It is important to her to help the people dear to her
29. It is important to her to be personally safe and secure
30. It is important to her to be a dependable and trustworthy friend
31. It is important to her to take risks that make life exciting
32. It is important to her to have the power to make people do what she wants
33. It is important to her to protect the safety of her home

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

K2.
Notlike
me at all

34. It is important to her to plan her activities independently
35. It is important to her to follow rules even when no-one is watching
36. It is important to her to be very successful
37. It is important to her to follow her family’s customs or the customs of a religion
38. It is important to her to listen to and understand people who are different from her
39. It is important to her to have a strong state that can defend its citizens

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section L:
L1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

40. It is important to her to enjoy life’s pleasures
41. It is important to her that every person in the world has equal opportunities in life
42. It is important to her to be humble
43. It is important to her to figure things out herself
44. It is important to her to honor the traditional practices of her culture
45. It is important to her to ensure that her home is a safe place for her and her beloved ones
46. It is important to her to be the one who tells others what to do

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

L2.
Notlike
me at all

47. It is important to her to obey all the laws
48. It is important to her to have all sorts of new experiences
49. It is important to her to own expensive things that show her wealth
50. It is important to her to protect the natural environment from destruction or pollution
51. It is important to her to take advantage of every opportunity to have fun
52. It is important to her to concern herself with every need of her dear ones

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

Section M:
M1.

Here we briefly describe different people.
Please read each description and think about how much that person is or is not like you. On the following scale, please
select the box that best represents how much the described person is like you.
Notlike
me at all

53. It is important to her that people recognize what she achieves
54. It is important to her never to be humiliated
55. It is important to her that her country protect itself against all threats
56. It is important to her to ensure that her home environment is not physically intruded by others
57. It is important to her never to make other people angry
58. It is important to her that everyone be treated justly, even people she doesn’t know

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

M2.
Notlike
me at all

Notlike
me

A
littlelike
me

Moderatel
ylike me

Like me

Very
muchlike
me

59. It is important to her to avoid anything dangerous
60. It is important to her to be satisfied with what she has and not ask for more
61. It is important to her that all her friends and family can rely on her completely
62. It is important to her to be free to choose what she does by herself
63. It is important to her to accept people even when she disagrees with them

Section N: Mini Break
You just answered a long list of questions. Since it is important to us that you stay focussed and concentrated while completing the remainder of the questionnaire, we kindly ask you to take a
mini-break.
Look ten seconds around you, and take a few slow, deep breaths, before you continue with the questionnaire.

Section O: Internet of Things Devices (Part 1)
Please read the following scenario carefully and take some time to imagine the situation.

Imagine that you have two fully installed smart devices in your home, namely a Smart TV and a Smart Lock.

Smart TV

The Smart TV, unlike a regular TV, is an internet-connected television that has access to streaming media services (e.g., Netflix, on-demand video-rental services, internet, and music
stations). It allows you to buy or rent films soon after they are in the cinema with just a touch of a button, and gives you recommendations about what you like based on what movies you have
watched in the past. It also has built-in web browsers through which you can browse the internet just as on a personal computer or tablet.

Smart Lock

The Smart Lock, installed on the front door, turns your phone into a key. Via your telephone, the Smart Lock detects your presence within a certain radius around the front door.
Subsequently, the Smart Lock unlocks your door as you approach it, and automatically locks the door after you have passed through. This way you never have to search for your keys, and you
never forget to lock the door. Furthermore, you can grant access to other people coming to your home by having the Smart Lock recognize their phones as well. This is convenient, for
example, when someone comes to water the plants when you are on holiday. Through an app on your phone, you will be updated about who has accessed your home and when, and for how
long they stayed.

If you have imagined having these devices in your home, then click Next page to read the remainder of the scenario.

Section P: Internet of Things Devices (Part 2)
Imagine that you are satisfied with the use of the Smart TV and Smart Lock. Now imagine that you are also considering to buy a Smart Speaker, and that you can afford to buy one.

Smart Speaker
The Smart Speaker can be controlled with your voice, and can provide digital-assistant services, such as playing music, creating a to-do list, and searching useful information on the internet
(i.e., sports scores, traffic information, or news headlines). You can also use the Smart Speaker to make phone calls to a Smart Speaker located in another household. Voice commands to the
Smart Speaker, which is always listening, need to be preceded by a chosen keyword (the so-called wake word) such as “Smart Speaker”. Once this keyword is detected, the Smart Speaker
activates itself, records the command, and sends it to the cloud for analysis. When the command is understood, the Smart Speaker will subsequently execute it.

The Smart Speaker can also be used to control other smart devices in your house (e.g., lights, thermostat, or TV). By combining the Smart Speaker with the Smart TV and Smart Lock, you
can voice-control your Smart TV (i.e., turn it on/off, change the TV channel, watch your favourite movies, etc.) and your Smart Lock (open or close it) by giving voice commands to the
Smart Speaker. This is convenient, for example, when you are enjoying the thrill of a nice movie while your friend is knocking on your front door. You can either pause the movie by telling
your Smart Speaker, "Smart Speaker, pause the TV” or ask the Smart Speaker to unlock the door for you: “Smart Speaker, open the front door.”

Please think about how you feel about the smart speaker and whether you would be interested in buying it.

If you have done that, then click Next page.

Section Q: Random Generator
Q1.

{rand(1,3)}

Section R: Internet of Things Devices (Part 3)
When watching the eight o'clock news, you hear the following:

Experts on smart devices warn that the following can happen:
“Although most Smart Speakers are rather well secured against hacking, they nonetheless present a vulnerability when combined with other smart devices that are less secure.
For example, a hacker may gain access to a Smart TV and have it play an audio command to the Smart Speaker without you realizing it.
This way, he could command the Smart Speaker to record, and share with others, personal conversations that you have in your home. Thus, your privacy can be compromised.”

R1.

Please think again about how you feel about the smart speaker and whether you would be interested in buying it.

If you have done that, please type "Yes" in the box below, and then click Next page.

Section S: Internet of Things Devices (Part 3)
When watching the eight o’clock news, you hear the following:

Experts on smart devices warn that the following can happen:
“Although most Smart Speakers are rather well secured against hacking, they nonetheless present a vulnerability when combined with other smart devices that are less secure.
For example, a hacker may gain access to a Smart TV and have it play an audio command to the Smart Speaker without you realizing it.
This way he could command the smart speaker to lock or unlock the Smart Lock and allow other people access to your home or prevent you from entering it. Thus, your safety can be
compromised."

S1.

Please think again about how you feel about the smart speaker and whether you would be interested in buying it.
If you have read this carefully, please type "Yes" in the box below, and then click Next page.

Section T: Internet of Things Devices (Part 3)
Please think again about how you feel about the smart speaker and whether you would be interested in buying it.
Please click Next page to continue.

Section U:
U1.

In the scenario, we asked you to imagine that you are considering adding a Smart Speaker to the Smart TV and Smart
Lock that you already have at home. You also received information about these devices.
Here we want to know which emotions best describe how you now feel when imagining considering to buy a Smart
Speaker.

To what extent did you feel….
Not at all

Angry
Satisfied
Full of aversion
Happy
Annoyed
Curious
Afraid
Full of admiration
Stressed

A little
bit

Somewhat
strong

Quite
strong

Very
strong

I don't
know

U2.
Not at all

Interested
Worried
Joyful
Upset
Excited
Distrustful
Proud
Helpless

A little
bit

Somewhat
strong

Quite
strong

Very
strong

I don't
know

Section V:
V1.
When answering the questions below, please keep in mind the scenario in which we asked you to imagine that you are
considering to add a Smart Speaker to the Smart TV and Smart Lock that you already have at home.
What do you think about adding the Smart Speaker to a Smart TV and Smart Lock (assuming money is not an issue)?

I think it is…
A
verybad
idea1

2

3

Neither a
bad,nor a
good idea4

3

Neither
unattractive,
nor
attractive4

3

Moderatel
yimportan
t to me4

5

6

A
verygood
idea7

I don't
know

6

Very
attractive
7

I don't
know

6

Veryimpo
rtant to
me7

I don't
know

V2.
Very unat
tractive1

2

5

V3.
Not at
allimporta
nt to me1

2

5

V4.

How likely is it that you would buy the Smart Speaker in the next three months, considering that money is not an
issue?
Neither
Very
Somewhat likely, nor Somewhat
likely5
Unlikely1 Unlikely2 unlikely3 unlikely4

V5.

Very
likely7

I don´t
know

Likely6

Very
likely7

I don´t
know

6

be very
useful to
me7

I don´t
know

Likely6

If a friend or relative gives you the Smart Speaker as a gift, how likely is it that you would install it within three
months after you receive it?
Neither
Very
Somewhat likely, nor Somewhat
likely5
Unlikely1 Unlikely2 unlikely3 unlikely4

Section W:
We asked you to imagine that you have a Smart TV and Smart Lock in the house, and that you are considering buying a Smart Speaker.
To what extent do you think that adding the smart speaker to your set of devices in the home will have the following outcomes ?
Please choose, for each question, the answer that best reflects your opinion.

W1.

The added Smart Speaker will …
not be of
any use to
me1

2

3

moderatel
y be of
use to me4

3

neither
hamper nor
support that4

5

W2.
very much hamper
the freedom to say
or do whatever I
want in my
house1

2

5

6

very much support
the freedom to say
or do whatever I
want in my house7

I don´t
know

W3.
not at all be
beneficial
to me1

2

3

be
moderately
beneficial to
me4

3

neither make
that more
difficult, nor
easier, for me4

3

neither make
my life less,
nor more,
fun4

3

neither make
personal information
about myself more
vulnerable to, nor
more protected
against, leaking4

3

neither decrease,
nor increase, the
safety of myself
and others in my
house4

3

be neither
difficult, nor
easy, to install
for me4

5

6

be very
beneficial
to me7

I don´t
know

6

make it much easier
for me to control all
equipment in my
house (such as the
Smart TV and Smart
Lock)7

I don´t
know

6

make my
life much
more fun7

I don´t
know

6

make personal
information about
myself much
more protected
against leaking7

I don´t
know

6

strongly increase
the safety of
myself and
others in my
house7

I don´t
know

6

be very easy
to install for
me7

I don´t
know

W4.
make it much more
difficult for me to
control all equipment
in my house (such as
the Smart TV and
Smart Lock)1

2

5

W5.
make my
life much
less fun1

2

5

W6.
make personal
information about
myself much
more vulnerable
to leaking1

2

5

W7.
strongly decrease
the safety of
myself and
others in my
house1

2

5

W8.
be very
difficult to
install for
me1

2

5

W9.
strongly
decrease the
protection of
my belongings1

2

3

neither decrease,
nor increase, the
protection of my
belongings4

3

neither be
difficult, nor
easy, to use
for me4

3

neither increase, nor
reduce, the risk of
having sensitive
information about
myself shared with
strangers4

3

be
moderately
helpful to
me4

3

be neither
simple, nor
complicated, in
its operation to
me4

3

neither bore,
nor entertain,
me4

5

6

strongly
increase the
protection of
my belongings7

I don´t
know

6

be very
easy to use
for me7

I don´t
know

6

strongly reduce the
risk of having
sensitive
information about
myself being shared
with strangers7

I don´t
know

6

be very
helpful to
me7

I don´t
know

6

be
complicated in
its operation
to me7

I don´t
know

6

strongly
entertain
me7

I don´t
know

W10.
be very
difficult to
use for me1

2

5

W11.
strongly increase the
risk of having
sensitive
information about
myself being shared
with strangers1

2

5

W12.
be not at all
be helpful
to me1

2

5

W13.
be simple in
its operation
to me1

2

5

W14.
strongly
bore me1

2

5

W15.
not at all
make my life
more
interesting1

2

3

moderately
make my
life more
interesting4

3

make my home
neither a riskier,
nor a more safe,
place4

3

make my life
neither more
unpleasant, nor
more pleasant4

3

make it
neither more
difficult, nor
easier, for me4

3

neither put
me at risk,
nor protect
me from that4

3

make my life
neither less,
nor more,
exciting to me4

6

make my life
much more
interesting7

I don´t
know

5

6

make my
home a much
safer place7

I don´t
know

5

6

make my life
much more
pleasant7

I don´t
know

6

make it much easier
for me to make todo lists and search
useful information
on the internet7

I don´t
know

6

completely protect
me from other
people seeing me
in my most
vulnerable state7

I don´t
know

6

make my
life more
exciting7

I don´t
know

5

W16.
make my
home a much
riskier place1

2

W17.
make my life
much more
unpleasant1

2

W18.
make it much more
difficult for me to
make to-do lists and
search useful
information on the
internet1

2

5

W19.
put me at a very
high risk of other
people seeing me
in my most
vulnerable state1

2

5

W20.
make my
life less
exciting1

2

5

W21.
make my house
much more
vulnerable to
physical attacks
from outside1

3

make my house
neither more, nor
less, vulnerable to
physical attacks
from outside4

3

make my life
neither less,
nor more,
enjoyable4

3

neither reduce,
nor increase,
my privacy in
my home4

Somewhat
unrealistic
3

Neither
realistic, nor
unrealistic4

2

5

6

make my house
much less
vulnerable to
physical attacks
from outside7

I don´t
know

6

make my life
much more
enjoyable7

I don´t
know

6

strongly
increase my
privacy in my
home7

I don´t
know

Very
Realistic7

I don't
know

W22.
make my life
much less
enjoyable1

2

5

W23.
strongly
reduce my
privacy in my
home1

2

5

Section X:
X1.

How realistic or unrealistic did you find the scenario that you were asked to imagine ?
Very
unrealistic Unrealisti
1
c2

X2.

Somewhat
realistic5 Realistic6

In the scenario you received, did you read about an expert warning related to hacking ?
No, there was no such message in the text.
Yes, there was such a message in the text
I don’t remember/I don’t know

Section Y:
Y1.

If you read about an expert warning related to hacking, which message did you read?

Choose one of the following answers:
“The hacker could command the Smart Speaker to record, and share with others, personal conversations that you have in your home. Thus, your privacy can be
compromised.”
“The hacker could command the Smart Speaker to lock or unlock the Smart Lock and allow other people access to your home or keep you from entering it. Thus, your
safety can be compromised.”

None of these.
I don’t remember/I don’t know

Section Z:
Z1.

Think about smart devices such as Smart TVs, Smart Locks, and Smart Speakers.
Before you received the request to fill in this questionnaire, how much did you know about…
Very
little

Somewhat
little

Not
little,not
much

Somewhat
much

The benefits of such smart devices
The privacy risks of such smart devices
The safety risks of such smart devices
Measures that help to prevent hacking
It is important that you pay attention to this study. Please tick ‘very much’ here.
Z2.

Have you ever heard about someone being hacked, or did you personally experience some kind of hack ?
Yes, I have heard someone being hacked
Yes, I have personally experienced being hacked
Yes, I both have heard someone being hacked and I have personally experienced being hacked
No, I have never heard about someone being hacked nor personally experienced being hacked

Very
much

Z3.

Have you ever used the following smart devices before?
Yes

No

I don’t
remember/I
don’t know

A Smart TV
A Smart Speaker
A Smart Lock
Z4.

Have you ever used other* smart devices besides the previous mentioned before?
* With smart devices we mean devices that are connected to the internet, other than a phone, PC, or tablet.
Examples are: a smartwatch, smart weighing scale, smart camera, etc.

Yes
No
I don’t remember/I don’t know
Z5.

If Yes, then please indicate what type of devices these were in the box.

Section AA: Debriefing
In this study, some of the respondents received a warning from an expert saying that there is the possibility of the set of smart devices being hacked. These warnings were either about privacy
risks, or about safety risks. Other respondents did not receive such a warning. The aim of this study is to get more insight into people’s awareness of the possible risks associated with smart
devices, and how perceptions of risks affect emotions and intentions to use smart devices.
The hacks described in this questionnaire, although theoretically and practically possible, to date have a low probability of occurring. There have, to our knowledge, not yet been reports of
such hacks actually occurring, either in the scientific literature or in popular media.
If you have become worried about the safety and security risks of smart devices, and have smart devices in the home, we advise you to contact the manufacturer of the device, to learn more
about these risks and about possible counter measures you could take.
If you have questions to the researchers, please contact Nicole Huijts at n.m.a.huijts@tue.nl.

AA1.

Do you have any comments or suggestions to the questionnaire?

Section AB: End Part
Please click the link below to notify Prolific Academic that you finished the survey.
https://app.prolific.ac/submissions/complete?cc=T4S8QTJ8

