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and other similar online tools and applications, combined with
the amount of shared personal information, have turned them
into precious resources of Open Source Intelligence (OSINT)
[90] and accessible means to deceive users [43]. This can lead
to more targeted and better-crafted spear-phishing attacks that,
in the end, will result in a higher chance of users succumbing
to them. While social network sites are inseparable parts of the
people’s lives and their popularity increases day by day, they
are mostly considered out of bounds in the contracts for the
companies’ penetration tests due to many factors, including
being invasive to the employees’ privacy [30].

Abstract—Vulnerability to phishing has been studied since
the early days of phishing, yet it is still ranked as one of
the most effective attack vectors. We provide a structured
framework for human attack surface for phishing through an
extensive literature review of the effective factors. We conduct
an interactive experiment that uses a novel way of real-time
customization to exemplify the framework’s usage. The result
showed the framework’s effectiveness, with 68% of the participants preferring the text personalized by using it.

I. I NTRODUCTION
Humans are the security’s weakest link. Based on
Ponemon’s latest Study [1], employee mistakes were the most
significant threats to the exposure of sensitive data. Due to
various improvements and enhancements in technical defensive technologies, such as intrusion detection and prevention
systems, directly attacking an organization can be harder than
the early days of the Internet [32]. However, human nature
remained unchanged.
Social engineering, and phishing in particular, are still
among the most effective methods. Verizon has announced
phishing as the most successful method in causing data
breaches in their 2019 investigation [112]. That shows the
potential of phishing, especially when considering their continuation of becoming more targeted and sophisticated, where
attackers opt to use more channels, like text messages, postal
services, etc. [92]. Based on another recent study by Proofpoint [2], in 2019, more than 55 percent of the respondent
organizations had experienced a successful phishing attack,
and, in another interesting finding, 39 percent of the global
average of the working adult respondents were not able to
choose the correct definition of phishing in a multiple-choice
question. One of the best exemplars of the importance of the
subject can be the recent hack of Twitter’s internal systems
in which 130 high-profile accounts were compromised caused
by successful social engineering attacks on particular Twitter’s
employees [107]. Regardless of the statistics, it should be accentuated that a successful attack may only need one employee
to fall for it [80].
In comparison to phishing, spear-phishing attacks are highly
targeted by using the targets’ personal information, which
makes them more authentic and the users more vulnerable
[46], emphasizing the principal role of the customization.
Widespread usage of social networking sites, blogs, forums,

In this article, we aim to develop a structured framework
for the human attack surface for phishing by focusing on the
collection and composition of OSINT, leading to the design of
an effective phishing attack. Our contributions are as follows:
•
•
•
•

•

We perform an extensive literature review to identify the
phishing’s effective factors from the extant literature;
We develop the human attack surface framework for
phishing;
We provide model measurement strategies for each variable of the framework using open source intelligence;
To exemplify a use-case of the presented framework, and
to find out the effect of message customization using
the framework, we conduct a real-time experiment where
the content of an attack is automatically tailored to the
participant’s demographic characteristics and personality.
For the first time, we showcase a method for automated
personalization of phishing attacks, which allows the
researchers and specialists in the field to conduct more
real-life like experiments for spear-phishing.

The rest of the paper is organized as follows. Section II
provides background knowledge and related works regarding
the development of the phishing attack surface. Section III
identifies the effective factors in phishing vulnerability and
introduces our developed framework of the human attack
surface for phishing. Section IV presents our methodology
to show a use-case for the framework. Section V evaluates
the results both quantitatively and qualitatively. Section VI
presents and discusses our findings. We conclude in section
VII.
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II. BACKGROUND AND RELATED WORKS

TABLE I
C IALDINI ’ S PRINCIPLES OF INFLUENCE

Lastdrager [67] defines phishing as “a scalable act of
deception whereby impersonation is used to obtain information
from a target”.
Due to the phishing’s deceptive nature, other related fields
to the human study are also of importance. One of the most
used concepts in phishing subject is Cialdini’s principles of
influence [19], that discuss humans’ cognitive vulnerabilities,
namely Authority, Consistency, Liking, Reciprocity, Scarcity,
Social Proof. These principles can have a significant impact
on the human’s decision making procedure to result in a more
favorable result, which their definition can be seen in Table I.
Another influential subject in phishing vulnerability is the
difference between heuristic and systematic processing and
decision making. Heuristic processing is defined by Eagly and
Chaiken [29] as “a limited mode of information processing that
requires less cognitive effort and fewer cognitive resources”
and is also referred to as “rule of thumb”. In this mode, users
fail to pay attention to the deception cues and act based on
their intuition [114], [117]. Whereas, in systematic mode, users
thoroughly examine and investigate the message using their
cognitive resources to validate it [36]. Therefore, users are
more vulnerable to phishing attempts in heuristic mode and
more likely to detect the deception cues in the Systematic
mode.
Regarding the effective factors in phishing vulnerability,
Mundie et al. [80] categorize the contributing factors to
unintentional insider threat, which involves social engineering,
into demographic, organizational, and human factors. Their
work mostly includes the factors that are effective in increasing
the likelihood of the social engineering attacks in a general
manner, leaving the other essential factors in phishing attacks,
such as pretext and implementation part, out of consideration.
Their work also demonstrates the importance of looking at the
subject from both personal and professional points of view by
dedicating a specific category to the organizational factors.
The study by Darwish et al. [23] encompasses a limited set
of variables for profiling the vulnerable users to the phishing
attacks that are mostly demographic related. The developed
framework by Alseadoon [10] also consists of a limited
number of factors that are mainly focused on the personalityrelated aspects of the target. Furthermore, the social engineering framework by Uebelacker and Quiel [108] is restricted
to and focuses on the Big-Five personality of the victim
and their mapping to the Cialdini’s principles of influence
[19]. Correspondingly, Albladi and Weir [4] approach includes
socio-psychological, perceptual, habitual, and socio-emotional
variables. While their set of variables is more comprehensive
than the previous works, other essential factors of phishing
attacks are still missing from the framework.
Parrish et al. [88] has developed a framework, specific to the
phishing susceptibility, where personal and experiential factors
and Big-Five personality profile have been considered. While
their approach considers the importance of the implementation
part of the phishing attacks, the mentioned factors are too

Principle

Definition [19], [111]

Authority

Tendency to obey people in authoritative positions,
following from the possibility of punishment for not
complying with the authoritative requests.

Consistency

Tendency to behave in a way consistent with past
decisions and behaviours. After committing to a certain view, company or product, people will act in
accordance with those commitments.

Liking

Preference for saying “yes” to the requests of people
they know and like. People are programmed to like
others who like them back and who are similar to them.

Reciprocity

Tendency to feel obliged to repay favours from others.
“I do something for you, you do something for me.”

Scarcity

Tendency to assign more value to items and opportunities when their availability is limited, not to waste
the opportunity.

Social Proof

Tendency to reference the behaviour of others, by using the majority behaviour to guide their own actions.

specific by only mentioning the types of lure and hook. In
contrast, our approach examines the effective variables from
a broader point of view.
Our approach also emphasizes the importance of considering the users in both their professional roles and personal
lives with more comprehensive sets of variables. Moreover, as
our framework focuses on the phishing vulnerability, it also
considers other crucial factors that make a phishing attempt
successful.
Some studies have tackled the issue from a different angle
by scrutinizing the brain’s physiology and decision-making
procedure when facing phishing messages. Researchers in this
field claim that this can lead to better user-centered securityrelated measures, such as education and training. Valecha et
al. [110] show that neural responses within specific areas of
the brain can demonstrate a person’s misidentification of a
phishing email and can help to understand the person’s phishing susceptibility. In another study Neupane et al. [82] have
evaluated the performance of the respondents and measured
their neural activities while doing security-related tasks, which
led them to find a connection between the user’s behavioral
performance and the corresponding brain activity.
III. H UMAN ATTACK SURFACE FOR PHISHING
In this section, by concentrating on the human attack
surface, and through an extensive literature study, the effective
factors in phishing vulnerability are identified and further
described. Subsequently, by merging these factors, a structured framework for the human attack surface for phishing is
introduced, explained, and its usage is discussed.
A. Effective variables in the likelihood
Table II provides an overview of the variables that can
affect the likelihood of success in phishing attacks and their
descriptions. Additionally, further discussion of the variables
is presented in Section A-A in the Appendix.
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TABLE II: Effective variables in phishing success likelihood
Variable
Gender

Age

Level of Internet
usage

Education

Computer
security literacy
Previous
victimization
Information
Security
Awareness

Training

Neuroticism

Extraversion

Openness

Description
Females have shown higher susceptibility to phishing [100], [57], [70], [86], [101]. Having greater
Internet anxiety [105], less positive attitudes towards the Internet [105], low security self-efficacy
[13], and less technical knowledge and training [57] than males are among the mentioned reasons.
Another study [95], thinks of gender as a proxy for other effective variables rather than being the
true reason for phishing vulnerability by itself.
Younger adults, between 18 to 25 years old, showed a high vulnerability rate [57], [85]. This can be
influenced by their lower level of education, fewer years on the Internet, less exposure to training
materials, and lower risk aversion. [100] Meanwhile, general cognitive processing capacities and
sensitivity to deception and untrustworthy information decline with age, whereas perceived trust
increases. [86] Therefore, adults older than 65 years old are among the susceptible groups as well
[70], [95],
Higher Internet usage results in a more user exposure to crime or negative experience, and therefore
higher threat perception [85], and corresponding risks awareness [45]. Although this variable
considers the Internet in a broader view, this is also true for each platform. Users with higher
activity levels and more elapsed time since their membership on a platform were more successful
in identifying spams or phishing attempts on that specific platform [95], [7], [6]. Moreover, more
frequent online shoppers better detected phishing websites [94], and participants who had higher
computer usage in general, significantly performed better in phishing susceptibility tests [89], [56].
Education has been proved to have a positive relationship with Internet skills [47], information
security awareness [85], lower preference for clickbait [70], and being one of the causes of younger
adults’ susceptibility to phishing [100].
Phishing awareness strikingly influences the user’s phishing detection ability [94] and their
perceived protective practices and reactions [48]. Also, in different studies, less knowledgeable
users about phishing were more vulnerable to it [80], [7], [6], [28].
Consists of the user’s experience of being phished and encountering phishing attempts where a
positive relationship has been found between these experiences and the capability of phishing
website identification [94], higher overall awareness, and higher risk perception [60], [120].
Information security awareness concerns “individuals’ knowledge of what policies and procedures
they should follow, their understanding of why they should adhere to them (their attitude) and
what they actually do (their behavior)” [76]. Higher information security awareness causes users to
judge based on the systematic, deliberate processing rather than heuristic mode [48], have a higher
detection rate of spam emails [17], and less inclination towards risky decisions [76]. Information
security awareness’ education and training for users have been emphasized as effective measures
against phishing attacks in different studies [101], [30].
The role of training has been emphasized by different studies, as one of the most effective measures
and the key mitigation strategy for the phishing attacks for each organization. These effects
are regarding increasing individuals’ information security awareness, improving users’ protective
behaviors, and preventing users from falling for the attacks [80], [74], [85], [101], [30], [48].
Neuroticism, also known as emotional instability, is the tendency to easily experience negative
emotions, such as anger or sadness. This causes individuals with a high level of neuroticism not
be able to handle stress appropriately, think clearly, and make decisions; hence they become more
vulnerable to phishing [97], [80], [45].
A higher level of extraversion is related to more inclination towards being in the other people’s
companionship and is associated with characteristics, like sociability or excitement seeking [97],
[80]. Different studies have shown relationships between higher extraversion level and higher
phishing vulnerability [69], [68], [23], [9].
Openness is the tendency to try new things and experiences without anxiety accompanied by
intellectual curiosity [80]. Studies regarding openness have shown that a high level of openness
is related to higher phishing vulnerability [9] and having less strict privacy settings while posting
more on Facebook [45].
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Table II Continued:
Agreeableness is the tendency towards altruism, sympathy, and willingness to help rather than being
competitive and egocentric [97]. Although it has been found that higher agreeableness is related
to a higher information security awareness [76], various research has shown higher agreeableness
results in more phishing vulnerability and being at a high rate of security risk for the possessor
[88], [23], [80].
Conscientiousness Conscientiousness consists of traits such as self-control, organizing, and determination [97], which
causes the conscious person more likely to obey the security guidelines and training [80], [23].
Higher conscientiousness is related to higher information security awareness and inclination to
less risky behavior [76], [91].
Mood
In general, the positive mood causes impulsivity and inertia [55] and gives a sense of security to the
person that the environment is safe; therefore, it triggers a low level of cognitive effort by activating
the heuristic processing. Whereas, the negative mood is the indicator of an unsafe environment,
that needs a higher level of cognitive resources and sets off careful, systematic processing, making
the possessor skeptical rather than gullible [24], [102], [34]. However, congruency of the message
with target’s mood, when it is known, can increase the success likelihood as it ‘feels right’ for
the recipient, especially when other factors leading to thinking are kept at minimum [73], [93].
Work experience
Includes attributes associated with the person’s present and previous jobs, such as expertise in the
job, years of functioning in each role, gathered skills, and job description. Experience becomes
a source of information over time [60], helping the possessor make the right decision, in a way
that successful experience is a chief factor of a CISO credibility [65].
Years in the
Although a limited numbers of previous studies have considered this variable, two studies have
current company shown that the employees who were hired for a longer period by a company were less likely to
fall for the phishing attempts [16], [63].
Stress
Stress has been proved to be related to lower performance, attention or memory deficits, higher
task error rate, errors in judgment, narrowing visual attention, and reduced cognitive resources
that all make users vulnerable to phishing attacks [80], [103]. Furthermore, stress causes the
tunneling effect that results in focusing on the main task and decreasing the attention on peripheral
information [102]. This is especially important in phishing that peripheral information plays a
crucial role in phishing detection by the user.
Role
Some organizational roles are proved to be more vulnerable to phishing, such as employees from
the call center, management, and HR/legal function [101]. Additionally, peers’ social pressure to
respond quickly is more when a person is higher in the organizational hierarchy, causing cognitive
overload for the person [71].
Risk aversion
Causes the person to be knowingly inclined towards choices and decisions that contain less risk.
While risk aversion increases by age [3], [27], its lower level is related to higher susceptibility to
phishing attacks [100]. Moreover, risk perception triggers systematic processing [114].
Culture
Among the studied cultural factors, lower individualism [17], higher masculinity [49], [33], and
higher Power Distance [16] have a higher vulnerability to phishing.
Devices
Devices that a person uses can increase the likelihood of success for phishing attempts by different
factors. Some examples are hiding or truncating the complete URL in their browsers or their small
screens [83], [12], that makes it hard to investigate the signs of the illegitimacy of a website, simple
user interface for entering the credentials in mobile apps, allowing the attacker to develop a similar,
believable one easier [39], [99], enhanced habituation caused by the device affordances [113], and
the owners’ feelings of trust in their mobile devices [12].
Agreeableness
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Furthermore, knowing the audience and target them in a
proper context is a vital task in phishing. Context is the glue
that holds the whole story and phishing components together.
Dhamija et al. [25] discuss when the look and feel of the
phishing sites are the same as the real targeted sites, context,
or nature of the requested personal information is the only
cue to the user to differentiate them. Greene et al. [41] study
showed that the alignment of the user’s context and phishing
context is a crucial element for phishing susceptibility, that
clickers and non-clickers interpret the same cues differently,
based on the alignment of the message with their work context.
This has been emphasized upon by another study [103], that
as the context relevancy goes higher, the likelihood of the
target paying attention becomes lower. Also, in a study by
Benenson et al. [14] fitting of the message context with the
user’s expectations was the second most prevalent reason for
clicking on the spam and also unfit between the situation
context and life context of the message with user’s expectation
were responsible for 38.8% and 11.6% of reasons for not
clicking on them respectively.
The importance of the match between the context and the
variables is emphasized by the rectangle embracing the whole
variables in the framework. Every variable should be used in
the right context, and the context should be suitable for each
of the variables.

B. Effective variables in personalization
Table III, contains the variables from the related literature,
that can be used in the personalization of the message and
points to consider for using them, their descriptions, and
examples for them. These variables give the opportunity of
crafting a more believable message to increase the success
rate. Further discussion for the variables is presented in Section
A-B of the Appendix.
C. The framework
To integrate the mentioned effective variables into a structural design, the framework, which can be seen in Figure 1,
is presented in this section.
Due to each variable’s nature, three main vertical classifications of Static, Time dependant, and Environmental dependant
were introduced to embrace and represent the variables inside
them. Additionally, each class is split into personal and professional, considering the two most important parts of every
person’s life.
• Static variables are the target attributes that are unlikely
to change during the period of gaining intelligence and
the actual attack.
• Time dependant variables are highly likely to change in
the mentioned time frame and, as the name suggests, are
reliant on the time of the attack.
• Environmental variables are also dependant on the environment where the target is present when the attack is
conducted.
Moreover, the framework is divided horizontally into three
categories related to a phishing attack, namely likelihood,
pretext, and implementation.
• Variables positioned in the likelihood section of the
framework can indicate the target vulnerability to phishing attacks. Knowledge of these variables, when properly
used, can significantly heighten the chance of phishing
success.
• Definition of the pretext, as stated by Workman [122] is
when “an imposter creates a setting designed to influence
an intended victim to release sensitive information, pay
money, or perform actions that compromise the confidentiality of information.”. In other words, pretext is the
story that the attacker chooses to deceive the target. The
more the message is personalized to the target and fits
their expectations, the higher the chance of succeeding
in the attempt as the high level of personalization results
in more trust in the message [58]. The compelling role
of trust, as an influential factor in security behavior,
has been investigated in different studies [63], [117].
Correspondingly, this category’s variables can give a wide
range of possibilities for crafting an authentic, believable
pretext.
• Implementation part of the framework includes the variables that are influential in the attack’s implementation
phase. Accurate implementation of the attack plays a
decisive role in the phishing success rate.

D. Proxy variables
Additionally, some variables are hard to measure. Figure 2
illustrates the proxy variables that can be used to facilitate the
measurement of the main variables. For each of the Big Five
personality traits, two facets, among the available six facets,
are chosen from the Big Five Inventory (BFI) [62], and the
Revised NEO Personality Inventory (NEO PI-R) [21]. The
higher level of each facet means that the main trait is stronger
in the target’s personality. Other proxy variables are selected
from the existing literature (discussed in the Appendix A-A),
where they are chosen based on their availability in OSINT
and the higher likelihood of their inference from the available
sources.
Correspondingly, Table VIII provides model measurement
strategies for each variable of the framework by using OSINT,
that can be helpful in giving more insight regarding the
information gathering phase.
E. Framework’s usage
Gathering intelligence and having the target’s information
for the presented variables in the human attack surface framework will increase the likelihood of success. Subject variables
should be seen as interconnected ones, having direct effects
on each other, and need to be examined and evaluated jointly.
Furthermore, the mere presence of a certain variable might
be a helpful solution for the general phishing attempts, it
cannot be a reliable method for highly targeted attacks. As one
sample scenario, it may be the situation that many gathered
variables, except for one, indicate the vulnerability to phishing
for a target. Nevertheless, that one variable can change the
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TABLE III
E FFECTIVE VARIABLES IN MESSAGE PERSONALIZATION
Variable
Web platform

Description
Each website and social media has a different nature and essence.
Users expect more to see content related to the image of those
media they have in mind. Therefore, knowing the platforms that
the user has activity on can be truly helpful in creating a more
suitable and more believable phishing message.

Contacts
network

The chance of the victims succumb to a targeted attack is four
times higher if the sender is a known acquaintance, resulting in
a higher chance of ignoring the critical clues by the recipient
[57]. Also, being friends of friends will raise the chance of being
accepted by the user due to the networking and connecting nature
of the social medias [101].
Membership in either a virtual or physical community. Members
of a community generally have similar traits or interests that
can be informative about the target. Furthermore, members are
more open to giving out personal information, especially in
communities for social causes, where members want to help others
[36]. One of the notable aspects of most of these communities is
their easy access.
Knowledge of user’s residence and surroundings are considered
as high value and can lead to more personalized attacks [98], [30],
[90], [37], that some researchers have used geographic contexts
to improve the believability of their emails [86].
Just as the residency, knowledge about the user’s workplace is
valuable to the attacker [37], [80], [30].
These events consist of all the happenings in the person’s life, such
as a newborn baby, attending a seminar, and having a real unpaid
invoice among their tasks [41]. Such events can temporarily affect
contextual relevancy [103], which causes the recipients to ignore
some important cues for the phishing detection, such as email’s
source [115].
Individuals tend to spend more time with the person that they think
is more similar to them [22]. Knowledge of the targets’ likes and
interests, emphasized in different studies [104], [90], [109], [30],
especially when customized based on the life domains of the target
[87] making the target perceives the source as “like me”.
Hadnagy in “The Art of Human Hacking” [44] indicates communication style as one of the decisive factors to successful elicitation. The communication norm consists of relevant information
regarding the impersonated entity’s communication aspects, which
can enhance the message credibility.

Communities
membership

Residence

Work place
Life events

Likes and
interests

Communication
norms

Visual cues

Visual cues are another staple factor for increasing the believability of the message [8], that the correct implementation of the
visual cues can even fool the most sophisticated users [25]. These
cues are linked to the perceived user trust from the brand, and
perfectly imitated ones in a phishing email can stimulate that trust
[79]. Moreover, users perceive appropriate visual cues as a sign of
legitimacy and emails containing them as more trustworthy and
persuasive [121], that users were more likely to fall for phishing
emails containing logos [14].

whole equation, when, for example, the target is a Cyber
Security specialist.
The proposed framework can be used on both the offensive
and defensive side.
a) Offensive:
• Attack development: The framework assists the attacker
to concentrate the efforts on the right place. This is
especially important in the OSINT gathering phase, where
the attacker can use the framework to identify the most
effective variables in different phases of the attack (likelihood, pretext, and implementation) and concentrate on

•
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Examples
In a study on the Facebook platform [95], the number of
clicks on sales spam was twice as the number of media spam.
Sales spam, that were analogous to Facebook’s advertisements
fitted the Facebook platform more than media spam, that were
mostly related to porn or violent content, which users are not
expecting to see in such a platform.
Recipients of a study [95] had a higher probability of falling
for the spam coming from friends of friends or pages, and
spam re-shared by the friends of the recipients had a higher
chance of succeeding than when they were re-shared by an
unknown source.
Target’s interests, skills, beliefs, personalities, or time of
presence in a location are a few examples. In a study [101],
regarding the mentioned easy to access feature, authors could
access a private discussion forum of a company consisted of
1200 employees without any verification.

Country of living, home address, and organized events in the
neighborhood.

The company name, location, working hours, or colleagues.
As a recent example, in April 2020, with the Coronavirus pandemic outbreak, Google company stated that it was blocking
18 million scam emails related to the Coronavirus everyday
[106]. Also, a sudden growth of 667% was reported by
Barracuda Networks security firm for the relevant phishing
attacks by the end of February [36].
Hobbies of the target are among the best examples of this
category that can help to know about the person’s interests
[104].

In a study [120], receiving emails contradictory to the company’s communication norm was emphasized by the respondents as a sign for the email illegitimacy, such as inappropriate day and time and receiving an external email where
the employee typically only receives internal emails. Other
examples include the company means of communication, like
email, text messaging, or social media, tone, and language of
the messages.
Examples include logos, images, copyright statements, slogans, fonts, and margins.

gathering those among all the available information.
Target identification: Knowledge of the more vulnerable
people leads to aiming for the targets that have a higher
chance of getting phished. Specifically, it can help the
attacker to spot the weak points of entry into the target
organization by directing the attempts on the most vulnerable employees, which not only increases the likelihood
of success but also attracts less attention in the whole
organization.

Fig. 1. The Human Attack Surface Framework for Phishing

Fig. 2. Proxy variables to facilitate the measurement of the main variables

campaigns’ pretexts.

b) Defensive:
•

•

Attack surface evaluation: Organizations can use the
presented framework to measure their phishing attack surface. Subsequently, they can identify the vulnerabilities
and reduce the attack surface by focusing on the weak
spots.
Design of training activities: Organizations can use the
framework to create customized and tailored educational
material and training, specific for each employee to train
them against the targeted attacks. Consequently, this
makes the training more effective and better increases
the employees’ awareness, for example, by using each
employee’s personal information in the internal phishing

IV. E XPERIMENTAL EVALUATION
We performed an experiment to showcase the introduced
framework in action and how it can be used for security
measurements and training. Our experiment was based on
two studies. First, the study by Hirsh et al. [51] that showed
the higher effectiveness and influence of the messages that
are congruent with the recipient’s personality. Second, the
social engineering framework developed by Uebelacker and
Quiel [108] that maps each of the Big Five personality traits
to Cialdini’s principles of influence [19] that have the most
persuasiveness on that specific type of personality.
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The experiment’s focus is to determine the impact of
the message personalization on participants’ preferences in
general and the effect of personalization when tailored to
their personalities. To achieve this, We selected four out of
the Big Five personality traits from the introduced framework
and used the corresponding principle of influence from the
Uebelacker and Quiel framework [108] to personalize the
message along with other personalization elements from the
framework (see IV-A3). The personalized message was shown
to the participants, adjacent to another baseline text. The
experiment’s success is measured in terms of rates of the users
that preferred the personalized message.

image concerning that specific trait, and its presence in their
personalities (e.g., I consider myself as an anxious person).
Answers to all the traits questions ranged from ’Strongly
Disagree’ to ’Strongly Agree’. If their answers were either
’Agree’ or ’Strongly Agree’, the next question for that trait
would be shown to them; otherwise, the question remained
invisible. This question asked about the possibility of inferring
the presence of that specific trait in their personalities by a
third person looking at their social media feeds (e.g., A person
looking at my social media feed(s) can infer that I am an
anxious person.). The latter question was also asked for their
mood and stress level for the current period, in the time of
answering the survey.

A. Experiment design

The questions relevant to the person’s self-image will be
referred to as type G questions in the rest of this article, and
the questions that consider the inference of the trait from social
media will be referred to as type S. The importance of the type
S questions is twofold; first, depending on the participants’
answers, they show the possibility of inference by an attacker
for that trait from the social media profile of the intended
victim. Secondly, it is an indicator of the presence of that trait
in the respondent’s personality, or at least the presence of the
self-image, since the respondent had answered whether Agree
or Strongly Agree to the previous type G question.

The experiment was designed in a way to simulate the
attacker collecting information from OSINT derived out of
the targets’ social media. This was to imitate the situation
in a real attack that there is limited access to intelligence
regarding the target in the information-gathering phase, and the
attacker can only decide based on the available information.
Accordingly, all the treatments were performed only based on
the information that can be inferred from the target’s social
media to replicate the real-world scenario as much as possible.
To achieve this goal, we conducted an interactive, real-time
experiment in the form of a Human Intelligence Task (HIT) in
the Amazon Mechanical Turk (MTurk) platform to recruit the
needed participants. The overview of the experimental procedure can be seen in Figure 17 in the Appendix. Participants
first answered an online survey (see IV-A2), to determine
their demographic characteristics and their personality traits
that can be inferred from their social media. Next, they were
faced with two emails, the baseline version, and the treated
version created from the participants’ answers to the survey
(see IV-A3) to choose their preferred version.
1) Participants: Two hundred participants (mean age 35
years old) were recruited from Amazon Mechanical Turk
(MTurk) website. All participants were at least 18 years old
and informed about the essence of the study prior to its
beginning via the MTurk platform.
2) Survey: The first part of the experiment contained
an online survey (see Appendix B), with 7 to 10 minutes
expected completion time, consisting of two sections. The
first section contains general demographic questions about the
respondent’s age, educational degree, and work experience in
Amazon Mechanical Turk. These variables are both influential
in phishing vulnerability, discussed in section III, and used
in the personalized version of the text. The second section
includes personality questions and two questions regarding
mood and stress level, focusing on the respondent’s social
media activities. Four out of five of the Big Five personality
traits that have shown higher susceptibility to phishing in the
literature, namely Neuroticism, Agreeableness, Extraversion,
and Openness, were used in the experiment and evaluated
using the corresponding two facets, introduced in Figure 2.
Each personality trait’s facet contained two questions in
the survey. First, the respondents were asked about their self-

3) Experimental treatment: Our team crafted the baseline
email by using Amazon Mechanical Turk as the pretext.
In this regard, we examined some of the emails, messages,
forums, and newsletters, sent from Amazon Mechanical Turk,
to become familiar with their visual cues and communication
norm. We further explored the MTurk platform to become
aware of similar tasks and the ruling norms surrounding them.
Moreover, we investigated workers’ reviews, messages, and
attitudes in relevant forums and groups to find the desirable
features that they seek in each MTurk’s HIT. The baseline
email (Fig. 3) invites workers, in a general manner, with no
customization, to subscribe for a HIT related to the MTurk’s
platform.
The basis of the treated version is the same as the baseline
version; however, every treated version consists of extra
customized variables. The specific age range and work
experience, that fit the participants’ corresponding attributes
are the variables that were used in every customized text.
Depends on the fit with the respondent’s personality, one to
four number of other variables, based on Cialdini’s principles
of influence [19], were added to the treated version basis
(Fig 4). The texts for the variables were selected from the
Oliveira’s weapons of influence and life domains email
samples
at
https://github.com/danielaoliveira/CounterBalanced-Emails---Weapons-of-Influence-and-LifeDomains. Variables and the corresponding principles of
influence and added texts can be seen in table IV. Also, all
the texts contained no logo, general greetings, and the same
signature used by MTurk, to comply with the visual cues and
the communication norm of the actual emails from MTurk.
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TABLE IV
VARIABLES AND CORRESPONDING VALUES FOR THE TREATED EMAIL CUSTOMIZATION .
Treated variable

Corresponding principle of influence [19]

Age

-

Work experience

-

Customized value

Default value

and in the age group XY
(1)workers with at least one year of experience
(2)workers with less than one year of experience

all workers

Agreeableness

Liking

Extraversion

Social Proof

586 members of your community have already joined.

to be its eyes and ears

Neuroticism

Authority

the Amazon MT Research Team asks you to

you should

Openness

Scarcity

the next 24 hours

2 weeks

Fig. 3. Baseline email text.
Fig. 4. Treated email text basis.

B. Procedure
to the respondents in a side-by-side manner. To remove bias,
the baseline version was shown first (on the left side of the
screen) to the first half of the participants, and the treated version was shown first to the second half. Then, the respondents
were asked to answer which of the presented emails were they
more likely to follow up to by clicking on the link. Another
question was also asked about the likelihood of clicking on
the subscription link if they had really received that email
in their mailboxes. Each of the mentioned questions had a
comment box that asked the participants for the reasoning
behind their choice. After the submission of the answers,
participants received their unique codes to finish the HIT in
MTurk.

The schematic view of the experiment setting can be seen in
Figure 17. In the first part of the experiment, participants were
redirected to the experiment page after reading the instruction
and accepting the HIT in the MTurk platform.
On the first page, they answered the survey hosted on our
web server, discussed in IV-A2. After the submission of the
survey, the data was received by our server, and the respondent
was redirected to the next page of the experiment. Simultaneously, on the server side, an automated routine analyzed
the submitted data, and the available personality traits in the
respondents were identified. A trait was considered available
if the respondents answered ‘Agree’ or ‘Strongly Agree’ to the
possibility of inferring the facet of that trait from their social
media for any of its two facets. This is to simulate an attacker
that could infer that information from the victim’s social media
profile. Subsequently, the customized version of the text was
crafted by the calculation and placement of the respondent’s
age range and work experience in the template’s dedicated
fields, and the corresponding texts of the bold personality traits
if the criteria were met.
On the second page of the experiment, the texts for the
baseline email, and the generated treated email were presented

C. Ethical considerations
All participants agreed to participate voluntarily after being
informed about the experiment. A fixed $1 compensation was
received by each participant for contribution to the study after
its completion, based on the average spent time of seven
minutes. No personally identifiable information was collected
or stored for this experiment, and the collected information
was only used for scholarly purposes.
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TABLE V
D EMOGRAPHIC CHARACTERISTICS OF PARTICIPANTS
Variable

Values

Age

18-25
26-30
31-35
36-40
41-45
46-50
51-55
56 or older

Number (%)

Education

Primary school or lower
Secondary school
University degree

4 (2)
43 (21.5)
153 (76.5)

Work experience in MTurk

Less than 12 months
12-24 months
More than 24 months

43 (21.5)
48 (24)
109 (54.5)

23 (11.5)
56 (28)
49 (24.5)
31 (15.5)
10 (5)
10 (5)
8 (4)
13 (6.5)

Fig. 5. Overall preferences for each version of the text

V. R ESULT EVALUATION
Due to the focus on the qualitative evaluation of the results,
we have not performed statistical data analysis. Table V
shows the participant’s demographic characteristics of 200
participants. The majority of the participants were young, welleducated, and experienced with the MTurk platform.
Table VI summarizes the participants’ answers to the survey’s personality questions per each personality trait. Type G
questions (relevant to the person’s self-image), are shown by
“ G” at the end, and type S questions (relevant to the inference
possibility of the trait from person’s social media) by “ S”.
Presence of a type S answer means that the participant had
answered with Agree or Strongly Agree to the corresponding
G type question. Also, Table VII summarizes the participants’
answers to Mood_S and Stress_S questions. Only one
participant answered Strongly Disagree to all the type S
questions, and no information can be inferred to the Mood_S
and Stress_S questions, which can be the sign of having
no social media.
All personality facets, except for Anxiety_S with 34, had
at least 60 answers of whether Agree or Strongly Agree to the
type S questions (Table VI), indicating that attackers may be
able to infer some of this information from the respondents’
social media. New things_S with 96 total positive answers
had the highest number among the traits. By calculating the
percentage of the positive answers to the type S questions for
the Big Five facets based on the number of participants who
had answered that question, Sociability_S with 71.4%
and Excitement seeking_S with 68.5%, as facets of
Extraversion, ranked highest, and Moodiness_S with 40.5%
and Anxiety_S with 44.7%, as facets of Neuroticism, ranked
the lowest. The average percentage was 57%.
Furthermore, the number of answers indicating the possibility of inference for Mood_S and Stress_S was 142
and 141, respectively (Table VII). Additionally, answers to
Mood_S and Stress_S followed a similar pattern that, for

Fig. 6. Outcome preferences by participants demographics characteristics

example, participants with a positive mood were also in the
relaxed state, or when no information can be inferred from
their social media about their stress level, no information can
be inferred regarding their mood as well.
A. Evaluation of outcome preferences
Regarding the text preference, 136 participants preferred the
treated version, and 64 voted for the original version (Figure
5). Figure 6 illustrates the outcome preferences by participants’
demographic characteristics. For the age groups of 41 to 45
and 51 to 55, half of the participants chose the original version,
and half of them selected the treated one. For other age groups,
the treated version had the highest share. The age group of 46
to 50 showed the highest difference, with most participants (9
out of 10) voted for the treated version.
Figures 7, 8, and 9 present the outcome preferences for the
personality questions by categorizing them into Type G, Type
S, and Mood and Stress, respectively.
In general, considering all answers to personality questions, the treated version had a higher number compared to
the original version, except for Excitement Seeking_S
and Altruism_S with the chosen answer of Strongly
Agree that the numbers were equal, and Moodiness_S
and Anxiety_S that the chosen answer of Strongly Agree
resulted in a higher preference for the original version (Fig-
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TABLE VI
A NSWERS TO THE PERSONALITY QUESTIONS FOR EACH TRAIT
Question
Moodiness S
Anxiety G
Anxiety S
Art G
Art S
New Things G
New Things S
Sociability G
Sociability S
Excitement Seeking G
Excitement Seeking S
Compliance G
Compliance S
Altruism G
Altruism S

Strongly Disagree

Disagree

Neither

Agree

Strongly Agree

34
42
7
14
6
5
9
22
1
25
1
12
7
13
9

60
59
22
23
17
16
16
42
13
55
6
28
26
23
17

25
23
13
28
28
29
29
31
16
28
22
34
32
58
20

69
48
27
86
59
105
70
74
52
64
39
86
43
82
46

12
28
7
49
25
45
26
31
23
28
24
40
18
24
14

Fig. 7. Outcome preferences based on personality traits Type G questions

treated version (Figure 7). Furthermore, Mood and Stress
showed a comparable pattern regarding the preference for each
version. For example, 66 participants with the Positive mood,
and 64 participants in Relaxed state, chose the treated version
(Figure 9).

TABLE VII
A NSWERS TO THE PERSONALITY QUESTIONS FOR M OOD AND S TRESS
Question

Negative

Neutral

Positive

Mood S

4

36

102

58

Stressed

Neither

Relaxed

No info can be inferred

7

32

102

59

Stress S

No info can be inferred

Moreover, considering both type G and S questions (Figures 7 and 8), New things_G had the highest number for
treated version preference among the personality facets, with
103 participants, and the lowest number was dedicated to
Anxiety_S with 53 participants. However, as shown in the

ure 8). Additionally, from the 22 participants who answered
Strongly Disagree to Sociability_G, 21 preferred the
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Fig. 8. outcome preferences based on personality traits Type S questions

Fig. 9. Outcome preferences based on Mood and Stress Type S questions

Fig. 10. Percentage of the preference for the treated version per each
personality facet, including all the answers to the type S questions.

Figure 10, by taking the number of participants that had answered type S questions for each facet, the highest percentage
of treated version preference was for Anxiety with 69.7%,
and the lowest percentage belonged to Sociability with
60%. This can suggest the facets that were more affected by
the personalization.
To investigate the effect of personality-related treatments,
Figure 11, divides the answers to the type S questions into
two categories of ‘Neither or lower’ and ‘Agree or higher’ for
each trait. For both mentioned categories, the percentage of the
preferred version, based on the number of the answers in that
category, is presented. This shows the difference in the text

preference when the corresponding treatment was introduced
to the text for that trait (Agree or higher category), compared to
when it was not. The treated version had a higher percentage in
every category compared to the original version. However, for
all the traits, the percentage for the treated version preference
was lowered when the trait-specific treatment was added,
except for New Things_S that raised by 3%. This was
most striking for Anxiety_S and Compliance_S with
30.4% and 22.7% decrease in the treated version preference
percentage, respectively. Therefore, for the majority of the
traits, the introduced trait-specific treatments resulted in a
lower preference for the treated version.
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Fig. 11. Comparison between the preferred version of the text by dividing the participants’ answers to two ranges of ‘Neither or lower’ and ‘Agree or higher’
for Type S questions to evaluate the effect of the introduced trait-specific treatments.

In the comment section of the preference question, we analyzed the different reasoning behind the participants’ choices.
For the original version, the reason that it was to the point, concise, and more objective was mentioned 16 times. Similarly,
including all the workers and not only a specific group was
specified 16 times. Usage of phrases belonged to the principles
of influence for Agreeableness, Extraversion, and Openness
in the treated version was mentioned by 9 participants for
preferring the original version. The top reason for choosing
the treated version was having more detail and targeting
the participants with 101 mentions, showing the important
role of personalization in general. Containing the number
of members that have already joined, and having a higher
chance to be qualified for the HIT were stated 15 times and
14 times, respectively. The contradictory outcomes of some
elements, like targeting the user’s specific age group or usage
of phrases tailored to their personality, shows the need for
further investigation.
Concerning the participants’ answers to the likelihood of
click on the link (figure 12), 83 chose the option of Certainly
Clicked, and 81 chose Likely while other options were chosen
36 times collectively. In the corresponding comment section,
the dedicated reward had the highest number of mentions with
49 times as the reason for clicking on the link. Also, the
willingness to share their opinion about the new platform and
wanting their voice to be heard was mentioned 17 times. For
14 participants, the reason was the fact that the email looks
legitimate, is sent from MTurk, or they trust MTurk. Other

Fig. 12. Number of answers to the question related to the likelihood of click
on the link per each option.

interesting comments regarding the reason of their choice
were, having details, being targeted, and being informative (13
times); Because it is their routine to receive invitations or click
on such emails daily (9 times); The text is inviting, interesting,
honest, or with good wording (9 times); Others have joined, or
they have only 24 hours to act (5 times). Additionally, although
only 36 participants had not answered with Likely or Clicked,
legitimacy of the email was mentioned 30 times, that they
would check the sender, hover over the link, or they knew
that the email was not legitimate.
Overall, the results indicate that trait-specific personaliza-
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tion caused the treated version to be less appealing for the
participants. Only New Things_S showed a slightly higher
preference for the treated version after the treatment, and a
30.4% decrease for Anxiety_S was particularly noticeable.
Nevertheless, customization of the message, targeted to the
recipient, showed to lead to a more effective phishing attack
in general. Meanwhile that a greater number of the participants
chose the treated version, for most of them, including more
details and being more targeted, were directly mentioned as the
reason for preferring it. This clearly shows the effectiveness
of personalization and highly emphasizes the role of having
more information about the targets. In addition, Anxiety and
Compliance showed the highest percentage of preference for
the treated version in type S questions, and Sociability and
Excitement seeking the lowest.

(Disagree) for the Sociability facet among all the ten mentioned participants, and two had strikingly low scores for both
Altruism and Compliance facets (with 3 Strongly Disagree and
1 Disagree), with similar comments. We speculate that these
can result in less affection for other people, which one of the
comments can be a good exemplar for it:

B. A preliminary qualitative evaluation of choice motivations

For 5 participants, time pressure, introduced by the 24
hours phrase, was a reason to choose the original version
since they could still be able to do the task if they forgot to
subscribe. Even one participant who chose the treated version
complained about the time constraint of it. Meanwhile, for 6
other participants, not only was this not a negative point but
somewhat helpful to not “forget about the task” and therefore
doing it right away. Also, two comments mentioned that it was
an indication of the importance of the time and the task for
the researchers.
Scarcity is effective on open people as they want to have
new experiences and do not want to miss that chance. However, although a convincing pattern for the personality facets
could not be found, we think the motivation behind the choices
is similar. We presume due to our setting, that the participants
had the chance to choose among the two texts, the freedom of
having more time in the original version caused some of them
to like it better. Additionally, most of the comments in favor
of the treated version had the same idea of not missing out
on the opportunity because of forgetting the task. Therefore,
in a real-life scenario, when there is only one email to decide,
this constraint can act as an incentive for the recipient to act
quickly, hence, become more vulnerable.
Another notable finding is related to the context. Several
comments were regarding the subjects that were used in our
pretext explicitly, such as the new MTurk platform. Besides,
many of the participants saw higher customization as a sign
of having a higher chance to take part in the fictitious study:

I don’t necessarily need to know how many people aside from me
have been chosen or invited or whatever. The number of other
people is here nor there.

While we could not find a specific connection between the
usage of the Amazon MT Research Team for Neuroticism and the text preference, one comment showed that it
had caused reciprocation on the participant:
The email makes it seem that amazon has more specifically target
me for a response. I feel almost some responsibility that I should
respond and provide what I can from my experience working with
their platform.

We now investigate the reasoning behind the participants’
preferences qualitatively. We aim to achieve this objective by
further scrutinizing the text preference question’s comment
section.
Among seven comments concerning the Agreeableness
treatment’s phrase (to be its eyes and ears), five of
them were positive. We found that the participants who also
had high rates in any of the Neuroticism facets, with at least
one choice of Agree for any of them, tend to like it more.
Whereas, the two participants with negative comments scored
considerably lower in Neuroticism’s facets. This may be due
to the emotional weight of the phrase and the higher sensitivity
of the Neurotic people to these kinds of stimuli. One of the
participants mentioned
It seems more personalized like I am one of several and not one
of many as in the second email. I feel like a person and not a
number.

This can show the possibility that personality traits are interconnected variables, need to be considered as a whole, that
can affect each other and the decision-making procedure.
Furthermore, 18 comments were related to the phrase
586 members of your community have already
joined. Among the 15 positive comments for the treated
version, three participants explicitly stated that it is the indicator that the text is “safe”, “trustworthy”, and gives “a sense
of feeling of belonging”, which shows the desired influence
of the phrase on them. Interestingly, one participant clearly
mentioned his fear as one of the best examples of the induced
feeling of the corresponding phrase:

Because it specifically targets workers with less than a year on
MTurk, and I qualify. This will shrink the pool of applicants and
I will have a better chance of being chosen.

Because email number 2 has information about how many other
members already joined. So i feel comfortable to join with that
survey. I don’t want to feel lonely.

Nevertheless, some workers mentioned that they did not like
the qualifications and rather prefer the text that includes all
workers. Among many possible reasons, one can be the result
of reading the two texts superficially and not paying attention
to some cues, like the age range. Our further analysis showed
that some of them were in the boundary ages of the mentioned
age range in the text, such as 40 years old, that would fit in
the age range of 36 to 40. Subsequently, they may have been
worried that they would not qualify when the study is going
to begin.

Additionally, another comment clearly shows the essence of
the social proof and its direct effect:
it is more exclusive, well not exclusive exactly but now that i know
people are already joining it makes me not want to miss out on
it.

However, although the mentioned comments show the effect
of social proof on some participants, it had the opposite effect
for three other participants. One of them had the lowest score
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Our analysis showed the possibility that each personality
facet, or in a broader sense, each personality trait may have
complementary roles for each other in the phishing subject.
Therefore, although each of them can be informative by themselves, considering the full picture of the target’s personality
can lead to a more effective attack. Moreover, context proved
to have a chief role in affecting the participants’ choices in
our experiment, emphasizing its high importance.

which context of the message can have a highly influential
role. Consequently, we speculate that personality facets should
be considered in an interconnected way to result in a more
effective attack. The introduced framework offers a wide
variety of possibilities to conduct further, similar experiments
with the presented variables to investigate more about their
effects on personalization and the likelihood of success.

VI. D ISCUSSION

The analysis confirms that OSINT can be a valuable source
of information about the target, even for evaluating personality, which is a tough subject to measure [96]. Considering
Moodiness, which had the lowest percentage for the possibility
of inference from social media, there is still a high chance
(40.5%) of concluding the existence of that facet in the
target. Results for our experiment show the highest chance
of inference for the level of Extraversion, and the lowest
for Neuroticism. This can be due to the nature of these
two traits, that the facets of Extraversion have more visible
manifestations in the target’s social media than those for
Neuroticism that mostly concern inner feelings. It can also give
the attacker the possibility to focus more on the traits that are
easier to measure and use the corresponding useful principles
of influence. Besides, our experiment consisted of only two
facets per each personality trait. Including other facets of the
personality can result in a more accurate estimation of the
target’s personality. Meanwhile that our framework suggests
effective variables in phishing success; it affords a focused
view on OSINT. The provided proxy variables and the sample
measurement strategy for the framework’s variables are based
on OSINT to make the best use of these available resources.

C. Availability of OSINT for targeted phishing

A. Effects of the personalization
Overall, our study shows any variation of personalized
text is more preferred compares to a non-targeted version.
However, trait-specific treatments resulted in a lower preference for the treated version in all the personality facets,
except for New things with a modest rise. The mentioned
decrease in the preferability of the text can have different
reasons. Generally, participants had the possibility of choosing
between two versions of the text rather than receiving only
one email to act upon. Coupled with that, our pretext and
context for the experiment could have largely impacted the
workers’ choice. We hypothesize that the workers may find
the brevity and conciseness of the invitation messages, as
was the text of the baseline version, more desirable since it
is equal to the opportunity of saving more time and having
more income in the MTurk platform. Also, the fact that we
only had one template and one phrase as a Representative of
the corresponding principle of influence can also affected the
result. For example, using ‘authority’ principle may not be a
good fit with the context that is inviting the workers to another
HIT with an included reward.
Moreover, although the difference is not large and further experiments are needed, our study indicates on which
personality facets the personalization has the most effect. In
total, Anxiety, Compliance, and New things showed
the highest percentage of the preference for the treated
version, among other traits. Interestingly, Anxiety and
Compliance had the highest decline for the treated version’s
desirability after the addition of the trait-specific treatment.
This shows that the proposed framework can be used to
systematically evaluate the effectiveness of social engineering attacks, for example, by adding across “likelihood” and
“pretext” variables.

D. High likelihood of click
The study also demonstrates a high clicking possibility on
the link if the participants had received the email in reality,
that the majority of them chose either option of Clicked or
Likely for the corresponding question. While the legitimacy
of the link, sender, and the email, in general, was mentioned
by a few numbers of participants in the comment section, only
A small minority chose Not Clicked. We speculate that one
of the reasons can be the fit between different elements of the
phishing. Income and the MTurk platform itself are for sure
of importance for each worker that is currently active. While
the reward was attractive to the participants, it was also in a
reasonable form and range, close to what a good HIT would
pay in reality. Also, the reason for the reward was well justified
in the context, in a way that a few participants only wanted to
take part in making The MTurk platform, as the basis of the
pretext, better.
All the mentioned reasons, combined with the other elements, like the communication norm and visual cues, could
have been influential in not to raise the participants’ doubt.
Therefore, not only this indicates the need for training the
users to raise their awareness, but it also shows the framework’s true potential in helping with this goal by conducting
more targeted attacks in training. Using the framework helps

B. Personalization is effective but complicated
Some customization elements had contradictory results, and
some of them backfired in some scenarios. For example,
targeting a specific group to participate in the fictitious study
was why some participants did not like the treated message.
In comparison, it gave the other participants confidence that
they would have a higher chance of participating in the study
and receiving the reward. Additionally, the usage of particular
phrases or sentences to introduce principles of influence was
interpreted differently by the participants. While the study has
limited samples to conclude from, some personality facets
show the possibility of affecting others in a different trait,
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the organizations to measure their phishing attack surface and
therefore reduce it more efficiently.

can lower the precision of the treatments’ effects in contrast
with when there is a comprehensive way for introducing the
treatment to the text.
Our sample size was limited, and our dataset for the
treatments was restricted to one phrase for each principle of
influence. Further experiments are needed to find more patterns
regarding the personality and the effects of different principles
of influence.

E. Mood and stress relationship
Our experiment showed a close connection between mood
and stress. A general pattern can be found for the number of chosen corresponding answers between the available
options, such as the Positive mood with the Relaxed state.
This pattern could be seen in the dedicated type S questions,
preferred version of the texts, and the possible action if they
have had received the email in the real-life. Even though
this experiment’s purpose is not to confirm the relationship
between Mood and Stress, the result can imply that they can
be suitable representatives of each other when one can not
be measured from OSINT. Especially, with the chief role of
stress in phishing vulnerability and different available ways
that can be used to measure mood from social networks, such
as sentiment analysis, or more efficiently, through mood and
feelings fields in different social networks. Some of these ways
are mentioned in the sample measurement strategy.

VII. C ONCLUSION
By providing a structured map of the human attack surface
in phishing, the presented framework seeks to assist the
researchers and specialists in their fight against phishing. Our
experiment confirmed that our framework’s usage resulted in a
more preferred message and, therefore, a more effective phishing campaign. However, the usage of trait-specific treatments
caused lower desirability for the treated version in most cases.
Furthermore, the true potential of OSINT in evaluating the
target vulnerability was shown. Also, the high likelihood of
clicking on the link, even in the experiment setting, showed
an alarming phishing susceptibility result.

F. The framework
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training than the male participants that they believe could have
affected their vulnerability to the phishing to a certain extent.
As a side note related to the gender, they state that receiving
the phishing message from a person of the opposite gender
causes the attack to be more successful, which has a higher
effect on male recipients that can be helpful for pretext [57].
Meanwhile, some researchers think of gender as a proxy
for other effective variables. Redmiles et al. [95] in a related
study categorizes the spam topics in three broad categories of
sales-oriented (e.g., clothes for sale), media (e.g., photos and
videos), and interactive (e.g., games). They found that salesoriented spam messages were mostly viewed by females and
media spam by men. Authors believe the fact that most of
the sales-oriented spam featured female products or explicitly
targeted females and the majority of the media spam was porn
or violent content, which is more desirable to men, influenced
the result. Therefore, they conclude that gender is a facilitator
considering the spam message’s content rather than being the
true reason for clicking on it by itself.
2) Age: Studies regarding this subject show contradictory
results that some of them have found younger adults the most
vulnerable group to the phishing among other groups [57],
[100], [85] while others have stated older adults are more
susceptible [86], [70], [95], with older women as the most
vulnerable group.
Oliveira et al. [86] state that one possible reason for this contradiction is that studies supporting the younger adults’ higher
susceptibility to the older participants have considered the
middle-aged group and not older adults. They argue that adults
aged around 55 years benefit from high processing speed
and working memory, united with a high level of experience.
On the other hand, general cognitive processing capacities,
and sensitivity to deception and untrustworthy information
decline with age, whereas perceived trust increases, resulting
in a higher probability of falling for phishing attacks in older
adults. It is also mentioned that older adults have been especially unaware of their susceptibility to the phishing attacks
where there was a huge difference between their self-reported
susceptibility awareness and their behavioral susceptibility to
the phishing emails. However, Sheng et al. [100] argue that
the vulnerability of the younger adults is because of the lower
level of education, fewer years on the Internet, less exposure
to training materials, and lower risk aversion. These factors
can cause a younger adult to become vulnerable to phishing
messages and fall for them, making them a susceptible group
as well.
Further, [86] finds that younger users fall more for phishing
emails that use the “scarcity” principle of influence [19]. In
comparison, older users are more likely to succumb to the
ones that use reciprocity and liking. Furthermore, it has been
found that teenagers have a higher tendency to include and
share their personal information online, such as their photo,
location, or phone number [37].
3) Level of Internet usage: The user activity level on the
Internet, and its effects on phishing susceptibility, is twofolded in the literature. Redmiles et al. [95] found that more
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A PPENDIX A
F URTHER DISCUSSION OF THE EFFECTIVE VARIABLES
A. Effective variables in likelihood of phishing success
1) Gender: Most of the research has found that females are
more susceptible to phishing than men [100], [57], [70], [86],
[101]. Sun et al. [105] argue that female students have greater
Internet anxiety and less positive attitudes towards the Internet,
which causes them to be less comfortable with Internet tools
and respond less effectively to anti-phishing instructions. In
another study [13] female participants had a significantly lower
security self-efficacy. Furthermore, Jagatic et al. [57] state
that females in their study had less technical knowledge and
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active Facebook users were less likely to click on spams and
also in different studies [7], [6], more elapsed time since the
user’s Facebook membership was related to the lower phishing
susceptibility. In one study, more frequent online purchasers
were more successful at identifying phishing websites [94],
and in another one, participants with higher Internet usage
were more aware of its risks [45]. Ögütçü et al. [85] discuss,
higher usage results in more exposure of the user to crime
or negative experience, and therefore higher threat perception.
Also, in other studies, participants who had higher computer
usage in general, significantly performed better in phishing
susceptibility [89], [56].
On the other hand, higher usage of each platform, or the
Internet in general, results in habit creation that users perform
automatically and unconsciously with minimal mental effort
[35]. Habitual usage triggers heuristic processing and decision
making that is defined by Eagly and Chaiken [29] as “a limited
mode of information processing that requires less cognitive
effort and fewer cognitive resources” and is also referred to
as “rule of thumb”. In this mode, users fail to pay attention
to the deception cues and act based on their intuition [114],
[117]. In one study, habitual email use was highly associated
with the higher likelihood of responding to phishing emails
that the authors mention automatic response processing as the
cause of that rather than simply having more trust in those
emails [121]. Another study [11] found that users who had
a high frequency of photo-sharing were more likely to act
automatically and reflexively without thinking properly before
deciding to share photos and were more likely to share more
photos in the future, regardless of jeopardizing other people’s
privacy.
Therefore, it can be inferred that higher internet usage, in
general, heightens users’ awareness. However, habitual usage
can be of great importance when other parts of the phishing
message are well-crafted enough that do not trigger the target’s
systematic thinking. In these scenarios, habitual usage of the
platform, that the phishing message is delivered on, like a
specific social networking site or the company’s mailbox, can
act in favor of the attacker when the message fits the user’s
expectation and the essence of that platform.
4) Education: Education has been proved to have a positive
relationship with Internet skills [47], information security
awareness [85], lower preference for clickbait [70], and being
one of the causes of younger adults’ susceptibility to phishing
[100]. Moreover, knowledge of the target’s educational background can help the attacker access a rich source for a more
personalized pretext.
5) Computer security literacy: Digital literacy, in general,
has been proved to play an important role in the users’
online behavior. The less digitally literate users have a higher
tendency to fall for the sources that are not credible [70], are
more inclined to judge the accuracy of the source based on
their intuition, or are not able to do so [81], and have a higher
chance of responding to a phishing attempt [40].
Regarding the focus of this study, computer security literacy
has received special attention. Phishing awareness strikingly

influences the user’s phishing detection ability [94] and their
perceived protective practices and reactions [48]. Also, in
different studies, less knowledgeable users about phishing
were more vulnerable to it [80], [7], [6], and users that were
able to define phishing correctly, were less susceptible to the
phishing attacks [28].
6) Previous victimization: The previous victimization consists of the user’s experience of being phished and encountering phishing attempts where a strong positive relationship has
been found between these experiences and the capability of
phishing websites identification [94]. Past experiences make
users better execute cybersecurity measures by positively
affecting their overall awareness and risk perception [60]. In a
study [120], users with exposure to more spear-phishing had
a higher awareness of its underlying risks and better knew
how to handle and report those emails. In another study, some
users mentioned such experiences, like catching a virus after
clicking on a link, as a cause for their cautious behavior [14].
7) Information Security Awareness: Information security
awareness concerns “individuals’ knowledge of what policies
and procedures they should follow, their understanding of why
they should adhere to them (their attitude) and what they
actually do (their behavior)” [76].
Higher information security awareness causes users to judge
based on the systematic, deliberate processing rather than
heuristic mode [48], have a higher detection rate of spam
emails [17], and less inclination towards risky decisions [76].
Information security awareness’ education and training for
users have been emphasized as effective measures against
phishing attacks in different studies [101], [30].
8) Training: The role of training has been emphasized by
different studies, as one of the most effective measures and the
key mitigation strategy for the phishing attacks for each organization. These effects are regarding increasing individuals’
information security awareness, improving users’ protective
behaviors, and preventing users from falling for the attacks
[80], [74], [85], [101], [30], [48].
Different kinds of training, such as web-based, contextual,
and interactive games, can heighten the user’s phishing detection ability [100]. However, although training has proved
its usefulness for increasing users’ awareness, it has been
found that its effect starts decreasing after one month [116].
Therefore, the need to have regular refresher training for users
to remember their training should not be neglected [80].
9) The Big Five: It is believed that different personality
traits affect various aspects of a person, like beliefs, decisions,
and behavior, that can be good predictors of related outcomes,
such as happiness and life choices [78], and hence their
vulnerability to social engineering attacks [80]. Due to its
consistency across time, culture, and age groups, the common
Big Five personality model [26], also known as the five-factor
model (FFM), has been the most widely used model among
the researchers to distinguish different personality traits [36].
The Big Five model consists of five main personality traits,
namely neuroticism, extraversion, openness,
agreeableness, and conscientiousness. Possession
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of these traits and their rate in the person’s personality can
be a good indicator of that person’s future behavior. However,
measurement is a main problem in personality [96]. It needs
observation of the person’s behavior in different times and
contexts [75] that is a hard task to achieve in the context
of open-source intelligence gathering. Each of these traits
consists of different facets and correlated trait adjectives.
Different measurements have been proposed to use these
facets, in order to measure the main Big Five traits, such as
the Revised NEO Personality Inventory (NEO PI-R) [21] and
the Big Five Inventory (BFI) [62].
a) Neuroticism: Neuroticism, also known as emotional
instability, is the tendency to experience negative emotions,
such as anger or sadness, easily, which causes the person with
a high amount of neuroticism not to be able to handle stress
appropriately, think clearly, and make decisions [97].
In a study [31], a high level of neuroticism found to have
a relationship with the lack of ability to detect lies which
the authors believe is because neurotic people will be more
upset when facing sad situations and tend to believe that others
are truthful. Neuroticism is also related to the probability of
answering phishing emails in another study [45]. Nevertheless,
some researchers believe in the opposite, that the higher
neuroticism causes lower trust in others [5] and fear of being
held responsible for the outcomes of the security incident
[118], and therefore causes lower vulnerability to the phishing
attempts.
However, the high amount of sensitivity to the threats [50]
and inability to properly manage stressful situations in neurotic
people can make them vulnerable to well-crafted phishing
attempts when the suspicious person cannot find clear evidence
of the ongoing attack.
b) Extraversion: A higher level of extraversion is related to more inclination towards being in the other people’s
companionship and is associated with characteristics, like
sociability or activity [97], [80]. Different studies have shown
relationships between higher extraversion level and higher
phishing vulnerability [69], [68], [23], [9].
c) Openness: Openness is the tendency to try new things
and experiences without anxiety accompanied by intellectual
curiosity [80]. Studies regarding openness have shown that
high level of openness is related to higher phishing vulnerability [9] and having less strict privacy settings while posting
more on Facebook [45].
d) Agreeableness: Agreeableness is the tendency towards altruism, sympathy, and willingness to help rather than
being competitive and egocentric [97]. Although it has been
found that higher agreeableness is related to a higher information security awareness [76], various research has shown
higher agreeableness results in more phishing vulnerability and
being at a high rate of security risk for the possessor[88], [23],
[80].
e) Conscientiousness: Conscientiousness consists of
traits such as self-control, organizing, and determination [97],
which causes the conscious person more likely to obey the
security guidelines and training [80], [23]. Higher agreeable-

ness is related to higher information security awareness and
inclination to less risky behavior [76], [91]
10) Mood: Researchers argue that the positive mood gives
a sense of security to the person that the environment is safe
and triggers a low level of cognitive effort, hence giving the
possessor confidence. In contrast, the negative mood indicates
that the environment is unsafe and needs a higher level of
cognitive resources that makes the possessor doubtful. Therefore, positive mood activates heuristic processing, and negative
mood sets off careful, systematic processing, which causes the
target to be more aware of the phishing cues [24], [102]. The
higher impulsivity and inertia of the positive mood possessors
are emphasized in the study by Huang and Kuo [55]. Also,
in another study [34], participants with a happy mood were
more gullible, while sad mood had caused the possessors to be
more skeptical and more accurate in the deception detection.
Some theories have been stated and analyzed regarding
mood maintenance and mood repair. These theories state that
people try to maintain their positive mood or try to repair
their negative mood and change it to positive; however, further
research is still needed in this domain, especially considering
phishing susceptibility. [84]
Martin et al. [73] argued that although positive mood, in
general, produces a more favorable result, mood congruency
is more important. In their studies, subjects with positive mood
had done better in the evaluation of the targets with positive
mood role fulfillment (like a laughable comedy), and subjects
with negative mood had done better with negative mood role
fulfillment (like a sad tragedy). When the mood of the target is
known, tailoring the emotional tone of the message based on
that can increase the success likelihood as it ‘feels right’ for
the recipient, especially when other factors leading to thinking
is kept at minimum [93].
11) Work experience: Work experience includes attributes
associated with the person’s present and previous jobs, such as
expertise in the job, years of functioning in each role, gathered
skills, and job description.
In an interesting study on pilots [119], a higher level of
experience was related to the more effective cognitive strategy
in the decision making of the pilots, and while expertise
was helpful in general, task-specific expertise found to be the
most effective factor in decision making. This emphasizes two
aspects; First, the importance of the previous victimization
and computer security literacy as the specific phishing relevant
expertise that help users to use their cognitive resources more
effectively in making decisions when facing phishing attempts
in general. Second, as have been seen before, many phishing
emails were particularly pertinent to the person’s job, tried
to deceive the user into executing a job-related demand, like
asking an accountant to transfer money to an account, or use
it for pretexting, such as impersonating an authority. In these
scenarios, the user’s work experience can be a major aid for
better reacting to the phishing attempt. Experience becomes a
source of information over time [60], helping the possessor
make the right decision, which successful experience was
mentioned as a chief factor of a CISO credibility [65].
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Moreover, information regarding the person’s work experience can be a rich source to create various personalized
pretexts [109].
12) Years in the current company: Despite the overall
working experience discussed, years of service in the current
company can be of importance regarding phishing susceptibility as well. Although limited numbers of previous studies
have considered this variable, two studies have shown that the
employees who were hired for a longer period by a company
were less likely to fall for the phishing attempts [16], [63]. The
mentioned result can be due to the higher familiarity of the
employees with more years of service with the organization’s
processes, customs, procedures, and rules, which make the
employee more aware of the related organizational phishing
attacks compared to those employees with fewer years of
service and experience in that organization [16].
Another study [120] mentions ‘unfamiliarity’ with the
sender or the topic of the received phishing email, as an aspect
that has caused suspicion in their study respondents where new
employees that are not familiar with the people that they or
their company cooperate with are considered more vulnerable
to the work-related phishing attacks.
13) Stress: Stress has been proved to be related to lower
performance, attention or memory deficits, higher task error
rate, errors in judgment, narrowing visual attention, and reduced cognitive resources that all make users vulnerable to
phishing attacks [80], [103]. Furthermore, stress causes the
tunneling effect that results in focusing on the main task and
decreasing the attention on peripheral information [102]. This
is especially important in phishing that peripheral information
plays a key role in phishing detection by the user.
Different kinds of daily stressors exist, such as heavy
workload, time pressure, email load, resource constraints, poor
management, noise, and fatigue [80], [64], [102], [20], [42].
Mentioned stressors make the person switch to the faster
heuristic mode due to the diminished available cognitive
resources when processing emails and hence more vulnerable
to phishing [103].
In different studies regarding the relationship between
emails and stress, participants who were asked to turn off their
emails experienced a lower stress [72]. In another study, even
participants who had limited their email checking frequency
were observed to have lower stress [66], and higher daily time
spent on emails found to have a relationship with higher stress
and lower productivity [71]. Furthermore, in a study associated
with workload [59], a higher workload was related to a higher
probability of non-compliance behavior.
14) Role: Despite being invaluable information to be used
in the pretext, studies related to the target’s role in the
organization proved that some roles are more vulnerable to
phishing. In a study [101], employees from the call center,
management, and HR/legal function groups were among the
most susceptible groups to the phishing attacks with the rate
of 41.8%, 18%, and 9.8% respectively.
Effects of stress on phishing vulnerability has been discussed previously; therefore, roles that are more stressful in

their nature and roles that have a periodical high peak of
workload and stress, like accountants near the end of the
fiscal year, can be good indicators of susceptibility as well.
As an example, in a study [120], one of the call center
employees has mentioned receiving 200-300 emails per day,
making it hard for them to distinguish valid emails as opening
the attachments is an essence of their job. Some effective
factors in the relationship between organizational roles and
the phishing vulnerability are heavy workload, long working
hours, time pressure, resource constraints, role overload, poor
management, lack of support, and poor communication [64].
Another study regarding the email and cognitive overload
[71] shows that the social pressure from peers to respond
quickly is more when a person is higher in the organizational
hierarchy and hence causes cognitive overload for the person.
15) Risk aversion: Risk aversion causes the person to be
knowingly inclined towards choices and decisions that contain
less risk, which has been shown that the higher level of risk
aversion is related to lower susceptibility to phishing attacks
[100]. Additionally, risk perception has been proved to be
effective in the users’ behavior that in a study [114] users’
awareness of the underlying risk of their actions caused them
to process the email systematically. At the same time, heuristic
processing was triggered when the action was perceived as
safe, with no risk.
Risk aversion increases by age that younger adults reported
having the lowest risk aversion [3], [27], and teenagers were
more willing to share their personal information, like the
photo, phone number, or exact location in social medias [37].
16) Culture: In the importance of the culture, Godson and
Wirtz [38] mention that understanding the target’s culture
strengthens the deception, and in order to be successful in the
deception, “the deceiver must recognize the target’s perceptual
context to know what (false) pictures of the world will appear
plausible”. Furthermore, studies have shown that there is an
association between an individual personality and cultural
factors [53].
Cultural differences can cause various reactions towards
the phishing emails. Individualism culture, which is higher
in countries like the US, means people give higher priority to
their concerns than their groups [77]. Butavicius et al. showed
in their study [17] that respondents from countries with a lower
level of individualism were less likely to identify phishing
emails. The authors argue this can be because of their higher
motivation for keeping the group harmony and thus responding
to others’ requests.
Also, feminine cultures proved to promote risk-averse attitude [49], which can be a good indicator of lower phishing
vulnerability. In a related cultural experiment [33] Swedish
employees’ behavior was significantly correlated with their
general information security awareness and intention to resist
social engineering, compared to US and Indian employees.
Authors suggest that it was the outcome of their less individualistic, feminine culture that promotes moderation.
Another effective cultural factor is Power Distance (PDI),
defined as “the extent to which the less powerful members
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of the organizations and institutions accept and expect that
power is distributed unequally” [54] where individuals expect
the higher individuals to tell them what to do [54]. In a study
[16], individuals from cultures with higher PDI proved to be
more susceptible to phishing attacks where the experiment’s
email contained a manager signature and was asked them to
follow a guideline.
In a more general view regarding Hofstede’s dimensions of
culture [52] and their association with the Big Five traits, it has
been shown that Power Distance was related to low Extraversion and Openness, and high Conscientiousness; Uncertainty
Avoidance was associated with high Neuroticism and low
Agreeableness; Individualism with Extraversion and Openness; Masculinity with Neuroticism and Openness. Furthermore, McCrae has created a map based on which Asians and
Africans are generally considered as introverts and Europeans
as extraverts, with Europeans having a higher rate of openness
and a lower rate of agreeableness and conscientiousness. [77]
Also, in a study related to the relationship between culture
and language, the author states that “language and culture
cannot exist without each other” [61] and are inseparable
of each other. This can indicate the possibility of using
the language, which can be relatively easy to measure from
OSINT, as an indicator of the target’s culture.
17) Devices: In the present days, technological devices are
inseparable parts of each person’s life. Whether personally
or professionally, every aspect of our lives appears to be
intertwined with our devices in a way that makes them look
like a part of ourselves.
Different studies have considered the importance of the
devices that a person uses in increasing the likelihood of
success for phishing attempts. Examples of such effective
factors considering mobile devices are hiding or truncating the
complete URL in their browsers or their small screens [83],
[12], that make it hard for the user to investigate the signs of
the illegitimacy of a phishing website, simple user interface
for entering the credentials in mobile apps, that allows the
attacker to develop a similar believable one easier [39], [99],
enhanced habituation caused by the device affordances [113],
or the owners’ feelings of trust in their mobile devices [12].
The knowledge regarding the target’s used devices in different environments and the time that those devices are used
can surely affect different aspects of the attack. Besides, each
device has its characteristics, like the operating system, known
issues, and built-in applications that can lead to the usage of
a more suitable payload for that special device. Additionally,
this information can be a good source for the pretext and a
better-crafted message.

media spam. They hypothesize that sales spam fitted the Facebook platform more than media spam that were mostly related
to porn or violent content, which users are not expecting to see
in such a platform. Conversely, sales spam can be analogous to
Facebook’s advertisements. Therefore, knowing the platforms
that the user has activity on can be truly helpful in creating a
more suitable and more believable phishing message.
2) Contacts network: Regarding the importance of knowing
about the target’s network and social contacts, studies suggest
that the chance of the victims succumb to a targeted attack
is four times higher if the sender is a known acquaintance.
This results in a higher chance of ignoring the critical clues
by the recipient of the message and becoming notably more
vulnerable [57]. Additionally, the authors noted that some of
the participants were not aware of the possibility of harvesting
their personal information by somebody else rather than their
friends. This lack of awareness can result in a higher success
rate for the phishing messages from the target’s contacts.
Another interesting study regarding this subject on the
Facebook platform [95] showed that spam coming from friends
are less likely to succeed as their content may not fit the
recipient’s expectation of a message from known friends,
which emphasizes the key role of the context and the fit
between the crafted message and the recipient’s expectations.
Nevertheless, recipients had a weaker assumption regarding
the content coming from friends of friends and expected pages
to offer promotional content. Therefore, they had a higher
probability of falling for the spam coming from friends of
friends or pages; however, they found spam re-shared by the
friends of the recipients to have a higher chance of succeeding
than when they are re-shared by an unknown source. It is also
suggested that being friends of friends will raise the chance
of being accepted by the user due to the networking and
connecting nature of the social medias [101].
3) Community membership: Membership in a community,
whether virtual or physical, can give a great amount of information about the target, such as their interests, skills, beliefs,
personalities, or time of presence in a location. These pieces of
information can help the phisher to craft a suitable pretext for
targeting the person. Furthermore, members of a community
generally have similar traits or interests. They are more open
to giving out personal information, especially in communities
for social causes, that members want to help others [36]. One
of the notable aspects of most of these communities is their
easy access for the attacker that in a study [101], authors could
access a private discussion forum of a company consisted of
1200 employees without any verification.
In addition, Redmiles et al. [95] found that being present in
a community with higher spam level causes users to be less
inclined to fall for them since this gives them a higher ability in
distinguishing trustworthy content from spams in time, which
is aligned with the findings in the previous victimization part.
They also found that clicking norms in the users’ communities
affect their individual behavior. Hence, targeting users in
countries with high spam click-through rate can lead to a more
effective result. One of the possible use cases for this is the

B. Effective variables in personalization
1) Web platform: Each website and social media has a
different nature and essence. Users expect more to see content
related to the image of those media they have in mind. In the
study by Redmiles et al. [95] on the Facebook platform, the
number of clicks on sales spam was twice as the number of
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study that authors found a huge difference in the number of
compromised accounts with the various country-code top-level
domains, with ones from Russia (.ru), 35 times higher than the
next country code [18].
4) Residence: Information regarding the user’s residence
and surrounding, such as the country of living, home address,
or organized events in the neighborhood, are considered as
high value and can lead to more personalized attacks [98],
[30], [90], [37] that some researchers used geographic contexts
to improve the believability of their emails [86]. Additionally,
as discussed in the community membership part, the user’s
country of living as a large scale community is important
regarding the spam prevalence and clicking norm, where users
living in the countries with higher spam prevalence were 59%
less likely to fall for them [95].
5) Work place: Just as the residency, knowledge about the
user’s workplace is valuable to the attacker to use in the
pretext, like the company name, location, working hours, or
colleagues. [37], [80], [30]
6) Life events: Life events consist of all the happenings
in the person’s life, such as a newborn baby, attending a
seminar, having an accident, and so on. In a study, compliance
of the phishing email, regarding an unpaid invoice, with the
real-life context of the recipients, that had had a real unpaid
invoice among their tasks, was resulted in a high click rate
[41]. Such events can temporarily affect contextual relevancy
[103] and give the attacker a valuable source for the pretext,
hence increase the likelihood of the attack success. Also, email
relevancy causes the recipients to ignore some important cues
for the phishing detection, like email’s source, and become
more vulnerable to it [115].
As a recent example, in April 2020, with the Coronavirus
pandemic outbreak, Google company stated that it was blocking 18 million scam emails related to the Coronavirus everyday [106]. Correspondingly, a sudden growth of 667% was
reported by Barracuda Networks security firm for the relevant
phishing attacks by the end of February [36] which is a good
representation of using the ongoing events for pretexting.
7) Likes and interests: Knowledge of the targets’ likes
and interests, such as their hobbies, are important sources for
pretexting [104], [90], [109], [30], especially when customized
based on the life domains of the target [87]. This can also help
enhance the liking of the message as one of the Cialdini’s
“Principles of Influence” [19], making the target perceives the
source as “like me”, which holding the same cultural beliefs is
an example of [15]. Additionally, it is proved that individuals
tend to spend more time with the person that they think is
more similar to them [22].
8) Communication norms: Hadnagy in “The Art of Human
Hacking” [44] indicates communication style as one of the
key factors to successful elicitation. The communication norm
is one of the principal parts of the attack implementation. It
consists of relevant information regarding the communication
aspects of the impersonated entity, that can enhance the
message’s credibility, which one of the recent attacks on
foreign immigrants by impersonating the Dutch immigration

service can be a good representative [8]. Some examples of
the communication norm that the attacker should consider are
how does the impersonated company contact the customers?
Do they communicate through email, text messaging, or social
media? What are the tone and language of their messages? At
what time do they normally send messages? And so on. In a
study [120], receiving emails contradictory to the company’s
communication norm was emphasized by the respondents as
a sign for the email illegitimacy. Some examples from the
mentioned study are receiving an email on an inappropriate
day and time and receiving an external email where the
employee normally only receives internal emails from other
colleagues.
9) Visual cues: Visual cues, such as logos, images, copyright statements, slogans, fonts, or margins, are another staple
factor in implementation for increasing the believability of the
message [8]. The correct implementation of the visual cues
can even fool the most sophisticated users [25]. These cues are
linked to the perceived user trust from the brand, and perfectly
imitated ones in a phishing email can stimulate that trust [79].
Moreover, users perceive appropriate visual cues as a sign of
legitimacy and emails containing them as more trustworthy
and persuasive [121], that users were more likely to fall for
phishing emails containing logos [14].
A PPENDIX B
U SED SURVEY IN THE EXPERIMENT
Figures 13 to 16 show the used survey of the first part of the
experiment. The survey is segmented into four parts; however,
it was shown to the participants as a single page.
A PPENDIX C
OVERVIEW OF THE EXPERIMENT SETUP
Figure 17 shows the overview of the experiment and its
procedure.
A PPENDIX D
S AMPLE MEASUREMENT STRATEGY FOR THE FRAMEWORK
VARIABLES USING OSINT.
Table VIII, provides sample measurement strategy for the
variables introduced in the framework by focusing on the
possibility of measurement from OSINT.
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Fig. 13. The used survey in the experiment (1st segment)
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Fig. 14. The used survey in the experiment (2nd segment)

26

Fig. 15. The used survey in the experiment (3rd segment)
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Fig. 16. The used survey in the experiment (4th segment)

Fig. 17. Experiment setup overview.
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TABLE VIII: Sample measurement strategy for the framework
variables using OSINT.
Variable
Gender
Age
Level of
Internet usage

Education
Computer
security
literacy

Previous
victimization

Information
security
awareness

Training

The Big Five

Mood

Example measurement scenarios
Social networks, such as Facebook, LinkedIn, etc.
Social networks, such as Facebook, LinkedIn, etc.
Amount of posts, engaging activities, like commenting and liking other posts, etc. in different
social networks.
Online indicator in social networks. An example of such scenario is a tool developed for finding
sleep pattern of the friends based on their online indicator (https://github.com/sqren/fb-sleep-stats).
Increase in the number of posts and followers in a time frame, for example in a week, that can
be monitored by different tools, like Visualping or Tinfoleak
Person’s professional role.
Social networks, especially LinkedIn and Facebook.
Educational institute website and alumni lists.
Scientific and academic websites, like Researchgate, etc.
Special events and conferences’ websites.
LinkedIn’s fields of Skills and Licenses and Certificates.
Person’s educational background.
Previous work experience and present role.
Privacy settings and security-related behavior in different social media.
Dedicated tools and websites for leaked credentials, such as ‘Have I been pwned?’
(https://haveibeenpwned.com/).
Using Google Dorks.
Presence in the communities with higher spam level
Shared content in social networks that contain being hacked or similar incidents.
Previous work experience and present role.
Social networks’ fields of Education, Skills and Licenses and Certificates for referencing to security
and awareness related certificate, training, educational background, etc.
Knowledge of internal procedures of the person’s working company, such as security-related
training for new employees, periodic training, awareness-raising campaigns, etc.
Using internet safe practices and behavior, like social networks’ privacy settings.
Using mentioned proxy variables in the proxy relationship figure, such as previous victimization.
Social networks’ fields of Education, Skills and Licenses and Certificates for referencing to
security-related training.
Knowledge of internal procedures of the person’s working company, such as security-related
training for new employees, periodic training, awareness-raising campaigns, etc.
Company or its partners’ websites, social networks, forums, etc.
Social networks’ fields such as ‘bio’ or ‘about’ where people write about their personality, opinions,
etc.
Social networks’ fields such as ‘likes’, ‘interests’, ‘volunteer experiences’, etc.
Some social networks have a feature, like Facebook’s ‘Feeling/Activity’ that people use to express
their moods and feelings, which are among the best sources to examine the personality of the
person, especially by considering posts in a wider period of time. Notably, most of the Big Five
facets are present in the list.
Analyzing the targets’ shared contents, like texts, images, or videos, in various social networks
in different periods of time with tools such as sentiment analysis, image processing, and manual
examination to find the desired characteristics in their personalities.
Dating websites are among the richest sources since they are the place where people are open to
talk about themselves and their personalities.
Analyzing target’s membership in different groups, websites, forums, special social networks, etc.
Analyzing the social networks posts’ mood and feelings fields.
Analyzing the content and tone of the shared posts manually or through sentiment analysis.
Life events that can affect mood.
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Table VIII Continued:
Social networks, especially LinkedIn and Facebook.
Search engines.
Company or its partners’ websites, social networks, forums, etc.
Social networks, especially LinkedIn and Facebook.
Years in
Search engines.
current
Company or its partners’ websites, social networks, forums, etc.
company
Person’s professional role where some roles are stressful by their nature, contain high amount of
workload or email load, and time pressure.
Stress
Person’s life events when stressful event has occurred, such as losing someone, experiencing a
breakup, having an exam, etc.
Usage of indicators of stress in social networks’ posts for expressing moods and feelings. It should
be noted that ‘stressed’ is one of the presented options on the list.
Content of the shared posts and searching for referencing to stressful events, using stressed tone,
etc.
Some professional roles have periods with higher stress level, such as accounting in the end of
each fiscal year.
Social networks, especially LinkedIn and Facebook.
Role
Search engines.
Company or its partners’ websites, roster page, social networks, forums, etc.
Social networks’ fields such as ‘likes’, ‘interests’, etc. to find interests or hobbies that contain
Risk aversion
risk, like Parachuting, Scuba diving, etc.
Analyzing the targets’ shared contents, like texts, images, or videos, in various social networks in
different periods to find risky hobbies or behaviors, such as drug usage, alcohol overuse, driving
with high speed, etc.
Past job experiences or present role can be a good indicator of the person’s risk-taking behavior.
Social networks’ fields such as ‘languages’, ‘place of birth’, ‘living place’, ‘bio’, ‘about’, etc.
Culture
Language of the posts.
Shared photos’ metadata.
Metadata of the available documents on company’s website, groups, forums, etc.
Devices
Publicly available tools that identify the devices used for posting a content on social networks.
Social networks’ shared contents, such as photo showing the laptop, sharing excitement for the
new phone, selfie photos in the mirror, etc.
Predefined email signatures of some devices.
Presence of the target in the social networks and adequate level of activity.
Web platform
Company’s norm of the target that enforce usage of specific platforms.
Social networks’ profiles that show membership in the groups.
Social networks’ ‘likes’, ‘interests’, ‘following’, and similar fields.
Communities
Analyzing the company’s website, forums, groups, etc. to find relevant organizational groups.
membership
Search engines.
Social networks’ shared contents, such as photo of a club, or mentioning the name of a community,
etc.
Social networks’ connection list, followers, following, or similar fields.
Fields like ‘teammates’ and ‘reports to’ in work-related social networks.
Contacts
Company’s website, roster page, forums, groups, etc. to find other related employees.
network
Analyzing the shared contents in the social networks to find mentions of names, media contains
another person, etc.
Communication Emails, chats, shared contents in social networks, groups, website, and other similar options are
reach resources to analyze the communication norm in different occasions.
norm
Company’s newsletter, promotional messages, or other kinds of engaging messages.
Social networks’ ‘living place’, ‘current city’, or similar fields.
Using geotags of shared posts.
Residence
Shared photos’ metadata.
Likes and interests that contain specific places to a neighborhood.
Work
experience
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Table VIII Continued:

Work place

Life events

Likes and
interests

Visual cues

Membership in the communities of a specific physical location, like the gym in the neighborhood
or residents of a building.
Company’s website.
Search engines.
Shared photos’ metadata.
Companies directories websites.
Shared contents in the social networks of the target, family members, or close friends.
Events that are happening in the target’s neighborhood, city, or even globally.
Company and partner’s website, social networks, etc. for professional events.
Social networks’ fields such as ‘likes’, ‘interests’, ‘volunteer experiences’, etc.
Social networks’ shared contents, such as showing the person in a sport, talking about the hobbies,
anticipation for a new movie, etc.
Shared reviews and ratings in social networks.
Liking the posts related to a page, product, etc. or content and tone of the comments on those
posts.
Membership in the communities.
Tools that tracks the behavior of the person based on the IP address, such as downloaded torrents.
Using geotags to track the presence of the person in special places.
Emails, chats, shared contents in social networks, groups, website, and other similar options are
reach resources to analyze the used visual cues in different occasions.
Company’s newsletter, promotional messages, or other kinds of engaging messages.
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