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FOCUS: DIGITAL TWINS

DIGITAL TWINS (DTS) are appearing 
everywhere, in agriculture, construc-
tion, engineering, production, and 
medicine, to mention just a few promi-
nent examples. Research and industry 
have produced various definitions,1,2

ranging from underspecified (digital 

replica or virtual counterpart), overly 
narrow (virtual representation based 
on augmented reality technology), to 
utopian (complete digital representa-
tion) approaches. The concepts found 
in the literature range between 1) high- 
fidelity design-time models used for 
design-space exploration, dimension-
ing, or validation, and 2) software sys-
tems used to monitor, comprehend, 

and optimize the behavior of another 
system during its runtime.

A DT is a virtual representation (or 
replica) of an actual system (AS) that 
is continuously updated with real-time 
data throughout its lifecycle and, at 
the same time, can interact with and 
influence the AS.3 DTs can be built 
for a variety of purposes, such as the 
design, development, analysis, simu-
lation, and operation of nondigital 
systems to understand, monitor, and/
or optimize the AS. Many domains 
employ DTs to better understand, 
control, and optimize the behavior of 
complex systems, either during their 
design time (such as for design-space 
exploration) or at runtime (for exam-
ple, to improve performance/produc-
tivity or prevent failures). Hence, DTs 
are becoming an important software 
engineering tool to harness the com-
plexity of software engineering in a 
wide range of application domains. 
To this effect, we consider a DT of an 
AS to comprise a set of models of that 
AS and provide a set of services that 
use data, possibly obtained from the 
AS, and models for specific purposes 
with respect to the AS.4

The complexity of systems grows 
fast, and models have become crucial 
to understand them. Consequently, 
today’s sophisticated systems are 
engineered with models from dif-
ferent engineering domains. Hence, 
their DTs also need to integrate vari-
ous heterogeneous models to address 
the different aspects of the system. 
These models may be engineering 
models (for example, building infor-
mation modeling, Modelica, Simu-
link, and mathematical equations) 
or software models (such as the Ar-
chitecture Analysis and Design Lan-
guage, MontiArc, Systems Modeling 
Language, Unified Modeling Lan-
guage, or models in some kind of do-
main-specific language).
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To make sense of these models dur-
ing a system’s design time and its run-
time, they must be connected to data 
obtained from the AS and its environ-
ment. The models and data enable im-
plementing services related to the AS. 
How the different models, data, and 
services of a DT relate depends on its 
purpose and application.

We investigated different charac-
terizations of DTs1,2 to distill their 
essentials in a conceptual modeling 
framework focused on making data, 
models, and relations explicit. To this 
end, we present the framework and 
its instantiations aiming to support 
conceptualizing DTs and systemati-
cally engineering novel DT applica-
tions. The framework details the core 
parts of DTs, and its instantiations are 
blueprints for software engineers that 
describe which DT parts they need to 

provide, interconnect, and integrate 
to achieve different DT utilizations.

A Conceptual Framework 
for DTs
We consider a DT to comprise a set 
of models and data associated with 
the AS that enables the creation of a 
set of services,4 corresponding to the 
functionalities provided by the DT. 
For instance, the DT can use simu-
lation (even in communication with 
other DTs) to aid decision making 
for maintenance or improvement of 
the AS based on new requirements 
and/or available resources.

Figure 1 presents a conceptual 
framework for DTs described us-
ing the Models and Data (MODA) 
framework,5 a conceptual modeling6

framework that aims to support the 
description of data-centric systems 

in terms of models, data, and trans-
formations. By proposing a concep-
tual framework, we do not discuss 
particular tools or technologies for 
realizing DTs, but we categorize the 
different roles and the relationships 
of artifacts on a conceptual level. In 
this way, we follow but also extend 
the viewpoints of existing frame-
works proposed in the literature.1,2

A DT is a virtual representation of 
an AS that exists within its environ-
ment. The AS produces data that are 
related to different aspects of the sys-
tem, and the DT captures these data 
and uses a set of models to conduct 
different types of operations/actions 
on the AS (as we will see later, the se-
lection of the models depends on the 
purpose of the DT). The main com-
ponents of the framework we are pro-
posing are as follows.

The AS and Its Environment 
The AS refers to the system associated 
with the DT. Collecting and storing 
as well as calculating and inferring 
data—depending on the system it-
self—is mandatory for a DT, which 
should capture the relevant aspects, 
including the required features and re-
lationships, of the AS with respect to 
the contexts and environments (sys-
tem environment) in which it oper-
ates.2 The AS is an essential element 
for the existence of the DT itself.

Data 
This component is related to the stor-
age and representation of the current 
and past data of the AS relevant for 
the DT. Data and information are 
needed to represent the AS in the 
specific digital models of the DT.

A DT comprises different types of 
dataflows (see the arrow labeled Moni-
toring in Figure 1): data obtained from 
monitoring and sensing, measured 
data, and external/historical data from 

AS

System Environment

DT

Descriptive
Model

Prescriptive
Model

Predictive
Model

Monitoring

Digital
Shadow

DataModels

Planning

Executing

Analysis

Planning Generalizing

FIGURE 1. The conceptual framework for DTs based on MODA.5 MODA: Models 

and Data.
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the system or its environment (for ex-
ample, environmental data, technical 
data, and constraints). To this end, 
DTs comprise digital shadows, that 
is, purposefully abstracted and aggre-
gated data structures4 that represent a 
one-way dataflow between the state of 
the AS and its digital representation.

Models 
This component is represented by one 
or more models of the system or its 
parts.1 Models address different as-
pects and disciplines of a system (for 
example, engineering models, software 
models, and scientific models) and can 
be of various language types.3

As defined in the MODA frame-
work,5 we identify three roles that 
models can play in a DT: descriptive 
model, predictive model, and prescrip-
tive model. A descriptive model reflects 
the system or the system’s environment 
in a descriptive manner, representing 
current or past aspects of the AS, fa-
cilitating understanding, and enabling 
analysis.5 The arrow labeled General-
izing (between digital shadow and de-
scriptive model) in Figure 1 represents 
the application of techniques that gen-
eralize the different kinds of data to 
yield (or calibrate) a descriptive model. 
In addition, models may also reflect 
the actual or future system behavior in 
a predictive or prescriptive manner. 

A predictive model is used to pre-
dict information that has not been 
measured, allowing decision-making 
and trade-off analyses. This can in-
clude models for analysis (such as Petri 
nets), simulation (for example, Simu-
link), and machine learning (such as 
different types of neural networks). 

By contrast, a prescriptive model is 
a description of the system to be real-
ized, driving the constructive process, 
including runtime evolution in the 
case of self-adaptive systems.5 The ar-
rows labeled Analysis and Planning 

represent decision support activities 
(for example, a what-if analysis) used 
to feed and update the prescriptive 
model. Finally, and to close the loop 
between DT and AS, the arrow la-
beled Executing involves deploying 
and executing the actions on the AS 
and/or its environment, based on the 
prescriptive model.

Digital Twin Applications
Research and practice have produced 
various DT implementations. We iden-
tified a representative set of DT appli-
cations that involve different stages of 
a system lifecycle, notably design, man-
ufacturing, maintenance, and utiliza-
tion.7 In what follows, we characterize 
these applications using our concep-
tual framework. Figure 2 illustrates the 
set of DT applications as instances of 
the DT conceptual framework.

Design
The design of new systems requires 
the development team to collaborate 
with stakeholders by exchanging and 
sharing design data and relevant infor-
mation7 to investigate alternatives and 
validate design decisions. In applica-
tion domains like aerospace, automo-
tive, construction, health care, and 
manufacturing, DTs are used during 
the system design phase to improve/
optimize the system by enabling dif-
ferent types of analysis and simulation 
that allow one to explore different de-
sign alternatives based on actual data.

In such cases, data are collected 
from both the system being designed 
and the environment (stakeholders). 
The DT can relate system functions 
and appearance, technical and pro-
cess data, tests results from the design 
process, and stakeholder/customer 
feedback. These data are recorded 
and managed by the DT using a set of 
digital shadows, each focused on data 
related to different design aspects.

On the model side, these data, to-
gether with historical data of similar 
systems, are used to produce differ-
ent types of descriptive models, such 
as feature, structure, behavior, and 
domain models. Besides allowing one 
to better understand different aspects 
of the system design, these models 
are used to produce predictive mod-
els that enable different types of 
analysis, simulation, and tests. For 
example, a predictive model can be 
used to simulate different scenarios 
to allow the accurate prediction of 
specific properties related to perfor-
mance. Finally, decisions to improve 
the system design (for example, con-
figuration, adaptation, and refac-
toring) are encoded in prescriptive 
models and then applied in the sys-
tem design.

Manufacturing
Manufacturing refers to the overall 
process used to transform raw mate-
rials into finished products. DTs are 
used in domains such as Industry 4.0, 
processor manufacturing, and the au-
tomotive industry to help optimize 
different aspects of the manufacturing 
process, including production flow, 
product quality, resource manage-
ment, waste reduction, and mainte-
nance intervals.8

In this context, the DT moni-
tors different types of data related 
to both the manufacturing system 
and its environment. It typically in-
cludes time required at the different 
production phases, waiting time, 
resource usage, different measures 
related to product quality, tempera-
ture, and humidity.

On the modeling side, descrip-
tive models are used to extract differ-
ent types of process information and 
metrics from the data, for example, 
lead time, percentage of productive 
time, and different quality metrics. 

Authorized licensed use limited to: Eindhoven University of Technology. Downloaded on March 07,2022 at 09:24:53 UTC from IEEE Xplore.  Restrictions apply. 



42 IEEE SOFTWARE | W W W.COMPUTER.ORG/SOFT WARE | @IEEESOFT WARE

FOCUS: DIGITAL TWINS

Predictive
Model:

Simulation
Models,

Test Models,
Quality

Prediction,
...

Decision
Making,
Optimizing,
Adapting

Models

DT

Data

Digital
Shadow:

Requirements,
Stakeholder
Feedback,

Historical Data,
Constraints,

Technical Data,
Process Data,
Environment

Data,
...

Descriptive
Model:

Domain Model,
Data Model,
Conceptual

Model,
Design Model,

Product
Configuration,

Design
Parameters

Prescriptive
Model:

Configuration
Settings,
System
Models,

Adaptation
Actions

Executing Monitoring

System

System Environment

Analysis,
Predicting

(a) (b)

(c) (d)

G
en

er
al

iz
in

g

Predictive
Model:
Failure

Prediction,
Root Cause

Analysis

Planning,
Optimizing

Models

DT

Data

Digital
Shadow:
Position,
Energy

Consumption,
Environment
Data, User
Operation,

Configuration
Data,

Material
Quality,

Failures, …

Descriptive
Model:

Actual and
Historical

System State
and Behavior

Representations

Prescriptive
Model:

Maintenance
Strategy

Synthesis,
Maintenance

Animation and
Augmented

Reality
Generation

Executing Monitoring

System

System Environment

Analysis

G
en

er
al

iz
in

g

Predictive
Model:

Detection of
Critical

Situations

Decision
Making,
Adapting

Models

DT

Data

Digital
Shadow:
Location,

Physiology,
Behavior,

Environment
Data, …

Descriptive
Model:

Current and
Historical

Representation
of the System,
Comparison

With Previous
States

Prescriptive
Model:

Configuration,
Device

Controlling
Actions,
Remedy
Actions

Executing Monitoring

System

System Environment

Analysis,
Detection,
Prediction

G
en

er
al

iz
in

g

Predictive
Model:

Resource
Management

and Allocation,
Production Plan
and Optimization

(Logistics,
Assembly,
Machining)

Decision
Making,
Adapting

Models

DT

Data

Digital
Shadow:
Waiting 
Time,

Resource
Usage,
Product
Quality

Measurements,
Environment

Data,
…

Descriptive
Model:

Process State
and

Behavior,
System
Metrics

Prescriptive
Model:

Process 
Control,

Configuration
and Settings
Adaptations
Based on

Runtime Data

Executing Monitoring

System

System Environment

Analysis

G
en

er
al

iz
in

g

FIGURE 2. Instances of the DT conceptual framework representing different DT applications: (a) design, (b) manufacturing, 

(c) maintenance, and (d) utilization.
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Descriptive models are also used to 
accurately describe the manufactur-
ing system (structure, behavior, and 
state), using different types of sys-
tem modeling techniques, and the 
process in the form of process mod-
els9 and value stream maps.10 Then, 
predictive models can be produced 
to analyze and simulate the different 
aspects of the manufacturing process 
to improve/optimize it. Once deci-
sions are taken based on the results 
of the predictive models, prescrip-
tive models are produced and used 
to drive the execution of the decided 
strategies to improve the product 
manufacturing system.

Maintenance
Complex systems (for example, air-
craft, robots, automobiles, and electric 
power equipment) comprise complex 
structures, heterogeneous components 
and materials, and inconsistent degra-
dation and malfunctioning, impacting, 
for instance, safety and performance. 
Whereas static, probabilistic, and 
heuristic-based methods are no longer 
sufficient, with the DT methodology, 
relevant services for the analysis of the 
system and the prediction of degrada-
tion and anomalous events can be pro-
vided, which allows one to move to 
the area of predictive maintenance.7

Real-time state data are transmit-
ted to the digital shadow to realize 
the synchronous linkage between the 
AS and the corresponding DT as well 
as to store historical data. Data may 
include position, energy consump-
tion, environment data, user opera-
tion, configuration data, execution 
information, material information, 
and failures, among others.

The descriptive model is built on top 
of the real-time data and the obtained 
historical data. By running relevant 
failure prediction algorithms, for ex-
ample, based on machine learning 

models, system failure prediction 
(the predictive model) is possible. The 
output of the failure prediction is 
passed to a prescriptive model able to 
synthesize the maintenance strategy to 
be deployed on the physical product, 
for example, by applying artificial in-
telligence planning algorithms to also 
consider constraints from the product 
environment, such as currently pro-
cessed orders.

Utilization
In addition to maintenance, the uti-
lization of systems in a certain con-
text is also currently a topic for 
DTs. For instance, DT technologies 
emerged in domains such as agricul-
ture/farming11 to improve/optimize 
natural, nonengineered systems. A 
main characteristic of these systems 
is that they cannot be directly con-
trolled. The DT represents the sys-
tem and its environment; it monitors 
and indirectly controls and interacts 
with the system by modifying its en-
vironment, which is equipped with 
automation components. An exam-
ple of such a system is a greenhouse 
used to grow vegetables. The vege-
tables themselves, of course, cannot 
be controlled directly, but a DT can 
control automation components for 
influencing light, temperature, and 
humidity to optimize the growth of 
the vegetables.12

Another example is a medical treat-
ment system that can monitor vary-
ing health aspects of a patient to 
improve/optimize treatments for 
different health conditions.13,14 Con-
cerning this application domain, sev-
eral kinds of data are monitored and 
represented by the digital shadow, for 
example, physiology data retrieved 
from body sensors, location data 
retrieved from motion sensors, and 
behavioral data extracted by image 
analysis from cameras.2

Such digital shadows are then 
used to build the descriptive model, 
which can be analyzed and employed 
to identify certain risks and ben-
efits the system is experiencing. For 
instance, the output of the analy-
sis can be a predictive model for the 
detection of critical situations to be 
directly warned to the system. To 
counteract such critical situations, 
one may require reconfiguration ac-
tions or further remedy actions, de-
rived from a prescriptive model, 
which can be automatically deployed 
on the automation components to 
positively influence the system. Note 
that this application can be virtually 
replicated, for instance, to explore 
if a specific situation may occur and 
how it may be prevented by certain 
countermeasures.

Lessons Learned and 
Looking Ahead
The identification and description 
of the presented architectures of 
DT applications based on the con-
ceptual modeling framework char-
acterizes the current state of the art 
in DTs, especially related to Indus-
try 4.0. This description provides a 
language in which to discuss DTs, 
especially from a software engi-
neering perspective. In addition, it 
allows the reuse of concepts across 
DTs because many DTs will be 
based on hybrid architectures, that 
is, a mix of the presented variants. 
The list of DT applications pre-
sented here is not exhaustive, but it 
demonstrates the usefulness of the 
presented framework, and the de-
scribed DT applications show the 
appropriateness of its foundation, 
the MODA framework.

Mature DTs will have certainly 
elements of self-adaptiveness in 
combination with machine learn-
ing, simulation, and data processing 
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elements. Thus, DTs may be classi-
fied as monitor–analyze–plan–ex-
ecute over a shared knowledge15 that 
also require new architectural styles 
to combine models and data as well as 

different computation mechanisms, 
such as simulation, machine learn-
ing, planning reasoning, and data 
analytics. Moreover, when using the 
proposed framework in concrete cases 

with specific modeling techniques 
and associated tools, specific integra-
tion issues need to be addressed, as 
discussed in Bordeleau et al.,3 which 
opens up an important research line.

A
B

O
U

T
 T

H
E

 A
U

T
H

O
R

S

ROMINA ERAMO is an assistant profes-

sor at the University of L’Aquila, L’Aquila, 

67100, Italy. Her research interests include 

model-driven engineering, software 

quality/engineering, DevOps, and digital 

twins. Eramo received her Ph.D. from the 

University of L'Aquila, Italy. Contact her at 

romina.eramo@univaq.it or https://people.

disim.univaq.it/romina.eramo/.

BENOIT COMBEMALE is a full professor 

of software engineering at the University 

of Rennes 1, Rennes, 35065, France. He 

leads the Computer Science Department at 

the Rennes Engineering School ESIR, and 

is involved in the IRISA and Inria labs. His 

research interests include model-driven 

software and systems engineering, soft-

ware language engineering, and software 

validation and verification. Combemale 

received his  Ph.D. from the University of 

Toulouse, and his Habilitation from the Uni-

versity of Rennes. He is a Member of IEEE. 

Contact him at http://combemale.fr 

or benoit.combemale@irisa.fr.

FRANCIS BORDELEAU is a professor 

at École de technologie supérieure (ETS), 

Montreal, H3C 1K3, Canada. He currently 

holds the ETS Kaloom-Telus Industry 

Research Chair in DevOps. His research 

interests include model-based engineer-

ing, software processes, DevOps, and 

digital twins. Bordeleau received his Ph.D. 

in electrical engineering from Carleton 

University, Ottowa, Canada. He is a Mem-

ber of IEEE. Contact him at https://www.

etsmtl.ca/en/research/professors/

fbordeleau/ or francis.bordeleau@etsmtl.ca. 

MARK VAN DEN BRAND is a full profes-

sor of software engineering and technology 

in the Department of Mathematics and 

Computer Science at Eindhoven University of 

Technology, NL-5612 AE, The Netherlands, 

and a visiting professor at Royal Holloway, 

University of London. His research interests 

include model-driven engineering, domain-

specific languages, meta-modeling, and 

digital twins. van den Brand received his 

Ph.D. from the Radboud University in the 

Netherlands. He is on the editorial board 

of Science of Computer Programming, 

Open Computer Science, and Computer 
Languages and is deputy editor in chief of 

The Journal of Object Technology. Contact 

him at https://www.tue.nl/en/research/

researchers/mark-van-den-brand/ or 

m.g.j.v.d.brand@tue.nl.

Authorized licensed use limited to: Eindhoven University of Technology. Downloaded on March 07,2022 at 09:24:53 UTC from IEEE Xplore.  Restrictions apply. 



MARCH/APRIL 2022 |  IEEE SOFTWARE 45

M ore (literature) research 
needs to be done to iden-
tify other architectural 

patterns or combinations of these pat-
terns that may be documented in a pat-
tern catalog for DTs. Also, explicitly 
defining the interface to communicate 
with the data and the different models 
would support the development of ge-
neric services to be reused across DTs, 
as is already provided for simulators 
realizing the functional mock-up inter-
face standard. Finally, the conceptual 
elements have to be mapped to concrete 
technologies, which would allow one 
to deploy DTs on dedicated platforms 
with a higher automation potential.

References
1. W. Kritzinger, M. Karner, G. Traar, 

J. Henjes, and W. Sihn, “Digital 

twin in manufacturing: A categorical 

literature review and classification,” 

IFAC-PapersOnLine, vol. 51, no. 11, 

pp. 1016–1022, 2018, doi: 10.1016/j.

ifacol.2018.08.474.

2. R. Minerva, G. M. Lee, and N. Crespi, 

“Digital twin in the IoT context: A 

survey on technical features, sce-

narios, and architectural models,” 

Proc. IEEE, vol. 108, no. 10, pp. 

1785–1824, 2020, doi: 10.1109/

JPROC.2020.2998530.

3. F. Bordeleau, B. Combemale, R. 

Eramo, M. van den Brand, and M. 

Wimmer, “Towards model-driven 

digital twin engineering: Current 

opportunities and future chal-

lenges,” in Proc. 1st Int. Conf. Syst. 

Model. Manage. (ICSMM), vol. 

1262, pp. 43–54, Oct. 2020, doi: 

10.1007/978-3-030-58167-1_4.

4. P. Bibow et al., “Model-driven devel-

opment of a digital twin for injection 

molding,” in Proc. 32nd Int. Conf. 

Adv. Inf. Syst. Eng. (CAiSE), vol. 

12127, pp. 85–100, Jun. 2020, doi: 

10.1007/978-3-030-49435-3_6.

5. B. Combemale et al., “A hitch-

hiker’s guide to model-driven 

engineering for data-centric sys-

tems,” IEEE Softw., vol. 38, no. 4, 

pp. 71–84, 2021, doi: 10.1109/

MS.2020.2995125.

6. D. Schmidt, “Guest editor’s intro-

duction: Model-driven engineering,” 

Computer, vol. 39, no. 2, pp. 25–31, 

2006, doi: 10.1109/MC.2006.58.

7. F. Tao, J. Cheng, Q. Qi, M. Zhang, 

H. Zhang, and F. Sui, “Digital twin-

driven product design, manufactur-

ing and service with big data,” Int. J. 

Adv. Manuf. Technol., vol. 94, nos. 

9–12, pp. 3563–3576, 2018, doi: 

10.1007/s00170-017-0233-1.

8. F. Tao, Q. Qi, L. Wang, and A. Nee, 

“Digital twins and cyber–physical 

systems toward smart manufactur-

ing and industry 4.0: Correlation 

and comparison,” Engineering, vol. 

5, no. 4, pp. 653–661, 2019, doi: 

10.1016/j.eng.2019.01.014. 

9. J. Recker, M. Rosemann, M. In-

dulska, and P. Green, “Business 

process modeling-a comparative 

analysis,” J. Assoc. Inf. Syst., vol. 

10, no. 4, pp. 333–363, 2009, doi: 

10.17705/1jais.00193.

A
B

O
U

T
 T

H
E

 A
U

T
H

O
R

S

MANUEL WIMMER is a full profes-

sor leading the Institute of Business 

Informatics-Software Engineering at Jo-

hannes Kepler University Linz, Linz, 4040, 

Austria, and the head of the Christian 

Doppler Laboratory for Model-Integrated 

Smart Production. His research interests 

comprise foundations of model engineer-

ing techniques in tool interoperability, 

legacy modeling tool modernization, model 

versioning and evolution, and industrial 

engineering. Wimmer received his Ph.D. 

from TU Wien, Austria. Contact him at 

https://www.se.jku.at/manuel-wimmer/ or 

manuel.wimmer@jku.at.

ANDREAS WORTMANN is a professor at 

the University of Stuttgart, Stuttgart, 70174,

Germany. His research interests include 

model-driven engineering, systems engi-

neering, software language engineering, and 

robotics. Wortmann received his Ph.D. from 

RWTH Aachen University. He is a member of 

the IEEE Technical Committee on Software 

Engineering for Robotics and Automation and 

a board member of the European Association 

for Programming Languages and Systems. 

He serves on the editorial boards of The 
Journal of Object Technology and Software 
and Systems Modeling. Contact him at www.

wortmann.ac or andreas.wortmann@isw.

uni-stuttgart.de.

Authorized licensed use limited to: Eindhoven University of Technology. Downloaded on March 07,2022 at 09:24:53 UTC from IEEE Xplore.  Restrictions apply. 



46 IEEE SOFTWARE | W W W.COMPUTER.ORG/SOFT WARE | @IEEESOFT WARE

FOCUS: DIGITAL TWINS

10. P. Hines and N. Rich, “The seven 

value stream mapping tools,” Int. 

J. Operations Prod. Manage., 

vol. 17, no. 1, pp. 46–64, 1997, doi: 

10.1108/01443579710157989.

11. S.-K. Jo, D.-H. Park, H. Park, and 

S.-H. Kim. “Smart livestock farms 

using digital twin: Feasibility study,” 

in Proc. Int. Conf. Inf. Commun. 

Technol. Convergence (ICTC), 

2018, pp. 1461–1463, doi: 10.1109/

ICTC.2018.8539516.

12. A. Ghandar, A. Ahmed, S. Zulfiqar, 

Z. Hua, M. Hanai, and G. Theodo-

ropoulos, “A decision support system 

for urban agriculture using digital 

twin: A case study with aquaponics,” 

IEEE Access, vol. 9, pp. 35,691–

35,708, Feb. 2021, doi: 10.1109/

ACCESS.2021.3061722.

13. H. Elayan, M. Aloqaily, and M. 

Guizani, “Digital twin for intelli-

gent context-aware IoT healthcare 

systems,” IEEE Internet Things J., 

early access, 2021, doi: 10.1109/

JIOT.2021.3103635. 

14. Y. Liu et al., “A novel cloud-based 

framework for the elderly health-

care services using digital twin,” 

IEEE Access, vol. 7, pp. 49,088–

49,101, 2019, doi: 10.1109/

ACCESS.2019.2909828.

15. J. Kephart and D. Chess, “The vision 

of autonomic computing,” Computer, 

vol. 36, no. 1, pp. 41–50, 2003, 

doi: 10.1109/MC.2003.1160055.

Rejuvenating Binary Executables ■ Visual Privacy Protection ■ Communications Jamming

January/February 2016
Vol. 14, No. 1

Policing Privacy ■ Dynamic Cloud Certification ■ Security for High-Risk Users

March/April 2016
Vol. 14, No. 2

IEEE Symposium on
Security and Privacy

Smart TVs ■ Code Obfuscation ■ The Future of Trust

May/June 2016
Vol. 14, No. 3

IEEE Symposium onIEEE Symposium onIEEE Symposium onIEEE Symposium onIEEE Symposium on
Security and PrivacySecurity and PrivacySecurity and PrivacySecurity and PrivacySecurity and PrivacySecurity and Privacy

IEEE Security & Privacy magazine provides articles 
with both a practical and research bent by the top 
thinkers in the fi eld.
• stay current on the latest security tools and theories and gain invaluable practical and

research knowledge,
• learn more about the latest techniques and cutting-edge technology, and
• discover case studies, tutorials, columns, and in-depth interviews and podcasts for the

information security industry.

computer.org/security

Digital Object Identifier 10.1109/MS.2022.3142495

Authorized licensed use limited to: Eindhoven University of Technology. Downloaded on March 07,2022 at 09:24:53 UTC from IEEE Xplore.  Restrictions apply. 


