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7KH� JRDO� RI� WKLV� WKHVLV� LV� WR� VXSSRUW� KD]DUG� DQDO\VLV� DQG� VDIHW\� PDQDJHPHQW� E\
GHYHORSLQJ� D� QHZ�PHWKRG� WKDW� LV� FDSDEOH� RI� PRGHOLQJ� DQG� DQDO\]LQJ� DOO� WHFKQLFDO
DVSHFWV� WKDW� FDQ� DIIHFW� WKH� VDIH� RSHUDWLRQ� RI� D� PDQXIDFWXULQJ� SODQW�� 7KH� G\QDPLF
IORZJUDSK� PHWKRGRORJ\� �')0�� LV� XVHG� WR� GHYHORS� D� OLIHF\FOH� VDIHW\� PDQDJHPHQW
SULRULWL]DWLRQ�PHWKRG�WKDW�HQDEOHV�DQDO\VHV�WR�XQGHUVWDQG�D��PDQXIDFWXULQJ��SURFHVV
LQ�WHUPV�RI�GHYLDWLRQV��KD]DUGV���ZKLFK�DIIHFW�VDIHW\��6DIHW\�LV�DGGUHVVHG�LQ�WHUPV�RI
VDIHW\�DQG�KHDOWK�RI�SHRSOH�DQG�WKH�HQYLURQPHQW��$OWKRXJK�WKH�IRFXV�LQ�WKLV�WKHVLV�LV
PDLQO\�RQ�WKH�VDIHW\�DVSHFWV� LW� LV�GHPRQVWUDWHG�WKDW�VDIHW\�DQG�TXDOLW\�DQDO\VLV�FDQ
EH�LQWHJUDWHG�

7KH�VDIHW\�PDQDJHPHQW�SULRULWL]DWLRQ�PHWKRG�LV�EDVHG�RQ�H[LVWLQJ�SUREDELOLVWLF
DQG� QHZO\� GHYHORSHG� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV�� 7KHVH� LPSRUWDQFH
PHDVXUHV�DUH�XVHG�WR�GHILQH�ILOWHUV�DQG�UXOHV�WKDW�VXSSRUW�WKH�GHVLJQ�DQG�YHULILFDWLRQ
RI� LQGXVWULDO� SURFHVVHV�� 7R� VXSSRUW� WKH� VDIH� RSHUDWLRQ� RI� WKH� SURFHVV� D� UHDO�WLPH
DODUP�PDQDJHPHQW� V\VWHP� LV� GHYHORSHG� XVLQJ� WKH� FRQFHSW� RI� UHVLGXDO� SUREDELOLW\�
7KLV� UHDO�WLPH� DODUP� PDQDJHPHQW� V\VWHP� ZLOO� HQDEOH� WKH� RSHUDWRU� WR� PDNH� ULVN
LQIRUPHG�GHFLVLRQV�RQ�KRZ�WR�RSHUDWH�WKH�SURFHVV�LQ�D�VDIH�PDQQHU�

7KLV�ZRUN�ZLOO�EH�XVHG�WR�GHPRQVWUDWH�WKDW�WKH�PHWKRG�FDQ�EH�XVHG�WR�SURYLGH
FUXFLDO�LQIRUPDWLRQ�IRU�RSWLPL]DWLRQ�RI�WKH�GHVLJQ�DQG�RSHUDWLRQ�RI�WKH�PDQXIDFWXULQJ
SODQW�LQ�WHUPV�RI�VDIHW\��7KH�XVHIXOQHVV�DQG�YDOLGDWLRQ�RI�WKH�PHWKRG�LV�GHPRQVWUDWHG
ZLWK�SUDFWLFDO�H[DPSOHV��7KH�WKHRULHV�SURYLGHG�LQ�WKLV�WKHVLV�FDQ�EH�JHQHUDOL]HG�DQG
DUH� DSSOLFDEOH� WR� DQ\� SKDVH� RI� WKH� OLIHF\FOH� DQG� DQ\� WHFKQLFDO� DVSHFW� RI� D
PDQXIDFWXULQJ�SODQW�
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6DPHQYDWWLQJ

+HW� GRHO� YDQ� GLW� SURHIVFKULIW� LV� GH� RQWZLNNHOLQJ� YDQ� HHQ� QLHXZH� PHWKRGLHN�� WHU
RQGHUVWHXQLQJ� YDQ� SURFHV� JHYDUHQ� DQDO\VH� HQ� YHLOLJKHLGVPDQDJHPHQW�� 'H]H
PHWKRGLHN�PDDNW�KHW�PRJHOLMN�RP�WHFKQLVFKH�DVSHNWHQ�GLH�HIIHFW�NXQQHQ�KHEEHQ�RS
GH� YHLOLJH� RSHUDWLH� YDQ� HHQ� IDEULFDJHSURFHV� WH� PRGHOOHUHQ� HQ� DQDO\VHUHQ�� 'H
G\QDPLF�IORZJUDSK�PHWKRGRORJ\��')0��ZRUGW�JHEUXLNW�RP�SULRULWHLWHQ�YDVW�WH�NXQQHQ
VWHOOHQ� JHGXUHQGH� GH� � OHYHQVF\FOXV� YDQ� HHQ� YHLOLJKHLGVV\VWHHP�� 'H� RQWZLNNHOGH
PHWKRGLHN� PDDNW� KHW� PRJHOLMN� RP� HHQ� �SURGXNWLH�� SURFHV� WH� DQDO\VHUHQ� PHW
EHWUHNNLQJ� WRW� GH� UHODWLH� WXVVHQ� DIZLMNLQJHQ� LQ� KHW� SURFHV� HQ� KHW� HIIHFW� YDQ� GH]H
DIZLMNLQJHQ� RS� GH� YHLOLJKHLG� YDQ� GLW� SURFHV�� 0HW� YHLOLJKHLG� ZRUGW� KLHU� EHGRHOG� GH
YHLOLJKHLG�HQ�JH]RQGKHLG�YDQ�PHQVHQ�HQ�KXQ�RPJHYLQJ��'H�IRFXV�LQ�GLW�SURHIVFKULIW�LV
RS� YHLOLJKHLG� PDDU� KHW� ZRUGW� DDQJHWRRQG� GDW� KHW� PRJHOLMN� LV� RP� YHLOLJKHLGV�� HQ
NZDOLWHLWVDQDO\VH�WH�LQWHJUHUHQ�

'H�RQWZLNNHOGH�PHWKRGH�LV�JHEDVHHUG�RS�EHVWDDQGH�SUREDELOLVWLVFKH�HQ�QLHXZ
RQWZLNNHOGH�QLHW�SUREDELOLVWLVFKH��LPSRUWDQFH�FULWHULD���'H]H�FULWHULD�ZRUGHQ�JHEUXLNW
RP� UHJHOV� WH�GHILQLsUHQ�GLH�KHW� RQWZHUS�HQ�GH�YHULILFDWLH� YDQ� LQGXVWULsOH�SURFHVVHQ
NXQQHQ� RQGHUVWHXQHQ�� (HQ� UHDO�WLPH� DODUP� PDQDJHPHQW� V\VWHHP�� JHEDVHHUG� RS
DQDO\VH� YDQ� UHVWNDQVHQ� ZHUG� RQWZLNNHOG�� 'LW� V\VWHHP� NDQ� JHEUXLNW� ZRUGHQ� WHU
RQGHUVWHXQLQJ� YDQ� GH� YHLOLJKHLG� YDQ� KHW� SURFHV� WLMGHQV� RSHUDWLH�� 0HW� GLW� UHDO�WLPH
DODUP�PDQDJHPHQW�V\VWHHP�NDQ�GH�RSHUDWRU�EHVOLVVLQJHQ�QHPHQ�PHW�EHWUHNNLQJ�WRW
GH�YHLOLJKHLG�YDQ�KHW�SURFHV�JHEDVHHUG�RS�UHDO�WLPH�ULVLFR�LQIRUPDWLH�

'LW�SURHIVFKULIW� ODDW�]LHQ�GDW�GH�RQWZLNNHOGH�PHWKRGH�JHEUXLNW�NDQ�ZRUGHQ�RP
HVVHQWLsOH� YHLOLJKHLGVLQIRUPDWLH� WH� YHUVFKDIIHQ� UHHGV� WLMGHQV� KHW� RQWZHUS�PDDU� RRN
JHGXUHQGH�GH�RSHUDWLH�YDQ�HHQ�LQGXVWULHHO�SURFHV��'H�PHWKRGH�ZRUGW�JHYDOLGHHUG�HQ
GH� EUXLNEDDUKHLG� YDQ� GH� PHWKRGH� ZRUGW� DDQJHWRRQG� GRRU� PLGGHO� YDQ� SUDNWLVFKH
YRRUEHHOGHQ��+HW�LV�PRJHOLMN�GH�WKHRULHsQ�LQ�GLW�SURHIVFKULIW�WH�JHQHUDOLVHUHQ�QDDU�HHQ
PHHU� DOJHPHQH� WRHSDVVLQJ� EUXLNEDDU� JHGXUHQGH� PHHUGHUH� IDVHV� YDQ� GH
OHYHQVF\FOXV�YDQ�HHQ�LQGXVWULHHO�SURFHV�
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$FNQRZOHGJHPHQW

7KH�WLPH�KDV�FRPH�WR�WKDQN�HYHU\ERG\�WKDW�KDV�VXSSRUWHG�PH�LQ�WKH�FUHDWLRQ�RI�WKLV
WKHVLV��0DQ\�SHRSOH��GLUHFWO\�RU�LQGLUHFWO\��VXSSRUWHG�PH�DQG�WKH\�GHVHUYH�D�VSHFLDO
WKDQN�\RX��ZLWKRXW�WKHP�WKHUH�ZRXOG�EH�QR�WKHVLV�

)LUVW� RI� DOO� ,� ZDQW� WR� WKDQN� $DUQRXW� %URPEDFKHU�� P\� SURIHVVRU� DQG� ILUVW
VXSHUYLVRU��7KDQN�\RX�IRU�EHOLHYLQJ�LQ�PH�DQG�JLYLQJ�PH�WKH�RSSRUWXQLW\�WR�ZRUN�ZLWK
\RX� LQ�(LQGKRYHQ��1RUZRRG��0XQLFK��'DQYHUV�� LQ�&UHWH�� LQ� /�$�� IURP�6LQJDSRUH�� LQ
SHUVRQ��RU�E\�SKRQH��E\�PRELOH�SKRQH��E\�HPDLO��E\�LQWHUQHW�YLGHR�FRQIHUHQFH��IURP
WKH�RIILFH��IURP�KRPH��GXULQJ�OHFWXUHV��LQ�WKH�SODQH��RQ�DLUSRUWV��DQG�\HV��VRPHWLPHV
HYHQ�YLD�D�SLHFH�RI�SDSHU�ZLWK�VRPH�QRWHV��KRZ�ROG�IDVKLRQHG�WKDW�ZDV���1RWKLQJ�LV
WRR� FUD]\� IRU� \RX� WR� VXSSRUW� \RXU� VWXGHQWV� LQ� DFKLHYLQJ� WKHLU� JRDOV� DQG� QR� VWXGHQW
VKRXOG� EH� ZLWKRXW� \RXU� HQWKXVLDVWLF� VXSSRUW�� FUHDWLYH� VROXWLRQV�� UHYLHZV� DQG
FRPPHQWV�

,�ZDQW� WR� WKDQN�*HRUJH�$SRVWRODNLV��P\� VHFRQG� VXSHUYLVRU��<RXU� H[SHUWLVH� LQ
WKLV� ILHOG� LV� LQYDOXDEOH� DQG� ,� FRQVLGHU�P\VHOI� YHU\� OXFN\� WR� KDYH� \RX� DV� SDUW� RI�P\
FRPPLWWHH�� ,� FRXOG� QRW� KDYH� ILQLVKHG�P\� WKHVLV� ZLWKRXW� \RXU� VXSSRUW�� VXJJHVWLRQV�
FRPPHQWV��DQG�UHYLHZV��,�SURPLVH�WKDW�WKH�GLQQHU�ZLOO�EH�JRRG�

,�WULHG�WR�ILQG�WKHP��EXW�H[LVWLQJ�VXSHUODWLYHV�DUH�MXVW�QRW�ELJ�HQRXJK�WR�H[SUHVV
P\�JUDWLWXGH�WR�'LPLWULRV�.DU\GDV��,W�LV�JRRG�WR�NQRZ�WKDW�SHRSOH�OLNH�\RX�VWLOO�H[LVW�LQ
WKLV� ZRUOG�� <RX� KDYH� VXSSRUWHG�PH� IURP� GD\� RQH�� RQ� DFDGHPLF�� SURIHVVLRQDO� DQG
HYHQ�RQ�D�SHUVRQDO�OHYHO��$OWKRXJK�LW�GLGQ¶W�JR�IDVW�HQRXJK��\RX�KDG�DOO�WKH�SDWLHQFH�
DQG� PRUH�� D� VWXGHQW� QHHGV�� <RXU� DFDGHPLF� LQWHUHVWV� LQ� FRPELQDWLRQ� ZLWK� \RXU
SUDFWLFDO�LQVLJKWV�DUH�LQYDOXDEOH��,�ZDQW�WR�WKDQN�\RX�QRW�RQO\�IRU�\RXU�JXLGDQFH�ZLWK
P\�WKHVLV�EXW�DOVR�IRU�\RXU�JXLGDQFH�ZLWK�P\�OLIH��,�DP�HYHQ�PRUH�WKDQNIXO� WKDW�\RX
ZHUH�DOZD\V�ZLOOLQJ�WR�VKDUH�\RXU�OLPLWHG�WLPH�ZKHQ�QHHGHG��HYHQ�ZKHQ�PRVW�RI�WKDW
ZDV�RQ�WKH�ZHHNHQGV�

,�ZDQW�WR�WKDQN�3HWHU�6DQGHU�IRU�KLV�UHYLHZV�DQG�FRPPHQWV�WR�P\�WKHVLV��7KH\
ZHUH�YHU\�YDOXDEOH�DQG�VWUDLJKWIRUZDUG��$OWKRXJK�� LI� ,�FDQ�FKRRVH�EHWZHHQ�D� WKHVLV
UHYLHZ�DQG�D�GLQQHU�LQ�1HZ�2UOHDQV��,�FKRRVH�WKH�ODWWHU�

$�VSHFLDO�WKDQN�\RX�JRHV�RXW�WR�6HUJLR�*XDUUR�DQG�0LFKDHO�<DX�IRU� OHWWLQJ�PH
XVH�WKH�')0�WRRO��:LWKRXW�\RXU�WRRO�P\�WKHVLV�ZRXOG�QRW�KDYH�H[LVWHG��6SHFLDO�WKDQNV
JRHV� RXW� WR� 0LFKDHO� IRU� KHOSLQJ�� VXSSRUWLQJ�� FRUUHFWLQJ�� DQG� UHYLHZLQJ� P\� ')0
PRGHOV��$OVR�&KULV�*DUUHWW�,�ZDQW�WR�WKDQN�IRU�JHWWLQJ�PH�VWDUWHG�ZLWK�')0�

$QRWKHU�VSHFLDO� WKDQNV�JRHV�RXW� WR�P\�FROOHDJXHV�DW� WKH�8QLYHUVLW\�� ,�ZDQW� WR
WKDQN�-DQ�5RXYUR\H� IRU�DOO� WKH� UHYLHZV�KH�GLG�DQG�YDOXDEOH�GLVFXVVLRQ�ZH�KDG�DQG
FRPPHQWV�\RX�DGGHG�WR�P\�ZRUN��,�DP�YHU\�SOHDVHG�WKDW�\RX�FRQWLQXH�WR�ZRUN�DW�WKH
XQLYHUVLW\�� 7KH� VWXGHQWV� GRQ¶W� NQRZ�KRZ� OXFN\� WKH\� DUH�� 7RR� EDG�ZH� FDQQRW� JR� WR
FRQIHUHQFHV�DQ\PRUH��EXW�ZKR�NQRZV�ZKDW�WKH�IXWXUH�ZLOO�EULQJ��,�DOVR�ZDQW�WR�WKDQN
(OO\�YDQ�GHQ�%OLHN�DQG�:LOOLH�WHU�(OVW��<RX�ERWK�GLG�QRW�KHVLWDWH�D�VHFRQG�WR�KHOS�PH
LQ� WKH� ILQDO� SKDVH�RI�P\� WKHVLV�DQG� WDNH�DZD\�D� ORW� RI� WKH� ³UHJHOZHUN´�� ,�ZRXOG�QRW
KDYH�EHHQ�DEOH�WR�ILQLVK�HYHU\WKLQJ�RQ�WLPH�ZLWKRXW�\RXU�VXSSRUW�

)RU� PH� WKHUH� LV� RQO\� RQH� JXUX� ZKHQ� LW� FRPHV� WR� VDIHW\� DQG� SURJUDPPDEOH
HOHFWURQLF�V\VWHPV��DQG�WKDW�LV�5DLQHU�)DOOHU��,�KDYH�\HW�WR�PHHW�DQRWKHU�VDIHW\�H[SHUW
ZKR�FRPHV�HYHQ�FORVH� WR�\RX�� ,�ZDQW� WR� WKDQN�\RX�EHFDXVH�\RXU� ³IDVWHU�WKDQ�OLJKW�
GHFLVLRQ�PDNLQJ´� KDV� FHUWDLQO\� KHOSHG� ZLWK� ILQLVKLQJ� P\� WKHVLV�� ,� DP� H[WUHPHO\
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WKDQNIXO� WKDW� \RX�PDGH�PH�SDUW� RI� \RXU� WHDP�� ,� OHDUQHG�D� ORW�� ,� KRSH� WKDW� RQH� GD\
HYHU\ERG\�XQGHUVWDQGV�VDIHW\�RI�SURJUDPPDEOH�HOHFWURQLF�V\VWHPV�DV�\RX�GR��,�ZDQW
WR�WKDQN�6WHSKDQ�$VFKHQEUHQQHU��,�UHPHPEHU�WKH�GD\�ZH�PHW�OLNH�\HVWHUGD\��,W�ZDV
WKH� ILUVW�KRXU�RI� WKH� ILUVW�GD\� IRU�\RX�DW�ZRUN� LQ� WKH�86��:H�VKDUHG�D� ORW�RYHU�KHUH�
IURP� EXVLQHVV� RSSRUWXQLWLHV�� WR� EXIIDOR� ZLQJV�� WR� VRFFHU� PDWFKHV�� ,� NQRZ� LW� WRRN
ORQJHU�WKDQ�ZH�ILUVW�H[SHFWHG�EXW�WKDQNV�IRU�VXSSRUWLQJ�PH�LQ�ILQLVKLQJ�LW��,�DOVR�ZDQW
WR� WKDQN� 3HWHU� 0XHOOHU�� ,� HQMR\HG� ZRUNLQJ� ZLWK� \RX�� ZKHWKHU� LW� ZDV� LQ� 0XQLFK�
'DQYHUV�� 2VOR�� RU� 9DVWHUDV�� <RXU� KRXVH� ZDV� DOZD\V� RSHQ� IRU� PH�� DQG� WKHUH� ZDV
HYHQ�VSDFH�IRU�PH�WR�ZRUN�RQ�P\�WKHVLV��WKDQNV��$OO�WKUHH�RI�\RX�QHYHU�EHKDYHG�DV
P\�ERVVHV�DV�ZRUNLQJ�ZLWK�\RX�DOZD\V�IHOW�OLNH�WHDPZRUN��,�FHUWDLQO\�DSSUHFLDWH�WKDW��,
GHILQLWHO\� ZRQ¶W� IRUJHW� -RVH� 0DUVDQR�� 7KDQNV� IRU� UHYLHZLQJ�� FRUUHFWLQJ� DQG
FRPPHQWLQJ�RQ�P\�ZRUN��,�KRSH�WKDW�\RX�ILQG�XVH�LQ�WKH�'XWFK�,�WDXJKW�\RX��,�FHUWDLQO\
PDNH�XVH�RI�\RXU�6SDQLVK�OHVVRQV�

,�ZDQW� WR� WKDQN�7LVKD�*RPH]� DQG�6WHSKDQ�9RVV� IRU� GUDJJLQJ�PH�RXW�ZKHQ� ,
PRVW�QHHGHG�LW�� ,�DP�YHU\�KDSS\�WR�KDYH�\RX�DV�P\�IULHQGV��)URP�QRZ�RQ�QR�PRUH
9HOFUR� ER\�� 7KH� VDPH� FRXQWV� IRU� <L]KHQJ�*RQJ� DQG�0DUF�&DOXZH�� ,� DOVR�ZDQW� WR
WKDQN� -LP� 0LWFKHOO�� /HRQ� %DQFKLN�� DQG� 9HGUDQ� 3HULF�� <RX� GRQ¶W� NQRZ� LW� EXW� \RX
VXSSRUWHG�PH�LQ�WKH�TXLHW�ZD\��7KDQNV�JX\V�

$�VSHFLDO� WKDQN�\RX�JRHV�RXW� WR�P\�FKDPSLRQ� LQ� ORQJ�GLVWDQFH�VXSSRUW�&HOLQD
9LGDO�� ,�FDQQRW�EHOLHI� WKDW� WKHUH�DUH�VWLOO�SHRSOH� LQ� WKLV�ZRUOG� WKDW� WUXO\�FDQ�HQMR\� WKH
OLWWOH�WKLQJV�LQ�OLIH��(YHU\ERG\�FDQ�OHDUQ�VRPHWKLQJ�IURP�\RX��,�YDOXH�YHU\�PXFK�\RXU
RSHQQHVV� DQG� VWUDLJKWIRUZDUGQHVV�� LW� VDYHV� D� ORW� RI� WLPH�� <RXU� ORRN� RQ� OLIH� KDV
FHUWDLQO\�LQIOXHQFHG�PLQH��,�ILQLVKHG�P\�SURMHFW�DQG�LWV�WLPH�WR�HQMR\��,�KRSH�\RX�GRQ¶W
PLQG�WUDYHOLQJ�

$QG�RI�FRXUVH��ODVW�EXW�FHUWDLQO\�QRW�OHDVW��,�ZDQW�WR�VLQFHUHO\�WKDQN�P\�SDUHQWV
DQG�P\�EURWKHU��<RX�DOZD\V�EHOLHYHG� LQ�PH�DQG�VXSSRUWHG�PH� IURP�VWDUW� WR� ILQLVK�
<RX�ZHUH�DOZD\V�WKHUH�ZKHQ�,�QHHGHG�\RX��,�FRXOGQ¶W�KDYH�GRQH�LW�ZLWKRXW�\RX��$QG
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&KDSWHU��� ,QWURGXFWLRQ

���� ,QWURGXFWLRQ

7KHUH� LV� QR� VXFK� WKLQJ� DV� D� ULVN�IUHH� OLIH� >���@�� 7KHUH� DUH� KD]DUGV�� DQG� WKXV� ULVNV�
LQYROYHG� LQ� DOO� KXPDQ� DFWLYLWLHV� >�@�� ,W� LV� QRW� FOHDU� ZKHWKHU� WKH� ULVN� PDJQLWXGH� KDV
UHDOO\�FKDQJHG�RYHU�DOO�WKLV�WLPH�RU�QRW��$UH�KXPDQV�PRUH�H[SRVHG�WR�ULVN�WRGD\�WKDQ
WKH\�ZHUH�D�WKRXVDQG�\HDUV�DJR��RU�WHQ�WKRXVDQG�\HDUV�DJR"�5LVN�LV�GHILQLWHO\�QRW�D
QHZ�SKHQRPHQRQ� IRU�PDQNLQG��KRZHYHU� WKH�NLQGV�RI� ULVNV�KXPDQV�DUH�H[SRVHG� WR
KDYH�FKDQJHG�FRQVLGHUDEO\�RYHU� WLPH��DV� ULVN�FKDQJHV��DV� WKH�VRFLHWDO�DQG�QDWXUDO
HQYLURQPHQW� RI�PDQNLQG� FKDQJHV� >�@�� 1DWXUDO� GLVDVWHUV� OLNH� KXUULFDQHV�� IORRGV� DQG
HDUWKTXDNHV��DQG�GLVHDVHV� OLNH�FKROHUD�DQG�SODJXH�DUH�H[DPSOHV�RI�PDMRU�KD]DUGV
KXPDQV�KDG� WR�ZRUU\�DERXW� LQ� WKH�SDVW��1RW�DOO�QDWXUDO�SUREOHPV�DUH�HOLPLQDWHG�\HW
DQG� EHVLGH� QDWXUDO� KD]DUGV�� QHZ� PDQ�PDGH� KD]DUGV� DULVH� DOPRVW� HYHU\GD\�
&RPSXWHU�YLUXVHV�DUH� IRU�H[DPSOH� IDLUO\� UHFHQW�KD]DUGV�� ,Q� WKH�\HDU������WKH�ZRUOG
JRW� LQWURGXFHG� WR�D�FRPSXWHU�YLUXV�FDOOHG� WKH� ³ORYH�EXJ´��7KLV�YLUXV�KDV�FDXVHG�DQ
HVWLPDWHG� GDPDJH� RI� ��� ELOOLRQ�86� GROODUV� >�@��2XU� FXUUHQW� KD]DUGV� DUH� QRW� VLPSO\
QDWXUDO�RU� WHFKQRORJLFDO�KD]DUGV�DQ\PRUH��DV� WKH\�DUH�RIWHQ� WKH� UHVXOWV�RI�FRPSOH[
LQWHUDFWLRQV�EHWZHHQ�DOO�NLQG�RI�V\VWHPV��H�J���WHFKQRORJLFDO��HFRORJLFDO��VRFLRSROLWLFDO
DQG�FXOWXUDO� V\VWHPV� >�������@��7KH�H[SRVXUH� WR� ULVN� LV� LQ� HYHU\� FRUQHU�RI� RXU� OLYHV�
ZKHWKHU�ZH�ZDQW�LW�RU�QRW�DQG�ZKHWKHU�ZH�NQRZ�LW�RU�QRW��DQG�WHFKQRORJ\�LV�RQH�RI�WKH
V\VWHPV�GULYLQJ�LW�

7KH�QDWXUH�RI�WKH�KD]DUGV�LQIOXHQFHV�WKH�SHUFHSWLRQ�RI�WKH�DVVRFLDWHG�ULVN�LQ�DQ
LPSRUWDQW�PDQQHU��7KH�IROORZLQJ�TXRWDWLRQ�IURP�WKH�$PHULFDQ�VRFLDO�SV\FKRORJLVW�:�,�
7KRPDV� LV� YHU\� WUXH�� �7KLQJV� ZKLFK� DUH� SHUFHLYHG� DV� UHDO� ZLOO� EH� UHDO� LQ� WKHLU
FRQVHTXHQFHV�� >�@�� 0RVW� SHRSOH� IHHO� YHU\� FRPIRUWDEOH� GULYLQJ� D� FDU� HYHQ� WKRXJK
GHDGO\� DFFLGHQWV� KDSSHQ�ZRUOGZLGH� RQ� D� GDLO\� EDVLV�� 6WLOO� PRVW� SHRSOH� DFFHSW� WKH
ULVNV�LQYROYHG�LQ�GULYLQJ�D�FDU��&RQYHUVHO\��VRPH�SHRSOH�FRQVLGHU�WKH�ULVNV�DVVRFLDWHG
ZLWK�DLU� WUDYHO�XQDFFHSWDEOH��6WDWLVWLFV�VKRZ� WKDW� WKH�SUREDELOLW\�RI� ORVV�RI� OLIH�ZKLOH
IO\LQJ�LV�ORZHU�WKDQ�WKH�SUREDELOLW\�RI�G\LQJ�ZKLOH�GULYLQJ��6WLOO��PDQ\�SHRSOH�SHUFHLYH
WKH�ULVNV�LQYROYHG�ZLWK�IO\LQJ�DV�KLJKHU�

,W� DSSHDUV� WKDW� WKHUH� LV�D�SRVLWLYH�FRUUHODWLRQ�EHWZHHQ� ULVN�SHUFHSWLRQ�DQG� WKH
DWWLWXGH� RI� KXPDQV� WRZDUGV� PLQLPL]LQJ� ULVN�� )RU� H[DPSOH�� WKH� )UHQFK� XQGHUVWRRG
DOUHDG\�LQ�WKH�HDUO\�HLJKWHHQ�KXQGUHGV�WKDW�WKH�ULVN�DVVRFLDWHG�ZLWK�PDQXIDFWXULQJ�RI
H[SORVLYHV�LV�YHU\�KLJK��7KH\�LQWURGXFHG�VWULFW�ODZV�WKDW�UHTXLUHG�WKH�PDQDJHU�RI�WKH
H[SORVLYHV�SODQW�WR�OLYH�RQ�WKH�SUHPLVHV�ZLWK�KLV�IDPLO\��7KH�'XSRQW�&RPSDQ\�KDV�DQ
H[FHOOHQW�VDIHW\�UHFRUG��EHFDXVH�LQ�FRPSOLDQFH�ZLWK�WKDW� ODZ�� LW�HVWDEOLVKHG�D�VDIHW\
SURJUDP� WKDW� LV� LQ� SODFH� IRU� WKH� ODVW� ���� \HDUV� >�@�� 2WKHU� ULVNV� DVVRFLDWHG� ZLWK
KD]DUGV��DOWKRXJK�PRUH�VHYHUH��KDYH�QRW�EHHQ�SHUFHLYHG�ZLWK�HTXLYDOHQW�UHVSRQVH�
)RU� H[DPSOH�� WKH� ULVNV�DVVRFLDWHG�ZLWK� VPRNLQJ��7KHUHIRUH�� FRQVLVWHQW� DQG� UDWLRQDO
GHFLVLRQV� VKRXOG� QRW� EH� EDVHG� RQ� WKH� SHUFHSWLRQ� RI� ULVN�� EXW� RQ� DQ� REMHFWLYH
PHDVXUHPHQW�RI�ULVN��7KLV�LV�WKH�EDVLF�UXOH�QHFHVVDU\�WR�PDQDJH�ULVN�ZLWKLQ�LQGXVWULDO
IDFLOLWLHV�

���� ,PSRUWDQFH�RI�ULVN�PDQDJHPHQW

7KH� FRQFHSW� RI� ULVN� DQG� LWV� DVVHVVPHQW� LV� QRW� QHZ�� 'RFXPHQWHG� HYLGHQFH� RI� ULVN
SHUFHSWLRQ�� ULVN� DVVHVVPHQW� DQG� ULVN� PDQDJHPHQW� LQYROYLQJ� FLYLF� EHKDYLRU� DQG
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FULWLFDO�GHFLVLRQV�RI� WKH�6WDWH� LV� IRXQG�DOUHDG\� LQ�7KXF\GLGHV������%�&��� >��@��:KHQ
3HULFOHV�� WKH� OHDGHU� RI� $WKHQV�� GHOLYHUHG� KLV� IXQHUDO� RUDWLRQ� VSHHFK� WR� KRQRU� WKH
VROGLHUV� ZKR� KDG� GLHG� LQ� WKH� ZDU� EHWZHHQ� $WKHQV� DQG� 6SDUWD�� KH� RXWOLQHG� WKH
HVVHQFH�RI�WKH�$WKHQLDQ�GHPRFUDF\�DQG��DPRQJ�RWKHU�WKLQJV��VDLG�>��@�

³:H� $WKHQLDQV�� LQ� RXU� RZQ� SHUVRQV�� WDNH� RXU� GHFLVLRQV� RQ� SROLF\� DQG
VXEPLW� WKHP� WR� SURSHU� GLVFXVVLRQ�� 7KH� ZRUVW� WKLQJ� LV� WR� UXVK� LQWR� DFWLRQ
EHIRUH�WKH�FRQVHTXHQFHV�KDYH�EHHQ�SURSHUO\�GHEDWHG��$QG�WKLV�LV�DQRWKHU
SRLQW�ZKHUH�ZH�GLIIHU�IURP�RWKHU�SHRSOH��:H�DUH�FDSDEOH�DW�WKH�VDPH�WLPH
RI�WDNLQJ�ULVNV�DQG�RI�HVWLPDWLQJ�WKHP�EHIRUH�KDQG��2WKHUV�DUH�EUDYH�RXW�RI
LJQRUDQFH�� DQG�ZKHQ� WKH\� VWRS� WR� WKLQN�� WKH\� EHJLQ� WR� IHDU�� %XW� WKH�PDQ
ZKR�FDQ�PRVW�WUXO\�EH�DFFRXQWHG�EUDYH�LV�KH�ZKR�EHVW�NQRZV�WKH�PHDQLQJ
RI�ZKDW�LV�VZHHW�LQ�OLIH�DQG�ZKDW�LV�WHUULEOH��DQG�WKHQ�JRHV�RXW�XQGHWHUUHG�WR
PHHW�ZKDW�LV�WR�FRPH�´

7KLV�FRQFHSW�RI�ULVN��DSSOLHG������\HDUV�DJR�ZLWKLQ�WKH�FRQWH[W�RI�WKH�$WKHQLDQ
GHPRFUDF\�� LV� IRXQG� LQ� RXU�PRGHUQ� WLPHV� HTXDOO\� DSSOLFDEOH� LQ�PDQ\� IDFHWV� RI� RXU
FRPSOH[�VRFLHW\�� ,Q� WKLV�SUHVHQW�ZRUN�� ULVN�DQG� LWV�PDQDJHPHQW� LV�DGGUHVVHG�ZLWKLQ
WKH�FRQVWUDLQWV�RI�LQGXVWULDO�DFWLYLWLHV�

7KHUH� DUH� WZR� UHDVRQV� ZK\� LQGXVWULDO� IDFLOLWLHV� GHDO� ZLWK� ULVN� DQG� WKXV� VDIHW\
PDQDJHPHQW� LVVXHV�� (LWKHU� WKH\� DUH� IRUFHG� E\� OHJDO� UHTXLUHPHQWV� RU� WKH\� VHH� WKH
HFRQRPLF�EHQHILWV�RI�VRXQG�ULVN�PDQDJHPHQW� >�����@��*RYHUQPHQW�ERGLHV��VXFK�DV
WKH�(QYLURQPHQWDO�3URWHFWLRQ�$JHQF\��(3$��DQG�WKH�2FFXSDWLRQDO�6DIHW\�DQG�+HDOWK
$JHQF\� �26+$�� LQ� WKH� 86$�� UHTXLUH� SODQW� RZQHUV� DQG� RSHUDWRUV� WR� HYDOXDWH� WKHLU
SURFHVVHV�� LGHQWLI\�ULVN�DQG�WDNH�WKH�QHFHVVDU\�SUHFDXWLRQ�WR�SUHYHQW�DQ\�DFFLGHQWV
WKDW�DUH�KDUPIXO�WR�SHRSOH�DQG�WKH�HQYLURQPHQW��(3$�DQG�26+$�KDYH�UHIOHFWHG�WKHVH
UHTXLUHPHQWV�LQ�WKH�ULVN�PDQDJHPHQW�SURJUDP�>��@�DQG�SURFHVV�VDIHW\�PDQDJHPHQW
>��@� UHJXODWLRQV� UHVSHFWLYHO\�� 7KH� ULVN� PDQDJHPHQW� SURJUDP� QHHGV� WR� EH
LPSOHPHQWHG��LI�D�IDFLOLW\�KDQGOHV��PDQXIDFWXUHV��XVHV��RU�VWRUHV�WR[LF�DQG�IODPPDEOH
VXEVWDQFHV� DERYH� VSHFLILHG� WKUHVKROG� TXDQWLWLHV� LQ� D� SURFHVV� >��@�� 7KH� SURFHVV
VDIHW\�PDQDJHPHQW�SURJUDP�IROORZV�VLPLODU�UHTXLUHPHQWV��7KH�JRDO�RI�ERWK�SURJUDPV
LV� WR� IRUFH� IDFLOLW\� RZQHUV� DQG� RSHUDWRUV� WR� HYDOXDWH� WKHLU� SURFHVVHV�� LGHQWLI\� ULVNV�
DQG�WDNH�VWHSV�WR�SUHYHQW�VHULRXV�DFFLGHQWV�

7ZR� RWKHU� VWDNHKROGHUV�� FRUSRUDWLRQV� DQG� LQVXUDQFH� FRPSDQLHV�� DGGUHVV� WKH
ULVN�PDQDJHPHQW� LVVXH� IURP� WKH� HFRQRPLFDO� SRLQW� RI� YLHZ��$FFLGHQWV� FDQ� UHVXOW� LQ
ORVV�RI�SURGXFWLRQ�DQG�JLYH�FRUSRUDWLRQV�D�EDG�LPDJH��UHVXOWLQJ�LQ�ORVV�RI�FXVWRPHUV
DQG�WKXV�UHYHQXHV��,QVXUDQFH�FDQ�SURYLGH�UHLPEXUVHPHQW�IRU�GDPDJHG�SURSHUW\�DQG
ORVW� LQFRPH��EXW� LW� FDQQRW�SURWHFW�PDUNHW� VKDUH� >��@��)DFLOLW\� RZQHUV�DQG� LQVXUDQFH
FRPSDQLHV� ERWK� UHFRJQL]H� WKH� HFRQRPLF� EHQHILWV� RI� LPSOHPHQWLQJ� VRXQG� ULVN
PDQDJHPHQW�SURJUDPV��7KHVH�EHQHILWV�DUH�PXOWLIDFHWHG�DQG�LQFOXGH�

�� 'HFUHDVLQJ�RSHUDWLQJ�FRVWV�E\�PLQLPL]LQJ� LQMXULHV��SURSHUW\�GDPDJH�
DQG�ORVV�RI�SURGXFWLRQ�

�� 3UHYHQWLRQ�RI�WKH�SRWHQWLDO�IRU�DFFLGHQWDO�UHOHDVHV�WR�WKH�HQYLURQPHQW�

�� *RRG�SXEOLF�LPDJH�WKURXJK�LPSURYHG�FRPPXQLW\�UHODWLRQV�

�� 0RUH�HIILFLHQW�EXVLQHVV�SHUIRUPDQFH�LI�FDUULHG�RXW�FRUUHFWO\�

�� /RZHU�LQVXUDQFH�SUHPLXPV�EHFDXVH�RI�ORZHU�ORVVHV�

)RU� WKH� GLIIHUHQW� VWDNHKROGHUV� WKH� EHQHILWV� RI� ULVN� PDQDJHPHQW� DUH� FOHDU�
KRZHYHU�EHIRUH�ULVN�FDQ�EH�PDQDJHG�LW�LV�QHFHVVDU\�WR�XQGHUVWDQG�WKH�QRWLRQ�RI�ULVN�
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5LVN� LV�D�VHW�RI� WULSOHWV� WKDW�DQVZHUV� WKUHH�TXHVWLRQV� >��@��:KDW� FDQ�KDSSHQ"�+RZ
OLNHO\� LV� WKDW� WR� KDSSHQ"� $QG� LI� LW� KDSSHQV�� ZKDW� DUH� WKH� FRQVHTXHQFHV"� )RU� DQ
LQGXVWULDO� IDFLOLW\� WKH� DQVZHU� WR� WKH� ILUVW� TXHVWLRQ�PHDQV� WKDW� DOO� SRVVLEOH� VFHQDULRV
WKDW�FDQ�OHDG�WR�D�ORVV�RU�DFFLGHQW�QHHG�WR�EH�LGHQWLILHG��)RU�HDFK�SRWHQWLDO�KD]DUG�LW
KDV�WR�EH�GHWHUPLQHG�KRZ�WKLV�KD]DUG�FDQ�WXUQ�LQWR�DQ�XQGHVLUDEOH�ULVN�>��@��,I�HDFK
VFHQDULR� LV� GHWHUPLQHG� LW� LV� SRVVLEOH� WR� DQDO\]H� WKH� ULVN� DV� D� FRPELQDWLRQ� RI� WKH
UHPDLQLQJ� WZR� TXHVWLRQV�� L�H��� ZKDW� LV� WKH� OLNHOLKRRG� RI� D� VFHQDULR� DQG�ZKDW� LV� WKH
VHYHULW\�RI�WKH�FRQVHTXHQFHV�RI�WKLV�VFHQDULR��7KXV��WKH�ULVN�LQYROYHG�ZLWK�D�SRVVLEOH
VFHQDULR� FDQ� EH� LQIOXHQFHG� E\� D� FKDQJH� LQ� FRQVHTXHQFH� RU� OLNHOLKRRG�� 8QOHVV� D
KD]DUG� LV� HOLPLQDWHG�� WKH� DVVRFLDWHG� ULVN� FDQ� QHYHU� EH� ]HUR�� 5LVN� FDQ� EH� PDGH
VPDOOHU� LI� LW� LV� SRVVLEOH� WR� DGG� VRPH� DGGLWLRQDO� VDIHJXDUGV�� GHFUHDVLQJ� HLWKHU� WKH
FRQVHTXHQFHV� RU� WKH� OLNHOLKRRG�� )RU� WKH� GLIIHUHQW� VWDNHKROGHUV� WKH� FRQFHSW� RI� ULVN
PDQDJHPHQW� GHDOV� ZLWK� HVWDEOLVKLQJ� DQ� RUJDQL]DWLRQ� WKDW� LV� DEOH� WR� HIIHFWLYHO\
PDQDJH� WKHVH� WKUHH� TXHVWLRQV� WR� XOWLPDWHO\� DFKLHYH� DQ� DFFHSWDEOH� OHYHO� RI� ULVN� LQ
WHUPV�RI�VDIHW\�DQG�RU�HFRQRPLF�HIILFLHQF\�DQG�YLDELOLW\��RU�SURILWDELOLW\��

7KHUH�DUH�PDQ\�DVSHFWV�WKDW�LQIOXHQFH�WKH�ULVN�DVVRFLDWHG�ZLWK�WKH�RSHUDWLRQ�RI
LQGXVWULDO� IDFLOLWLHV�� $W� WKH� FRUH� PDQDJLQJ� WKLV� ULVN� GHDOV� ZLWK� WKH� LGHQWLILFDWLRQ� RI
KD]DUGV� DV� ZHOO� DV� ZLWK� WKH� SUHYHQWLRQ�� HYDOXDWLRQ�� DQG� PLWLJDWLRQ� RI� WKH
FRQVHTXHQFHV�RI�DFFLGHQWV�WKDW�FRXOG�RFFXU�LQ�DQ\�SKDVH�RI�WKH�VDIHW\�OLIHF\FOH�DV�D
UHVXOW�RI� IDLOXUHV�RI�HTXLSPHQW��KXPDQ�HUURU��RU�RWKHU� WKUHDWV� >�@��2Q�D�KLJKHU� OHYHO�
LQGXVWULDO�ULVN�PDQDJHPHQW�DOVR�DGGUHVVHV�DFFLGHQW�DQG�ORVV�SUHYHQWLRQ�SROLFLHV�DQG
SURFHGXUHV� RI� WKH� LQGXVWULDO� FRUSRUDWLRQV� ZLWK� WKH� LQVXUDQFH� LQGXVWU\�� DV� ZHOO� DV
FRUSRUDWH�UHODWLRQV�ZLWK�WKH�ORFDO��VWDWH�DQG�IHGHUDO�JRYHUQPHQWV�

,W� LV� LPSRUWDQW� WR�KDYH�DQ�RUJDQL]DWLRQ� LQ�SODFH� WKDW� LV�FDSDEOH�RI�KDQGOLQJ� WKH
RUJDQL]DWLRQDO� DQG� WHFKQLFDO� DVSHFWV� RI� ULVN� PDQDJHPHQW�� 7KHUHIRUH�� LW� LV� YHU\
FRPPRQ�WR�IROORZ�D�VDIHW\�OLIH�F\FOH�WR�DVVXUH�WKDW�DOO�DVSHFWV�RI�ULVN�PDQDJHPHQW�DUH
GHDOW�ZLWK� LQ�D�V\VWHPDWLF�PDQQHU� >�@��5LVN�PDQDJHPHQW�SURJUDPV�VKRXOG�FRQVLGHU
WKH�SURFHVV�GHVLJQ��SURFHVV�WHFKQRORJ\��LQVWDOODWLRQ�DQG�FRPPLVVLRQLQJ��RSHUDWLRQDO
DQG� PDLQWHQDQFH� DFWLYLWLHV� DQG� SURFHGXUHV�� QRQ�URXWLQH� DFWLYLWLHV� DQG� SURFHGXUHV�
HPHUJHQF\� SUHSDUHGQHVV� DQG� UHVSRQVH� SODQV� DQG� SURFHGXUHV�� WUDLQLQJ� SURJUDPV�
DQG�RWKHU�HOHPHQWV�ZKLFK�LPSDFW�WKH�VDIH�RSHUDWLRQ�RI�LQGXVWULDO�SODQWV�>��@��,I�D�ULVN
PDQDJHPHQW� SURJUDP� ZDQWV� WR� EH� HIIHFWLYH�� LW� UHTXLUHV� D� V\VWHPDWLF� DSSURDFK� WR
HYDOXDWLQJ�WKH�FRPSOHWH�LQGXVWULDO�SURFHVV��$W�WKH�EDVLV�RI�WKLV�HYDOXDWLRQ�LV�XVXDOO\�D
KD]DUG�DQG�ULVN�DQDO\VLV�

���� +D]DUG�DQG�ULVN�DQDO\VLV

+D]DUG�DQG�ULVN�DQDO\VLV��+5$��LV�DQ�DOO�HQFRPSDVVLQJ�WHUP�WKDW�GHVFULEHV�DFWXDOO\
WZR�GLVWLQFW�VHTXHQWLDO�VWHSV�LQ�D�VDIHW\�OLIHF\FOH�RI�D�SODQW�>�@��,W�VWDUWV�ZLWK�D�KD]DUG
DQDO\VLV�� ZKLFK� GHDOV� ZLWK� WKH� LGHQWLILFDWLRQ� RI� WKH� KD]DUG�� $� VXFFHVVIXO� KD]DUG
DQDO\VLV�UHTXLUHV�D�WKRURXJK�XQGHUVWDQGLQJ�RI�WKH�V\VWHP�VXEMHFW�WR�WKH�DQDO\VLV�DQG
LW� LV� QRW� XQFRPPRQ� WR� LQYROYH� D� PXOWL�GLVFLSOLQDU\� WHDP� RI� H[SHUWV� WR� LGHQWLI\� DOO
KD]DUGV�IRU�D�FRPSOH[�V\VWHP��$�KD]DUG�DQDO\VLV�DORQH�FDQQRW�DVVXUH�VDIHW\��EXW�LW�LV
D�QHFHVVDU\�VWHS� WR� LGHQWLI\�DQG� WKXV�FRQWURO�RU�HOLPLQDWH�KD]DUGV� >�@��7KH�KD]DUGV
FRQFHUQHG�PD\�EH�WR�SHRSOH��WR�WKH�HQYLURQPHQW��RU�WR�WKH�RSHUDWLRQDO�LQWHJULW\�RI�WKH
HTXLSPHQW�LQYROYHG�>��@�

2QFH� DOO� KD]DUGV� DUH� LGHQWLILHG� LW� LV� QHFHVVDU\� WR� LQYHVWLJDWH� WKH� SRVVLEOH
DFFLGHQW�VFHQDULRV��7KLV�LV�WKH�ILUVW�VWHS�LQ�FDUU\LQJ�RXW�D�ULVN�DQDO\VLV��$�ULVN�DQDO\VLV
SXWV�WKH�KD]DUG�LQ�WKH�OLJKW�RI�WKH�HQYLURQPHQW��)RU�D�SURFHVV�RU�PDQXIDFWXULQJ�SODQW
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WKH� HQYLURQPHQW� PDLQO\� PHDQV� WDNLQJ� LQWR� DFFRXQW� WKH� RSHUDWLRQDO� FRQGLWLRQV� RU
FLUFXPVWDQFHV�� (YHU\� SRWHQWLDO� KD]DUG� GRHV� QRW� DOZD\V� OHDG� WR� DQ� DFFLGHQW�� )RU
H[DPSOH�� D� VSDUN� LV� FRQVLGHUHG� D� KD]DUG�� $� YHVVHO� FRQWDLQLQJ� QLWUDWH� DFLG� DQG
SHQWDHU\WKULWRO�LV�DOVR�FRQVLGHUHG�WR�EH�D�KD]DUG��7KH�VSDUN�RQ�LWV�RZQ�FDQQRW�FDXVH
DQ�DFFLGHQW��$�EDG�PL[WXUH�RI�WKH�WZR�PDWHULDOV�LQ�FRPELQDWLRQ�ZLWK�DQ�DEQRUPDO�KLJK
WHPSHUDWXUH� FDQ� JHQHUDWH� H[SORVLYH� JDVHV�� ZKLFK� RQ� WKHLU� RZQ� FDQQRW� FDXVH� DQ
DFFLGHQW�� %ULQJLQJ� WKH� VSDUN� DQG� WKH� JDVHV� WRJHWKHU� FDQ� FDXVH� D� WUHPHQGRXV
H[SORVLRQ�DQG�WKXV�D�VHULRXV�DFFLGHQW�LQ�D�SURFHVV�SODQW��)URP�WKLV�H[DPSOH�LW�FDQ�EH
VHHQ� WKDW� D�PHUH� KD]DUG� GRHV� QRW� PHDQ� DQ� DFFLGHQW� RU� D� ORVV�� ,W� LV� D� QHFHVVDU\
FRQGLWLRQ�IRU�DQ�DFFLGHQW�EXW�QR�VXIILFLHQW��2WKHU�FRQGLWLRQV�QHHG�WR�EH�SUHVHQW�IRU�WKH
KD]DUG�WR�WXUQ�LQWR�D�ORVV�

5LVN�DQDO\VLV�LQYROYHV�WKH�TXDQWLILFDWLRQ�RI�WKH�ULVN��(DFK�DFFLGHQW�VFHQDULR�KDV
DVVRFLDWHG� D� IUHTXHQF\� RI� RFFXUUHQFH� DQG� FRQVHTXHQFHV�� 7KH� IUHTXHQF\� DQG� WKH
FRQVHTXHQFH�GHWHUPLQH� WRJHWKHU� WKH� ULVN� DVVRFLDWHG�ZLWK� WKH� DFFLGHQW� VFHQDULR�� ,Q
RUGHU� WR� GHWHUPLQH� WKH� ULVN� DVVRFLDWHG� ZLWK� D� SURFHVV� SODQW� LW� LV� QHFHVVDU\� WR
GHWHUPLQH� WKH� ULVN� DVVRFLDWHG� ZLWK� HDFK� KD]DUG�� DQG� ZLWK� HDFK� DFFLGHQW� VFHQDULR�
2QO\�LI�WKH�KD]DUGV�DQG�ULVNV�DUH�XQGHUVWRRG�LW�LV�SRVVLEOH�WR�PDQDJH�D�SURFHVV�IURP
D�VDIHW\�SRLQW�RI�YLHZ�

���� 2EMHFWLYH�RI�WKLV�WKHVLV

������ 0RWLYDWLRQ

7KH�JRDO�RI�WKLV�WKHVLV�LV�WR�VXSSRUW�SURFHVV�KD]DUG�DQDO\VLV�DQG�VDIHW\�PDQDJHPHQW
E\�GHYHORSLQJ�D�QHZ�PHWKRG�WKDW�LV�FDSDEOH�RI�PRGHOLQJ�DQG�DQDO\]LQJ�DOO�WHFKQLFDO
DVSHFWV�WKDW�FDQ�DIIHFW�WKH�VDIH�RSHUDWLRQ�RI�KD]DUGRXV�PDQXIDFWXULQJ�RU�SURFHVVLQJ
SODQWV�� 7KH� G\QDPLF� IORZJUDSK� PHWKRGRORJ\� �')0�� LV� XVHG� WR� GHYHORS� D� OLIHF\FOH
VDIHW\� PDQDJHPHQW� SULRULWL]DWLRQ� PHWKRG� WKDW� HQDEOHV� DQDO\VWV� WR� XQGHUVWDQG� D
�PDQXIDFWXULQJ��SURFHVV�LQ�WHUPV�RI�GHYLDWLRQV�RU�FRQGLWLRQV��ZKLFK�DIIHFW�VDIHW\�DQG
SURILWDELOLW\�� 6DIHW\� LV� DGGUHVVHG� LQ� WHUPV� RI� VDIHW\� DQG� KHDOWK� RI� SHRSOH� DQG� WKH
HQYLURQPHQW�� 3URILWDELOLW\� LV� DGGUHVVHG� LQ� WHUPV� RI� TXDOLW\� DQG� HIILFLHQF\� RI� WKH
PDQXIDFWXULQJ�SURFHVV��7KH�IRFXV�LQ�WKLV�WKHVLV�LV�RQ�WKH�VDIHW\�DVSHFWV��EXW�LW�ZLOO�EH
DUJXHG� WKDW� VDIHW\� DQG� TXDOLW\� FDQ� EH� LQWHJUDWHG� DQG� DGGUHVVHG�ZLWK� RQH� DQG� WKH
VDPH�PHWKRG�

7KH�VDIHW\�PDQDJHPHQW�SULRULWL]DWLRQ�PHWKRG�LV�EDVHG�RQ�H[LVWLQJ�SUREDELOLVWLF
DQG� QHZO\� GHYHORSHG� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV�� 7KHVH� LPSRUWDQFH
PHDVXUHV� FDQ� EH� XVHG� WR� GHILQH� UXOHV� WKDW� VXSSRUW� WKH� DQDO\VLV� RI� KD]DUGV� GXULQJ
GHVLJQ� DQG� YHULILFDWLRQ� RI� LQGXVWULDO� SURFHVVHV� LQ� WHUPV� RI� VDIHW\�� 7KH� LPSRUWDQFH
PHDVXUHV�DUH�LPSOHPHQWHG�YLD�D�VRIWZDUH�WRRO�

$V� LW� LV� QRW� HQRXJK� WR� RQO\� GHVLJQ� D� VDIH� SURFHVV� DOVR� D� UHDO�WLPH� DODUP
PDQDJHPHQW�V\VWHP�LV�GHYHORSHG�WR�VXSSRUW�VDIH�RSHUDWLRQ�RI�WKH�SURFHVV��7KH�UHDO�
WLPH�DODUP�PDQDJHPHQW�V\VWHP�LV�EDVHG�RQ�WKH�FRQFHSW�RI�UHVLGXDO�SUREDELOLW\��7KLV
UHDO�WLPH�DODUP�PDQDJHPHQW�V\VWHP�ZLOO�HQDEOH� WKH�RSHUDWRU� WR�PDNH�ULVN� LQIRUPHG
GHFLVLRQV�RQ�KRZ�WR�RSHUDWH�WKH�SURFHVV�LQ�D�VDIH�PDQQHU�

7KLV�ZRUN�ZLOO�GHPRQVWUDWH� WKDW� WKH�PHWKRG�FDQ�EH�XVHG� WR�SURYLGH�VLJQLILFDQW
LQIRUPDWLRQ�IRU�RSWLPL]DWLRQ�RI�WKH�GHVLJQ�DQG�RSHUDWLRQ�RI�WKH�PDQXIDFWXULQJ�SODQW�LQ
WHUPV�RI� VDIHW\��7KH�XVHIXOQHVV�DQG�YDOLGDWLRQ�RI� WKH�PHWKRG�ZLOO� EH�GHPRQVWUDWHG
ZLWK� SUDFWLFDO� H[DPSOHV�� 7KH� FRQFHSWV� XVHG� DQG� ILQGLQJV� GHULYHG� LQ� WKLV� WKHVLV� DUH
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JHQHUDO� LQ�QDWXUH�DQG�DUH�DSSOLFDEOH� WKURXJKRXW�DQ\�SKDVH�RI� WKH� OLIHF\FOH�DQG�DQ\
DVSHFW�RI�D�PDQXIDFWXULQJ�SODQW��LQFOXGLQJ�TXDOLW\�

������ 2XWOLQH�RI�WKLV�WKHVLV

&KDSWHU���GHPRQVWUDWHV�WKDW�VDIHW\�DQG�TXDOLW\�RI�D�PDQXIDFWXULQJ�SURFHVV�UHTXLUH�D
WKRURXJK� XQGHUVWDQGLQJ� RI� WKH� SURFHVV�� 7KH� UHTXLUHG� XQGHUVWDQGLQJ� WR� LPSURYH� RU
PDLQWDLQ� VDIHW\� LV�QR�GLIIHUHQW� WKDQ�ZKDW� LV�QHHGHG� WR� LPSURYH�TXDOLW\�DV�ZHOO�� ,W� LV
SRVVLEOH� WR� LQWHJUDWH� WKH� DQDO\VLV� IRU� VDIHW\� DQG� TXDOLW\� LQ� RQH� DSSURDFK�� 7KH
FRPPRQ�HOHPHQWV�RI�WKH�LQWHJUDWHG�DQDO\VLV�ZLOO�EH�LGHQWLILHG�DQG�WKH�PDLQ�DWWULEXWH
RI�DQ�LQWHJUDWHG�WRRO�WKDW�FDQ�DGGUHVV�TXDOLW\�DQG�VDIHW\�ZLOO�EH�GHILQHG�

&KDSWHU� �� LQWURGXFHV� WKH� JHQHUDO� IUDPHZRUN� XVHG� LQ� LQGXVWU\� WR� LPSOHPHQW
VDIHW\�� $� SUDFWLFDO� H[DPSOH� LV� LQWURGXFHG� WR� GHPRQVWUDWH� WKH� H[LVWHQFH� RI� WKLV
IUDPHZRUN��7KLV�H[DPSOH�LV�XVHG�WKURXJKRXW�WKLV�WKHVLV�WR�GHPRQVWUDWH�WKH�H[SODLQHG
FRQFHSWV�DQG�ILQGLQJV�

&KDSWHU� �� H[SODLQV� WKH� WKHRU\� DQG� FRQFHSWV� RI� WKH� G\QDPLF� IORZJUDSK
PHWKRGRORJ\�� 7KH� G\QDPLF� IORZJUDSK�PHWKRGRORJ\� IRUPV� WKH� EDVLV� RI� WKH� SURFHVV
KD]DUG� DQDO\VLV� DQG� VDIHW\� PDQDJHPHQW� PHWKRG� H[SODLQHG� LQ� WKLV� ZRUN�� $V� WKH
G\QDPLF�IORZJUDSK�PHWKRGRORJ\�LV�D�YLWDO�SDUW�RI�WKH�PHWKRG�LW�LV�H[SODLQHG�LQ�GHSWK�

&KDSWHU� �� GHVFULEHV� WKH� VR�FDOOHG� LPSRUWDQFH� PHDVXUHV� XVHIXO� IRU� VDIHW\
PDQDJHPHQW�� 1HZO\� GHYHORSHG� QRQ�SUREDELOLVWLF� DQG� H[LVWLQJ� SUREDELOLVWLF
LPSRUWDQFH� PHDVXUHV� DUH� LQWURGXFHG�� 7KHVH� LPSRUWDQFH� PHDVXUHV� DUH� LQWHJUDWHG
ZLWK�WKH�G\QDPLF�IORZJUDSK�PHWKRGRORJ\��7KH�FKDSWHU�H[SODLQV�WKH�FRQFHSWV�EHKLQG
WKH�LPSRUWDQFH�PHDVXUHV�DQG�VXPPDUL]HV�WKH�DGYDQWDJHV�DQG�GLVDGYDQWDJHV�RI�WKH
XVH�RI�WKHVH�PHDVXUHV�

&KDSWHU���RXWOLQHV�KRZ�D�VDIH�SURFHVV�FDQ�EH�GHVLJQHG�XWLOL]LQJ�WKH�LPSRUWDQFH
PHDVXUHV��7KH�G\QDPLF�IORZJUDSK�PHWKRGRORJ\�LV�XVHG�WR�GHVLJQ�GLIIHUHQW�OD\HUV�RI
SURWHFWLRQ� WKDW� FDQ� H[LVW� LQ� D�PDQXIDFWXULQJ� SODQW�� L�H��� QRW� RQO\� WKH� KDUGZDUH� WKDW
FDUULHV� RXW� WKH� PDQXIDFWXULQJ� SURFHVV� EXW� DOVR� WKH� KDUGZDUH� DQG� VRIWZDUH� WKDW
PRQLWRUV� WKH� SURFHVV� IRU� VDIHW\�� 7KH� G\QDPLF� IORZJUDSK� PHWKRGRORJ\� DQG� WKH
LPSRUWDQFH�PHDVXUHV� FDQQRW� RQO\� EH� XVHG� IRU� GHVLJQ�� EXW� DOVR� IRU� YHULILFDWLRQ� DQG
YDOLGDWLRQ� SXUSRVHV�� 7KH� FRQFHSW� IRU� D� UHDO�WLPH� DODUP� PDQDJHPHQW� V\VWHP� LV
LQWURGXFHG�WR�DVVLVW�VDIH�RSHUDWLRQ�RI�WKH�SURFHVV��7KH�UHDO�WLPH�DODUP�PDQDJHPHQW
V\VWHP�FDQ�EH�XVHG�WR�PDNH�ULVN�LQIRUPHG�GHFLVLRQ�DERXW�WKH�VDIHW\�RI�WKH�SURFHVV
GXULQJ�LWV�RSHUDWLRQ��PDLQWHQDQFH�DQG�UHSDLU�

&KDSWHU� �� GHPRQVWUDWHV� WKH� FRQFHSWV� GHVFULEHG� LQ� &KDSWHU� �� DQG�&KDSWHU� �
ZLWK�H[DPSOHV�EDVHG�RQ�WKH�FDVH�VWXG\�GHVFULEHG�LQ�&KDSWHU���

&KDSWHU���VXPPDUL]HV�WKH�FRQFOXVLRQV�RI�WKLV�ZRUN�DQG�OLVWV�UHFRPPHQGDWLRQV
IRU�IXUWKHU�UHVHDUFK�
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&KDSWHU��� ,QWHJUDWHG�4XDOLW\��(QYLURQPHQW��6DIHW\�DQG�+HDOWK

$QDO\VLV

���� ,QWURGXFWLRQ

7KHUH�DUH� LQGLFDWLRQV� WKDW� WKH� LQGXVWU\�SURJUDPV� WKDW�DGGUHVV�TXDOLW\�� HQYLURQPHQW�
VDIHW\� DQG� KHDOWK� �4(6+�� DUH� RUJDQL]DWLRQDOO\� LQWHUUHODWHG� DQG� WKDW� LQGXVWU\� KDV
DWWHPSWHG�WR�IXOO\�RU�SDUWLDOO\�LQWHJUDWH�WKHVH�SURJUDPV��7KH�SXUSRVH�RI�WKLV�FKDSWHU�LV
WR�H[DPLQH�WKH�LQGXVWU\�DSSURDFK�WRZDUGV�WKHVH�SURJUDPV��DQG�LGHQWLI\�WKH�FRPPRQ
HOHPHQWV�WKDW�VXSSRUW�LQWHJUDWLRQ�RI�4(6+�

:KHQ� 3DXO� +�� 2¶1HLO�� EHFDPH� &(2� RI� $OFRD�� LQ� -XQH� ������ KH� LPPHGLDWHO\
DQQRXQFHG�WKDW�KLV�WRS�SULRULW\�ZDV�VDIHW\��+H�ILUPO\�EHOLHYHG�WKDW�KLV�FRPSDQ\�ZRXOG
EH�PRUH�SURILWDEOH�E\�IRFXVLQJ�RQ�VDIHW\��+H�VWDWHG�WKDW��7R�IRFXV�RQ�VDIHW\�UHTXLUHV
FRPSUHKHQVLYH� XQGHUVWDQGLQJ� RI�PDQXIDFWXULQJ� SURFHVVHV�� DQG� WKLV� XQGHUVWDQGLQJ
OHDGV� WR� EHWWHU�� PRUH� SURGXFWLYH� SODQWV´�� 7KH� $OFRD� JRDO� LV� WR� KDYH� DQ� LQMXU\�IUHH
ZRUNSODFH�� 6LQFH� KLV� DSSRLQWPHQW� DV� SUHVLGHQW� LQ� ����� WKH� QXPEHU� RI� UHSRUWHG
DFFLGHQWV�ZHQW�GRZQ�VLJQLILFDQWO\�>��@�

,Q������� WKH�;HUR[�&RUSRUDWLRQ� LQLWLDWHG� WKH�HQYLURQPHQWDO� OHDGHUVKLS� WKURXJK
TXDOLW\� SURJUDP�� 6LQFH� LWV� LQFHSWLRQ�� WKLV� SURJUDP� KDV� VDYHG� ;HUR[� DSSUR[LPDWHO\
����� PLOOLRQ� SHU� \HDU� >��@�� 7KH� �0� &RUSRUDWLRQ� KDV� WKH� �3� SURJUDP�� 3ROOXWLRQ
3UHYHQWLRQ�3D\V��ZKLFK�UHVXOWHG�LQ������PLOOLRQ�VDYLQJV�VLQFH�������7KH��3�SURJUDP
KDV�FXW� WKH� LOOQHVV�DQG�LQMXU\�UDWHV����SHUFHQW�VLQFH������>��@�� ,Q������� WKH�8QRFDO
&RUSRUDWLRQ�LQWURGXFHG�WKH�ORVV�FRQWURO�SURJUDP��6LQFH�LWV�LQLWLDWLRQ��LW�KDV�DFKLHYHG�D
���� UHGXFWLRQ� LQ� UHFRUGDEOH� LQFLGHQWV� >��@�� :KLOH� VRPH� FRPSDQLHV� IRFXV� RQ
HQYLURQPHQWDO�LPSURYHPHQWV��RWKHUV�IRFXV�RQ�VDIHW\��7KH�IROORZLQJ�VWDWHPHQWV�DUH�LQ
WKH�VDPH� OLQH�RI� WKRXJKW�DQG� IXUWKHU� VXSSRUW� WKH� LQGXVWU\�SROLFLHV�DGYRFDWHG� LQ� WKH
SUHYLRXV�H[DPSOHV�>��@�

�� �:H�UHFRJQL]H�WKH�LPSRUWDQFH�RI�FRVWLQJ�ORVV�HYHQWV�DV�SDUW�RI�WRWDO
VDIHW\�PDQDJHPHQW��*RRG�VDIHW\�LV�JRRG�EXVLQHVV���'U��-��:KLVWRQ�
,&,�*URXS�6DIHW\��+HDOWK�DQG�(QYLURQPHQW�0DQDJHU�

�� �6DIHW\� LV�ZLWKRXW�GRXEW�� WKH�PRVW�FUXFLDO� LQYHVWPHQW�ZH�FDQ�PDNH�
5REHUW� (�� 0F.HH�� &KDLUPDQ� DQG�0DQDJLQJ� 'LUHFWRU�� &RQRFR� �8.�
/WG�

�� �3URILWV�DQG�VDIHW\�DUH�QRW�LQ�FRPSHWLWLRQ��2Q�WKH�FRQWUDU\��6DIHW\�DW
ZRUN� LV� JRRG� EXVLQHVV��� %DVLO� %XWOHU�� 0DQDJLQJ� 'LUHFWRU�� %ULWLVK
3HWUROHXP�&R�

7KH� LQWHJUDWLRQ� RI� WKRVH� SURJUDPV� LQ� UHDO� LQGXVWULDO� VLWXDWLRQV� KDV� SURGXFHG
EHQHILFLDO� UHVXOWV� RI� UHPDUNDEOH� YDOXH�� ;HUR[� LPSURYHV� WKH� HQYLURQPHQW� WKURXJK
TXDOLW\�� ,W� HYHQ� FDOOV� WKH� SURJUDP� ³(QYLURQPHQWDO� ([FHOOHQFH� WKURXJK�4XDOLW\´� >��@�
�0¶V�IRFXV� LV�RQ�SROOXWLRQ�SUHYHQWLRQ��EXW� LW� UHSRUWV� WKDW� WKLV�SURJUDP�UHGXFHV� LQMXU\
DQG� LOOQHVV�RI� SHRSOH� >��@��$OFRD� FOHDUO\� VWDWHV� WKDW� VDIHW\� UHTXLUHV� VXFK�D�GHWDLOHG
XQGHUVWDQGLQJ� RI� WKH� SURFHVV� WKDW� LW� LGHQWLILHV� RSSRUWXQLWLHV� IRU� LPSURYHPHQWV� WKDW
LQFUHDVH�VDIHW\��TXDOLW\�DQG�SURILWDELOLW\�>��@�

��������������������������������������������
��&XUUHQWO\�DSSRLQWHG�6HFUHWDU\�RI�7UHDVXU\�LQ�WKH�%XVK�$GPLQLVWUDWLRQ�
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,Q� WKLV�ZRUN� LW� LV�DFFHSWHG� WKDW� WKH� WUHQG� LQ� LQGXVWU\� LV� WKH� LQWHJUDWLRQ�RI� WKHVH
SURJUDPV��7KH�FRQWULEXWLRQ�RI�WKLV�ZRUN�ZLWKLQ�WKH�VFRSH�RI�WKLV�LQGXVWULDO�WUHQG�LV�WR
SURYLGH� WKH� PHDQV� WR� DGGUHVV� VDIHW\�� DQG� TXDOLW\� LQ� DQ� LQWHJUDWHG� PDQQHU�� 7KH
SKLORVRSKLFDO� IRXQGDWLRQ� RI� WKLV� DSSURDFK� LV� WKH� WKRURXJK� DQG� V\VWHPDWLF
XQGHUVWDQGLQJ� RI� WKH� SURFHVV�� 7KH� DSSURDFK� LQ� WKLV�ZRUN� LV� DQ� H[DPLQDWLRQ� RI� WKH
SURFHVV� LQ� WHUPV� RI� LWV� SRVVLEOH� GHYLDWLRQV��&RQWUROOLQJ� SRVVLEOH� SURFHVV� GHYLDWLRQV
PHDQV� LGHQWLI\LQJ� ZKDW� FDQ� JR� ZURQJ� DQG� KRZ� WR� SUHYHQW� WKH� XQGHVLUDEOH
FRQVHTXHQFHV� RI� VDIHW\� RU� TXDOLW\�� ,Q� WKH� VXEVHTXHQW� VHFWLRQV� LQ� &KDSWHU� �� ZH
H[DPLQH� VDIHW\� DQG� TXDOLW\� LQ� WHUPV� RI� KRZ� WKH\� DUH� FXUUHQWO\� DGGUHVVHG�� 7KH
H[DPLQDWLRQ� ZLOO� GHPRQVWUDWH� WKDW� VDIHW\� DQG� TXDOLW\� KDYH� FRPPRQ� PDQDJHPHQW
HOHPHQWV��ZKLFK�ERWK�GHSHQG�RQ�D�WKRURXJK�XQGHUVWDQGLQJ�RI�WKH�SURFHVV��2QO\�LI�WKH
SURFHVV� LV� XQGHUVWRRG� LW� LV� SRVVLEOH� WR� LGHQWLI\� SRVVLEOH� GHYLDWLRQV� WKDW� QHHG� WR� EH
HLWKHU�HOLPLQDWHG�RU�FRQWUROOHG�LQ�RUGHU�WR�DFKLHYH�DFFHSWDEOH�VDIHW\�DQG�TXDOLW\�

���� 'HVFULELQJ�D�SURFHVV�LQ�WHUPV�RI�VDIHW\

7KH� ,62�,(&� *XLGH� ��� GHILQHV� VDIHW\� DV� ³IUHHGRP� IURP� XQDFFHSWDEOH� ULVN´� >��@�
7KHUHIRUH�� LQ� RUGHU� WR� PDQDJH� VDIHW\� LW� LV� QHFHVVDU\� WR� XQGHUVWDQG� ZKDW� OHDGV� WR
XQDFFHSWDEOH� ULVN�� 7KLV� XQGHUVWDQGLQJ� FDQ� EH� REWDLQHG� ZLWK� WKH� LGHQWLILFDWLRQ� RI
LPSRUWDQW�SURFHVV�SDUDPHWHUV��WKHLU�SRVVLEOH�GHYLDWLRQV�IURP�QRUPDO�FRQGLWLRQV��DQG
WKH�FRQVHTXHQFHV�RI�WKHVH�GHYLDWLRQV�

7R� IRFXV� RQ� VDIHW\� UHTXLUHV� D� FRPSUHKHQVLYH� XQGHUVWDQGLQJ� RI� WKH
PDQXIDFWXULQJ�SURFHVV��,W�LV�QHFHVVDU\�WR�XQGHUVWDQG�WKH�SURFHVV�LQ�WHUPV�RI�SURFHVV
SDUDPHWHUV� DQG� SURFHVV� HOHPHQWV�� ZKLFK� LQFOXGH� WKH� QHFHVVDU\� KDUGZDUH� DQG
VRIWZDUH�WKDW�PDWHULDOL]H�WKH�SURFHVV��7KHVH�SURFHVV�SDUDPHWHUV�DQG�HOHPHQWV�QHHG
WR� EH� XQGHUVWRRG� LQ� WHUPV� RI� WKHLU� UHODWLRQVKLSV� DQG� SRVVLEOH� LQWHUDFWLRQ�� DQG� KRZ
GHYLDWLRQV� IURP� WKH� QRUPDO� TXDQWLWLHV�� VHWWLQJV�� RU� EHKDYLRU� FDQ� DIIHFW� WKH� VDIH
RSHUDWLRQ�RI�WKH�SURFHVV��7R�DFKLHYH�D�VDIH�RSHUDWLQJ�SODQW��LW�LV�QHFHVVDU\�WR�GHVLJQ
D� SURFHVV� ZKHUH� SRVVLEOH� GHYLDWLRQV� IURP� QRUPDO� FRQGLWLRQV� FDQ� EH� NHSW� ZLWKLQ
VSHFLILF�OLPLWV�WKDW�DUH�GLFWDWHG�E\�ZKDW�LV�SHUFHLYHG�DV�DFFHSWDEOH�ULVN�

�7KH�³GHVLJQ� IRU�VDIHW\´�FRQFHSW�FDQ�EH�DGGUHVVHG� LQ� WZR�ZD\V��2Q�RQH�KDQG
WKHUH�LV�WKH�XVH�RI�VWDQGDUGV��FRGHV�DQG�JXLGHOLQHV�DQG�RQ�WKH�RWKHU�KDQG�WKHUH�DUH
GHWDLOHG� VDIHW\�DQDO\VHV��6WDQGDUGV�� FRGHV�DQG�JXLGHOLQHV�PDLQO\� H[LVW� EHFDXVH�RI
OHVVRQV� OHDUQHG� IURP� WKH� SDVW�� XVXDOO\� DV� D� UHVXOW� IURP� DFFLGHQWV�� 6WDQGDUGV� DQG
FRGHV� GHDO� ZLWK� LPSOHPHQWLQJ� UHTXLUHPHQWV� IRU� D� JHQHUDO� SURFHVV� RU� VSHFLILF
DSSOLFDWLRQV� EDVHG� RQ� H[LVWLQJ� NQRZOHGJH�� IRU� H[DPSOH�� FRGHV� DQG� UHJXODWLRQV� IRU
SUHVVXUH�YHVVHOV�>��@�RU�EXUQHU�PDQDJHPHQW�FRQWURO�V\VWHPV�>��@��$Q�DGYDQWDJH�RI
WKH�XVH�RI�FRGHV�DQG�VWDQGDUGV�LV�WKH�OLPLWHG�DPRXQW�RI�HIIRUW�WR�DFKLHYH�DFFHSWDEOH
VDIHW\� WDUJHWV�� 7KH� WUDGH� RII� RI� WKLV� DSSURDFK� LV� WKDW� RQO\� WKH� PLQLPXP� VDIHW\
UHTXLUHPHQWV�DUH�DGGUHVVHG�ZKLFK�GR�QRW�QHFHVVDULO\�FRYHU�WKH�DFFHSWDEOH�ULVN�RI�WKH
VSHFLILF�SURFHVV�

�6DIHW\� DQDO\VHV�JR�EH\RQG� VWDQGDUGV�DQG� FRGHV�� ,Q� RWKHU�ZRUGV�� DQDO\VLV� LV
XVHIXO�ZKHQ� WKHUH� LV�D�QHHG�RU�GHVLUH� WR�H[SOLFLWO\�HYDOXDWH� WKH� ULVN�DVVRFLDWHG�ZLWK
WKH�SURFHVV��HYHQ�DIWHU�FRPSOLDQFH�ZLWK�H[LVWLQJ�VWDQGDUGV�DQG�FRGHV�

��������������������������������������������
��,Q�WKLV�ZRUN�WKH�WHUP�VDIHW\�HQFRPSDVVHV�SHRSOH�VDIHW\�DQG�KHDOWK�DV�ZHOO�DV�HQYLURQPHQWDO
SURWHFWLRQ�
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,W� LV� DFNQRZOHGJHG� WKDW� LPSOHPHQWDWLRQ� RI� VWDQGDUGV� DQG� VDIHW\� DQDO\VHV� DUH
WZR�DSSURDFKHV�WKDW�FRPSOHPHQW�HDFK�RWKHU�DQG� WKDW�DFWXDOO\�ERWK�VKRXOG�EH�XVHG
>�@�� &RPSOLDQFH�ZLWK� WKH� VWDQGDUGV� DQG� FRGHV� DFKLHYHV� D� OHYHO� RI� UHTXLUHG� VDIHW\�
ZKLOH�DQDO\VHV�EULQJV�VDIHW\�ZLWKLQ�WKH�OLPLWV�RI�DFFHSWDEOH�ULVN�

6DIHW\�DQDO\VHV�VWDUWV�XVXDOO\�ZLWK�D�KD]DUG�DQG�ULVN�DQDO\VLV��7KH�REMHFWLYH�RI
D� KD]DUG� DQG� ULVN� DQDO\VLV� LV� WR� LGHQWLI\� DOO� KD]DUGV� DQG� WKHLU� DVVRFLDWHG� ULVN�� ,W
LGHQWLILHV�ZKDW�FDQ�JR�ZURQJ�DQG�KRZ�LW�FDQ�EH�SUHYHQWHG�RU�FRQWUROOHG��$V�D�UHVXOW�RI
WKLV� DQDO\VLV� LW� LV� SRVVLEOH� WR� UHGXFH� WKH� DVVRFLDWHG� ULVN� WR� DQ� DFFHSWDEOH� OHYHO� E\
HLWKHU�FKDQJLQJ� WKH�GHVLJQ�RU�DGGLQJ�VDIHW\�PHDVXUHV� WR� WKH�GHVLJQ��$�KD]DUG�DQG
ULVN� DQDO\VLV� FDQ� VKRZ� WKDW� VSHFLILF� KD]DUGV� DUH�� RU� DUH� QRW�� SUHVHQW� DIWHU� FRGH
UHTXLUHPHQWV�KDYH�EHHQ�FRPSOLHG�ZLWK��WKDW�IXUWKHU�VDIHW\�PHDVXUHV�DUH��RU�DUH�QRW�
QHHGHG�� DQG� ZKDW� WKH� SRVVLEOH� FRQVHTXHQFH� FDQ� EH� LI� WKH� KD]DUG� FDXVHV� DQ
DFFLGHQW�� 7KH� RXWFRPH� IURP� WKH� KD]DUG� DQG� ULVN� DQDO\VLV� DUH� UHFRPPHQGDWLRQV� WR
LPSURYH�WKH�SODQW�GHVLJQ��LQFRUSRUDWH�DGGLWLRQDO�VDIHW\�PHDVXUHV��RU�GHILQH�RSHUDWLRQ
DQG� PDLQWHQDQFH� SURFHGXUHV� WKDW� PLQLPL]H� RU� FRQWURO� SRWHQWLDO� KD]DUGV�� ,Q� RWKHU
ZRUGV�� WKH� REMHFWLYH� RI� WKH� VDIHW\� DQDO\VLV� LV� WR� PDQDJH� SURFHVV� SDUDPHWHUV� RU
HOHPHQWV� LQ� WHUPV� RI� WKHLU� GHYLDWLRQV�� 7KH� QH[W� VHFWLRQ� ZLOO� H[SODLQ� KRZ� VDIHW\� LV
FXUUHQWO\�PDQDJHG�LQ�WKH�PDQXIDFWXULQJ�LQGXVWU\�

���� 6DIHW\�PDQDJHPHQW

$Q�LQGXVWULDO�V\VWHP�FDQ�RQO\�EH�VDIH�LI�DOO�WKH�LQGLYLGXDO�HOHPHQWV�RI�WKH�V\VWHP�DUH
VDIH�DQG�LQWHUDFW�ZLWK�HDFK�RWKHU�LQ�D�VDIH�PDQQHU��6DIHW\��OLNH�TXDOLW\�RU�SURILWDELOLW\�
LV�D�EDVLF�SURSHUW\�RI�D�V\VWHP�DQG�QHHGV�WR�EH�DGGUHVVHG�LQ�D�ZD\�WKDW�FRQVLGHUV
WKH� LQGLYLGXDO�HOHPHQWV��DQG� WKHLU� LQWHUDFWLRQ��ZLWKLQ� WKH�FRQWH[W�RI� WKH�V\VWHP��7KH
PHWKRGV�� WHFKQLTXHV� DQG� UHVRXUFH� DOORFDWLRQ� PXVW� EH� FRRUGLQDWHG�� ZHOO� SODQQHG�
SURSHUO\�MXVWLILHG��DQG�DEOH�WR�DGGUHVV�WKH�HQWLUH�OLIHF\FOH�RI�WKH�V\VWHP��LQ�V\QHUJLVWLF
DQG�QRW�DQWDJRQLVWLF�PDQQHU�ZLWK� WKH�RWKHU�EDVLF�SURSHUWLHV�RI� WKH�V\VWHP�� LQ�RWKHU
ZRUGV�VDIHW\�KDV�WR�EH�KDV�WR�EH�FDUHIXOO\�PDQDJHG�

7KH�'HSDUWPHQW�2I�(QHUJ\�LQ�WKH�86�KDV�GHILQHG�ILYH�FRUH�IXQFWLRQV�IRU�VDIHW\
PDQDJHPHQW� WKDW� FRPSULVH� WKH� XQGHUO\LQJ� SURFHVV� IRU� DQ\�ZRUN� DFWLYLW\� WKDW� FRXOG
SRWHQWLDOO\� DIIHFW� WKH� SXEOLF�� WKH� ZRUNHUV�� DQG� WKH� HQYLURQPHQW�� 7KHVH� ILYH� FRUH
IXQFWLRQV�DUH��VHH�)LJXUH����>��@�

��� 'HILQH� WKH� VFRSH� RI� ZRUN� ±� 0LVVLRQV� DUH� WUDQVODWHG� LQWR� ZRUN�
H[SHFWDWLRQV� DUH� VHW�� WDVNV� DUH� LGHQWLILHG� DQG� SULRULWL]HG�� DQG
UHVRXUFHV�DUH�DOORFDWHG�

��� $QDO\]H� WKH� KD]DUGV� ±� +D]DUGV� DVVRFLDWHG� ZLWK� WKH� ZRUN� DUH
LGHQWLILHG��DQDO\]HG�DQG�FDWHJRUL]HG�

��� 'HYHORS�DQG�,PSOHPHQW�+D]DUG�&RQWUROV�±�$SSOLFDEOH�VWDQGDUGV�DQG
UHTXLUHPHQWV� DUH� LGHQWLILHG� DQG� DJUHHG�XSRQ�� FRQWUROV� WR
SUHYHQW�PLWLJDWH� KD]DUGV� DUH� LGHQWLILHG�� WKH� VDIHW\� HQYHORSH� LV
HVWDEOLVKHG��DQG�FRQWUROV�DUH�LPSOHPHQWHG

��� 3HUIRUP�ZRUN�ZLWKLQ�FRQWUROV�±�5HDGLQHVV� LV� FRQILUPHG�DQG�ZRUN� LV
SHUIRUPHG�VDIHO\

��� 3URYLGH� IHHGEDFN� DQG� FRQWLQXRXV� LPSURYHPHQW� ±� )HHGEDFN
LQIRUPDWLRQ�RQ�WKH�DGHTXDF\�RI�FRQWUROV�LV�JDWKHUHG��RSSRUWXQLWLHV�IRU
LPSURYLQJ� WKH� GHILQLWLRQ� DQG� SODQQLQJ� RI� ZRUN� DUH� LGHQWLILHG� DQG
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LPSOHPHQWHG�� OLQH� DQG� LQGHSHQGHQW� RYHUVLJKW� LV� FRQGXFWHG�� DQG� LI
QHFHVVDU\��UHJXODWRU\�HQIRUFHPHQW�DFWLRQV�RFFXU�

�

'HILQH�
VFRSH�
RI�ZRUN�

$QDO\]H��
KD]DUGV�

'HYHORS��
LPSOHPHQW��
FRQWUROV�

3HUIRUP��
ZRUN�

)HHGEDFN��
DQG��

LPSURYH�

:RUN�
RXWSXW�

3URMHFW�
GHVFULSWLRQ�

)LJXUH����6DIHW\�0DQDJHPHQW�:RUN�&\FOH�>��@

7KH� XQGHUO\LQJ� DWWULEXWH� RI� WKH� VDIHW\� PDQDJHPHQW� IXQFWLRQV� LV� WKH� WKRURXJK
DQG�DQ�LQWHJUDWHG�XQGHUVWDQGLQJ�RI�WKH�SURFHVV��6HYHUDO� WHFKQLTXHV�DQG�WRROV�KDYH
EHHQ�GHYHORSHG�WR�DGGUHVV�VDIHW\�PDQDJHPHQW�IXQFWLRQV�ZLWKLQ�WKH�YDULRXV�SKDVHV
RI� WKH�VDIHW\� OLIHF\FOH�RI� WKH�V\VWHP��7KHVH� WHFKQLTXHV�FDQ�DQG�DUH�XVHG� WR�FROOHFW
LQIRUPDWLRQ� DERXW� SDUDPHWHUV� RI� LQWHUHVW� WKDW� VXSSRUW� WKH� ILYH� FRUH� VDIHW\
PDQDJHPHQW�IXQFWLRQV��6RPH�RI�WKHVH�WHFKQLTXHV�DUH�RXWOLQHG�KHUH�

&KHFNOLVWV� >���@� DUH� YHU\� VLPSOH� LQ� QDWXUH� DQG� HDV\� WR� XVH�� 7KH\� DUH� XVXDOO\
FRPSLOHG� RYHU� \HDUV� RYHU� H[SHULHQFH� DQG� WDNH� LQWR� DFFRXQW� KLVWRU\� RU� ³OHVVRQV
OHDUQHG´�� 2IWHQ� WKH\� UHVXOW� IURP� GHVLJQ� JXLGHOLQHV� DQG� JRRG� HQJLQHHULQJ� SUDFWLFH
GHULYHG� IURP�ZHOO�NQRZQ� DQG� GHILQHG� SURFHVVHV� DQG� SODQWV� RU� IURP� VWDQGDUGV� DQG
UHJXODWLRQV��7KH\�OLVW�D�NQRZQ�VHW�RI�KD]DUGV�RU�VROXWLRQV�DJDLQVW�WKHVH�KD]DUGV�

3UHOLPLQDU\� KD]DUG� DQDO\VLV� �3+$�� >����@� LV� XVHG� LQ� WKH� HDUO\� VWDJHV� RI� WKH
OLIHF\FOH� WR� LGHQWLI\� KLJK� OHYHO� V\VWHP� IXQFWLRQV� DQG� EURDG� V\VWHP� KD]DUGV�� 2I
SDUWLFXODU� LPSRUWDQFH� LQ� 3+$V� DUH� LQWHUIDFH� FRQQHFWLRQV� EHWZHHQ� HTXLSPHQW� DQG
VXEV\VWHPV��3+$V�DUH�XVHG�WR�PDNH�GHFLVLRQV�RQ�DFFLGHQW�SUHYHQWLRQ�PHDVXUHV�WKDW
FDQ� EH� WDNHQ� WR� HOLPLQDWH� RU� FRQWURO� KD]DUGV�� 7KH� UHVXOWV� IRUP� WKH� EDVLV� IRU� ODWHU
DQDO\VLV�

$�KD]DUG�DQG�RSHUDELOLW\� �+$=23�� >�@� VWXG\� LV�D� WHFKQLTXH� IRU� LGHQWLI\LQJ� DQG
DQDO\]LQJ�KD]DUGV�DQG�RSHUDWLRQDO�FRQFHUQV�RI�D�V\VWHP��$V�WKH�QDPH�UHYHDOV�LW�QRW
RQO\�IRFXVHV�RQ�VDIHW\�EXW�DOVR�RQ�RSHUDWLRQDO�LVVXHV��,Q�D�V\VWHPDWLF�PDQQHU�HYHU\
VLQJOH� VXEV\VWHP� LQ�D�SODQW� LV� DQDO\]HG�� FRQVLGHULQJ� WKH� LQWHQGHG�GHVLJQ�� SRWHQWLDO
GHYLDWLRQV�IURP�WKLV�GHVLJQ��DQG�WKH�FDXVHV�DQG�FRQVHTXHQFHV�RI�WKHVH�GHYLDWLRQV�

$� IDLOXUH�PRGH�DQG�HIIHFW�DQDO\VLV� �)0($�� >��@� LV�D�ZLGHO\�XVHG�DQG�HIIHFWLYH
VDIHW\� DQDO\VLV� WHFKQLTXH�� 7KH� )0($� LV� D� ERWWRP�XS� RU� LQGXFWLYH� SURFHGXUH�� ,Q� D
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V\VWHPDWLF�PDQQHU�FRPSRQHQW�IDLOXUH�PRGHV�DQG�WKHLU�HIIHFWV�RU�FRQVHTXHQFHV�DUH
HYDOXDWHG�RQ�V\VWHP�OHYHO�� ,W� LV�SRVVLEOH� WR� UDQN�FRPSRQHQWV�RU�VXE�VHFWLRQV�RI� WKH
V\VWHP� DFFRUGLQJ� WR� WKHLU� LPSRUWDQFH� LQ� FDXVLQJ� D� V\VWHP� SUREOHP�� 7KLV� UDQNLQJ
PHWKRG�LV�XVHG�WR�PDNH�GHFLVLRQV�RQ�ZKDW�SUREOHPV�WR�DGGUHVV�ILUVW�

7KH� JRDO� RI� IDXOW� WUHH� DQDO\VLV� �)7$�� >��@� LV� WR� LGHQWLI\� WKH� EDVLF� HYHQWV� WKDW
HYHQWXDOO\�OHDG�WR�DQ�XQGHVLUHG�WRS�HYHQW��)7$�FDQ�EH�XVHG�WR�LQYHVWLJDWH�FDXVHV�RI
KD]DUGV�RU�WR�LGHQWLI\�KD]DUGV��)7$�LV�D�GHGXFWLYH�DQDO\VLV��L�H���LW�IROORZV�D�WRS�GRZQ
DSSURDFK�� WKLV� LQ� FRQWUDVW� WR� )0($�� $� IDXOW� WUHH� RQO\� LQFOXGHV� WKRVH� IDXOWV� WKDW
FRQWULEXWH�WR�WKLV�WRS�HYHQW�

(YHQW� 7UHH� $QDO\VLV� �(7$�� >��@� LV� DQ� LQGXFWLYH� WHFKQLTXH� WKDW� LV� PHDQW� WR
LGHQWLI\�DOO�SRVVLEOH�RXWFRPHV�RI�DQ�LQLWLDWLQJ�HYHQW��7KH\�DUH�VLPLODU�WR�IDXOW�WUHHV�EXW
GLIIHUHQFH� LV� WKDW� WKH\� LQLWLDWH� HYHQWV� DQG� H[DPLQH� WKH� SRVVLEOH� FRQVHTXHQFHV� RI
WKHVH� LQLWLDWLQJ� HYHQWV�� 7KH� LQLWLDWLQJ� HYHQW� PLJKW� EH� D� IDLOXUH� RI� WKH� V\VWHP� RU� DQ
H[WHUQDO�HYHQW� WR�WKH�V\VWHP��(YHQW�WUHH�DQDO\VLV�WDNHV� LQWR�DFFRXQW�WKH�SURWHFWLRQV
V\VWHPV� WKDW� DUH� LQ� SODFH� WKDW� DYRLG� DQ� LQLWLDWLQJ� HYHQW� IURP� UHVXOWLQJ� LQWR� D� UHDO
DFFLGHQW��,W�LGHQWLILHV�SRVVLEOH�DFFLGHQW�VFHQDULRV�

1HZ�VDIHW\�VWDQGDUGV�� OLNH� ,(&�������� ,6$�6�������GUDIW� ,(&�������DQG�GUDIW
,(&� ������ UHTXLUH� TXDQWLWDWLYH� DQDO\VLV� WR� MXVWLI\� WKH� GHVLJQV� RI� SODQWV� DQG
LPSOHPHQWHG�VDIHW\�V\VWHPV�LQ�WHUPV�RI�WKH�VDIHW\�SHUIRUPDQFH��3DUWV�FRXQW�DQDO\VLV
>��@�� UHOLDELOLW\� EORFN� GLDJUDPV� >��@�� )7$� >��@�� DQG� 0DUNRY� DQDO\VLV� >��@� DUH� DOO
WHFKQLTXHV�WKDW�DUH�EHLQJ�XVHG�WR�FDUU\�RXW�SUREDELOLVWLF�FDOFXODWLRQV��0DUNRY�DQDO\VLV
KDV� EHHQ� LGHQWLILHG� DV� WKH� PRVW� IOH[LEOH� DQG� FDSDEOH� TXDQWLWDWLYH� WHFKQLTXH� WR
DGGUHVV� VDIHW\� IRU� GHVLJQ� DQG� YHULILFDWLRQ� DFWLYLWLHV� >�����@�� 'HYLDWLRQV� LQ� WKH
SHUIRUPDQFH�RI�GHVLJQV�PLJKW�DV�ZHOO�DIIHFW�VDIHW\�DQG�QHHGV�DOVR�WR�EH�DGGUHVVHG�LQ
RUGHU�WR�JHW�D�WUXH�XQGHUVWDQGLQJ�RI�VDIHW\��5RXYUR\H�GHPRQVWUDWHV�LQ�>�����@�WKDW�LW
LV� SRVVLEOH� WR� HQKDQFH�0DUNRY� DQDO\VLV�ZLWK� XQFHUWDLQW\� DQG� VHQVLWLYLW\� DQDO\VLV� WR
DQDO\]H� WKH� LQIOXHQFH� RI� XQFHUWDLQ� UHOLDELOLW\� GDWD� �L�H��� GHYLDWLRQV� LQ� GDWD�� RQ� WKH
SHUIRUPDQFH� D� VSHFLILHG� GHVLJQ�� :LWK� WKLV� PHWKRG� LW� LV� SRVVLEOH� WR� PDNH� GHVLJQ
FKDQJHV�EDVHG�RQ�SUREDELOLVWLF�DQDO\VHV�

$OO� WHFKQLTXHV�DQG�PHWKRGV�RXWOLQHG�DERYH�IRFXV�RQ�SK\VLFDO�HTXLSPHQW�DQG��
RU� SURFHVVHV�� 0RGHUQ� SODQWV� DUH� KHDYLO\� GHSHQGHQW� RQ� SURJUDPPDEOH� HOHFWURQLF
V\VWHPV� ZKHUH� VRIWZDUH� SOD\V� DQ� H[WUHPHO\� LPSRUWDQW� UROH� UHJDUGLQJ� VDIHW\�
7KHUHIRUH��WKH�EDVLF�VDIHW\�PDQDJHPHQW�LVVXHV�PXVW�EH�H[WHQGHG�EH\RQG�KDUGZDUH
DQG�SK\VLFDO�HTXLSPHQW�WR�FRYHU�VRIWZDUH�DV�ZHOO��7KH�DSSURDFK�XVHG�LQ�LQGXVWU\�WR
DGGUHVV�VRIWZDUH�VDIHW\�PDQDJHPHQW�KDV�WZR�IDFHWV��2Q�RQH�KDQG�WKH�TXDOLW\�RI�WKH
VRIWZDUH� SURFHVV� RU� RUJDQL]DWLRQ� WKDW� GHYHORSHG� WKH� VRIWZDUH� LV� H[DPLQHG��2Q� WKH
RWKHU� KDQG� WKH� DFWXDO� VRIWZDUH� LV� H[DPLQHG� DQG� WHVWHG� IRU� VDIHW\�� 7KH� WUDGLWLRQDO
WHFKQLTXHV� XVHG� WR� DQDO\]H� VRIWZDUH� VDIHW\� LQFOXGH� DQ� HYDOXDWLRQ� RI� WKH� VRIWZDUH
GHYHORSPHQW�SURFHVV��VRIWZDUH�UHTXLUHPHQW�VSHFLILFDWLRQ�DQDO\VLV��VRIWZDUH�FULWLFDOLW\
DQDO\VLV�� VRIWZDUH� PRGXOH� DQG� V\VWHP� WHVWLQJ�� DQG� VRIWZDUH� IDXOW� LQMHFWLRQ� WHVWLQJ
>��@�

1HZ�GHYHORSPHQWV�LQ�VRIWZDUH�VDIHW\�UHFRPPHQG�QRW�RQO\�WR�DQDO\]H�VRIWZDUH
LQ� LVRODWLRQ� EXW� DOVR� WR� DGGUHVV� WKH� VRIWZDUH� LQ� WKH� FRQWH[W� RI� LWV� RSHUDWLQJ
HQYLURQPHQW�� *DUUHWW� GHILQHG� WKLV� DV� WKH� HUURU�IRUFLQJ� FRQWH[W� RI� VRIWZDUH� >��@�� $Q
RYHUYLHZ�RI�VRIWZDUH�KD]DUG�DQDO\VLV�WHFKQLTXHV�LV�JLYHQ�LQ�7DEOH����6RIWZDUH�KD]DUG
DQDO\VLV� LV� GLUHFWO\� UHODWHG� WR� V\VWHP�KD]DUG� VLQFH� LW� GHSHQGV�XSRQ� V\VWHP�KD]DUG
DQDO\VLV�IRU�LWV�LQSXWV��,Q�>��@�LW�LV�VWDWHG�WKDW�VRIWZDUH�KD]DUG�DQDO\VLV�VKRXOG�

�� 5HVSRQG�WR�HYHU\�KD]DUG�LGHQWLILHG�LQ�V\VWHP�KD]DUG�DQDO\VLV�



��

�� (QVXUH�WKDW�WKH�RSHUDWLRQ�RI�WKH�VRIWZDUH�GRHV�QRW�LQWHUIHUH�ZLWK�WKH
JRDOV�RU�RSHUDWLRQ�RI�WKH�V\VWHP��DQG

�� (YDOXDWH�DQG�PDNH�UHFRPPHQGDWLRQV�WR�PLWLJDWH�KRZ�VRIWZDUH�FRXOG
KLQGHU�WKH�JRDOV�RU�RSHUDWLRQ�RI�WKH�V\VWHP

7DEOH����6RIWZDUH�+D]DUG�$QDO\VLV�7HFKQLTXHV�6SHFLILHG�E\�6WDQGDUGV

7HFKQLTXH 6WDQGDUG

&DXVH�&RQVHTXHQFH
'LDJUDPV

�� 6RIWZDUH�6\VWHP�6DIHW\�>��@

�� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

&RGH�:DON�7KURXJKV �� 5HYLHZHU�*XLGDQFH�IRU�&RPSXWHU�&RQWUROOHG�'HYLFHV�>��@

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

&RPPRQ�&DXVH�)DLOXUH
$QDO\VLV

�� 7KH�3URFXUHPHQW�RI�6DIHW\�&ULWLFDO�6RIWZDUH�LQ�'HIHQFH
(TXLSPHQW�>��@

&URVV�5HIHUHQFH�/LVWLQJ
$QDO\VLV

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

'HVLJQ�:DON�7KURXJKV �� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

(YHQW�7UHH�$QDO\VLV �� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

�� 6RIWZDUH�6DIHW\�3ODQV�>��@

)DLOXUH�0RGH��(IIHFWV�
DQG��&ULWLFDOLW\��$QDO\VLV

�� 5HYLHZHU�*XLGDQFH�IRU�&RPSXWHU�&RQWUROOHG�'HYLFHV�>��@

�� 5HYLHZHU�*XLGDQFH�IRU�&RPSXWHU�&RQWUROOHG�0HGLFDO
'HYLFHV�8QGHUJRLQJ�����N��5HYLHZ�>��@

�� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

�� 6RIWZDUH�6DIHW\�3ODQV�>��@

�6RIWZDUH��)DXOW�7UHH
$QDO\VLV

�� 6RIWZDUH�6\VWHP�6DIHW\�>��@

�� 5HYLHZHU�*XLGDQFH�IRU�&RPSXWHU�&RQWUROOHG�'HYLFHV�>��@

�� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

�� 6RIWZDUH�6DIHW\�3ODQV�>��@

�� 6RIWZDUH�6\VWHPV�6DIHW\�+DQGERRN�>��@

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

+D]DUG�DQG�2SHUDELOLW\
6WXG\

�� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

0RQWH�&DUOR�6LPXODWLRQ �� )XQFWLRQDO�6DIHW\�RI�(OHFWULFDO���(OHFWURQLF���3URJUDPPDEOH
(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV�>��@

1XFOHDU�6DIHW\�&URVV�
&KHFN�$QDO\VLV

�� 6RIWZDUH�6\VWHP�6DIHW\�>��@

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

3HWUL�1HW�$QDO\VLV �� 6RIWZDUH�6\VWHP�6DIHW\�>��@

�� 6RIWZDUH�6\VWHPV�6DIHW\�+DQGERRN�>��@

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@



��

7HFKQLTXH 6WDQGDUG

6QHDN�&LUFXLW�$QDO\VLV �� 6RIWZDUH�6DIHW\�3ODQV�>��@

6RIWZDUH�+DUGZDUH
,QWHJUDWHG�&ULWLFDO
$QDO\VLV

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

6RIWZDUH�6QHDN
�&LUFXLW��$QDO\VLV

�� 6RIWZDUH�6\VWHP�6DIHW\�>��@

�� 6\VWHP�6DIHW\�3URJUDP�5HTXLUHPHQWV�>��@

,Q�DGGLWLRQ�WR�RWKHU�WHFKQLTXHV��ZKLFK�DUH�QRW�PHQWLRQHG�LQ�WKLV�GRFXPHQW��WKHVH
WHFKQLTXHV� DUH� XVHG� WR� FROOHFW� LQIRUPDWLRQ� DERXW� SDUDPHWHUV� RI� LQWHUHVW� DQG�PDNH
GHFLVLRQV�FRQFHUQLQJ�VDIHW\��,QGHSHQGHQW�RI�ZKLFK�WHFKQLTXH�LV�XVHG�WKH�SXUSRVH�LV
WR� JDWKHU� LQIRUPDWLRQ� WKDW� KHOSV� XQGHUVWDQGLQJ� WKH� SURFHVV� WKDW� WDNHV� SODFH� DQG
DQDO\]H� WKLV�SURFHVV� LQ� WHUPV�RI�GHYLDWLRQV�DQG�KRZ� WKHVH�GHYLDWLRQV�HIIHFW� VDIHW\�
8VLQJ� WKH�PHWKRGRORJLHV� DQG� WHFKQLTXHV� GHVFULEHG� DERYH�� FXUUHQW� VDIHW\� DQDO\VLV
FDQ�EH�VXPPDUL]HG�DV�IROORZV�

�� 6DIHW\� LQIRUPDWLRQ� QHHGV� WR� EH� DYDLODEOH� WKURXJKRXW� WKH� OLIH� RI� D
PDQXIDFWXULQJ� SURFHVV�� 6DIHW\� GHFLVLRQ� QHHG� QRW� RQO\� EH� PDGH
GXULQJ� GHVLJQ� EXW� DOVR� GXULQJ� RSHUDWLRQ�� PDLQWHQDQFH�� UHSDLU� DQG
RWKHU�SKDVHV��WKH�OLIHF\FOH�DSSURDFK���7KHUH�LV�D�QHHG�WR�EH�DEOH�WR
GHVLJQ� D� VDIH� SURFHVV� XSIURQW� DQG� WR� PDLQWDLQ� VDIHW\� WKURXJK� WKH
UHPDLQLQJ�OLIHF\FOH�SKDVHV�

�� 6DIHW\� LQIRUPDWLRQ� LV� FROOHFWHG� E\� H[SHULHQFH� RYHU� WLPH� RU� E\
DQDO\VHV� �VHH� FKHFNOLVWV��� 6DIHW\� DQDO\VLV� LV� FDUULHG� RXW� DQDO\]LQJ
GHYLDWLRQV� LQ� QRUPDO� EHKDYLRU� RI� FRPSRQHQWV� DQG� SURFHVVHV�
'HYLDWLRQV� �IDLOXUH� PRGHV�� RU� SURFHVV� GHYLDWLRQV�� IURP� LQWHQGHG
GHVLJQ� DUH� FRQVLGHUHG�� QRW� RQO\� WKHLU� FRQVHTXHQFHV� EXW� DOVR� WKHLU
FDXVHV��7KHUH�LV�D�QHHG�WR�VHH�WKH�HIIHFWV�RI�IDLOXUH�RQ�SURFHVV�OHYHO�
EXW� DOVR� ZKDW� FDXVHV� XQVDIH� FRQGLWLRQV�� WKDW� LV�� RQH� ZDQWV� WR� VHH
KRZ�IDLOXUHV�SURSDJDWH�WKURXJK�WKH�V\VWHP�DQG�ZKDW�FRQGLWLRQV�QHHG
WR�H[LVW�LQ�RUGHU�WR�DUULYH�DW�DQ�XQGHVLUHG�FRQGLWLRQ��IRU�H[DPSOH�)7$
YV��)0($��

�� ,Q� RUGHU� WR� XQGHUVWDQG� VDIHW\� WKHUH� LV� D� QHHG� WR� XQGHUVWDQG� WKH
LQWHUDFWLRQ�EHWZHHQ�FRPSRQHQWV��VXEV\VWHPV��DQG�V\VWHPV�LQ�WHUPV
RI�KDUGZDUH�DQG�VRIWZDUH��6HH�3+$��+$=23��)0($��6RIWZDUH��HWF���

�� 7KHUH� LV� D� QHHG� WR� UDQN� LQIRUPDWLRQ� LQ� RUGHU� WR� PDNH� LQIRUPHG
GHFLVLRQV�DERXW�VDIHW\� �VHH�)0($��+$=23��HWF����7KLV� UDQNLQJ�FDQ
EH�GRQH�TXDOLWDWLYHO\��VHPL�TXDQWLWDWLYH�RU�TXDQWLWDWLYH��7KH�SXUSRVH
RI� VDIHW\� DQDO\VLV� LV� WR� HOLPLQDWH�� SUHYHQW� RU� FRQWURO� VDIHW\� LVVXHV�
ZKLFK�FDQ�EH�VXSSRUWHG�E\�UDQNLQJ�

�� 6DIHW\� DQDO\VLV� QRW� RQO\� IRFXVHV� RQ� KDUGZDUH� IDLOXUHV� EXW� DOVR� RQ
RSHUDWLRQDO�LVVXHV��VHH�+$=23��)0($���6RIWZDUH�SOD\V�DQ�LPSRUWDQW
UROH�LQ�PDQXIDFWXULQJ�SODQWV�DQG�QHHGV�WR�EH�LQWHJUDWHG�LQ�WKH�VDIHW\
DQDO\VLV�ZLWKLQ�WKH�FRQWH[W�RI�LWV�RSHUDWLQJ�HQYLURQPHQW�



��

���� 'HVFULELQJ�WKH�SURFHVV�LQ�WHUPV�RI�TXDOLW\

,62�GHILQHV�TXDOLW\�DV�³WKH�WRWDOLW\�RI�FKDUDFWHULVWLFV�RI�DQ�HQWLW\�WKDW�EHDU�RQ�LWV�DELOLW\
WR� VDWLVI\� VWDWHG� DQG� LPSOLHG� QHHGV´� >��@�� 7KLV� LV� D� YHU\� EURDG� GHILQLWLRQ� VLQFH� D
SURGXFW�� SURFHVV�� RU� VHUYLFH� FDQ� KDYH� PDQ\� IHDWXUHV� RU� FKDUDFWHULVWLFV� WKDW� PXVW
DELGH�E\�WKH�VWLSXODWLRQ�RI�WKLV�FODXVH��:KHQ�LW�FRPHV�WR�D�SURGXFW��TXDOLW\�DGGUHVVHV
QRW� RQO\� SK\VLFDO� FKDUDFWHULVWLFV� RI� D� SURGXFW� EXW� DOVR� IHDWXUHV� WKDW� DUH� LQGLUHFWO\
UHODWHG� WR� WKH�SURGXFW�� OLNH� FXVWRPHU�VHUYLFH�DIWHU� WKH�SURGXFW�KDV�EHHQ�ERXJKW�� RU
SURPSW� GHOLYHU\�� ,Q� RUGHU� WR� PDQXIDFWXUH� D� SURGXFW� RI� WKH� GHVLUHG� TXDOLW\� LW� LV
QHFHVVDU\�WR�XQGHUVWDQG�ZKDW�FDQ�LQIOXHQFH�WKHVH�SURGXFW�FKDUDFWHULVWLFV�RU�IHDWXUHV
EHIRUH�WKH�FXVWRPHU�QHJDWLYHO\�H[SHULHQFHV�WKHP�

7KH� DVSHFWV� WKDW� LQIOXHQFH� WKH� TXDOLW\� RI� D� SURGXFW� DUH� EHVW� DGGUHVVHG� LI� WKH
OLIHF\FOH�RI�WKH�SURGXFW�LV�XQGHUVWRRG��$�W\SLFDO�OLIHF\FOH�RI�D�SURGXFW�LV�JLYHQ�LQ�)LJXUH
�� >��@�� 7KH� OLIHF\FOH� VKRZV� WKH� SKDVHV� IURP� WKH� LQLWLDO� PDUNHW� UHVHDUFK� WKURXJK
VSHFLILFDWLRQ�� GHVLJQ� 	� GHYHORSPHQW�� SURFXUHPHQW�� SURGXFWLRQ�� VWRUDJH� DQG
SDFNDJLQJ��VDOHV�DQG�GLVWULEXWLRQ��LQVWDOODWLRQ�DQG�FRPPLVVLRQLQJ��PDLQWHQDQFH��DQG
HYHQWXDOO\�GLVSRVDO�RI�WKH�SURGXFW��:LWK�VR�PDQ\�SURGXFW�OLIHF\FOH�SKDVHV��WKHUH�LV�QR
GRXEW� WKDW�DQ�HQWHUSULVH�PXVW�KDYH�D�JRRG�TXDOLW\�V\VWHP� WR�GHOLYHU�D�SURGXFW� WKDW
DFWXDOO\�PHHWV� DW� WKH� HQG� DOO� RI� WKH� FXVWRPHU¶V� H[SHFWDWLRQV�� )RU� HDFK� SKDVH�� LW� LV
SRVVLEOH�WR�GHILQH�D�VHW�RI�SURFHGXUHV��ZKLFK�PLJKW�EH�ZRUN�LQVWUXFWLRQV��RU�WKH�XVH�RI
WRROV�RU�PHWKRGV�WKDW�DLP�DW�LPSURYLQJ�WKH�TXDOLW\�RI�WKH�ILQDO�SURGXFW��)RU�DOO�SKDVHV
WRJHWKHU��WKLV�VHW�RI�SURFHGXUHV�ZLOO�HYHQWXDOO\�PDNH�XS�WKH�TXDOLW\�PDQXDO�WKDW�ZLOO�EH
SDUW�RI� WKH�TXDOLW\�PDQDJHPHQW�V\VWHP�RI�D�FRPSDQ\��7KH�QH[W�VHFWLRQ�ZLOO�H[SODLQ
KRZ�TXDOLW\�LV�FXUUHQWO\�PDQDJHG�LQ�LQGXVWU\�



��

0DUNHW�
5HVHDUFK

6SHFLILFDWLRQ

'LVSRVDO�
DIWHU�XVH

'HVLJQ�
'HYHORSPHQW

0DLQWHQDQFH�
DIWHU�VDOH

3URFXUHPHQW

,QVWDOODWLRQ�
&RPPLVVLRQLQJ

3URGXFWLRQ

6DOHV
'LVWULEXWLRQ

3DFNDJLQJ
6WRUDJH

)LJXUH����3URGXFW�/LIHF\FOH�>��@

���� 4XDOLW\�PDQDJHPHQW

8OWLPDWHO\�SURGXFWV�RI�JRRG�TXDOLW\� FDQ�RQO\�EH�DFKLHYHG�GXULQJ�PDQXIDFWXULQJ� LI� D
FRPSDQ\� KDV� WKH� WKUHH� IXQGDPHQWDO� TXDOLW\� HOHPHQWV� XQGHU� FRQWURO�� L�H��� WKH
RUJDQL]DWLRQDO��SURGXFW�GHVLJQ��DQG�PDQXIDFWXULQJ�HOHPHQWV��7KH�RUJDQL]DWLRQDO�DQG
SURGXFW�GHVLJQ�DVSHFWV�RI� TXDOLW\�PDQDJHPHQW�DUH�EH\RQG� WKLV�ZRUN�� EXW� WKH\�FDQ
LQIOXHQFH� WKH� SHUIRUPDQFH� RI� WKH� PDQXIDFWXULQJ� SURFHVV� GLUHFWO\�� -XVW� OLNH� VDIHW\�
TXDOLW\� UHTXLUHV�D�V\VWHPV�DSSURDFK��7R�DFKLHYH�D�PDQXIDFWXULQJ�SURFHVV� WKDW�FDQ
SURGXFH� TXDOLW\� SURGXFWV�� LW� LV� QHFHVVDU\� WR� XQGHUVWDQG� WKH� SURFHVV�� 7KH� IROORZLQJ
SDUDJUDSKV� ZLOO� EULHIO\� H[SODLQ� GLIIHUHQW� TXDOLW\� V\VWHPV� WKDW� GHPRQVWUDWH� WKLV
VWDWHPHQW�

7KH� IDPLO\�RI� ,62�VWDQGDUGV�DQG�JXLGHOLQHV�� OLNH� ,62������ >��@�RU� ,62������
>��@��DUH�RQH�RI�WKH�EHVW�NQRZQ�TXDOLW\�V\VWHPV�DQG�IRUP�WKH�EDVLV�LQ�PDQ\�LQGXVWULHV
IRU� LPSOHPHQWLQJ� D� TXDOLW\� PDQDJHPHQW� V\VWHP� >��@�� 7KH\� GHVFULEH� WKH� PLQLPXP
PHDVXUHV�IRU�DQ�DGHTXDWH�TXDOLW\�PDQDJHPHQW�V\VWHP��7KH�,62������TXDOLW\�VHULHV
RI� VWDQGDUGV� UHSUHVHQWV� WKH� HVVHQWLDO� UHTXLUHPHQWV� WKDW� HYHU\� HQWHUSULVH� QHHGV� WR
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DGGUHVV� WR� HQVXUH� WKH� FRQVLVWHQW� SURGXFWLRQ� DQG� WLPHO\� GHOLYHU\� RI� LWV� JRRGV� DQG
VHUYLFHV�WR�WKH�PDUNHWSODFH�>��@��7KH�V\VWHP�VWDQGDUGV�GHVFULEH�ZKDW�UHTXLUHPHQWV
QHHG� WR� EH� PHW�� QRW� KRZ� WKH\� DUH� WR� EH� PHW�� 7KLV� TXDOLW\� PDQDJHPHQW� V\VWHP
IRFXVHV�RQ�D�IUDPHZRUN�WKDW�HQVXUHV�XQGHUVWDQGLQJ�WKH�SURFHVV�WKDW�WDNHV�SODFH�

7KH�TXDOLW\�PDQDJHPHQW�V\VWHPV�DSSURDFK�LV�VLPLODU�WR�WKH�VDIHW\�PDQDJHPHQW
DSSURDFK� RXWOLQHG� LQ� VHFWLRQ� ����� DV� LW� FRQVLVWV� RI� WKH� VDPH� EDVLF� HOHPHQWV�� 7KH
IROORZLQJ� GHVFULEH� D� VXPPDU\� RI� VRPH� RI� WKH� HOHPHQWV� WKDW� FRPSULVH� D� TXDOLW\
PDQDJHPHQW�V\VWHP�DFFRUGLQJ�WR�,62������>��@�

�� 'HWHUPLQH�WKH�QHHGV�DQG�H[SHFWDWLRQV�RI�WKH�FXVWRPHU�

�� 'HWHUPLQLQJ� PHDQV� RI� SUHYHQWLQJ� QRQFRQIRUPLWLHV� DQG� HOLPLQDWLQJ
WKHLU�FDXVHV�

�� 'HWHUPLQH�RSSRUWXQLWLHV�WR�LPSURYH�WKH�SURFHVV

�� 'HWHUPLQH�DQG�SULRULWL]H�LPSURYHPHQWV�

�� $VVHVVLQJ�WKH�UHVXOWV�DJDLQVW�WKH�H[SHFWHG�RXWFRPHV�

�� 5HYLHZLQJ� WKH� LPSURYHPHQW� DFWLYLWLHV� WR� GHWHUPLQH� DSSURSULDWH
IROORZ�XS�DFWLRQV�

7KH�DERYH�PHQWLRQHG�,62�VHULHV�RI�VWDQGDUGV�RQO\�GHVFULEHV�WKH�IUDPHZRUN�IRU
LPSOHPHQWLQJ� D� TXDOLW\� PDQDJHPHQW� V\VWHP� WKDW� KDV� WKH� FDSDELOLW\� RI� DFKLHYLQJ
FRQVLVWHQW� SURGXFWV� DQG� SURFHVVHV� RI� TXDOLW\� �HYHQ� LI� WKDW� FRQVLVWHQF\�PHDQV� EDG
TXDOLW\�DOO�WKH�WLPH���6RPH�H[DPSOHV�RI�PRUH�GHWDLOHG�TXDOLW\�V\VWHPV�DUH�WKH�+D]DUG
$QDO\VLV� DQG� &ULWLFDO� &RQWURO� 3RLQW� V\VWHP�� WKH� &DSDELOLW\� 0DWXULW\� 0RGHO� DQG� WKH
0DWXULW\�,QGH[�RI�5HOLDELOLW\�PRGHO��7KHVH�TXDOLW\�V\VWHPV�JXLGH�DQ�RUJDQL]DWLRQ�ZLWK
VSHFLILF�VWHSV�DQG�PHWKRGV�RQ�KRZ�WR�DFKLHYH�TXDOLW\�

+$&&3� LV� DQ� DFURQ\P� IRU� +D]DUG� $QDO\VLV� DQG� &ULWLFDO� &RQWURO� 3RLQW
�SURQRXQFHG��KDVVLS���DQG�LV�D�IRRG�SURJUDP�WKDW�ZDV�GHYHORSHG�QHDUO\����\HDUV�DJR
IRU�1$6$��,W�HQVXUHV�WKH�TXDOLW\�RI�IRRG�SURGXFWV�XVHG�E\�WKH�DVWURQDXWV�LQ�WKH�VSDFH
SURJUDP�>��@��(YHQ�WKRXJK�LW�KDV�DOO�WKH�FKDUDFWHULVWLFV�RI�D�VDIHW\�DQDO\VLV�WHFKQLTXH
LW� LV�GHVFULEHG�DV�D�TXDOLW\�PDQDJHPHQW� V\VWHP�� ,WV�SXUSRVH� LV� WR�SUHYHQW�KD]DUGV
WKDW� FRXOG� LQWURGXFH� SRWHQWLDOO\� GDQJHURXV� IRRG�ERUQ� LOOQHVVHV� LQ� IRRG� E\� DSSO\LQJ
VFLHQFH�EDVHG�FRQWUROV�WKDW�FRYHU�DOO�DVSHFWV�IURP�UDZ�UHVRXUFHV�WKURXJK�SUHSDUDWLRQ
WR�ILQDO�SURGXFW��+$&&3�LV�FRPSULVHG�RI�VHYHQ�SULQFLSOHV�RI�ZKLFK�WKH�PRVW�QRWDEOH
FDQ�EH�VXPPDUL]HG�DV�IROORZLQJ�>��@�

�� $QDO\]H�KD]DUGV�

�� ,GHQWLI\� FULWLFDO� FRQWURO�SRLQWV�DW�ZKLFK�KD]DUGV�FDQ�EH�FRQWUROOHG�RU
HOLPLQDWHG�

�� (VWDEOLVK�FULWLFDO�OLPLWV�DQG�PRQLWRU�WKH�FULWLFDO�FRQWURO�SRLQWV�IRU�WKHVH
OLPLWV�

�� (VWDEOLVK�SURFHGXUHV�WR�YHULI\�WKDW�WKH�V\VWHP�LV�ZRUNLQJ�SURSHUO\�

�� (VWDEOLVK�HIIHFWLYH�UHFRUG�NHHSLQJ� LQ�RUGHU�WR�GRFXPHQW� WKH�+$&&3
V\VWHP

$QDO\]LQJ� KD]DUGV� UHTXLUHV� D� WKRURXJK� XQGHUVWDQGLQJ� RI� WKH� SURFHVV� VR� WKDW
KD]DUGV�FDQ�EH�LGHQWLILHG�DQG�EH�HOLPLQDWHG�RU�DW�OHDVW�FRQWUROOHG��$�PDMRU�IRFXV�SRLQW
LV�RQ� WKH�UHFRUG�NHHSLQJ�RI�KD]DUGV�DQG� WKHLU�FRQWURO�PHWKRGV�� ,PSOHPHQWHG�VDIHW\
UHTXLUHPHQWV�DUH�FRQWLQXRXVO\�PRQLWRUHG�DQG�FRUUHFWLYH�DFWLRQV�DUH�WDNHQ�WR�SUHYHQW



��

SUREOHPV� RU� KRZ� QRQ�FRQIRUPDQFHV� �GHYLDWLRQV�� DUH� WR� EH� SUHYHQWHG� IURP
UHRFFXUULQJ�>��@�

7KH�&DSDELOLW\�0DWXULW\�0RGHO��&00��LV�GHYHORSHG�E\�WKH�6RIWZDUH�(QJLQHHULQJ
,QVWLWXWH� �6(,�� DQG� LV� D� IUDPHZRUN� WKDW� GHVFULEHV� NH\� HOHPHQWV� RI� DQ� HIIHFWLYH
VRIWZDUH�SURFHVV��7R�GHILQH�ZKDW�D�SURFHVV� LV�6(,�XVHV� WKH� ,(((�GHILQLWLRQ�� L�H���D
VHTXHQFH�RI�VWHSV�SHUIRUPHG�IRU�D�JLYHQ�SXUSRVH�>��@��7KH�&00�FRYHUV�SUDFWLFHV�IRU
SODQQLQJ��HQJLQHHULQJ��DQG�PDQDJLQJ�VRIWZDUH�GHYHORSPHQW�DQG�PDLQWHQDQFH�>��@��,W
JXLGHV� VRIWZDUH� RUJDQL]DWLRQV� WKDW� ZDQW� WR� JDLQ� FRQWURO� RI� WKHLU� SURFHVVHV� IRU
GHYHORSLQJ� DQG� PDLQWDLQLQJ� VRIWZDUH� DQG� WR� HYROYH� WRZDUG� D� FXOWXUH� RI� VRIWZDUH
HQJLQHHULQJ�DQG�PDQDJHPHQW�H[FHOOHQFH��7KH�&00�GRHV�WKLV�E\�JLYLQJ�JXLGDQFH�LQ
VHOHFWLQJ� SURFHVV� LPSURYHPHQW� VWUDWHJLHV� E\� GHWHUPLQLQJ� WKH� FXUUHQW� SURFHVV
PDWXULW\��7KH�ODWWHU�LV�VXPPDUL]HG�EHORZ�

7KHUH� DUH� ILYH� OHYHOV� RI� SURFHVV�PDWXULW\�� 7KHVH� ILYH� OHYHOV� GHILQH� DQ� RUGLQDO
VFDOH� IRU� PHDVXULQJ� WKH� PDWXULW\� RI� DQ� RUJDQL]DWLRQ¶V� VRIWZDUH� SURFHVV� DQG� IRU
HYDOXDWLQJ�LWV�VRIWZDUH�SURFHVV�FDSDELOLW\��7KH\�DOVR�KHOS�DQ�RUJDQL]DWLRQ�SULRULWL]H�LWV
LPSURYHPHQWV� HIIRUWV�� $� FRPSDQ\� WKDW� LV� DW� OHYHO� �� KDV� D� VRIWZDUH� SURFHVV� WKDW� LV
FKDUDFWHUL]HG� DV� DG� KRF�� DQG� RFFDVLRQDOO\� HYHQ� FKDRWLF�� ,W� LV� DQ� LPPDWXUH
RUJDQL]DWLRQ��)HZ�SURFHVVHV�DUH�GHILQHG��DQG�VXFFHVV�GHSHQGV�RQ�LQGLYLGXDO�HIIRUWV
DQG�KHURLFV��0HWKRGV�DQG�WHFKQLTXHV�DUH�DSSOLHG�EXW�ZK\�DQG�KRZ�LV�QRW�XQGHUVWRRG
E\� WKH� RUJDQL]DWLRQ�� 2QO\� D� FRPSDQ\� WKDW� LV� DUULYHG� DW� OHYHO� �� XQGHUVWDQGV� LWV
VRIWZDUH� SURGXFW� DQG� SURFHVV�� $W� WKLV� OHYHO� DQ� RUJDQL]DWLRQ� DSSOLHV� ZLWK� VNLOO
WHFKQLTXHV� DQG� WRROV� WKDW� VXSSRUW� SURFHVV� PDQDJHPHQW�� 7RROV� DUH� DSSOLHG� OLNH
VRXUFH� FRGH� DQDO\]HUV�� WHVW� FRYHUDJH� DQDO\]HUV�� SUREOHP�WUDFNLQJ� SDFNDJHV�� GDWD
FROOHFWLRQ� DQG� PDQDJHPHQW� V\VWHPV�� 7KHVH� WHFKQLTXHV� DQG� WRROV� DOO� KHOS� LGHQWLI\
GHYLDWLRQV�DQG�JLYH�WKH�DQDO\VW�WKH�DELOLW\�WR�XQGHUVWDQG�WKH�HIIHFW�RI�WKHVH�GHYLDWLRQV
RQ�SURGXFW�TXDOLW\�OHYHO�

(LQGKRYHQ�8QLYHUVLW\�RI�7HFKQRORJ\�DQG�3KLOLSV�&)7�KDYH�MRLQWO\�GHYHORSHG�WKH
0DWXULW\�,QGH[�RI�5HOLDELOLW\��0,5��FRQFHSW�>��@��7KH�REMHFWLYH�RI�0,5�LV�WR�DQDO\]H�WKH
UHVSRQVH� RI� D� SURFHVV� RQ� LQWHUQDO� RU� H[WHUQDO�GHYLDWLRQV� >��@�� $� SURFHVV� FDQ� EH� D
WHFKQLFDO�SURFHVV��OLNH�D�PDQXIDFWXULQJ�SURFHVV��RU�D�EXVLQHVV�SURFHVV��OLNH�D�SURGXFW
GHYHORSPHQW�SURFHVV��0,5�DQDO\]HV�KRZ�DFWLYLWLHV��IRU�H[DPSOH�D� WUDQVIRUPDWLRQ�RI
HLWKHU� LQIRUPDWLRQ� RU� PDWHULDO�� UHVSRQG� WR� GHYLDWLRQV� DQG� KRZ� WKLV� UHVSRQVH
SURSDJDWHV�WKURXJK�WKH�SURFHVV�LQ�WHUPV�RI�EXVLQHVV�GULYHUV�OLNH�TXDOLW\��UHOLDELOLW\��RU
SURILWDELOLW\��0,5�DVVXPHV�WKDW�D�FRPSDQ\� LV�RQO\�DEOH� WR� WDNH�DFWLRQ� LI� WKH� UHOHYDQW
LQIRUPDWLRQ�RQ�SURFHVV�RXWSXW�LV�DYDLODEOH��7R�EH�DEOH�WR�SUHYHQW�WKH�RFFXUUHQFH�RI�D
SUREOHP�LQ�WKH�IXWXUH�LW�PXVW��ILUVW��EH�NQRZQ�ZKDW�H[DFWO\�FDXVHG�WKH�SUREOHP��DQG�
VHFRQG�� D� VROXWLRQ� PXVW� EH� IRXQG�� 7KH� OHYHO� RU� TXDOLW\� RI� UHVSRQVH� WRZDUGV� WKH
FDSDELOLW\� WR�DQDO\]H� DQG�FRQWURO�GHYLDWLRQV� �SUREOHPV�� LV� FDSWXUHG� LQ� ILYH�VR�FDOOHG
0,5� OHYHOV� >��@� �VHH�)LJXUH� ���� $� SURFHVV� �DQG� WKXV� FRPSDQ\�� WKDW� LV� LQ� OHYHO� �� LV
XQFRQWUROOHG��7KHUH�LV�QR�UHOHYDQW�TXDQWLWDWLYH�HYLGHQFH�RI�WKH�SURFHVV�RXWSXW�RI�WKH
SURGXFWV��7KHUH� LV�QR� LQIRUPDWLRQ� IHHGEDFN��2QO\�D�FRPSDQ\� WKDW�KDV�D�SURFHVV�DW
OHYHO���XQGHUVWDQGV�WKH�RULJLQ�RI�SUREOHPV�ZKDW�FDXVHV�WKHP�DQG�ZKDW�QHHGV�WR�EH
GRQH�DERXW�LW� LV�NQRZQ��7KH�OHYHO�RI�NQRZOHGJH�LV�VXFK�WKDW�QRW�RQO\�URRW�FDXVHV�RI
SUREOHPV�RU�NQRZQ�EXW�DOVR�LW�LV�SRVVLEOH�WR�DQWLFLSDWH�DQG�SUHYHQW�VLPLODU�SUREOHPV�LQ
WKH�IXWXUH��$OO�FRUUHVSRQGLQJ�IHHGEDFN�RU�FRQWURO�ORRSV�DUH�LQ�SODFH�>��@�
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8QFRQWUROOHG�

0HDVXUHG�

$QDO\VHG�

&RQWUROOHG�

/HDUQLQJ�
�&RQW��LPSU���/HYHO���

/HYHO���

/HYHO���

/HYHO���

/HYHO���

0,5�OHYHO� 3URFHVV�VWDWXV�

)LJXUH����7KH�0,5�0RGHO�>��@

0DQ\� RWKHU� TXDOLW\�PDQDJHPHQW� V\VWHPV� H[LVW� WKDW� DUH� QRW�PHQWLRQHG� LQ� WKLV
ZRUN��6RPH�RI� WKHP�DUH�JHQHUDO� LQ�QDWXUH��RWKHU�DSSO\� WR�VSHFLILF� LQGXVWULHV�DQG�RU
SURGXFWV�� ,QGHSHQGHQW� RI� WKH� TXDOLW\� PDQDJHPHQW� V\VWHP� XVHG� WKH� SXUSRVH� LV� WR
XQGHUVWDQG�DQG�JDWKHU�LQIRUPDWLRQ�WKDW�KHOSV�PDQDJH�D�SURFHVV�LQ�WHUPV�RI�SRVVLEOH
GHYLDWLRQV� DQG� KRZ� WKHVH� GHYLDWLRQV� DIIHFW� TXDOLW\�� 8VLQJ� WKH� TXDOLW\� PDQDJHPHQW
V\VWHPV� GHVFULEHG� DERYH� DV� H[DPSOHV� WKH� REMHFWLYHV� RI� TXDOLW\� V\VWHPV� FDQ� EH
VXPPDUL]HG�DV�IROORZV�

�� 4XDOLW\� V\VWHPV� DUH� LPSOHPHQWHG� WR� HQVXUH� FRQVLVWHQW� DQG� WLPHO\
GHOLYHU\� RI� SURGXFWV�� 4XDOLW\� QHHGV� WR� EH� DVVXUHG� WKURXJK� WKH
GLIIHUHQW�OLIHF\FOH�SKDVHV�RI�WKH�SURGXFW�

�� 4XDOLW\� LQIRUPDWLRQ� LV� FROOHFWHG� E\� XQGHUVWDQGLQJ� WKH� SURFHVV� WKDW
WDNHV� SODFH�� 7KLV� LV� DFKLHYHG� E\� PHDVXULQJ� TXDOLW\�� RU� PRUH
VSHFLILFDOO\� E\� XQGHUVWDQGLQJ� KRZ� TXDOLW\� LV� VDFULILFHG� EHFDXVH� RI
GHYLDWLRQV�RI�DQ\�NLQG��LQWHUQDO�WR�WKH�SURFHVV�RU�H[WHUQDO��

�� 'HYLDWLRQV�QHHG� WR�EH� LGHQWLILHG�DQG�DQDO\]HG� LQ� WHUPV�RI�KRZ� WKH\
FDQ� LQIOXHQFH� TXDOLW\�� ,W� LV� QHFHVVDU\� WR� XQGHUVWDQG� KRZ� GHYLDWLRQV
FDQ� SURSDJDWH� WKURXJK� WKH� V\VWHP�� 7KHUHIRUH� LW� LV� QHFHVVDU\� WR
XQGHUVWDQG� WKH� LQWHUDFWLRQ� EHWZHHQ� WKH� GLIIHUHQW� FRPSRQHQWV�� VXE
V\VWHPV�DQG�V\VWHPV��KDUGZDUH�DQG�VRIWZDUH��

�� 7KHUH�LV�D�QHHG�WR�SULRULWL]H��UDQN��GHYLDWLRQV�DQG�LPSOHPHQW�FRQWURO
RU�SUHYHQWLYH�PHDVXUHV��1RW�RQO\�GXULQJ�GHVLJQ�EXW�DOVR�GXULQJ�RWKHU
OLIHF\FOH�SKDVHV�OLNH�PDQXIDFWXULQJ��RU�FXVWRPHU�VHUYLFH��



��

���� ,QWHJUDWHG�PDQDJHPHQW�RI�VDIHW\�DQG�TXDOLW\

3UHYLRXVO\� D� SURFHVV� ZDV� GHILQHG� DV� D� VHTXHQFH� RI� VWHSV� SHUIRUPHG� IRU� D� JLYHQ
SXUSRVH� >��@�� $� PDQXIDFWXULQJ� SURFHVV� FDQ� EH� GHILQHG� DV� D� VHULHV� RI� RSHUDWLRQV
SHUIRUPHG� LQ� WKH� PDNLQJ� RU� WUHDWPHQW� RI� D� SURGXFW�� 7KLV� SURFHVV� QHHGV� WR� EH
XQGHUVWRRG�LQ�RUGHU�WR�PDQDJH�WKH�SURFHVV� LQ�WHUPV�RI� LWV�EXVLQHVV�GULYHUV��7\SLFDO
EXVLQHVV�GULYHUV�DUH�TXDOLW\��SURILWDELOLW\��IXQFWLRQDOLW\��RU�WLPH�>��@��$OVR�VDIHW\�FDQ�EH
FRQVLGHUHG� DV� D� EXVLQHVV� GULYHU�� 6HH�� IRU� H[DPSOH�� WKH� IROORZLQJ� VWDWHPHQW� IURP
8QRFDO� LQ� WKHLU� ����� HQYLURQPHQWDO� SHUIRUPDQFH� UHSRUW� >��@�� ,Q� ����� DQG� �����
8QRFDO� SDLG� ��������� DQG� ������������ UHVSHFWLYHO\�� LQ� ILQHV� DQG� SHQDOWLHV� WR
JRYHUQPHQW�DJHQFLHV��7KHVH� LQFOXGH�DSSUR[LPDWHO\������PLOOLRQ� WKDW�8QRFDO�SDLG� LQ
SHQDOWLHV� LQ������WR�YDULRXV�&DOLIRUQLD�UHJXODWRU\�DJHQFLHV�UHODWHG� WR� WKH�VHWWOHPHQW
IRU�FRQWDPLQDWLRQ�RI� WKH�*XDGDOXSH�RLO� ILHOGV��8QRFDO� ORVW�DOPRVW���PLOOLRQ�GROODUV� LQ
WZR�\HDUV�E\�QRW�FRPSO\LQJ�ZLWK�ORFDO�VDIHW\�UHJXODWLRQV��7KH�DELOLW\�WR�PDQDJH�VDIHW\
ZLOO�PLQLPL]H�ORVVHV�DQG�FRQWULEXWH�WR�SURILWDELOLW\�

$Q� HQWHUSULVH� QHHGV� WR� PDQDJH� LWV� SURFHVVHV� WR� PHHW� WKH� JRDOV� VHW� IRU� LWV
EXVLQHVV�GULYHUV��7KH�RXWSXW�RI�D�SURFHVV�FDQ�EH�PHDVXUHG�RQ�DQ\�EXVLQHVV�GULYHU�RI
LQWHUHVW�>��@��$Q\�GHYLDWLRQV�IURP�WKH�JRDOV�FDQ�UHVXOW�LQ�D�ORVV��$Q�HQWHUSULVH�QHHGV
WR�EH�DEOH�WR�SUHYHQW�ORVVHV�RU�DW�OHDVW�FRQWURO�WKHP�WR�D�PLQLPXP��/RVVHV�FDQ�RFFXU
LQ� HYHU\� SKDVH� RI� WKH� SURGXFW� OLIHF\FOH�� LQFOXGLQJ� PDQXIDFWXULQJ�� 7R� SUHYHQW� RU
PLQLPL]H�ORVVHV�GXULQJ�PDQXIDFWXULQJ�LW�LV�QHFHVVDU\�WR�XQGHUVWDQG�ZKDW�FDQ�FDXVH
WKHVH�ORVVHV��6LQFH�D�SURFHVV�LV�D�VHW�RI�RSHUDWLRQV�LQ�WKH�PDNLQJ�RU�WUHDWPHQW�RI�D
SURGXFW��GHYLDWLRQV�FDQ�HLWKHU�RFFXU� LQ� WKH� �EDVLF��PDWHULDOV�QHFHVVDU\� WR�PDNH� WKH
SURGXFW�RU� LQ� WKH�SURFHVV�HTXLSPHQW�� L�H��� WKH�KDUGZDUH�DQG�VRIWZDUH��QHFHVVDU\� WR
FDUU\�RXW�WKH�SURFHVV�

&RQWUROOLQJ� WKH� SURFHVV� PHDQV� WR� KDYH� WKH� DELOLW\� WR� PDQDJH� WKH� SURFHVV� LQ
WHUPV�RI�SRVVLEOH�GHYLDWLRQV� WKDW�FDQ�DIIHFW� WKH�EXVLQHVV�GULYHUV�� ,W�PHDQV�QRW�RQO\
KDQGOLQJ� DQ\� SRVVLEOH� GHYLDWLRQV� GXULQJ� WKH� GHVLJQ� RI� WKH� SURFHVV� EXW� DOVR� GXULQJ
RWKHU� OLIHF\FOH� SKDVHV� OLNH� RSHUDWLRQ�� PDLQWHQDQFH�� RU� UHSDLU�� 'HYLDWLRQV� FDQ� EH
HOLPLQDWHG�� PLQLPL]HG� RU� FRQWUROOHG� E\� LPSOHPHQWLQJ� GHVLJQ� PHDVXUHV� RU� E\
FRQWUROOLQJ� WKHP�GXULQJ� WKH�RSHUDWLRQDO�SKDVHV�RI� WKH� OLIHF\FOH��2QFH�GHYLDWLRQV�DUH
NQRZQ�WKH\�FDQ�EH�SULRULWL]HG�

���� &RQFOXVLRQV

7KH� SXUSRVH� RI� WKLV� FKDSWHU� LV� WR� GHPRQVWUDWH� WKDW� PDQDJHPHQW� DQG� DQDO\VLV� RI
VDIHW\�DQG�TXDOLW\�FDQ�EH�LQWHJUDWHG��4XDOLW\�DGGUHVVHV�WKH�HOHPHQWV�RI�WKH�SURGXFW
WKH�ZD\�WKH�FXVWRPHU�ZLOO�VHQVH�WKH�SURGXFW��ZKLOH�VDIHW\�DGGUHVVHV�WKH�HOHPHQWV�RI
WKH�PHDQV� WR�JHW� WKH�SURGXFW� LQ� WKH�KDQGV�RI� WKH� FXVWRPHU��(YHQ� WKRXJK� WKH\�DUH
SHUFHLYHG�GLIIHUHQWO\��TXDOLW\�DQG�VDIHW\�DQDO\VLV�KDYH�WKH�VDPH�JRDO��7KH\�ERWK�WU\�WR
PLQLPL]H� ORVVHV�E\� LPSURYLQJ� WKH�SURFHVV� WR�GHOLYHU�D�SURGXFW� LQ� WKH�PRVW�HIILFLHQW
DQG�SURILWDEOH�ZD\�

6DIHW\�DQG�TXDOLW\�FDQ�EH�LQWHJUDWHG�EHFDXVH�WKH\�KDYH�FRPPRQ�PDQDJHPHQW
HOHPHQWV�WKDW�GHSHQG�RQ�D�WKRURXJK�XQGHUVWDQGLQJ�RI�WKH�SURFHVV��,Q�ERWK�FDVHV�WKH
REMHFWLYHV� DUH� WR� LGHQWLI\� SUREOHPV� �KD]DUGV�� FRQGLWLRQV��� HOLPLQDWH� RU� FRQWURO� WKH
SUREOHPV� XVLQJ� DSSURSULDWH� PHDVXUHV�� DQG� PRQLWRU� WKH� LPSOHPHQWDWLRQ� RI� WKHVH
PHDVXUHV� WR� SURYLGH� IHHGEDFN� DQG� FRQWLQXRXV� LPSURYHPHQW� �VHH� VHFWLRQV� ���� DQG
�����



��

,QWHJUDWLRQ�RI�VDIHW\�DQG�TXDOLW\�DOVR�PDNHV�VHQVH�IURP�WKH�SURILWDELOLW\�SRLQW�RI
YLHZ��4XDOLW\� LV� D� EXVLQHVV� GULYHU�� FRQVLGHULQJ� WKDW� LQDSSURSULDWH� TXDOLW\� GHFUHDVHV
SURILWDELOLW\��$OVR�VDIHW\�FDQ�EH�VHHQ�DV�D�EXVLQHVV�GULYHU��6HH�WKH�8QRFDO�H[DPSOH�LQ
VHFWLRQ������ZKHUH�SURILWDELOLW\�LV�GHFUHDVHG�EHFDXVH�RI�WKH�FRPSDQ\�GLG�QRW�FRPSO\
ZLWK� VDIHW\� UHJXODWLRQV�� (YHQ� WKRXJK� D� TXDOLW\� SURGXFW� FDQ� EH� GHOLYHUHG� WR� WKH
FXVWRPHU�� QRQ�FRPSOLDQFH� ZLWK� VDIHW\� UHJXODWLRQV� LQ� WKH� PDQXIDFWXULQJ� SURFHVV� RI
WKLV�SURGXFW�FDQ�OHDG�WR�KXJH�ILQDQFLDO�SHQDOWLHV�RU�HYHQ�WR�D�FRPSOHWH�VKXWGRZQ�RI
WKH�PDQXIDFWXULQJ�SURFHVV��,QWHJUDWLRQ�UHTXLUHV�RQO\�RQH�PDQDJHPHQW�V\VWHP��ZKLFK
LV�SRVVLEOH�VLQFH�ERWK�PDQDJHPHQW�V\VWHPV�KDYH�WKH�VDPH�HOHPHQWV��)RFXVLQJ�RQ
ERWK�VDIHW\�DQG�TXDOLW\�DQG�RSWLPL]LQJ�WKH�SURFHVV�IRU�ERWK�EXVLQHVV�GULYHUV�UHVXOWV�LQ
WKH�GHFUHDVH�RI�ORVVHV�DQG�LPSURYHV�SURILWDELOLW\�

0DQDJLQJ� IRU� VDIHW\� DQG� TXDOLW\� FDQ� EH� VXPPDUL]HG� DV� XQGHUVWDQGLQJ� WKH
SURFHVV� DQG� WKH� SRVVLEOH� SURFHVV� GHYLDWLRQV�� $OWKRXJK� LW� LV� UHFRJQL]HG� LQ� LQGXVWU\
WKDW� LQWHJUDWLRQ� FDQ� OHDG� WR� UHVXOWV� LQ� WHUPV� RI� SURILWDELOLW\� �VHH� VHFWLRQ� ������ QR
PHWKRG�FXUUHQWO\�H[LVWV�WR�RXU�NQRZOHGJH�WKDW�FDQ�DFWXDOO\�VXSSRUW�VXFK�LQWHJUDWLRQ�
,Q�WKLV�ZRUN�D�PHWKRG�LV�SUHVHQWHG�WKDW�LV�EDVHG�RQ�D�WKRURXJK�XQGHUVWDQGLQJ�RI�WKH
SURFHVV��2QO\� LI� WKH�SURFHVV� LV�XQGHUVWRRG� LW� LV�SRVVLEOH� WR� LGHQWLI\�DQG�DQDO\]H� WKH
HIIHFW� RI� SRVVLEOH� GHYLDWLRQV�� 'HYLDWLRQ� DQDO\VLV� FRQVLVWV� RI� XQGHUVWDQGLQJ� WKH� URRW
FDXVHV�RI�GHYLDWLRQV�DQG�KRZ�WKHVH�GHYLDWLRQV�SURSDJDWH�WKURXJK�WKH�SURFHVV��7KH
PHWKRG�ZLOO�IXUWKHU�IRFXV�RQ�WKH�SULRULWL]DWLRQ�RI�WKHVH�GHYLDWLRQV�LQ�RUGHU�WR�HOLPLQDWH
RU� FRQWURO� WKH� GHYLDWLRQV� HLWKHU� GXULQJ� WKH� GHVLJQ� RI� WKH� SURFHVV� RU� LI� WKLV� LV� QRW
SRVVLEOH�WR�FRQWURO�WKH�GHYLDWLRQV�GXULQJ�WKH�IROORZLQJ�OLIHF\FOH�SKDVHV��OLNH�RSHUDWLRQ�
PDLQWHQDQFH�DQG�UHSDLU��UHWURILW��HWF�



��

&KDSWHU��� 6DIHW\�3URWHFWLRQ�/D\HUV

���� ,QWURGXFWLRQ

7KH� SXUSRVH� RI� WKLV� FKDSWHU� LV� WR� GHVFULEH� WKH� VR�FDOOHG� VDIHW\� SURWHFWLRQ� OD\HU
SKLORVRSK\� �63/3�� WKDW� H[LVWV� LQ�PRGHUQ� LQGXVWULDO� SODQWV� �VHH� )LJXUH� ��� >��@�� 7KLV
SKLORVRSK\� UHSUHVHQWV� WKH� LPSOHPHQWDWLRQ� RI� WKH� WHFKQLFDO� IUDPHZRUN� XVHG� WR
PDQDJH� VDIHW\� DVVRFLDWHG� ZLWK� RSHUDWLQJ� DQ� LQGXVWULDO� SURFHVV�� ,W� LV� GHVFULEHG� WR
H[SODLQ� WKH� WHFKQLFDO� VDIHW\� LVVXHV� WKDW� H[LVW� LQ� D� SODQW�� 7KLV� SKLORVRSK\� DSSOLHV� LQ
JHQHUDO�WR�DQ\�NLQG�RI�KD]DUGRXV�PDQXIDFWXULQJ�SURFHVV�DQG�SODQW��$V�LQGXVWU\�WULHV
WR�LPSOHPHQW�WKLV�SKLORVRSK\�LW�QHHGV�WR�EH�DEOH�WR�FDUU\�RXW�DQDO\VHV�WKDW�VXSSRUW�WKH
GHVLJQ�DQG�YHULILFDWLRQ�RI�WKHVH�SURWHFWLRQ�OD\HUV��7KH�PHWKRGRORJLHV�XVHG�WR�GHVLJQ
DQG� YHULI\� WKHVH� SURWHFWLRQ� OD\HUV� PXVW� DGGUHVV� WKH� FXUUHQW� VWDWH� RI� WKH� DUW� LQ
WHFKQRORJ\�DV�XVHG�LQ�WKHVH�PDQXIDFWXULQJ�IDFLOLWLHV�

7R�GHPRQVWUDWH�WKH�VDIHW\�SURWHFWLRQ�OD\HU�SKLORVRSK\�DQ�H[DPSOH�RI�DQ�H[LVWLQJ
PDQXIDFWXULQJ�SODQW�ZLOO�EH�JLYHQ��7KLV�SODQW�ZLOO�EH�XVHG�DV�D�FDVH�VWXG\�WKURXJKRXW
WKLV� WKHVLV�� ,W� ZLOO� EH� XVHG� WR� H[SODLQ� WKH� WRROV� DQG� WKHRULHV� WKDW� ZLOO� EH� XVHG
WKURXJKRXW�WKLV�ZRUN�WR�VXSSRUW�WKH�VDIHW\�DQDO\VLV��7KLV�H[DPSOH�LV�GHULYHG�IURP�DQ
H[LVWLQJ�PDQXIDFWXULQJ�SODQW� >��@��DQG� WKHUHIRUH� LW� LV�QRW� WKH�SXUSRVH�RI� WKLV�ZRUN� WR
MXVWLI\� WKH� H[LVWLQJ� GHVLJQ� RI� WKH� SODQW� DQG� WKH� VDIHW\� V\VWHP�� $W� WKH� HQG� RI� WKLV
FKDSWHU�D�VXPPDU\� LV�JLYHQ�RI� WKH� UHTXLUHG�FDSDELOLWLHV�RI�D�PHWKRG� WKDW� LV�DEOH� WR
VXSSRUW�WKH�LPSOHPHQWDWLRQ�RI�WKH�GLIIHUHQW�SURWHFWLRQ�OD\HUV�

���� 6DIHW\�3URWHFWLRQ�/D\HU�3KLORVRSK\

$� KD]DUG� DQG� ULVN� DQDO\VLV� IRUPV� WKH� EDVLV� WR� LPSOHPHQW� WKH� VR�FDOOHG� VDIHW\
SURWHFWLRQ� OD\HU� SKLORVRSK\� �63/3��� 7KHVH� OD\HUV� RI� SURWHFWLRQ� FDQ� EH� GLYLGHG� LQ
OD\HUV� RI� SUHYHQWLRQ� DQG� OD\HUV� RI� PLWLJDWLRQ� �VHH� )LJXUH� ���� 7KH� SXUSRVH� RI� WKH
SUHYHQWLRQ�OD\HUV�LV�WR�SUHYHQW�DQ\�FRQGLWLRQV�RU�HYHQWV�LQ�WKH�SODQW�WKDW�FDQ�OHDG�WR
DQ�DFFLGHQW��7KH�SXUSRVH�RI�WKH�PLWLJDWLRQ�OD\HUV�LV�WR�FRQWURO�WKH�FRQVHTXHQFHV�RQFH
DQ�DFFLGHQW�RFFXUV��7KH�IRFXV�LQ�WKLV�ZRUN�LV�RQ�WKH�SUHYHQWLRQ�OD\HUV��EXW�ERWK�ZLOO�EH
H[SODLQHG�LQ�WKH�IROORZLQJ�SDUDJUDSKV�

7KH�GHVLJQ�RI�WKH�DFWXDO�SURFHVV�DFFRXQWV�IRU�WKH�ILUVW�DFWXDO�VDIHW\�OD\HU��7KH
SXUSRVH�RI�D�KD]DUG�DQG�ULVN�DQDO\VLV�LV�WR�GHVLJQ�DQ�³LQKHUHQW�VDIH�SODQW´��.OHW]�XVHV
WKH�WHUP��LQKHUHQWO\�VDIH�GHVLJQ��WR�GHVFULEH�WKH�SKLORVRSK\�RI�HOLPLQDWLQJ�RU�UHGXFLQJ
WKH� ULVN� E\� FDUHIXO� VHOHFWLQJ� WKH� EDVLF� SURFHVV� RSHUDWLQJ� SDUDPHWHUV� >��@�� 2WKHU
HOHPHQWV�RI� WKH�SURFHVV�GHVLJQ�DUH� IRU�H[DPSOH� WKH�VHOHFWLRQ�RI� WKH�SURFHVV� LWVHOI�
VLWH�VHOHFWLRQ��DQG�WKH�XVH��RU�QRW�XVH��RI�KD]DUGRXV�PDWHULDOV�DQG�WKHLU�SURFHVVLQJ
FRQGLWLRQV��7KH�RXWFRPH�RI� WKH�KD]DUG�DQG�ULVN�DQDO\VLV� LV�XVHG� WR�PDNH�GHFLVLRQV
DERXW� GHVLJQ� FKDQJHV�� EXW� HYHQ� LI� WKH� SODQW� GHVLJQ� LV� RSWLPL]HG� WKHUH� LV� DOZD\V
UHPDLQLQJ� ULVN� WKDW� FDQ� RQO\� EH� UHGXFHG� E\� LPSOHPHQWLQJ� DGGLWLRQDO� OD\HUV� RI
SURWHFWLRQ�� 7KHVH� DGGLWLRQDO� VDIHW\� OD\HUV� DUH� WKH� EDVLF� SURFHVV� FRQWURO� V\VWHP�
FULWLFDO� DODUPV�� RSHUDWRU� VXSHUYLVLRQ�� PDQXDO� LQWHUYHQWLRQ�� DQG� D� VDIHW\� V\VWHP�� $
VDIHW\�V\VWHP� LV� LPSOHPHQWHG��FDUU\LQJ�RXW�VSHFLILF� LGHQWLILHG�VDIHW\� IXQFWLRQV��DV�D
ODVW�OD\HU�RI�SURWHFWLRQ�

$�EDVLF�SURFHVV�FRQWURO�V\VWHP��%3&6��FDQ�EH�VHHQ�DV�D�SURWHFWLYH�OD\HU�EXW�LWV
SULPDU\� SXUSRVH� LV� FRQWURO� DQG� QRW� SURWHFWLRQ� RU� VDIHW\�� $� %3&6� LV� XVHG� WR� NHHS
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LPSRUWDQW� SURFHVV� SDUDPHWHUV� EHWZHHQ� SUHGHILQHG� ERXQGDULHV� DQG� WR� SURGXFH
SURGXFWV�RI� WKH�GHVLUHG�TXDOLW\��$�%3&6�FRQWUROV�WKH�SURFHVV�E\�H[HFXWLQJ�FRPSOH[
ORJLF�SURYLGHG�E\�WKH�RSHUDWRU��$�%3&6�UHVSRQGV�WR�DODUP�OHYHOV�OLNH�/RZ�DQG�+LJK
VHW�SRLQWV��7KH�RSHUDWRU�LV�WKHUH�WR�VXSHUYLVH�WKH�RSHUDWLRQV�RI�WKH�%3&6��7KH�%3&6
FRQWUROV� WKH�SURFHVV� LQ�DQ�DXWRPDWHG�ZD\��2SHUDWRUV� FDQ� LQWHUYHQH� LQ� WKH�SURFHVV
DQG�FRQWURO�WKH�SURFHVV�PDQXDOO\�DW�DQ\�GHVLUHG�PRPHQW��7KLV�OD\HU�FDQ�WKHUHIRUH�EH
VHHQ�DV�DQ�LQGHSHQGHQW�SURWHFWLRQ�OD\HU��2SHUDWRUV�FRQWLQXRXVO\�PRQLWRU�WKH�SURFHVV
ZKLOH�LQ�WKH�SURFHVV�FRQWURO�URRP��7KH\�FDQ�LQWHUYHQH�LQ�WKH�SURFHVV�EHFDXVH�RI�DQ
XQGHVLUHG�HYHQW��OLNH�DQ�HTXLSPHQW�IDLOXUH��RU�EHFDXVH�WKHUH�LV�D�GHVLUH�WR�FKDQJH�WKH
RSHUDWLRQ� RI� D� SURFHVV�� H�J��� EHFDXVH� RI� VWDUWXS�� VKXWGRZQ� RU� KLJKHU� RU� ORZHU
SURGXFWLRQ�GHPDQGV�

&ULWLFDO�DODUP� OHYHOV�DUH�DYDLODEOH� LQ� WKH�SURFHVV� WR�QRWLI\� WKH�RSHUDWRU�DXGLEO\
DQG�RU� YLVXDOO\�� $Q� RSHUDWRU� KLJKO\� GHSHQGV� RQ� WKH� LQIRUPDWLRQ� SURYLGHG� E\� WKH
%&36�� :URQJ� VHQVRU� GDWD� FDQ� OHDG� WR� ZURQJ� LQWHUSUHWDWLRQ� RI� WKH� LQIRUPDWLRQ
DYDLODEOH�WR�WKH�RSHUDWRU��$�%3&6�LV�GHVLJQHG�ZLWK�D�KLJK�UHOLDELOLW\�DQG�DYDLODELOLW\�LQ
PLQG�DQG� LV� VHOGRP� WKH�VRXUFH�RI�DQ� LQLWLDWLQJ�HYHQW� WKDW� FDQ�FDXVH�D�SODQW�XSVHW�
6WLOO��D�%3&6�IDLOXUH�FDQ�RFFXU��DQG� WKHQ� WKLV� IDLOXUH�FDQ� OHDG� WR� WKH� LQLWLDWLQJ�HYHQW
WKDW� HYHQWXDOO\� FDQ� SODFH� D� GHPDQG� RQ� WKH� VDIHW\� V\VWHP��2WKHU� GHPDQGV� RQ� WKH
VDIHW\� V\VWHP� DUH� UHODWHG� WR� KXPDQ� HUURUV�� WKH� HQYLURQPHQW� RU� WKH� VDIHW\� V\VWHP
LWVHOI�� 7KHVH� VDIHW\� V\VWHPV� VKRXOG� EH� LPSOHPHQWHG� DV� LVRODWHG� SURWHFWLRQ� OD\HUV�
7KLV�PHDQV�WKDW�WKH\�VKRXOG�RSHUDWH�LQ�DQ�DXWRPDWHG�ZD\�DQG�ZLWKRXW�LQWHUIHUHQFH�RI
RSHUDWRUV�� 7KH� SURFHVV� LQGXVWU\� UHIHUV� WR� VDIHW\� V\VWHPV� DV� D� VDIHW\� LQVWUXPHQWHG
V\VWHP� �6,6��� 2WKHU� WHUPV� WKDW� DUH� FRPPRQ� LQ� WKH� SURFHVV� LQGXVWU\� LQFOXGH
HPHUJHQF\� VKXWGRZQ� V\VWHP�� VDIHW\� VKXWGRZQ� V\VWHP�� RU� VDIHW\� LQWHUORFN� V\VWHP�
1RZDGD\V�WKHVH�VDIHW\�V\VWHPV�DUH�EDVHG�RQ�SURJUDPPDEOH�HOHFWURQLF�WHFKQRORJ\�

$�VDIHW\�V\VWHP�PRQLWRUV�WKH�LQGXVWULDO�SURFHVV�FRQWLQXRXVO\��MXVW�OLNH�D�%3&6�
+RZHYHU��D�VDIHW\�V\VWHP�RQO\�LQWHUYHQHV�LQ�WKH�SURFHVV�ZKHQ�FHUWDLQ�SUHGHWHUPLQHG
FRQGLWLRQV� DUH� YLRODWHG�� )RU� H[DPSOH�� ZKHQ� WKH�PHDVXUHPHQW� RI� D� WHPSHUDWXUH� RU
SUHVVXUH� VHW� SRLQW� LV� WRR� KLJK�� 7KHVH� VDIHW\� V\VWHPV� SOD\� DQ� LPSRUWDQW� UROH� LQ� WKH
63/3�DQG�WKXV�LQ�WKH�ULVN�PDQDJHPHQW�RI�PRGHUQ�SURFHVV�SODQWV��7KH\�IRUP�D�ODVW
OD\HU�RI�GHIHQVH�DJDLQVW�D�SRVVLEOH�DFFLGHQW��7KHUH�SHUIRUPDQFH�LQ�WHUPV�RI�VDIHW\�LV
VR�LPSRUWDQW�WKDW�LQGXVWU\�UHTXLUHV�LQGHSHQGHQW�FHUWLILFDWLRQ�SDUWLHV�WR�WHVW�DQG�FHUWLI\
WKH�IXQFWLRQDO�VDIHW\�EHKDYLRU�RI�WKHVH�V\VWHPV�>��@�

7KH�OD\HUV�GHVFULEHG�VR�IDU�$OO�DFWHG�DV�SUHYHQWLRQ�OD\HUV��7KH\�WU\�WR�SUHYHQW
XSVHW�FRQGLWLRQV�WKDW�FDQ�OHDG�WR�DFFLGHQWV��6KRXOG�DOO�WKRVH�SUHYHQWLRQ�OD\HUV�IDLO�WR
IXQFWLRQ�ZKHQ�UHTXLUHG� WKHQ� WKHUH�DUH�VWLOO� OD\HUV�RI�PLWLJDWLRQ�SUHVHQW� WKDW�ZLOO�KHOS
PLWLJDWH� WKH� FRQVHTXHQFHV� RI� D� SRVVLEOH� DFFLGHQW�� 7KH� ILUVW� PLWLJDWLRQ� OD\HU� LV� WKH
SK\VLFDO�SURWHFWLRQ�OD\HU��7KH�SK\VLFDO�SURWHFWLRQ�OD\HU�LV�VRPHWLPHV�GLYLGHG�LQWR�WKH
DFWLYH�DQG�SDVVLYH�SURWHFWLRQ�OD\HU��7KH�DFWLYH�SURWHFWLRQ�OD\HU�LQFOXGHV�GHYLFHV�OLNH
UXSWXUH�GLVNV��VSULQNOHU�V\VWHPV��DQG�H[SORVLRQ��RU�ILUHZDOOV��$Q�H[DPSOH�RI�D�SDVVLYH
SURWHFWLRQ� OD\HU� LV�D�FRQWDLQPHQW�GLNH��ZKLFK�VKRXOG�EH�DEOH� WR�FRQWDLQ�DOO�SRVVLEOH
KD]DUGRXV�PDWHULDO�VSLOOV�IURP�D�SODQW�RU�SURFHVV�

$Q�HPHUJHQF\�UHVSRQVH�OD\HU�LV�DOZD\V�DYDLODEOH�VKRXOG�D�UHDO�DFFLGHQW�RFFXU�
(PHUJHQF\�UHVSRQVH�OD\HUV�FDQ�EH�RQ�SODQW�OHYHO��GHSHQGLQJ�RQ�WKH�VL]H�RI�WKH�SODQW�
DQG� RQ� FRPPXQLW\� OHYHO�� 7KH\� LQFOXGH� ILUVW� DLG�� ILUH� EULJDGHV�� DQG� RWKHU� UHVFXH
VHUYLFHV��-XVW� OLNH�DQ�DLUSRUW�KDV� LWV�RZQ� ILUH�EULJDGH��DOVR� LQGXVWULDO�SODQW�VLWHV�FDQ
KDYH� WKHLU� RZQ� ILUH� EULJDGH�� 7KH� HPHUJHQF\� UHVSRQVH� OD\HU� LV� WKH� ODVW� OD\HU� RI
PLWLJDWLRQ�DYDLODEOH�
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%HVLGHV� WKHVH� SURWHFWLRQ� OD\HUV� WKHUH� DUH� RI� FRXUVH� PDQ\� RWKHU� LVVXHV� WKDW
LQIOXHQFH�WKH�VDIHW\�DVSHFWV�RI�DQ�LQGXVWULDO�SODQW��8QGHU�DOO�FLUFXPVWDQFHV�HYHQWV�RU
FRQGLWLRQV� VKRXOG� EH� SUHYHQWHG� WKDW� FDQ� MHRSDUGL]H� WKH� VDIHW\� RI� SHRSOH� DQG
HQYLURQPHQW��7KH�63/3� LV� WKH�PRVW�PRGHUQ�ZD\�RI�GHDOLQJ�ZLWK�VDIHW\� LQ�SUDFWLFH�
7KH�DFWXDO�LPSOHPHQWDWLRQ�DQG�PDLQWHQDQFH�RI�WKH�63/3�EULQJV�RXW�RWKHU�LPSRUWDQW
LVVXHV�� ZKRVH� FRQWULEXWLRQ� WR� D� VDIHU� SODQW� VKRXOG� QRW� EH� XQGHUHVWLPDWHG�� 7KHVH
LVVXHV�DUH�SODQW�PDQDJHPHQW��WUDLQLQJ�RI�SHUVRQQHO��PDLQWHQDQFH�DQG�UHSDLU��TXDOLW\
DVVXUDQFH�� FRPSOLDQFH� ZLWK� QDWLRQDO� DQG� LQWHUQDWLRQDO� VWDQGDUGV�� SHULRGLF� SURFHVV
KD]DUG�DQDO\VLV��DQG�VR�RQ�

�
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)LJXUH����6DIHW\�3URWHFWLRQ�/D\HU�3KLORVRSK\

7KH� IROORZLQJ� VHFWLRQV� ZLOO� LQWURGXFH� WKH� UHDGHUV� WR� DQ� H[DPSOH� WKDW� LV� XVHG
WKURXJKRXW� WKLV� WKHVLV��7KLV� H[DPSOH� UHSUHVHQWV�D� W\SLFDO� VDIHW\� FDVH� WKDW� H[LVWV� LQ
LQGXVWU\��,W�LV�EDVHG�RQ�D�PDQXIDFWXULQJ�SURFHVV�WKDW�FXUUHQWO\�H[LVWV�LQ�LQGXVWU\��7KH
IRFXV�ZLOO�EH�RQ� WKH�SUHYHQWLRQ� OD\HUV��DQG� LQ�SDUWLFXODU�GHVLJQ�RI� WKH�SODQW�DQG� WKH
VDIHW\�LQVWUXPHQWHG�V\VWHP�

���� ([DPSOH��3(71�PDQXIDFWXULQJ�SODQW

7KH�SXUSRVH�RI� WKH�PDQXIDFWXULQJ�SODQW� LV� WR�PL[�QLWUDWH�DFLG�ZLWK�SHQWDHU\WKULWRO� WR
FUHDWH� LQ� D� VDIH� PDQQHU� SHQWDHU\WKULWRO� WHWUDQLWUDWH� �3(71�� RI� WKH� GHVLUHG� TXDOLW\�
3(71� LV� SURGXFHG� E\� WKH� QLWUDWLRQ� RI� SHQWDHU\WKULWRO� LQ� D� EDWFK� SURFHVV�� 7KH�PDLQ
SURFHVV�HTXLSPHQW��QHFHVVDU\�WR�IDFLOLWDWH�WKLV�PL[LQJ�SURFHVV��LV�VKRZQ�LQ�)LJXUH���
,Q�WKH�FKHPLFDO�SODQW�WKHUH�DUH�DFWXDOO\�WZR�QLWUDWRUV�QH[W�WR�HDFK�RWKHU��%RWK�QLWUDWRUV
FDQ�EH�RSHUDWLRQDO�DW�WKH�VDPH�WLPH�
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)LJXUH����6FKHPDWLF�GLDJUDP�RI�QLWUDWRU�>��@

7KH� QLWUDWLQJ� DFLG� DQG� 3(� LV� PL[HG� LQ� WKH� QLWUDWRU� WDQN� ����� 3UHGHWHUPLQHG
TXDQWLWLHV�RI�DFLG�DUH�VWRUHG�LQ�WKH�DFLG�KHDG�WDQN������DQG�UHOHDVHG�ZKHQ�QHFHVVDU\
LQWR�WKH�QLWUDWRU�WDQN��7KLV�UHOHDVH�RI�DFLG�LV�QHDUO\�LQVWDQWDQHRXV��7KH�3(�LV�VWRUHG�LQ
WKH�3(�WDQN�����DQG�UHOHDVHG�RQWR�WKH�ZHLJK�KRSSHU�������XQWLO�WKH�GHVLUHG�TXDQWLW\�LV
GHWHUPLQHG��,Q�D�FRQWUROOHG�PDQQHU�WKH�3(�LV�WKHQ�IHG��YLD�WKH�QLWUDWRU�IHHGHU������LQWR
WKH� QLWUDWRU� WDQN� DQG� PL[HG� ZLWK� WKH� DFLG�� 7KH� IHHGHU� UDWH� LV� FRQWUROOHG� LQ� VXFK� D
IDVKLRQ� VR� WKDW� WKH� FRQWHQWV� RI� WKH� YHVVHO� DUH� PDLQWDLQHG� DW� D� SUHGHWHUPLQHG
WHPSHUDWXUH��$Q�H[RWKHUPLF�UHDFWLRQ�WDNHV�SODFH�PXVW�EH�FRQWUROOHG��$�WRR�KLJK�ULVH
LQ�WHPSHUDWXUH�PXVW�EH�SUHYHQWHG�DV�LW�UHVXOWV� LQ�WKH�GHFRPSRVLWLRQ�RI�WKH�3(71�LQ
IODPPDEOH�DQG�WR[LF�IXPHV��,I�WKH�H[RWKHUPLF�UHDFWLRQ�LV�QRW�FRQWUROOHG��WKHUH�LV�D�ULVN
RI�ILUH��ZLWK�SRWHQWLDO�H[SRVXUH�WR�WKH�ILQLVKHG�H[SORVLYH�3(71�LQ�WKH�SODQW��7KHUH�IRUH�
LI� WKH� WHPSHUDWXUH� LQ� WKH�QLWUDWRU� WDQN�DULVHV�DERYH�WKH�FULWLFDO�����&�� WKH�FRQWHQW�RI
WKH� QLWUDWRU� WDQN� LV� GXPSHG� LQWR� WKH� GURZQLQJ� WDQN�� %HFDXVH� WKH� WHPSHUDWXUH� LV� D
FULWLFDO�SDUDPHWHU��WKH�QLWUDWRU�WDQN�LV�DOVR�FRROHG�ZLWK�ZDWHU�WKDW�LV�FLUFXODWHG�DURXQG
WKH�H[WHULRU�VXUIDFH�RI�WKH�YHVVHO��7KH�FRQWHQWV�RI�WKH�YHVVHO�DUH�FRQWLQXRXVO\�VWLUUHG
ZLWK� DQ� DJLWDWRU� ����� DQG� DIWHU� D� SUHVHW� WLPH�� DQG� RQO\� ZKHQ� WKH� WHPSHUDWXUH� KDV
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UHDFKHG� WKH� GHVLUDEOH� OHYHO�� WKH� FRQWHQWV� DUH� GLVFKDUJHG� WKURXJK� D� VLQJOH
K\GUDXOLFDOO\� RSHUDWHG� GUDLQ� YDOYH� ����� 7KH� YDOYH� RSHQV� LQ� D� GH�HQHUJL]HG�WR�RSHQ
PRGH� DQG� UHOHDVHV� WKH� 3(71� WR� D� GUDLQ� ������ $� GLYHUWHU� ����� LQ� WKH� GUDLQ� LV� XVHG
HLWKHU�WR�JXLGH�WKH�3(71�WR�WKH�GURZQLQJ�WDQN������RU�WR�WKH�ILOWHU�������7KH�GURZQLQJ
WDQN�FRQWDLQV�D� ODUJH�YROXPH�RI�ZDWHU��:KHQ�PDWHULDO� LV�UHOHDVHG�LQWR�WKH�GURZQLQJ
WDQN�� FRPSUHVVHG�DLU� LV� IHG� LQWR� WKH�ERWWRP�RI� WKH� WDQN� WR�DJLWDWH� WKH�FRQWHQWV�DQG
VWLPXODWH�PL[LQJ�WR�NHHS�WKH�PDWHULDO�WHPSHUDWXUH�EHORZ�����&�

8QGHU� QR� FLUFXPVWDQFHV� VKRXOG� 3(71� EH� GXPSHG�� DV� SDUW� RI� DQ� HPHUJHQF\
VKXWGRZQ�URXWLQH��ZKLOH�WKH�GLYHUWHU�LV�SRVLWLRQHG�WRZDUGV�WKH�ILOWHU��7KLV�ZLOO�H[SRVH
SRVVLEOH� IODPPDEOH� DQG� WR[LF� IXPHV� WR� RWKHU� DUHDV� LQ� WKH� SODQW� OHDGLQJ� WR� DQ
DGGLWLRQDO�KD]DUGRXV�VLWXDWLRQ��,Q�RUGHU�WR�GXPS�WKH�PDWHULDO� LQ�WKH�GURZQLQJ�WDQN�LW
ILUVW�KDV�WR�EH�FKHFNHG�ZKHWKHU�WKH�GLYHUWHU�LV�LQ�WKH�FRUUHFW�SRVLWLRQ��L�H���WRZDUGV�WKH
GURZQLQJ�WDQN�DQG�QRW�WKH�ILOWHU��,W� LV�SRVVLEOH�WKDW�WKH�GLYHUWHU�LV�LQ�WKH�ILOWHU�SRVLWLRQ
DV� WKH� VHFRQG� QLWUDWRU�PLJKW� EH� GXPSLQJ� VXFFHVVIXOO\�PL[HG�3(71� WR� WKH� ILOWHU�� ,Q
FDVH�RI�DQ�HPHUJHQF\�GXPS�VLWXDWLRQ��LW�PLJKW�EH�QHFHVVDU\�WR�UHVHW�WKH�GLYHUWHU�WR
WKH�GHIDXOW�SRVLWLRQ��HYHQ�LI�WKLV�PHDQV�ORVV�RI�WKH�VXFFHVVIXOO\�PL[HG�3(71�

%HVLGHV� WKH� GHVLJQ� RI� WKH� PDQXIDFWXULQJ� HTXLSPHQW�� WZR� DGGLWLRQDO� OD\HUV� RI
SURWHFWLRQ� H[LVW� LQ� WKH� SODQW�� )LUVW� RI� DOO� WKHUH� LV� WKH� EDVLF� SURFHVV� FRQWURO� V\VWHP
�%3&6���6HFRQG��WKHUH�LV�WKH�SURJUDPPDEOH�HOHFWURQLF�VDIHW\�V\VWHP��LQ�WKH�SURFHVV
LQGXVWU\� DOVR� UHIHUUHG� WR� DV� VDIHW\� LQVWUXPHQWHG� V\VWHPV�� 7KH� %3&6� FRQWUROV� WKH
EDWFK� SURFHVV� DQG� RWKHU� SURFHVVHV� LQ� WKH� SODQW�� 7KH� VDIHW\� V\VWHP� FDUULHV� RXW
VSHFLILF�GHVLJQHG�VDIHW\�IXQFWLRQV��$V�WKH�QDPH�LPSOLHV�WKH�SXUSRVH�RI�WKH�%3&6�LV
FRQWURO�DQG�QRW�VDIHW\��7KH�%3&6�LV�PDLQO\�TXDOLW\�UHODWHG��LW�PRQLWRUV�WKH�SURFHVV�WR
DVVXUH� WKH� SURGXFWLRQ� RI� WKH� SURGXFW�� EXW� LI� GHVLJQHG� FRUUHFWO\� LW� DGGV� DGGLWLRQDO
VDIHW\�WR�WKH�RYHUDOO�SURFHVV��7KH�IRFXV�LQ�WKH�WKHVLV�LV�RQ�WKH�GHVLJQ�RI�WKH�SURFHVV
LWVHOI�DQG�WKH�SURJUDPPDEOH�HOHFWURQLF�VDIHW\�V\VWHP��7KH�GHVLJQ�DQG�YHULILFDWLRQ�RI
WKH�ORJLF�VROYHU�DQG�WKH�DSSOLFDWLRQ�ORJLF��VRIWZDUH��RI�WKH�VDIHW\�V\VWHP�LV�LQFOXGHG�
DV� WKH� VRIWZDUH� SOD\V� D� PDMRU� UROH� LQ� WKH� LPSOHPHQWDWLRQ� RI� VDIHW\�� 7KH� SULQFLSOH
WKHRULHV�DQG�WHFKQLTXHV�SUHVHQWHG�LQ�WKLV�ZRUN�DUH�JHQHUDO�LQ�QDWXUH�DQG�FDQ�HDVLO\
EH�DSSOLHG�WR�WKH�%3&6�DV�ZHOO�

������ 2YHUYLHZ�LQVWUXPHQWDWLRQ�DQG�ORJLF�VROYHUV

$Q� RYHUYLHZ� RI� WKH� %3&6� LQVWUXPHQWDWLRQ� DQG� SURFHVV� HTXLSPHQW� RI� WKH� EDWFK
SURFHVV�LV�JLYHQ�LQ�)LJXUH���DQG�7DEOH����7KH�%3&6�UHFHLYHV�LQIRUPDWLRQ�WKURXJKRXW
WKH� SODQW� UHJDUGLQJ� SURFHVV� SDUDPHWHUV� VXFK� DV� WHPSHUDWXUH�� SUHVVXUH�� SRVLWLRQV�
VSHHGV�� DQG� ZHLJKWV�� 7KH� %3&6� UHFHLYHV� ILHOG� VLJQDOV� WKURXJK� VHQVRUV�� SHUIRUPV
FRQWURO�ORJLF�DQG�XSGDWHV�WKH�ILHOG�WKURXJK�WKH�DFWXDWRUV��7KH�%3&6�LWVHOI�FDQ�WULJJHU
DODUPV�VLJQDOV��1RW�DOO�VLJQDOV�DUH�FULWLFDO�DQG�OHDG�WR�DQ�LPPHGLDWH�VKXWGRZQ�RI�WKH
SURFHVV�� 6RPH� VLJQDOV� ZLOO� LVVXH� D� ZDUQLQJ�� ZKLFK� FDQ� EH� RYHUUXOHG�� LI� YLVXDO
LQVSHFWLRQ�GHWHUPLQHV�DQ�LQVWUXPHQWDWLRQ�IDLOXUH��IRU�H[DPSOH�� ORZ�ZDWHU� OHYHO� LQ�WKH
GURZQLQJ�WDQN��,I�WKH�OHYHO�LQ�WKH�WDQN�LV�FRUUHFW�EXW�DQ�LQVWUXPHQW�IDLOXUH�LVVXHV�D�ORZ
ZDWHU� OHYHO� DODUP� WKHQ� WKLV� DODUP� FDQ� EH� RYHUULGGHQ� E\� RSHUDWRU� YHULILFDWLRQ� DIWHU
YLVXDO�LQVSHFWLRQ�

+\GUDXOLF� SUHVVXUH� LV� QHFHVVDU\� WR� FORVH� WKH� GUDLQ� YDOYH� DW� WKH� ERWWRP�RI� WKH
QLWUDWRU�� 7KH� K\GUDXOLF� SUHVVXUH� DW� WKH� GUDLQ� YDOYH� LV� RQO\� PDLQWDLQHG� LI� WKH� WZR
K\GUDXOLF� YDOYHV� DUH� RSHQ� DQG� LI� K\GUDXOLF� SUHVVXUH� LV� DYDLODEOH�� ,I� DQ\� RI� WKH� WZR
YDOYHV�LV�FORVHG��WKH�K\GUDXOLF�SUHVVXUH�WKDW�FORVHV�WKH�GUDLQ�YDOYH�ZLOO�EH�ORVW�DQG�WKH



��

GUDLQ�YDOYH�ZLOO�EH�GH�HQHUJL]HG�WR�RSHQ�DQG�UHOHDVH�WKH�FRQWHQWV�RI�WKH�QLWUDWRU�WDQN
WR�WKH�GUDLQ�
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)LJXUH����'LDJUDP�RI�1LWUDWRU�ZLWK�%3&6�,QVWUXPHQWDWLRQ�DQG�6LJQDOV



��

7DEOH����%3&6�,QVWUXPHQWDWLRQ�DQG�5HODWHG�(TXLSPHQW

6\PERO 'HVFULSWLRQ )XQFWLRQ 6LJQDO�VRXUFH 6LJQDO�GHVWLQDWLRQ

/6� /HYHO�VHQVRU�� /HYHO��DFLG�WDQN $FLG�WDQN /HYHO�WUDQVPLWWHU

/6� /HYHO�VHQVRU�� /HYHO��GURZQLQJ�WDQN 'URZQLQJ�WDQN /HYHO�VZLWFK

/6:� /HYHO�VZLWFK�� /HYHO��GURZQLQJ�WDQN /HYHO�VHQVRU 'LJLWDO�,QSXW

/7� /HYHO�WUDQVPLWWHU�� /HYHO��DFLG�WDQN /HYHO�VHQVRU $QDORJ�LQSXW

0� 0DQXDO�� 3RVLWLRQ��YDOYH�� 2SHUDWRU 9DOYH��

0� 0DQXDO�� 3RVLWLRQ��YDOYH�� 2SHUDWRU 9DOYH��

57� 5HVLVWDQFH
WKHUPRPHWHU��

7HPSHUDWXUH��1LWUDWRU�WDQN 1LWUDWRU�WDQN 7HPSHUDWXUH
WUDQVPLWWHU

57� 5HVLVWDQFH
WKHUPRPHWHU��

7HPSHUDWXUH��1LWUDWRU�WDQN 1LWUDWRU�WDQN 7HPSHUDWXUH
WUDQVPLWWHU

57� 5HVLVWDQFH
WKHUPRPHWHU��

7HPSHUDWXUH��GURZQLQJ�WDQN 'URZQLQJ�WDQN 7HPSHUDWXUH
WUDQVPLWWHU

57� 5HVLVWDQFH
WKHUPRPHWHU��

7HPSHUDWXUH��GURZQLQJ�WDQN 'URZQLQJ�WDQN 7HPSHUDWXUH
WUDQVPLWWHU

66� 6SHHG�VHQVRU�� 6SHHG��DJLWDWRU $JLWDWRU�PRWRU 6SHHG�WUDQVPLWWHU

67� 6SHHG�WUDQVPLWWHU�� 6SHHG��DJLWDWRU 6SHHG�VHQVRU $QDORJ�LQSXW

77� 7HPSHUDWXUH
WUDQVPLWWHU��

7HPSHUDWXUH��1LWUDWRU�WDQN 7HPSHUDWXUH�VHQVRU $QDORJ�LQSXW

77� 7HPSHUDWXUH
WUDQVPLWWHU��

7HPSHUDWXUH��1LWUDWRU�WDQN 7HPSHUDWXUH�VHQVRU $QDORJ�LQSXW

77� 7HPSHUDWXUH
WUDQVPLWWHU��

7HPSHUDWXUH��GURZQLQJ�WDQN 7HPSHUDWXUH�VHQVRU $QDORJ�LQSXW

77� 7HPSHUDWXUH
WUDQVPLWWHU��

7HPSHUDWXUH��GURZQLQJ�WDQN 7HPSHUDWXUH�VHQVRU $QDORJ�LQSXW

:&� :HLJK�FHOO�� :HLJKW��1LWUDWRU�WDQN 1LWUDWRU�WDQN :HLJK�WUDQVPLWWHU

:&� :HLJK�FHOO�� :HLJKW��IXQQHO :HLJK�IXQQHO :HLJK�WUDQVPLWWHU

:7� :HLJK�WUDQVPLWWHU�� :HLJKW��1LWUDWRU :HLJK�VHQVRU $QDORJ�LQSXW

:7� :HLJK�WUDQVPLWWHU�� :HLJKW��IXQQHO :HLJK�VHQVRU $QDORJ�LQSXW

=6� 3RVLWLRQ�VZLWFK�� 3RVLWLRQ��GLYHUWHU 3RVLWLRQ�VHQVRU 'LJLWDO�,QSXW

=6� 3RVLWLRQ�VZLWFK�� 3RVLWLRQ��GLYHUWHU 3RVLWLRQ�VHQVRU 'LJLWDO�,QSXW



��

7DEOH����3URFHVV�FRQWURO�V\VWHP�VLJQDOV

6LJQDO�W\SH $VVRFLDWHG�IXQFWLRQ

$,�� �$QDORJ�LQSXW�� 7HPSHUDWXUH�LQ�QLWUDWRU�WDQN��ZKLFK�LV�QRW�DOORZHG�WR�UHDFK�����&

$,�� �$QDORJ�LQSXW�� 7HPSHUDWXUH�LQ�QLWUDWRU�WDQN��ZKLFK�LV�QRW�DOORZHG�WR�UHDFK�����&

$,�� �$QDORJ�LQSXW�� /HYHO�DFLG�KHDG�WDQN��7KH�OHYHO�LQ�WKH�DFLG�KHDG�WDQN�GHWHUPLQHV�WKH
DPRXQW� RI� DFLG� WKDW� ZLOO� EH� UHOHDVHG� WR� WKH� QLWUDWRU� WDQN�� $
SUHGHWHUPLQHG� TXDQWLW\� ZLOO� EH� UHOHDVHG� ZKHQ� WKH� QLWUDWRU� WDQN� LV
HPSW\�

$,�� �$QDORJ�LQSXW�� :HLJKW�QLWUDWRU�RI�QLWUDWRU�WDQN�

$,�� �$QDORJ�LQSXW�� :HLJKW�RI�3(�WR�EH�DGGHG�WR�WKH�QLWUDWRU�WDQN�

$,�� �$QDORJ�LQSXW�� 7HPSHUDWXUH� GURZQLQJ� WDQN�� 7KLV� WHPSHUDWXUH� LV� PRQLWRUHG� LI� WKH
FRQWHQWV�RI�WKH�QLWUDWRU� LV�GXPSHG�LQWR�WKH�GURZQLQJ�WDQN�DQG�LV�QRW
DOORZHG�WR�UHDFK�����&�

$,�� �$QDORJ�LQSXW�� 7HPSHUDWXUH� GURZQLQJ� WDQN�� 7KLV� WHPSHUDWXUH� LV� PRQLWRUHG� LI� WKH
FRQWHQWV�RI�WKH�QLWUDWRU� LV�GXPSHG�LQWR�WKH�GURZQLQJ�WDQN�DQG�LV�QRW
DOORZHG�WR�UHDFK�����&�

$,�� �$QDORJ�LQSXW�� 6SHHG�DJLWDWRU��)DLOXUH�WR�PL[�ZLOO�UHVXOW�LQ�ORFDO�FRQFHQWUDWLRQV�RI�3(
WKDW�PD\�JLYH�ULVH�WR�ORFDOL]HG�UDSLG�HYROXWLRQ�RI�KHDW�DQG�D�ORFDOL]HG
RU�EXON�WHPSHUDWXUH�ULVH�

$2�� �$QDORJ�RXWSXW�� 6SHHG� QLWUDWRU� IHHGHU�� 'HWHUPLQHV� WKH� VSHHG� RI� WKH� QLWUDWRU� IHHGHU
DQG�WKXV�WKH�UDWH�ZLWK�ZKLFK�WKH�3(�LV�IHG�LQWR�WKH�QLWUDWRU��7KH�VSHHG
VKRXOG�QRW�EH�WRR�KLJK�WR�SUHYHQW�ORFDO�KLJK�3(�FRQFHQWUDWLRQV

',�� �'LJLWDO�LQSXW�� 1LWUDWRU� IHHGHU�� 'HWHUPLQHV� ZKHWKHU� WKH� QLWUDWRU� IHHGHU� LV� VZLWFKHG
RQ�

',�� �'LJLWDO�LQSXW�� 6SHHG� RI� ZHLJK� KRSSHU�� 'HWHUPLQHV� ZKHWKHU� WKH� ZHLJK� KRSSHU
IHHGHU� LV� LQ�D�RQ�RU�RII�SRVLWLRQ��7KH�ZHLJK�KRSSHU� IHHGHU�VSHHG� LV
FRQVWDQW�

',�� �'LJLWDO�LQSXW�� 3RVLWLRQ�GLYHUWHU�'URZQLQJ�7DQN��5HDGV� WKH�SRVLWLRQ�RI� WKH�GLYHUWHU
ZKHWKHU�LW�LV�WRZDUGV�WKH�GURZQLQJ�WDQN�

',�� �'LJLWDO�LQSXW�� 3RVLWLRQ�GLYHUWHU�)LOWHU��5HDGV�WKH�SRVLWLRQ�RI�WKH�GLYHUWHU�ZKHWKHU�LW�LV
WRZDUGV�WKH�)LOWHU�

',�� �'LJLWDO�LQSXW�� /HYHO�GURZQLQJ�WDQN��,I�WKH�OHYHO�RI�WKH�GURZQLQJ�WDQN�LV�ORZ�WKHQ�DQ
DODUP�ZLOO�VRXQG�

'2�� �'LJLWDO�RXWSXW�� 6SHHG�QLWUDWRU�IHHGHU��6ZLWFKHV�WKH�QLWUDWRU�IHHGHU�RQ�RU�RII�

'2�� �'LJLWDO�RXWSXW�� 6SHHG�ZHLJK�KRSSHU��6ZLWFKHV�WKH�ZHLJK�KRSSHU�IHHGHU�RQ�RU�RII�

'2�� �'LJLWDO�RXWSXW�� 3RVLWLRQV� YDOYH� ��� 2SHQV� RU� FORVHV� YDOYH� ��� 7KH� SURFHVV� FRQWURO
V\VWHP�RSHQV�YDOYH���LI�WKH�SURGXFW�LV�UHDG\�WR�EH�SURFHVVHG�LQ�WKH
ILOWHU�

'2�� �'LJLWDO�RXWSXW�� 3RVLWLRQV� YDOYH� ��� 2SHQV� RU� FORVHV� YDOYH� ��� 7KH� SURFHVV� FRQWURO
V\VWHP�RSHQV�YDOYH���LI�WKH�SURGXFW�LV�UHDG\�WR�EH�SURFHVVHG�IXUWKHU
LQ�WKH�ILOWHU�

'2�� �'LJLWDO�RXWSXW�� 3RVLWLRQV�GLYHUWHU��6ZLWFKHV�GLYHUWHU�WR�WKH�GURZQLQJ�WDQN�RU�WKH�ILOWHU�
7KH� GLYHUWHU� LV� VZLWFKHG� WR� WKH� ILOWHU� LI� WKH� FRQWHQW� RI� WKH� QLWUDWRU� LV
UHDG\�IRU�IXUWKHU�SURFHVVLQJ��7KH�GLYHUWHU�LV�VZLWFKHG�WR�WKH�GURZQLQJ
WDQN�LI�WKH�WHPSHUDWXUH�LQ�WKH�QLWUDWRU�H[FHHGV�����&�

'2�� �'LJLWDO�RXWSXW�� 6SHHG�DJLWDWRU��6ZLWFKHV�VSHHG�DJLWDWRU�WR�ORZ�



��

6LJQDO�W\SH $VVRFLDWHG�IXQFWLRQ

'2�� �'LJLWDO�RXWSXW�� 6SHHG�DJLWDWRU��6ZLWFKHV�VSHHG�DJLWDWRU�WR�KLJK�

'2�� �'LJLWDO�RXWSXW�� 3RVLWLRQV�YDOYH����2SHQV�RU�FORVHV�YDOYH����9DOYH���LV�RSHQHG�LI�WKH
OHYHO� LQ�WKH�DFLG�KHDG�WDQN� LV�FRUUHFW�DQG�WKH�QH[W�EDWFK�WR�SURGXFH
3(71�LV�VWDUWHG�

'2�� �'LJLWDO�RXWSXW�� 3RVLWLRQV�YDOYH����2SHQV�RU�FORVHV�YDOYH�����9DOYH���FRQWUROV�WKH�IORZ
RI� FRROLQJ� ZDWHU� GXULQJ� QRUPDO� RSHUDWLRQ� DQG� LV� RSHQHG� ZKHQ� WKH
EDWFK�SURFHVV�LV�VWDUWHG�

'2��� �'LJLWDO�RXWSXW��� 3RVLWLRQV� YDOYH� ��� 2SHQV� RU� FORVHV� YDOYH� ��� ,I� WKH� OHYHO� LQ� WKH
GURZQLQJ�WDQN�LV�WR�ORZ�WKHQ�YDOYH���LV�RSHQHG�WR�DGG�ZDWHU�

'2��� �'LJLWDO�RXWSXW��� 3RVLWLRQV�YDOYH����2SHQV�RU�FORVHV�YDOYH����9DOYH���LV�RSHQHG�ZKHQ
WKH�FRQWHQWV�RI�WKH�QLWUDWRU�WDQN�DUH�GXPSHG�WR�WKH�GURZQLQJ�WDQN��,Q
WKLV� ZD\�� WKH� ZDWHU� LQ� WKH� GURZQLQJ� WDQN� LV� VXSSOLHG� ZLWK� DLU� WR
VWLPXODWH� WKH� PL[LQJ� RI� WKH� GXPSHG� PDWHULDO� ZLWK� WKH� ZDWHU� LQ� WKH
GURZQLQJ�WDQN�

������ 6DIHW\�6\VWHP

7KH�VDIHW\�V\VWHP�VHUYHV�DV�ODVW� OD\HU�RI�SURWHFWLRQ�DJDLQVW�DFFLGHQW�VFHQDULRV�WKDW
FDQ�DULVH� IURP� WKH�RSHUDWLRQ�RI� WKH�SURFHVV��:KHQ� WKH� VDIHW\� V\VWHP� IDLOV� LW� LV� QRW
SRVVLEOH� DQ\PRUH� WR� SUHYHQW� LQ� D� FRQWUROOHG� PDQQHU� DQ� DFFLGHQW�� 7R� SUHYHQW
DFFLGHQWV� WKH� VDIHW\� V\VWHP�FDUULHV� RXW� VSHFLILF� LGHQWLILHG� VDIHW\� IXQFWLRQV�� ,W� UHDGV
LQSXWV�IURP�WKH�ILHOG��SURFHVV�SDUDPHWHUV��YLD�VHQVRUV��7KH�SURJUDPPDEOH�HOHFWURQLF
ORJLF� VROYHU� XVHV� WKHVH� LQSXWV� WR� H[HFXWH� WKH� DSSOLFDWLRQ� VRIWZDUH� GHVLJQHG�E\� WKH
SURFHVV�VDIHW\�HQJLQHHUV��,I�QHFHVVDU\�WKH�DSSOLFDWLRQ�ORJLF�ZLOO�DFWXDWH�ILHOG�GHYLFHV
OLNH�YDOYHV��$�FRUUHFWO\�GHVLJQHG�VDIHW\�V\VWHP� LV�VXSSRVHG� WR�ZRUN�DXWRQRPRXVO\�
L�H���LW�ZRUNV�LQGHSHQGHQW�RI�RSHUDWRUV��WKH�%3&6�RU�RWKHU�VXSSRUW�IXQFWLRQV�

7KH�PDLQ� VDIHW\� IXQFWLRQ� H[HFXWHG� E\� WKH� VDIHW\� V\VWHP� LPSOHPHQWHG� DW� WKH
PDQXIDFWXULQJ� SODQW� LV� IRFXVHG� RQ� WKH� WHPSHUDWXUH� LQ� WKH� QLWUDWRU� WDQN�� 7KH� VDIHW\
V\VWHP�LV�VXSSRVHG�WR�GXPS�WKH�PL[HG�PDWHULDO�LQ�WKH�GURZQLQJ�WDQN�E\�RSHQLQJ�WKH
GUDLQ�YDOYH�LI�WKH�WHPSHUDWXUH�H[FHHGV�WKH�OLPLW��,I�QHFHVVDU\�WKH�VDIHW\�V\VWHP�KDV�WR
VZLWFK�WKH�GLYLGHU�WR�WKH�GURZQLQJ�WDQN�EHIRUH�GXPSLQJ�WKH�PDWHULDO�

7KH� DFWXDO� DSSOLFDWLRQ� ORJLF� QHFHVVDU\� WR� VROYH� WKH� DERYH� SUHVHQWHG� VDIHW\
IXQFWLRQ�LV�SURJUDPPHG�LQ�WKH�ORJLF�VROYHU��$�KLJK�OHYHO�YHUVLRQ�RI�WKH�ORJLF�VROYHU�LV
SUHVHQWHG�LQ�)LJXUH����,W�FRQVLVWV�RI�WKUHH�GLVWLQFW�PRGXOHV��L�H���WKH�LQSXW�PRGXOH��WKH
PDLQ�SURFHVVRU�PRGXOH��DQG�WKH�RXWSXW�PRGXOH��7KH�LQSXW�PRGXOH�KDV�VHYHUDO�LQSXW
FKDQQHOV� WKDW� UHDG�VLJQDOV� IURP� WKH� ILHOG��7KH� LQSXW�PRGXOH�FRPPXQLFDWHV�ZLWK� WKH
PDLQ�SURFHVVRU�PRGXOH�YLD�EXV�FRPPXQLFDWLRQ��7KH�PDLQ�SURFHVVRU�PRGXOH�FDUULHV
RXW�WKH�VDIHW\�ORJLF�XVLQJ�DSSOLFDWLRQ�VRIWZDUH�WKDW�LV�RII�OLQH�FUHDWHG�E\�DQ�RSHUDWRU�
7KH� RSHUDWRU� FDQ� XSORDG� WKH� DSSOLFDWLRQ� VRIWZDUH� YLD� D� KXPDQ�PDFKLQH� LQWHUIDFH
VRIWZDUH� LQWR� WKH�PDLQ� SURFHVVRU�PRGXOH�� 7KH�PDLQ� SURFHVVRU� FRPPXQLFDWHV�ZLWK
WKH� RXWSXW� PRGXOH� YLD� EXV� FRPPXQLFDWLRQ�� 7KH� RXWSXW� ERDUG� KDV� VHYHUDO� RXWSXW
FKDQQHOV�WKDW�DFWXDWH�ILHOG�GHYLFHV�

7KH�VDIHW\�IXQFWLRQ�FDUULHG�RXW�E\�WKH�VDIHW\�V\VWHP�UHTXLUHV�WKUHH�LQSXW�VLJQDOV
DQG�RQH�RXWSXW�VLJQDO��7KH� UHTXLUHG�VLJQDOV�DUH� OLVWHG� LQ�7DEOH����2QH� WHPSHUDWXUH
VHQVRU� VLJQDOV� WKH� WHPSHUDWXUH� LQ� WKH� WDQN�� 7KH� VDIHW\� V\VWHP� DOVR� UHWULHYHV� WKH
VLJQDOV� IURP� WKH� GLYHUWHU�� EXW� VLJQDOV� WKH� %3&6� LI� WKHUH� LV� D� QHHG� WR� VZLWFK� WKH
GLYHUWHU�� 7KH� RQO\� VDIHW\� IXQFWLRQ� RXWSXW� VLJQDO� LV� WRZDUGV� WKH� YDOYH� WKDW� FRQWUROV
K\GUDXOLF�SUHVVXUH�VXSSO\�WR�WKH�GUDLQ�YDOYH�
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LUO1�LUI1� LUI2� LUI3�

Oper ator� BPCS�

,QSXW�PRGXOH�

0DLQ�SURFHVVRU�PRGXOH�

2XWSXW�PRGXOH�

%XV� %XV�

)LJXUH����/RJLF�6ROYHU��H[FOXGLQJ�ILHOG�GHYLFHV�DQG�UHODWHG�HTXLSPHQW�

7DEOH����'HVFULSWLRQ�RI�VDIHW\�V\VWHP�LQSXW�DQG�RXWSXW�VLJQDOV

6LJQDO 'HVFULSWLRQ 3RVVLEOH�VWDWHV

/8,� /RJLF� 8QLW� ,QSXW� VLJQDO� ��� 7HPSHUDWXUH
VZLWFK�LQ�WKH�WDQN�

>2N��7RR�KLJK@

/8,� /RJLF� 8QLW� ,QSXW� VLJQDO� ��� 'LYHUWHU
GURZQLQJ�WDQN�VZLWFK�

>'URZQLQJ�7DQN�
2II@

/8,� /RJLF� 8QLW� ,QSXW� VLJQDO� ��� 'LYHUWHU� ILOWHU
VZLWFK

>)LOWHU��2II@

/82� /RJLF�8QLW�RXWSXW�VLJQDO����'UDLQ�YDOYH >2SHQ��&ORVH@

���� 5HTXLUHPHQWV�IRU�WKH�DQDO\VLV�PHWKRG

,I�D�SURFHVV�OLNH�WKLV�QHHGV�WR�EH�GHVLJQHG��RU�LI�WKH�GHVLJQ�QHHGV�WR�EH�YHULILHG�E\�DQ
LQGHSHQGHQW�SDUW\��WKHQ�D�PHWKRG�QHHGV�WR�EH�DYDLODEOH�WKDW�VXSSRUWV�WKH�DQDO\VLV�RI
WKH�GLIIHUHQW�OD\HUV�DQG�WKH�LQWHUDFWLRQ�EHWZHHQ�WKH�OD\HUV��7KH�PHWKRG�DOVR�QHHGV�WR
VXSSRUW� WKH� LQWHJUDWLRQ� RI� VDIHW\� DQG� TXDOLW\� DV� GHVFULEHG� LQ� &KDSWHU� ��� )URP� WKH
LQIRUPDWLRQ� GHULYHG� IURP�&KDSWHU� �� DQG�&KDSWHU� ��� WKH� IROORZLQJ� UHTXLUHPHQWV� DUH
GHVFULEHG�

�� 7KH� PHWKRG� VKRXOG� WDNH� LQWR� DFFRXQW� DOO� SRVVLEOH� SDUDPHWHUV� RI
LQWHUHVW� WKDW� FDQ� H[LVW� LQ� D� SURFHVV� SODQW� LQFOXGLQJ� KDUGZDUH�
VRIWZDUH�� SK\VLFDO� SDUDPHWHUV�� KXPDQ� SDUDPHWHUV� DQG� RWKHU
SDUDPHWHUV�RI�LQWHUHVW�

�� 7KH� PHWKRG� VKRXOG� WDNH� LQWR� DFFRXQW� DOO� GHVLUHG� DQG� XQGHVLUHG
GHYLDWLRQV�RI�WKHVH�SDUDPHWHUV�

�� 7KH� PHWKRG� VKRXOG� WDNH� LQWR� DFFRXQW� WKH� IXQFWLRQDO� LQWHUDFWLRQ
EHWZHHQ�WKH�DERYH�SDUDPHWHUV�

�� 7KH� PHWKRG� VKRXOG� WDNH� LQWR� DFFRXQW� WKH� G\QDPLF� LQWHUDFWLRQ
EHWZHHQ�WKH�DERYH�SDUDPHWHUV�
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�� 7KH�PHWKRG�VKRXOG�EH�DEOH�WR�DQDO\]H�URRW�FDXVHV�RI�GHYLDWLRQV�

�� 7KH�PHWKRG�VKRXOG�EH�DEOH�WR�DQDO\]H�KRZ�GHYLDWLRQV�FDQ�SURSDJDWH
WKURXJK�WKH�SURFHVV�

�� 7KH� PHWKRG� VKRXOG� EH� DEOH� WR� SULRULWL]H� WKHVH� GHYLDWLRQV� VR� WKDW
LQIRUPHG�GHFLVLRQV�DERXW�VDIHW\�DQG�TXDOLW\�FDQ�EH�PDGH�

�� 7KH�PHWKRG�VKRXOG�WDNH�LQWR�DFFRXQW�WKH�WRWDO�OLIH�RI�WKH�SURFHVV��QRW
RQO\� WKH� GHVLJQ� EXW� DOVR� WKH� RSHUDWLRQ��PDLQWHQDQFH�� DQG� UHSDLU� RI
WKH�SURFHVV�

,Q�&KDSWHU��� WKH�G\QDPLF� IORZJUDSK�PHWKRGRORJ\� LV� LQWURGXFHG� WR�VXSSRUW� WKH
PHWKRG� DV� D� WRRO� WKDW� LV� FDSDEOH� WR� FDUU\� RXW� PRVW� RI� WKH� DERYH� LGHQWLILHG
UHTXLUHPHQWV��&KDSWHU��� LQWURGXFHV�WKH� LPSRUWDQFH�PHDVXUHV� WR� IXUWKHU�VXSSRUW� WKH
DQDO\VLV�LQ�WHUPV�RI�SULRULWL]DWLRQ�

���� &RQFOXVLRQV

7KLV�FKDSWHU�LQWURGXFHG�WKH�UHDGHU�WR�WKH�WHFKQLFDO�IUDPHZRUN�WKDW�LV�XVHG�LQ�LQGXVWU\
WR� PDQDJH� VDIHW\� LQ� PRGHUQ� PDQXIDFWXULQJ� RU� SURFHVVLQJ� SODQWV�� 7KH� FKDSWHU
GHVFULEHG�D�W\SLFDO�PDQXIDFWXULQJ�SODQW�WKH�ZD\�WKH\�FXUUHQWO\�H[LVW� LQ�LQGXVWU\��7KH
H[DPSOH�FRQWDLQV�DOO�WKH�FRPSOH[LW\�WR�GHPRQVWUDWH�WKH�WHFKQLFDO�NQRZOHGJH�UHTXLUHG
IRU� GHVLJQLQJ� RU� YHULI\LQJ� D� SURFHVV� IRU� VDIHW\�� $V� VDIHW\� UHTXLUHV� D� WRWDO� V\VWHPV
DSSURDFK�LW�LV�QHFHVVDU\�WR�XQGHUVWDQG�WKH�LQWHUDFWLRQ�EHWZHHQ�DQ\�SDUDPHWHU�ZLWKLQ
RQH�OD\HU�RI�SURWHFWLRQ�DQG�EHWZHHQ�WKH�GLIIHUHQW�VDIHW\�OD\HUV��,Q�WHUPV�RI�VDIHW\��WKH
LQWHUDFWLRQ� EHWZHHQ� WKH� OD\HUV� RI� SURWHFWLRQ� VKRXOG� EH� LQWHUIHUHQFH� IUHH�� L�H��� D
FKDQJH��GHVLUHG�RU�XQGHVLUHG��RI�D�SDUDPHWHU�VKRXOG�QRW�UHVXOW�LQ�DQ�XQVDIH�SURFHVV
FRQGLWLRQ��7KLV� FKDSWHU� VXPPDUL]HG� WKH� UHTXLUHPHQWV� IRU� D� VDIHW\�PHWKRG� WKDW� FDQ
DQDO\]H�WKH�FRPSOH[�WHFKQLFDO�DVSHFWV� WKDW�H[LVW� LQ�PRGHUQ�PDQXIDFWXULQJ�SODQWV� LQ
WHUPV�RI�GHYLDWLRQV�
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&KDSWHU��� '\QDPLF�)ORZJUDSK�0HWKRGRORJ\

���� ,QWURGXFWLRQ

7KH� SXUSRVH� RI� WKLV� FKDSWHU� LV� WR� LQWURGXFH� WKH� UHDGHU� WR� WKH� G\QDPLF� IORZJUDSK
PHWKRGRORJ\��')0���')0�LV�XVHG�WR�PRGHO�DQG�DQDO\]H�D��PDQXIDFWXULQJ��SURFHVV�
7KH�UHVXOWV�RI�D�')0�DQDO\VLV�VHUYH�DV�EDVLV�IRU�WKH�PHWKRG�RXWOLQHG�LQ�WKLV�WKHVLV�WR
FDUU\� RXW� SURFHVV� KD]DUG� DQDO\VLV� DQG� SURFHVV� VDIHW\� PDQDJHPHQW�� 7KLV� FKDSWHU
H[SODLQV� WKH� EDVLF� FRQFHSWV� RI� WKH� G\QDPLF� IORZJUDSK� PHWKRGRORJ\�� ,W� ZLOO� DOVR
H[SODLQ�WKH�EDFNJURXQG�RI�')0��ZKDW�D�')0�PRGHO�LV��KRZ�D�')0�PRGHO�LV�FUHDWHG�
DQG�KRZ�LW�FDQ�EH�XVHG�WR�DQDO\]H�D�V\VWHP��7KH�FKDSWHU�ZLOO�HQG�ZLWK�DQ�RYHUYLHZ�RI
WKH� DGYDQWDJHV� DQG� GLVDGYDQWDJHV� WKDW� ')0� KDV� FRPSDUHG� WR� WUDGLWLRQDO� VDIHW\
DQDO\VLV�WRROV�

���� %DFNJURXQG

7KH� G\QDPLF� IORZJUDSK�PHWKRGRORJ\� DURVH� IURP� WKH� ORJLF� IORZJUDSK�PHWKRGRORJ\�
ZKLFK� ZDV� GHYHORSHG� LQ� WKH� HDUO\� HLJKWLHV� >��@�� 7KH� ORJLF� IORZJUDSK� PHWKRGRORJ\
�/)0��RULJLQDWHG�DV�D�QHZ�WRRO�WR�EH�XVHIXO�LQ�UHOLDELOLW\�DQG�ULVN�DQDO\VLV�DSSOLFDWLRQV�
,Q� WKH� EHJLQQLQJ�� /)0� ZDV� PDLQO\� XVHG� IRU� DSSOLFDWLRQV� LQ� WKH� QXFOHDU� LQGXVWU\
>��������@��/DWHU��RWKHU�DSSOLFDWLRQ�DUHDV�ZHUH�LQYHVWLJDWHG��L�H���DHURVSDFH�V\VWHPV
>��@�DQG�DHURVSDFH�HPEHGGHG�V\VWHPV�>��@��2YHU�WKH�\HDUV��/)0�KDG�SURYHQ�WR�EH
HIIHFWLYH�� DV� WKH�XQGHUO\LQJ�PHWKRGRORJ\� LQ� SURFHVV� IDLOXUH� GLDJQRVLV�� DQG�GHFLVLRQ
VXSSRUW� V\VWHPV�� 5HVHDUFK� DQG� IXUWKHU� HIIRUWV� IRU� WKH� LPSURYHPHQW� RI� WKH� /)0
FRQFHSW�UHVXOWHG�LQ�D�PRGHOLQJ�DQG�DQDO\VLV�DSSURDFK�HYHQWXDOO\�QDPHG�WKH�G\QDPLF
IORZJUDSK�PHWKRGRORJ\� �')0�� >�����@��7KH�PDMRU� LPSURYHPHQW� WKDW�')0�DGGHG� WR
WKH�/)0�FRQFHSW�ZDV� WKH� FDSDELOLW\� WR�DQDO\]H�� EHVLGHV� ORJLFDO� EHKDYLRU� HOHPHQWV�
DOVR�WLPH�GHSHQGHQW�DVSHFWV�ZLWKLQ�D�V\VWHP�

7KH� ')0� DSSURDFK� LV� YHU\� JHQHUDO� LQ� QDWXUH� DQG� FDQ�PRGHO� WKH� ORJLFDO� DQG
G\QDPLF� EHKDYLRU� RI� FRPSOH[� V\VWHPV�� LQFOXGLQJ� VXFK� HOHPHQWV� DV� KDUGZDUH�
VRIWZDUH� DQG� KXPDQ� DFWLRQV�� ')0� PRGHOV� WKH� UHODWLRQVKLSV� EHWZHHQ� LPSRUWDQW
SURFHVV�SDUDPHWHUV�EHFDXVH�RI�FDXVH�DQG�HIIHFW�DQG�WLPLQJ�IXQFWLRQV�LQKHUHQW�WR�WKH
V\VWHP�� ,I� WKLV� V\VWHP� LV� D� SURJUDPPDEOH� HOHFWURQLF� V\VWHP� �3(6��� L�H��� D� V\VWHP
ZKHUH�PHFKDQLFDO�GHYLFHV�DQG�SK\VLFDO�SDUDPHWHUV�DUH�FRQWUROOHG�DQG�RSHUDWHG�E\
VRIWZDUH�� WKHQ� ERWK� WKH� SK\VLFDO� V\VWHP�� DV� ZHOO� DV� WKH� VRIWZDUH� FRQWUROOLQJ� WKH
V\VWHP� FDQ� EH� WDNHQ� LQWR� DFFRXQW� E\� WKH�')0� V\VWHP�PRGHO�� $V� VXFK�� ')0� LV� D
XVHIXO�PHWKRGRORJ\� FDSDEOH� WR� DQDO\]H� DQG� WHVW� KDUGZDUH� DQG�RU� VRIWZDUH� UHODWHG
V\VWHPV�>��������@�

���� 7KH�')0�PRGHO

$�')0�PRGHO�RI�D�V\VWHP�LV�SUHVHQWHG�DV�D�GLUHFWHG�GLJUDSK�UHSUHVHQWLQJ�WKH�ORJLFDO
DQG� G\QDPLF� EHKDYLRU� RI� WKH� V\VWHP� LQ� WHUPV� RI� LPSRUWDQW� V\VWHP� SDUDPHWHUV
�SK\VLFDO�� VRIWZDUH�� KXPDQ� LQWHUDFWLRQ�� RU� DQ\� RWKHU� SDUDPHWHU��� $� GLJUDSK� PRGHO
H[SOLFLWO\� LGHQWLILHV� WKH� FDXVH�DQG�HIIHFW� DQG� WLPLQJ� UHODWLRQVKLSV� WKDW� H[LVW� EHWZHHQ
NH\�SDUDPHWHUV�DQG�V\VWHP�VWDWHV� WKDW�DUH�VXLWHG� WR�GHVFULEH� WKH�V\VWHP�EHKDYLRU
>��@��7KH�')0�V\VWHP�PRGHO�H[WHQGV�D�QRUPDO�GLJUDSK�PRGHO�EHFDXVH�LW�UHSUHVHQWV
DQ�LQWHJUDWLRQ�RI�WKUHH�QHWZRUNV��L�H���D�³FDXVDOLW\�QHWZRUN´��D�³FRQGLWLRQLQJ�QHWZRUN´�
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DQG� D� ³WLPH�WUDQVLWLRQ� QHWZRUN��� ')0� XVHV� D� VHW� RI� EDVLF� PRGHOLQJ� HOHPHQWV� WR
UHSUHVHQW� WKH� V\VWHP� SDUDPHWHUV� DQG� WKHLU� UHODWLRQVKLSV� LQ� WHUPV� RI� WKHVH� WKUHH
QHWZRUNV��7KH�SRVVLEOH�PRGHOLQJ�HOHPHQWV�DUH��VHH�)LJXUH����

��� 9DULDEOH�DQG�FRQGLWLRQ�QRGHV�

��� &DXVDOLW\�DQG�FRQGLWLRQ�HGJHV��DQG

��� 7UDQVIHU�DQG�WUDQVLWLRQ�ER[HV�DQG�WKHLU�DVVRFLDWHG�GHFLVLRQ�WDEOHV�

%���

7UDQVIHU�%R[�������

&RQGLWLRQ�1RGH�������

$� �� 9DULDEOH�1RGH� ������

&RQGLWLRQLQJ�(GJH�������

&DXVDOL W\�(GJH�������

7UDQVLWLRQ�%R[�������

)LJXUH����')0�0RGHOLQJ�(OHPHQWV

7KH�QRGHV�RI�WKH�')0�V\VWHP�PRGHO�UHSUHVHQW�LPSRUWDQW�V\VWHP�FRPSRQHQWV�
SDUDPHWHUV��RU�YDULDEOHV�DQG�WKHLU�QRUPDO�DQG�DEQRUPDO�IXQFWLRQDO�FRQGLWLRQV��1RGHV
DUH�GLVFUHWL]HG�LQWR�D�ILQLWH�QXPEHU�RI�VWDWHV�WKDW�UHSUHVHQW�WKH�SDUDPHWHU�EHVW��7KLV
GLVFUHWL]DWLRQ� FDQ� UHSUHVHQW� PXFK� PRUH� WKDQ� MXVW� VXFFHVV� RU� IDLOXUH�� RU� RQ�RII
VLWXDWLRQV�� 7KH\� FDQ� UHSUHVHQW�� IRU� H[DPSOH�� D� WHPSHUDWXUH� UDQJH�� RU� SRVVLEOH
UHSUHVHQWDWLYH�YDOXHV�RI�D�VRIWZDUH�YDULDEOH��H�J���DQ� LQWHJHU�RU�D�UHDO�YDULDEOH��7KH
WUDQVIHU� DQG� WUDQVLWLRQ� ER[HV� UHSUHVHQW� WKH� UHODWLRQVKLS� WKDW� H[LVW� EHWZHHQ
SDUDPHWHUV��(DFK�ER[�KDV�DQ�DVVRFLDWHG�GHFLVLRQ�WDEOH�WKDW�LV�XVHG�WR�LQFRUSRUDWH�D
PXOWL�VWDWH� UHSUHVHQWDWLRQ� RI� WKH� FDXVH�DQG�HIIHFW� DQG� WLPLQJ� UHODWLRQVKLSV� WKDW� FDQ
H[LVW� DPRQJ� WKH� FRQQHFWLQJ� SDUDPHWHUV�� 7KH� WZR� GLIIHUHQW� HGJHV� DUH� RQO\� XVHG� WR
YLVXDOO\� UHSUHVHQW� WKH� NLQG� RI� UHODWLRQVKLSV� WKDW� H[LVWV� EHWZHHQ� SDUDPHWHUV�� L�H��� D
FDXVH�DQG�HIIHFW�RU�FRQGLWLRQLQJ�UHODWLRQVKLS�

)RU�H[DPSOH��WKH�QLWUDWRU�VHFWLRQ��DV�GHVFULEHG�LQ�VHFWLRQ������FRQVLVWV�RI�D�GUDLQ
YDOYH�WKDW�LV�RSHUDWHG�E\�K\GUDXOLF�SRZHU��7KH�')0�PRGHO�RI�WKH�GUDLQ�YDOYH�DQG�WKH
K\GUDXOLF�VXSSO\� LV�SUHVHQWHG� LQ�)LJXUH����7KLV�VPDOO�')0�PRGHO�FRQVLVWV�RI�VHYHQ
YDULDEOH� QRGHV� �'2��� 69��� +3��� '2��� +3��� +3��� DQG� 3'9��� WKUHH� FRQGLWLRQLQJ
QRGHV� �&9���&9���DQG�&'9���DQG� IRXU� WUDQVLWLRQ�ER[HV� �7���7KH�H[SODQDWLRQ�RI� WKH
GLIIHUHQW�QRGHV�LV�JLYHQ�LQ�7DEOH����7KH�GLVFUHWL]DWLRQ�RI�WKH�GLIIHUHQW�QRGHV�LV�JLYHQ�LQ
7DEOH� �� WKURXJK� 7DEOH� ���� 7KH� ')0� PRGHO� LV� FUHDWHG�� VWDUWLQJ� ZLWK� WKH� DFWXDO
SK\VLFDO� SRVLWLRQ� RI� WKH� GUDLQ� YDOYH� �3'9���ZKLFK� FDQ� EH� RSHQ� RU� FORVH�� )URP� WKLV
VWDUWLQJ� SRLQW�� WKH� TXHVWLRQ� LV� WKHQ� DVNHG� ZKDW� VLWXDWLRQV� OHDG� WR� WKH� SRVVLEOH
SRVLWLRQV�RI�WKH�GUDLQ�YDOYH��,Q�WKLV�FDVH��WKH�SRVLWLRQ�RI�WKH�GUDLQ�YDOYH�LV�GHWHUPLQHG
E\� WKH�DFWXDO�FRQGLWLRQ�RI� WKH�GUDLQ�YDOYH�DQG� WKH�DYDLODELOLW\�RI�K\GUDXOLF�SUHVVXUH�
7KH�PRGHO� LV�ZRUNHG� RXW� IXUWKHU� IRU� HDFK� SURFHVV� YDULDEOH� WDNLQJ� LQWR� DFFRXQW� WKH
GHVLUHG�OHYHO�RI�GHWDLO��7KH�PRGHO�LV�GHYHORSHG�WR�D�SRLQW�ZKHUH�QR�IXUWKHU�LQIRUPDWLRQ
LV�QHHGHG�RU�IXUWKHU�LQIRUPDWLRQ�LV�QRW�DYDLODEOH�
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+3��

'2��
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7� +3�� 3'9�7�
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/82��
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<HV�
1R�

&ORVHG�
2SHQ�

<HV�
1R�

&ORVHG�
2SHQ�

&ORVHG�
2SHQ�

<HV�
1R�

)DLO�&ORVHG�
1RUPDO �
)DLO�2SHQ�

'UDLQ�ZLW K�VLJQDOV�
9HUVLRQ� �����

)DLO�&ORVHG�
1RUPDO �
)DLO�2SHQ�

)DLO�&ORVHG�
1RUPDO �
)DLO�2SHQ�

&ORVHG�
2SHQ�

&ORVHG�

)LJXUH����')0�PRGHO�GUDLQ�YDOYH

7DEOH����2YHUYLHZ�QRGHV

3DUDPHWHU 'HVFULSWLRQ 7\SH

'2� 'LJLWDO�2XWSXW�� 9DULDEOH�QRGH

'2� 'LJLWDO�2XWSXW�� 9DULDEOH�QRGH

69� 6LJQDO�9DOYH�� 9DULDEOH�QRGH

+3� +\GUDXOLF�SUHVVXUH�SRVLWLRQ�� 9DULDEOH�QRGH

+3� +\GUDXOLF�SUHVVXUH�SRVLWLRQ�� 9DULDEOH�QRGH

+3� +\GUDXOLF�SUHVVXUH�SRVLWLRQ�� 9DULDEOH�QRGH

3'9 3RVLWLRQ�'UDLQ�9DOYH 9DULDEOH�QRGH

&9� &RQGLWLRQ�YDOYH�� &RQGLWLRQ�QRGH

&9� &RQGLWLRQ�YDOYH�� &RQGLWLRQ�QRGH

&'9 &RQGLWLRQ�'UDLQ�9DOYH &RQGLWLRQ�QRGH

7DEOH����'LVFUHWL]DWLRQ�RI�'2�

6WDWHV 'HVFULSWLRQ

2SHQ 2SHQ�YDOYH

&ORVH &ORVH�YDOYH

7DEOH����'LVFUHWL]DWLRQ�RI�'2�

6WDWHV 'HVFULSWLRQ

2SHQ 2SHQ�YDOYH

&ORVH &ORVH�YDOYH
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7DEOH����'LVFUHWL]DWLRQ�RI�&'9

6WDWHV 'HVFULSWLRQ

� 'UDLQ�YDOYH�VWXFN�FORVHG

� 'UDLQ�YDOYH�RSHUDWHV�QRUPDOO\

� 'UDLQ�YDOYH�VWXFN�RSHQ

7DEOH����'LVFUHWL]DWLRQ�RI�&9��DQG�&9�

6WDWHV 'HVFULSWLRQ

� 9DOYH�VWXFN�FORVHG

� 9DOYH�RSHUDWHV�QRUPDOO\

� 9DOYH�VWXFN�RSHQ

7DEOH�����'LVFUHWL]DWLRQ�RI�+3���+3���DQG�+3�

6WDWHV 'HVFULSWLRQ

<HV +\GUDXOLF�SUHVVXUH�DYDLODEOH��

1R +\GUDXOLF�SUHVVXUH�QRW�DYDLODEOH��

7DEOH�����'LVFUHWL]DWLRQ�RI�3'9

6WDWHV 'HVFULSWLRQ

&ORVHG 'UDLQ�YDOYH�FORVHG

2SHQ 'UDLQ�YDOYH�RSHQ

7DEOH�����'LVFUHWL]DWLRQ�RI�69�

6WDWHV 'HVFULSWLRQ

&ORVHG 6LJQDO�YDOYH���LV�FORVHG

2SHQ 6LJQDO�YDOYH���LV�RSHQ

7KH�WUDQVIHU�DQG�WUDQVLWLRQ�ER[HV�UHSUHVHQW�WKH�UHODWLRQVKLS�WKDW�H[LVWV�EHWZHHQ
WKH�GLIIHUHQW�SDUDPHWHUV��(DFK�ER[�KDV�DQ�DVVRFLDWHG�GHFLVLRQ�WDEOH�WKDW� LV�XVHG�WR
LQFRUSRUDWH� D� PXOWL�VWDWH� UHSUHVHQWDWLRQ� RI� WKH� FDXVH�DQG�HIIHFW� DQG� WLPLQJ
UHODWLRQVKLSV� WKDW�FDQ�H[LVWV�DPRQJ� WKH�FRQQHFWLQJ�SDUDPHWHUV��7KH�')0�PRGHO� LQ
)LJXUH� �� KDV� IRXU� WUDQVLWLRQ� ER[HV�� 7KH� DFWXDO� SRVLWLRQ� RI� WKH� GUDLQ� YDOYH�� RSHQ� RU
FORVH�� GHSHQGV� RQ� WKH� FRQGLWLRQ� RI� WKH� GUDLQ� YDOYH� �L�H��� IDLOHG� RU� QRW� IDLOHG�� DQG
ZKHWKHU� WKHUH� LV� K\GUDXOLF� SUHVVXUH� RU� QRW�� 7KH� GHFLVLRQ� WDEOH� WKDW� UHSUHVHQWV� WKLV
UHODWLRQVKLS�LV�SUHVHQWHG�LQ�7DEOH�����7KH�GUDLQ�YDOYH�LV�FORVHG��LI�WKH�FRQGLWLRQ�RI�WKH
GUDLQ� YDOYH� LV� QRUPDO� DQG� LI� K\GUDXOLF� SUHVVXUH� LV� DYDLODEOH�� RU� LI� WKH� GUDLQ� YDOYH� LV
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IDLOHG�FORVHG��L�H���WKH�FRQGLWLRQ�RI�WKH�GUDLQ�YDOYH�LV�VWXFN�FORVHG���7KH�GUDLQ�YDOYH�LV
RSHQ�� LI� WKH�FRQGLWLRQ�RI� WKH�YDOYH� LV�QRUPDO�DQG�WKHUH� LV�QR�K\GUDXOLF�SUHVVXUH�RU� LI
WKH�GUDLQ�YDOYH�LV�IDLOHG�RSHQ�

:KHWKHU� K\GUDXOLF� SUHVVXUH� H[LVWV� WR� FORVH� WKH� GUDLQ� YDOYH� GHSHQGV� RQ� WKH
FRQGLWLRQ�DQG�SRVLWLRQ�RI�YDOYH���DQG����DQG�ZKHWKHU�K\GUDXOLF�SUHVVXUH�EHIRUH�WKHVH
YDOYHV� H[LVWV�� 7KLV� UHODWLRQVKLS� LV� FDSWXUHG� LQ� 7DEOH� ��� DQG� 7DEOH� ���� +\GUDXOLF
SUHVVXUH� WR� FORVH� WKH� GUDLQ� YDOYH� RQO\� H[LVWV� ZKHQ� K\GUDXOLF� SUHVVXUH� LV� DYDLODEOH
EHIRUH�YDOYH����WKH�FRQGLWLRQ�RI�YDOYH���LV�QRUPDO�DQG�WKH�SRVLWLRQ�RI�YDOYH���LV�RSHQ�
7KH�VDPH�UHODWLRQVKLS�H[LVWV�EHWZHHQ�WKH�K\GUDXOLF�SUHVVXUH�EHIRUH�DQG�DIWHU�YDOYH
���:KHQ�YDOYH���DQG���RSHUDWH�QRUPDO��LW�LV�SRVVLEOH�WR�RSHQ�DQG�FORVH�WKHP�ZLWK�D
VLJQDO� IURP� WKH� %3&6� �69�� DQG� 69���� 7KH� RSHUDWLRQ� RI� YDOYH� �� DQG� �� LV� WKXV
FRQWUROOHG� E\� VRIWZDUH�� 7KH� DSSOLFDWLRQ� VRIWZDUH� RI� WKH� %3&6� LV� QRW� IXUWKHU
FRQVLGHUHG�LQ�WKLV�WKHVLV��,I�LW�ZRXOG�EH�FRQVLGHUHG�LW�ZRXOG�EH�SRVVLEOH�WR�H[WHQG�WKH
')0�PRGHO�ZLWK� WKH� UHODWLRQVKLS� EHWZHHQ� WKH� KDUGZDUH� DQG� WKH�%3&6�DSSOLFDWLRQ
VRIWZDUH�� :KHQ� WKH� 6,6� LV� PRGHOHG� LW� ZLOO� EH� GHPRQVWUDWH� KRZ� KDUGZDUH� DQG
VRIWZDUH�VWUXFWXUHV�DUH�PRGHOHG�

7DEOH�����7UDQVLWLRQ�WDEOH��+3���&'9��3'9�

,QSXW 2XWSXW

+3� &'9 3'9

<HV 1RUPDO &ORVH

1R 1RUPDO 2SHQ

� &ORVH &ORVH

� 2SHQ 2SHQ

7DEOH�����7UDQVLWLRQ�WDEOH��+3���69���&9���+3��

,QSXW 2XWSXW

+3� 69� &9� +3�

� &ORVH 1RUPDO 1R

<HV 2SHQ 1RUPDO <HV

<HV � 2SHQ <HV

1R � � 1R

� � &ORVH 1R
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7DEOH�����7UDQVLWLRQ�WDEOH��'2���+3���&9���+3��

,QSXW 2XWSXW

'2� +3� &9� +3�

&ORVH � 1RUPDO 1R

2SHQ <HV 1RUPDO <HV

� <HV 2SHQ <HV

� � &ORVH 1R

1R � 1R

7R�GHPRQVWUDWH�WKH�XVH�RI�D�WLPH�WUDQVLWLRQ�ER[�DQ�DGGLWLRQDO�')0�PRGHO�RI�D
GURZQLQJ� WDQN� LV�SUHVHQWHG� �VHH�)LJXUH������ ,W� LV� QHFHVVDU\� WR�PRGHO� WKH�GURZQLQJ
WDQN�ZLWK�D�WLPH�WUDQVLWLRQ�ER[�DV�LW�WDNHV�D�FHUWDLQ�WLPH�WR�ILOO�WKH�WDQN�ZLWK�ZDWHU��7KLV
WLPH�GHSHQGV�RQ�IDFWRUV�OLNH�

�� 7KH�LQ�IORZ�UDWH�RI�ZDWHU�

�� 7KH�RXWIORZ�UDWH�RI�ZDWHU�

�� 7KH�YROXPH�RI�WKH�ZDWHU�WDQN�

�� 7KH�FRQGLWLRQ��L�H���LV�WKHUH�OHDNDJH�RU�QRW��RI�WKH�WDQN�

,Q�WKLV�FDVH��D�VLPSOLILHG�PRGHO�LV�XVHG�ZKHUH�WKH�OHYHO�RI�WKH�WDQN�GHSHQGV�RQ
WKH�LQIORZ�UDWH�DQG�WKH�FXUUHQW�OHYHO�RI�ZDWHU�LQ�WKH�WDQN��7KH�OHYHO�RI�WKH�ZDWHU�WDQN�LV
GLVFUHWL]HG� LQWR� WKUHH� OHYHOV�� L�H��� ORZ�� QRUPDO�� KLJK�� 7KH�PRGHOHU� KDV� WR� GHWHUPLQH
KRZ�PXFK�WLPH�LW�WDNHV�WR�JR�IURP�RQH�OHYHO�WR�WKH�QH[W�OHYHO�LQ�WKH�WDQN��7KLV�WLPH�LV
UHIHUUHG�WR�DV�WKH�WLPH�VWHS��,I�PRUH�WKHQ�RQH�WLPH�WUDQVLWLRQ�ER[�LV�XVHG�WKH�WLPH�VWHS
LV�WKH�VPDOOHVW� WLPH�FRQVWDQW� LQ�WKH�V\VWHP��7KH�OHYHO�RI�ZDWHU� LQ�WKH�GURZQLQJ�WDQN
GHSHQGV�RQ�ZKHWKHU�ZDWHU�LV�JRLQJ�LQWR�WKH�GURZQLQJ�WDQN�DQG�ZKDW�WKH�OHYHO�RI�ZDWHU
ZDV�LQ�WKH�SUHYLRXV�WLPH�VWHS��)XUWKHU�H[SODQDWLRQ�RQ�WLPH�PDQDJHPHQW�ZLWK�')0�LV
JLYHQ�LQ�VHFWLRQ�������

7KH� GLIIHUHQW� SDUDPHWHUV� LQYROYHG� LQ� )LJXUH� ��� DUH� OLVWHG� LQ� 7DEOH� ���� 7KH
GLVFUHWL]DWLRQ� RI� WKH� SDUDPHWHUV� LV� SUHVHQWHG� LQ� 7DEOH� ��� WKURXJK� 7DEOH� ���� 7KH
GHFLVLRQ� WDEOH� DVVRFLDWHG� ZLWK� WUDQVLWLRQ� ER[� 7�� DQG� WLPH� WUDQVLWLRQ� ER[� 7�� LV
SUHVHQWHG�UHVSHFWLYHO\�LQ�7DEOH����DQG�7DEOH�����,Q�WKLV�ZD\��LW�LV�SRVVLEOH�WR�PRGHO
DQ\�UHODWLRQVKLS�WKDW�H[LVWV�EHWZHHQ�SDUDPHWHUV�RI�LQWHUHVW�
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:�

�� ,:�

&9�

/:�

'2���

<HV�
1R�

1RUPDO�
6WXFN�RSHQ�
6WXFN�FORVHG�

:DWHU�WR�WDQN�
1R�ZDWHU�WR�WDQN�

2SHQ�:9�
&ORVH�:9�

(PSW\�
/RZ�
0HGLXP�
+LJK�
)XOO�7��

7��

)LJXUH�����')0�PRGHO�ZDWHU�WDQN�H[DPSOH

7DEOH�����3DUDPHWHUV�')0�PRGHO

3DUDPHWHU 'HVFULSWLRQ

&9 &RQGLWLRQ�ZDWHU�VXSSO\�YDOYH

,: ,QWHUPHGLDWH�ZDWHU

/: /HYHO�ZDWHU

: :DWHU

'2�� 'LJLWDO�2XWSXW�6LJQDO���

7DEOH�����'LVFUHWL]DWLRQ�RI�&9

6WDWHV 'HVFULSWLRQ

2SHQ :DWHU�VXSSO\�YDOYH�IDLOHG�RSHQ

1RUPDO :DWHU�VXSSO\�YDOYH�RSHUDWHV�QRUPDOO\

&ORVHG :DWHU�VXSSO\�YDOYH�IDLOHG�FORVHG

7DEOH�����'LVFUHWL]DWLRQ�RI�,:

6WDWHV 'HVFULSWLRQ

1R 1R�ZDWHU�IORZ�WR�WDQN

<HV :DWHU�IORZ�WR�WDQN
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7DEOH�����'LVFUHWL]DWLRQ�RI�/:

6WDWHV 'HVFULSWLRQ

/RZ /HYHO�GURZQLQJ�WDQN�ORZ

1RUPDO /HYHO�GURZQLQJ�WDQN�QRUPDOO\

+LJK /HYHO�GURZQLQJ�WDQN�KLJK

7DEOH�����'LVFUHWL]DWLRQ�RI�:

6WDWHV 'HVFULSWLRQ

1R 1R�ZDWHU�DYDLODEOH

<HV :DWHU�DYDLODEOH

7DEOH�����7UDQVLWLRQ�WDEOH��'2����:��&:9��,:�

,QSXW 2XWSXW

'2�� : &:9 ,:

2SHQ <HV 1RUPDO <HV

&ORVHG <HV 1RUPDO 1R

� 1R � 1R

� � &ORVHG 1R

� <HV 2SHQ <HV

7DEOH�����7LPH�WUDQVLWLRQ�WDEOH��,:��/:��/:�

,QSXW 2XWSXW

,: /: /:

<HV /RZ 1RUPDO

<HV 1RUPDO +LJK

<HV +LJK +LJK

1R /RZ /RZ

1R 1RUPDO 1RUPDO

1R +LJK +LJK

,W� GRHVQ¶W� PDWWHU� ZKHWKHU� WKH� ')0� PRGHO� SDUDPHWHUV� UHSUHVHQW� SURFHVV
YDULDEOHV��KDUGZDUH�FRQGLWLRQV��VLJQDOV�RU�KXPDQ�DFWLRQ�RU� LQWHUIHUHQFH��$V� ORQJ�DV
WKH�DQDO\VW�LV�FDSDEOH�RI�FDSWXULQJ�WKH�UHODWLRQVKLS�LQ�D�GHFLVLRQ�WDEOH��LW�LV�SRVVLEOH�WR
PRGHO� WKLV� UHODWLRQVKLS�ZLWK�')0��)RU� UHOLDELOLW\� DQG� VDIHW\� DQDO\VLV��')0�PHDQW� D
PDMRU� VWHS� IRUZDUG� EHFDXVH� LW� ZDV� SRVVLEOH� WR� DQDO\]H� LQ� RQH� PRGHO� KDUGZDUH�
VRIWZDUH�� HQYLURQPHQWDO�� DQG� KXPDQ� LQWHUDFWLRQ�� $OWKRXJK� LQ� WKLV� H[DPSOH� WKH
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DSSOLFDWLRQ� VRIWZDUH� RI� WKH�%3&6� LV� QRW� IXUWKHU�PRGHOHG�� WKH� LQIOXHQFH� RI� VRIWZDUH
VWDWHV��WKH� LQSXW�DQG�RXWSXW�VLJQDOV��RQ�WKH�EHKDYLRU�RI� WKH�EDWFK�SURFHVV� LV�FOHDUO\
SUHVHQW��7KH�DFFXUDF\�RU�TXDOLW\��LQ�FDVH�RI�FRPSOH[�SK\VLFDO�UHODWLRQVKLSV��GHSHQGV
RQ�WKH�OHYHO�RI�GLVFUHWL]DWLRQ�RI�WKH�YDOXHV�RI�WKH�V\VWHP�SDUDPHWHUV��7KH�PRUH�GHWDLO
LV� SXW� LQWR� WKH� GLVFUHWL]DWLRQ� RI� WKH� SDUDPHWHUV� WKH� PRUH� GHWDLO� FDQ� EH� SXW� LQ� WKH
GHFLVLRQ�WDEOHV��2Q�WKH�RWKHU�KDQG�WKH�PRUH�FRPSOH[�WKH�PRGHO�LV�PDGH�LQ�WHUPV�RI
GHWDLO� WKH� HDVLHU� LW� LV� IRU� D�PRGHOHU� WR�PDNH�PLVWDNHV�� 'HYHORSLQJ� D� YHU\� GHWDLOHG
')0�PRGHO�UHTXLUHV�JRRG�YHULILFDWLRQ�DQG�YDOLGDWLRQ�SURFHGXUHV�

���� 0RGHOLQJ�DQG�DQDO\VHV

2QFH�WKH�')0�PRGHO�LV�DYDLODEOH�LW�LV�SRVVLEOH�WR�DQDO\]H�WKH�PRGHO��7KH�')0�PRGHO
LV�FUHDWHG�LQGHSHQGHQWO\�RI�WKH�DQDO\VHV�RI�LQWHUHVW��7KLV�PHDQV�WKDW�WKH�PRGHO�LV�D
YHU\�FRPSUHKHQVLYH�PRGHO��:LWK�D�')0�PRGHO�LW�LV�SRVVLEOH�WR�FDUU\�RXW�D�PXOWLWXGH
RI� DQDO\VHV� RI� LQWHUHVW�� 7KH� ')0� PRGHO� FRQWDLQV� HYHU\� V\VWHP� IHDWXUH� WKDW
GHWHUPLQHV� WKH� SRVVLEOH� GHVLUDEOH� DQG� XQGHVLUDEOH� EHKDYLRU� RI� WKH� V\VWHP�� 7KLV� LV
RQH� RI� WKH� NH\� IHDWXUHV� WKDW� GLVWLQJXLVK� ')0� IURP� RWKHU� DQDO\VLV� PHWKRGV�� ZKLFK
XVXDOO\�DUH�RQO\�IRFXVHG�RQ�PRGHOLQJ�XQGHVLUDEOH�EHKDYLRU�

,Q� WKH�DQDO\VLV�SKDVH� WZR�GLIIHUHQW�DSSURDFKHV�FDQ�EH�XWLOL]HG�� L�H��� GHGXFWLYH
DQDO\VLV� DQG� LQGXFWLYH� DQDO\VLV�� (YHQW� VHTXHQFHV� FDQ� EH� WUDFHG� EDFNZDUG� IURP
HIIHFWV� WR� FDXVHV�� RU� IRUZDUG� IURP� FDXVHV� WR� HIIHFWV�� 7KH� ')0� DQDO\VLV� HQJLQH
FRQWDLQV� VRSKLVWLFDWHG� VRIWZDUH� DOJRULWKPV� WKDW� KDYH� EHHQ� GHYHORSHG� WR� VXSSRUW
DXWRPDWHG� GHGXFWLYH� DQG� LQGXFWLYH� DQDO\VLV�� %HLQJ� DEOH� WR� FRPELQH� LQGXFWLYH� DQG
GHGXFWLYH�DQDO\VLV� LQ�RQH�PHWKRGRORJ\�PDNHV�')0�D�YHU\�SRZHUIXO� WRRO� WR�DQDO\]H
V\VWHPV� ZLWKLQ� WKH� FRQWH[W� RI� GHVLJQ� YHULILFDWLRQ�� IDLOXUH� DQDO\VLV� DQG�RU� DXWRPDWLF
WHVW�VHTXHQFH�DQG�YHFWRU�JHQHUDWLRQ�

������ 'HGXFWLYH�DQDO\VLV

$� GHGXFWLYH� DQDO\VLV� RI� D� ')0� V\VWHP� PRGHO� VWDUWV� ZLWK� WKH� LGHQWLILFDWLRQ� RI� D
SDUWLFXODU� V\VWHP� FRQGLWLRQ� RI� LQWHUHVW�� GHSHQGLQJ� RQ� WKH� REMHFWLYH� RI� WKH� DQDO\VLV�
7KLV�V\VWHP�FRQGLWLRQ��RU�WRS�HYHQW��FDQ�FRQWDLQ�V\VWHP�VWDWHV�WKDW�UHSUHVHQW�IDLOXUH�
VXFFHVV�RU� D� FRPELQDWLRQ�RI� ERWK�� 7KH�REMHFWLYH� RI�')0¶V� GHGXFWLYH� DQDO\VLV� LV� WR
ILQG�WKH�URRW�FDXVHV�RI�WKH�WRS�HYHQW�RI�LQWHUHVW��MXVW�DV�WUDGLWLRQDO�)DXOW�7UHH�$QDO\VLV
LGHQWLILHV� WKH� EDVLF� HYHQWV� FDXVLQJ� WKH� SUHGHILQHG� WRS� HYHQW�� $� ')0� WRS� HYHQW� LV
H[SUHVVHG�LQ�WHUPV�RI�WKH�VWDWH�V��RI�RQH�RU�PRUH�SURFHVV�YDULDEOH�QRGHV��7R�ILQG�WKH
URRW� FDXVHV� RI� WKH� WRS� HYHQW� WKH� PRGHO� LV� DQDO\]HG� E\� EDFNWUDFNLQJ� WKURXJK� WKH
QHWZRUN� RI� QRGHV�� HGJHV�� WUDQVIHU� DQG� WUDQVLWLRQ� ER[HV� RI� WKH�')0�V\VWHP�PRGHO�
XVLQJ� D� VSHFLDOO\� GHYHORSHG� DQDO\WLFDO� VRIWZDUH� DOJRULWKP�� 7KLV� DXWRPDWHG
EDFNWUDFNLQJ� DOJRULWKP� FRQWDLQV� WKH� SURFHGXUH� WR� ZRUN� EDFNZDUG� LQ� D� FDXVH�DQG�
HIIHFW� IORZ� WR� LGHQWLI\� WKH� SDWKV� DQG� FRQGLWLRQV� E\� ZKLFK� WKH� WRS� HYHQW� PD\� EH
RULJLQDWHG�� %HFDXVH� RI� WKLV� EDFNWUDFNLQJ� DOJRULWKP�� WKH� DQDO\VLV� LGHQWLILHV�ZKDW� WKH
FDXVHV�RU�FRQGLWLRQV�DUH�DW�WKH�URRW�RI�WKH�WRS�HYHQW��7KHVH�FDXVHV�DUH�H[SUHVVHG�LQ
WHUPV�RI�FRPELQDWLRQV�RI�SURFHVV�YDULDEOH�DQG�FRQGLWLRQ�VWDWHV�DQG�DUH�VLPLODU�WR�FXW
VHWV�LQ�IDXOW�WUHH�DQDO\VLV�

,Q�WKLV�WKHVLV�WKH�PDLQ�IRFXV�LV�RQ�GHGXFWLYH�DQDO\VLV��:KHQ�GHGXFWLYH�DQDO\VLV
LV�XVHG��')0�JHQHUDWHV�VR�FDOOHG�SULPH�LPSOLFDQWV�>��@��$�SULPH�LPSOLFDQW�FRQVLVWV�RI
D�VHW�RI�YDULDEOHV�RI�LQWHUHVW�WKDW�DUH�LQ�D�FHUWDLQ�VWDWH�DW�D�FHUWDLQ�WLPH�WKDW�FDXVHV�D
SUHGHWHUPLQHG�V\VWHP�VWDWH��3ULPH�LPSOLFDQWV�DUH�VLPLODU�WR�PLQLPDO�FXW�VHWV�NQRZQ
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IURP�IDXOW�WUHH�DQDO\VLV��7KH\�GLIIHU�LQ�WKH�VHQVH�WKDW�WKH\�FDQ�FRQWDLQ�QRUPDO�RU�QRQ�
IDLOHG�VWDWHV�� IDLOHG�VWDWHV��RU�DQ\�RWKHU�VWDWH�RI� LQWHUHVW��(DFK�YDULDEOH�VWDWH� LV�DOVR
DVVRFLDWHG�ZLWK�D�WLPH��VWDWLQJ�ZKHQ�WKLV�SULPH�LPSOLFDQW�YDULDEOH�QHHGV�WR�EH�LQ�WKLV
VWDWH��(DFK�YDULDEOH�ZLWK�LWV�SURSHUWLHV�LV�FDOOHG�D�OLWHUDO��7KH�IROORZLQJ�LV�DQ�H[DPSOH
RI�D�SULPH�LPSOLFDQW�

3ULPH�,PSOLFDQW��;<=
$W�WLPH�������&1)� �+LJK�����6WXFN�KLJK���������$1'��/LWHUDO�
$W�WLPH��������%:� �:LGH�����:LGH���������������$1'��/LWHUDO�
$W�WLPH�������&$0� �1RUPDO���2SHUDWHV�QRUPDOO\��$1'��/LWHUDO�
$W�WLPH������3(71� �����������������������������$1'��/LWHUDO�
$W�WLPH��������77� �/RZ�ORZ��/RZ�ORZ������������$1'��/LWHUDO�
$W�WLPH�������&$0� �1RUPDO���2SHUDWHV�QRUPDOO\��$1'��/LWHUDO�
$W�WLPH������3(71� �����������������������������$1'��/LWHUDO�
$W�WLPH�±������0�� �2SHQ�����0DQXDO�2SHQ�9������$1'��/LWHUDO�
$W�WLPH�������'2�� �2II������1R�VSHHG�����������$1'��/LWHUDO�
$W�WLPH�������'2�� �2II������6SHHG�RII����������$1'��/LWHUDO�
$W�WLPH�������&$0� �1RUPDO���2SHUDWHV�QRUPDOO\�������/LWHUDO�

7KHUH�DUH�WKUHH�SURSHUWLHV�RI�LQWHUHVW�IRU�HDFK�OLWHUDO��L�H���WKH�WLPH�VWHS�³��´��WKH
YDULDEOH� QDPH� ³&1)´�� WKH� VWDWH� RI� WKH� YDULDEOH� ³+LJK´� �PHDQLQJ� ³6WXFN�+LJK´��� 7KH
³$1'´�DW�WKH�HQG�RI�WKH�OLQH�UHSUHVHQWV�WKH�%RROHDQ�UHODWLRQVKLS�WKDW�H[LVWV�EHWZHHQ
WKH�OLWHUDOV��(DFK�OLWHUDO�QHHGV�WR�EH�WUXH�LQ�RUGHU�IRU�WKH�SULPH�LPSOLFDQW�WR�EH�WUXH�DQG
WKXV� IRU� WKH� WRS�HYHQW� WR� KDSSHQ��7KH�QXPEHU�RI� SULPH� LPSOLFDQWV� GHSHQGV�RQ� WKH
FRPSOH[LW\��VL]H��DQG�UHTXLUHG�OHYHO�RI�GHWDLO�RI�WKH�V\VWHP�WR�EH�PRGHOHG��%HFDXVH�RI
WKH�WLPH�GHSHQGHQF\��WKH�QXPEHU�RI� OLWHUDOV�LV�DOVR�VWURQJO\�FRUUHODWHG�ZLWK�WKH�WRWDO
DQDO\VLV�WLPH�

$V�LW�FDQ�EH�VHHQ�IURP�WKLV�H[DPSOH��D�SULPH�LPSOLFDQW�FDQ�FRQWDLQ�D�ZHDOWK�RI
LQIRUPDWLRQ��3ULPH�LPSOLFDQW��;<=�LV�D�PL[WXUH�RI�VRIWZDUH�VLJQDOV��KDUGZDUH�VWDWHV
DQG�SURFHVV�SDUDPHWHUV��7KLV�PDNHV�LW�PXFK�PRUH�YDOXDEOH�WKHQ�WKH�UHVXOWV�IURP�DQ\
RWKHU�H[LVWLQJ�UHOLDELOLW\�RU�VDIHW\�PHWKRGRORJLHV�OLNH��H�J���)0($�RU�)7$��7KH�SULPH
LPSOLFDQWV� DUH� D� YHU\� XVHIXO� UHVRXUFH� IRU� ULVN� PDQDJHPHQW� DQG� WKH\� VKRXOG� EH
H[SORUHG� IRU� WKDW� SXUSRVH�� 7KH� SULPH� LPSOLFDQWV� IRUP� WKH� EDVLV� RI� WKH� ULVN
PDQDJHPHQW� WRRO� SURSRVHG� LQ� WKH� WKHVLV�� /DWHU� LQ� WKLV� WKHVLV� LPSRUWDQFH�PHDVXUHV
DUH�LQWURGXFHG�WKDW�FDQ�EH�XVHG�WR�DXWRPDWH�WKH�DQDO\VLV�RI�WKH�SULPH�LPSOLFDQWV�IRU
WKH� SXUSRVH� RI� ULVN� PDQDJHPHQW�� DV� WKH� QXPEHU� RI� SULPH� LPSOLFDQWV� FDQ� EH
HQRUPRXV�

������ ,QGXFWLYH�DQDO\VLV

,QGXFWLYH�DQDO\VLV� IROORZV�D�ERWWRP�XS�DSSURDFK�E\� LQWURGXFLQJ�D�VHW�RI�FRPSRQHQW
VWDWHV�DQG�DQDO\]HV�KRZ�WKLV�SDUWLFXODU�VHW�RI�LQWHUHVW�SURSDJDWHV�WKURXJK�WKH�V\VWHP
DQG� ZKDW� WKH� HIIHFW� ZLOO� EH� RQ� D� V\VWHP� VWDWH� OHYHO� RI� LQWHUHVW�� ,QGXFWLYH� DQDO\VLV
IROORZV�WKH�SULQFLSOHV�RI�IDXOW�LQMHFWLRQ�DQG�LV�XVHIXO�WR�H[DPLQH�WKH�FRQVHTXHQFHV�RI
KD]DUGV� RQ� V\VWHP� OHYHO�� 2QFH� DQ� LQLWLDO� VHW� RI� FRQGLWLRQV� LV� GHILQHG�� LQGXFWLYH
DQDO\VLV� LV�XVHG� WR� WUDFH� IRUZDUG� LQ� WKH�V\VWHP� WKH�HYHQWV� WKDW�FDQ�RFFXU� IURP� WKLV
VWDUWLQJ� FRQGLWLRQ��7KH� LQLWLDO� FRQGLWLRQV�DQG�ERXQGDU\� FRQGLWLRQV� FDQ�EH�GHILQHG� WR
UHSUHVHQW� GHVLUHG� DQG� XQGHVLUHG� VWDWHV�� 6WDUWLQJ� IURP� D� FRPELQDWLRQ� RI� GHVLUHG
VWDWHV�� DQ� LQGXFWLYH� DQDO\VLV� FDQ� EH� XVHG� WR� YHULI\� ZKHWKHU� WKH� V\VWHP� PHHWV� LWV
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GHVLJQ�UHTXLUHPHQWV��6WDUWLQJ�ZLWK�XQGHVLUHG�VWDWHV�� LQGXFWLYH�DQDO\VLV�FDQ�EH�XVHG
WR�YHULI\�WKH�VDIHW\�EHKDYLRU�RI�WKH�V\VWHP��7R�GHPRQVWUDWH�WKH�XVHIXOQHVV�RI�')0�DV
D�OLIHF\FOH�PDQDJHPHQW�WRRO��LQGXFWLYH�DQDO\VLV�ZLOO�EH�XVHG�IRU�GHVLJQ�YHULILFDWLRQ�

������ &RQVLVWHQF\�UXOHV

7KH� ')0� VRIWZDUH� WRRO� KDV� WKH� FDSDELOLW\� WR� PRGHO� RU� DSSO\� G\QDPLF� FRQVLVWHQF\
UXOHV�� &RQVLVWHQF\� UXOHV� DUH� YHU\� XVHIXO� WR�PRGHO� VSHFLILF� VLWXDWLRQV� RI� LQWHUHVW� DV
WKH\�FDQ�PRGHO�D�VLWXDWLRQ�RU�FRQGLWLRQ�PRUH�DFFXUDWHO\��7KH\�DUH�GHILQHG�LQ�WHUPV�RI
DOORZDEOH�YDULDWLRQV�RI�SDUDPHWHU�YDOXHV�DFURVV�GLIIHUHQW� WLPH�VWHSV��7KHUH�DUH� WZR
W\SHV�RI�UXOHV�

��� 7KH� VWDWH� RI� D� SDUDPHWHU� FDQQRW� FKDQJH� LQ� D� FHUWDLQ� GLUHFWLRQ
EHWZHHQ�WZR�WLPH�VWHSV�

��� $�SDUDPHWHU�FDQQRW�FKDQJH�E\�PRUH�WKDQ�D�FHUWDLQ�DPRXQW�RI�VWDWHV
EHWZHHQ�WLPH�VWHSV

5XOHV�RI� WKH� ILUVW� W\SH�FDQ�EH�GHILQHG� IURP� WKH�DQDO\VW¶V�NQRZOHGJH�DERXW� WKH
G\QDPLF�FRQVWUDLQWV�RI�WKH�V\VWHP�RU�IURP�PRGHOLQJ�DVVXPSWLRQV��)RU�H[DPSOH��RQFH
D�YDOYH�KDV� IDLOHG�VWXFN�RSHQ�� LW�VWD\V� LQ� WKH�RSHQ�SRVLWLRQ��$QRWKHU�H[DPSOH� LV� WKH
FRQFHQWUDWLRQ�RI�3(71�LQ�WKH�QLWUDWRU�WDQN��,W�FDQ�RQO\�VWD\�FRQVWDQW�RU�LQFUHDVH�RYHU
WLPH��)RU�FHUWDLQ�SDUDPHWHUV�LW�LV�QRW�SRVVLEOH�WR�FKDQJH�GLUHFWLRQ�

5XOHV�RI�WKH�VHFRQG�W\SH�FRPH�IURP�WKH�UXOHV�RI�WKH�V\VWHP��)RU�LQVWDQFH��UXOHV
RI�WKH�VHFRQG�W\SH�FDQ�VWDWH�WKH�SRVLWLRQ�RI�WKH�YDOYH�FDQQRW�YDU\�E\�PRUH�WKDQ�WZR
VWDWHV�LQ�RQH�WLPH�VWHSV��DV�LW� WDNHV�D�ILQLWH�DPRXQW�RI�WLPH�IRU�WKH�YDOYH�WR�RSHQ�RU
FORVH�� 7KH� FRQVLVWHQF\� UXOH� ZRXOG� OLPLW� WKH� DQDO\VLV� WR� WKH� DPRXQW� RI� VWHSV� WKH
SDUDPHWHUV�FDQ�FKDQJH�ZLWKLQ�D�WLPH�VWHS�

$FWXDOO\�� WKHUH� LV� DQ� DGGLWLRQDO� UXOH� WKDW� QHHGV� WR� EH� WDNHQ� LQWR� DFFRXQW�� 7KH
DQDO\VW� DSSOLHV� WKLV� UXOH� ZKLOH� EXLOGLQJ� WKH� PRGHO�� 7KLV� UXOH� GLFWDWHV� WKDW� VHYHUDO
SDUDPHWHUV�PXVW� YDU\� LQ� D� VSHFLILF�ZD\�EHWZHHQ� WLPH� VWHSV�� )RU� H[DPSOH�� D� YDOYH
DQG�LWV�IORZ�UDWH�PXVW�YDU\�LQ�D�SURSRUWLRQDO�PDQQHU��DV�UHTXLUHG�E\�SK\VLFDO�ODZ��,W�LV
QRW�VSHFLILHG�DV�DQ�DGGLWLRQDO�FRQVLVWHQF\�UXOH�DV�LW�QHHGV�WR�EH�WDNHQ�LQWR�DFFRXQW�E\
WKH�GHFLVLRQ�WDEOH�DVVRFLDWHG�ZLWK�WKH�WLPH�WUDQVLWLRQ�ER[�

������ 7LPH�PDQDJHPHQW

7KH�FDSDELOLW\�RI�WKH�WLPH�WUDQVLWLRQ�ER[�PDNHV�')0�D�YHU\�SRZHUIXO�WRRO��'HSHQGLQJ
RQ�WKH�FRPSOH[LW\�RI�WKH�V\VWHP�VXEMHFW�WR�WKH�DQDO\VLV�LW�PLJKW�EH�WKRXJK�WKDW�PRUH
WKHQ�RQH�WLPH�FRQVWDQW�DSSOLHV��7DNH�IRU�H[DPSOH�WKH�3(71�PDQXIDFWXULQJ�SURFHVV�
7KHUH�DUH�GLIIHUHQW�VHFWLRQV�LQ�WKH�SODQW�WKDW�KDYH�GLIIHUHQW�WLPH�FRQVWDQWV��7KH�SODQW
FRXOG� EH� GLYLGHG� LQWR� WKH� IROORZLQJ� VHFWLRQV� WDNLQJ� LQWR� DFFRXQW� WKH� GLIIHUHQW� WLPH
FRQVWDQWV�RI�

�� 7KH�IHHGHU�VHFWLRQ�

�� 7KH�PL[LQJ�SURFHVV�

�� 7KH�GURZQLQJ�WDQN�

�� 7KH�EDVLF�SURFHVV�FRQWURO�V\VWHP�

�� 7KH�VDIHW\�V\VWHP�



��

7KH� IHHGHU� VHFWLRQ�PLJKW� KDYH� D� WLPH� FRQVWDQW� RI� VHYHUDO�PLQXWHV�� ZKLOH� WKH
PL[LQJ� SURFHVV�PLJKW� WDNH� D� IHZ� KRXUV�� )LOOLQJ� WKH� GURZQLQJ� WDQN�ZLWK�ZDWHU�PLJKW
WDNH�D�GD\��ZKLOH�WKH�EDVLF�SURFHVV�FRQWURO�V\VWHP�DQG�WKH�VDIHW\�V\VWHP�PLJKW�KDYH
D�WLPH�FRQVWDQW�IURP�D�FRXSOH�RI�PLOOLVHFRQGV�WR�D�IHZ�VHFRQGV��7KH�SUREOHP�ZLWK�WKH
WLPH�FRQVWDQW�LV�WKDW�WKH�')0�WRRO�FXUUHQWO\�FDQ�RQO\�DQDO\]H�D�')0�PRGHO�XVLQJ�RQH
WLPH�FRQVWDQW��7KLV�PHDQV�WKDW�LI�RQH�PRGHO�LV�FUHDWHG�IRU�WKH�WRWDO�EDWFK�SURFHVV��WKH
VPDOOHVW�WLPH�FRQVWDQW�PXVW�EH�FKRVHQ�WKDW�DSSOLHV�WR�DOO�VHFWLRQV��7KLV�ZRXOG�PHDQ
WKDW� LI� RQH� ZRXOG� PDNH� D� YHU\� FRPSUHKHQVLYH� PRGHO� RI� D� PDQXIDFWXULQJ� SODQW
LQFOXGLQJ�D�SURJUDPPDEOH�HOHFWURQLF�V\VWHP�WKDW�WKH�VPDOOHVW�WLPH�FRQVWDQW�FRXOG�EH
LQ�WKH�PLOOLVHFRQG�UDQJH��ZKLOH�WKH�ORQJHVW�WLPH�FRQVWDQW�ZRXOG�EH�IRU�H[DPSOH�D�GD\�
,Q� WHUPV� RI� GHGXFWLYH� DQDO\VLV� WKLV� ZRXOG� PHDQ� WKDW� RQH� KDV� WR� JR� EDFN� LQ� WLPH
PLOOLRQV� RI� WLPH� VWHSV� LQ� RUGHU� WR� VHH� WKH� LQIOXHQFH� RI� DOO� SDUDPHWHUV� RI� WKH� SODQW�
$OWKRXJK� WKHRUHWLFDOO\�QRW� LPSRVVLEOH�� SUDFWLFDOO\� LW� FDQQRW� EH�GRQH�ZLWK� WKH� FXUUHQW
FDOFXODWLRQ�FDSDFLW\�RI� WKH�VRIWZDUH�WRRO�DQG�FRPSXWHU�V\VWHPV��7KH�FKDOOHQJH� LV� LQ
WKH� DQDO\VLV� SKDVH�� 7KH� QXPEHU� RI� SULPH� LPSOLFDQW� ZRXOG� EH� WRR� H[KDXVWLYH� WR
DQDO\]H�

7KHUH�LV�DQ�HDV\�VROXWLRQ�WR�RYHUFRPH�WKLV�SUREOHP��(DFK�VHFWLRQ�ZLWK�LWV�RZQ
WLPH� FRQVWDQW� FDQ� EH� PRGHOHG� DQG� DQDO\]HG� LQGLYLGXDOO\�� 7KH� RQO\� KXUGOH� WR
RYHUFRPH� LV� WR� PDQXDOO\� FRQQHFW� WKH� GLIIHUHQW� PRGHOV� LQ� WHUPV� RU� UHVXOWV�� ,I� LW� LV
SRVVLEOH� WR� FUHDWH� RQO\� RQH� PRGHO� WKHQ� DOVR� RQO\� RQH� WRS� HYHQW� LV� QHFHVVDU\� WR
DQDO\]H�DOO�WKH�DVSHFWV�RI�WKH�PRGHO��,I�WKH�PRGHO�LV�VSOLW�LQ�VXE�PRGHOV��IRU�H[DPSOH�
RQH�PRGHO�IRU�WKH�SODQW�DQG�RQH�IRU�WKH�VDIHW\�V\VWHP��WKHQ�LW�FDQ�EH�WKDW�WKH�UHVXOWV
RI�WKH�DQDO\VHV�RI�RQH�WRS�HYHQW�DUH�UHTXLUHG�WR�GHILQH�RQH�RU�PRUH�QHZ�WRS�HYHQWV
IRU�D�VXE�VHFWLRQ��,Q�WKH�ZRUVW�FDVH�WKH�UHVXOWV�RI�WKH�DQDO\VLV�RI�D�VXE�VHFWLRQ�PLJKW
EH� XVHG� DV� IHHGEDFN� LQWR� WKH� ILUVW� VXE� VHFWLRQ�� 8QIRUWXQDWHO\� WKLV� DOO� QHHGV� WR� EH
DFFRPSOLVKHG�PDQXDOO\��)XWXUH�YHUVLRQV�RI�')0�ZLOO�GR�DOVR�WKLV�DXWRPDWLFDOO\�

���� ')0�PRGHO�RI�WKH�3(71�PDQXIDFWXULQJ�SURFHVV

$�FRPSOHWH�')0�PRGHO�RI�WKH�HTXLSPHQW�XQGHU�FRQWURO�RI�WKH�PDQXIDFWXULQJ�SURFHVV
LV�SUHVHQWHG�LQ�)LJXUH�����7KH�PRGHO�LQFOXGHV�WKH�IROORZLQJ�VHFWLRQV

�� 6XSSO\�RI�PDWHULDO�

�� 0L[LQJ�RI�PDWHULDO�

�� &RROLQJ�V\VWHP�DQG�SURFHVV�RI�WKH�PL[LQJ�WDQN�

�� 'UDLQ�YDOYH�RSHUDWLRQ�DORQJ�ZLWK�WKH�K\GUDXOLF�VXSSO\�V\VWHP�XVHG�IRU
WKH�RSHUDWLRQ�RI�WKH�YDOYH�

�� 'UDLQ�ZLWK�GLYHUWHU�

�� 'URZQLQJ�WDQN�

$OWKRXJK� WKH� DFWXDO� FKDUDFWHULVWLFV� RI� WKH� FKHPLFDO� UHDFWLRQ� LQ� WKH� WDQN� DUH
EH\RQG�WKH�VFRSH�RI� WKLV�SDSHU��D�VLPSOH�PRGHO�KDV�EHHQ�FUHDWHG�WR�GHWHUPLQH�WKH
WHPSHUDWXUH� LQ� WKH� WDQN� WDNLQJ� LQWR� DFFRXQW� WKH� UHOHYDQW� SDUDPHWHUV�� 7KH� PRGHO
DVVXPHV�WKDW�WKH�WHPSHUDWXUH�LV�LQIOXHQFHG�E\�

�� 7KH�PL[WXUH�RI�DFLG�DQG�3(��L�H���WKH�FRQFHQWUDWLRQ�RI�3(71�

�� 7KH�VSHHG�RI�WKH�DJLWDWRU�

�� 7KH�IORZ�RI�FRROLQJ�ZDWHU�DURXQG�WKH�WDQN�
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�� 7KH�PL[LQJ�WLPH�

�� 7KH�SRVLWLRQ�RI�WKH�GUDLQ�YDOYH�

7KH� FKHPLFDO� UHDFWLRQ� LV� DVVXPHG� WR� WDNH� SODFH� RYHU� D� FHUWDLQ� SHULRG� DQG� LV
PRGHOHG�ZLWK� D� WLPH� WUDQVLWLRQ� ER[�� 7KHUH� DUH� RWKHU� WLPH� FRQVWDQWV� LQ� WKH� V\VWHP�
H�J���WKH�ILOOLQJ�RI�WKH�GURZQLQJ�WDQN�RU�WKH�ILOOLQJ�RI�WKH�ZHLJK�IXQQHO�ZLWK�3(��,W�LV�DOVR
DVVXPHG�WKDW�WKH�WLPH�FRQVWDQW�RI�WKH�FKHPLFDO�UHDFWLRQ�DUH�VPDOOHU�WKHQ�RWKHU�WLPH
FRQVWDQW�RI�WKLV�SURFHVV�DQG�WKDW�WKH�ODWWHU�DUH�GHULYHG�IURP�WKH�WLPH�FRQVWDQW�RI�WKH
FKHPLFDO� UHDFWLRQ�� $� UDWLR� RI� �� WR� �� LV� DVVXPHG�� 7KLV� PHDQV� WKDW� LI� WKH� VPDOOHVW
SRVVLEOH�WHPSHUDWXUH�FKDQJH�LQ�WKH�WDQN�WDNHV�SODFH�LQ���WLPH�VWHS�WKDQ�D�FKDQJH�LQ
WKH�ZDWHU�OHYHO�RU�WKH�ZHLJKW�LQ�WKH�IXQQHO�WDNHV���WLPH�VWHSV�

7KH� WHPSHUDWXUH� LQ� WKH� WDQN� GHSHQGV�� RI� FRXUVH�� RQ� WKH� DERYH�PHQWLRQHG
SDUDPHWHUV�DQG�WKH�WHPSHUDWXUH�LQ�WKH�WDQN�DW�WKH�SUHYLRXV�WLPH�VWHS��,W�LV�LPSUDFWLFDO
WR�GLVSOD\�WKH�GHFLVLRQ�WDEOH�DVVRFLDWHG�ZLWK�WKLV�WLPH�WUDQVLWLRQ�ER[� LQ� WKLV�SDSHU�� ,W
LQFOXGHV� ILYH� LQSXW� SDUDPHWHUV� �3'9�� 1&:�� 6$�� 3(71�� 77�� DQG� RQH� RXWSXW
SDUDPHWHU��77���7KH�GLVFUHWL]DWLRQ�RI� WKH�GLIIHUHQW�SDUDPHWHUV�UHVXOWHG�LQ�D�GHFLVLRQ
WDEOH�ZLWK����URZV�

7DEOH�����'LVFUHWL]DWLRQ�RI�3'9

6WDWHV 'HVFULSWLRQ

&ORVHG 'UDLQ�YDOYH�FORVHG

2SHQ 'UDLQ�YDOYH�RSHQ

7DEOH�����'LVFUHWL]DWLRQ�RI�1&:

6WDWHV 'HVFULSWLRQ

3RV 3RVLWLYH�IORZ�WKURXJK�WDQN

1R 1R�IORZ�WKURXJK�WDQN

7DEOH�����'LVFUHWL]DWLRQ�RI�6$

6WDWHV 'HVFULSWLRQ

=HUR $JLWDWRU�PRWRU�VSHHG��

/RZ $JLWDWRU�PRWRU�VSHHG�ORZ

+LJK $JLWDWRU�VSHHG�KLJK
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7DEOH�����'LVFUHWL]DWLRQ�RI�3(71

6WDWHV 'HVFULSWLRQ

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH��

� &RQFHQWUDWLRQ�3HQWDHU\WKULWRO�7HWUDQLWUDWH�!�

7DEOH�����'LVFUHWL]DWLRQ�RI�77

6WDWHV 'HVFULSWLRQ

/RZ�ORZ 7HPSHUDWXUH�WDQN�ORZ�ORZ

/RZ 7HPSHUDWXUH�WDQN�ORZ

0HGLXP 7HPSHUDWXUH�WDQN�PHGLXP

+LJK 7HPSHUDWXUH�WDQN�KLJK

+LJK�KLJK 7HPSHUDWXUH�WDQN�KLJK�KLJK
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7KH� WHPSHUDWXUH� LQ� WKH� WDQN� GHSHQGV� RQ� ILYH� GLIIHUHQW� SDUDPHWHUV�� ZKLFK� DUH
HDFK�GLVFUHWL]HG�LQWR�VHYHUDO�VWDWHV��7KH�SRVVLEOH�VWDWHV�RI�WKHVH�ILYH�SDUDPHWHUV�DUH
GHWHUPLQHG�E\�WKH�LQWHUDFWLRQ�RI�KDUGZDUH��VRIWZDUH�DQG�KXPDQ�DFWLRQ��7KH�PRGHO�LV
QRZ�UHDG\�WR�EH�DQDO\]HG��7KH�DQDO\VW�FDQ�LQYHVWLJDWH�PDQ\�GLIIHUHQW�WRS�HYHQWV�RI
LQWHUHVW��H�J���ZKDW�FDQ�DFWXDO�FDXVH�D�KLJK�KLJK�WHPSHUDWXUH�LQ�WKH�WDQN�

���� ')0�PRGHO�VDIHW\�V\VWHP

7KH� ')0�PRGHO� RI� WKH� VDIHW\� V\VWHP� LV� VKRZQ� LQ� )LJXUH� ��� 7KH� REMHFWLYH� RI� WKLV
V\VWHP� LV� WR�FROOHFW� LQIRUPDWLRQ� IURP� WKH� ILHOG�� LQWHUSUHW� WKLV� LQIRUPDWLRQ��DQG�GHFLGH
ZKDW�DFWLRQ�WR�IHHG�EDFN�WR�WKH�ILHOG��7KLV�PRGHO�LV�DJDLQ�FUHDWHG�WDNLQJ�LQWR�DFFRXQW
WKH�UHTXLUHG�RU�QHFHVVDU\�LQIRUPDWLRQ�IORZ�DQG�QRW�RQO\�WKH�SRVVLEOH�IDLOXUH�EHKDYLRU
RI�WKH�VDIHW\�V\VWHP��7KH�XQGHVLUHG�EHKDYLRU�RI�WKH�V\VWHP�KDV�EHHQ�PRGHOHG�WDNLQJ
LQWR�DFFRXQW�WKH�IDLOXUH�PRGH�UHTXLUHPHQWV�RI�WKH�,(&�������VWDQGDUG�>��@��VHH�7DEOH
���� 7KH� OHYHO� RI� GHWDLO� LQ� WKLV� PRGHO� KDV� EHHQ� FKRVHQ� LQ� D� ZD\� WKDW� LW� UHIOHFWV
LGHQWLILDEOH�IXQFWLRQDO�EORFNV�WKDW�� LI� WKH\�IDLO��ZLOO� IDLO� WKH�FRPSOHWH�VDIHW\�V\VWHPV�RU
RQH�RI�WKH�VDIHW\�IXQFWLRQV�FDUULHG�RXW�E\�WKH�VDIHW\�V\VWHP��7KH�PRGHO�RI�WKH�VDIHW\
V\VWHP�LV�FUHDWHG�ZLWKRXW�DQ\�RQOLQH�GLDJQRVWLF�IHDWXUHV�

7KLV�PRGHO� LV� VWLOO� RQ� D� KLJK� OHYHO� DQG� GRHV� QRW� DGGUHVV� WKH� ORZHVW� SRVVLEOH
LQGLYLGXDO� FRPSRQHQW� IDLOXUHV�� EXW� DW� ILUVW� LQVWDQFH� LW� DOORZV� WKH� YHULILFDWLRQ� RI� WKH
V\VWHP� VWUXFWXUH� IRU� VDIHW\� LVVXHV� EHIRUH� WKH� GHVLJQ� LV� ZRUNHG� RXW� DQG� YHULILHG� LQ
GHWDLO�� 7KH� ')0� PRGHO� LQFOXGHV� WKH� FRPSOHWH� IXQFWLRQDO� EHKDYLRU� RI� WKH� VDIHW\
V\VWHP�� LQFOXGLQJ� WKH� LQWHUDFWLRQ� EHWZHHQ� KDUGZDUH� DQG� VRIWZDUH�� 7KH� DSSOLFDWLRQ
VRIWZDUH� GHVLJQ� LV� DV� ZHOO� PRGHOHG� E\� ')0�� ,Q� DGGLWLRQ�� WKH� LQWHUDFWLRQ� ZLWK� WKH
%3&6�DQG�2SHUDWRU�LV�PRGHOHG�LQ�D�VLPSOLVWLF�ZD\��,W�LV�DVVXPHG�WKDW�WKH�%3&6�FDQ
IDLO�DQG�H[FKDQJH�WKH�ZURQJ�LQIRUPDWLRQ��7KH�RSHUDWRU�FDQ�FKDQJH�WKH�FULWLFDO�YDOXHV
DQG� WKXV� HQWHU� WKH� ZURQJ� YDOXHV�� IRU� H[DPSOH� VHWWLQJ� WKH� OLPLW� KLJKHU� WKHQ� WKH
VXSSRVHG�����&��+LJK�+LJK��
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676'3
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2N
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7DQN
)LOWHU

1RUPDO
6WXFN�ORZ
6WXFN�KLJK

2N
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7DQN
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7DQN
)LOWHU

1RUPDO
6WXFN�ORZ
6WXFN�KLJK
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1RUPDO
6WXFN�DW�DGGUHVV
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1RUPDO
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1RUPDO
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2SHQ
&ORVH

2SHQ
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1RUPDO
6WXFN�ORZ
6WXFN�KLJK
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57/
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5DP�UHSUHVHQWDWLRQ

1RUPDO
6WXFN�DW�IRU�GDWD
6WXFN�DW�DGGUHVVHV

7DQN
)LOWHU
1R�YDOXH

7DQN
)LOWHU
1R�YDOXH

%DVLF�3URFHVV�&RQWURO�6\VWHP

27/
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2'3�

&2
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1RUPDO
+LJKHU�
YDOXH
1R�YDOXH

���'HJUHHV�&

5HSUHVHQWDWLRQ�RSHUDWRU

7DQN

1RUPDO
)LOWHU
1R�YDOXH

6&'3

&%3&6

)LJXUH�����')0�PRGHO�VDIHW\�V\VWHP��KDUGZDUH�DQG�VRIWZDUH��>��@
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7KH�')0�PRGHO�RI�WKH�VDIHW\�V\VWHP�FRQVLVWV�RI�WKH�IROORZLQJ�VHFWLRQV�

�� ,QSXW���2XWSXW�&KDQQHOV

�� &RPPRQ�,QSXW���2XWSXW�FLUFXLWU\

�� %XV�FRPPXQLFDWLRQ

�� &RQWUROOHU�FRQVLVWLQJ�RI

R� $SSOLFDWLRQ�VRIWZDUH

R� &38

R� &ORFN

R� 5$0�PHPRU\

R� 520�PHPRU\

�� ,QWHUIDFH�ZLWK�WKH�RSHUDWRU

�� ,QWHUIDFH�ZLWK�WKH�EDVLF�SURFHVV�FRQWURO�V\VWHP�

7KLV�PRGHO� VKRZV�RQH�RI� WKH� FDSDELOLWLHV� RI�')0� WKDW� DUH�ZRUWK� SRLQWLQJ� RXW�
7KLV�PRGHO�FRQWDLQV��KDUGZDUH�DV�ZHOO�DV�VRIWZDUH��DQG� LV�FDSDEOH�RI�PRGHOLQJ� WKH
LQWHUDFWLRQ� EHWZHHQ� WKH� KDUGZDUH� DQG� VRIWZDUH�� $V� WKLV� PRGHO� LV� HYHQWXDOO\
LQWHJUDWHG�ZLWK�WKH�')0�PRGHO�RI�WKH�SURFHVV��WKH�PRGHO�LQFRUSRUDWHV�WKH�LQWHUDFWLRQ
EHWZHHQ� WKH� SK\VLFDO� ILHOG� SDUDPHWHU� DQG� UHSUHVHQWDWLRQ� RI� WKLV� SDUDPHWHU� LQ� WKH
VRIWZDUH�� 7KH� DSSOLFDWLRQ� VRIWZDUH� LV� PRGHOHG� LQ� WKH� FRQWH[W� RI� LWV� RSHUDWLQJ
HQYLURQPHQW��$Q�H[DPSOH�RI�RQH�RI�WKH�VRIWZDUH�URXWLQHV�LV�WKH�URXWLQH�WKDW�FRPSDUHV
WKH�PHDVXUHG�WHPSHUDWXUH� LQ�D� WDQN�ZLWK� WKH� OLPLW�SURJUDPPHG�E\� WKH�RSHUDWRU�DQG
WKHQ� GHFLGHV� ZKHWKHU� WKH� WHPSHUDWXUH� LV� DW� WKH� SURJUDPPHG� OLPLW� RU� QRW�� 7KH
VRIWZDUH�URXWLQH�ORRNV�DV�IROORZV�

,I��6/8,���67/��7+(1�67� �³2.´�(/6(�67� �³72B+,*+´

7KH�6/8,�� YDULDEOH� UHSUHVHQWV� D� WHPSHUDWXUH� WKDW� LV� HLWKHU�2.� RU� 72B+,*+�
7KH�YDULDEOH�67/�LV�WKH�WHPSHUDWXUH�OLPLW�SURJUDPPHG�E\�WKH�RSHUDWRU�DQG�FDQ�EH�DW
WKH� UHTXLUHG�/,0,7�RU� LI� WKH�RSHUDWRU�PDGH�D�PLVWDNH�DW�D�+,*+(5B/,0,7��$� ORZHU
OLPLW�LV�QRW�DVVXPHG�DV�IDLOXUH�DV�WKLV�ZRXOG�EH�HDVLO\�IRXQG�GXULQJ�WHVWLQJ�RU�QRUPDO
RSHUDWLRQ�� 7KH� SURFHVV� ZRXOG� VKXWGRZQ� HYHQ� WKRXJK� WKH� KLJK� WHPSHUDWXUH� OLPLW
ZRXOG�QRW�EH�DFKLHYHG�

7KH�VRIWZDUH� URXWLQH�VHWV� WKH�RXWSXW� YDULDEOH�67��7KH�RXWSXW� YDULDEOH�67�KDV
RQO\� WZR� SRVVLEOH� VWDWHV�� 2.� RU� 72B+,*+�� 7KH� VRIWZDUH� URXWLQH� FDQ� RQO\� EH
H[HFXWHG�LI�WKH�FRQWUROOHU��&&17���WKH�FORFN��&&/.��DQG�WKH�520�PHPRU\��&520�
IXQFWLRQ�QRUPDOO\��,W�LV�DVVXPHG�WKDW�DQ\�IDLOXUH�RI�WKHVH�FRPSRQHQWV�ZLOO�OHDG�WR
WKH�2.�VWDWH� IRU� WKH�67�YDULDEOH��ZKLFK� LV� WKH�ZRUVW�FDVH�DVVXPSWLRQ�EHFDXVH� WKH
VDIHW\� IXQFWLRQ�EDVLFDOO\� WKLQNV� WKDW� WKH� WHPSHUDWXUH� LV� ORZ�HQRXJK�ZKLOH� WKLV�PLJKW
QRW� EH� WKH� FDVH�� 7KH� DFWXDO� UHODWLRQVKLS�� ZKLFK� H[LVWV� EHWZHHQ� WKH� SDUDPHWHUV
6/8,��� 67/�� 67�� &17/�� &&/.� DQG� &520�� LV� UHSUHVHQWHG� E\� D� PDSSLQJ� RI� WKH
SRVVLEOH�FRPELQDWLRQ�RI�VWDWHV�LQ�D�GHFLVLRQ�WDEOH��VHH�7DEOH�����

(YHQ� WKRXJK� WKH�H[DPSOH�RQO\� IRFXVHV�RQ� WKH�VRIWZDUH� URXWLQH�ZKDW�QHHGV� WR
EH� SRLQWHG� RXW� LV� WKDW� WHPSHUDWXUH� UHSUHVHQWDWLRQ� LQ� WKH� VRIWZDUH� GHSHQGV� RQ� WKH
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DFWXDO�PL[LQJ�SURFHVV�WKDW� WDNHV�SODFH� LQ� WKH�QLWUDWRU� WDQN��7KH�FRPSOHWH�SURFHVV� LV
PRGHOHG�DQG�WKH�DFWXDO�YDOXH�RI�WKH�VRIWZDUH�YDULDEOH�6/8,��GHSHQGV�RQ�WKH�SURFHVV
WKDW� WDNHV�SODFH�DQG�WKH�HTXLSPHQW� WKDW� LV� LQYROYHG� LQ�PHDVXUH�DQG�FRPPXQLFDWLQJ
WKH� YDOXH� XS� WR� WKH� SRLQW� ZKHUH� LW� WXUQV� LQWR� WKH� VRIWZDUH� YDULDEOH� 6/8,��� $� ORW� RI
HTXLSPHQW�QHHGV�WR�EH�RSHUDWLQJ�FRUUHFWO\�EHIRUH�WKH�VRIWZDUH�YDOXH�LV�VHW��:KHQ�LW
FRPHV�WR�KDUGZDUH�WKLV�YDOXH�GHSHQGV�RQ�WKH�WHPSHUDWXUH�VHQVRU�� WKH�WHPSHUDWXUH
WUDQVPLWWHU�� WKH� LQSXW� FKDQQHO�� WKH� FRPPRQ� FLUFXLWU\�� EXV� FRPPXQLFDWLRQ�� DQG� DQ\
RWKHU�HTXLSPHQW�WKDW�PDNHV�WKH�ORRS�ZRUN�

7KH�VDPH�FRXQWV�IRU�WKH�YDULDEOH�67/��7KLV�VRIWZDUH�YDULDEOH�QRW�RQO\�GHSHQGV
RQ�WKH�FRUUHFW�RSHUDWLRQ�RI�KDUGZDUH�EXW�DOVR�RQ�ZKDW�WKH�RSHUDWRU�SURJUDPPHG�WKLV
YDULDEOH�� 7KH� RSHUDWRU� QHHGV� WR� EH� H[WUD� FDUHIXO� ZLWK� WKLV� YDULDEOH�� DV� LW� LV� VDIHW\
FULWLFDO��6SHFLDO�SURFHGXUHV�VKRXOG�H[LVW�WR�SURJUDP�WKLV�YDULDEOH�

7DEOH�����'HFLVLRQ�WDEOH

,1387 287387

6/8,� 67/ &520 &&/. &&17 67

2. /,0,7 1250$/ 1250$/ 1250$/ 2.

2. +,*+(5B/,0,7 1250$/ 1250$/ 1250$/ 2.

72B+,*+ /,0,7 1250$/ 1250$/ 1250$/ /,0,7

72B+,*+ +,*+(5B/,0,7 1250$/ 1250$/ 1250$/ 2.

�� � � � 12�(;(& 2.

� � � � :521*
&2',1*

2.

� � � � 678&.
'$7$

2.

� � � � 678&.
$''5(66

2.

� � � 68%
+$5021,&

� 2.

� � � 683(5
+$5021,&

� 2.

� � 678&.�'$7$ � � 2.

� � 678&.�$''5(66 � � 2.

6/8,��  � 6RIWZDUH� YDULDEOH� /RJLF� 8QLW� ,QSXW� ��� 67/ � 6RIWZDUH
YDULDEOH� 7HPSHUDWXUH� /LPLW�� &520�  � &RQGLWLRQ� 520� PHPRU\�� &&/.�  
&RQGLWLRQ� &ORFN�� &&17�  � &RQGLWLRQ� &ORFN�� 67�  � 6RIWZDUH� YDULDEOH
7HPSHUDWXUH

���� $GYDQWDJHV�RI�')0

')0� LV� LQWURGXFHG�DQG�XVHG� LQ� WKLV� WKHVLV� EHFDXVH� LW� KDV� FHUWDLQ� DGYDQWDJHV� RYHU
FRQYHQWLRQDO� VDIHW\� DQG� UHOLDELOLW\�PHWKRGV�� ')0� KDV� IHDWXUHV� WKDW� GLVWLQJXLVK� WKLV

��������������������������������������������
��7KH�³�³�UHSUHVHQWV�³1R�PDWWHU�ZKDW�WKH�VWDWH�LV´��7KH�RWKHU�LQSXW�YDULDEOHV��DQG�QRW�WKLV�RQH�
GHWHUPLQH�WKH�VWDWH�RI�WKH�RXWSXW�YDULDEOH�V��



��

PRGHOLQJ�DSSURDFK�IURP�PDQ\�RWKHU�WHFKQLTXHV�DQG�WRROV�OLNH�IDLOXUH�PRGH�DQG�HIIHFW
DQDO\VLV�� IDXOW� WUHH�DQDO\VLV��HYHQW� WUHH�DQDO\VLV��RU�KD]DUG�DQG�RSHUDELOLW\�DQDO\VLV�
7KH�IROORZLQJ�FKDUDFWHULVWLFV�DUH�SRLQWHG�RXW�

�� :LWK� ')0� LW� LV� SRVVLEOH� WR� FUHDWH� RQH� PRGHO� WKDW� FDQ� FDSWXUH� WKH
FRPSOHWH� IXQFWLRQDO� EHKDYLRU� RI� D� V\VWHP�� $� SURFHVV� PRGHO� LV
FUHDWHG�DQG�QRW�D�IDLOXUH�PRGHO�DV�LV�WKH�FDVH�ZLWK�WUDGLWLRQDO�VDIHW\
DQDO\VLV�WHFKQLTXHV�OLNH�)7$�RU�)0($��7KLV�PHDQV�WKDW�D�PRGHO�FDQ
EH� FUHDWHG� WKDW� LV� LQGHSHQGHQW� RI� WKH� DQDO\VLV� WR� EH� FDUULHG� RXW�� ,Q
&KDSWHU���LW�ZLOO�EH�GHPRQVWUDWHG�WKDW�LW�LV�H[DFWO\�WKLV�FDSDELOLW\�WKDW
DOORZV�XV�WR�ILQG�IDLOXUHV� LQ�WKH�GHVLJQ�RI�D�SURFHVV�WKDW�GR�QRW�RQO\
UHSUHVHQW�WUDGLWLRQDO�IDLOXUH�PRGHV�RI�KDUGZDUH�FRPSRQHQWV��EXW�DOVR
VRIWZDUH� GHVLJQ� IDLOXUHV�� %HFDXVH� D� ')0� PRGHO� FDSWXUHV� WKH
FRPSOHWH�SURFHVV�EHKDYLRU�LW�FDQ�EH�DQDO\]HG�IURP�DQ\�YLHZSRLQW�RI
LQWHUHVW�

�� $� ')0�PRGHO� DQG� LWV� DVVRFLDWHG� DQDO\VLV� FDQ� EH� XVHG� WR� VXSSRUW
YHULILFDWLRQ� DQG� YDOLGDWLRQ� DFWLYLWLHV�� ,W� FDQ� EH� XVHG� WR� YHULI\� WKH
FRUUHFWQHVV�RI� WKH�GHVLJQ�� WR�FDUU\�RXW� IDLOXUH�DQDO\VLV�DQG�WR�GHILQH
WHVW�FDVHV�

�� :LWK�')0� LW� LV�SRVVLEOH� WR�DQDO\]H� WKH� LQWHUDFWLRQ�EHWZHHQ�XQXVXDO
SDUDPHWHUV� OLNH�KDUGZDUH��VRIWZDUH��KXPDQ� LQWHUDFWLRQ�RU�DQ\�RWKHU
YDULDEOHV� RI� LQWHUHVW�� $V� ORQJ� DV� WKH� EHKDYLRU� EHWZHHQ� SDUDPHWHUV
FDQ�EH�FDSWXUHG�LW�FDQ�EH�PRGHOHG�ZLWK�')0�

�� :LWK� ')0� LW� LV� SRVVLEOH� WR� DQDO\]H� WKH� EHKDYLRU� RI� VRIWZDUH� LQ� WKH
FRQWH[W� RI� LWV� WKH� RSHUDWLQJ� �KDUGZDUH� �� SURFHVV�� HQYLURQPHQW�� 7KLV
DOORZV� WKH� DQDO\VW� WR� ILQG� SULPH� LPSOLFDQWV� WKDW� GR� QRW� FRQWDLQ
WUDGLWLRQDO�KDUGZDUH�IDLOXUHV��ZKLFK�PHDQV�WKDW�WKHUH�LV�DQ�HUURU�LQ�WKH
VRIWZDUH�GHVLJQ�

�� :LWK� ')0� LW� LV� SRVVLEOH� WR� PRGHO� IXQFWLRQDO� DV� ZHOO� DV� G\QDPLF
EHKDYLRU�� ,W� FDQ� WDNH� LQWR� DFFRXQW� WLPLQJ� LVVXHV� WKDW� DIIHFW� WKH
LQWHUDFWLRQ�EHWZHHQ�SDUDPHWHUV�RI�LQWHUHVW�

�� 7KH�')0�PHWKRGRORJ\�FDQ�EH�DSSOLHG� WKURXJKRXW�DQ\�SKDVH�RI� WKH
OLIHF\FOH�RI�D�V\VWHP��')0�PRGHOV�FDQ�EH�FUHDWHG� LQ�D�KLHUDUFKLFDO
PDQQHU�� VWDUWLQJ� IRUP� D� KLJK� OHYHO� WRS� GHVLJQ� GRZQ� WR� D� ORZ� OHYHO
GHWDLOHG�GHVLJQ�

�� ')0� LV� LQFRUSRUDWHG� LQWR� DQ� DXWRPDWHG� WRRO� WKDW� LQWHJUDWHV� WKH
FDSDELOLWLHV�RI�WHFKQLTXHV�)0($��)7$��DQG�+$=23�LQ�RQH�DSSURDFK�
')0�KDV�WKH�FDSDELOLW\�WR�EDFNWUDFN�LQWR�D�V\VWHP�RU�WR�WUDFH�IRUZDUG
LQWR�D�V\VWHP��7KLV�DOORZV�XV�WR�ILQG�URRW�FDXVHV�IRU�VSHFLILHG�HYHQWV
RI� LQWHUHVW�RU� WR�VHH� WKH�HIIHFW�RI� FRQGLWLRQV�RU�HYHQWV�RQ�DQ�RXWSXW
SDUDPHWHU�RI�LQWHUHVW�

�� 7KH� VRIWZDUH� WRRO� VXSSRUWV� WKH� FUHDWLRQ� DQG� DQDO\VHV� RI� WKH� ')0
PRGHO� >��@�� 7KH� SRVVLEOH� DQDO\VHV� UHTXLUH� D� GHGXFWLYH� RU� LQGXFWLYH
DSSURDFK��7KLV�UHTXLUHV�EDFNZDUG�WUDFNLQJ�RU�IRUZDUG�WUDFLQJ�WKURXJK
WKH� V\VWHP�� 7KH� ')0� VRIWZDUH� WRRO� DXWRPDWHV� WKLV� SURFHVV�� ZKLFK
PDNHV�LW�SRVVLEOH�WR�LQYHVWLJDWH�WKRXVDQGV�RI�FRPELQDWLRQV�RI�HYHQWV�
7KLV�PDNHV� LW� SRVVLEOH� WR�DQDO\]H�V\VWHPV� WKDW�RWKHUZLVH�ZRXOG�EH
WRR�FRPSOH[�WR�FRPSUHKHQG�RU�WR�EH�FDUULHG�RXW�E\�D�KXPDQ�DQDO\VW�
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�� 7KH� ')0� PRGHO� LV� HDV\� WR� FRPPXQLFDWH� WR� PDQDJHPHQW�� 7KH
JUDSKLFDO� GHVLJQ� LQWHUIDFH� FDQ� FUHDWH�PRGHOV� WKDW� UHIOHFW� SK\VLFDOO\
WKH� OD\RXW� RI� WKH� PDQXIDFWXULQJ� SODQW� RU� SURFHVV�� DQG� WKH� VDIHW\
V\VWHP�� (QJLQHHUV� DQG� PDQDJHPHQW� FDQ� HDVLO\� XQGHUVWDQG� WKH
UHVXOWV�RI�WKH�GHGXFWLYH�DQDO\VLV�LI�WKH�SDUDPHWHUV�FKRVHQ�UHIOHFW�WKH
FRPSRQHQWV�DQG�YDULDEOHV�WKH�ZD\�WKH\�DUH�NQRZQ�E\�WKH�GHVLJQHUV
RI�WKH�PDQXIDFWXULQJ�SODQW��VDIHW\�V\VWHP�RU�DSSOLFDWLRQ�VRIWZDUH�

���� 'LVDGYDQWDJHV�RI�')0

')0�KDV�VRPH�GLVDGYDQWDJHV�WKDW�DOO�PRGHOLQJ�WHFKQLTXHV�GHDO�ZLWK��)RU�H[DPSOH�
WKH�DFFXUDF\�RI� WKH�DQDO\VLV�GHSHQGV�RQ� WKH� OHYHO�RI�GHWDLO�XVHG� WR�FUHDWH�D�PRGHO
DQG� WKH�TXDOLW\�RI� WKH�DQDO\VLV�GHSHQGV�RQ� WKH�H[SHUWLVH�RI� WKH�DQDO\VW��$V�ZLWK�DOO
PHWKRGRORJLHV�RU�WHFKQLTXHV�')0�KDV�VRPH�ZHDNQHVVHV�DOVR�

�� 7KH� DPRXQW� DQG� VL]H� RI� WKH� SULPH� LPSOLFDQWV� FDQ� HDVLO\� EHFRPH
XQPDQDJHDEOH��7KH�DPRXQW� DQG� VL]H� GHSHQGV�RQ� WZR�DVSHFWV��2Q
RQH�KDQG�WKHUH�LV�WKH�OHYHO�RI�GHWDLO�WKDW�LV�SXW�LQWR�D�PRGHO��7KH�PRUH
GHWDLO�WKH�ODUJHU��LQ�QXPEHU�RI�OLWHUDOV��WKH�SULPH�LPSOLFDQWV�ZLOO�EH��2Q
WKH� RWKHU� KDQG� WKHUH� LV� WKH� RSWLRQ� WR�PDNH� D� G\QDPLF�PRGHO�� 7KH
ODUJHU� WKH� WLPH� SHULRG� XVHG� WR� DQDO\]H� WKH� PRGHO� WKH� PRUH� SULPH
LPSOLFDQWV�DQG� WKH� ODUJHU� WKH�SULPH� LPSOLFDQWV� LQ� QXPEHU�RI� OLWHUDOV�
:KHWKHU� WKH� UHVXOWLQJ�SULPH� LPSOLFDQWV� DUH� XQPDQDJHDEOH� GHSHQGV
RQ�WKH�DYDLODEOH�WLPH�DQG�UHVRXUFHV��$�VROXWLRQ�WR�PDNH�WKH�DQDO\VLV
RI� WKH� SULPH� LPSOLFDQWV�PRUH�PDQDJHDEOH� LV� JLYHQ� LQ�&KDSWHU� �� E\
PHDQV�RI� LPSRUWDQFH�PHDVXUHV� WKDW�FDQ�KHOS�SULRULWL]H� WKH�UHVXOWLQJ
SULPH�LPSOLFDQWV�RI�D�')0�DQDO\VLV�

�� 7KH� GHYHORSPHQW� RI� D� ')0� PRGHO� UHTXLUHV� WLPH� DQG� UHVRXUFHV�
&UHDWLQJ� D� ')0�PRGHO� IRU� D� FRPSOH[� V\VWHP� LV� D� WHDP� HIIRUW� DQG
UHTXLUHV� H[SHUWV� LQ� GLIIHUHQW� LQGXVWU\� ILHOGV��:LWK�')0� D� ORW� RI� WLPH
DQG�UHVRXUFHV�DUH�VSHQW�FUHDWLQJ�DQG�DQDO\]LQJ�WKH�')0�PRGHO��,W�LV
QRW�FOHDU�ZKHWKHU�DQ�DQDO\VLV�OLNH�WKLV�ZLOO�EH�HFRQRPLFDOO\�EHQHILFLDO�
7KLV�QHHGV�WR�EH�IXUWKHU�UHVHDUFKHG�

�� 7KH�G\QDPLF�FDSDELOLWLHV�RI�')0�DUH�OLPLWHG��:LWK�')0�LW�LV�SRVVLEOH
WR�PRGHO�� WR�D�FHUWDLQ�H[WHQG�� WKH�G\QDPLF�EHKDYLRU�RI�D�V\VWHP��$
')0� PRGHO� LV� QRW� D� UHDO�WLPH� PRGHO�� :LWK� WKH� WUDQVLWLRQ� ER[� LW� LV
SRVVLEOH� WR� WDNH� LQWR�DFFRXQW�D� WLPH� ODJ�RU� WLPH�WUDQVLWLRQ��7KLV� WLPH
GHOD\� UHSUHVHQWV� WKH� UHTXLUHG� WLPH�SHULRG�EHWZHHQ�D�FKDQJH� LQ� WKH
LQSXW�YDULDEOHV�DQG�WKH�XSGDWH�RI�WKH�RXWSXW�YDULDEOHV��$W�WKLV�SRLQW�LQ
WLPH�LW�LV�SRVVLEOH�WR�XVH�RQO\�RQH�WLPH�VFDOH��(YHQ�WKRXJK�LQ�WKHRU\�LW
LV� SRVVLEOH� WR� FKRRVH� DQ� H[WUHPHO\� VPDOO� WLPH� FRQVWDQW�� DQG� WKXV
VLPXODWH�DOPRVW�D�UHDO�WLPH�HQYLURQPHQW��LQ�SUDFWLFH�WKLV�ZLOO�UHVXOW�LQ
WUHPHQGRXV� PRGHOLQJ� DQG� DQDO\VLV� HIIRUWV�� )RU� H[DPSOH�� LI� WKH
VPDOOHVW�WLPH�FRQVWDQW�LQ�D�V\VWHP�LV���VHFRQG��DQG�WKH�ODUJHVW�WLPH
FRQVWDQW� LQ� WKH� VDPH� V\VWHP� LV� �� GD\�� WKHQ� RQH�ZRXOG� KDYH� WR� JR
EDFN�LQ�WLPH�������WLPH�VWHSV�LQ�RUGHU�WR�VHH�DQ\�FKDQJH�LQ�YDULDEOHV
WKDW� DUH� DVVRFLDWHG� ZLWK� WUDQVLWLRQ� ER[� UHSUHVHQWLQJ� D� �� GD\� WLPH
FRQVWDQW��7KLV�ZLOO�UHVXOW�LQ�WRR�PDQ\�SULPH�LPSOLFDQWV�ZLWK�WRR�PXFK
XQGHVLUHG�GHWDLO� WR� DQDO\]H��7KLV� FDQ�EH� VROYHG� LI� WKH�')0�PRGHOV
FDQ�EH�VHSDUDWHG� LQ�PRGHOV�ZLWK� WLPH�FRQVWDQWV� LQ� WKH�VDPH�RUGHU�
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7KH�VRIWZDUH�WRRO�XVHG�WR�FUHDWH�WKH�PRGHOV�VKRXOG� LQFRUSRUDWH�WKLV
IHDWXUH� DQG� VKRXOG� EH� VXLWHG� IRU� FRPELQLQJ� DQDO\VLV� RI� GLIIHUHQW
PRGHOV��5LJKW�QRZ�WKLV�QHHGV�WR�EH�GRQH�E\�KDQG�

�� $�')0�PRGHO�LV�GHWHUPLQLVWLF��2QO\�NQRZQ�XQH[SHFWHG�EHKDYLRU��IRU
H[DPSOH�DQ�RSHUDWRU�ZKR�FKDQJHV�D�VRIWZDUH�YDOXDEOH�LQWR�D�ZURQJ
YDOXH�� LV� PRGHOHG�� 5HDO� VWRFKDVWLF� DVSHFWV� DUH� QRW� WDNHQ� LQWR
DFFRXQW�

���� &RQFOXVLRQV

7KLV� FKDSWHU� GHVFULEHG� WKH� ')0�PHWKRGRORJ\�� ZKLFK� ZLOO� EH� XVHG� WKURXJKRXW� WKLV
ZRUN� WR� FDUU\� RXW� SURFHVV� KD]DUG� DQDO\VHV� RQ� FRPSOH[� V\VWHPV�� 7KH� ')0
PHWKRGRORJ\�LV�LPSOHPHQWHG�LQ�D�VRIWZDUH�WRRO�WKDW�XVHV�D�JUDSKLFDO�XVHU�LQWHUIDFH�WR
PRGHO�WKH�SDUDPHWHUV�RI�D�V\VWHP�DQG�WKHLU�LQWHUDFWLRQ��7KH�WRRO�FDQ�EH�XVHG�WR�FDUU\
RXW�GHGXFWLYH�DQG�LQGXFWLYH�DQDO\VLV�RI�LQWHUHVW��7KH�PDLQ�DGYDQWDJH�RI�')0�LV�WKDW�D
SURFHVV�PRGHO�LV�FUHDWHG�WKDW�FDSWXUHV�WKH�FRPSOHWH�GHVLUHG�DQG�XQGHVLUHG�EHKDYLRU
RI� WKH�V\VWHP��7KLV�SURFHVV�PRGHO�FDSWXUHV�DOO� WKH� WHFKQLFDO�DVSHFW�RI� WKH�V\VWHP�
LQFOXGLQJ� KDUGZDUH�� VRIWZDUH�� SK\VLFDO� SDUDPHWHUV�� HQYLURQPHQWDO� SDUDPHWHUV�� RU
KXPDQ�LQWHUDFWLRQ�ZKHQ�GHVLUHG��7KLV�LV�DQ�DGYDQWDJH�DV�D�SURFHVV�PRGHO�LV�FUHDWHG
DQG� QRW� D� WUDGLWLRQDO� IDLOXUH� PRGHO�� 7KH� PDLQ� GLVDGYDQWDJH� LV� WKDW� WKH� RXWSXW
JHQHUDWHG�E\�')0�FDQ�EH�WR�HQRUPRXV�WR�EH�DQDO\]HG�E\�KDQG��7KHUHIRUH��WKH�QH[W
FKDSWHU�ZLOO�LQWURGXFH�LPSRUWDQFH�PHDVXUHV�WKDW�FDQ�SULRULWL]H�WKH�RXWSXW�DQG�KHOS�WKH
DQDO\VW�IRFXV�RQ�ZKDW�LV�LPSRUWDQW�LQ�WHUPV�RI�VDIHW\�
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&KDSWHU��� ,PSRUWDQFH�0HDVXUHV

���� ,QWURGXFWLRQ

7KLV�FKDSWHU�LQWURGXFHV�H[LVWLQJ�DQG�QHZO\�GHYHORSHG�LPSRUWDQFH�PHDVXUHV�WKDW�DUH
XVHG� WR� VXSSRUW� KD]DUG� LGHQWLILFDWLRQ�DQG� VDIHW\�PDQDJHPHQW� LQ� WHUPV�RI� DQDO\VHV
DQG� SULRULWL]DWLRQ�� 7KH� FKDSWHU� VWDUWV� ZLWK� DQ� LQWURGXFWLRQ� WR� LPSRUWDQFH�PHDVXUHV�
7KH�WKHRU\�RI�WKHVH�LPSRUWDQFH�PHDVXUHV�LV�GHVFULEHG�DQG�WKHLU�XVH�LV�GHPRQVWUDWHG
E\�H[DPSOHV��7KH�FKDSWHU�ZLOO� HQG�ZLWK�D�GLVFXVVLRQ�RQ� WKH�XVH�RI� WKH� LPSRUWDQFH
PHDVXUHV�

���� ,QWURGXFWLRQ�WR�LPSRUWDQFH�PHDVXUHV

$Q�LPSRUWDQW�SUREOHP�LQ�VDIHW\�DQG�ULVN�PDQDJHPHQW�LV�WKH�HYDOXDWLRQ�RI�WKH�UHODWLYH
LPSRUWDQFH�RI�FRPSRQHQWV�DQG�SDUDPHWHUV�LQIOXHQFLQJ�WKH�SHUIRUPDQFH�RI�D�V\VWHP�
,PSRUWDQFH� HYDOXDWLRQ� FDQ� EH� XVHG� WR� VXSSRUW� GHFLVLRQV� UHODWHG� WR� PRGLI\LQJ� RU
LPSURYLQJ� WKH� V\VWHP�� ,Q� WKH� OLJKW� RI� OLPLWHG� UHVRXUFHV� DQG� RWKHU� FRQVWUDLQWV�� LW� LV
SUDFWLFDOO\� LPSRVVLEOH� WR� LPSOHPHQW� DOO� SRVVLEOH� GHVLJQ� PRGLILFDWLRQV� WKDW� PD\
LPSURYH�WKH�V\VWHP�RSHUDWLRQ��3ULRULW\�VKRXOG�EH�JLYHQ�WR�FRPSRQHQWV�RU�SDUDPHWHUV
RI�KLJKHU�LPSRUWDQFH��7KH�DVVLJQPHQW�RI�VXFK�SULRULW\�WR�SULPH�LPSOLFDQWV�LV�WKH�WRSLF
RI�WKLV�FKDSWHU�

,Q� >��@��D�GLIIHUHQWLDWLRQ� LV�PDGH�EHWZHHQ� UDQNLQJ�DQG�FDWHJRUL]DWLRQ�RI� LWHPV�
5DQNLQJ�LV�GHILQHG�DV�DUUDQJLQJ�LWHPV�LQ�LQFUHDVLQJ�RU�GHFUHDVLQJ�LPSRUWDQFH��ZKLOH
FDWHJRUL]DWLRQ�GHDOV�ZLWK�WKH�DOORFDWLRQ�RI�WKHVH�LWHPV�LQWR�JURXSV��DFFRUGLQJ�WR�VRPH
SUHVHW� JXLGHOLQHV� RU� PHDVXUHV�� 7KH� IRFXV� LQ� WKLV� WKHVLV� ZLOO� EH� RQ� UDQNLQJ� RU
SULRULWL]DWLRQ� UXOHV�DV� WKH\�FDQ�EH�GHILQHG�DQG�H[SODLQHG� LQ�JHQHUDO��&DWHJRUL]DWLRQ
ZLOO� QRW� EH� LJQRUHG�� EXW� ZLOO� EH� H[SODLQHG� E\� H[DPSOH� DV� WKH� UXOHV� WR� FDWHJRUL]H
GHSHQG�RQ�WKH�VSHFLILFV�RI�WKH�V\VWHP��LQGXVWU\��DQG�H[SHULHQFH�RI�WKH�DQDO\VW�

'HSHQGLQJ�RQ�WKH�FRPSOH[LW\�RI�WKH�V\VWHP�DQG�WKH�OHYHO�RI�PRGHOLQJ�GHWDLO��WKH
QXPEHU� RI� SULPH� LPSOLFDQWV� JHQHUDWHG� FDQ� UHDFK� XQPDQDJHDEOH� OHYHOV�� 3ULRULWL]LQJ
WKH� SULPH� LPSOLFDQWV� DFFRUGLQJ� WR� VRPH� SUHVHW� PHWULFV� DQG� LGHQWLI\LQJ� LPSRUWDQW
VXEVHWV� EHFRPHV� D� SUDFWLFDO� QHFHVVLW\�� 7KH� DSSURDFK� IROORZHG� LV� EDVHG� RQ
SULRULWL]DWLRQ�DFFRUGLQJ�WR�D�SDUWLFXODU�PHDVXUH�RI�LQWHUHVW�RU�LPSRUWDQFH��3ULRULWL]DWLRQ
LV�EDVHG�RQ�WKH�RXWSXW�RI�D�')0�GHGXFWLYH�DQDO\VLV��$�W\SLFDO�RXWSXW�ILOH�LV�SUHVHQWHG
LQ�)LJXUH����
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)RU�WKH�WRS�HYHQW�

$W�WLPH���������77� �+LJK�KLJK��+LJK�KLJK������������������$1'
$W�WLPH�������3(71� ������������

7KHUH�DUH������SULPH�LPSOLFDQWV

3ULPH�,PSOLFDQW���
�����$W�WLPH��������:3(� ����������XQLW��������������������$1'
�����$W�WLPH��������'2�� �2Q�����6SHHG�RQ������������������$1'
�����$W�WLPH��������$2�� �+LJK���6SHHG�KLJK����������������$1'
�����$W�WLPH��������&1)� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
�����$W�WLPH���������%:� �:LGH���:LGH����������������������$1'
�����$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
�����$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
�����$W�WLPH�������3(71� ����������������������������������$1'
�����$W�WLPH���������77� �/RZ�ORZ��/RZ�ORZ�����������������$1'
�����$W�WLPH��������'2�� �2II����1R�VSHHG������������������$1'
�����$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
�����$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
�����$W�WLPH��������:3(� ����������XQLW��������������������$1'
�����$W�WLPH��������'2�� �2Q�����6SHHG�RQ������������������$1'
�����$W�WLPH��������$2�� �+LJK���6SHHG�KLJK����������������$1'
�����$W�WLPH��������&1)� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
�����$W�WLPH���������%:� �:LGH���:LGH����������������������$1'
�����$W�WLPH��������&$0� �2II����6WXFN�RII�����������������$1'
�����$W�WLPH�������3(71� ����������������������������������$1'
�����$W�WLPH���������77� �/RZ�ORZ��/RZ�ORZ�����������������$1'
�����$W�WLPH��������'2�� �2II����1R�VSHHG������������������$1'
�����$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
�����$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

)LJXUH�����([DPSOH�')0�RXWSXW�ILOH

7KH�RXWSXW�ILOH�QHHGV�WR�EH�H[DPLQHG�DV�LW�FRQWDLQV�WKH�LQIRUPDWLRQ�IURP�ZKLFK
WKH� LPSRUWDQFH� FULWHULD� QHHG� WR� EH� GHULYHG�� ([DPLQLQJ� WKH� RXWSXW� ILOH� KHOSV
XQGHUVWDQG�WKDW�LPSRUWDQFH�PHDVXUHV�FDQ�EH�GHULYHG�DW�

�� 6\VWHP�OHYHO�

�� 3ULPH�LPSOLFDQW�OHYHO��RU

�� /LWHUDO�OHYHO�

$W�WKH�V\VWHP�OHYHO��LQIRUPDWLRQ�LV�DYDLODEOH�DERXW�WKH�WRS�HYHQW�WKDW�RFFXUV�DQG
WKH�QXPEHU�RI�SULPH�LPSOLFDQWV�WKDW�DUH�GHULYHG�IRU�WKLV�WRS�HYHQW��,QIRUPDWLRQ�DW�WKH
V\VWHP� OHYHO�� WKH� RQO\� LQIRUPDWLRQ� DYDLODEOH� DERXW� WKH� WRS� HYHQW� ZRXOG� EH� WKH
SUREDELOLW\�RI�RFFXUUHQFH�RI� WKLV� WRS�HYHQW��0RUH�GHWDLOHG� LQIRUPDWLRQ� LV�DYDLODEOH�RQ
SULPH� LPSOLFDQW� OHYHO�� (DFK� SULPH� LPSOLFDQW� KDV� D� SUREDELOLW\� RI� RFFXUUHQFH� DQG
FRQVLVWV�RI�D�QXPEHU�RI�OLWHUDOV��7KHVH�OLWHUDOV�WKHPVHOYHV�FRQWDLQ�WKH�PRVW�YDOXDEOH
LQIRUPDWLRQ� DERXW� WKH� V\VWHP�� $� OLWHUDO� FRQVLVWV� RI� D� WLPH� VWHS�� D� YDULDEOH�� DQG� D
YDULDEOH�VWDWH��7KH�OLWHUDO�LWVHOI�KDV�DOVR�D�SUREDELOLW\�RI�RFFXUUHQFH�

:LWK� WKLV� LQIRUPDWLRQ� LQ� PLQG� LW� LV� SRVVLEOH� WR� GHYHORS� SUREDELOLVWLF� DQG� QRQ�
SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV��7KH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�DUH�EDVHG
RQ� WKH�SUREDELOLW\�RI�RFFXUUHQFH��7KH�SUREDELOLVWLF�PHDVXUHV�DUH�FDOFXODWHG� LQGLFHV�
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PRVWO\� EDVHG� RQ� SUREDELOLWLHV� RI� WKH� RFFXUUHQFH� RI� WKH� HYHQWV� DVVRFLDWHG� ZLWK� WKH
SULPH�LPSOLFDQWV��7KH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�GLVFXVVHG�LQ�WKLV�GRFXPHQW
DUH�PDLQO\�GHULYHG�IURP�FRQFHSWV�DQG�PHWKRGV�RI�ULVN�UDQNLQJ�DOUHDG\�GHYHORSHG�E\
RWKHUV��7KH�IROORZLQJ�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�DUH�XVHG�

�� 3UREDELOLW\�RI�WKH�3ULPH�,PSOLFDQW

�� 5LVN�5HGXFWLRQ�:RUWK�DQG�)XVVHOO�9HVHO\

�� 5LVN�$FKLHYHPHQW�:RUWK

7KH� QRQ�SUREDELOLVWLF� PHDVXUHV� UHIOHFW� GHVFULSWLYH� DWWULEXWHV� RI� WKH� SULPH
LPSOLFDQWV� DQG� OLWHUDOV�� 7KH� IROORZLQJ� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� DUH
GHILQHG�FRYHULQJ�DOO�WKH�DYDLODEOH�LQIRUPDWLRQ�IURP�WKH�RXWSXW�ILOH�

�� 1XPEHU�RI�SULPH�LPSOLFDQWV�

�� &RQWHQWV�RI�SULPH�LPSOLFDQWV�

�� 1XPEHU�RI�OLWHUDOV�

�� 1XPEHU�RI�YDULDEOHV�RU�VWDWHV�

�� 7LPH�GHSHQGHQFH�RI�SULPH�LPSOLFDQWV�

�� &RUUHODWLRQ�RI�YDULDEOHV�RU�YDULDEOH�VWDWHV�

���� 3UREDELOLVWLF�LPSRUWDQFH�PHDVXUHV

4XDQWLILFDWLRQ�KDV�DOZD\V�EHHQ�RI�LQWHUHVW�LQ�WKH�ILHOG�RI�VDIHW\�DQG�UHOLDELOLW\�EHFDXVH
LW� PDNHV� REMHFWLYH� FRPSDULVRQ� RI� V\VWHPV� RU� GHVLJQV� SRVVLEOH�� :LWK� ')0�
SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV�FDQ�EH�FDOFXODWHG� LI� WKH�SUREDELOLW\�RI�RFFXUUHQFH
RI�WKH�WRS�HYHQW��WKH�SULPH�LPSOLFDQWV�DQG�WKH�OLWHUDOV�DUH�DYDLODEOH�

:KHQ� WKH� SUREDELOLWLHV� RI� LQGLYLGXDO� OLWHUDOV� DUH� DYDLODEOH�� FDXWLRQ� QHHGV� WR� EH
H[HUFLVHG�ZKHQ�FDOFXODWLQJ�WKH�SUREDELOLW\�RI�WKH�SULPH�LPSOLFDQW�DQG�RI�WKH�WRS�HYHQW�
7KLV�FDOFXODWLRQ� LV� UHODWLYHO\�VLPSOH�DQG�HDV\� WR�DXWRPDWH� LQ�D�FRPSXWHU�SURJUDP� LI
WKH�SUREDELOLWLHV�RI� WKH� OLWHUDOV�DUH� LQGHSHQGHQW�� ,Q�SUDFWLFH�� WKLV� LV�VHOGRP� WKH�FDVH
DQG� FDOFXODWLRQV� PXVW� EH� FDUULHG� RXW� E\� KDQG� WDNLQJ� LQWR� DFFRXQW� WKH� SRVVLEOH
GHSHQGHQF\� RI� WKH� GLIIHUHQW� YDULDEOHV�� $SSHQGL[� $�� JLYHV� DQ� RYHUYLHZ� RI� WKH
FRPSXWHU�WRRO�GHYHORSHG�DQG�XVHG�WR�FDOFXODWH�WKH�LPSRUWDQFH�PHDVXUHV�

7KH�IROORZLQJ�JLYHV�DQ�RYHUYLHZ�RI�SRVVLEOH�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV
WKDW�FDQ�EH�GHILQHG�IRU� OLWHUDOV�DQG�SULPH�LPSOLFDQWV��7KH�SUREDELOLWLHV�XVHG�LQ�WKHVH
H[DPSOHV� DUH� GHWHUPLQHG� XVLQJ� H[SHUW� RSLQLRQ� DQG� DUH� QRW� EDVHG� RQ� DQ\� H[LVWLQJ
ILJXUHV��,W�LV�QRW�WKH�SXUSRVH�RI�WKLV�WKHVLV�WR�SURYH�WKH�DFFXUDF\�RI�WKH�FDOFXODWLRQ�EXW
WR� GHPRQVWUDWH� WKH� XVHIXOQHVV� RI� SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV�� )XUWKHU
UHVHDUFK�QHHGV� WR�EH�FDUULHG�RXW� WKDW�GHPRQVWUDWHV�KRZ�SUREDELOLW\�FDOFXODWLRQV� IRU
SULPH�LPSOLFDQWV�DQG�OLWHUDOV�QHHG�WR�EH�DGGUHVVHG��KRZ�LW�FDQ�EH�DSSOLHG�LQ�SUDFWLFDO
VLWXDWLRQV�� DQG� KRZ� WR� DXWRPDWH� WKH� FDOFXODWLRQV� XVLQJ� WKH� ')0� VRIWZDUH� WRRO�� 7R
FDOFXODWH�WKH�SUREDELOLWLHV�WKH�IROORZLQJ�DVVXPSWLRQV�KDYH�EHHQ�PDGH�

�� 7KH� SUREDELOLW\� RI� D� SULPH� LPSOLFDQW� LV� EDVHG� RQ� D� %RROHDQ� $1'
UHODWLRQVKLS�EHWZHHQ�WKH�OLWHUDOV�RI�WKDW�SULPH�LPSOLFDQW�

�� 7KH� SUREDELOLW\� RI� WKH� WRS� HYHQW� LV� FDOFXODWHG� E\� XVLQJ� WKH�%RROHDQ
25�UHODWLRQVKLS�EHWZHHQ�WKH�SULPH�LPSOLFDQWV�
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�� $V�GDWD�DUH�QRW�DOZD\V�DYDLODEOH�WKH�SUREDELOLWLHV�RI�LQGLYLGXDO�OLWHUDOV
DUH�VHOHFWHG�XVLQJ�HQJLQHHULQJ�H[SHULHQFH�DQG�MXGJPHQW�

7KH�IROORZLQJ�VHFWLRQV�DGGUHVV�WKH�IROORZLQJ�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�

�� 3UREDELOLW\�RI�WKH�3ULPH�,PSOLFDQW�

�� 5LVN�5HGXFWLRQ�:RUWK�

�� 5LVN�$FKLHYHPHQW�:RUWK�

������ 0HDVXUH��3UREDELOLW\�RI�WKH�3ULPH�LPSOLFDQW

7KH�SXUSRVH�RI�WKLV�PHDVXUH�LV�WR�EH�DEOH�WR�VHOHFW�WKRVH�SULPH�LPSOLFDQWV�WKDW�DUH�RI
VLJQLILFDQW� LPSRUWDQFH� EHFDXVH� RI� WKHLU� KLJK� SUREDELOLW\� RI� RFFXUUHQFH�� 7KH
LPSRUWDQFH� RI� D� VLQJOH� SULPH� LPSOLFDQW� WR� WKH� WRS� HYHQW� JLYHV� YDOXDEOH� LQIRUPDWLRQ
DERXW�WKH�SULPH�LPSOLFDQW�FRQWULEXWLQJ�WKH�PRVW�WR�FDXVLQJ�WKH�WRS�HYHQW��7KH�SULPH
LPSOLFDQW� LPSRUWDQFH� FDQ� EH� GHILQHG� DV� WKH� UDWLR� EHWZHHQ� WKH� SUREDELOLW\� RI
RFFXUUHQFH�RI�D�SULPH�LPSOLFDQW�DQG�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW��$Q�DOWHUQDWLYH�LV
WKH� UDWLR� EHWZHHQ� WKH� SULPH� LPSOLFDQW� DQG� WKH� SULPH� LPSOLFDQW� ZLWK� WKH� KLJKHVW
SUREDELOLW\�RI�RFFXUUHQFH��ZKLFK�LV�XVHIXO�DV�LW�QRUPDOL]HV�WKH�LPSRUWDQFH�PHDVXUH�
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7KLV�LPSRUWDQFH�PHDVXUH�LV�SDUWLFXODU�XVHIXO�ZKHQ�GHFLVLRQV�QHHG�WR�EH�PDGH
RQ�ZKLFK�SULPH� LPSOLFDQWV�QHHG� WR�EH�H[DPLQHG� ILUVW��5DQNLQJ�FDQ� WDNH�SODFH� IURP
KLJK�WR�ORZ�DQG�UXOHV�FDQ�EH�GHILQHG�WKDW��IRU�H[DPSOH��UHTXLUH�IRU�H[DPSOH�DQDO\]LQJ
WKH�WRS�����RI�WKH�SULPH�LPSOLFDQWV�WKDW�FRQWULEXWH�WKH�PRVW�WR�WKH�WRS�HYHQW�

������ 0HDVXUH��5LVN�5HGXFWLRQ�:RUWK

7KH�SXUSRVH�RI�WKLV�PHDVXUH�LV�WR�JLYH�DQ�LQGLFDWLRQ�RI�WKH�LPSRUWDQFH�RI�D�OLWHUDO� LQ
UHODWLRQVKLS� WR� UHGXFLQJ� WKH�SUREDELOLW\�RI� WKH� WRS�HYHQW��7KH�EDVLF� LGHD�RI� WKH�5LVN
5HGXFWLRQ� :RUWK� �55:�� >��@� DQG� WKH� VLPLODU� )XVVHOO�9HVHO\� >�����@� LPSRUWDQFH
PHDVXUH�LV�WKDW�D�OLWHUDO��ZLWKRXW�REYLRXVO\�EHLQJ�FULWLFDO��FDQ�FRQWULEXWH�VLJQLILFDQWO\�WR
WKH� WRS� HYHQW� E\� LWV� SUHVHQFH� LQ� RQH� RU� PRUH� IDXOW� WUHH� FXW� VHWV� >��@�� 7KH� ULVN
UHGXFWLRQ� FDQ� EH� FDOFXODWHG� E\� GLYLGLQJ� WKH� SUREDELOLW\� RI� WKH� WRS� HYHQW� ZLWK� WKH
SUREDELOLW\�RI�WKH�OLWHUDO�VHW�WR�LWV�WUXH�YDOXH��E\�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZLWK�WKH
OLWHUDO�VHW�WR�]HUR��7KH�ODWWHU�UHSUHVHQWV�D�VLWXDWLRQ�DV�LI�LW�FDQ�QHYHU�RFFXU�RU�LQ�WHUPV
RI�IDLOXUH�DQDO\VLV�DV�LI�LW�LV�H[WUHPHO\�UHOLDEOH�
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7KH�)XVVHOO�9HVHO\�LPSRUWDQFH�PHDVXUH�LV�FDOFXODWHG�E\�GLYLGLQJ�WKH�IUDFWLRQ�RI
PLQLPXP�FXW�VHWV� WKDW� FRQWDLQ� WKH�EDVLF�HYHQWV�E\� WKH�SUREDELOLW\�RI� WKH� WRS�HYHQW�
7KDW�LV�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�PLQXV�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZKHQ�WKH
SUREDELOLW\�RI�RFFXUUHQFH�RI�WKH�EDVLF�HYHQW�RI�LQWHUHVW�LV�VHW�WR�]HUR�DQG�WKLV�GLYLGHG
E\� WKH� SUREDELOLW\� RI� RFFXUUHQFH� RI� WKH� WRS� HYHQW�� 7KHUH� LV� D� GLUHFW� UHODWLRQVKLS
EHWZHHQ�5LVN�5HGXFWLRQ�:RUWK�DQG�)XVVHOO�9HVHO\�
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7KH�55:�DQG�)XVVHOO�9HVHO\�PHDVXUHV�DUH�XVHIXO� LQ� LGHQWLI\LQJ�RSSRUWXQLWLHV
IRU� LPSURYLQJ� WKH� UHOLDELOLW\� RI� FRPSRQHQWV� WKDW� UHGXFH� WKH� ULVN� WKH�PRVW�� 7KH� 5:
PHDVXUH� XVHV� WKH� VDPH� FDOFXODWLRQ� FRQFHSW� DV� 55:� RU� )XVVHOO�9HVHO\�� 7KH� 5:
PHDVXUH�JLYHV�DQ� LQGLFDWLRQ�RI�KRZ�PXFK� WKH�SUREDELOLW\�RI� WKH� WRS�HYHQW�ZRXOG�EH
UHGXFHG� LI� WKH� SUREDELOLW\� RI� WKH� VSHFLILF� OLWHUDO� ZRXOG� HTXDO� WR� ]HUR� �L�H��� WKH� SULPH
LPSOLFDQW�ZLOO�QRW�H[LVW���,W�JLYHV�DQ�LQGLFDWLRQ�RI�WKH�LPSRUWDQFH�RI�DQ�LQGLYLGXDO�OLWHUDO�
:LWK�')0�� WKH� WRS�HYHQW� FDQ�EH�DQ\�FRQGLWLRQ�RI� LQWHUHVW�� GHVLUHG�� XQGHVLUHG��RU�D
FRPELQDWLRQ��7KHVH� WZR� LPSRUWDQFH�PHDVXUHV�VKRXOG�RQO\�EH�XVHG�ZLWK� WRS�HYHQWV
WKDW� UHSUHVHQW� XQGHVLUHG� FRQGLWLRQV� DV� LW� GRHV� QRW� PDNHV� VHQVH� WR� UHGXFH� WKH
SUREDELOLW\�RI�DQ�³GHVLUHG�VWDWH´�

������ 0HDVXUH��5LVN�$FKLHYHPHQW�:RUWK

7KH�SXUSRVH�RI�WKH�ULVN�DFKLHYHPHQW�ZRUWK��5$:��LPSRUWDQFH�PHDVXUH�LV�WR�JLYH�DQ
LQGLFDWLRQ�RI�WKH�LPSRUWDQFH�RI�D�OLWHUDO�LQ�UHODWLRQVKLS�WR�LQFUHDVLQJ�WKH�SUREDELOLW\�RI
WKH�WRS�HYHQW�>��@��7KH�5$:�PHDVXUH�UHSUHVHQWV�WKH�RSSRVLWH�RI�WKH�55:�PHDVXUH�
/LWHUDOO\�� WKH�5$:�PHDVXUH� UHSUHVHQWV�KRZ�ZRUWK� LW� LV� WR� NHHS� WKH� FXUUHQW� OHYHO� RI
UHOLDELOLW\�IRU�D�EDVLF�HYHQW��,W�LV�XVHIXO�ZKHQ�LW�QHHGV�WR�EH�H[DPLQHG�KRZ�LPSRUWDQW�D
FRPSRQHQW� OLNH�D�YDOYH�RU�SXPS�LV�ZKHQ�WKLV�FRPSRQHQW�WHPSRUDULO\� LV�XQDYDLODEOH�
IRU�H[DPSOH��EHFDXVH�LW�HLWKHU�IDLOHG�RU�SHULRGLF�PDLQWHQDQFH�LV�FDUULHG�RXW�

7KH�5$:�LPSRUWDQFH�PHDVXUH�JLYHV�DQ�LQGLFDWLRQ�RI�KRZ�PXFK�WKH�SUREDELOLW\
RI�WKH�WRS�HYHQW�JRHV�XS�LI�WKH�OLWHUDO�DOZD\V�RFFXUV��L�H���WKH�SUREDELOLW\�RI�WKH�/LWHUDO
LV�RQH���7KH�PHDVXUH�FDQ�EH�FDOFXODWHG�GLYLGLQJ�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZLWK
WKH�SUREDELOLW\�RI�WKH�OLWHUDO�VHW�WR�RQH�E\�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZLWK�WKH�OLWHUDO
VHW�WR�LWV�WUXH�YDOXH�
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�:LWK�')0��WKH�WRS�HYHQW�FDQ�EH�DQ\�FRQGLWLRQ�RI�LQWHUHVW��GHVLUHG��XQGHVLUHG��RU
D�FRPELQDWLRQ��7KH�5$:�LPSRUWDQFH�PHDVXUH�VKRXOG�RQO\�EH�XVHG�ZLWK� WRS�HYHQWV
WKDW� UHSUHVHQW� XQGHVLUHG� FRQGLWLRQV� DV� LW� GRHV� QRW� PDNHV� VHQVH� WR� UHGXFH� WKH
SUREDELOLW\�RI�DQ�³GHVLUHG�VWDWH´�

������ 0RUH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV

7KH� LPSRUWDQFH� PHDVXUHV� SUHVHQWHG� LQ� WKH� SUHYLRXV� WZR� VHFWLRQV� KDYH� EHHQ
SUHVHQWHG� DV� WKH\� DUH� GHULYHG� IURP� ZHOO�NQRZQ� DQG� SUREDEO\� DUH� WKH� PRVW� XVHG
LPSRUWDQFH� PHDVXUHV�� 7KH� 36$� $SSOLFDWLRQ� *XLGH� VSHFLILFDOO\� LGHQWLILHV� )XVVHOO�
9HVHO\�� 5LVN� 5HGXFWLRQ� :RUWK�� DQG� 5LVN� $FKLHYHPHQW� :RUWK� DV� DSSURSULDWH
PHDVXUHV� WR�XVH� >��@��6HYHUDO� RWKHU�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV�H[LVW� LQ� WKH
OLWHUDWXUH��$V�PHQWLRQHG�HDUOLHU�VHYHUDO�FRQFHUQV�KDYH�EHHQ�UDLVHG�DERXW�SUREDELOLVWLF
LPSRUWDQFH� PHDVXUHV�� $V� UHVHDUFK� DQG� GHYHORSPHQW� JRHV� RQ�� QHZ� LPSRUWDQFH
PHDVXUHV� DUH� LQWURGXFHG� RU� ROG� RQHV� DUH� LPSURYHG�� )RU� WKH� FRPSOHWHQHVV� RI� WKLV
WKHVLV�� RWKHU� SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV� WKDW� FDQ� EH� IRXQG� LQ� OLWHUDWXUH� DUH
LQWURGXFHG�DQG�EULHIO\�H[SODLQHG�



��

,Q� >��@� WKH� FULWLFDOLW\� LPSRUWDQFH�PHDVXUH� LV�PHQWLRQHG� WKDW� FRQVLGHUV� WKH� IDFW
WKDW�LW� LV�PRUH�GLIILFXOW�WR�LPSURYH�WKH�PRUH�UHOLDEOH�FRPSRQHQWV�WKDQ�WR�LPSURYH�WKH
OHVV�UHOLDEOH�FRPSRQHQWV

%DUORZ�DQG�3URVFKDQ�LQWURGXFHG�D�PHDVXUH�IRU�V\VWHPV�ZKRVH�FRPSRQHQWV�IDLO
VHTXHQWLDOO\� LQ� WLPH� >��@��7KH�%DUORZ�3URVFKDQ�PHDVXUH�FRQVLGHUV� WKH�VHTXHQFH�RI
HYHQW� IDLOXUHV� WKDW� FDXVHV� WKH� V\VWHP� WR� IDLO� LQ� WLPH� DQG� LV� D� IXQFWLRQ� RI� WKH� SDVW
EHKDYLRU�UDWKHU�WKDQ�D�SRLQW�LQ�WLPH�>��@�

$QRWKHU� ZHOO�NQRZQ� LPSRUWDQFH� PHDVXUH� LV� WKH� %LUQEDXP� RU� UHOLDELOLW\
LPSRUWDQFH�>��@��,W�LV�FRPSOHWHO\�GHSHQGHQW�RQ�WKH�VWUXFWXUH�RI�WKH�V\VWHP�PRGHO�DQG
LV�LQGHSHQGHQW�RI�WKH�FXUUHQW�SUREDELOLW\�RI�WKH�EDVLF�HYHQW��7KH�%LUQEDXP�PHDVXUH�LV
FDOFXODWHG�DV�WKH�GLIIHUHQFH�EHWZHHQ�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZLWK�SUREDELOLW\
RI�WKH�EDVLF�HYHQW�VHW�WR���DQG�WKH�SUREDELOLW\�RI�WKH�WRS�HYHQW�ZLWK�WKH�SUREDELOLW\�RI
WKH�EDVLF�HYHQW�VHW�WR���

$�JHQHUDOL]HG�ULVN�LPSRUWDQFH�PHDVXUH�KDV�EHHQ�LQWURGXFHG�E\�6FKPLGW�HW�DO�LQ
>��@�DQG�&KHRN�HW�DO�LQ�>��@��7KLV�LPSRUWDQFH�PHDVXUH�DOORZV�DQ\�YDOLG�SUREDELOLW\�RI
WKH�EDVLF�HYHQW�DQG�GRHV�QRW�UHVWULFW�LW�WR�WKH�H[WUHPH�]HUR�DQG�RQH��7KH�JHQHUDOL]HG
LPSRUWDQFH�PHDVXUH�LV�GHILQHG�IRU�DOO�SUREDELOLWLHV�RI�WKH�EDVLF�HYHQW��,W�LV�SRVVLEOH�WR
GUDZ�WKH�JHQHUDOL]HG�LPSRUWDQFH�PHDVXUHV�DV�IXQFWLRQ�RI�WKH�EDVLF�HYHQW�SUREDELOLW\�
7KLV� UHODWLRQVKLS� LV� FDOOHG� ULVN� FXUYH� RU� ULVN� LPSDFW� FXUYH� DQG� LQ� >��@� LW� KDV� EHHQ
GHPRQVWUDWHG�WKDW�WKHVH�FXUYHV�FDQ�JLYH�FRPSOHWH�GLIIHUHQW�SHUVSHFWLYHV�RQ�WKH�ULVN
LPSRUWDQFH�RI�EDVLF�HYHQWV�FRPSDUHG�WR�XVLQJ�H[WUHPH�PHDVXUHV�OLNH�55:��5$:�RU
)XVVHOO�9HVHO\�� 7KLV� DSSURDFK� KDV� EHHQ� SURYHQ� WR� JLYH� XVHIXO� JXLGDQFH� RQ� WKH
LPSRUWDQFH�RI�FKDQJH�LQ�UHOLDELOLW\�DQG�WKH�LPSDFW�RQ�ULVN��,W�ZLOO�LGHQWLI\�EDVLF�HYHQWV
WKDW�ZKHQ�FKDQJHG�D�OLWWOH�ELW�ZLOO�KDYH�D�VLJQLILFDQW�LPSDFW�RQ�ULVN�DQG�EDVLF�HYHQWV
WKDW�ZKHQ�FKDQJHG�VLJQLILFDQWO\�ZLOO�KDYH�RQO\�D�UHODWLYHO\�VPDOO� LPSDFW�RQ�ULVN��7KLV
LPSRUWDQFH�PHDVXUH� LV�YHU\�SURPLVLQJ�DV� LW�KDQGOHV� WKH�XQFHUWDLQW\�DVVRFLDWHG�ZLWK
GDWD��,I� LW� LV�QRW�VXUH�ZKHWKHU�WKH�GDWD�FDQ�EH�WUXVWHG�DQG�WKH�EDVLF�HYHQW� LV�RI� OLWWOH
LPSRUWDQFH�EHFDXVH�RI� WKLV�PHDVXUH� WKHQ� WKH�XVH�GDWD�GRHV�QRW�SOD\�DQ� LPSRUWDQW
UROH�DQ\ZD\��2Q�WKH�RWKHU�KDQG� LI� WKH�EDVLF�HYHQW� WXUQV�RXW� WR�EH� LPSRUWDQW�EXW� WKH
GDWD�LV�XQFHUWDLQ�WKHQ�WKH�IRFXV�FDQ�EH�RQ�JHWWLQJ�PRUH�TXDOLW\�GDWD�WR� LPSURYH�WKH
DQDO\VLV�

,Q� >��@��%RUJRQRYR�DQG�$SRVWRODNLV� LQWURGXFHG�D�QHZO\�GHYHORSHG� LPSRUWDQFH
PHDVXUH� FDOOHG� 'LIIHUHQWLDO� ,PSRUWDQFH� 0HDVXUH� �',0��� ',0� JLYHV� WKH� DQDO\VW
LQIRUPDWLRQ� DERXW� WKH� LPSRUWDQFH� RI� SURSRVHG� FKDQJHV� WKDW� HIIHFW� FRPSRQHQW
SURSHUWLHV�DQG�PXOWLSOH�HYHQWV��$Q�LPSRUWDQW�IHDWXUH�RI�',0�LV�WKDW�LW�LV�DGGLWLYH��L�H��
WKH�',0�RI�JURXSV�RI�EDVLF�HYHQWV�RU�SDUDPHWHUV� LV� WKH�VXP�RI� WKH� LQGLYLGXDO�',0V�
/LNH� WKH� JHQHUDOL]HG� LPSRUWDQFH� PHDVXUH� WKLV� PHDVXUH� KDV� WKH� DGYDQWDJH� RYHU
55:�� )9� DQG� 5$:� WKDW� LW� GRHV� QRW� GHSHQG� RQ� H[WUHPH� FDOFXODWLRQV� EXW� UDWKHU
IRFXVHV�RQ�VPDOO�GHYLDWLRQV�IURP�WKH�RULJLQDO�SUREDELOLW\�

���� 1RQ�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV

,I� SRVVLEOH� UDQNLQJ� VKRXOG� EH� EDVHG� RQ� SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV�
4XDQWLILFDWLRQ�RI� LPSRUWDQFH�PHDVXUH�LV�SUHIHUUHG�DV�LW�PDNHV�REMHFWLYH�FRPSDULVRQ
RI�GHVLJQV�DQG�V\VWHPV�SRVVLEOH��7KH�SUREDELOLW\�RI�WKH�OLWHUDOV�DQG�WKHLU�H[LVWHQFH�LQ
WKH� SULPH� LPSOLFDQWV� GHWHUPLQH� WKH� LPSRUWDQFH� RI� WKH� OLWHUDO� LQ� UHODWLRQ� WR� WKH� WRS
HYHQW�� 2Q� WKH� RWKHU� KDQG�� LW� LV� DOVR� UHDOL]HG� WKDW� SUREDELOLW\� GDWD� LV� QRW� DOZD\V
DYDLODEOH��RU�WKDW� LW� LV�KDUG�WR�REWDLQ��IRU� LQGLYLGXDO� OLWHUDOV��,W� LV�IRU�WKLV�UHDVRQ�WKDW�D
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VHW�RI�QRQ�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV�KDV�EHHQ�GHYHORSHG� WKDW�FDQ�KHOS�DQ
DQDO\VW� LPSURYH� WKH�V\VWHP��8QOLNH� WKH�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV�� WKH�QRQ�
SUREDELOLVWLF� LPSRUWDQFH� VKRXOG� EH� XVHG� FROOHFWLYHO\�� $QDO\VLV� EDVHG� RQ� QRQ�
SUREDELOLVWLF� HYDOXDWLRQ� VKRXOG� XWLOL]H� D� FRPELQDWLRQ� RU� DOO� QRQ�SUREDELOLVWLF
LPSRUWDQFH�PHDVXUHV��:KHQ�XVHG�LQ�FRPELQDWLRQ�ZLWK�HDFK�RWKHU�WKH\�FDQ�VWLPXODWH
GLVFXVVLRQV�DPRQJ�NQRZOHGJHDEOH�SHRSOH�UHJDUGLQJ�V\VWHP�LPSURYHPHQWV�

1RQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� DUH� EDVHG� RQ� WKH� DPRXQW� RU
LQWHUSUHWDWLRQ�RI� WKH�FRQWHQWV�RI�SULPH� LPSOLFDQWV�DQG� OLWHUDOV��7KH�DELOLW\� WR� LQWHUSUHW
SULPH�LPSOLFDQWV�UHTXLUHV�TXDOLILFDWLRQ�RI�HDFK�YDULDEOH�DQG�LWV�DVVRFLDWHG�VWDWHV��7KH
IROORZLQJ�VHFWLRQV�ZLOO�JLYH�DQ�RYHUYLHZ�RI�WKH�QRQ�SUREDELOLVWLF�PHDVXUHV�

������ 0HDVXUH��1XPEHU�RI�SULPH�LPSOLFDQWV

2Q�D�V\VWHP�OHYHO�� LW� LV�RI�LQWHUHVW�WR�ORRN�DW�WKH�QXPEHU�RI�SULPH�LPSOLFDQWV�GHULYHG
IRU� D� SDUWLFXODU� WRS� HYHQW�� 'LIIHUHQW� GHVLJQV� RU� PDQXIDFWXULQJ� FRQFHSWV� PLJKW� JLYH
GLIIHUHQW� WRWDO�QXPEHUV�RI�SULPH� LPSOLFDQWV��$�GHVLJQ�RU�FRQFHSW� WKDW�SURGXFHV� OHVV
SULPH� LPSOLFDQWV� PLJKW� EH� SUHIHUUHG� RYHU� D� GHVLJQ� WKDW� SURGXFHV� PRUH� SULPH
LPSOLFDQWV��7KH�PRUH�SULPH�LPSOLFDQWV�WKHUH�DUH�WKH�PRUH�GLIILFXOW�LW�LV�WR�DQDO\]H�DQG
PDQDJH�DOO�WKHVH�SULPH�LPSOLFDQWV��)HZHU�SULPH�LPSOLFDQWV�VKRXOG�QRW�EH�LQWHUSUHWHG
DV�QHFHVVDULO\�D� ORZHU�SUREDELOLW\�RI�RFFXUUHQFH� IRU� WKH� WRS�HYHQW�DQG� WKXV�D�EHWWHU
V\VWHP�� ,Q�RUGHU� WR� IDYRU�RQH�GHVLJQ�RYHU�DQRWKHU�� WKH�QXPEHU�RI� SULPH� LPSOLFDQWV
VKRXOG�EH�VLJQLILFDQWO\�GLIIHUHQW��H�J���DW� OHDVW�D� IDFWRU�RI���RU����GHFUHDVH� LQ�SULPH
LPSOLFDQWV�

7KH� DGYDQWDJH� RI� KDYLQJ� D� GHVLJQ� ZLWK� IHZHU� SULPH� LPSOLFDQWV� LV� QRW� WKDW� LW
QHFHVVDU\� GHFUHDVHV� WKH� SUREDELOLW\� RI� RFFXUUHQFH� RI� WKH� WRS� HYHQW� EXW� WKDW� WKH
GHFLVLRQ�WR�DQDO\]H�WKH�QXPEHU�RI�SULPH�LPSOLFDQWV�LV�PXFK�HDVLHU��,I�D�GHVLJQ�FDQ�EH
FUHDWHG�WKDW�KDV�LQVWHDG�RI������SULPH�LPSOLFDQWV�RQO\�����SULPH�LPSOLFDQWV�LW�PLJKW
EH� GHFLGHG� WR� DQDO\]H� HYHU\� VLQJOH� SULPH� LPSOLFDQW�� ,I� WLPH� DQG� UHVRXUFHV� DUH
DOORFDWHG� WR� DGGUHVV� WKH� SULPH� LPSOLFDQWV� LW� LV� SRVVLEOH� WR� LGHQWLI\� IXUWKHU� GHVLJQ
FKDQJHV��RU� WR� LPSOHPHQW�SURWHFWLRQ�PHDVXUHV� LQ� WKH� IRUP�RI�VDIHW\� OD\HUV�� ,I� WKHUH
DUH� WRR�PDQ\�SULPH� LPSOLFDQWV� WKDW�QHHG� WR�EH�DQDO\]HG� WKHQ�GHFLVLRQV�QHHG� WR�EH
PDGH� RQ� KRZ� WR� GR� WKLV�� 2WKHU� LPSRUWDQFH� PHDVXUHV� ZLOO� EH� LQWURGXFHG� WKDW� FDQ
VXSSRUW�IXUWKHU�DQDO\VLV�E\�IRFXVLQJ�RQ�WKRVH�SULPH�LPSOLFDQWV�WKDW�DUH�RI�LQWHUHVW�

7KH�GLVDGYDQWDJH�RI�WKLV�PHDVXUH�LV�WKDW�LQ�SUDFWLFH��D�³EHWWHU´�GHVLJQ�GRHV�QRW
QHFHVVDULO\�SURGXFH�OHVV�SULPH�LPSOLFDQWV��')0�GHULYHV�DOO�FRQGLWLRQV�WKDW�FDQ�FDXVH
WKH�WRS�HYHQW�RI� LQWHUHVW�� ,I�D�GHVLJQ�LV�FKDQJHG�DQG�EDVHG�RQ�UHGXQGDQW� LQVWHDG�RI
VLQJOH� VDIHW\� V\VWHPV�� LW� LV� OLNHO\� WKDW� WKH�QXPEHU�RI� SULPH� LPSOLFDQWV� LV�PRUH� IRU� D
SDUWLFXODU� WRS� HYHQW�� 7KH� GHVLJQ� LV� VDIHU� DQG� WKH� GLIIHUHQFH� FDQ� RQO\� EH� IRXQG� E\
H[DPLQLQJ�WKH�FRQWHQWV�RI�WKH�SULPH�LPSOLFDQWV��7KH�IROORZLQJ�LPSRUWDQFH�PHDVXUHV
FDQ�VXSSRUW�IXUWKHU�DQDO\VLV��7KH�LPSRUWDQFH�PHDVXUHV�FDQ�EH�XVHG�LQ�FRPELQDWLRQ
ZLWK�LPSRUWDQFH�PHDVXUH�WR�PDNH�IXUWKHU�V\VWHP�LPSURYHPHQWV�

������ 0HDVXUH��&RQWHQWV�RI�SULPH�LPSOLFDQWV

7KH�SXUSRVH�RI�WKLV�PHDVXUH�LV�WR�XVH�WKH�FRQWHQWV�RI�D�SULPH�LPSOLFDQW�DV�D�UHDVRQ
WR� SULRULWL]H�� ,W� LV� SRVVLEOH� WR� SULRULWL]H� WKH� SULPH� LPSOLFDQWV� LI� WKHLU� FRQWHQWV� FDQ� EH
LQWHUSUHWHG��7R�DFKLHYH�WKLV�� WKH�LQWHUSUHWDWLRQ�LV�EDVHG�RQ�WKH�SUHYLRXV�TXDOLILFDWLRQ
RI�YDULDEOHV�DQG�YDULDEOH�VWDWHV��7KH�TXDOLILFDWLRQ�LV�GHULYHG�IURP�ZKDW�WKH�YDULDEOHV
DQG� YDULDEOH� VWDWHV� UHSUHVHQW� LQ� WKH� FRQWH[W� RI� WKH� SURFHVV� RU� V\VWHP�� $
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GLIIHUHQWLDWLRQ� LV�PDGH�EHWZHHQ�WKH�TXDOLILFDWLRQ�RI�YDULDEOHV�DQG�WKH�TXDOLILFDWLRQ�RI
YDULDEOH� VWDWHV�� 7KH� TXDOLILFDWLRQV� RI� YDULDEOHV� W\SLFDOO\� GHVFULEHV� WKH� QDWXUH� RI� WKH
YDULDEOH�� H�J��� WKH� IROORZLQJ� TXDOLILFDWLRQV� DUH� XVHIXO� IRU� WKH� 3(71� PDQXIDFWXULQJ
SURFHVV�

�� 3URFHVV�
$�YDULDEOH�GHVFULELQJ�SURFHVV�FRQGLWLRQV�OLNH�SUHVVXUH��WHPSHUDWXUH
RU�VSHHG�

�� 6RIWZDUH�
$�YDULDEOH�WKDW�UHSUHVHQWV�VRIWZDUH��H�J���DQ�LQWHJHU�RU�UHDO�YDULDEOH�
RU�D�VRIWZDUH�LQSXW�RU�RXWSXW�VLJQDO�

�� +XPDQ�DFWLRQ�
$�YDULDEOH�WKDW�UHSUHVHQWV�WKH�LQWHUDFWLRQ�RI�D�SHUVRQ�ZLWK�WKH�V\VWHP�
)RU�H[DPSOH��D�YDOYH�WKDW�FDQ�RQO\�EH�PDQXDOO\�RSHUDWHG�RU�D�VHW
SRLQW�IRU�D�YDOXH�WR�EH�SURJUDPPHG�E\�DQ�RSHUDWRU�LQ�WKH�PHPRU\�RI
D�FRQWURO�V\VWHP�

�� &RQGLWLRQDO�YDULDEOH�
$�YDULDEOH�WKDW�FDQ�LQIOXHQFH�D�SK\VLFDO�SURFHVV�EHFDXVH�RI�LWV
FRQGLWLRQ��)RU�H[DPSOH��D�YDOYH�WKDW�LV�VWXFN�FORVHG�RU�D�WHPSHUDWXUH
VHQVRU�VWXFN�DW�����&�

7KH�DERYH�H[DPSOHV�DUH�EDVHG�RQ�ZKDW� WKH� YDULDEOHV� UHSUHVHQW� LQ�D� V\VWHP�
7KH� TXDOLILFDWLRQ� RI� YDULDEOH� VWDWHV� LV� EDVHG� RQ� WKH� FRQGLWLRQ� RI� WKLV� YDULDEOH�� )RU
H[DPSOH��D�VWDWH�FDQ�EH�FODVVLILHG�DV�³QRUPDO´��³IDLOHG´��RU�³XQGHVLUHG´��7KHUH�DUH�QR
IL[HG�RU�SUHVFULEHG�TXDOLILFDWLRQV��7KH�DQDO\VW�FDQ�DGMXVW�WKH�TXDOLILFDWLRQ�WR�VSHFLILF
QHHGV��RU�GHSHQGLQJ�RQ�WKH�V\VWHP�RU�LQGXVWU\�

)RU� FRQGLWLRQDO� YDULDEOHV��DV�GHILQHG�E\�')0��TXDOLILFDWLRQ� LV�HDVLO\�GRQH�� ,I� D
YDOYH�LV�VWXFN�FORVHG��WKH�VWDWH�LV�FODVVLILHG�DV�³IDLOHG´��,I�D�YDOYH�RSHUDWHV�QRUPDOO\�
WKH� FODVVLILFDWLRQ� ZRXOG� EH� ³QRUPDO´�� )RU� SURFHVV� DQG� RWKHU� YDULDEOHV� WKLV� FDQQRW
DOZD\V�EH�GRQH��DV� LW� LV�QRW�DOZD\V�FOHDU�ZKHWKHU�D�SURFHVV�FRQGLWLRQ� LV�GHVLUHG�RU
XQGHVLUHG��$�WHPSHUDWXUH�RI������&�LQ�D�WDQN�PLJKW�EH�XQGHVLUHG�GXULQJ�VWDUWXS�RI�D
SODQW�EXW�GHVLUHG�GXULQJ�QRUPDO�RSHUDWLRQ��$�GUDLQ�YDOYH�FDQ�EH�RSHQ�RU�FORVH��ERWK
QRUPDO�VLWXDWLRQV��+RZHYHU��LI�WKH�GUDLQ�YDOYH�VWD\V�FORVHG�ZKHQ�LW�QHHGV�WR�RSHQ�RU
RSHQV� ZKHQ� LW� QHHGV� WR� FORVH� WKHQ� WKHVH� VWDWHV� DUH� XQGHVLUHG�� 7KH� FODVVLILFDWLRQ
DFWXDOO\� GHSHQGV� RQ� WKH� FRQWH[W� WKH� YDULDEOH� LV� LQ� DW� WKDW� WLPH�� 7KHVH� NLQGV� RI
VLWXDWLRQV� �L�H��� FRPELQDWLRQV� RI� VHHPLQJO\� QRUPDO� RSHUDWLRQDO� VWDWHV� WKDW� UHVXOW� LQ
XQZDQWHG� EHKDYLRU�� DUH� VR� KDUG� WR� ILQG�� 2QO\� ZKHQ� LW� LV� REYLRXV� WKDW� D� FHUWDLQ
FRQGLWLRQ�LV�XQZDQWHG�LW� LV�SRVVLEOH�WR�FODVVLI\� LW�DV�³XQGHVLUHG´��)RU�H[DPSOH�� LQ�WKH
SUHVHQWHG�FDVH�VWXG\�WKH�WHPSHUDWXUH�LQ�WKH�WDQN�LV�QRW�DOORZHG�WR�H[FHHG�����&��DW
DQ\�WLPH��(YHQ�WKRXJK�LW�DV�D�SRVVLEOH�SURFHVV�FRQGLWLRQ��D�KLJKHU�WHPSHUDWXUH�ZRXOG
EH�XQGHVLUHG�EHFDXVH�RI�WKH�SRVVLELOLW\�RI�DQ�H[SORVLRQ�

')0�KDV�GHPRQVWUDWHG�LWVHOI�DV�D�WRRO�WKDW�FDQ�H[DPLQH�RU�ILQG�WKHVH�NLQGV�RI
VLWXDWLRQV� WKDW� DUH� GHVLUHG� RU� XQGHVLUHG� GHSHQGLQJ� RQ� WKH� FRQWH[W� RI� WKH� V\VWHP�
*DUUHWW�DQG�$SRVWRODNLV�ZHUH�WKH�ILUVW�WR�GHPRQVWUDWH�WKLV��E\�XVLQJ�')0�WR�H[DPLQH
WKH�LQIOXHQFH�RI�WKH�RSHUDWLQJ�HQYLURQPHQW��L�H���WKH�FRQWH[W��RQ�D�V\VWHP��7KH\�XVHG
')0�WR�H[DPLQH�WKH��KDUGZDUH��RSHUDWLRQDO�HQYLURQPHQW�RQ�PLVVLRQ�FULWLFDO�VRIWZDUH
DQG�KRZ�LW�FDQ�PDNH�WKH�VXSSRVHGO\�FRUUHFW�VRIWZDUH�IDLO�>��@��,Q�WKLV�GRFXPHQW��LW�ZLOO
EH�GHPRQVWUDWHG�KRZ�WKH�LPSRUWDQFH�PHDVXUHV�FDQ�VXSSRUW�WKLV�W\SH�RI�DQDO\VLV�DV
LW�LV�SRVVLEOH�WR�VHW�XS�UXOHV�LQ�WKH�GDWDEDVH�WKDW�FDQ�ORRN�IRU�VXVSLFLRXV�VLWXDWLRQV�
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2QFH� WKH� YDULDEOHV� DQG� VWDWHV� DUH� FODVVLILHG�� LW� LV� SRVVLEOH� WR� FROOHFW� YDOXDEOH
VWDWLVWLFDO� LQIRUPDWLRQ� DERXW� WKH� FRQWHQWV� RI� SULPH� LPSOLFDQWV�� )RU� HDFK� SULPH
LPSOLFDQW� WKH� OLWHUDOV�DUH� LQWHUSUHWHG�DQG� WKH�QXPEHU�RI�RFFXUUHQFHV�RI� WKH�SRVVLEOH
TXDOLILFDWLRQV�FRXQWHG��2QFH�WKH�TXDOLILFDWLRQV�DUH�FRXQWHG� LW� LV�SRVVLEOH� WR�SULRULWL]H
DQG�ORRN��IRU�H[DPSOH��IRU�SULPH�LPSOLFDQWV�ZLWK�]HUR�IDLOHG�VWDWHV��ZLWK�RQO\�VRIWZDUH
VWDWHV�� RU� ZLWK� RQH� IDLOHG� VWDWHG� RU� RQH� RU� PRUH� VRIWZDUH� VWDWHV�� 7KLV� LPSRUWDQFH
PHDVXUH� VXSSRUWV� DQDO\]LQJ� WKH� SULPH� LPSOLFDQWV� IRU� RQH� RI� WKH� PRVW� EHQHILFLDO
IHDWXUHV� RI� ')0�� DV� GHGXFWLYH� DQDO\VLV� FDQ� UHVXOW� LQ� SULPH� LPSOLFDQWV� ZLWK� QR
KDUGZDUH� ��KXPDQ� IDLOXUHV��7KLV�PHDQV� WKDW� WKH�VRIWZDUH�FDXVHG� WKH� IDLOXUH�� L�H��� D
GHVLJQ�HUURU�WKDW�DSSDUHQWO\�ZDV�QRW�IRXQG�GXULQJ�VRIWZDUH�WHVWLQJ��$Q\�SULRULWL]DWLRQ�
UHSUHVHQWLQJ�DQ�DQDO\VW¶V�LQWHUHVW��FDQ�EH�DSSOLHG�LQ�WKLV�ZD\�

������ 0HDVXUH��1XPEHU�RI�OLWHUDOV�LQ�D�SULPH�LPSOLFDQW

(PSKDVLV� FDQ� EH� SODFHG� RQ� HOLPLQDWLQJ� SULPH� LPSOLFDQWV� ZLWK� D� VPDOO� QXPEHU� RI
OLWHUDOV��3ULPH� LPSOLFDQWV� FDQ� WKHQ�EH� H[DPLQHG�RQ�PHDVXUHV� OLNH� ³QR� VLQJOH� SULPH
LPSOLFDQW´�� L�H��� FRQWDLQLQJ�RQO\�RQH� OLWHUDO�� ,I� WKH�SUREDELOLW\� RI� D� YDULDEOH�EHLQJ� LQ�D
VWDWH� LV� VPDOO� DQG� LQGHSHQGHQW�� WKH� RFFXUUHQFHV� RI� VLQJOH� HYHQWV� VKRXOG� EH� PRUH
RIWHQ�WKHQ�WKRVH�RI�GRXEOHWV�RU�WULSOHWV��7KH�QXPEHU�RI�DFFHSWDEOH�OLWHUDOV�RU�DQDO\]LQJ
D�FHUWDLQ�SHUFHQWDJH�RI�WKH�WRWDO�SULPH�LPSOLFDQWV�FDQ�EH�VHW�DV�D�UXOH��)RU�H[DPSOH�
H[DPLQH�DOO�SULPH�LPSOLFDQWV�ZLWK�OHVV�WKHQ����OLWHUDOV��RU�H[DPLQH�WKH�WRS�����RI�DOO
OLWHUDOV�ZLWK� WKH� OHDVW� OLWHUDOV��$� W\SLFDO�DSSOLFDWLRQ�FRXOG�EH� WR�UDQN�SULPH� LPSOLFDQWV
ZLWK�WZR�RU�WKUHH�OLWHUDOV��7KHVH�SULPH�LPSOLFDQWV�FDQ�WKHQ�EH�H[DPLQHG�IRU�FRPPRQ
FDXVH� IDLOXUHV�� 8VLQJ� WKLV� PHDVXUH�� UXOHV� FDQ� EH� HVWDEOLVKHG� WKDW� HOLPLQDWH� SULPH
LPSOLFDQWV� DQG� IRFXV� WKH� DQDO\VLV� RQ� D� VHW� RI� SULPH� LPSOLFDQWV� WKDW� DUH� RI� LQWHUHVW
EHFDXVH�RI�WKH�VHOHFWLRQ�PHDVXUHV�

������ 0HDVXUH��1XPEHU�RI�YDULDEOHV�RU�VWDWHV

$�YHU\�VLPSOH�EXW�HIIHFWLYH�LPSRUWDQFH�PHDVXUHV�LV�WKH�UDQNLQJ�EDVHG�RQ�WKH�QXPEHU
RI� RFFXUUHQFHV� RI� D� YDULDEOH� RU� YDULDEOH� VWDWH�� 7KH� QXPEHU� RI� WLPHV� D� YDULDEOH� RU
YDULDEOH� VWDWH� LV� SUHVHQW� JLYHV� DQ� LQGLFDWLRQ� RI� WKH� FRQWULEXWLRQ� RI� WKLV� YDULDEOH� RU
YDULDEOH�VWDWH� WR� WKH�WRS�HYHQW��7KH�DGYDQWDJH�RI� WKLV� LPSRUWDQFH�PHDVXUH� LV� WKDW� LW
JLYHV�WKH�DQDO\VW�DQ�LQGLFDWLRQ�RI�ZKHUH�WR�IRFXV�IXUWKHU�DQDO\VLV��L�H���ZKLFK�YDULDEOHV
RU�VWDWHV�WR�H[DPLQH�PRUH�FORVHO\�

7KHUH�LV�DOVR�D�VLJQLILFDQW�GLIIHUHQFH�EHWZHHQ�UDQNLQJ�IRU�YDULDEOHV�DQG�YDULDEOH
VWDWHV�� ,I�D�YDULDEOH�VKRZV�XS�RQ� WRS�RI� WKH� OLVW� WKHQ� LW� VKRXOG�EH�TXHVWLRQHG�ZKLFK
YDULDEOH�VWDWH�LV�FDXVLQJ�WKLV��,I� WKH�VWXFN�RSHQ�VWDWH�RI�D�VKXWGRZQ�YDOYH�VKRZV�XS
RQ�WRS�RI�WKH�OLVW�WKHQ�LW�FDQ�EH�GHFLGHG�WR�XVH�D�VKXWGRZQ�YDOYH�WKDW�XVHV�D�IDLO�VDIH
GHVLJQ�

������ 0HDVXUH��5HODWLRQ�EHWZHHQ�YDULDEOHV�RU�YDULDEOH�VWDWHV

7KH�SXUSRVH� RI� WKLV�PHDVXUH� LV� WR� LGHQWLI\�ZKHWKHU� WKHUH� LV� D� UHODWLRQ� EHWZHHQ� WKH
RFFXUUHQFH�RI�FHUWDLQ�YDULDEOHV�RU�YDULDEOH�VWDWHV�ZLWKLQ�WKH�VHW�RI�SULPH�LPSOLFDQW�WKDW
EHORQJ�WR�D� WRS�HYHQW��7KLV�PHDVXUH� LV�XVHIXO�DV� LW�PLJKW�QRW�DOZD\V�EH�SRVVLEOH� WR
HOLPLQDWH� WKH�PDLQ�YDULDEOH�RU�YDULDEOH�VWDWH�� L�H��� WKH�YDULDEOH�RU�YDULDEOH�VWDWH� WKDW
RFFXUV�WKH�PRVW��,W�PLJKW�EH�SRVVLEOH�WKRXJK�WR�HOLPLQDWH�WKH�RQH�WKDW�RFFXUV�RIWHQ�LQ
FRPELQDWLRQ� ZLWK� WKLV� RQH�� 7KLV� ZRXOG� DOVR� PDNH� LW� SRVVLEOH� WR� HOLPLQDWH� SULPH
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LPSOLFDQWV��7KLV� LPSRUWDQFH�PHDVXUH� LV�SDUWLFXODUO\�XVHIXO� LI� WKH�YDULDEOH�RU�YDULDEOH
VWDWH�WKDW�RFFXUV�WKH�PRVW�RIWHQ�LV�RQH�WKDW�LV�DFWXDOO\�GHVLUHG�

)RU�H[DPSOH��WKH�QRUPDO�FRQGLWLRQ�RI�D�SXPS�PLJKW�EH�GHVLUHG�EXW�XQGHU�FHUWDLQ
FLUFXPVWDQFHV�WKLV�SXPS�QHHGV�WR�EH�SXPSLQJ�DQG�VKRXOG�QRW�EH�LQ�WKH�RII�SRVLWLRQ�
,I�WKH�SXPS�LV�ZRUNLQJ�FRUUHFWO\�RWKHU�SUREOHPV�PLJKW�H[LVW�WKDW�FDXVH�WKLV�SXPS�WR�EH
RII��,W�FRXOG�EH�WKDW�WKH�FRQWURO�VRIWZDUH�LQ�WKH�EDVLF�SURFHVV�FRQWURO�V\VWHP�JLYHV�DQ
RII� VLJQDO��%\�H[DPLQLQJ� WKH� UHODWLRQ�EHWZHHQ� WKH�QRUPDO�VWDWH�RI� WKH�SXPS�DQG�DOO
RWKHU�YDULDEOH�VWDWHV�LW�LV�SRVVLEOH�WR�ILQG�RWKHU�FRQGLWLRQV�OLNH�VRIWZDUH�YDULDEOHV�WKDW
FDQ�FDXVH�WKH�SXPS�VLJQDO�WR�EH�RII��7KLV�PHDVXUH�UHTXLUHV�FDUHIXO�LQWHUSUHWDWLRQ�RI
WKH�DQDO\VW��7KH�DQDO\VW�FDQ�DSSO\�WKLV�PHDVXUH�LI�WKH�UHVXOWV�RI�RWKHU�PHDVXUHV�GRQ¶W
PDNH�VHQVH�RU�MXVW�QHHG�IXUWKHU�H[DPLQDWLRQ�

,W�LV�SRVVLEOH�WR�PDNH�D�PDWUL[�WKDW�SUHVHQWV�WKH�UHODWLRQ�EHWZHHQ�HDFK�H[LVWLQJ
YDULDEOH�RU�YDULDEOH�VWDWH��7DEOH����JLYHV�DQ�H[DPSOH�RI�D�SRVVLEOH�UHODWLRQ�PDWUL[�

7DEOH�����5HODWLRQ�EHWZHHQ�YDULDEOHV

9DULDEOH�$ 9DULDEOH�% 9DULDEOH�&

9DULDEOH�$ � ; <

9DULDEOH�% ; � =

9DULDEOH�& < = �

������ 0HDVXUH��7LPH�GHSHQGHQFH�RI�SULPH�LPSOLFDQWV

7KH� SXUSRVH� RI� WKLV�PHDVXUH� LV� WR� LGHQWLI\� SULPH� LPSOLFDQWV�ZLWK� D� WLPH� GHSHQGHQW
UHODWLRQVKLS�RI�LQWHUHVW��(DFK�OLWHUDO�KDV�D�WLPH�VWHS�DVVRFLDWHG�ZLWK�LW��L�H���WKLV�OLWHUDO
QHHGV�WR�RFFXU�DW�WKLV�SDUWLFXODU�WLPH�FRPSDUHG�WR�WKH�WLPH�RI�RFFXUUHQFH�RI�WKH�WRS
HYHQW��,W�LV�SRVVLEOH�WR�UDQN�SULPH�LPSOLFDQWV�EDVHG�RQ�OLWHUDOV�RFFXUULQJ��IRU�H[DPSOH�
ZLWKLQ�RQH�WLPH�VWHS��RU� LQ�EHWZHHQ�D�VSHFLILHG�QXPEHU�WLPH�VWHSV��7KLV� LQIRUPDWLRQ
FDQ�EH�XVHG�LQ�FRPELQDWLRQ�ZLWK�RU�WR�VSHFLI\�UHSDLU�DQG�PDLQWHQDQFH�SURFHGXUHV��,W
ZRXOG�EH�XVHIXO� WR�HOLPLQDWH� WKH� LQYHVWLJDWLRQ�RI�SULPH� LPSOLFDQWV�ZHUH� WKH�GLIIHUHQW
OLWHUDOV�RFFXU�ZLWK�WRR�PXFK�WLPH�LQ�EHWZHHQ��,I�SHULRGLF�PDLQWHQDQFH�LV�FDUULHG�RXW�RQ
VSHFLILF�WLPH�LQWHUYDOV�WKHQ�LW�FDQ�EH�DVVXPHG�WKDW�FHUWDLQ�XQGHVLUHG�VWDWHV��OLNH�YDOYH
VWXFN� FORVHG�� ZRXOG� EH� GHWHFWHG� GXULQJ� WKLV� VFKHGXOHG� PDLQWHQDQFH�� 3ULPH
LPSOLFDQWV� ZLWK� OLWHUDOV� RFFXUULQJ� DIWHU� WKLV� SHULRG� FDQ� WKHQ� EH� HOLPLQDWHG� IURP� WKH
DQDO\VLV��QDUURZLQJ�GRZQ�WKH�QXPEHU�SULPH�LPSOLFDQWV�IRU�WKH�DQDO\VW�WR�FRQVLGHU�

7KLV�DSSURDFK�FDQ�DOVR�EH�XVHG�WR�VSHFLI\�SHULRGLF�WHVWV��3ULPH�LPSOLFDQWV�FDQ
EH� SULRULWL]HG� GHSHQGLQJ� RQ� WKH� WLPH� VWHS� WKDW� D� OLWHUDO� QHHGV� WR� RFFXU�� ,I� DOO� SULPH
LPSOLFDQWV� DUH� LGHQWLILHG� WKDW� RFFXU� DERYH� D� FHUWDLQ� WLPH� VWHS� WKHQ� LW� LV� SRVVLEOH� WR
H[DPLQH�WKHVH�SULPH� LPSOLFDQWV�DQG�VSHFLI\� IXQFWLRQDO� WHVWV� WKDW�QHHG� WR�EH�FDUULHG
RXW�GXULQJ�WKH�PDLQWHQDQFH�DFWLYLW\�

���� 8VH�RI�,PSRUWDQFH�0HDVXUHV

7KH�EHQHILW�RI�XVLQJ� LPSRUWDQFH�PHDVXUHV� LV� WKH�DELOLW\� WR�XVH� WKHP�DV� LQSXW�RU�DV
EDVLV� RI� GHFLVLRQ�PDNLQJ� SURFHVVHV�� 7KLV� LV� WKH� UHDVRQ� ZK\� WKH\� KDYH� EHHQ
GHYHORSHG�DQG�FDQ�EH�XVHG�ZLWK�WKH�')0�SURJUDP��7KH�XVH�RI�LPSRUWDQFH�PHDVXUHV
GHSHQGV�RQ�WKH�VSHFLILF�V\VWHP�VXEMHFW�WR�WKH�DQDO\VLV��WKH�H[SHULHQFH�RI�WKH�DQDO\VW
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DQG� FRPSDQ\�� QDWLRQDO� RU� LQWHUQDWLRQDO� JXLGHOLQHV� OLNH� GHVLJQ� SURFHGXUHV� RU
DSSOLFDEOH�VWDQGDUGV�DQG�ODZV��'LIIHUHQW�V\VWHPV�RU�DQDO\VHV�UHTXLUH�D�GLIIHUHQW�XVH
RU�DSSOLFDWLRQ�RI�LPSRUWDQFH�PHDVXUHV�

7KH� LPSRUWDQFH� PHDVXUHV� QHHG� WR� EH� DSSOLHG� ZLWK� FDUH� WR� SUHYHQW� DQ\
PLVLQWHUSUHWDWLRQ��7KH�LQWHUSUHWDWLRQ�WUXO\�GHSHQGV�RQ�WKH�WRS�HYHQW�WKDW�LV�GHILQHG�IRU
WKH�GHGXFWLYH�DQDO\VLV��)RU�H[DPSOH��D�PDQXIDFWXULQJ�SURFHVV�PLJKW�KDYH�DQ� LGHDO
RSHUDWLQJ�WHPSHUDWXUH�RI����WR�����&�LQ�RUGHU�WR�SURGXFH�TXDOLWDWLYH�JRRG�SURGXFWV�
7KH�VDPH�SURFHVV�PLJKW�KDYH�D�PD[LPXP�WHPSHUDWXUH�RI�����&�LQ�RUGHU�WR�PDLQWDLQ
VDIHW\�� %RWK� VLWXDWLRQ� FDQ� EH� GHILQHG� DV� WRS� HYHQWV� LQ� ')0� DQG� ZLOO� SURGXFH
DSSOLFDEOH�SULPH�LPSOLFDQWV��7KH�LQWHUSUHWDWLRQ�RI� WKH�GLIIHUHQW� LPSRUWDQFH�PHDVXUHV
ZLOO�EH�GLIIHUHQW�DV�RQH�IRFXVHV�RQ�VDIHW\�ZKLOH�WKH�RWKHU�IRFXVHV�RQ�TXDOLW\�DVSHFWV�
7KH�DQDO\VW�KDV�WR�PDNH�VXUH�WR�UHODWH�WKH�UHVXOWV�WR�WKH�DFWXDO�PHDQLQJ�RI�WRS�HYHQW�

7KH� SUREDELOLVWLF� DV� ZHOO� DV� WKH� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� KDYH
WKHLU� SURV� DQG� FRQV� ZKHQ� XVHG�� %RWK� RI� WKHP� QHHG� WR� EH� DSSOLHG� DQG� XVHG� ZLWK
FDXWLRQ�� 2QH� RI� WKH� SUREOHPV� LGHQWLILHG� LQ� OLWHUDWXUH� ZLWK� SULRULWL]DWLRQ� LV� WKDW� WKH
UDQNLQJ� LV� DOZD\V� EDVHG� RQ� LQGLYLGXDO� FRQWULEXWLRQV� DQG� QRW� FRPELQDWLRQ� RI
FRQWULEXWLRQV� >��@�� 7KH� SUREDELOLVWLF� ',0� LPSRUWDQFH� PHDVXUH� DQG� WKH� QRQ�
SUREDELOLVWLF� PHDVXUH� LQWURGXFHG� WR� LQYHVWLJDWH� WKH� UHODWLRQ� EHWZHHQ� YDULDEOHV� RU
YDULDEOH�VWDWHV�VHHP�WR�EH�D�ZHOFRPH�VROXWLRQ�

7KH�SUREDELOLVWLF�PHDVXUHV�DUH�WKH�SUHIHUUHG�LPSRUWDQFH�PHDVXUHV�DV�WKH\�FDQ
LQGLYLGXDOO\�PHDVXUH� WKH� LPSRUWDQFH�RI�D�YDULDEOH�RU�SDUDPHWHUV� LQ� WHUPV�RI� WKH� WRS
HYHQW�LQ�WHUPV�RI�SUREDELOLWLHV��7KH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�KDYH�EHHQ�ZHOO
HVWDEOLVKHG� RYHU� WKH� \HDUV�� EXW� TXHVWLRQV� DULVH� DERXW� WKHLU� XVHIXO� DSSOLFDELOLW\� DQG
FRUUHFW� XVH� LQ� WHUPV�RI� UHOLDELOLW\� GDWD�� 7KHLU� XVHIXOQHVV� LV� TXHVWLRQHG� EHFDXVH� WKH
SUREDELOLVWLF�PHDVXUHV� ZRUN� ZLWK� H[WUHPH� YDOXHV�� L�H��� SXWWLQJ� WKH� SUREDELOLW\� RI� DQ
HYHQW�HLWKHU� WR���RU� WR���� ,Q�SUDFWLFH� WKLV� LV�DQ�XQUHDOLVWLF�DSSURDFK��7R�VXFFHVVIXOO\
DSSO\� SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� LW� LV� QHFHVVDU\� WR� KDYH� SUREDELOLWLHV� RI
OLWHUDOV��SULPH� LPSOLFDQWV��DQG�WRS�HYHQWV�DYDLODEOH�DQG�XQGHUVWDQG�WKH�UHODWLRQVKLSV
EHWZHHQ� WKH� SRVVLEOH� FRPELQDWLRQV� RI� OLWHUDOV�� 3ULPH� ,PSOLFDQWV� FDQ� FRQWDLQ� PDQ\
GLIIHUHQW� OLWHUDOV� WKDW�DUH�QRW��SHU�GHILQLWLRQ�� LQGHSHQGHQW�HYHQWV��$UULYLQJ�DW� WKH�ULJKW
UHOLDELOLW\� GDWD� IRU� WKHVH� HYHQWV� LV� D� FKDOOHQJH� DQG� WKHUHIRUH� WKH� SUDFWLFDO� XVH� RI
SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV�FDQ�EH�TXHVWLRQHG��$�SRVLWLYH�GHYHORSPHQW�LQ�WKH
ILHOG� RI� SUREDELOLVWLF� PHDVXUHV� LV� WKH� LQWURGXFWLRQ� RI� PHDVXUHV� WKDW� FDQ� GHDO� ZLWK
XQFHUWDLQW\�LQ�SUREDELOLW\�GDWD��7KH�JHQHUDOL]HG�ULVN�LPSRUWDQFH�DQG�WKH�',0�PHDVXUH
VHHP� WR� EH� SURPLVLQJ� VROXWLRQV� DV� WKH\� FDQ� DQDO\]H� WKH� HIIHFWV� RI� VPDOO� FKDQJHV
SDUDPHWHU�GDWD��,W�ZRXOG�EH�XVHIXO�WR�UHVHDUFK�KRZ�WKH\�FDQ�EH�XVHG�LQ�FRQMXQFWLRQ
ZLWK�WKH�LPSRUWDQFH�PHDVXUHV�DSSURDFK�GHYHORSHG�IRU�')0�

7KH� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� JLYH� LQIRUPDWLRQ� DERXW� WKH
FRQWULEXWLRQ� RI� DQ� LQGLYLGXDO� YDULDEOH� VWDWH� WRZDUGV� WKH� WRS� HYHQW�� 7KH� QRQ�
SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� FDQQRW� EH� XVHG� LQ� LVRODWLRQ�� )RU� H[DPSOH�� MXVW
EHFDXVH�D�YDULDEOH�VWDWH�RFFXUV�PDQ\�WLPHV� LW� LV�QRW�FOHDU�\HW�ZKHWKHU� WKLV�YDULDEOH
VWDWH� LV� WUXO\� LPSRUWDQW�� ,W� LV� WKH� FRQWULEXWLRQ� LQ� WHUPV�RI� SUREDELOLW\� WKDW� GHWHUPLQHV
ZKHWKHU� D� YDULDEOH� VWDWH� LV� WUXO\� LPSRUWDQW�� ,W� LV� QRW� SRVVLEOH� WR� DSSO\� D� VLQJOH� QRQ�
SUREDELOLVWLF�LPSRUWDQFH�PHDVXUH�WKDW�ZLOO�VROYH�DOO�SUREOHPV�IRU�D�SDUWLFXODU�V\VWHP��,W
LV�DOZD\V�SUHIHUUHG�WR�XVH�D�FRPELQDWLRQ�RI�LPSRUWDQFH�PHDVXUHV��6XFK�DQDO\VLV�ZLOO
JLYH� JRRG� LQVLJKW� WR� D� V\VWHP� DQG� FDQ� LQLWLDWH� LQWHOOLJHQW� GLVFXVVLRQ� RQ� V\VWHP
LPSURYHPHQWV�EHWZHHQ�DQDO\VWV�



��

���� &RQFOXVLRQV

7KLV� FKDSWHU� GHVFULEHG� LPSRUWDQFH�PHDVXUHV� WKDW� FDQ� EH� XVHG� LQ� FRQMXQFWLRQ�ZLWK
WKH�SULPH� LPSOLFDQWV� WKDW�DUH�GHULYHG� IURP�WKH�')0�DQDO\VLV��3UREDELOLVWLF�DQG�QRQ�
SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� DUH� LQWURGXFHG�� 7KH� SUREDELOLVWLF� LPSRUWDQFH
FULWHULD� DUH� WKH�SUHIHUUHG�PHDVXUHV� DV� WKH\� FDQ�PHDVXUH� WKH� LPSRUWDQFH�RI� OLWHUDOV
DQG�SULPH�LPSOLFDQWV�LQ�DQ�XQELDVHG�PDQQHU��7KH\�FDQ�EH�XVHG�WR�SULRULWL]H�WKH�SULPH
LPSOLFDQWV�XVLQJ�FXW�RII�PHDVXUHV�

7KH� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� KDYH� EHHQ� GHYHORSHG�� DV
SUREDELOLW\�GDWD�ZLOO�QRW�DOZD\V�EH�DYDLODEOH�RU�GLIILFXOW� WR�REWDLQ��$QDO\VLV�EDVHG�RQ
QRQ�SUREDELOLVWLF� HYDOXDWLRQ� VKRXOG� DOZD\V� XWLOL]H� D� FRPELQDWLRQ�RI� QRQ�SUREDELOLVWLF
LPSRUWDQFH�PHDVXUHV��:KHQ�XVHG�LQ�FRPELQDWLRQ�ZLWK�HDFK�RWKHU�WKH\�FDQ�VWLPXODWH
GLVFXVVLRQV� DPRQJ� NQRZOHGJHDEOH� SHRSOH� UHJDUGLQJ� V\VWHP� LPSURYHPHQWV�� 7KH
LPSRUWDQFH�PHDVXUHV�JLYH�WKH�DQDO\VW�JXLGDQFH�RQ�ZKLFK�SULPH�LPSOLFDQWV�DUH�PRVW
LPSRUWDQW�WR�DQDO\]H�DQG�FDQ�WKHUHIRUH�EH�XVHG�DV�D�SULRULWL]DWLRQ�PHWKRG�



��

&KDSWHU��� 6DIHW\�/LIHF\FOH�$SSOLFDWLRQ

���� ,QWURGXFWLRQ

7KH�SXUSRVH�RI�WKLV�FKDSWHU�LV�WR�LQWURGXFH�')0�DQG�WKH�LPSRUWDQFH�PHDVXUHV�DV�D
OLIHF\FOH� VDIHW\� PDQDJHPHQW� PHWKRG�� 7KLV� PHDQV� WKDW� ')0� DQG� WKH� LPSRUWDQFH
PHDVXUHV� ZLOO� QRW� RQO\� EH� XVHG� WR� GHVLJQ� VDIH� LQGXVWULDO� SURFHVVHV� EXW� DOVR� WR
RSHUDWH�WKH�LQGXVWULDO�SURFHVV�LQ�D�VDIH�PDQQHU�

)LJXUH����JLYHV�DQ�RYHUYLHZ�RI�WKH�VWHSV�WR�EH�WDNHQ�ZKHQ�GHVLJQLQJ�D�SURFHVV
SODQW� IRU� VDIHW\�� ,Q� VKRUW�� WKHVH�GHVLJQ� VWHSV� IRFXV� RQ� LGHQWLI\LQJ� SURFHVV� KD]DUGV�
LPSOHPHQW�DSSURSULDWH�VDIHW\�PHDVXUHV�DJDLQVW� WKHVH�KD]DUGV��DQG�DVVXUH� WKDW� WKH
LPSOHPHQWDWLRQ� RI� WKH� VDIHW\� PHDVXUHV� LV� UHOLDEOH�� 7KHUH� LV� D� GLUHFW� UHODWLRQVKLS
EHWZHHQ� WKH� SURFHVV�� WKH� VDIHW\� IXQFWLRQV� WKDW� SURWHFWV� WKH� SURFHVV�� WKH� VDIHW\
V\VWHP�WKDW�FDUULHV�RXW�WKH�VDIHW\�IXQFWLRQV��DQG�WKH�GLDJQRVWLF�V\VWHPV�WKDW�PRQLWRU
WKH�FRUUHFW�RSHUDWLRQ�RI�WKH�VDIHW\�IXQFWLRQV��')0�ZLOO�EH�XVHG�WR�LQWHJUDWH�WKH�GHVLJQ
RI�WKH�SURFHVV�ZLWK�WKH�VDIHW\�V\VWHP�WKDW�FDUULHV�RXW�WKH�VDIHW\�IXQFWLRQV�WR�XOWLPDWHO\
GHWHUPLQH� WKH� GLDJQRVWLF� IXQFWLRQV�� 7KLV� PDNHV� LW� SRVVLEOH� WR� GHVLJQ� WKH� VDIHW\
IXQFWLRQV�DQG�WKH�GLDJQRVWLF�V\VWHPV�LQ�WKH�FRQWH[W�RI�WKH�PDQXIDFWXULQJ�SURFHVV�WKDW
LV�SURWHFWHG��7R�DFFRPSOLVK�WKLV�WDVN�LW�LV�UHTXLUHG�WR

�� 6XSSRUW�WKH�GHVLJQ�RI�WKH��PDQXIDFWXULQJ��SURFHVV�

�� ,GHQWLI\�VDIHW\�LQWHUORFN�DQG�LQVWUXPHQWHG�IXQFWLRQV�

�� 6XSSRUW� WKH�GHVLJQ�RI� WKH�KDUGZDUH�DQG�DSSOLFDWLRQ�VRIWZDUH�RI� WKH
VDIHW\�V\VWHP��DQG

�� ,GHQWLI\�GLDJQRVWLF�V\VWHPV�

3URFHVV�

3URFHVV�6DIHW\�
5HTXLUHPHQWV�

6DIHW\�
)XQFWLRQV�

6DIHW\�6\VWHP�
5HTXLUHPHQWV�

6DIHW\�
6\VWHP�

'LDJQRVWLFV�
5HTXLUHPHQWV�

'LDJQRVWLF�
6\VWHPV�

6DIHW\�)XQFWLRQ�
6SHFLILFDWLRQ�

3URFHVV�
6SHFLILFDWLRQ�

6DIHW\�6\VWHP�
6SHFLILFDWLRQ�

'LDJQRVWLF�)XQFWLRQV�
6SHFLILFDWLRQ�

+$=$5'� 6$)(7<� 5(/,$%,/,7<�

6SHFLILFDWLRQ�V 5HTXLUHPHQW�V��

)LJXUH�����3URFHVV�6DIHW\�'HVLJQ

$V�LW�LV�QRW�HQRXJK�WR�RQO\�GHVLJQ�D�VDIH�SURFHVV��DOVR�WKH�FRQFHSW�RI�D�UHDO�WLPH
DODUP� PDQDJHPHQW� V\VWHP� LV� LQWURGXFHG� WKDW� VXSSRUWV� WKH� VDIH� RSHUDWLRQ� RI� D
PDQXIDFWXULQJ�SURFHVV��7KLV�DODUP�V\VWHP�LV�LQWHQGHG�WR�HIILFLHQWO\�PDQDJH�DEQRUPDO
RU�XQGHVLUHG�FRQGLWLRQV�WKDW�FDQ�RFFXU�GXULQJ�SODQW�RSHUDWLRQ��7KH�RSHUDWRU�FDQ�XVH
WKH�DODUP�V\VWHP�WR�PDNH�LQIRUPHG�GHFLVLRQV�DERXW�WKH�VDIH�RSHUDWLRQ�RI�WKH�SODQW�
7KH� IROORZLQJ� VHFWLRQV� ZLOO� HODERUDWH� RQ� WKH� XVH� RI� ')0� DQG� WKH� LPSRUWDQFH
PHDVXUHV�WR�GHVLJQ�DQG�RSHUDWH�D�PDQXIDFWXULQJ�SODQW�LQ�D�VDIH�PDQQHU�



��

���� 3URFHVV�GHVLJQ

7KH�GHVLJQ�RI�D�PDQXIDFWXULQJ�SURFHVV�GHSHQGV�RQ�VRPH�IXQGDPHQWDO�GHFLVLRQV�WKDW
UHODWH� DPRQJ� RWKHUV� WR� DVSHFWV� OLNH� WKH� PDQXIDFWXULQJ� FRQFHSW� XVHG�� RU� WKH
REMHFWLYHV� WR� EH� PHW� LQ� WHUPV� RI� SURGXFWLRQ� FDSDFLW\�� 2QFH� WKHVH� GHFLVLRQV� KDYH
EHHQ� PDGH� WKH� DFWXDO� GHVLJQ� ZRUN� RI� WKH� PDQXIDFWXULQJ� SURFHVV� FDQ� VWDUW�� 7KLV
GHVLJQ�VKRXOG�EH�PDGH�DV�LQKHUHQW�VDIH�DV�SRVVLEOH��7KH�LQLWLDO�GHVLJQ�RI�WKH�SURFHVV
LQFOXGHV� WKH� EDVLF� SURFHVV� HTXLSPHQW� DQG� FRQWURO� V\VWHP�� DV� WKLV� LV� WKH�PLQLPXP
HTXLSPHQW�QHFHVVDU\� WR�FDUU\�RXW� WKH�SURFHVV��')0�DQG� WKH� LPSRUWDQFH�PHDVXUHV
DUH�XVHG�WR�DQDO\]H�DQG�VXSSRUW�WKH�GHVLJQ�LQ�WHUPV�RI�VDIHW\�

7KH�GHVLJQ�SURFHVV� LV�FDSWXUHG� LQ�)LJXUH�����$�')0�PRGHO� LV�FUHDWHG� IRU� WKH
LQLWLDO�GHVLJQ�RI� WKH�SURFHVV��2QH�RU�PRUH� WRS�HYHQWV�ZLOO�EH�VSHFLILHG� IRU� WKLV�')0
PRGHO� WR� FDUU\�RXW�GHGXFWLYH�DQDO\VLV��7KHVH� WRS�HYHQWV� UHSUHVHQW� WKH�REMHFWLYH�RI
WKH� DQDO\VLV�� L�H��� SURFHVV� FRQGLWLRQV� RI� LQWHUHVW� LQ� WHUPV� RI� VDIHW\�� 7KH� GHGXFWLYH
DQDO\VLV� UHVXOWV� LQ� D� QXPEHU� RI� SULPH� LPSOLFDQWV� WKDW� DUH� DQDO\]HG� XVLQJ� WKH
LPSRUWDQFH� PHDVXUHV� VSHFLILHG� LQ� &KDSWHU� ��� 7KH� VHOHFWHG� LPSRUWDQFH� PHDVXUHV
UHSUHVHQW�WKH�GHVLJQ�UXOHV�RI�WKH�FRPSDQ\�RU�WKH�LQGHSHQGHQW�SDUW\��2QFH�WKH�GHVLJQ
UXOHV� DUH� DSSOLHG� WKH� TXHVWLRQ� QHHGV� WR� EH� DVNHG� ZKHWKHU� WKH� FXUUHQW� GHVLJQ� LV
DFFHSWDEOH�RU�QRW��,I�WKHUH�DUH�DQ\�FRQGLWLRQV�LQ�WKH�SODQW�WKDW�GR�QRW�PHHW�WKH�GHVLJQ
UXOHV�WKHQ�WKH�DQVZHU�LV�QR��7KH�GHVLJQ�QHHGV�WR�EH�FKDQJHG�WDNLQJ�LQWR�DFFRXQW�WKH
SULPH� LPSOLFDQWV� WKDW� UHVXOW� IURP� DSSOLFDWLRQ� RI� WKH� GHVLJQ� UXOHV�� 2QFH� WKH� GHVLJQ
FKDQJHV� KDYH� EHHQ�PDGH� D� QHZ�')0�PRGHO� LV� FUHDWHG� WDNLQJ� LQWR� DFFRXQW� WKHVH
FKDQJHV�� 7KH� DQDO\VLV� SURFHVV� LV� UHSHDWHG� XQWLO� WKH� GHVLJQ� RI� WKH� PDQXIDFWXULQJ
SURFHVV�PHHWV�WKH�PHDVXUHV�RU�UXOHV�XVHG�E\�WKH�DQDO\VW�
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')0�0RGHO

$SSO\�'HVLJQ�
5XOHV�

'HVLJQ
$FFHSWDEOH

,QLWLDO�3URFHVV�
'HVLJQ

$SSO\�,PSRUWDQFH�
&ULWHULD�

&KDQJH�3URFHVV��

'HVLJQ�

3URFHVV�'HVLJQ�

12�

<(6�

)LJXUH�����,WHUDWLYH�3URFHVV�'HVLJQ

���� ,GHQWLILFDWLRQ�RI�VDIHW\�IXQFWLRQV

)RU� PRVW� LQGXVWULDO� PDQXIDFWXULQJ� SURFHVVHV� LW� ZLOO� QRW� EH� SRVVLEOH� WR� UHPRYH� DOO
KD]DUGV�DQG�WKHUHIRUH� LW�ZLOO�EH�QHFHVVDU\�WR� LGHQWLI\�DSSURSULDWH�VDIHW\�IXQFWLRQV�WR
IXUWKHU� SURWHFW� WKH� PDQXIDFWXULQJ� SURFHVV�� 7KLV� VHFWLRQ� ZLOO� H[SODLQ� ZKDW� D� VDIHW\
IXQFWLRQ� LV�� WKH� NLQGV� RI� VDIHW\� IXQFWLRQV� WKDW� H[LVW� DQG� ZKDW� LQIRUPDWLRQ� FDQ� EH
GHULYHG�IURP�')0�DQG�WKH�LPSRUWDQFH�PHDVXUHV�WR�LPSOHPHQW�VDIHW\�IXQFWLRQV�

$�VDIHW\�IXQFWLRQ�FDQ�EH�GHILQHG�DV�D�IXQFWLRQ�WR�EH� LPSOHPHQWHG�E\�D�VDIHW\�
UHODWHG�V\VWHP�WKDW�LV�LQWHQGHG�WR�DFKLHYH�RU�PDLQWDLQ�D�VDIH�VWDWH�IRU�WKH�HTXLSPHQW
XQGHU�FRQWURO��LQ�UHVSHFW�RI�D�VSHFLILF�KD]DUGRXV�HYHQW�>��@��7KH�SXUSRVH�RI�D�VDIHW\
IXQFWLRQ�LV�WR�FRQWLQXRXVO\�GLDJQRVH�WKH�VWDWXV�RU�FRQGLWLRQ�RI�WKH�SURFHVV��7KH�VDIHW\
IXQFWLRQV�PRQLWRUV�WKH�SURFHVV�IRU�DQ\�FRQGLWLRQV�WKDW�FDQ�H[LVW�LQ�WKH�SODQW�WKDW�FDQ
XSVHW�WKH�SURFHVV�DQG�WKDW�UHTXLUHV�LPPHGLDWH�DFWLRQ��7KH�SURFHVV�FDUULHG�RXW�E\�WKH
VDIHW\� IXQFWLRQ� FRQVLVWV� RI� JDWKHULQJ� LQIRUPDWLRQ�� LQWHUSUHWLQJ� WKLV� LQIRUPDWLRQ� DQG
PDNH�D�GHFLVLRQ�RQ�WKH�NLQG�RI�DFWLRQ�WR�WDNH��VHH�)LJXUH�����



��

6HQVRU�V� $FWXDWRU�V�

3ODQW���3URFHVV

/RJLF�6ROYHU�V�

)DXOW�V�

&ULWLFDO�
3DUDPHWHUV

3DUDPHWHUV�
6WDWXV

'HFLVLRQ�WR�
DFWXDWH

6DIH
SURFHVV

VWDWH

)LJXUH�����6DIHW\�V\VWHP�GLDJQRVLQJ�WKH�VWDWXV�RI�WKH�SURFHVV

$�VDIHW\�IXQFWLRQ�LV�GHILQHG�E\�WKH�IROORZLQJ�ILYH�FKDUDFWHULVWLFV�

��� 7KH�VHQVLQJ�HOHPHQW�

��� 7KH�ORJLF�VROYLQJ�HOHPHQW�

��� 7KH�DFWXDWLRQ�HOHPHQW�

��� 7KH�WLPLQJ�HOHPHQW��DQG

��� 7KH�UHOLDELOLW\�HOHPHQW�

7KH�VHQVLQJ�HOHPHQW�PHDVXUHV�D�SK\VLFDO�TXDQWLW\�RI� LQWHUHVW��H�J���SUHVVXUHV�
WHPSHUDWXUHV�� VSHHGV�� RU� SDUWLFOHV�� 7KH� ORJLF� HOHPHQW� VROYHV� VRPH� NLQG� RI� ORJLF
FRQFHUQLQJ�WKH�PHDVXUHG�SK\VLFDO�TXDQWLW\��8VXDOO\�WKLV�LV�UXOHV�EDVHG��H�J���LI�[�!
\�WKHQ�]��7KH�DFWXDWLRQ�HOHPHQW�UHSUHVHQWLQJ�WKH�DFWLRQ�WR�EH�WDNHQ�DIWHU�WKH�ORJLF
LV� H[HFXWHG�� ,Q� WHUPV� RI� VDIHW\� WKLV� XVXDOO\� PHDQV� RQH� RI� WZR� WKLQJV�� HLWKHU� GR
QRWKLQJ��RU�WDNH�DFWLRQ�E\��IRU�H[DPSOH��FORVLQJ�D�YDOYH��VWDUWLQJ�DQ�HOHFWULFDO�PRWRU�
RU�VRXQGLQJ�DQ�DODUP�

7KH� WLPLQJ� HOHPHQW� LV� UHTXLUHG� WR� VSHFLI\� WKH� WLPH� SHULRG� LQ� ZKLFK� D� VDIHW\
IXQFWLRQ�QHHGV� WR�EH� IXOO\�H[HFXWHG��7KLV� WLPH�GHSHQGV�RQ� WKH�SURFHVV�VDIHW\� WLPH�
L�H���WKH�WLPH�GXULQJ�ZKLFK�LW�LV�SRVVLEOH�WR�GHWHFW�XQGHVLUHG�FRQGLWLRQV�DQG�FRUUHFW�RU
KDQGOH� WKHP� LQ� D�ZD\� WKDW� WKH� SURFHVV�ZLOO� UHDFK�D� VDIH� VWDWH�� )LJXUH� ��� JLYHV� DQ
RYHUYLHZ� RI� WKH� GLIIHUHQW� WLPLQJ� DVSHFWV� WKDW� QHHG� WR� EH� WDNHQ� LQWR� DFFRXQW� ZKHQ
GHVLJQLQJ�D�SODQW�DQG�LGHQWLI\LQJ�WKH�UHTXLUHG�UHVSRQVH�WLPHV�IRU�WKH�VDIHW\�V\VWHP�
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)DLOXUH�&RUUHFWLRQ�7LPH��)&7��

)DLOXUH�5HVSRQVH�7LPH��)57��

3URFHVV�6DIHW\�5HVSRQVH�7LPH��3657��

3URFHVV�FKDQJHV�
LQWR�DQ�XQGHILQHG�
VWDWH��XQVDIH���

W�>VHF@�

$�IDLOXUH�RFFXUV�LQ�
WKH�SURFHVV�RU�LQ�
WKH�(�(�3(�656��

)DLOXUH�LV�
GHWHFWHG�

656�&RUUHFWLYH�
$FWLRQ�7LPH�
�6&$7��

3URFHVV�&RUUHFWLYH�
$FWLRQ�7LPH�
�3&$7��

)DLOXUH�
'HWHFWLRQ�
7LPH��)'7��
RI�WKH�656�

)DLOXUH�
7ROHUDQFH�
7LPH��)77��

)DLOXUH�LV�
FRUUHFWHG�

)LJXUH�����3URFHVV�6DIHW\�5HVSRQVH�7LPH�

7KH� UHOLDELOLW\� HOHPHQW� GHWHUPLQHV� WKH� DFFHSWDEOH� SUREDELOLW\� RI� GDQJHURXV
IDLOXUH�RQ�GHPDQG��7KH�SUREDELOLW\�RI�IDLOXUH�RQ�GHPDQG�LV�WKH�SUREDELOLW\�WKDW�D�VDIHW\
V\VWHP�LV�QRW�FDSDEOH�RI�UHVSRQGLQJ�WR�D�SURFHVV�GHPDQG��,W�LV�QRW�FDSDEOH��EHFDXVH
RI�DQ�LQWHUQDO�IDLOXUH�RI�DQ\�NLQG�

6DIHW\� IXQFWLRQV� DUH� GHULYHG� IURP� WKH� ILQDO� SURFHVV� GHVLJQ�� ')0� DQG� WKH
LPSRUWDQFH�PHDVXUHV�DUH�XVHG� WR� VXSSRUW� WKH� LGHQWLILFDWLRQ�RI� WKH� VDIHW\� IXQFWLRQV�
7KH�SULPH� LPSOLFDQWV� UHVXOWLQJ� IURP� WKH� ILQDO� SURFHVV�GHVLJQ�FRQWDLQ� WKH�QHFHVVDU\
LQIRUPDWLRQ�WR�KHOS�GHILQH�WKH�LQSXW��ORJLF�VROYLQJ��DQG�DFWXDWLRQ�HOHPHQW��')0�FDQQRW
EH�XVHG�WR�GHWHUPLQH�WKH�SURFHVV�VDIHW\�WLPH�DQG�WKXV�WKH�UHTXLUHG�VDIHW\�UHVSRQVH
WLPH�RI�WKH�VDIHW\�IXQFWLRQ��%XW��GXULQJ�WKH�GHVLJQ�RI�WKH�VDIHW\�V\VWHP��')0�FDQ�EH
XVHG� WR� GHWHUPLQH� WKH� UHVSRQVH� WLPH�RI� WKH� VDIHW\� IXQFWLRQ�� 7KLV� WLPH� FDQ� WKHQ�EH
XVHG�WR�YHULI\�E\�RWKHU�PHDQV�ZKHWKHU�LW�LV�VXLWDEOH�RU�QRW��'HWHUPLQLQJ�WKH�UHTXLUHG
UHOLDELOLW\�RI� WKH�VDIHW\� IXQFWLRQV� UHTXLUHV�TXDQWLILFDWLRQ�RI� WKH� ULVN� LQYROYHG�ZLWK� WKH
SURFHVV�DQG�D�GHILQLWLRQ�RI�WKH�DFFHSWDEOH�ULVN��7KLV�LV�EH\RQG�WKH�VFRSH�RI�WKLV�ZRUN�

���� 'HVLJQ�VDIHW\�V\VWHP

$W� WKLV� SRLQW� WKH� SURFHVV� KDV� EHHQ� GHVLJQHG� DQG� VDIHW\� IXQFWLRQV� KDYH� EHHQ
LGHQWLILHG�� 7KH� QH[W� WDVN� LV� WR� GHVLJQ� WKH� VDIHW\� V\VWHP� WKDW� FDUULHV� RXW� WKH� VDIHW\
IXQFWLRQ�� $Q� H[DPSOH� D� SURJUDPPDEOH� HOHFWURQLF� VDIHW\�UHODWHG� V\VWHP� LV� JLYHQ� LQ
)LJXUH�����,QGXVWU\�SD\V�D�ORW�RI�DWWHQWLRQ�WR�WKHVH�VDIHW\�V\VWHPV�DV�WKH\�VHUYH�DV�D
ODVW� OD\HU� RI� GHIHQVH� LQ� WKH� SURWHFWLRQ� OD\HU� SKLORVRSK\� �VHH� )LJXUH� ���� ,I� D� VDIHW\
V\VWHP� IDLOV� WR� UHVSRQG� WR� D� SURFHVV� GHPDQG� EHFDXVH� RI� DQ� LQWHUQDO� UDQGRP�
V\VWHPDWLF��RU�FRPPRQ�FDXVH�IDLOXUH�WKHQ�DQ�DFFLGHQW�FDQ�XVXDOO\�QRW�EH�SUHYHQWHG�
%HFDXVH�WKHVH�VDIHW\�V\VWHPV�SOD\�VXFK�D�FULWLFDO�UROH��DQG�EHFDXVH�WKH\�DUH�EDVHG
RQ� SURJUDPPDEOH� HOHFWURQLF� WHFKQRORJ\� �DQG� WKXV� VRIWZDUH�� WKH\� DUH� VXEMHFW� WR
LQGHSHQGHQW� WKLUG� SDUW\� IXQFWLRQDO� VDIHW\� FHUWLILFDWLRQ�� $� VDIHW\� V\VWHP� LV� GHILQHG
IXQFWLRQDOO\� VDIH� LI� UDQGRP�� V\VWHPDWLF� DQG� FRPPRQ� FDXVH� IDLOXUHV� GR� QRW� OHDG� WR
PDOIXQFWLRQLQJ�RI� WKH�V\VWHP�DQG�GR�QRW�UHVXOW� LQ� LQMXU\�RU�GHDWK�RI�SHRSOH��VSLOOV� WR

��������������������������������������������
��7KLV�ILJXUH�LOOXVWUDWHV�WKH�SULQFLSOH��7LPH�LQWHUYDOV�VWURQJO\�GHSHQG�RQ�WKH�SURFHVV�DQG�GR�QRW�UHIOHFW
DFWXDO�GXUDWLRQ�V��
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WKH� HQYLURQPHQW�� DQG� ORVV� RI� HTXLSPHQW� RU� SURGXFWLRQ� >��@�� 'HVLJQHUV� RI� VDIHW\
V\VWHPV�DV�ZHOO�DV� WKH� LQGHSHQGHQW�SDUWLHV�QHHG� WR�YHULI\� WKH�GHVLJQ� IRU� IXQFWLRQDO
VDIH�EHKDYLRU��7KLV�UHTXLUHV�GHWDLOHG� LQIRUPDWLRQ�DERXW� WKH�KDUGZDUH�DV�ZHOO�DV� WKH
VRIWZDUH�EHKDYLRU�RI�VDIHW\�V\VWHPV�
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,Q� WKH� FHUWLILFDWLRQ� LQGXVWU\� LW� LV� UHTXLUHG� WR� XVH�RI� WKH�9�PRGHO� WR� DVVXUH� WKDW
IXQFWLRQDO�VDIHW\� LV� LQFRUSRUDWHG� IURP�WKH�VWDUW�RI� WKH�GHVLJQ� >��@��7KH�9�PRGHO� LV�D
SURFHVV�PRGHO�WKDW�JXLGHV�WKH�GHYHORSHUV�DORQJ�WKH�GHVLJQ�SURFHVV�DQG�KHOSV�WKHP
LGHQWLI\�WKH�QHFHVVDU\�WHVW�VSHFLILFDWLRQV�DQG�SURGXFW�GRFXPHQWDWLRQ��VHH�)LJXUH�����
,Q� WKLV�ZD\� LW� LV�QRW�RQO\�SRVVLEOH� WR�DUULYH�DW�D�VDIH�GHVLJQ�EXW�DOVR� WR�DFKLHYH� WKH
UHTXLUHG�WUDFHDELOLW\�RI�WKH�UHTXLUHPHQWV��,W�VXSSRUWV�WKH�UHTXLUHG�YHULILFDWLRQ�DFWLYLWLHV
WR�EH�FDUULHG�RXW�E\�DQ�LQGHSHQGHQW�SDUW\�
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7KH� OHIW� VLGH�RI� WKH�9�PRGHO� UHSUHVHQWV� WKH�DFWLYLWLHV�QHFHVVDU\� WR�GHVLJQ� WKH
VDIHW\�V\VWHP��7KH� ULJKW� VLGH�RI� WKH�9�PRGHO� UHSUHVHQWV� WKH�QHFHVVDU\�DFWLYLWLHV� WR
WHVW� DQG� YHULI\� WKH� DFFRPSOLVKHG� GHVLJQ�� 7KH� GHVLJQ� VWDUWV� IURP� WKH� VDIHW\
UHTXLUHPHQWV� VSHFLILFDWLRQ� DV� GHULYHG� IURP� WKH� VDIHW\� IXQFWLRQ� UHTXLUHPHQWV�� 7KH
GHVLJQ�VWDUWV�RQ�D�KLJK�V\VWHP�OHYHO��$IWHU�WKH�KLJK�V\VWHP�OHYHO�KDV�EHHQ�DSSURYHG�
WKH� DFWXDO� KDUGZDUH� DQG� VRIWZDUH� LV� GHVLJQHG� LQ�PRUH� GHWDLO� DQG� DFWXDOO\� UHDOL]HG�
)URP� WKH� VDIHW\� UHTXLUHPHQWV� VSHFLILFDWLRQ�� WKH� KLJK�OHYHO� V\VWHP� GHVLJQ�� DQG� WKH
GHWDLOHG�KDUGZDUH�DQG�VRIWZDUH�GHVLJQ�WHVWV�DUH�JHQHUDWHG�WKDW�ZLOO�EH�XVHG�WR�YHULI\
WKH� LQWHQGHG�EHKDYLRU�RI� WKH�VDIHW\�V\VWHP��$V� WKHVH� WHVWV�DUH�JHQHUDWHG�RQ�HYHU\
OHYHO�RI�WKH�V\VWHP�GHVLJQ��DQG�DUH�UHFRUGHG�WKURXJKRXW�WHVWLQJ�SKDVHV�RQ�WKH�ULJKW
VLGH� RI� WKH� 9�PRGHO� WKH� UHTXLUHG� WUDFHDELOLW\� LV� HVWDEOLVKHG� WKDW� FDQ� EH� XVHG� IRU
YHULILFDWLRQ�DFWLYLWLHV�E\�DQ�LQGHSHQGHQW�SDUW\�

')0�DQG�WKH�LPSRUWDQFH�PHDVXUHV�FDQ�EH�XVHG�LQ�WKH�GLIIHUHQW�SKDVHV�RI�WKH
9�PRGHO� WR�GHVLJQ�WKH�VDIHW\�V\VWHP�� WHVW� LW�TXDOLWDWLYHO\��DQG�GHILQH� WHVW�FDVHV�WKDW
FDQ�EH�XVHG�RQFH�WKH�GHVLJQ�LV�UHDOL]HG�LQ�KDUGZDUH�DQG�VRIWZDUH��,Q�WKLV�FDSDFLW\�LW
FDQ�VHUYH�DV�DQ� LPSRUWDQW�GHVLJQ�DQG�YHULILFDWLRQ� WRRO��:KHQ� LW� FRPHV� WR�VRIWZDUH�
')0� FDQ� EH� XVHG� WR�PRGHO� WKH� LPSOHPHQWHG� VRIWZDUH� FRGH� DQG� YHULI\� WKH� FRUUHFW
EHKDYLRU�RU�WR�JHQHUDWH�WHVW�YHFWRUV�IRU�VRIWZDUH�WKDW�DOUHDG\�H[LVWV��$Q�DGYDQWDJH�LV
WKDW�WKH�')0�PRGHO�RI�WKH�VDIHW\�V\VWHP�FDQ�EH�LQWHJUDWHG�LQWR�WKH�')0�PRGHO�RI�WKH
PDQXIDFWXULQJ�SODQW��$IWHU�VDIHW\�DQDO\VLV�XVLQJ�WKH�')0�PRGHO�RI�WKH�VDIHW\�V\VWHP�
DGGLWLRQDO�VDIHW\�DQDO\VLV�FDQ�EH�FDUULHG�RXW�XVLQJ�WKH�LQWHJUDWHG�PRGHO��7KLV�HQVXUHV
WKDW�WKH�VDIHW\�DQDO\VLV�DGGUHVV�WKH�SHUIRUPDQFH�RI�WKH�GHVLJQ�RI�WKH�VDIHW\�V\VWHP
LQ�WKH�FRQWH[W�RI�WKH�SURFHVV��VHH�)LJXUH����

������ 6DIHW\�V\VWHP�GHVLJQ�DQG�DQDO\VLV

7KH� GHVLJQ� RI� WKH� VDIHW\� V\VWHP� LV� EDVHG� RQ� WKH� VDIHW\� IXQFWLRQV� LGHQWLILHG� LQ� WKH
SUHYLRXV�VHFWLRQ�DQG�RQ�GHVLJQ�UHTXLUHPHQWV�WKDW�DUH�GHULYHG�IURP�GHVLJQ�JXLGHOLQHV�
OLNH��LQWHU���QDWLRQDO�VDIHW\�VWDQGDUGV��7KH�GHVLJQ�JXLGHOLQHV�GHWHUPLQH��IRU�H[DPSOH�
WKH�UHGXQGDQF\�DQG�YRWLQJ�DVSHFWV�RI�WKH�VDIHW\�IXQFWLRQ��WKH�XVH�RI�GLYHUVH�PHDQV
WR�FDUU\�RXW� WKH�VDIHW\� IXQFWLRQ��RU� WKH�NLQG�RI� IDLOXUH�PRGHV� WKDW� WKH�VDIHW\�V\VWHP
PXVW�EH�DEOH�WR�ZLWKVWDQG��7KH�DFWXDO�GHVLJQ�RI�WKH�VDIHW\�V\VWHP�QHHGV�WR�WDNH�LQWR
DFFRXQW�DOO�VSHFLILHG� UHTXLUHPHQWV�DQG�RSHUDWH�DV�GHVLUHG�ZLWKLQ� WKH�FRQWH[W�RI� WKH
PDQXIDFWXULQJ�SURFHVV�

6DIHW\�V\VWHP�GHVLJQV�DUH�XVXDOO\�PRGXODU��L�H���GLIIHUHQW�PRGXOHV�DUH�GHVLJQHG
WKDW� VXSSRUW� GLIIHUHQW� SDUWV� RI� WKH� VDIHW\� V\VWHP��)RU� H[DPSOH�� W\SLFDO�PRGXOHV� DUH
WKH� LQSXW�DQG�RXWSXW�PRGXOHV�� WKH�SURFHVVRU�PRGXOHV��RU�DSSOLFDWLRQ�VRIWZDUH��7KH
GHVLJQ�DQG�DQDO\VLV�RI�WKH�VDIHW\�V\VWHP�FDQ�EH�WRS�GRZQ��VWDUWLQJ�ZLWK�D�KLJK�OHYHO
GHVLJQ�RQ�EXLOGLQJ�EORFN�OHYHO��7KLV�KLJK�OHYHO�GHVLJQ�FDSWXUHV�WKH�VDIHW\�SKLORVRSK\
LQ�WHUPV�RI�YRWLQJ�DQG�UHGXQGDQF\��EXW�QRW�WKH�GHWDLOHG�IXQFWLRQDO�DQG�IDLOXUH�EHKDYLRU
RI� WKH� VDIHW\� V\VWHP�� 7R� WUXO\� XQGHUVWDQG� WKH� EHKDYLRU� RI� WKLV� VDIHW\� V\VWHP� LW� LV
SRVVLEOH�WR�GHVLJQ�DQG�DQDO\]H�HDFK�EXLOGLQJ�EORFN�LQ�GHWDLO�

2QFH�WKH�GHVLJQ�RI�WKH�EXLOGLQJ�EORFNV�DUH�DV� LQWHQGHG�WKH\�FDQ�EH� LQWHJUDWHG
DQG� WKH� EHKDYLRU� RI� WKH� VDIHW\� V\VWHP� FDQ� EH� DQDO\]HG� DV� RQH� V\VWHP�� ,Q� ILUVW
LQVWDQFH� WKH� GHVLJQ� RI� WKH� VDIHW\� V\VWHP� LV� DQDO\]HG� LQGHSHQGHQW� RI� WKH� SURFHVV�
2QFH�WKLV�GHVLJQ�RI�WKH�VDIHW\�V\VWHP�LV�DSSURYHG�LW�QHHGV�WR�EH�LQFRUSRUDWHG�LQWR�WKH
SURFHVV� GHVLJQ� DQG� WKH� SURFHVV� DQG� VDIHW\� V\VWHP� QHHG� WR� EH� DQDO\]HG� DV� RQH
V\VWHP�� 7KLV� LQWHJUDWLRQ�PDNHV� LW� SRVVLEOH� WR� DQDO\]H� WKH� VDIHW\� V\VWHP�ZLWKLQ� WKH
FRQWH[W�RI�WKH�PDQXIDFWXULQJ�SURFHVV�
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������ $SSOLFDWLRQ�VRIWZDUH�GHVLJQ�DQG�DQDO\VLV

6RIWZDUH�GRHV�QRW�KDYH�WKH�VDPH�IDLOXUH�EHKDYLRU�OLNH�KDUGZDUH��,W�GRHV�QRW�IDLO�OLNH
KDUGZDUH� GRHV�� H�J��� EHFDXVH� RI� DJLQJ�� 6RIWZDUH� DOZD\V� H[HFXWHV� WKH� ZD\� LW� ZDV
LPSOHPHQWHG�� DQG� WKHUHIRUH� FDQ� RQO\� FRQVLVW� RI� V\VWHPDWLF� IDLOXUHV�� >��@�� 7KLV� LQ
FRQWUDVW� WR� KDUGZDUH� ZKHUH� DOVR� WROHUDQFH� DQG� GHJUDGDWLRQ� IDLOXUHV� FDQ� H[LWV�
6\VWHPDWLF�IDLOXUHV�FDQ�EH�PDGH�EHFDXVH�RI�VSHFLILFDWLRQ�HUURUV�RU�KXPDQ�HUURUV��)RU
H[DPSOH�� SURJUDPPLQJ� DQ� ³$1'´� JDWH� ZKLOH� DQ� ³25´� JDWH� ZDV� UHTXLUHG�� RU
SURJUDPPLQJ� WKH� ³�´�ZKLOH�D� ³�³�ZDV� LQWHQGHG��(YHQ� LI� WKH�GHVLJQ� LV� WKH�ZD\� LW�ZDV
LQWHQGHG�� WKLV� LV� QRW� DOZD\V� WKH� ZD\� WKH� FXVWRPHUV� XVHV� WKH� VRIWZDUH�� 7KH� PDLQ
TXHVWLRQ�IRU�VRIWZDUH�LV�WZRIROG��)LUVW�RI�DOO�LV�LW�GHVLJQHG�WR�GR�ZKDW�LW�LV�VXSSRVHG�WR
GR� DQG� VHFRQG�� GRHV� LW� QRW� GR� ZKDW� LW� LV� QRW� VXSSRVHG� WR� GR� >��@�� 6RIWZDUH� FRGH
QHHGV� WR� EH� LPSOHPHQWHG� WR� RSHUDWH� VDIHO\� XQGHU� DOO� �GHVLUHG� DQG� XQGHVLUHG�
FRQGLWLRQV�

,W�LV�SRVVLEOH�WR�PRGHO�WKH�LQGLYLGXDO�VRIWZDUH�DQG�WHVW�WKH�EHKDYLRU�RI�LQGLYLGXDO
URXWLQHV�E\�VSHFLI\LQJ� WRS�HYHQWV� WKDW�VLPXODWH� WKH� LQWHQGHG�RXWSXW�RI� WKDW�VRIWZDUH
URXWLQH�� ,Q� WKLV� PDQQHU� LW� LV� SRVVLEOH� WR� WHVW� HYHU\� LQGLYLGXDO� VRIWZDUH� URXWLQH� DQG
LQWHJUDWH�WKHVH�URXWLQHV�ZKHUH�QHFHVVDU\�WR�EXLOG�WKH�FRPSOHWH�VRIWZDUH�ORJLF��(DFK
LQGLYLGXDO�EXLOGLQJ�EORFN�FDQ�EH�WHVWHG�HLWKHU�E\�GHGXFWLYH�RU�LQGXFWLYH�DQDO\VLV��7KH
UHVXOWV� RI� GHGXFWLYH�DQDO\VLV� FDQ�EH�DQDO\]HG�XVLQJ� WKH� LPSRUWDQFH�PHDVXUHV� DQG
ORRN�IRU�VLWXDWLRQ�WKDW�GRQ¶W�PDNH�VHQVH��,QGXFWLYH�DQDO\VLV�EHFRPHV�PRUH�GLIILFXOW�DV
WKH�DSSOLFDWLRQ�ORJLF�JURZV��DV�LW�LV�QRW�FOHDU�ZKDW�NLQGV�RI�WHVW�FDVHV�DUH�UHTXLUHG�

(YHQWXDOO\� WKH� FRPSOHWH� LPSOHPHQWDWLRQ� RI� WKH� DSSOLFDWLRQ� VRIWZDUH� FDQ� EH
LQFRUSRUDWHG� LQ� WKH� ')0�PRGHO� RI� WKH� KDUGZDUH� GHVLJQ� RI� WKH� VDIHW\� V\VWHP� �VHH
)LJXUH� ���� DQG� WKH� GHVLJQ� RI� WKH�PDQXIDFWXULQJ� SURFHVV�� 7KH� VRIWZDUH� GHVLJQ� DQG
VDIHW\� V\VWHP� GHVLJQ� FDQ� EH� LQWHJUDWHG� LQWR� WKH� SURFHVV�� 7KLV� DSSURDFK� DFWXDOO\
PRGHOV�WKH�SRVVLEOH�RSHUDWLRQDO�HQYLURQPHQW�RI�WKH�DSSOLFDWLRQ�VRIWZDUH�LQ�WKH�VDIHW\
V\VWHP�� ,QGHSHQGHQW� RI� ZKHWKHU� WKH� VRIWZDUH� ZDV� DFWXDOO\� GHVLJQHG� IRU� WKLV
HQYLURQPHQW� LW� FDQ� QRZ� EH� WHVWHG� WR� WKLV� HQYLURQPHQW�� 7KLV� PDNHV� LW� SRVVLEOH� WR
DQDO\]H� WKH� VRIWZDUH� XVLQJ� WKH� FRQFHSW� RI� DQ� HUURU�IRUFLQJ� FRQWH[W�� ,I� WKH� VRIWZDUH
OHDGV� WR� DQ� XQH[SHFWHG� VWDWH� ZLWKRXW� DQ� DSSDUHQW� IDLOXUH� LQ� WKH� GHVLJQ� WKHQ� WKH
VRIWZDUH�ZDV� DFWXDOO\� QRW� GHVLJQHG� WR� KDQGOH� WKDW� FHUWDLQ� VLWXDWLRQ� RU� HQYLURQPHQW
�WKH�³FRQWH[W´��

��������������������������������������������
��'HVLJQ�IDLOXUHV�DUH�RIWHQ�FODVVLILHG�DV�V\VWHPLF�RU�V\VWHPDWLF�IDLOXUHV
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WKH�VRIWZDUH�DUH�WKRVH�WKDW�GRQ¶W�FRQWDLQ�KDUGZDUH�IDLOXUHV��RU�WKRVH�WKDW�RQO\�FRQVLVW
RI�QRUPDO�SURFHVV�FRQGLWLRQV��RU�VRIWZDUH�YDULDEOHV��7KH� LPSRUWDQFH�PHDVXUH� WR�EH
XVHG�LQ�WKLV�FDVH�LV�WKH�RQH�WKDW�FDQ�H[DPLQH�WKH�FRQWHQW�RI�WKH�SULPH�LPSOLFDQWV��$Q
DQDO\VW�QHHGV�WR�EH�DEOH�WR�LQWHUSUHW�WKH�UHVXOWV�ZKHQ�WKLV�SULPH�LPSOLFDQW�LV�DSSOLHG�
7KLV�SULPH�LPSOLFDQW�FDQ�DGG�D�ORW�RI�LQWHOOLJHQFH�WR�WKH�DQDO\VLV�EXW�RQO\�LI�DOVR�RQO\
DSSOLHG�ZLWK� LQWHOOLJHQFH�� &KDSWHU� ��ZLOO� GHPRQVWUDWH� H[DPSOHV� RI� SULPH� LPSOLFDQWV
WKDW�FOHDUO\�VKRZ�WKDW�WKHUH�LV�D�SUREOHP�ZLWK�WKH�VRIWZDUH�GHVLJQ�

������ $QDO\VLV�RI�H[LVWLQJ�VRIWZDUH

6RPHWLPHV�� WKH� VRIWZDUH� LPSOHPHQWHG� LQ� WKH� VDIHW\� V\VWHP�FDQ�EH� WRR� FRPSOH[� WR
PRGHO� E\� KDQG� RU� LQIRUPDWLRQ� DERXW� WKH� VRIWZDUH� LV� MXVW� QRW� DYDLODEOH�� H�J��� LQ� WKH
FDVH�RI�H[LVWLQJ�VRIWZDUH��FRPPHUFLDO�RI�WKH�VKHOI�VRIWZDUH���,Q�WKHVH�VLWXDWLRQV��LW�LV
SRVVLEOH�WR�PRGHO�WKH�DFWXDO�VRIWZDUH�DV�D�EODFN�ER[�DQG�XVH�')0�WR�JHQHUDWH�WHVW
YHFWRUV�IRU�WKH�LQSXW�SDUDPHWHUV�WR�WKH�VRIWZDUH�

7KHVH� WHVW� YHFWRUV� DUH� EDVHG� RQ� DOO� SRVVLEOH� LQSXW� YDULDEOHV� DQG� FRQGLWLRQ
QRGHV�RI�WKH�')0�PRGHO��7KHVH�VWDWHV�LQ�WKH�')0�PRGHO�DUH�QRW�GHYHORSHG�IXUWKHU
EHFDXVH�WKH\�UHSUHVHQW�WKH�ORZHVW�SRVVLEOH�GHWDLO��H�J���D�IDLOXUH�PRGH�RU�D�SURFHVV
YDULDEOH��:LWK� WRGD\¶V� FRPSXWDWLRQDO� SRZHU� LW� LV� SRVVLEOH� WR� GHILQH� DOO� SRVVLEOH� WHVW
YHFWRUV� DQG� UXQ� WKH� DFWXDO� VRIWZDUH� ZLWK� DOO� WKHVH� WHVW� YHFWRUV�� 7KH� WHVW� YHFWRU
FRQVLVWV�RI�DOO�YDULDEOHV�DQG�WKHLU�SRVVLEOH�VWDWHV��)RU�WKH�VDIHW\�V\VWHP�DV�SUHVHQWHG
LQ� VHFWLRQ� ���� WKLV�ZRXOG�PHDQ� WKDW� WKH� IROORZLQJ� YDULDEOHV�ZRXOG� EH� LQFOXGHG�� VHH
7DEOH����
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7DEOH�����9DULDEOHV�DQG���RI�VWDWHV�FRPSULVLQJ

WHVW�YHFWRUV�IRU�H[DPSOH�V\VWHP

9DULDEOH ��2I�VWDWHV 9DULDEOH ��2I�VWDWHV
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7KH� PXOWL�VWDWH� UHSUHVHQWDWLRQ� RI� WKH� LQSXW� SDUDPHWHUV� WR� WKH� VRIWZDUH� LV� WKH
EDVLV� IRU� WKH� WHVW� YHFWRUV�� (DFK� WHVW� YHFWRU� LQ� WKH� H[DPSOH� FRQVLVWV� RI� ��� GLIIHUHQW
YDULDEOHV�RI�ZKLFK�PRVW�FDQ�EH�LQ�PRUH�WKHQ�RQH�VWDWH��,Q�WRWDO�WKHUH�ZLOO�EH��������
GLIIHUHQW� WHVW� YHFWRUV�� $OWKRXJK� WKLV� VRXQGV� D� ORW� ZLWK� WRGD\¶V� FRPSXWDWLRQDO� SRZHU
WKLV� VKRXOG� QRW� EH� D� SUREOHP�� 7KH� DFWXDO� VRIWZDUH� LV� H[HFXWHG� XVLQJ� WKHVH� WHVW
YHFWRUV�DQG� WKH�RXWSXW�RI� WKH�VRIWZDUH� LV� IHG�EDFN� LQWR� WKH�')0�PRGHO� �VHH�)LJXUH
�����,Q�WKLV�ZD\��LW�LV�SRVVLEOH�WR�ILQG�FRQGLWLRQV�WKDW�ZRXOG�SURGXFH�XQGHVLUHG�RXWSXW
UHVXOWV�� 7KHVH� FRQGLWLRQV� GR� QRW� QHFHVVDULO\� QHHG� WR� UHSUHVHQW� KDUGZDUH� IDLOXUH
FRQGLWLRQV��6SHFLDO� WHVW� YHFWRUV� FDQ�EH� FUHDWHG� WKDW� RQO\� UHSUHVHQW� QRUPDO� SURFHVV
YDULDEOHV��$OO�YDULDEOHV� WKDW� UHSUHVHQW�FRQGLWLRQDO�YDULDEOHV�FDQ�EH�VHW� WR� ³RSHUDWLQJ
ZLWKRXW�IDLOXUH´�DQG�WKHQ�LW�LV�SRVVLEOH�WR�WHVW�WKH�VRIWZDUH�WUXO\�RQ�GHVLJQ�IDLOXUHV��DV
LW�VKRXOG�EH�DEOH�WR�KDQGOH�SRVVLEOH�SURFHVV�FRQGLWLRQ�
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)LJXUH�����7HVWLQJ�H[LVWLQJ�VRIWZDUH�ZLWK�')0

8WLOL]LQJ�WHVW�YHFWRUV�OLNH�WKLV�DQG�YHULI\LQJ�GHVLUHG�DQG�XQGHVLUHG�RXWSXWV�WXUQV
')0� LQWR� DQ� DXWRPDWHG� IDXOW� LQMHFWLRQ� WRRO�� )DXOW� LQMHFWLRQ� LV� SDUWLFXODUO\� XVHIXO� LQ
ILQGLQJ�VLWXDWLRQV�WKDW�ZHUH�QRW�³WKRXJKW�DERXW´�GXULQJ�WKH�GHVLJQ�VSHFLILFDWLRQ�SKDVH�
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DOVR�UHIHUUHG�WR�DV�WKH�HUURU�IRUFLQJ�FRQWH[W��&KDSWHU���ZLOO�GHPRQVWUDWH�WHVW�YHFWRUV
WKDW�DOORZ�XV�WR�ILQG�HUURUV�LQ�H[LVWLQJ�VRIWZDUH�

���� ,GHQWLILFDWLRQ�GLDJQRVWLF�IXQFWLRQV

$W�WKLV�SRLQW�LQ�WLPH�WKH�VDIHW\�V\VWHP�WKDW�FDUULHV�RXW�WKH�VDIHW\�IXQFWLRQV�KDV�EHHQ
GHVLJQHG� DQG� DQDO\]HG�� ,W� KDV� EHHQ� LQWHJUDWHG� LQWR� WKH� SURFHVV� DQG� WKH� FRUUHFW
IXQFWLRQDOLW\� KDV�EHHQ�YHULILHG� LQ� WKH� FRQWH[W� RI� WKH�SURFHVV�HQYLURQPHQW��7KH�QH[W
VWHS�LQ�WKH�VDIHW\�GHVLJQ�SURFHVV�LV�WR�DVVXUH�WKDW�WKH�LPSOHPHQWHG�VDIHW\�IXQFWLRQV
DUH� DFWXDOO\� FDUULHG� RXW� E\� WKH� VDIHW\� V\VWHP�� 7KH� ZRUVW�FDVH� VFHQDULR� LV� WR� KDYH
VDIHW\� IXQFWLRQV� ZLWK� LQWHUQDO� IDLOXUHV� WKDW� DUH� QRW� DEOH� WR� UHVSRQG� WR� D� SURFHVV
GHPDQG��7KH�VDIHW\�IXQFWLRQV�QHHG�WR�EH�PRQLWRUHG�IRU�FRUUHFW�RSHUDWLRQ�

7KLV� FDQ�EH�DFFRPSOLVKHG�E\� DGGLQJ�DQ�DGGLWLRQDO� OD\HU� WR� WKH� VDIHW\� V\VWHP
WKDW� FRQWLQXRXVO\� GLDJQRVLV� WKH� VWDWXV� RI� WKH� VDIHW\� IXQFWLRQV� �VHH� )LJXUH� ����� $
GLDJQRVWLF�OD\HU�LV�QHFHVVDU\��DV�IDLOXUHV�FDQQRW�RQO\�RFFXU�LQ�WKH�SURFHVV��ZKLFK�DUH
SURWHFWHG�E\�WKH�VDIHW\�IXQFWLRQV���EXW�DOVR�LQ�WKH�KDUGZDUH�DQG�VRIWZDUH�WKDW�FDUULHV
RXW� WKH� VDIHW\� IXQFWLRQV�� 'LDJQRVWLF� V\VWHPV� QHHG� WR� EH� LPSOHPHQWHG� WKDW� UHYHDO
VDIHW\�IXQFWLRQ�IDLOXUHV��ZKHQ�WKH\�RFFXU��7KLV�PDNHV�LW�SRVVLEOH�WR�LPPHGLDWHO\�UHSDLU
WKH�VDIHW\�IXQFWLRQ�EHIRUH�DQ�XSVHW�FRQGLWLRQ�RI�WKH�VDIHJXDUGHG�SURFHVV�RFFXUV��RU�LI
QHFHVVDU\� WR� SXW� WKH� SURFHVV� LQWR� D� VDIH� VWDWH� LI� SURWHFWLRQ� FDQQRW� EH� JXDUDQWHHG�
'LDJQRVWLFV�FDQ�LPSURYHV�WKH�UHOLDELOLW\�RI�WKH�VDIHW\�IXQFWLRQV�DQG�WKXV�WKH�VDIHW\�RI
WKH�SURFHVV��7KH�GLDJQRVWLF� OD\HU�FDQ�WKHUHIRUH�EH�VHHQ�DV�DQ�DGGLWLRQDO�SURWHFWLRQ
OD\HU�LQ�WKH�VDIHW\�SURWHFWLRQ�OD\HU�SKLORVRSK\�

�

6HQVRU�V�� $FWXDWRU�V��

3ODQW���3URFHVV�

/RJLF�6ROYHU�V��

)DXOW�V��

&ULWLFDO�
3DUDPHWHUV�

3DUDPHWHUV�
6WDWXV� 'HFLVLRQ�WR�

DFWXDWH

6DIH
SURFHVV

VWDWH

'LDJQRVWLF�6\VWHPV�RI�WKH�6DIHW\�)XQFWLRQ�V��

)LJXUH�����'LDJQRVWLF�V\VWHPV�GLDJQRVLQJ�WKH�VWDWXV�RI�WKH�VDIHW\�IXQFWLRQ

0RVW� RI� WKH� VDIHW\� V\VWHPV� DUH� JHQHUDO�SXUSRVH� VDIHW\� V\VWHP� WKDW� FDQ� EH
SURJUDPPHG�IRU�WKH�SURFHVV�LW�LV�VXSSRVHG�WR�VDIHJXDUG��7KH�GLDJQRVWLF�V\VWHPV�RI
WKHVH�JHQHUDO�SXUSRVH�VDIHW\�V\VWHPV�DUH�PDLQO\�FRQFHQWUDWHG�LQ�WKH�SURJUDPPDEOH
HOHFWURQLF�PDLQ�SURFHVVRU��VHH�)LJXUH������7KH�JHQHUDO�SXUSRVH�VDIHW\�V\VWHPV�KDYH
D�GLVDGYDQWDJH�DV�FXUUHQWO\�WKH�EXLOW�LQ�GLDJQRVWLFV�DUH�GHVLJQHG�LQGHSHQGHQW�RI�WKH
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SURFHVV� WKDW� WKH� VDIHW\� V\VWHP�QHHGV� WR� SURWHFW�� 7KH�PDQXIDFWXUHU� RI� WKH�JHQHUDO�
SXUSRVH�VDIHW\�V\VWHP�RQO\�EXLOGV�LQ�GLDJQRVWLFV�IRU�NQRZQ�VDIHW\�V\VWHP�IDLOXUHV��EXW
WKLV�PLJKW�QRW�EH�VXIILFLHQW� WR�GHWHFW� IDLOXUHV� LQ� WKH�VDIHW\� IXQFWLRQ� WKDW�SURWHFWV� WKH
SURFHVV�

,QGLUHFWO\�WKHUH�LV�D�UHODWLRQVKLS�EHWZHHQ�WKH�SURFHVV��YLD�WKH�VDIHW\�IXQFWLRQV�RI
WKH�VDIHW\�V\VWHP��DQG�WKH�UHTXLUHG�GLDJQRVWLF�V\VWHPV�RI�WKH�VDIHW\�V\VWHP��7KLV�LV
GHPRQVWUDWHG� LQ�)LJXUH����DQG�)LJXUH�����7KH�EHKDYLRU�RI� WKH�SURFHVV�GHWHUPLQHV
WKH� VDIHW\� IXQFWLRQV� WKDW� QHHG� WR� EH� FDUULHG�RXW� E\� WKH� VDIHW\� V\VWHP�� ,I� WKH� VDIHW\
IXQFWLRQV�DUH�NQRZQ�LW�LV�SRVVLEOH�WR�EXLOG�LQ�WKH�GLDJQRVWLFV�IXQFWLRQV�WKDW�WKH�VDIHW\
V\VWHP� UHTXLUHV� WR� GLDJQRVH� WKH� VWDWXV� RI� WKHVH� VDIHW\� IXQFWLRQV�� 7KH� GLDJQRVWLF
V\VWHPV�KDYH�WR�PRQLWRU�WKH�SHUIRUPDQFH�RI�WKH�VDIHW\�V\VWHP�ZLWKLQ�WKH�FRQWH[W�RI
LWV�RSHUDWLQJ�HQYLURQPHQW��L�H���WKH�SURFHVV��7KHUHIRUH��WKH�VDIHW\�V\VWHP�FDQQRW�UHO\
RQ� WKH�JHQHUDO� SXUSRVH�GLDJQRVWLFV� WKDW� H[LVW� LQ� WKH�GLIIHUHQW� HOHPHQW� RI� WKH� VDIHW\
V\VWHP�� 7KH� GLDJQRVWLFV� QHHG� WR� EH� WDLORUHG� WR� WKH� VSHFLILFV� RI� WKH� PDQXIDFWXULQJ
SURFHVV��WKH�RSHUDWLQJ�HQYLURQPHQW��

:LWK�')0�LW�LV�SRVVLEOH�WR�LGHQWLI\�WKH�UHTXLUHG�GLDJQRVWLF�V\VWHPV�RI�WKH�VDIHW\
IXQFWLRQV�ZLWK� WKH�FRQWH[W�RI� WKH�RSHUDWLQJ�HQYLURQPHQW��:KHQ�DQG� LQWHJUDWHG�')0
PRGHO� LV�FUHDWHG�� L�H���D�')0�PRGHO�RI�WKH�SURFHVV�LQFOXGLQJ�WKH�VDIHW\�V\VWHP�DQG
WKH�DSSOLFDWLRQ�ORJLF��LW�LV�SRVVLEOH�WR�GHULYH�WKH�UHTXLUHG�GLDJQRVWLF�V\VWHPV�XVLQJ�WKH
GHGXFWLYH� DQDO\VLV� DSSURDFK�� $� WRS� HYHQW� FDQ� EH� VSHFLILHG� WKDW� IRFXVHV� RQ� WKH
LQFRUUHFW�EHKDYLRU�RI�WKH�VDIHW\�IXQFWLRQ�

���� 9HULILFDWLRQ�DFWLYLWLHV

9HULILFDWLRQ� LV� FRQILUPDWLRQ�E\�H[DPLQDWLRQ�DQG�SURYLVLRQ�RI� REMHFWLYH�HYLGHQFH� WKDW
UHTXLUHPHQWV� KDYH� EHHQ� IXOILOOHG� >��@�� ,W� SOD\V� HVSHFLDOO\� DQ� LPSRUWDQW� UROH� ZKHQ� LW
FRPHV� WR�SURJUDPPDEOH�HOHFWURQLF� VDIHW\� V\VWHPV�� DV� LQGXVWU\� UHTXLUHV� YHULILFDWLRQ
E\� DQ� LQGHSHQGHQW� WKLUG� SDUW\��')0�DQG� WKH� LPSRUWDQFH�PHDVXUHV� DUH� XVHG� DV� WR
GHILQH� YHULILFDWLRQ� DFWLYLWLHV� LQ� WKH� IRUPDW� RI� FKHFNOLVWV� RU� IDXOW� LQMHFWLRQ� WHVWV�
&KHFNOLVWV�FDQ�EH�XVHG�WR�YHULI\�WKDW�DOO� UHTXLUHPHQWV�KDYH�EHHQ�PHW�DQG�WHVWV�FDQ
EH�GHILQHG� WR�GHPRQVWUDWH� WKDW�D�V\VWHP�SHUIRUPV�DV� LQWHQGHG��DV�VSHFLILHG�E\� WKH
VSHFLILFDWLRQV��� ,QGHSHQGHQW� SDUWLHV� FDQ� DFFHSW� RU� UHMHFW� WKH� GHVLJQ� RI� WKH� SODQW� RU
VDIHW\�V\VWHP�XVLQJ�WKH�UHVXOWV�RI�WKH�YHULILFDWLRQ�DFWLYLWLHV�

,Q� RUGHU� WR� YHULI\� WKH� GHVLJQ� RI� WKH� SURFHVV� DQG� WKH� VDIHW\� V\VWHP� WKH
LQGHSHQGHQW�SDUW\�QHHGV� WR�PDNH�D�FRPSOHWHO\� LQGHSHQGHQW�')0�PRGHO�DQG�FDUU\
RXW� LQGHSHQGHQW� DQDO\VLV�� 'HSHQGLQJ� RQ� WKH� RXWFRPH� RI� WKH� YHULILFDWLRQ� WKH
LQGHSHQGHQW�SDUW\�FDQ�DFFHSW� WKH�ILQDO�GHVLJQ��DFFHSW� LW�ZLWK�UHYLVLRQV��RU� UHMHFW� WKH
GHVLJQ�� 6KRXOG� WKH� GHVLJQ� EH� UHMHFWHG� WKHQ� WKH� GHVLJQ� WHDP� FDQ� XVH� WKH� SULPH
LPSOLFDQWV�IRXQG�E\�WKH�LQGHSHQGHQW�SDUW\�DV�JXLGDQFH�WR�PDNH�GHVLJQ�FKDQJHV�

$Q�LQGHSHQGHQW�SDUW\�FDQ�FUHDWH�LWV�RZQ�')0�PRGHO�RI�WKH�DFWXDO�GHVLJQ�RI�WKH
SODQW� DQG� GHILQH� WKH� WRS� HYHQWV� RI� LQWHUHVW�� 7KH� UHVXOWLQJ� SULPH� LPSOLFDQWV� FDQ� EH
XVHG�DV�D�FKHFNOLVW� WR�YHULI\�ZKHWKHU� WKH�SODQW�RZQHU� LPSOHPHQWHG�WR�FRUUHFW�VDIHW\
IXQFWLRQ��7KH�SODQW�RZQHU�VXEPLWV�D� OLVW�RI�VDIHW\� IXQFWLRQV� WKDW�DUH� LPSOHPHQWHG� LQ
VDIHW\�V\VWHPV��DQG�WKH�LQGHSHQGHQW�SDUW\�YHULILHV�WKLV�OLVW�XVLQJ�WKH�FKHFNOLVW��2QO\�LI
WKH� VDIHW\� IXQFWLRQV� LGHQWLILHG� E\� WKH� LQGHSHQGHQW� SDUW\� DUH� LPSOHPHQWHG� RQH
KXQGUHG�SHUFHQW�WKH�SURFHVV�GHVLJQ�LV�DFFHSWDEOH�

:KHQ� LW� FRPHV� WR� WKH� VDIHW\� V\VWHP� DQ� LQGHSHQGHQW� SDUW\� FDQ�PDNH� LWV� RZQ
')0�PRGHO�DQG�DQDO\]H� LW�DSSO\LQJ�GHVLJQ�UXOHV�XWLOL]LQJ�WKH� LPSRUWDQFH�PHDVXUHV�
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7KH� UHVXOWLQJ� SULPH� LPSOLFDQWV� FDQ� EH� XVHG� WR� WHVW� WKH� V\VWHP� DJDLQVW� IDLOXUH
EHKDYLRU��DV�LW�VHUYHV�DV�IDXOW�LQMHFWLRQ�WHVWLQJ��,Q�WKLV�PDQQHU�D�PXOWLWXGH�RI�DQDO\VLV
FDQ� EH� FDUULHG� RXW� WKDW� FDQ� YHULI\� WKH� FRUUHFW� EHKDYLRU� RI� WKH� VDIHW\� V\VWHP�
(YHQWXDOO\� WKH� VDIHW\� V\VWHP� QHHGV� WR� EH� LQWHJUDWHG� LQWR� WKH� ')0� PRGHO� RI� WKH
SURFHVV� WR� GHPRQVWUDWH� WKDW� WKH� VDIHW\� V\VWHP� RSHUDWHV� DV� LQWHQGHG� XQGHU� DOO
SRVVLEOH�SURFHVV�FRQGLWLRQV�

7KH�')0�PRGHO�RI�WKH�LQWHJUDWHG�SURFHVV�ZLWK�WKH�VDIHW\�V\VWHP�FDQ�EH�XVHG�WR
YHULI\� WKH� UHTXLUHG� GLDJQRVWLF� FRYHUDJH�� 7KH� UHVXOWLQJ� SULPH� LPSOLFDQWV� FDQ� VHUYH
DJDLQ�DV�D�FKHFNOLVW�DQG�DV� IDXOW� LQMHFWLRQ� WHVW�FDVHV��(YHU\�SULPH� LPSOLFDQW�FDQ�EH
XVHG� WR� YHULI\�ZKHWKHU� WKH� DFWXDO� LPSOHPHQWHG� V\VWHP� FDQ� GHWHFW� WKHVH� IDLOXUHV�� ,I
WKHUH�LV�GRXEW�DERXW�WKH�LPSOHPHQWHG�GLDJQRVWLF�WKHQ�WKH�SULPH�LPSOLFDQW�FDQ�VHUYH
DV�D�WHVW�YHFWRU��,Q�WKLV�ZD\�WKH�LQGHSHQGHQW�SDUW\�FDQ�YHULI\�ZKHWKHU�D�GLDJQRVWLF�LV
WUXO\� LPSOHPHQWHG� RU�ZKHWKHU� WKH� LPSOHPHQWHG� GLDJQRVWLF� LV� RI� WKH� GHVLUHG� TXDOLW\�
7KH� LQGHSHQGHQW� SDUW\� FDQ� XVH� WKH� FKHFNOLVW� WR� GHWHUPLQH� WKH� DFWXDO� FRYHUDJH� RI
GDQJHURXV� IDLOXUHV�� ,I� HTXDO�ZHLJKW� LV� JLYHQ� WR�DOO� UHTXLUHG�GLDJQRVWLF� V\VWHPV� WKHQ
WKH�WRWDO�GLDJQRVWLF�FRYHUDJH�FDQ�EH�FDOFXODWHG�DV�IROORZV�

,PSOLFDQWV�3ULPH�RI���7RWDO
,PSOLFDQWV�3ULPH�'LDJQRVHG2I�

='&

,I� DOO� WKH� SULPH� LPSOLFDQWV� ZHUH� FRYHUHG� E\� D� GLDJQRVWLF� V\VWHP� WKHQ� WKH
GLDJQRVWLF�FRYHUDJH�RI�WKH�VDIHW\�IXQFWLRQ�ZRXOG�EH������

���� 5HDO�WLPH�$ODUP�0DQDJHPHQW�6\VWHP

7KH�SUHYLRXV�VHFWLRQV�H[SODLQHG�KRZ�')0�DQG�WKH�LPSRUWDQFH�PHDVXUHV�DUH�XVHG�WR
VXSSRUW�D�QHZ�GHVLJQ�RU�YHULI\�DQ�H[LVWLQJ�GHVLJQ��7KH�SXUSRVH�RI� WKLV�VHFWLRQ� LV� WR
GHPRQVWUDWH�KRZ�WKH�ILQDO�GHVLJQ�RI�D�SODQW�DQG�WKH� ILQDO� UHVXOWV�RI�D�')0�DQDO\VLV
FDQ� EH� XVHG� WR� EXLOG� D� UHDO�WLPH� DODUP� PDQDJHPHQW� V\VWHP�� ,W� VXSSRUWV� ULVN� DQG
VDIHW\� PDQDJHPHQW� GXULQJ� WKH� RSHUDWLRQDO� SKDVH� RI� WKH� OLIHF\FOH� DQG� SRVVLEOH
PDLQWHQDQFH�� UHSDLU� RU� UHWURILW�� 7KH� REMHFWLYH� RI� WKLV� VHFWLRQ� LV� WR� LQWURGXFH� WKH
IXQGDPHQWDO�HOHPHQWV�RI�WKH�UHDO�WLPH�DODUP�PDQDJHPHQW�V\VWHP��5$06��LQWHQGHG
IRU� PRQLWRULQJ� GHYLDWLRQV� LQ� WKH� RSHUDWLRQ� RI� LQGXVWULDO� SURFHVVHV� DW� PDQXIDFWXULQJ
SODQWV�

������ ,QWURGXFWLRQ�WR�WKH�5HDO�WLPH�$ODUP�0DQDJHPHQW�6\VWHP

,W�LV�HVWLPDWHG�WKDW�DORQH�LQ�WKH�86�SHWURFKHPLFDO�LQGXVWU\�DEQRUPDO�VLWXDWLRQV�UHVXOW
LQ�D� ORVV�RI�PRUH� WKDQ�����ELOOLRQ�GROODUV�SHU�\HDU� >��@��7KHVH�FRVWV�DUH�DVVRFLDWHG
ZLWK� HYHQWV� OLNH� ODUJH� GLVDVWHUV�� RSHUDWLRQDO� LQWHUUXSWLRQV�� XQVFKHGXOHG� VKXWGRZQV�
HTXLSPHQW�IDLOXUH��DQG�TXDOLW\�SUREOHPV��7KH�SXUSRVH�RI�WKH�5$06�WRRO�LV�WR�VXSSRUW
WKH�RSHUDWRU�ZKR�GHDOV�ZLWK�XQGHVLUHG�HYHQWV�RU�DEQRUPDO�VLWXDWLRQV�WKDW�FDXVH�SODQW
RSHUDWLRQV�WR�GHYLDWH�IURP�WKH�QRUPDO�DFFHSWDEOH�RSHUDWLQJ�UDQJH�

7KH�PDLQ� WDVN� WKDW�RSHUDWRUV�SHUIRUP�DW�PDQXIDFWXULQJ�SODQWV� LV� WR�FRQWURO� WKH
SURFHVV�LQ�WHUPV�RI�SURGXFWLYLW\�DQG�ZLWK�DWWHQWLRQ�WR�LVVXHV�UHODWHG�WR�WKH�SURWHFWLRQ
RI�SHUVRQQHO��TXDOLW\��WKH�HQYLURQPHQW��DQG�VDIHW\�DQG�KHDOWK��4(6+���8QGHUVWDQGLQJ
WKH�QRUPDO�DQG�DEQRUPDO�EHKDYLRU�RI�WKH�PDQXIDFWXULQJ�SURFHVV�LQ�DOO�RI�LWV�RSHUDWLQJ
PRGHV�EHFRPHV�DQ�LQFUHDVLQJO\�PRUH�LPSRUWDQW�WDVN��2SHUDWRUV�DUH�PDLQO\�WUDLQHG�WR
XQGHUVWDQG� WKH� SURFHVV� LQ� WHUPV� RI� SURGXFWLYLW\�� L�H��� FRQYHUWLQJ� UDZ�PDWHULDOV� LQWR
VHPL�ILQLVKHG�RU�ILQLVKHG�SURGXFWV�LQ�DQ�HIILFLHQW�DQG�FRVW�HIIHFWLYH�PDQQHU��.QRZLQJ
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ZKDW�WR�GR�LQ�XQGHVLUHG�VLWXDWLRQV��RU�UHFRJQL]LQJ�SURFHVV�EHKDYLRU��ZKLFK�FDQ�OHDG
WR� VLWXDWLRQV� MHRSDUGL]LQJ� WKH� KHDOWK� DQG� VDIHW\� RI� SHRSOH�� WKH� HQYLURQPHQW�� RU� WKH
TXDOLW\�RI�D�SURGXFW��LV�D�WDVN�WKDW�LV�ODUJHO\�XQGHUHVWLPDWHG�DQG�RIWHQ�XQNQRZQ�

:KHQ� RII�QRUPDO� VLWXDWLRQV� RFFXU�� RSHUDWRUV� UHO\� RQ� SURFHVV� VLJQDOV� �ILHOG
LQIRUPDWLRQ�� DQG� DXWRPDWHG� DODUP� VLJQDOV� WR� MXGJH� WKH� VLWXDWLRQ� EDVHG� RQ� WKHLU
WUDLQLQJ�DQG�RSHUDWLQJ�H[SHULHQFH��7KHVH�RII�QRUPDO�VLWXDWLRQV�RU�FRQGLWLRQV�JHQHUDWH
YROXPLQRXV� LQIRUPDWLRQ� WKDW� QHHGV� WR� EH� DQDO\]HG� DQG� LQWHUSUHWHG� E\� TXDOLILHG
SHUVRQQHO�� ,W� LV� WKH� UHVSRQVLELOLW\� RI� WKH�RSHUDWRU� WR�GHWHUPLQH� WKH�VHULRXVQHVV�RI� D
VLWXDWLRQ� DQG� LQLWLDWH� WKH� DSSURSULDWH� UHVSRQVH�� LI� QHFHVVDU\�� 7KLV� GLDJQRVWLF� DQG
GHFLVLRQ�PDNLQJ�SURFHVV� LV�EDVHG�RQ�FRPSRVLWH��DQG� W\SLFDOO\�FRPSOH[� LQIRUPDWLRQ�
FRPSULVHG�RI�DODUPV�RI�YDULRXV�OHYHOV�DQG�WKH�YDOXHV�RI�UHODWHG�SURFHVV�YDULDEOHV��LW�LV
FDUULHG�RXW�E\�RSHUDWRUV�RI�GLYHUVLILHG�EDFNJURXQG��WUDLQLQJ��DQG�PHQWDO�PRGHO�RI�WKH
V\VWHP�>��@�

<DQJ� H[SODLQV� ZK\� D� GHFLVLRQ�PDNLQJ� SURFHVV� OLNH� WKLV� KDV� VHYHUDO
GLVDGYDQWDJHV�>��@��)LUVW��WKH�DYDLODELOLW\�RI�H[SHUWV�WKDW�IXOO\�XQGHUVWDQG�WKH�SURFHVV
PD\� GHSHQG� RQ� FRQGLWLRQV� VXFK� DV� ZRUN� VKLIW�� YDFDWLRQV�� DQG� SHUVRQDOLW\� DQG
SHUVRQQHO� UHODWHG� LVVXHV�� 6HFRQG�� RSHUDWRU� WUDLQLQJ� LV� SULPDULO\� IRFXVHG� RQ� KRZ� WR
KDQGOH� VWDQGDUG� SURGXFWLYLW\� DQG� TXDOLW\� VLWXDWLRQV� DQG� SURFHGXUHV�� RSHUDWRUV� DUH
OHVV� SUHSDUHG� WR� KDQGOH� UDUH� RU� XQXVXDO� VLWXDWLRQV�� )RU� H[DPSOH�� HYHQWV� OLNH
HTXLSPHQW� IDLOXUH�� ZURQJ� VRIWZDUH� VHW� SRLQWV� GXH� WR� KXPDQ� HUURU�� RU� PXOWLSOH
VLPXOWDQHRXV�DODUPV�FDQ�HDVLO\� FRPSRXQG� WKH�GLIILFXOW\�RI� KXPDQ�GHFLVLRQ�PDNLQJ�
FRQVLGHULQJ�WKH�VWUHVV�OHYHO�RI�WKH�RSHUDWRU�GXULQJ�XQGHVLUHG�DQG�XQFHUWDLQ�VLWXDWLRQV�
,Q�VLWXDWLRQV�RI�LQGXVWULDO�DFFLGHQWV��W\SLFDOO\��PDQ\�DODUPV�RFFXU�VLPXOWDQHRXVO\�DQG
WKH� SURFHVV� JHQHUDWHV� DQ� RYHUIORZ� RI� LQIRUPDWLRQ�� 8QOHVV� SURSHUO\� WUDLQHG� DQG
VXSSRUWHG�E\�DSSURSULDWH�PHDQV�RSHUDWRUV�PD\�EH�GULYHQ� WR� WKH�ZURQJ� UDWKHU� WKDQ
WKH�ULJKW�GHFLVLRQV��7KLUG��WKH�RSHUDWRU
V�ORJLF�PRGHO�RI�WKH�SURFHVV�FDQ�EH�LQFRUUHFW�
(VSHFLDOO\� ZKHQ�PDQXIDFWXULQJ� SODQWV� DUH� FRPSOH[� DQG� WKH� DPRXQW� RI� LQIRUPDWLRQ
DYDLODEOH�WR�WKH�RSHUDWRU�LQFUHDVHV�DQG�FKDQJHV�TXLFNO\��LW�LV�GLIILFXOW�WR�VROHO\�UHO\�RQ
KXPDQ�LQWHUSUHWDWLRQ�DQG�GHFLVLRQ�PDNLQJ�SURFHVVHV�

$V� D� IRXUWK� UHDVRQ� VKRXOG� EH� DGGHG� WKDW� RSHUDWRUV� WHQG� WR� LJQRUH� IUHTXHQW
DODUPV�RU�FDQ�KDQGOH�RQO\�D�QXPEHU�RI�DODUPV�DW�WKH�VDPH�WLPH��,I�D�FHUWDLQ�DEQRUPDO
FRQGLWLRQ� RFFXUV� IUHTXHQWO\�� RSHUDWRUV� EHFRPH� IDPLOLDU� ZLWK� WKH� VLWXDWLRQ� DQG� WKH
DODUP� VLJQDOV� DUH� FRQWLQXRXVO\� LJQRUHG� RU� WRWDOO\� VZLWFKHG� RII�� L�H��� WKH� YLVLEOH� DQG
DXGLEOH� IHDWXUHV� RI� WKH� DODUP� DUH� GLVDEOHG�� 5HSHDWHGO\� WKLV� LV� GRQH� WR� PHHW
SURGXFWLRQ�JRDOV�RU�VLPSO\�EHFDXVH�WKH�RSHUDWRU�NQRZV�KRZ�WR�KDQGOH� WKH�VLWXDWLRQ
DQG�SUHYHQW�D�VHULRXV�GHYLDWLRQ��2IWHQ��WKH�RSHUDWRU�XQGHUVWDQGV�WKH�VHULRXVQHVV�RI
DQ� DODUP� EXW� WKLV� GRHV� QRW�PHDQ� WKDW� DQ� DODUP� VKRXOG� EH� MXGJHG� WKH� VDPH� DW� DOO
WLPHV�� ,W� LV� WKH�XQXVXDO�FLUFXPVWDQFHV�ZKHUH� WKH�RSHUDWRU�GRHV�QRW�XQGHUVWDQG� WKH
VHULRXVQHVV� RU� GRHV� QRW� NQRZ� KRZ� WR� MXGJH� RU� SULRULWL]H� HYHQWV� WKDW� FDQ� OHDG� WR
DFFLGHQWV�RU�ORVV�RI�SURGXFWLRQ�

$W� DOO� WLPHV� GXULQJ� WKH� RSHUDWLRQ� RI� D� SODQW� DQ� RSHUDWRU� PXVW� EH� DEOH� WR
XQGHUVWDQG� WKH� FXUUHQW� DQG� SRVVLEOH� IXWXUH� EHKDYLRU� RI� WKH� SODQW�� %DVHG� RQ� WKH
FXUUHQW�VLWXDWLRQ�DQG�WKH�SRVVLELOLW\�RI�IXWXUH�HYHQWV�DQ�RSHUDWRU�PXVW�EH�DEOH�WR�PDNH
RSHUDWLRQDO� GHFLVLRQV�� 0DNLQJ� GHFLVLRQV� RQ� WKH� VLJQLILFDQFH� RI� HYHQWV�� WKHLU
LPSRUWDQFH�DQG�UDQNLQJ�LV�D�WDVN�WKDW�LV�FXUUHQWO\�QRW�V\VWHPDWLFDOO\�EHLQJ�FDUULHG�RXW�
7LPH� FRQVWUDLQWV�� SURGXFWLRQ� JRDOV�� DQG� KXPDQ� OLPLWDWLRQV� GR� QRW� DOZD\V� DOORZ
RSHUDWRUV�WR�GLVFULPLQDWH�FULWLFDO�IURP�QRQ�FULWLFDO�HYHQWV�DQG�WDNH�WKH�FRUUHFW�FRXUVH
RI� DFWLRQ�� 7KHUHIRUH�� LW� LV� LPSRUWDQW� WR� GHYHORS� NQRZOHGJH�EDVHG� DQG� ULVN� LQIRUPHG
V\VWHPV�WR�DLG�WKH�RSHUDWRUV�LQ�WKHLU�IXQFWLRQ�ZLWKLQ�PDQXIDFWXULQJ�SODQWV�
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$OWKRXJK�WKH�IRFXV�LQ�WKH�WKHVLV�LV�RQ�VDIHW\�WKH�DODUP�PDQDJHPHQW�V\VWHP�FDQ
EH� XVHG� WR� LPSURYH� VDIHW\� DV� ZHOO� DV� SURGXFWLYLW\� RI� WKH� SODQW�� 3URGXFWLYLW\� LV
DGGUHVVHG� E\� LPSURYLQJ� WKH� XSWLPH� RI� WKH� SURFHVV� �� RU� RWKHUZLVH� VWDWHG� E\
DGGUHVVLQJ�VLWXDWLRQV�WKDW�FDQ�UHVXOW�LQ�GRZQWLPH��6DIHW\�LV�DGGUHVVHG�E\�SUHYHQWLQJ
XQGHVLUHG�FRQVHTXHQFHV� UHODWLQJ� WR� WKH�SURWHFWLRQ�RI� SHRSOH�� WKH�HQYLURQPHQW�� DQG
FDSLWDO�HTXLSPHQW�

,Q�RUGHU�WR�UHDOL]H�DQ�DODUP�V\VWHP�WKDW�FDQ�DGGUHVV�SURGXFWLYLW\�DQG�VDIHW\�LW�LV
QHFHVVDU\� WR� LQFRUSRUDWH� HOHPHQWV� RI� GLDJQRVLV�� LQWHUSUHWDWLRQ� DQG� SUHGLFWLRQ�� $Q
DODUP� V\VWHP� WKDW� SHUIRUPV� WKHVH� WKUHH� HOHPHQWV� FDQ� LQIHU� SUREDEOH� FDXVHV� RI
V\VWHP�PDOIXQFWLRQV�DQG�LQWHUSUHW�RII�QRUPDO�VLWXDWLRQV��,W�FDQ�DOVR�JXLGH�WKH�RSHUDWRU
LQ�WKH�FRXUVH�RI�DFWLRQ�DV�LW�DOORZV�PRUH�UDSLG�DQG�GHWDLOHG�DQDO\VHV�RI�SUREOHPV�LQ�D
WLPHO\�PDQQHU�DQG�UHGXFHV�HUURUV�LQ�KXPDQ�MXGJPHQW�

7KH�DODUP�V\VWHP�QHHGV� WR� LQFRUSRUDWH�D�GLDJQRVWLF� IXQFWLRQ� WR� LQIHU�SUREDEOH
FDXVHV�RI�XQGHVLUHG�V\VWHP�EHKDYLRU��$�GLDJQRVLV�LV�EDVHG�RQ�VLWXDWLRQ�GHVFULSWLRQV�
EHKDYLRU�FKDUDFWHULVWLFV��RU�NQRZOHGJH�DERXW�WKH�V\VWHP��$�FRPPRQ�ZD\�WR�FDUU\�RXW
D� GLDJQRVLV� LV� UXOHV� EDVHG�� (DFK� UXOH� FRQVLVWV� RI� RQH� RU� PRUH� SUHPLVHV� �RU� D
FRQGLWLRQ��D�FDXVH��RU�D�V\PSWRP��DQG�D�FRQFOXVLRQ��RU�DQ�DFWLRQ��RU�FRQVHTXHQFH��
$Q�H[DPSOH�RI�D�GLDJQRVWLF�UXOH�LV�

',$*1267,&�58/(
,) D��FRROLQJ�ZDWHU�LV�QRW�DYDLODEOH�$1'

E��DJLWDWRU�LV�QRW�UXQQLQJ�$1'
F��FRQFHQWUDWLRQ�RI�3(71�LV�KLJK

7+(1�WKH�WHPSHUDWXUH�LQ�WKH�WDQN�ZLOO�JR�KLJK

7KH�DODUP�V\VWHP�QHHGV�WR�FRQVLVW�RI�D�NQRZOHGJH�EDVH�RI�GLDJQRVWLF�UXOHV�WKDW
UHSUHVHQWV� DOO� SRVVLEOH� FRPELQDWLRQV� RI� FRQGLWLRQV� RU� HYHQWV� WKDW� FDQ� OHDG� WR
XQGHVLUHG� SODQW� EHKDYLRU�� +RZ� WKLV� NQRZOHGJH� EDVH� LV� GHULYHG� IRU� WKH� DODUP
PDQDJHPHQW�V\VWHP�LV�H[SODLQHG�LQ�VHFWLRQ�������

,Q� UHDO� OLIH�� QRW� DOO� WKH� LQIRUPDWLRQ� WKDW� LV� UHTXLUHG� WR� PDNH� D� GLDJQRVLV� ZLOO
DOZD\V�EH�DYDLODEOH�LQ�D�PDQQHU�WKDW�LW�FDQ�EH�XVHG�IRU�GLDJQRVLV��)RU�H[DPSOH��GDWD
WKDW� UHSUHVHQWV�SRVVLEOH� FRQGLWLRQV� LQ�D�SODQW� FDQ�EH�QRLV\�� FRQIOLFWLQJ�� LQFRPSOHWH�
XQUHOLDEOH�RU�HYHQ� LQFRUUHFW��7KLV�PHDQV�WKDW� LQ�SUDFWLFH� LW� LV�QHFHVVDU\� WR�PDNH�DQ
LQWHUSUHWDWLRQ�RI�WKH�VLWXDWLRQ��ZKLFK�GHDOV�ZLWK�XQGHUVWDQGLQJ�WKH�YDOLGLW\�RU�UHOLDELOLW\
RI� WKH� FROOHFWHG� GLDJQRVWLF� GDWD�� ,QWHUSUHWDWLRQ� GHDOV� ZLWK� UHDO� GDWD� UDWKHU� WKHQ� WKH
V\PEROLF� UHSUHVHQWDWLRQ� RI� WKH� VLWXDWLRQ�� DV� LV� WKH� FDVH� LQ� D� GLDJQRVLV�� -XGJPHQW
QHHGV� WR� EH� PDGH� ZKHWKHU� WKH� FROOHFWHG� GLDJQRVWLF� GDWD� LV� XVDEOH�� $OWKRXJK�� WKH
GLDJQRVWLF�UXOHV�PLJKW�EH�FOHDU�DQG�VWUDLJKWIRUZDUG��DQ�LQWHUSUHWDWLRQ�V\VWHP�QHHGV�WR
EH�EXLOW�WKDW�FROOHFWV�WKH�DFWXDO�UHTXLUHG�GDWD�IURP�WKH�ILHOG��$�PRUH�GHWDLOHG�RYHUYLHZ
RI�WKH�LQWHUSUHWDWLRQ�V\VWHP�LV�JLYHQ�LQ�VHFWLRQ�������

2QFH�WKH�GLDJQRVWLF�GDWD�LV�LQWHUSUHWHG��D�SUHGLFWLRQ�QHHGV�WR�EH�PDGH�RQ�KRZ
OLNHO\� LW� LV� WKDW� WKH� FXUUHQW� SODQW� FRQGLWLRQ� OHDGV� WR� DQ� XQDFFHSWDEOH� GHYLDWLRQ� LQ
4(6+�� 7KH� SUHGLFWLRQ� HOHPHQW� JLYHV� DQ� LQGLFDWLRQ� RI� WKH� OLNHOLKRRG� RI� WKH� JLYHQ
FRQVHTXHQFHV�� 'XULQJ� RSHUDWLRQ� WKH� FRQGLWLRQV� LQ� WKH� PDQXIDFWXULQJ� SURFHVV
FRQWLQXRXVO\�FKDQJH�DQG�WKXV�VR�GR�WKH�FRQGLWLRQV�LQ�WKH�GLDJQRVWLF�UXOHV��$OWKRXJK
WKH� FRQVHTXHQFHV� GR� QRW� FKDQJH�� WKH� UHPDLQLQJ� OLNHOLKRRG
V� RI� WKH� FRQVHTXHQFHV
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FRQWLQXRXVO\�FKDQJH��$�PRUH�GHWDLOHG�RYHUYLHZ�RI�WKH�SUHGLFWLRQ�HOHPHQW�LV�JLYHQ�LQ
VHFWLRQ�������

7KH�DODUP�V\VWHP�VKRXOG�VXSSRUW� WKH�RSHUDWRU�E\�FRQWLQXRXVO\�GLDJQRVLQJ� WKH
FRQGLWLRQ�RI�WKH�SURFHVV�DQG�JLYH�DGYLFH�RQ�KRZ�WR�RSHUDWH�WKH�SURFHVV�LQ�WHUPV�RI
SDUDPHWHUV� WKDW� LQIOXHQFH� 4(6+�� ,I� WKH� RSHUDWRU� LV� DZDUH� RI� WKH� FXUUHQW� SURFHVV
FRQGLWLRQ� E\� LQWHUSUHWLQJ� WKH� FRQGLWLRQ� RI� WKH� SODQW�� DQG� JHWV� DGYLFH� RQ� KRZ� WKLV
FRQGLWLRQ� FDQ� OHDG� WR�4(6+�GHYLDWLRQV�� LW� LV� SRVVLEOH� WR�PDNH� SURPSW� GHFLVLRQV� WR
SUHYHQW� WKHVH� GHYLDWLRQV�� $Q� RSHUDWRU� PXVW� KDYH� VRPH� VHQVH� RI� SULRULWL]DWLRQ� WR
PDNH�RU�VXSSRUW�GHFLVLRQV�

7KH�SURSRVHG�DODUP�PDQDJHPHQW�V\VWHP�LQIRUPV�WKH�SODQW�RSHUDWRU�DERXW�WKH
FXUUHQW� ULVNV� LQYROYHG� LQ� RSHUDWLQJ� WKH� SODQW�� ZKLFK� PDNHV� LW� SRVVLEOH� WR� SULRULWL]H�
EDVHG� RQ� WKLV� ULVN�� ,W� LV� SRVVLEOH� WR� H[SUHVV� ULVN� TXDOLWDWLYHO\� RU� TXDQWLWDWLYHO\�� DQG
HYHQWV�FDQ�EH�UDQNHG�IURP�KLJK�ULVN�WR�ORZ�ULVN��DOORZLQJ�WKH�RSHUDWRU�WR�SULRULWL]H�DQG
XVH�WKLV�SULRULWL]DWLRQ�WR�PDNH�ULVN�LQIRUPHG�GHFLVLRQV�RQ�WKH�QH[W�FRXUVH�RI�DFWLRQ�

������ 7KH�5$06�DUFKLWHFWXUH

7KH�DODUP�PDQDJHPHQW�V\VWHP�FDUULHV�RXW�WKH�HOHPHQWV�RI�GLDJQRVLV��LQWHUSUHWDWLRQ�
DQG� SUHGLFWLRQ� E\� XWLOL]LQJ� G\QDPLF� DQG� VWDWLF� EXLOGLQJ� EORFNV� �VHH� )LJXUH� ����� 7KH
G\QDPLF� EXLOGLQJ� EORFNV� FDUU\� RXW� WKUHH� GLIIHUHQW� IXQFWLRQV�� ZKLFK� DUH� FROOHFWLRQ� RI
ILHOG� LQIRUPDWLRQ�� GLDJQRVLV� DQG� SUHVHQWDWLRQ� RI� WKH� UHVXOWV�� 7KH\� DUH� G\QDPLF
EHFDXVH� WKH� LQIRUPDWLRQ� IORZ� LV� FRQWLQXRXVO\� FKDQJLQJ�� 7KH� VWDWLF� EXLOGLQJ� EORFNV
UHSUHVHQW� LQIRUPDWLRQ� WKDW� LV� QRW� VXSSRVHG� WR� FKDQJH� IUHTXHQWO\�� ,W� FDQ� FKDQJH
KRZHYHU� GXH� WR� PRGLILFDWLRQV� PDGH� WR� WKH� OD\RXW� RU� LPSOHPHQWDWLRQ� RI� WKH
PDQXIDFWXULQJ�SURFHVV��+RZ� WR�GHDO�ZLWK�PRGLILFDWLRQV�RU� UHWURILW� WR� WKH�SODQW� LV�QRW
IXUWKHU�DGGUHVVHG�LQ�WKLV�GRFXPHQW�

7KH� IROORZLQJ� SDUDJUDSKV� ZLOO� H[SODLQ� WKH� LPSOHPHQWDWLRQ� RI� WKH� GLDJQRVWLF
V\VWHP��WKH�LQWHUSUHWDWLRQ�V\VWHP�DQG�WKH�SUHGLFWLRQ�V\VWHP��7KH�ILHOG�GDWD�FROOHFWRU
LV� QRW� H[SODLQHG� LQ� GHWDLO� DV� LW� GHDOV�ZLWK� WKH� WHFKQLFDO� LPSOHPHQWDWLRQ�RI� FROOHFWLQJ
GDWD��7KH�ILHOG�GDWD�FROOHFWRU�UHSUHVHQWV�VHQVLQJ�HOHPHQWV��OLNH�SUHVVXUH�WUDQVPLWWHUV�
WHPSHUDWXUH�VHQVRUV��RQ�RII�VZLWFKHV��RU�DQDORJ�WR�GLJLWDO�FRQYHUWHUV��WKDW�VHQG�WKHLU
LQIRUPDWLRQ�WR�D�FHQWUDO�SURFHVVLQJ�XQLW��7KLV�SURFHVVLQJ�XQLW�SUHSDUHV�WKH�LQIRUPDWLRQ
LQ�WKH�IRUPDW�VR�WKDW�LW�LV�XVHIXO�LQ�WKH�UHDO�WLPH�ILHOG�GDWDEDVH�
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3UHGLFWLRQ
6\VWHP

,QWHUSUHWDWLRQ�6\VWHP

'LDJQRVWLF�6\VWHP

3ODQW
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'DWDEDVH
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FRPSDULVRQ

5LVN�LQIRUPHG
)LOWHUHG�2XWSXW

2SHUDWLRQDO�
'HFLVLRQV

3ODQW�'HVLJQ

,QWHUSUHWDWLRQ
UXOHV

6WDWLF
%XLOGLQJ�%ORFN

'\QDPLF
%XLOGLQJ�%ORFN

,QIRUPDWLRQ�IORZ

)LJXUH�����$UFKLWHFWXUH�RI�WKH�5HDO�WLPH�$ODUP�0DQDJHPHQW�6\VWHP

������ 7KH�'LDJQRVWLF�6\VWHP

7R�REMHFWLYH�RI�WKH�GLDJQRVWLF�V\VWHP�LV�WR�HVWDEOLVK�D�NQRZOHGJH�EDVH�RI�GLDJQRVWLF
UXOHV�� 7KH� NQRZOHGJH� EDVH� FRQVLVWV� RI� DOO� SRVVLEOH� VFHQDULRV� WKDW� FDQ� OHDG� WR
XQGHVLUHG�GHYLDWLRQV��$�VFHQDULR�LV�D�FRPELQDWLRQ�RI�HYHQWV�WKDW��LI�DOO�HYHQWV�RFFXU�
OHDG�WR�DQ�XQDFFHSWDEOH�SURFHVV�GHYLDWLRQ��2QH�VFHQDULR�UHSUHVHQWV�RQH�GLDJQRVWLF
UXOH��,Q�RUGHU�WR�GHULYH�DOO�SRVVLEOH�VFHQDULRV�LW�LV�QHFHVVDU\�WR�GR�DQ�HYHQW�DQDO\VLV
RQ�D�PRGHO�RI�WKH�SODQW�WKDW�FDQ�EH�XVHG�WR�LGHQWLI\�WKHVH�VFHQDULRV��$Q\�WHFKQLTXH�RU
PHWKRGRORJ\� WKDW�FDQ�GR�HYHQW�DQDO\VLV�DQG� WKDW�FDQ�GHULYH� WKH�SRVVLEOH�VFHQDULRV
FDQ�EH�XVHG�WR�HVWDEOLVK�WKH�NQRZOHGJH�EDVH��,Q�WKLV�WKHVLV��')0�LV�XVHG�WR�FDUU\�RXW
WKLV� WDVN��7KH�DGYDQWDJH�RI�')0� LV� WKDW� LW� LV� SRVVLEOH� WR�PDNH�RQH�FRPSUHKHQVLYH
PRGHO�RI�WKH�PDQXIDFWXULQJ�SURFHVV�WKDW�LQFOXGHV�DOO�SRVVLEOH�GHVLUHG�DQG�XQGHVLUHG
EHKDYLRU�RI�WKH�V\VWHP�

)RU�HDFK�VSHFLILHG�WRS�HYHQW��WKH�GHGXFWLYH�FDSDELOLW\�RI�WKH�')0�VRIWZDUH�WRRO
LV�XWLOL]HG� WR�GHULYH�DOO� SRVVLEOH�SULPH� LPSOLFDQWV�DQG� WKHLU� DVVRFLDWHG� OLWHUDOV��(DFK
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SULPH�LPSOLFDQW�UHSUHVHQWV�D�VFHQDULR�IRU�WKDW�SDUWLFXODU�WRS�HYHQW�WR�KDSSHQ��7KHVH
SULPH� LPSOLFDQWV� DQG� WKH� DVVRFLDWHG� OLWHUDOV� IRUP� WKH� EDVLV� IRU� WKH� VFHQDULR
NQRZOHGJH�EDVH��7KH�VFHQDULR�NQRZOHGJH�EDVH�UHSUHVHQWV�D�UXOHV�EDVHG�GLDJQRVWLF
V\VWHP��7KH� H[LVWHQFH� RI� OLWHUDOV� SOD\V� D�PDMRU� UROH� LQ� WKH�PHFKDQLFV� RI� WKH� DODUP
PDQDJHPHQW�V\VWHP��7KH�VWDWXV�RI�HDFK�OLWHUDO��L�H���ZKHWKHU�WKH�OLWHUDO�H[LVWV�RU�QRW�
QHHGV� WR� EH� YHULILHG�ZLWK� WKH� DFWXDO� RSHUDWLRQDO� SURFHVV�� 7KH� UHDO�WLPH� LQIRUPDWLRQ
WKDW� LV� FROOHFWHG� IURP� WKH� SURFHVV� QHHGV� WR� IRFXV� RQ� HYHU\� XQLTXH� OLWHUDO� LQ� WKH
NQRZOHGJH�EDVH�

7KH�')0�PRGHO�VKRXOG�EH�GHULYHG� IURP� WKH� ILQDO�GHVLJQ�RI� WKH�SODQW�� L�H��� WKH
HTXLSPHQW�FDUU\LQJ�RXW� WKH�PDQXIDFWXULQJ�SURFHVV��7KLV�GHVLJQ� LV�RSWLPL]HG�YLD�DQ
LWHUDWLYH� SURFHVV� XVLQJ� ')0� DQG� WKH� LPSRUWDQFH� PHDVXUHV� XQWLO� WKH� GHVLJQ� LV
DFFHSWDEOH��VHH�)LJXUH������:KHQ� WKH�SODQW�GHVLJQ� LV� ILQDOL]HG� LW�QHHGV� WR� WDNH� LQWR
DFFRXQW� WKH� DODUP� PDQDJHPHQW� V\VWHP� WKDW� ZLOO� DFWXDOO\� FROOHFW� DOO� WKH� GLDJQRVWLF
LQIRUPDWLRQ�LQ�DQ�DXWRPDWHG�PDQQHU��,I�IRU�H[DPSOH��GXULQJ�RQH�RI�WKH�LWHUDWLYH�GHVLJQ
VWDJHV�� D� SULPH� LPSOLFDQW� DSSHDUV� WKDW� FRQWDLQV� D� OLWHUDO� WKDW� UHSUHVHQWV� D�PDQXDO
RSHUDWHG� YDOYH� WKHQ� LW� ZLOO� EH� EHWWHU� WR� UHSODFH� WKLV� YDOYH� E\� D� YDOYH� ZLWK� DQ
DXWRPDWHG� YDOYH� SRVLWLRQHU�� 7KLV� WR� PDNH� FHUWDLQ� WKDW� WKH� UHDO�WLPH� DODUP
PDQDJHPHQW�V\VWHP�GRHV�QRW�QHHG�WR�GHSHQG�RQ�KXPDQ�DFWLRQ�WR�XSGDWH�WKH�UHDO�
WLPH�GDWDEDVH�

$OWKRXJK� LQ� WKHRU\� SRVVLEOH�� WKH� ILQDO� GHVLJQ� XVHG� WR� HVWDEOLVK� WKH� DODUP
PDQDJHPHQW� V\VWHP� VKRXOG� QRW� LQFOXGH� WKH� �SURJUDPPDEOH�� FRQWURO� DQG� VDIHW\
LQVWUXPHQWDWLRQ�DQG� ORJLF�FRQWUROOHUV��7KH�FRQWURO�DQG�RU�VDIHW\�HTXLSPHQW� LV�SDUW�RI
WKH� LQWHUSUHWDWLRQ� V\VWHP� �VHH� VHFWLRQ�������� DQG� LV� VSHFLILFDOO\� GHVLJQHG� WR� FRQWURO
WKH�SURFHVV�DQG� WR�FROOHFW� WKH�QHFHVVDU\�GLDJQRVWLF�GDWD��7KH� LQVWUXPHQWDWLRQ�XVHG
WR�FROOHFW�WKH�QHFHVVDU\�GLDJQRVWLF�GDWD�ZLOO�GHSHQG�RQ�WKH�UHTXLUHG�LQIRUPDWLRQ�LQ�WKH
VFHQDULR�NQRZOHGJH�GDWDEDVH��,I�WKH�FRQWURO�DQG�VDIHW\�HTXLSPHQW�LV�LQFOXGHG�LQ�WKH
PRGHO�WKDW�IRUPV�WKH�EDVLV�IRU�WKH�GLDJQRVWLF�V\VWHP��WKHQ�DGGLWLRQDO�LQVWUXPHQWDWLRQ
LV� QHFHVVDU\� WR� FROOHFW� PXFK� PRUH� GHWDLOHG� GLDJQRVWLF� LQIRUPDWLRQ�� 7KH� GLDJQRVWLF
LQIRUPDWLRQ� ZRXOG� WKHQ� LQFOXGH� DOVR� LQIRUPDWLRQ� RQ� WKH� FRQWURO� DQG� VDIHW\
LQVWUXPHQWDWLRQ� DQG� ORJLF� FRQWUROOHUV� LQFOXGLQJ� VRIWZDUH� YDULDEOH� VHWWLQJV�� ,QFOXGLQJ
WKH� FRQWURO� DQG� VDIHW\� V\VWHP� LQ� WKH� ILQDO� GHVLJQ� WR� HVWDEOLVK� WKH� GLDJQRVWLF
NQRZOHGJH�EDVH�LV�EH\RQG�WKH�VFRSH�RI�WKLV�WKHVLV�

������ 7KH�,QWHUSUHWDWLRQ�6\VWHP

$OWKRXJK�� WKH� GLDJQRVWLF� UXOHV�PLJKW� EH� FOHDU� DQG� VWUDLJKWIRUZDUG�� DQ� LQWHUSUHWDWLRQ
V\VWHP� QHHGV� WR� EH� EXLOW� WKDW� FROOHFWV� WKH� DFWXDO� UHTXLUHG� GDWD� IURP� WKH� ILHOG�
LQWHUSUHWV� WKH� YDOLGLW\� RI� WKLV� GDWD�� DQG� PDNHV� WKH� DFWXDO� GLDJQRVLV�� ,QWHUSUHWDWLRQ
GHDOV�ZLWK�UHDO�GDWD�UDWKHU�WKHQ�WKH�V\PEROLF�UHSUHVHQWDWLRQ�RI�WKH�VLWXDWLRQ��DV�LV�WKH
FDVH� LQ� D� GLDJQRVLV�� 7KH� LQWHUSUHWDWLRQ� V\VWHP�� DV� SUHVHQWHG� LQ� )LJXUH� ���
FRQWLQXRXVO\� FROOHFWV� YDOLG� RU� UHOLDEOH� GLDJQRVWLF� GDWD� IURP� WKH� ILHOG�� PDLQWDLQV� WKH
UHDO�WLPH� ILHOG�GDWDEDVH��DQG�FRPSDUHV� WKH�VFHQDULR�NQRZOHGJH�EDVH�ZLWK� WKH� UHDO�
WLPH� ILHOG� GDWDEDVH� WR� GLDJQRVH� WKH� FXUUHQW� FRQGLWLRQ� RI� WKH� SODQW�� 7KH� YDOLGLW\� RU
UHOLDELOLW\�RI�WKH�FROOHFWHG�GLDJQRVWLF�GDWD�LV�GHWHUPLQHG�E\�WKH�LQWHUSUHWDWLRQ�UXOHV�

7KH�ILHOG�GDWD�FROOHFWRU�UHSUHVHQWV�VHQVLQJ�HOHPHQWV��OLNH�SUHVVXUH�WUDQVPLWWHUV�
WHPSHUDWXUH�VHQVRUV��RQ�RII�VZLWFKHV��RU�DQDORJ�WR�GLJLWDO�FRQYHUWHUV��WKDW�VHQG�WKHLU
LQIRUPDWLRQ�WR�D�FHQWUDO�SURFHVVLQJ�XQLW��7KLV�SURFHVVLQJ�XQLW�SUHSDUHV�WKH�LQIRUPDWLRQ
LQ�WKH�IRUPDW�VR�WKDW�LW�LV�XVHIXO�LQ�WKH�UHDO�WLPH�ILHOG�GDWDEDVH��7KH�ILHOG�GDWD�FROOHFWRU
LV� EDVHG� RQ� WKH� UHTXLUHG� LQIR� LQ� WKH� VFHQDULR� NQRZOHGJH� EDVH�� 7KH� OHYHO� RI� GHWDLO
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FRQFHUQLQJ� WKH�FROOHFWHG�GDWD�GHSHQGV�RQ� WKH� OHYHO�RI�GLVFUHWL]DWLRQ�FKRVHQ� IRU� WKH
YDULDEOHV� ZKHQ� WKH� ')0� PRGHO� ZDV� FUHDWHG�� 6HH� IRU� H[DPSOH� 7DEOH� ���� ZKLFK
GHPRQVWUDWHV�WKDW� WKH�UHTXLUHG� OHYHO�RI�GLVFUHWL]DWLRQ�SXWV�GHPDQGV�RQ�WKH�UHTXLUHG
ILHOG� GDWD� FROOHFWRU�� 7HPSHUDWXUH� VHQVRU� �� FDQ� EH� D� VLPSOH� RQ�RII� VZLWFK� EDVHG
VHQVRU�ZKLOH�WHPSHUDWXUH�VHQVRU���QHHGV�WR�EH�DQ�DQDORJ�VHQVRU�WKDW�FDQ�PHDVXUH
WKH�WHPSHUDWXUH�RYHU�D�FHUWDLQ�UDQJH�

7DEOH�����([DPSOH�GLVFUHWL]DWLRQ

7HPSHUDWXUH�6HQVRU�� 7HPSHUDWXUH�6HQVRU��

7�������& ����7������

7��������& �����7������
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7KH� ILHOG� GDWD� FROOHFWRU� VWRUHV� WKH� FROOHFWHG� LQIRUPDWLRQ� LQ� WKH� UHDO�WLPH� ILHOG
GDWDEDVH�� 7KLV� GDWDEDVH� LV� FRQWLQXRXVO\� XSGDWHG� DV� WKH� SURFHVV� FKDQJHV�� 7KH
GDWDEDVH� LV� D� FROOHFWLRQ� RI� YDULDEOHV� DQG� WKHLU� SRVVLEOH� VWDWHV�� DV� WKH\� H[LVW� LQ� WKH
VFHQDULR�NQRZOHGJH�EDVH��7KHUH�DUH�RQO\�WKUHH�SLHFHV�RI�LQIRUPDWLRQ�UHTXLUHG�LQ�WKLV
GDWDEDVH�� 7KHVH� DUH� WKH� YDULDEOH� QDPH�� WKH� SRVVLEOH� VWDWHV� RI� WKH� YDULDEOH�� DQG
ZKHWKHU�WKHVH�VWDWHV�DUH�FXUUHQWO\�SUHVHQW�LQ�WKH�SODQW��,I�WKLV�LQIRUPDWLRQ�LV�DYDLODEOH
LW�LV�SRVVLEOH�WR�PDNH�D�GLDJQRVLV�E\�FRPSDULVRQ�

7KH�LQIRUPDWLRQ�WKDW�LV�VWRUHG�LQ�WKH�UHDO�WLPH�ILHOG�GDWDEDVH�LV�FRPSDUHG�WR�WKH
LQIRUPDWLRQ�LQ�WKH�VFHQDULR�NQRZOHGJH�EDVH��$V�WKLV�FRPSDULVRQ�LV�GRQH�UHDO�WLPH��LW
ZLOO� OHDG� WR�D�FRQWLQXRXV�XSGDWH�RI� WKH�FXUUHQW�RSHUDWLRQDO� FRQGLWLRQ�RI� WKH�SODQW�� ,W
DFWV� DV� DQ� DXWRPDWLF� DQG� FRQWLQXRXV� GLDJQRVLV� RI� WKH� SODQW�� 7KHUH� DUH� WZR� LVVXHV
UHODWHG�WR�PDNLQJ�WKH�GLDJQRVLV��)LUVW�RI�DOO�WKHUH�LV�WKH�LVVXH�RI�WUXVWZRUWK\�GDWD��7KLV
LV� DQ� LVVXH� WKDW� QHHGV� WR� EH� DGGUHVVHG� E\� WKH� LQWHUSUHWDWLRQ� V\VWHP� DQG� ZLOO� EH
GHVFULEHG� LQ� WKH� IROORZLQJ�VHFWLRQV��6HFRQG�� WKHUH� LV� WKH� LVVXH� WKDW�D� WRS�HYHQW�ZLOO
RQO\�RFFXU� LI�DOO� OLWHUDOV�RI�D�SULPH� LPSOLFDQW�H[LVW�RU� LQ�RWKHU�ZRUGV� LI�DOO�HYHQWV� LQ�D
VFHQDULR�RFFXU��,W� LV�WKH�REMHFWLYH�RI�WKH�DODUP�V\VWHP�WR�SUHYHQW�WKH�WRS�HYHQW�IURP
RFFXUULQJ��+RZ�WKLV�LQIRUPDWLRQ�FDQ�EH�XVHG�IURP�SUHYHQWLQJ�WKH�WRS�HYHQW�WR�KDSSHQ
LV�WKH�WRSLF�RI�VHFWLRQ�������

,W�LV�RQO\�SRVVLEOH�WR�PDNH�WKH�FRUUHFW�GLDJQRVLV�LI�WKH�FROOHFWHG�ILHOG�GDWD�FDQ�EH
WUXVWHG��7KH�TXHVWLRQ�LV��+RZ�FDQ�RQH�YDOLGDWH�WKDW�WKH�FROOHFWHG�GDWD�QHFHVVDU\�IRU
GLDJQRVLV� LV�XVHIXO"´�7KHUH�DUH� WKUHH�ZD\V� WR� MXGJH� WKH�FRQILGHQFH�RQH�KDV� LQ� WKH
FROOHFWHG�ILHOG�GDWD��7KHVH�WKUHH�FRQILGHQFH�PHWKRGV�DUH�

��� 8WLOL]H�UHOLDELOLW\�PHWULFV��25

��� 8WLOL]H� WKH� RQOLQH� GLDJQRVWLF� FDSDELOLW\� RI� SURJUDPPDEOH� HOHFWURQLF
V\VWHPV��25

��� 8WLOL]H�SK\VLFDO�UXOHV�DQG�DQDO\WLFDO�PRGHOV�

)LUVW�RI�DOO�WKHUH�LV�WKH�UHOLDELOLW\�RI�WKH�LQWHUSUHWDWLRQ�V\VWHP�LWVHOI��2QH�LV�PRUH
FRQILGHQW�DERXW�WKH�FROOHFWHG�ILHOG�GDWD�LI�WKH�LQWHUSUHWDWLRQ�V\VWHP�LV�KLJKO\�UHOLDEOH��,W
LV� SRVVLEOH� WR� H[SUHVV� HDFK� OLWHUDO� WKDW� QHHGV� WR� EH� PHDVXUHG� LQ� WKH� ILHOG� ZLWK
UHOLDELOLW\�PHWULFV��3K\VLFDO�HTXLSPHQW�LV�QHFHVVDU\�WR�FROOHFW�WKH�ILHOG�LQIRUPDWLRQ�DQG
WKHUHIRUH�LW�LV�SRVVLEOH�WR�H[SUHVV�WKH�UHOLDELOLW\�LQ�WHUPV�RI�SUREDELOLW\�RI�IDLOXUH�RI�WKLV



��

HTXLSPHQW��,I�IRU�HDFK�OLWHUDO�LQ�D�SULPH�LPSOLFDQW�WKH�SUREDELOLW\�RI�IDLOXUH�WR�FROOHFW�LV
NQRZQ�LW�LV�SRVVLEOH�WR�FDOFXODWH�WKH�SUREDELOLW\�RI�IDLOLQJ�WR�LQWHUSUHW�WKH�GLDJQRVLV�IRU
WKLV�SULPH�LPSOLFDQW��6HH�IRU�H[DPSOH�7DEOH����

7DEOH�����3UREDELOLW\�RI�)DLOXUH�/LWHUDOV

3ULPH�,PSOLFDQW��� 3UREDELOLW\�RI�)DLOXUH

/LWHUDO��
�/LWHUDO3

/LWHUDO��
�/LWHUDO3

/LWHUDO��
�/LWHUDO3

7KH� SUREDELOLW\� WKDW� WKH� LQWHUSUHWDWLRQ� IRU� WKLV� SULPH� LPSOLFDQW� IDLOV� FDQ� EH
H[SUHVVHG�DV�

( ) ( ) ( )����� ���� /LWHUDO/LWHUDO/LWHUDO,PSOLFDQW3ULPH 3333 -¼-¼--=

2U�LQ�JHQHUDO�WHUPV�IRU�D�SULPH�LPSOLFDQW�
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=

--=
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:KHUH�L�LV�WKH�FXUUHQW�OLWHUDO�DQG�Q�WKH�WRWDO�QXPEHU�RI�OLWHUDOV�LQ�SULPH�LPSOLFDQW
N��7KH�DODUP�V\VWHP�IDLOV�LI�WKH�LQWHUSUHWDWLRQ�RI�RQH�RI�WKH�SULPH�LPSOLFDQWV�IDLOV��7KLV
FDQ�EH�H[SUHVVHG�DV�IROORZV�
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P

N
N,PSOLFDQW3ULPHWLRQ,QWHUSUHWD 33

�

��

:KHUH� N� LV� WKH� FXUUHQW� SULPH� LPSOLFDQW� DQG� P� WKH� WRWDO� QXPEHU� RI� SULPH
LPSOLFDQWV�LQ�WKH�VFHQDULR�NQRZOHGJH�EDVH�

7KH�SUREDELOLW\�RI� IDLOXUH�VHUYHV�DV�D�FRQILGHQFH�PHWULF��7KH�PRUH�UHOLDEOH� WKH
LQWHUSUHWDWLRQ�V\VWHP��WKH�PRUH�FRQILGHQW�RQH�LV�LQ�EHOLHYLQJ�WKH�FROOHFWHG�GLDJQRVWLF
GDWD��6HFWLRQ�$�����H[SODLQV�D�IUDPHZRUN�WKDW�FDQ�EH�XVHG�WR�FDOFXODWH�WKH�SUREDELOLW\
RI�IDLOXUH��,W�LV�EDVHG�RQ�WKH�FRQFHSW�RI�6DIHW\�,QWHJULW\�/HYHO��6,/��FDOFXODWLRQV��ZKLFK
LV� XVHG� LQ� WKH� VDIHW\� FRPPXQLW\� WR� H[SUHVV� WKH� OHYHO� RI� FRQILGHQFH� RQH� KDV� LQ� D
V\VWHP��6HFWLRQ�$�����H[SODLQV� LQ�GHWDLO�ZKDW�D�6,/� OHYHO� LV��KRZ�6,/� OHYHOV�FDQ�EH
FDOFXODWHG� DQG� ZKDW� WKH� LQIOXHQFH� RI� GHVLJQ� SDUDPHWHUV�� OLNH� IRU� WKH� DUFKLWHFWXUH�
KDUGZDUH��VRIWZDUH�RU�RQOLQH�GLDJQRVWLFV�FDSDELOLWLHV�LV�RQ�WKH�6,/��'HSHQGLQJ�RQ�WKH
FULWLFDOLW\�RI�WKH�PDQXIDFWXULQJ�SURFHVV�LW�LV�SRVVLEOH�WR�VHWXS�UXOHV�WKDW�GHWHUPLQH�WKH
OHYHO� RI� UHOLDELOLW\� UHTXLUHG� IRU� HDFK� ILHOG� GLDJQRVWLF� PHDVXUHPHQW�� (LWKHU� D
PHDVXUHPHQW� LV� DFFHSWHG� EDVHG� RQ� WKH� IDFW� WKDW� WKH� FDOFXODWHG� UHOLDELOLW\� PHWULF
H[FHHGV� WKH� VSHFLILHG� OLPLW� RU� LI� WKH� PHDVXUHPHQW� UHOLDELOLW\� LV� EHORZ� WKH� VSHFLILHG
UHOLDELOLW\�PHWULF�DQG�WKH�PHDVXUHPHQW�VKRZV�XS�LQ�D�SULPH�LPSOLFDQW�WKDW�GHHPV�WR
EH� FULWLFDO� RQH� ZLOO� KDYH� WR� YHULI\� WKH� YDOLGLW\� RI� WKH�PHDVXUHPHQW� XVLQJ� DGGLWLRQDO
PHDQV��7KLV� FDQ�EH�H[SUHVVHG� LQ� WKH� IROORZLQJ� LQWHUSUHWDWLRQ� UXOH� WKDW� QHHGV� WR� EH
H[HFXWHG�IRU�HDFK�OLWHUDO�
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,)�UHOLDELOLW\�PHWULF�IRU�OLWHUDO�;�LV�DERYH�VSHFLILHG�OLPLW

7+(1�DFFHSW�LQWHUSUHWDWLRQ

(/6(�ORRN�IRU�DGGLWLRQDO�VXSSRUWLQJ�HYLGHQFH�

7KH� ILUVW� SURYLGHG� VROXWLRQ� WR� ORRN� IRU� VXSSRUWLQJ� HYLGHQFH� LV� EDVHG� RQ� WKH
SRVVLEOH� WHFKQLFDO� FDSDELOLWLHV� RI� SURJUDPPDEOH� HOHFWURQLF� V\VWHPV�� 3URJUDPPDEOH
HOHFWURQLF� V\VWHPV� OHQG� WKHPVHOYHV� WR� LQFRUSRUDWH� RQOLQH� GLDJQRVWLF�� 7KH� RQOLQH
GLDJQRVWLFV� DUH� VHOI�FKHFNV� WKDW� DUH� FRQWLQXRXVO\� H[HFXWHG� WR� PRQLWRU� WKH� FRUUHFW
IXQFWLRQDOLW\�RI�WKH�SURJUDPPDEOH�HOHFWURQLF�V\VWHP��)RU�H[DPSOH��D�ZDWFKGRJ�WLPHU
FDQ� PRQLWRU� ZKHWKHU� D� PLFURSURFHVVRU� VWRSSHG� H[HFXWLQJ� LWV� SURJUDP�� $Q� RXWSXW
IHHGEDFN�ORRS�FDQ�PRQLWRU�ZKHWKHU�DQ�RXWSXW�LV�IUR]HQ�LQ�D�VWXFN�DW���RU���SRVLWLRQ�
$Q� LQWHUSUHWDWLRQ� V\VWHP� WKDW� LV� EDVHG�RQ�SURJUDPPDEOH�HOHFWURQLF� WHFKQRORJ\� FDQ
XWLOL]H�WKHVH�RQOLQH�GLDJQRVWLF�FDSDELOLWLHV�WR�LWV�DGYDQWDJH��,W�LV�SRVVLEOH�WR�HVWDEOLVK
UXOHV� WKDW� LQFOXGH� WKH�GLDJQRVWLF�FDSDELOLW\�DQG�VXSSRUW� WKH� LQWHUSUHWDWLRQ�RQO\� LI� WKH
GLDJQRVWLF�V\VWHP�GRHV�QRW�VXSSRUW�DQ\�HUURUV��$Q�H[DPSOH�RI�DQ�LQWHUSUHWDWLRQ�UXOH
OLNH�WKLV�LV�SUHVHQWHG�QH[W�

,17(535(7$7,21�58/(

,) D��FRROLQJ�ZDWHU�LV�QRW�DYDLODEOH�$1'

E��DJLWDWRU�LV�QRW�UXQQLQJ�$1'

F��FRQFHQWUDWLRQ�RI�H[SORVLYH�PDWHULDO�LV�KLJK�$1'

G��RQOLQH�GLDJQRVWLFV�RI�LQWHUSUHWDWLRQ�V\VWHP�UHSRUWV�QR
HUURUV

7+(1�WKH�WHPSHUDWXUH�LQ�WKH�WDQN�LV�KLJK

,I� WKH� GLDJQRVWLFV� V\VWHP� UHSRUWV� DQ� HUURU� WKHQ� LW� LV� SRVVLEOH� WR� LJQRUH� WKLV
GLDJQRVWLF� UHDGLQJ�� DV� LW� LV� OLNHO\� WKDW� WKHUH� LV� DQ� HUURU� LQ� UHDGLQJ� WKH� UHTXLUHG� ILHOG
GDWD��2WKHU�SURFHGXUHV�FDQ�EH�LQ�SODFH�WR�KDQGOH�WKH�IDLOHG�GLDJQRVWLF�UHDGLQJ�

6XSSRUWLQJ� HYLGHQFH� FDQ� DOVR� EH� JDWKHUHG� E\� DSSO\LQJ� SK\VLFDO� UXOHV� XVLQJ
DQDO\WLFDO� PRGHOV�� :KHWKHU� ILHOG� GDWD� LV� FRUUHFW� FDQ� EH� YHULILHG� E\� ORRNLQJ� IRU
DGGLWLRQDO� LQGLFDWRUV� WKDW� VXSSRUW� WKH� PHDVXUHPHQW� UHDGLQJ�� )RU� H[DPSOH�� WKH
SUHYLRXV� GLDJQRVWLF� UXOH� UHTXLUHV� WKH� FRQGLWLRQ� �QR� FRROLQJ� ZDWHU�� WR� EH� WUXH�� ,W� LV
SRVVLEOH� WR� YHULI\� WKLV� FRQGLWLRQ� E\� ORRNLQJ� DW� RWKHU� VXSSRUWLQJ� HYLGHQFH�� 6HH� IRU
H[DPSOH�WKH�QH[W��YHU\�VLPSOH��LQWHUSUHWDWLRQ�UXOH�WKDW�YHULILHV�ZKHWKHU�FRROLQJ�ZDWHU
LV�DYDLODEOH�
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,17(535(7$7,21�58/(

,)� D��FRROLQJ�ZDWHU�WDQN�IXOO�$1'

E��VXSSO\�YDOYH���LV�RSHQ�$1'

F��FRROLQJ�ZDWHU�FRQWURO�YDOYH���LV�RSHQ�$1'

G��QR�OHDNV�DUH�UHSRUWHG

7+(1�FRROLQJ�ZDWHU�LV�DYDLODEOH

7KLV� UXOH� FDQ� EH� XVHG� WR� YDOLGDWH� WKH� FRROLQJ� ZDWHU� FRQGLWLRQ�� ,I� WKH� FRROLQJ
ZDWHU� UHDGLQJ� SUHVHQWV� RQH� RI� WKH� FRQGLWLRQV� LQ� D� GLDJQRVWLFV� UXOH� WKHQ� WKH
LQWHUSUHWDWLRQ� UXOH� ZRXOG� VXSSRUW� WKH� FRUUHFWQHVV� RU� LQFRUUHFWQHVV� RI� WKH� FRQGLWLRQ�
7KH� UXOHV� WKDW� DUH� GHULYHG� LQ� WKLV� PDQQHU� DUH� KLJKO\� GHSHQGHG� RQ� WKH� SK\VLFDO
DVSHFWV� RI� WKH� PDQXIDFWXULQJ� SURFHVV� DQG� FDQ� EH� GHULYHG� E\� XVLQJ� WKH� DQDO\WLFDO
PRGHOV��LQFOXGLQJ�')0�PRGHOV�

7KH�LQWHUSUHWDWLRQ�V\VWHP�FDQ�FRQVLVWV�RI�D�NQRZOHGJH�EDVH�ZLWK�UXOHV�WKDW�DUH
EDVHG�RQ�WKH�UHOLDELOLW\�RI�WKH�LQWHUSUHWDWLRQ�V\VWHP��WKH�SK\VLFDO�UXOHV�RI�WKH�SURFHVV�
RU�D�FRPELQDWLRQ�RI�ERWK��7KLV�LQWHUSUHWDWLRQ�NQRZOHGJH�EDVH�LV�WKHQ�LQWHJUDWHG�ZLWK
WKH�GLDJQRVWLF�NQRZOHGJH�EDVH��2QO\�LI�WKH�LQWHUSUHWDWLRQ�UXOHV�VXSSRUW�WKH�GLDJQRVWLF
FRQGLWLRQV�RU�HYHQWV�LW�LV�SRVVLEOH�WR�PDNH�D�SUHGLFWLRQ�RI�WKH�GLDJQRVLV��,Q�WKLV�WKHVLV
WKH�WUXVWZRUWKLQHVV�LV�EDVHG�RQ�WKH�UHOLDELOLW\�RI�WKH�LQWHUSUHWDWLRQ�V\VWHP�

������ 7KH�3UHGLFWLRQ�6\VWHP

7KH�GHVFULEHG�DODUP�V\VWHP�VR�IDU�FRQVLVWV�RI�D�NQRZOHGJH�EDVH�RI�GLDJQRVWLF�UXOHV�
ZKLFK�UHSUHVHQW�VFHQDULRV�WKDW�FDQ�OHDG�WR�GHYLDWLRQV�LQ�4(6+�DQG�DQ�LQWHUSUHWDWLRQ
V\VWHP�WKDW�FROOHFWV�ILHOG�GLDJQRVWLF�GDWD�DQG�YDOLGDWHV�WKH�FRQILGHQFH�ZH�KDYH�LQ�WKLV
GDWD��7KH�QH[W�VWHS�LQ�WKH�DODUP�V\VWHP�LV�WR�PDQDJH�WKH�FROOHFWHG�LQIRUPDWLRQ�DQG
PDNH�SUHGLFWLRQV�RQ�WKH�IXWXUH�EHKDYLRU�RI�WKH�SODQW�

7KH� VFHQDULR� NQRZOHGJH� EDVH� FDQ� HDVLO\� FRQVLVW� RI� WKRXVDQGV� RI� GLDJQRVWLF
UXOHV� WKDW�QHHG� WR�EH�PRQLWRUHG�E\� WKH�RSHUDWRU��7KH�RSHUDWRU�QHHGV� WR�EH�DEOH� WR
PDNH� RSHUDWLRQDO� GHFLVLRQV� EDVHG� DPRQJ� RWKHUV� RQ� WKH� LQIRUPDWLRQ� WKDW� FDQ� EH
UHWULHYHG� IURP� WKH� DODUP� PDQDJHPHQW� V\VWHP�� 7KH� RYHUZKHOPLQJ� DPRXQW� RI
LQIRUPDWLRQ�WKDW�LV�DYDLODEOH�QHHGV�WR�EH�SUHVHQWHG�LQ�D�ZD\�WKDW�JLYHV�WKH�RSHUDWRU�D
VHQVH�RI�SULRULW\��$Q�HIIHFWLYH�DODUP�V\VWHP�ZRXOG�JLYH�RSHUDWRUV�JXLGDQFH�RQ�KRZ
³FORVH´� WKH� WRS�HYHQW� LV�DERXW� WR�KDSSHQ��%\�PRQLWRULQJ� WKH�H[LVWHQFH�RI� WKH�SULPH
LPSOLFDQWV¶� OLWHUDOV� LQ� WKH� ILHOG��DV� WKH\�H[LVW� LQ� WKH�NQRZOHGJH�EDVH�� LW� LV�SRVVLEOH� WR
PDNH�WKLV�MXGJPHQW�

7KH� NQRZOHGJH� EDVH� FDQ� KROG� WKRXVDQGV� RI� SULPH� LPSOLFDQWV�� (DFK� RI� WKHVH
SULPH�LPSOLFDQWV�ZLOO�FRQWDLQ�RQH�RU�PRUH�OLWHUDOV��,I�D�SULPH�LPSOLFDQW�LV�FRPSULVHG�RI
WHQ�OLWHUDOV�DQG�VHYHQ�RI�WKHVH�OLWHUDOV�DFWXDOO\�H[LVW�LQ�WKH�SODQW�WKHQ�RQO\�WKUHH�PRUH
OLWHUDOV�QHHG�WR�RFFXU�IRU�WKLV�SULPH�LPSOLFDQW�WR�EH�WUXH�DQG�WKXV�IRU�WKH�WRS�HYHQW�WR
KDSSHQ�� ,I�ZH� RQO\� ORRN� DW� WKH� UHPDLQLQJ� OLWHUDOV� WR� RFFXU� WKHQ� WKLV� SULPH� LPSOLFDQW
FRXOG� EH� IDU�PRUH� VLJQLILFDQW� WR� DQ� RSHUDWRU� WKHQ� DQRWKHU� SULPH� LPSOLFDQW� ZLWK� WHQ
OLWHUDOV�ZKHUH�RQO\�IRXU�RI�WKHVH�OLWHUDOV�H[LVW�LQ�WKH�PDQXIDFWXULQJ�SODQW��7KHUHIRUH��E\
PRQLWRULQJ�WKH�H[LVWHQFH�RI�OLWHUDOV��DQG�WKHLU�UROHV�LQ�SULPH�LPSOLFDQWV��LW�LV�SRVVLEOH�WR
JLYH� RSHUDWRUV� JXLGDQFH� RQ� KRZ� WR� RSHUDWH� WKHLU� SURFHVVHV� LQ� WKH� PDQXIDFWXULQJ
SODQW��,I�LW�LV�SRVVLEOH�WR�WHOO�WKH�RSHUDWRU�ZKLFK�SULPH�LPSOLFDQWV�DUH�³FORVH´�WR�KDSSHQ
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DQG�ZKLFK�RQHV�RU�QRW� OLNHO\� WR�KDSSHQ� WKHQ� WKH�RSHUDWRU�NQRZV�ZK\�DQG�ZKHUH� WR
SXW�WKH�IRFXV�ZKHQ�RSHUDWLQJ�WKH�SODQW�

7KH� GHILQLWLRQ� RI� ³FORVH´� LV� QRW� MXVW� DV� HDV\� DV� FRXQWLQJ� WKH� UHPDLQLQJ� OLWHUDOV
WKDW� QHHG� WR� RFFXU�� DOWKRXJK� WKLV� LV� RQH� ZD\� RI� GRLQJ� LW�� ,W� LV� LPSRVVLEOH� WR� MXGJH
ZKHWKHU� WKUHH� UHPDLQLQJ� OLWHUDOV� DUH� PRUH� LPSRUWDQW� WKDQ� VHYHQ� UHPDLQLQJ� OLWHUDOV�
SXUHO\�EDVHG�RQ�WKH�QXPEHU�RI�UHPDLQLQJ�OLWHUDOV��,Q�SUDFWLFH��D�NQRZOHGJH�EDVH�ZLOO
FRQVLVW�RI�SULPH�LPSOLFDQWV�WKDW�KDYH�D�ZLGH�YDULHW\�RI�QXPEHUV�RI�OLWHUDOV��7KHUHIRUH�
FRPSDULQJ�SULPH�LPSOLFDQWV�RI�GLIIHUHQW�VL]H�SXUHO\�RQ�WKH�QXPEHU�RI� OLWHUDOV� WKDW�GR
QRW� H[LVW� LQ� WKH� ILHOG�ZLOO� QRW� DOZD\V�PDNH� VHQVH� DQG�ZLOO� QRW� JLYH� WKH� RSHUDWRU� DQ
DQVZHU� WR� ZKDW� LV� WUXO\� LPSRUWDQW� WR� IRFXV� RQ�� ,I� SULPH� LPSOLFDQW� $� FRQVLVWV� RI� WHQ
OLWHUDOV�DQG�SULPH�LPSOLFDQW�%�FRQVLVWV�RI�WKLUW\�OLWHUDOV�DQG�ERWK�SULPH�LPSOLFDQWV�KDYH
ILYH�OLWHUDOV�OHIW�WKDW�QHHG�WR�RFFXU�LQ�RUGHU�IRU�WKH�SULPH�LPSOLFDQW�WR�H[LVW�WKHQ�WKHUH�LV
QR�ZD\�WKDW�DQ�RSHUDWRU�FDQ�PDNH�D�VRXQG�MXGJPHQW�EDVHG�RQ�WKLV�LQIRUPDWLRQ�DQG
GHFLGH�ZKLFK�RI�WKHVH�SULPH�LPSOLFDQWV�LV�PRUH�LPSRUWDQW�

7KLV�SUREOHP�FDQ�EH�DGGUHVVHG�E\�H[DPLQLQJ�WKH�FRQWHQWV�RI�SULPH�LPSOLFDQWV�
,I�DQ�RSHUDWRU�KDV�WKH�DELOLW\�WR�H[DPLQH�WKH�FRQWHQWV�RI�WKH�SULPH�LPSOLFDQWV�GXULQJ
RSHUDWLRQ�WKHQ�WKHUH�WKH�IROORZLQJ�YDOXDEOH�LQIRUPDWLRQ�FDQ�EH�GHULYHG�

��� 7KH� RSHUDWRU�ZLOO� VHH�ZKDW� KDV� KDSSHQHG� DOUHDG\�� DV� D� QXPEHU� RI
WKH�OLWHUDOV�ZLOO�DFWXDOO\�H[LVW�LQ�WKH�ILHOG�

��� 7KH�RSHUDWRU�ZLOO�VHH�ZKDW�VWLOO�QHHGV�WR�KDSSHQ�LQ�RUGHU�IRU�WKH�WRS
HYHQW�WR�RFFXU��DV�D�QXPEHU�RI�OLWHUDOV�GR�QRW�H[LVW�\HW�

7KLV�LV�H[WUHPHO\�YDOXDEOH�LQIRUPDWLRQ�ZKHQ�RSHUDWLQJ�D�PDQXIDFWXULQJ�SODQW��,I
LW� LV� SRVVLEOH� WR� FDOFXODWH� WKH� SUREDELOLW\� RI� RFFXUUHQFH� RI� WKH� UHPDLQLQJ� OLWHUDOV� WR
RFFXU�WKHQ�LW�LV�SRVVLEOH�WR�SULRULWL]H�WKH�SULPH�LPSOLFDQWV�EDVHG�RQ�WKLV�SUREDELOLW\��%\
UDQNLQJ� WKH� SULPH� LPSOLFDQWV� IURP� D� KLJK�WR�ORZ� SUREDELOLW\�� WKH� RSHUDWRU� ZLOO� NQRZ
ZKHUH� WR� IRFXV� WKH� DWWHQWLRQ� ZKHQ� RSHUDWLQJ� WKH� SODQW�� &DOFXODWLQJ� WKH� UHPDLQLQJ
SUREDELOLW\� RI� RFFXUUHQFH� DOORZV� WKH� RSHUDWRU� WR� FRPSDUH� SULPH� LPSOLFDQWV�
LQGHSHQGHQW�RI� WKHLU�VL]H�DQG�FRQWHQW��4XDQWLILFDWLRQ�EDVHG�RQ�SUREDELOLW\�ZRXOG�EH
DQ�LGHDO�VROXWLRQ�DV�LW�DOORZV�REMHFWLYH�FRPSDULVRQ�

,I�TXDQWLILFDWLRQ�LV�QRW�DQ�RSWLRQ�WKHQ�WKH�RSHUDWRU�FDQ�EDVH�WKH�GHFLVLRQ�PDNLQJ
SURFHVV�RQ�WKH�FRQWHQWV�RI�WKH�SULPH�LPSOLFDQWV��7KH�RSHUDWRU�QHHGV�WR�H[DPLQH�WKH
DFWXDO�FRQWHQWV�RI� WKH�SULPH� LPSOLFDQWV�DQG�SULRULWL]H� WKH�SULPH� LPSOLFDQWV�EDVHG�RQ
ZKDW� WKH� UHPDLQLQJ� OLWHUDOV� UHSUHVHQW�� 7KLV� LV� OHVV� REMHFWLYH� WKDQ� WKH� SUREDELOLVWLF
DSSURDFK��$�W\SLFDO�SULPH� LPSOLFDQW�ZLOO�FRQVLVW�RI� OLWHUDOV� WKDW� UHSUHVHQW� WKH�VWDWH�RI
SURFHVV� SDUDPHWHUV� DQG� WKH� VWDWH� RU� FRQGLWLRQ� RI� HTXLSPHQW�� 7KH� RSHUDWRU� FDQ
GHFLGH�WR�JLYH�PRUH�SULRULW\�WR�SULPH�LPSOLFDQWV�ZKHUH�WKH�UHPDLQLQJ�OLWHUDOV�DUH�RQO\
SURFHVV� FRQGLWLRQV�� RU� RQO\� UHSUHVHQW� HTXLSPHQW� FRQGLWLRQV�� RU� DQ\� FRPELQDWLRQ� RI
LQWHUHVW��7KH� IROORZLQJ�VHFWLRQ�ZLOO�JR�PRUH� LQWR� WKH�GHWDLOV�RI�SUREDELOLVWLF�DQG�QRQ�
SUREDELOLVWLF�SULRULWL]DWLRQ�

������ 3UREDELOLVWLF�SULRULWL]DWLRQ

7KH�SUREDELOLVWLF�PHWKRG�RI� SULRULWL]LQJ�SULPH� LPSOLFDQWV� E\� LPSRUWDQFH� LV� EDVHG�RQ
WKH�FRQFHSW�RI� UHVLGXDO�SUREDELOLW\��7KH� UHVLGXDO�SUREDELOLW\� FDQ�EH�FDOFXODWHG� LI� WKH
SUREDELOLW\�RI�RFFXUUHQFH�RI� WKH� OLWHUDOV� LV�NQRZQ��7KH�UHVLGXDO�SUREDELOLW\�FDOFXODWHV
WKH�SUREDELOLW\�RI�RFFXUUHQFH�RI� WKH� UHPDLQLQJ� OLWHUDOV�� L�H��� WKRVH� OLWHUDOV� WKDW�GR�QRW
H[LVW�\HW�LQ�WKH�ILHOG��7KLV�LV�RQH�ZD\�RI�UHSUHVHQWLQJ�KRZ�³FORVH´�VRPHWKLQJ�LV�DERXW
WR� KDSSHQ� WKDW� LQIOXHQFHV� 4(6+�� $� SULPH� LPSOLFDQW� KDV� D� FHUWDLQ� SUREDELOLW\� RI



��

RFFXUUHQFH� EXW� RQO\� H[LVWV� LI� DOO� OLWHUDOV� RI� WKH� SULPH� LPSOLFDQW� DUH� WUXH�� $V� WKH
H[LVWHQFH� RI� OLWHUDOV� ZLOO� FKDQJH� IUHTXHQWO\� GXULQJ� WKH� RSHUDWLRQ� RI� WKH� SODQW�� WKH
UHVLGXDO�SUREDELOLW\�ZLOO�KDYH�WR�EH�XSGDWHG�UHDO�WLPH�WR�SUHVHQW�DQ�DFFXUDWH�SLFWXUH�RI
WKH�FRQGLWLRQ�RI�WKH�SODQW�

,I� WKH� UHVLGXDO�SUREDELOLW\� LV�DYDLODEOH� IRU�DOO�SULPH� LPSOLFDQWV� LQ� WKH�NQRZOHGJH
EDVH�� LW� LV�SRVVLEOH� WR�UDQN�SULPH� LPSOLFDQWV�EDVHG�RQ�WKHLU� UHVLGXDO�SUREDELOLW\��7KH
ORZHU�WKH�UHVLGXDO�SUREDELOLW\�WKH�OHVV�LPSRUWDQW�WKH�SULPH�LPSOLFDQW�LV�LQ�WHUPV�RI�WKH
VSHFLILHG� WRS�HYHQW��7KH�KLJKHU� WKH� UHVLGXDO�SUREDELOLW\� WKH�PRUH� OLNHO\� LW� LV� WKDW� WKH
SULPH�LPSOLFDQW�ZLOO�RFFXU��,W�ZRXOG�EH�SRVVLEOH�WR�HVWDEOLVK�UXOHV�WKDW�DQ�RSHUDWRU�FDQ
XVH�WR�GHFLGH�ZKHQ�WR�SD\�DWWHQWLRQ�WR�D�SULPH�LPSOLFDQW�RU�ZKHQ�WR�WDNH�DFWLRQ�WKDW
LQIOXHQFHV�WKH�RSHUDWLRQ�RI�WKH�SODQW��)RU�H[DPSOH��RQH�UXOH�FRXOG�EH�WR�H[DPLQH�DOO
SULPH� LPSOLFDQWV� WKDW� H[FHHG�D� FHUWDLQ� OLPLW� RI� SUREDELOLW\��$QRWKHU� UXOH� FRXOG� EH� WR
DOZD\V�H[DPLQH�WKH�WRS�����LQ�WHUPV�RI�UHVLGXDO�SUREDELOLWLHV�RI�DOO�SULPH�LPSOLFDQWV�
7KH�DODUP�V\VWHP�ZRXOG�JLYH�DQ�DODUP�DV�VRRQ�DV�RQH�RUH�PRUH�SULPH� LPSOLFDQWV
ZRXOG�PHHW�WKH�VSHFLILHG�UXOHV�

7KRVH�SULPH�LPSOLFDQWV�WKDW�DUH�RI�LPSRUWDQFH�WR�WKH�RSHUDWRU�JLYH�WKH�RSHUDWRU
H[WUHPH�YDOXDEOH� LQIRUPDWLRQ��)LUVW�� WKH�RSHUDWRU�ZLOO�KDYH�D�VHQVH�RI�XUJHQF\� LI� WKH
UHVLGXDO� SUREDELOLW\� LV� VXGGHQO\� KLJKHU� WKHQ� QRUPDO� GXULQJ� RSHUDWLRQ�� (YHQ� WKRXJK
QRWKLQJ�KDV�KDSSHQHG�\HW� LQ� WHUPV�RI�4(6+�� WKH�RSHUDWRU�NQRZV� WR�EH�H[WUD�DOHUW�
6HFRQG��WKH�RSHUDWRU�FDQ�H[DPLQH�WKH�SULPH�LPSOLFDQW�V��WKDW�FDXVHG�WKH�DODUP��1RW
RQO\�ZLOO� WKH�RSHUDWRU� NQRZ�ZKDW� QHHGV� WR� KDSSHQ�QH[W� �DQG�ZKDW� WKH� OLNHOLKRRG� LV
WKDW� LW� ZLOO� KDSSHQ�� EXW� DOVR� ZKDW� KDV� KDSSHQHG� DOUHDG\�� ,I� ZKDW� KDV� KDSSHQHG
UHSUHVHQWV�� IRU�H[DPSOH��DQ�HTXLSPHQW� IDLOXUH� WKHQ� WKH�RSHUDWRU� FDQ�SXW�SULRULW\�RQ
UHSDLULQJ�WKLV�HTXLSPHQW�DQG�WKXV�UHGXFH�WKH�UHVLGXDO�SUREDELOLW\��2Q�WKH�RWKHU�KDQG�
WKH� RSHUDWRU� DOVR� NQRZV� ZKDW� QHHGV� WR� EH� SUHYHQWHG�� 7KH� RSHUDWRU� KDV� D� FOHDU
XQGHUVWDQGLQJ�RI� WKH�FRQGLWLRQ�RI� WKH�SODQW�DQG�FDQ�XVH� WKLV� LQIRUPDWLRQ� WR�RSHUDWH
WKH�SODQW�PRUH�HIIHFWLYHO\�

������ 1RQ�SUREDELOLVWLF�SULRULWL]DWLRQ

%HFDXVH� RI� ODFN� RI� UHOLDEOH� GDWD� TXDQWLILFDWLRQ� PLJKW� QRW� EH� DQ� RSWLRQ�� ,W� LV� VWLOO
SRVVLEOH�WR�XVH�WKH�RSHUDWRU�QHHGV�WR�XQGHUVWDQG�WKH�WUXH�PHDQLQJ�RI�WKH�FRQWHQWV�RI
D�SULPH�LPSOLFDQWV�LQ�RUGHU�WR�EH�DEOH�WR�PDNH�GHFLVLRQV�RQ�WKH�FRXUVH�RI�DFWLRQ�ZKHQ
RSHUDWLQJ�WKH�SODQW��7KH�RSHUDWRU�QHHGV�WR�H[DPLQH�WKH�DFWXDO�FRQWHQWV�RI�WKH�SULPH
LPSOLFDQWV� DQG� SULRULWL]H� WKH� SULPH� LPSOLFDQWV� EDVHG� RQ� ZKDW� WKH� UHPDLQLQJ� OLWHUDOV
UHSUHVHQW��1RQ�SUREDELOLVWLF�SULRULWL]DWLRQ�LV�EDVHG�RQ�WKH�DPRXQW�RI�UHPDLQLQJ�OLWHUDOV
RU� WKH� LQWHUSUHWDWLRQ� RI� WKH� WUXH� PHDQLQJ� RI� WKH� UHPDLQLQJ� OLWHUDOV�� 7KH� DODUP
PDQDJHPHQW� V\VWHP� FDQ� XVH� WKH� QRQ�SUREDELOLVWLF� SULRULWL]DWLRQ� WHFKQLTXHV� DV
H[SODLQHG�LQ�VHFWLRQ�����

$V�TXDOLILFDWLRQ�LV�EDVHG�RQ�DQ\�NLQG�RI�LQIRUPDWLRQ�RI�LQWHUHVW��LW�ZLOO�EH�SRVVLEOH
WR� DSSO\� DQ\� SULRULWL]DWLRQ� RI� LQWHUHVW�� 8VLQJ� WKH� QRQ�SUREDELOLVWLF� LPSRUWDQFH
PHDVXUHV� WKH� DODUP� V\VWHP� FDQ� EH� EDVHG� RQ� RQH� PHDVXUH� RU� D� FRPELQDWLRQ� RI
PHDVXUHV��)RU�H[DPSOH��DQ�DODUP�FDQ�EH�JLYHQ�LI�WKH�SHUFHQWDJH�RI�UHPDLQLQJ�OLWHUDOV
LQ�D�SULPH�LPSOLFDQW�UHDFKHV�OHVV�WKDQ������2U��LI�RQH�RI�WKH�UHPDLQLQJ�OLWHUDOV�ZRXOG
UHSUHVHQW�DQ�HTXLSPHQW� IDLOXUH�ZKLOH� WKH�RWKHU� UHPDLQLQJ� OLWHUDOV� UHSUHVHQW� SURFHVV
YDULDEOHV�� 7KH� DFWXDO� UXOHV� IRU� SULRULWL]DWLRQ� WKDW� QHHG� WR� EH� VHW� XS� GHSHQG� RQ� WKH
SDUWLFXODU�PDQXIDFWXULQJ� SURFHVV�� WKH� RSHUDWLQJ� JXLGHOLQHV� DQG� WKH� H[SHULHQFH�ZLWK
WKH�SURFHVV�
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������ 8QFHUWDLQW\�LQ�5$06

0DQ\�DVSHFWV�GHWHUPLQH�WKH�TXDOLW\�RI� WKH�UHDO�WLPH�DODUP�V\VWHP��)LUVW�RI�DOO�� WKHUH
DUH�PDQ\�VWHSV�LQYROYHG�LQ�HVWDEOLVKLQJ�WKH�UHDO�WLPH�DODUP�V\VWHPV��VHH�)LJXUH����
,Q� HDFK� RI� WKHVH� VWHSV�� LW� LV� SRVVLEOH� WR� LQWURGXFH�PLVWDNHV� WKDW� FDQ� LQIOXHQFH� WKH
HIIHFWLYHQHVV� RI� WKH� DODUP� V\VWHP� DQG� LQWURGXFH� XQFHUWDLQW\� LQ� WKH� RXWSXW� RI� WKH
V\VWHP��,Q�RUGHU�WR�PLQLPL]H�XQFHUWDLQW\�ZLWK�WKH�DODUP�V\VWHP�LW�ZLOO�EH�QHFHVVDU\�WR
SXW� WKH� GHYHORSPHQW� RI� WKH� DODUP� V\VWHP� XQGHU� DQ� HIIHFWLYH� TXDOLW\� DVVXUDQFH
V\VWHP� WKDW� HPSKDVLV� WHVWLQJ�� YHULILFDWLRQ� DQG� YDOLGDWLRQ� DFWLYLWLHV�� 8QFHUWDLQW\� LV
PDLQO\�DVVRFLDWHG�ZLWK�

�� 7KH�PRGHO�RI�WKH�SODQW�

�� (YHQW�DQDO\VLV�ZKLFK�GHWHUPLQHV�WKH�NQRZOHGJH�EDVH�

�� 7KH�DELOLW\�WR�FROOHFW�ILHOG�GDWD�

�� 6SHHG�ZLWK�ZKLFK�ILHOG�GDWD�FDQ�EH�FROOHFWHG�DQG�SURFHVVHG�

�� 7KH�ULVN�EDVHG�SULRULWL]DWLRQ�

�� 7KH�TXDOLW\�RI�WKH�GHFLVLRQV�

7KH� OHYHO� RI� GHWDLO� DQG� WKH� TXDOLW\� RI� WKH�PRGHO� RI� WKH� SODQW� KDV� SUREDEO\� WKH
PRVW�LPSDFW�RQ�WKH�HIIHFWLYHQHVV�RI�WKH�DODUP�V\VWHP��1RW�HQRXJK�GHWDLO�ZLOO�FHUWDLQO\
OHDG�WR�DQ�DODUP�V\VWHP�WKDW�ZLOO�QRW�EH�DEOH�WR�KDQGOH�DOO�XQGHVLUHG�VLWXDWLRQV�VLPSO\
EHFDXVH� LW� ZLOO� QRW� EH� SRVVLEOH� WR� FDSWXUH� DOO� GHWDLOV� WKDW� FDQ� OHDG� WR� GHYLDWLRQV� LQ
4(6+��7R�PXFK� GHWDLO�ZLOO�PDNH� WKH�PRGHO� WR� FRPSOH[� LQ� WHUPV� RI� FROOHFWLQJ� GDWD
IURP� WKH� ILHOG�� 7KH�PRUH� GHWDLO� LV� SXW� LQ� WKH�PRUH� VRSKLVWLFDWHG� WKH� GDWD� FROOHFWLRQ
QHHGV�WR�EH��8QFHUWDLQW\�LV�DOVR�LQWURGXFHG��DV�WKH�PRGHO�DV�ZHOO�DV�WKH�DFWXDO�SODQW
ZLOO�EH�EDVHG�RQ�WKH�ILQDO�SODQW�GHVLJQ�

7KH�PRGHO�ZLOO� EH�XVHG� WR� GHULYH� WKH� VFHQDULRV� WKDW� FDQ� OHDG� WR� GHYLDWLRQV� LQ
4(6+��7KHVH�VFHQDULRV�EXLOW�WKH�NQRZOHGJH�EDVH��2QO\�LI�DOO�VFHQDULRV�DUH�LGHQWLILHG
WKDW�FDQ�LQIOXHQFH�4(6+�WKH�NQRZOHGJH�EDVH�ZLOO�EH�FRPSOHWH��0LVVLQJ�DQ�LPSRUWDQW
WRS�HYHQW�ZLOO�GHILQLWHO\�LQIOXHQFH�WKH�SHUIRUPDQFH�RI�WKH�DODUP�V\VWHP�

7KH�OHYHO�RI�GHWDLO�RI�WKH�PRGHO��WKH�HYHQW�DQDO\VLV��DQG�WKH�UHVXOWLQJ�QXPEHU�RI
VFHQDULRV�GHWHUPLQH�WKH�VL]H�DQG�WKH�DPRXQW�RI�GDWD�WKDW�QHHGV�WR�EH�FROOHFWHG�IURP
WKH�ILHOG��7KH�LGHDO�VLWXDWLRQ�ZRXOG�EH�WR�FROOHFW�WKH�QHFHVVDU\�LQIRUPDWLRQ�WR�IHHG�WKH
NQRZOHGJH� EDVH� LQ� DQ� DXWRPDWHG� PDQQHU�� L�H��� XVLQJ� D� SURJUDPPDEOH� HOHFWURQLF
V\VWHP��,I�LW�LV�QRW�SRVVLEOH�WR�FROOHFW�GDWD�XVLQJ�D�SURJUDPPDEOH�HOHFWURQLF�V\VWHP��LW
ZLOO�EH�QHFHVVDU\�WR�FDUU\�RXW�WKH�WDVN�E\�KDQG��8SGDWLQJ�WKH�UHDO�WLPH�GDWDEDVH�QRZ
GHSHQGV�RQ�KRZ�ZHOO�WKH�RSHUDWRU�SHUIRUPV�WKLV�WDVN��7KH�DELOLW\�RI�WKH�V\VWHP�XVHG
WR�FROOHFW�GDWD�LV�DQRWKHU�IDFWRU�WKDW�ZLOO�GHWHUPLQH�WKH�TXDOLW\�RI�WKH�DODUP�V\VWHP�

7KH�VWUHQJWK�RI� WKH�DODUPV�V\VWHP�LV� WKDW� LW� LV� UHDO�WLPH�� ,I�GDWD� LV�QRW�XSGDWHG
UHJXODUO\� WKHQ�WKLV�ZLOO� LQIOXHQFH� WKH�SHUIRUPDQFH�RI� WKH�DODUP�V\VWHP��(YHQ� WKRXJK
WKLV� VKRXOG�QRW�EH�D�SUREOHP� IRU�SURJUDPPDEOH�HOHFWURQLF� V\VWHPV��DV� WKH\�VKRXOG
HDVLO\�EH�DEOH� WR�XSGDWH� LQIRUPDWLRQ�ZLWKLQ�VHFRQGV�� WKH� OLPLWLQJ� IDFWRU�RYHU�KHUH� LV
WKH�GDWD�WKDW�QHHGV�WR�EH�XSGDWHG�PDQXDOO\��)RU�H[DPSOH��YDOYHV�WKDW�DUH�RSHUDWHG
PDQXDOO\�

,I�WKH�DODUP�V\VWHP�LV�XS�DQG�UXQQLQJ�WKH�UHVXOWV�QHHG�WR�EH�SUHVHQWHG�EDVHG�RQ
ULVN�EDVHG� SULRULWL]DWLRQ�� ,I� SUREDELOLVWLF� SULRULWL]DWLRQ� LV� XVHG� WKHQ� WKH� TXDOLW\� RI� WKH
UHVXOWV� GHSHQGV� RQ� WKH� TXDOLW\� RI� WKH� GDWD� DQG� WKH� SUREDELOLW\� FDOFXODWLRQV�� ,I� QRQ�
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SUREDELOLVWLF�UHVXOWV�DUH�XVHG�WKHQ�WKH�UHVXOWV�GHSHQG�RQ�WKH�RSHUDWRU¶V�MXGJPHQW�DQG
KRZ�ZHOO�WKH�SULRULWL]DWLRQ�LV�DSSOLHG�

���� &RQFOXVLRQV

7KLV� FKDSWHU� DSSOLHG� WKH� LPSRUWDQFH�PHDVXUHV� WKURXJKRXW� WKH� OLIHF\FOH� RI� D� SODQW�
&RQVHFXWLYHO\� WKH� LPSRUWDQFH� PHDVXUHV� DUH� XVHG� WR� DLG� WKH� GHVLJQ� RI� WKH
PDQXIDFWXULQJ�SURFHVV��WKH�LGHQWLILFDWLRQ�RI�VDIHW\�IXQFWLRQV��WKH�GHVLJQ�RI�WKH�VDIHW\
V\VWHP�� DQG� WKH� LGHQWLILFDWLRQ� RI� WKH� GLDJQRVWLF� V\VWHPV�� 7KH� SURFHVV� DQG� VDIHW\
V\VWHP� DUH� LQ� ILUVW� LQVWDQFH� GHVLJQHG� DQG� YHULILHG� LQGHSHQGHQW� RI� HDFK�� 2QFH� WKLV
GHVLJQ�LV�DSSURYHG�WKH�GHVLJQ�RI�WKH�VDIHW\�V\VWHP�LV�LQWHJUDWHG�LQWR�WKH�GHVLJQ�RI�WKH
SURFHVV�SODQW��7KLV�DOORZV�WKH�DQDO\VW�WR�YDOLGDWH�WKH�GHVLJQ�RI� WKH�VDIHW\�V\VWHP�LQ
WKH� FRQWH[W� RI� WKH� RSHUDWLQJ� SODQW�� )URP� WKLV� LQWHJUDWHG�PRGHO� GLDJQRVWLF� IXQFWLRQV
DUH� GHULYHG� WKDW� PRQLWRU� WKH� FRUUHFW� EHKDYLRU� RI� WKH� VDIHW\� IXQFWLRQV�� $� UHDO�WLPH
DODUP�PDQDJHPHQW�V\VWHP�LV�LQWURGXFHG�WR�JXLGH�WKH�RSHUDWRU�WR�PDNH�ULVN�LQIRUPHG
GHFLVLRQ� WKDW� VXSSRUW� VDIHW\� GXULQJ� WKH� RSHUDWLRQ� RI� WKH� SURFHVV�� 7KH� DODUP
PDQDJHPHQW�V\VWHP�LV�EDVHG�RQ�WKH�FRQFHSW�RI�UHVLGXDO�SUREDELOLW\�
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&KDSWHU��� ,OOXVWUDWLRQ�8VLQJ�7KH�3UDFWLFDO�([DPSOH

���� ,QWURGXFWLRQ

7KH�SXUSRVH�RI�WKLV�FKDSWHU�LV�WR�GHPRQVWUDWH��E\�H[DPSOHV��WKH�WKHRULHV�SUHVHQWHG
LQ�&KDSWHU� �� DQG�&KDSWHU� ��� 7KH� XVHIXOQHVV� RI� WKH� LPSRUWDQFH�PHDVXUHV� DQG� WKH
UHDO�WLPH� DODUP� PDQDJHPHQW� V\VWHP� ZLOO� EH� GHPRQVWUDWHG� XVLQJ� WKH� SURFHVV� DQG
VDIHW\�V\VWHP�GHVFULEHG�LQ�&KDSWHU����$�GHVFULSWLRQ�RI�')0�LV�JLYHQ�LQ�&KDSWHU����$Q
RYHUYLHZ�RI�WKH�LPSRUWDQFH�PHDVXUHV�LV�JLYHQ�LQ�&KDSWHU���� ,W� LV�QRW� WKH�SXUSRVH�WR
SUHVHQW� D� FRPSOHWH� VDIHW\� FDVH� EXW� UDWKHU� WR� GHPRQVWUDWH� KRZ� WKH� LPSRUWDQFH
PHDVXUHV�FDQ�EH�XVHG�WR�SULRULWL]H�LPSRUWDQW�VDIHW\�LQIRUPDWLRQ�

���� ([DPSOH�GHGXFWLYH�DQDO\VLV�GUDLQ�YDOYH

7KH�IROORZLQJ�LV�DQ�H[DPSOH�RI�D�GHGXFWLYH�DQDO\VLV�RI�WKH�GUDLQ�YDOYH�VHFWLRQ�RI�WKH
3(71� PDQXIDFWXULQJ� SURFHVV�� 7KH� GUDLQ� YDOYH� LV� SUHVHQWHG� LQ� )LJXUH� ��� DQG� WKH
FRUUHVSRQGLQJ�')0�PRGHO� LV�SUHVHQWHG� LQ�)LJXUH�����$�FRPSOHWH�GHVFULSWLRQ�RI� WKH
RSHUDWLRQ�RI�WKH�GUDLQ�YDOYH�LV�JLYH�LQ�6HFWLRQ�����
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)DLO�&ORVHG���
1RUPDO���
)DLO�2SHQ���

&ORVHG�
2SHQ�

/28��

&ORVHG�
2SHQ�

)LJXUH�����')0�PRGHO�GUDLQ�YDOYH

7KH� GUDLQ� YDOYH� QHHGV� WR� EH� RSHQHG�� LI� WKH� WHPSHUDWXUH� LQ� WKH� QLWUDWRU� WDQN
UHDFKHV� DQ� XQGHVLUHG� OLPLW�� LQ� RUGHU� WR� GXPS� WKH� KD]DUGRXV� PDWHULDO� LQWR� WKH
GURZQLQJ�WDQN��)URP�D�VDIHW\�SRLQW�RI�YLHZ�LW�LV�RI�LQWHUHVW�WR�LQYHVWLJDWH�XQGHU�ZKLFK
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FRQGLWLRQV� WKH� GUDLQ� YDOYH� FDQQRW� RSHQ��� 7KH� IROORZLQJ� WRS� HYHQW� UHIOHFWV� WKLV
VLWXDWLRQ�

7RS�(YHQW

$W�WLPH��������3'9� �&ORVHG��'9�FORVHG�

7KLV�WRS�HYHQW�UHVXOWV�LQ�WKH�IROORZLQJ���SULPH�LPSOLFDQWV�

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH��������+3�� �<HV����$YDLODEOH�����������������$1'
$W�WLPH��������'2�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH�������/82�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH��������+3�� �<HV����$YDLODEOH�����������������$1'
$W�WLPH��������&9�� �2SHQ���6WXFN�RSHQ����������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������+3�� �<HV����$YDLODEOH�����������������$1'
$W�WLPH��������'2�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH�������/82�� �2SHQ���2SHQ�YDOYH����������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&9�� �2SHQ���6WXFN�RSHQ����������������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������+3�� �<HV����$YDLODEOH�����������������$1'
$W�WLPH��������&9�� �2SHQ���6WXFN�RSHQ����������������$1'
$W�WLPH��������&9�� �2SHQ���6WXFN�RSHQ����������������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������&'9� �&ORVHG��6WXFN�FORVHG�

,I� WKHUH� LV�RQO\�D� OLPLWHG�QXPEHU�RI�SULPH� LPSOLFDQWV� OLNH� LQ� WKLV�FDVH� WKHQ� LW� LV
SRVVLEOH� WR� LQYHVWLJDWH� HDFK� VLQJOH� SULPH� LPSOLFDQW� DQG�PDNH� UHFRPPHQGDWLRQV� WR
UHVROYH�WKH�LVVXH��)RU�H[DPSOH��LQ�WKLV�FDVH�WKH�SULPH�LPSOLFDQWV������DQG���UHSUHVHQW
VLQJOH�KDUGZDUH�IDLOXUHV��3ULPH�LPSOLFDQW���UHSUHVHQWV�D�FDVH�ZKHUH�ERWK�YDOYHV�DUH
VWXFN�RSHQ��7KLV�FRXOG�EH�YLHZHG�DV�D�FRPPRQ�FDXVH�IDLOXUH�SUREOHP�LI�ERWK�YDOYHV

��������������������������������������������

��1RWH�WKDW�QRW�EHLQJ�DEOH�WR�RSHQ�WKH�GUDLQ�YDOYH�LV�D�VDIHW\�LVVXH�DV�ZHOO�DV�TXDOLW\�LVVXH��,I�WKH�GUDLQ
YDOYH�FDQQRW�EH�RSHQHG�WKHQ�WKH�SURGXFW�FDQQRW�EH�GHOLYHUHG��7KLV�LV�DQ�LVVXH�WKDW�QHHGV�WR�EH
DGGUHVVHG�WR�DFKLHYH�TXDOLW\�



��

DUH�WKH�VDPH��3ULPH�LPSOLFDQW���VKRZV�QR�IDLOXUHV��7KH�GUDLQ�YDOYH�LV�FORVHG�EHFDXVH
RI�VLJQDOV�JLYHQ�IURP�WKH�%3&6�DQG�VDIHW\�V\VWHP��,Q�WKLV�FDVH��ZH�QHHG�WR�IXUWKHU
LQYHVWLJDWH�WKH�KDUGZDUH�DQG�VRIWZDUH�XVHG�WR�GULYH�WKH�YDOYHV�DQG�VHH�XQGHU�ZKDW
FRQGLWLRQV�ERWK�VLJQDOV�'2��DQG�'2��ZRXOG�UHSUHVHQW�³2SHQ�9DOYH´�DQG�WKXV�NHHS
YDOYH� 9�� DQG� 9�� RSHQ� �ZKLFK� PHDQV� WKH\� GHOLYHU� K\GUDXOLF� SUHVVXUH� WR� WKH� GUDLQ
YDOYH��

7KH�GUDLQ�YDOYH�QHHGV�WR�VWD\�FORVHG�GXULQJ�QRUPDO�RSHUDWLRQ��,W�RQO\�QHHGV�WR
EH�RSHQHG�ZKHQ�WKH�PL[LQJ�SURFHVV�KDV�EHHQ�FRPSOHWHG�RU�LQ�FDVH�RI�D�QHFHVVDU\
HPHUJHQF\� GXPS�� 2SHQLQJ� WKH� GUDLQ� YDOYH� DW� DQ� XQGHVLUHG� PRPHQW� VKRXOG� EH
SUHYHQWHG�� )URP� D� VDIHW\� SRLQW� RI� YLHZ�� LW� LV� RI� LQWHUHVW� WR� LQYHVWLJDWH� XQGHU� ZKDW
FRQGLWLRQV� LQ� WKH� SODQW� WKH� GUDLQ� YDOYH� RSHQV��� 7KLV� VLWXDWLRQ� LV� UHIOHFWHG� LQ� WKH
IROORZLQJ�VLWXDWLRQ�

7RS�(YHQW
$W�WLPH��������3'9� �2SHQ���'9�RSHQ�

7KLV�WRS�HYHQW�UHVXOWV�LQ�WKH�IROORZLQJ���SULPH�LPSOLFDQWV�

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �&ORVH��&ORVH�YDOYH������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\�����$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������&9�� �&ORVHG��6WXFN�FORVHG����������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH�������/82�� �&ORVH��&ORVH�YDOYH������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\�����$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �&ORVH��&ORVH�YDOYH������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\�����$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������+3�� �1R�����1RW�DYDLODEOH����������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������&9�� �&ORVHG��6WXFN�FORVHG����������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\�

��������������������������������������������
��1RWH�WKDW�RSHQLQJ�WKH�GUDLQ�YDOYH�DW�DQ�XQGHVLUHG�WLPH�LV�D�VDIHW\�LVVXH�DV�ZHOO�DV�TXDOLW\�LVVXH��,I�WKH
GUDLQ�YDOYH�RSHQV�LW�ZLOO�GXPS�WKH�PDWHULDO�WR�WKH�GURZQLQJ�WDQN��7KH�PDWHULDO�ZLOO�EH�ORVW��ZKLFK�LV
TXDOLW\�SUREOHP�
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3ULPH�,PSOLFDQW���
$W�WLPH��������&'9� �2SHQ���6WXFN�RSHQ�

,Q� WKLV� FDVH� WKHUH� DUH� IRXU� SULPH� LPSOLFDQWV� WKDW� UHSUHVHQW� VLQJOH� SRLQWV� RI
IDLOXUHV�����������DQG�����3ULPH�LPSOLFDQW������DQG���UHSUHVHQW�VLJQDOV�IURP�WKH�%3&6
RU� VDIHW\� V\VWHP� WKDW� FORVHV� WKH� YDOYH�� $V� FDQ� EHHQ� VHHQ� IURP� WKHVH� WZR� VLPSOH
H[DPSOHV��WKH�SULPH�LPSOLFDQWV�FDQ�FRQWDLQ�D�ZHDOWK�RI�LQIRUPDWLRQ�WKDW�QHHGV�WR�EH
LQYHVWLJDWHG� DQG� XQGHUVWRRG� LQ� RUGHU� WR� EH� RI� WUXH� YDOXH� IRU� VDIHW\� DQDO\VLV�� ,W� LV
LPSRUWDQW�WKDW�WKH�GUDLQ�YDOYH�RQO\�RSHUDWHV�ZKHQ�GHVLUHG��)URP�WKH�GHVLJQ�SRLQW�RI
YLHZ�D�PRUH�VRSKLVWLFDWHG�K\GUDXOLF�V\VWHP�FRXOG�EH�UHFRPPHQGHG��ZKHUH�D�VLQJOH
IDLOXUH�ZLOO�QRW�OHDG�WR�D�VWXFN�RSHQ�RU�VWXFN�FORVHG�GUDLQ�YDOYH�

2QH� FDQ� LPDJLQH� WKDW� LI� D� FRPSOHWH� PDQXIDFWXULQJ� SURFHVV� LV� PRGHOHG� WKDW
H[DPLQLQJ�DOO�SRVVLEOH�SULPH� LPSOLFDQWV�FDQ�EH� WR�FRPSOH[�RU� WLPH�FRQVXPLQJ��7KH
IROORZLQJ�VHFWLRQ�ZLOO�GHPRQVWUDWH�KRZ�WKH�LPSRUWDQFH�PHDVXUHV�RI�&KDSWHU���FDQ�EH
XVHG�WR�DQDO\]H�D�FRPSOH[�PDQXIDFWXULQJ�SURFHVV�DV�SUHVHQWHG�LQ�&KDSWHU���

���� $QDO\]LQJ�WKH�3(71�PDQXIDFWXULQJ�SURFHVV

:LWK� WKH�')0�PRGHO� LQ�)LJXUH���� LW� LV�SRVVLEOH� WR�FDUU\�RXW�D�PXOWLWXGH�RI�DQDO\VLV�
7KH� ')0� RQO\� LQFOXGHV� WKH� HTXLSPHQW� QHFHVVDU\� WR� FDUU\� RXW� WKH� PDQXIDFWXULQJ
SURFHVV�DQG�WKH�LQWHQGHG�VLJQDOV�IRUP�WKH�%3&6�RU�PDQXDO�VLJQDOV�IURP�DQ�RSHUDWRU�
7KH�%3&6�GHVLJQ�LV�QRW�LQFOXGHG��$V�WKH�WHPSHUDWXUH�LQ�WKH�WDQN�SOD\V�D�FULWLFDO�UROH�
LW�ZRXOG�EH�REYLRXV� WR�VHOHFW�DV� WRS�HYHQW� WKH�FRQGLWLRQ� WKDW� WKH� WHPSHUDWXUH� LQ� WKH
WDQN� HTXDOV� RU� H[FHHGV� ��� �&� �+LJK�+LJK��� :LWK� WKLV� DV� WRS� HYHQW�� WKH� ')0� WRRO
JHQHUDWHV� DOO� SRVVLEOH� FRQGLWLRQV�� UHSUHVHQWHG� E\� WKH� SULPH� LPSOLFDQWV�� ZKLFK� FDQ
FDXVH�WKLV�WRS�HYHQW�

)RU� WKH� SXUSRVH� RI� WKLV� ZRUN�� GLIIHUHQW� WRS� HYHQWV� KDYH� EHHQ� FKRVHQ� WR
GHPRQVWUDWH�WKH�FDSDELOLW\�RI�')0�DV�DQ�DQDO\VLV�WRRO��$V�WKH�WRS�HYHQW�FDQ�EH�DQ\
FRQGLWLRQ� RI� LQWHUHVW�� DQG� GRHV� QRW� QHFHVVDULO\� QHHG� WR� EH� D� IDLOHG� RU� XQGHVLUHG
FRQGLWLRQ��RQH�RI�WKH�WRS�HYHQWV�WKDW�KDV�EHHQ�XVHG�LV�SUHVHQWHG�QH[W�

7RS�(YHQW���
$W�7LPH� �������77� �+LJK�+LJK��7HPS�7DQN�LV�+LJK�+LJK����$1'
$W�7LPH� �����3(71� �����&RQFHQWUDWLRQ�3(71�LV����

7KLV�WRS�HYHQW�H[DPLQHV�ZKHWKHU�D�VLWXDWLRQ�LV�SRVVLEOH�ZKHUH�WKH�WHPSHUDWXUH
LQ� WKH�WDQN�UHDFKHV�����&��+LJK�KLJK��DQG� WKH�FRQFHQWUDWLRQ�RI�3(71�LQ� WKH� WDQN� LV
����$�FRQVLVWHQF\�UXOH�KDV�EHHQ�DSSOLHG�WR�VLPXODWH�DV�LI�WKH�FRROLQJ�ZDWHU�VHFWLRQ�LV
ZRUNLQJ�SURSHUO\�

&RQVLVWHQF\�UXOH���

$W�DOO�WLPHV�1&:� �3RV��3RVLWLYH�IORZ�

7KH�1&:��1HW�&RROLQJ�:DWHU��YDULDEOH�KDV�EHHQ�PDGH�FRQVWDQW�E\�VHWWLQJ�LW�WR
D�SRVLWLYH� IORZ��7KLV� LQGLFDWHV� WKDW� WKHUH� LV�DOZD\V�FRROLQJ�ZDWHU� IORZLQJ�DURXQG� WKH



��

WDQN�� 7KH� GLIIHUHQFH� EHWZHHQ� GHILQLQJ� D� FRQVLVWHQF\� UXOH� DQG� QRW� GHILQLQJ� LW� DV� D
FRQGLWLRQ�LQ�WKH�WRS�HYHQW�LV�WKDW�DQ�DQDO\VLV�ZLOO�QRW�LQFOXGH�DQ\�SULPH�LPSOLFDQWV�WKDW
UHSUHVHQW� FRQGLWLRQV� RI� WKH� FRROLQJ� VHFWLRQ�� ,Q� WKLV� ZD\�� WKH� DQDO\VW� FDQ� IRFXV� WKH
DQDO\VLV�VSHFLILFDOO\�RQ�FHUWDLQ�VXEVHFWLRQV�RI�WKH�V\VWHP�

7KLV� WRS� HYHQW� FUHDWHG� ����� SULPH� LPSOLFDQWV� FRQWDLQLQJ� ������ OLWHUDOV�� 2Q
DYHUDJH�� WKDW� LV� DERXW� ��� OLWHUDOV� SHU� SULPH� LPSOLFDQW�� 7KHUH� DUH� WRR� PDQ\� SULPH
LPSOLFDQWV� IRU� DQ� DQDO\VW� WR� H[DPLQH� E\� KDQG�� %\� XVLQJ� WKH� GLIIHUHQW� LPSRUWDQFH
PHDVXUHV� WKH�DQDO\VW�FDQ�SULRULWL]H� WKH�SULPH� LPSOLFDQWV��DQG� IRFXV�RQ� WKRVH�SULPH
LPSOLFDQWV�WKDW�PDWWHU�PRVW�

������ 0HDVXUH��&RQWHQW�RI�WKH�SULPH�LPSOLFDQW

7KLV� LPSRUWDQFH�PHDVXUH�DOORZV� WKH�DQDO\VW� WR�SULRULWL]H�SULPH� LPSOLFDQWV�EDVHG�RQ
WKHLU� FRQWHQW� �VHH� VHFWLRQ� �������� 7KH� DQDO\VW� FDQ� DSSO\� D� YDULHW\� RI� LPSRUWDQFH
PHDVXUH��)RU�H[DPSOH��XVLQJ�WRS�HYHQW����ZLWK�FRQVLVWHQF\�UXOH�����DQG�SULRULWL]LQJ
IRU� VLQJOH� IDLOXUHV� VWDWHV�� OHDGV� WKH� DQDO\VW�� DPRQJ� RWKHUV�� WR� WKH� IROORZLQJ� SULPH
LPSOLFDQW�

3ULPH�,PSOLFDQW����
$W�WLPH��������:3(� ����������XQLWV�������������������$1'
$W�WLPH��������&1)� �+LJK�KLJK��6WXFN�KLJK�KLJK�������$1'
$W�WLPH���������%:� �1RUPDO��1RUPDO�������������������$1'
$W�WLPH��������'2�� �2II����1R�VSHHG������������������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������3(71� ����������������������������������$1'
$W�WLPH���������77� �/RZ����/RZ�����������������������$1'
$W�WLPH��������'2�� �2II����1R�VSHHG������������������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

7KLV�SULPH�LPSOLFDQW�UHSUHVHQWV�D�VLWXDWLRQ�ZKHUH�WKH�QLWUDWRU�IHHGHU�LV�VWXFN�LQ
WKH� KLJKHVW� VSHHG� SRVLWLRQ�� 7KLV� PHDQV� WKDW� WKH� HQWLUH� 3(� DYDLODEOH� LQ� WKH� ZHLJK
IXQQHO� LV� IHG��ZLWK� WKH�KLJKHVW�VSHHG�� LQWR� WKH�QLWUDWRU� WDQN��(YHQ� WKRXJK�DW� WLPH�±�
WKH� FRQFHQWUDWLRQ�RI�3(71� �����DQG� WKH� WHPSHUDWXUH� �/RZ�� LQ� WKH� WDQN� LV� VWLOO� ORZ�
ZLWKLQ�WZR�WLPH�VWHSV�LW�LV�DSSDUHQWO\�HQRXJK�WR�LQFUHDVH�WKH�WHPSHUDWXUH�LQ�WKH�WDQN
DV�DOVR�WKH�PL[HU�LV�QRW�\HW�DFWLYDWHG��7KLV�SULPH�LPSOLFDQW�FDQ�EH�SUHYHQWHG�E\�HLWKHU
PRQLWRULQJ�WKH�FRQGLWLRQ�RI�WKH�QLWUDWRU�IHHGHU��VHH�VHFWLRQ�������RQ�GLDJQRVWLFV��RU�E\
LPSOHPHQWLQJ�D�VDIHW\�LQWHUORFN��VHH�VHFWLRQ�����RQ�VDIHW\�IXQFWLRQV��

7R� IRFXV� DOVR� RQ� WKH� FRROLQJ� ZDWHU� VHFWLRQ� WKH� IROORZLQJ� WRS� HYHQW� KDV� EHHQ
VSHFLILHG�

7RS�HYHQW����
$W�WLPH���������77� �+LJK�KLJK��+LJK�KLJK�

7KH� IROORZLQJ� FRQVLVWHQF\� UXOH� KDV� EHHQ� DSSOLHG� WR� DVVXUH� WKDW� WKH
FRQFHQWUDWLRQ�RI�3(71�LV�DOZD\V�����7KLV�HQVXUHV� WKDW� WKH� IRFXV� LV�RQ� WKH�DJLWDWRU
VHFWLRQ��GUDLQ�YDOYH�VHFWLRQ��DQG�WKH�FRROLQJ�VHFWLRQ�RQO\�
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&RQVLVWHQF\�UXOH���
$W�DOO�WLPHV�3(71� �����&RQFHQWUDWLRQ�

7KH� FRQWHQW� PHDVXUH� LV� DSSOLHG� WZLFH� WR� SULRULWL]H� IRU� SULPH� LPSOLFDQWV� ZLWK
KXPDQ� LQWHUDFWLRQ� EXW� ZLWKRXW� IDLOXUH� VWDWHV�� 7KLV� FRPELQDWLRQ� UHVXOWV� LQ� SULPH
LPSOLFDQWV� ZKHUH� QRQH� RI� WKH� KDUGZDUH� HTXLSPHQW� KDV� IDLOHG� EXW� ZKHUH� PDQXDO
RSHUDWLRQ�LV�LQYROYHG�WKDW�DSSDUHQWO\�OHDGV�WR�D�WRR�KLJK�WHPSHUDWXUH�LQ�WKH�WDQN��7KLV
OHDGV�WKH�DQDO\VW��DPRQJ�RWKHUV��WR�WKH�IROORZLQJ�SULPH�LPSOLFDQW�

3ULPH�,PSOLFDQW����
$W�WLPH���������0�� �&ORVHG��0DQXDO�FORVHG������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �2II����1R�VSHHG������������������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

7KLV�SULPH�LPSOLFDQW�VKRZV�WKDW�WKH�9DOYH���RI�WKH�FRROLQJ�VHFWLRQ�ZDV�PDQXDOO\
FORVHG��$�SURFHVV�HQJLQHHU�PLJKW�KDYH�FORVHG�WKH�YDOYH�IRU�PDLQWHQDQFH�UHDVRQV�EXW
IRUJRW� WR� RSHQ� LW� DJDLQ�� &ORVLQJ� YDOYH� ��PHDQV� WKDW� WKHUH� LV� QR� FRROLQJ�ZDWHU� IORZ
HYHQ�WKRXJK�FRROLQJ�ZDWHU�LV�DYDLODEOH��$�GHVLJQ�UHFRPPHQGDWLRQ�FDQ�EH�PDGH�WKDW
WKHUH� VKRXOG� EH� QR�PDQXDO� YDOYHV�� RU� WKDW� WKH� IORZ�RI� WKH� FRROLQJ�ZDWHU� VKRXOG� EH
PRQLWRUHG�DV�D�VDIHW\�IXQFWLRQ��VHH�VHFWLRQ�������RQ�VDIHW\�LQWHUORFN�IXQFWLRQV��

������ 0HDVXUH��1XPEHU�RI�OLWHUDOV�LQ�SULPH�LPSOLFDQW

7KLV� LPSRUWDQFH�PHDVXUH� KHOSV� SULRULWL]LQJ� WKH� WRWDO� SULPH� LPSOLFDQWV� EDVHG� RQ� WKH
QXPEHU�RI� OLWHUDOV� LQ�WKH�SULPH�LPSOLFDQW��)RU�WKH�WRS�HYHQW����WKHUH�DUH������SULPH
LPSOLFDQWV��7DEOH����JLYHV�DQ�RYHUYLHZ�RI�WKH�QXPEHU�RI�OLWHUDOV�LQ�SULPH�LPSOLFDQWV�
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7DEOH�����2YHUYLHZ�QXPEHU�RI�OLWHUDOV�LQ�SULPH�LPSOLFDQWV

��2I�OLWHUDOV ��2I�SULPH�LPSOLFDQWV ��2I�WRWDO &XPXODWLYH��

� � � �
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'HVLJQ� UXOHV� FDQ� EH� VHW� XS� WKDW� VSHFLI\� IRU� H[DPSOH� WKDW� WKH� WRS� ���� RI� WKH
SULPH�LPSOLFDQWV�ZLWK�WKH�ORZHVW�QXPEHU�RI�OLWHUDOV�QHHGV�WR�EH�H[DPLQHG��,Q�WKLV�FDVH
WKDW�PHDQV�WKDW�RQO\�����RXW�RI������SULPH� LPSOLFDQWV�ZLWK�D�PD[LPXP�RI��� OLWHUDOV
QHHG�WR�EH�H[DPLQHG��2U��WKH�GHVLJQ�UXOH�PLJKW�VSHFLI\�WKDW�DOO�SULPH�LPSOLFDQWV�ZLWK
OHVV�WKHQ����OLWHUDOV�QHHG�WR�EH�H[DPLQHG��,Q�WKLV�FDVH�WKLV�UHVXOWV�LQ�����RXW�RI�����
SULPH�LPSOLFDQWV��7KLV� LPSRUWDQFH�PHDVXUH�FDQ�KHOS� WKH�DQDO\VW�SULRULWL]H� WKH�SULPH
LPSOLFDQWV� IRU� IXUWKHU� DQDO\VLV�� ,Q� WKH� H[LVWLQJ� H[DPSOH� WKDW� ZRXOG� PHDQ� WKDW� ���
SULPH� LPSOLFDQWV� GR� QRW� QHHG� WR� EH� DGGUHVVHG�� 7KH� ���� SULPH� LPSOLFDQWV� FDQ� EH
H[DPLQHG� E\� KDQG� RU� RWKHU� LPSRUWDQFH�PHDVXUHV� FDQ� EH� XVHG� WR� IXUWKHU� H[DPLQH
WKHVH�SULPH�LPSOLFDQWV�

������ 0HDVXUH��1XPEHU�RI�YDULDEOHV�RU�VWDWHV

$�YHU\�VLPSOH�EXW�HIIHFWLYH�LPSRUWDQFH�PHDVXUHV�LV�WKH�UDQNLQJ�EDVHG�RQ�WKH�QXPEHU
RI� RFFXUUHQFHV� RI� D� YDULDEOH� RU� YDULDEOH� VWDWH�� 7KH� QXPEHU� RI� WLPHV� D� YDULDEOH� RU
YDULDEOH� VWDWH� LV� SUHVHQW� JLYHV� DQ� LQGLFDWLRQ� RI� WKH� FRQWULEXWLRQ� RI� WKLV� YDULDEOH� RU
YDULDEOH�VWDWH�WR�WKH�WRS�HYHQW�

7DEOH����JLYHV�DQ�RYHUYLHZ�RI� WKH�QXPEHU�RI� WLPHV�D� YDULDEOH�DSSHDUV� LQ� WKH
FROOHFWLRQ� RI� SULPH� LPSOLFDQWV� IRU� WRS� HYHQW� ���� 7KH� FRQGLWLRQ� RI� WKH� DJLWDWRU�PRWRU
�&$0��DSSHDUV�WKH�PRVW��ZLWK������RFFXUUHQFHV��7KH�DJLWDWRU�PRWRU�LV�QHFHVVDU\�WR
PL[�WKH�QLWUDWLQJ�DFLG�ZLWK�WKH�3(�LQ�WKH�WDQN��7KH�GLJLWDO�RXWSXW�VLJQDO�'2��DSSHDUV
WKH�OHDVW��ZLWK�RQO\����RFFXUUHQFHV��7KLV�VLJQDO�RSHQV�WKH�YDOYH�FRQWUROOLQJ�WKH�IORZ�RI
QLWUDWLQJ�DFLG� LQWR�WKH�WDQN��7KLV�WDEOH�JLYHV�WKH�DQDO\VW�D�ZD\�WR�SULRULWL]H�WKH�IRFXV
RQ�YDULDEOHV��SURFHVV�HTXLSPHQW��SURFHVV�FRQGLWLRQV��VLJQDOV�HWF����)URP�WKLV�WDEOH�LW



���

FDQ�EH�FRQFOXGHG�WKDW�WKH�DJLWDWRU�PRWRU�SOD\V�D�YHU\�LPSRUWDQW�UROH�LQ�DFKLHYLQJ�WKH
KLJK�WHPSHUDWXUH�LQ�WKH�WDQN��7KH�DJLWDWRU�PRWRU�LV�QHFHVVDU\�WR�PL[�WKH�FRQWHQWV�RI
WKH�QLWUDWRU� WDQN�� ,I� WKH�FRQWHQWV�DUH�QRW�PL[HG�ZHOO�� LW� LV�SRVVLEOH� WR�KDYH� ORFDO�KLJK
FRQFHQWUDWLRQV�RI�3(71��7KLV�GRHV�QRW�\HW�JLYH�DQ\�XQGHUVWDQGLQJ�DERXW�ZKDW�WR�GR
ZLWK�WKH�DJLWDWRU�PRWRU��,W�QRZ�QHHGV�WR�EH�LQYHVWLJDWHG�IXUWKHU�KRZ�WKH�DJLWDWRU�PRWRU
LQIOXHQFHV�WKH�KLJK�KLJK�WHPSHUDWXUH�LQ�WKH�WDQN�DV�LW�FDQQRW�EH�UHPRYHG�LWVHOI�

7DEOH�����1XPEHU�RI�YDULDEOHV

�1DPH �'HVFULSWLRQ ���2I�RFFXUUHQFHV

�&$0 �&RQGLWLRQ�$JLWDWRU�0RWRU �����

�3(71 ���RI�3(71 �����

�&1) �&RQGLWLRQ�1LWUDWRU�)HHGHU �����

�:3( �:HLJKW�3( �����

�%: �%DQG�:LWK�)HHGHU �����

�77 �7HPSHUDWXUH�WDQN �����

�'2� �'LJLWDO�2XWSXW�� ����

�$2� �$QDORJ�2XWSXW�� ����

�'2� �'LJLWDO�2XWSXW�� ����

�'2� �'LJLWDO�2XWSXW�� ����

�&)9 �&RQGLWLRQ�)HHG�9DOYH ���

�'2� �'LJLWDO�2XWSXW�� ���

7DEOH� ��� JLYHV� DQ� RYHUYLHZ� RI� WKH� QXPEHU� RI� RFFXUUHQFHV� RI� YDULDEOH� VWDWHV�
7KH� WRS� WZR�SRVLWLRQV�DUH�KHOG�E\�YDULDEOH�VWDWHV�RI� WKH�DJLWDWRU�PRWRU��7KH� ORZHVW
SRVLWLRQ�LV�KHOG�E\�WKH�FRQGLWLRQ�RI�WKH�QLWUDWRU�IHHGHU��/RZ�ORZ���7KLV�WDEOH�JLYHV�WKH
DQDO\VW� DJDLQ� D� VHQVH�RI� SULRULWL]DWLRQ�� 7KH� ILUVW� DJLWDWRU� VWDWH�� L�H��� DJLWDWRU� QRUPDO�
DSSHDUV������WLPHV��$W�ILUVW�WKLV�GRHV�QRW�PDNHV�VHQVH��DV�RQH�GRHV�QRW�H[SHFW�WKH
GHVLUHG� QRUPDO� VWDWH� WR� KDYH� VXFK� D� KLJK� LPSDFW�� DQG� WKXV� WKLV� UHTXLUHV� IXUWKHU
LQYHVWLJDWLRQ�

7KH�FRQGLWLRQ�RI�WKH�DJLWDWRU�PRWRU�LQIOXHQFHV�GLUHFWO\�WKH�VSHHG�RI�WKH�DJLWDWRU�
%HFDXVH� LW� IXQFWLRQV�ZLWKRXW� DQ\� SUREOHPV�� VRPHWKLQJ� HOVH� LQ� WKH� V\VWHP�PXVW� EH
LQIOXHQFLQJ�WKH�VSHHG�RI�WKH�PRWRU��,I� WKH�DJLWDWRU�PRWRU�LV�IXQFWLRQLQJ�QRUPDOO\�WKHQ
WKH� VSHHG� LV� DFWXDOO\� GHWHUPLQHG� E\� WKH� %3&6�� DV� WKH� %3&6� RSHUDWHV� WKH�PRWRU�
7KHUH�PLJKW�EH�PDQ\�UHDVRQV�ZK\�WKH�DFWXDO�VSHHG�GRHV�QRW�DFKLHYH�JRRG�PL[LQJ�
7KH� FRQWURO� ORJLF� �VRIWZDUH�� PLJKW� EH� ZURQJ�� DQ� RSHUDWRU� PLJKW� KDYH� VZLWFK� WKH
DJLWDWRU�RI��RU�WKHUH�PLJKW�EH�D�IDLOXUH�LQ�WKH�VLJQDO�SDWK�

$�PRUH�REYLRXV�DQG�XQGHUVWDQGDEOH�VLWXDWLRQ�LV�WKH�VHFRQG�ODUJHVW�RFFXUUHQFH�
L�H��� WKH� DJLWDWRU�PRWRU� KDV� IDLOHG� VWXFN� RII� ����� RFFXUUHQFHV��� 7KLV�PHDQV� WKDW� QR
PL[LQJ�DW�DOO�WDNHV�SODFH�
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$V� WKLV� KDV� VXFK� D� ODUJH� LQIOXHQFH� RQ� WKH� WHPSHUDWXUH� WKH� DQDO\VW� FDQ� QRZ
PDNH� UHFRPPHQGDWLRQV� WR� LPSURYH� WKH� GHVLJQ�� )URP� D� GHVLJQ� SRLQW� RI� YLHZ� WKLV
LQIRUPDWLRQ�FDQ�EH�XVHG�DV�EHLQJ�D�FULWLFDO� VLJQDO� IRU� WKH�PL[LQJ�SURFHVV��$�GHVLJQ
UHFRPPHQGDWLRQ�FDQ�EH�PDGH�WR� LPSOHPHQW�D�UHGXQGDQW�VLJQDO�SDWK� WR� WKH�DJLWDWRU
PRWRU��RU�WR�KDYH�IHHG�EDFN�WR�WKH�%3&6�WKDW�DVVXUHV�WKDW�PL[LQJ�WDNHV�SODFH��RU�D
VHFRQG�PL[HU� FDQ� EH� LQVWDOOHG� LQ� SDUDOOHO��0RQLWRULQJ� WKH� FRUUHFW� IXQFWLRQLQJ� RI� WKH
DJLWDWRU� FDQ� EH� XVHG� WR�PDNH� D� GHFLVLRQ� WR� VWRS� WKH� SURFHVV� RU� WR� RSHQ� WKH� GUDLQ
YDOYH� LPPHGLDWHO\� LI� QR� PL[LQJ� LV� GHWHFWHG� �VHH� VHFWLRQ� ������ RQ� GLDJQRVWLFV��� $OO
WKHVH�FRQGLWLRQV�FDQ�EH�LQYHVWLJDWHG�IXUWKHU�EDVHG�RQ�WKH�LQLWLDO�ILQGLQJ�RI�WKH�QRUPDO
VWDWH� EHLQJ� VR� GRPLQDQW�� 3ULRULWL]DWLRQ� KHOSHG� ILQG� WKH� YDULDEOH� &$0� �&RQGLWLRQ
$JLWDWRU�0RWRU���7KH�LQWHUSUHWDWLRQ�LWVHOI�UHTXLUHV�D�NQRZOHGJHDEOH�DQDO\VW�
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7DEOH�����1XPEHU�RI�VWDWHV

�1DPH �6WDWH �'HVFULSWLRQ ���2FFXUUHQFHV �1DPH �6WDWH �'HVFULSWLRQ ���2FFXUUHQFHV

�&$0 �1RUPDO �2SHUDWHV
QRUPDOO\

����� �:3( �� ���XQLWV ����

�&$0 �2II �6WXFN�RII ���� �:3( �!� �!��XQLWV ����

�&1) �1RUPDO �2SHUDWHV
QRUPDOO\

���� �:3( �� ���XQLWV ����

�'2� �2Q �6SHHG�RQ ���� �$2� �0HGLXP �6SHHG�PHGLXP ����

�3(71 ���� ���� ���� �&1) �0HGLXP �6WXFN�PHGLXP ����

�3(71 ���� ���� ���� �:3( �� ���XQLW ����

�'2� �2II �6SHHG�RII ���� �$2� �+LJK �6SHHG�KLJK ����

�%: �6PDOO �6PDOO ���� �&1) �+LJK �6WXFN�KLJK ����

�&$0 �/RZ �6WXFN�ORZ
VSHHG

���� �&1) �+LJK�KLJK �6WXFN�KLJK�KLJK ����

�77 �/RZ�ORZ �/RZ�ORZ ���� �$2� �+LJK�KLJK �6SHHG�KLJK�
KLJK

����

�3(71 ���� ���� ���� �77 �1RUPDO �1RUPDO ���

�%: �1RUPDO �1RUPDO ���� �'2� �+LJK �+LJK�VSHHG ���

�3(71 ���� ���� ���� �'2� �/RZ �/RZ�VSHHG ���

�77 �/RZ �/RZ ���� �3(71 ���� ���� ���

�%: �:LGH �:LGH ���� �'2� �2SHQ �9DOYH�RSHQ ���

�$2� �/RZ �6SHHG�ORZ ���� �&)9 �1RUPDO �2SHUDWHV
QRUPDOO\

���

�&1) �/RZ �6WXFN�ORZ ���� �&$0 �+LJK �6WXFN�KLJK
VSHHG

���

�77 �+LJK �+LJK ���� �&)9 �2SHQ �6WXFN�RSHQ ���

�'2� �2II �1R�VSHHG ���� �:3( �� ���XQLW ��

�3(71 ���� ���� ���� �3(71 �!��� �!��� ��

�3(71 ���� ���� ���� �:3( �� ���XQLW ��

�:3( �� ���XQLWV ���� �$2� �/RZ�ORZ �6SHHG�ORZ�ORZ ��

�:3( �� ���XQLWV ���� �'2� �2II �6SHHG�RII ��

�:3( �� ���XQLWV ���� �&1) �/RZ�ORZ �6WXFN�ORZ�ORZ ��

������ 0HDVXUH��5HODWLRQ�EHWZHHQ�YDULDEOHV�RU�YDULDEOH�VWDWHV

7KH�SXUSRVH� RI� WKLV�PHDVXUH� LV� WR� LGHQWLI\�ZKHWKHU� WKHUH� LV� D� UHODWLRQ� EHWZHHQ� WKH
RFFXUUHQFH�RI�FHUWDLQ�YDULDEOHV�RU�YDULDEOH�VWDWHV�ZLWKLQ�WKH�VHW�RI�SULPH�LPSOLFDQW�WKDW
EHORQJ� WR� D� WRS� HYHQW�� 2QFH� RWKHU� PHDVXUHV� DUH� XVHG� WR� SULRULWL]H� YDULDEOHV� RU
YDULDEOHV�VWDWHV�WKLV�PHDVXUH�FDQ�EH�XVHG�IRU�IXUWKHU� LQYHVWLJDWLRQ��7KLV�PHDVXUH�LV
XVHIXO�DV� LW�PLJKW�QRW�DOZD\V�EH�SRVVLEOH� WR�HOLPLQDWH� WKH�PDLQ�YDULDEOH�RU�YDULDEOH
VWDWH��DV�LV�WKH�FDVH�ZLWK�WKH�DJLWDWRU�PRWRU�
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7DEOH����JLYHV�DQ�RYHUYLHZ�RI�WKH�PRVW�LPSRUWDQW�UHODWLRQ�EHWZHHQ�WKH�DJLWDWRU
PRWRU� QRUPDO� VWDWH� DQG� RWKHU� YDULDEOHV� DQG� WKHLU� VWDWHV�� 7KH� PRVW� GRPLQDWLQJ
YDULDEOH�VWDWH�LV��'2�� �2II��ZLWK�����RFFXUUHQFHV��7KLV�YDULDEOH�VWDWH�UHSUHVHQWV�DQ
RII�VLJQDO�IURP�WKH�FRQWURO�V\VWHP�IRU�WKH�KLJK�VSHHG�SRVLWLRQ�RI�WKH�DJLWDWRU�PRWRU��,I
WKH�')0�PRGHO�KDG�LQFOXGHG�WKH�VLJQDO�SDWK�WR�WKH�FRQWUROOHU�DQG�WKH�VRIWZDUH�ORJLF
RI� WKH�FRQWURO� WKHQ�DOO�YDULDEOHV�ZRXOG�KDYH�EHHQ� IRXQG� WKDW�FRXOG� LQIOXHQFH� WKLV�RII
VLJQDO� DV� WKH\� LQGLUHFWO\� LQIOXHQFH� WKH� VSHHG� RI� WKH� DJLWDWRU� PRWRU�� ,W� PLJKW� EH� D
KDUGZDUH� IDLOXUH� LQ� WKH� FRQWURO� V\VWHP�� RU� VLJQDO� SDWK� WR� WKH� DJLWDWRU� PRWRU�� RU� DQ
DSSOLFDWLRQ�VRIWZDUH�GHVLJQ�HUURU�� ,Q� WKLV�FDVH�� WKH�VHFRQG� ODUJHVW� UHODWLRQ� LV� WKH�RII
VWDWH�RI�'2���ZKLFK�UHSUHVHQWV�WKH�RII�VWDWH�RI�WKH�ORZ�VSHHG�DJLWDWRU�PRWRU�SRVLWLRQ�
%RWK�YDULDEOHV�WKDW�LQIOXHQFH�WKH�VWDWH��L�H���WKH�VSHHG��RI�WKH�DJLWDWRU�PRVW��JLYHQ�WKDW
WKH�FRQGLWLRQ�RI�WKH�DJLWDWRU�PRWRU�LV�QRUPDO��DUH�IRXQG�ZLWK�WKLV�PHDVXUH��7KLV�LV�DQ
H[FHOOHQW�PHDVXUH�WKDW�KHOSV�WKH�DQDO\VW�XQGHUVWDQG�SUHYLRXV�UHVXOW�E\�LQYHVWLJDWLQJ
WKHP�IXUWKHU��$V�WKLV�VHHPV�WR�EH�D�FULWLFDO�VLJQDO��GHVLJQ�GHFLVLRQV�FDQ�EH�PDGH�WR
LPSURYH�WKH�UHOLDELOLW\�RI�WKHVH�VLJQDOV�

7DEOH�����5HODWLRQVKLS�QRUPDO�VWDWH�&$0�DQG�RWKHU�YDULDEOH�VWDWHV�

�&$0�1RUPDO�VWDWH�LQ�UHODWLRQVKLS�ZLWK�RWKHU�YDULDEOH�VWDWHV

�1DPH �6WDWH �'HVFULSWLRQ ���2FFXUUHQFHV

�'2� �2II �6SHHG�RII ����

�'2� �2II �6SHHG�RII ����

�&1) �1RUPDO �2SHUDWHV�QRUPDOO\ ����

�77 �/RZ�ORZ �/RZ�ORZ ����

�'2� �2Q �6SHHG�RQ ����

�%: �1RUPDO �1RUPDO ����

�3(71 ���� ���� ����

�3(71 ���� ���� ����

�3(71 ���� ���� ����

�%: �:LGH �:LGH ����

�$2� �+LJK �+LJK ���

�&1) �+LJK �&RQGLWLRQ�1LWUDWRU�IHHGHU ���

�:3( �� ���8QLW ���

������ 0HDVXUH��7LPH�GHSHQGHQFH�SULPH�LPSOLFDQWV

,I� SHULRGLF� PDLQWHQDQFH� LV� FDUULHG� RXW� RQ� VSHFLILF� WLPH� LQWHUYDOV� WKHQ� LW� FDQ� EH
DVVXPHG�WKDW�FHUWDLQ�XQGHVLUHG�FRQGLWLRQV�LQ�WKH�SURFHVV�ZRXOG�EH�GHWHFWHG�GXULQJ�D
VFKHGXOHG�PDLQWHQDQFH�DFWLYLW\�E\�FDUU\LQJ�RXW�IXQFWLRQDO�WHVWV��3ULPH�LPSOLFDQWV�ZLWK



���

OLWHUDOV� RFFXUULQJ� DIWHU� WKLV� SHULRG� FDQ� EH� HOLPLQDWHG� IURP� WKH� DQDO\VLV�� QDUURZLQJ
GRZQ� WKH�QXPEHU�RI�SULPH� LPSOLFDQWV� IRU� WKH�DQDO\VW� WR�FRQVLGHU��7KLV�VXSSRUWV� WKH
DQDO\VW�DV�LW�KHOSV�SULRULWL]LQJ�WKH�SULPH�LPSOLFDQWV�

$VVXPH�WKDW�HYHU\GD\�D�EDWFK�RI�3(71�LV�PDQXIDFWXUHG�LQ���WLPH�VWHSV���$IWHU
HDFK�EDWFK�WKH�SURFHVV�SODQW�LV�FOHDQHG�DQG�SURFHGXUHV�DUH�LQ�SODFH�WKDW�DVVXUH�WKDW
FHUWDLQ�HTXLSPHQW�LV�IXQFWLRQDOO\�WHVWHG��7KHVH�WHVWV�FDQ�EH�FRQVLGHUHG�SHULRGLF�WHVWV
WKDW� DUH� FDUULHG� RXW� DW� OHDVW� HYHU\� �� WLPH� VWHSV�� 7KHUHIRUH�� SULPH� LPSOLFDQWV� WKDW
FRQWDLQ� IDLOXUH� VWDWHV� RI� HTXLSPHQW� WKDW� LV� LQFOXGHG� LQ� WKH� WHVW� ZLOO� LQ� DFWXDOLW\� QRW
RFFXU�LI�WKH�WHVWV�KDYH�IXOO�IXQFWLRQDO�FRYHUDJH�

7R� GHPRQVWUDWH� WKLV� WRS� HYHQW� ��� KDV� EHHQ� DSSOLHG�ZLWK� FRQVLVWHQF\� UXOH� ���
7KH�WLPH�GHSHQGHQFH�PHDVXUH�KDV�EHHQ�DSSOLHG�WR�SULRULWL]H�IRU�DOO�SULPH�LPSOLFDQWV
WKDW�KDYH� OLWHUDOV� WKDW�RFFXU�EHIRUH� WLPH�VWHS� ����7KH� ILOWHU� OHDGV� WKH�DQDO\VW�DPRQJ
RWKHUV�WR�WKH�IROORZLQJ�WZR�SULPH�LPSOLFDQWV�

3ULPH�,PSOLFDQW����
$W�WLPH���������0�� �2SHQ���0DQXDO�RSHQ���������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH���������&:� �<HV����$YDLODEOH�����������������$1'
$W�WLPH��������&9�� �&ORVHG���6WXFN�FORVHG������������$1'
$W�WLPH��������'2�� �2SHQ���9DOYH�RSHQ����������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW����
$W�WLPH���������&:� �<HV����$YDLODEOH�����������������$1'
$W�WLPH���������0�� �2SHQ���0DQXDO�RSHQ���������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �2SHQ���9DOYH�RSHQ����������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������2&:� �)ORZ���)ORZ�WR�9�����������������$1'
$W�WLPH��������&$0� �2II����6WXFN�RII�

3ULPH� LPSOLFDQW�����FRQVLVWV�RI�D�YDOYH� �9���VWXFN�FORVHG�DW�±���7KLV�YDOYH� LV
SDUW�RI�WKH�FRROLQJ�V\VWHP��ZKLFK�LV�WHVWHG�EHWZHHQ�WZR�EDWFK�SURFHVVHV��(DFK�WLPH�
EHWZHHQ�EDWFKHV�� WKH�RSHUDWRU� WHVWV�ZKHWKHU�FRROLQJ�ZDWHU� LV� IORZLQJ�� ,I�YDOYH�9�� LV
VWXFN� WKHQ� WKLV�ZRXOG�EH�GLVFRYHUHG�GXULQJ� WKLV� WHVW��3ULPH� LPSOLFDQW�����FRQVLVW�RI
DQ�DJLWDWRU�PRWRU� WKDW� LV�VWXFN�DW�RII��%HWZHHQ�EDWFK�SURFHVVHV�D� WHVW� LV�FDUULHG�RXW
WKDW�YLVXDOO\�YHULILHV�ZKHWKHU�WKH�DJLWDWRU�PRWRU�RSHUDWHV�RQ�DOO�VSHHGV��,I� LW�GRHVQ¶W�
WKDQ� LW� QHHGV� WR� EH� UHSDLUHG� EHIRUH� WKH� QH[W� EDWFK� SURFHVV� LV� VWDUWHG�� 7KLV� SULPH
LPSOLFDQW�GRHV�QRW�QHHG�WR�EH�LQYHVWLJDWHG�DV�WKH�IDLOXUH�RFFXUV�RQ�WLPH�VWHS�±��DQG
ZRXOG� WKXV� KDYH� EHHQ� GHWHFWHG� EHWZHHQ� WZR� EDWFKHV�� 8VLQJ� WKLV� PHDVXUH� WKH
RSHUDWRU� FDQ� IRFXV� WKH� DQDO\VLV� RQ� WKRVH� SULPH� LPSOLFDQWV� WKDW� DSSO\�� ,W� JLYHV� WKH
RSHUDWRU�D�VHQVH�RI�SULRULWL]DWLRQ�

7KLV�DSSURDFK�FDQ�DOVR�EH�XVHG�WR�VSHFLI\�SHULRGLF�WHVWV��3ULPH�LPSOLFDQWV�FDQ
EH� SULRULWL]HG� GHSHQGLQJ� RQ� WKH� WLPH� VWHS� WKDW� D� OLWHUDO� QHHGV� WR� RFFXU�� ,I� DOO� SULPH
LPSOLFDQWV� DUH� LGHQWLILHG� WKDW� RFFXU� DERYH� D� FHUWDLQ� WLPH� VWHS� WKHQ� LW� LV� SRVVLEOH� WR
��������������������������������������������
��&RQVLGHU�IRU�H[DPSOH�WKDW�HDFK�WLPH�VWHS�UHSUHVHQWV���KRXU�
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H[DPLQH�WKHVH�SULPH� LPSOLFDQWV�DQG�VSHFLI\� IXQFWLRQDO� WHVWV� WKDW�QHHG� WR�EH�FDUULHG
RXW�GXULQJ�WKH�PDLQWHQDQFH�DFWLYLW\�

������ 0HDVXUH��3UREDELOLW\�3ULPH�LPSOLFDQW

(YHQ�WKRXJK�WKH�FKDOOHQJH�ZLWK�WKH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUH�ZLOO�OD\�ZLWK�WKH
UHTXLUHG�SUREDELOLW\�GDWD��VRPH�RI�WKHP�ZLOO�EH�GHPRQVWUDWHG�WR�VKRZ�WKHLU�SRWHQWLDO
XVHIXOQHVV�� 7DEOH� ��� JLYHV� DQ� RYHUYLHZ� RI� WKUHH� GLIIHUHQW� ZD\V� WR� UDQN� WKH� SULPH
LPSOLFDQWV� EDVHG� RQ� WKHLU� SUREDELOLW\� RI� RFFXUUHQFHV�� &ROXPQ� �� SUHVHQWV� WKH� ,'
QXPEHU�RI� WKH�SULPH� LPSOLFDQW�DV�JHQHUDWHG�E\� WKH�GDWDEDVH�VRIWZDUH� WRRO� WKDW�KDV
EHHQ� GHYHORSHG� WR� DQDO\]H� WKH� SULPH� LPSOLFDQWV�� &ROXPQ� ��� �� DQG� �� SUHVHQW
UHVSHFWLYHO\�WKH

�� 3UREDELOLW\�RI�RFFXUUHQFH�RI�WKH�SULPH�LPSOLFDQW�

�� 5DWLR� EHWZHHQ� WKH� SUREDELOLW\� RI� WKH� SULPH� LPSOLFDQW� DQG� WKH
SUREDELOLW\�RI�WKH�WRS�HYHQW��DQG

�� 5DWLR� EHWZHHQ� WKH� SUREDELOLW\� RI� WKH� SULPH� LPSOLFDQW� DQG� WKH� SULPH
LPSOLFDQW�ZLWK�WKH�PD[LPXP�SUREDELOLW\�

7KLV�WDEOH�FDQ�EH�XVHG�WR�DSSO\�GHVLJQ�UXOHV�WKDW�IRU�H[DPSOH�VSHFLI\�WR�H[DPLQH�DOO
SULPH� LPSOLFDQWV� ZLWK� D� SUREDELOLW\� RI� RFFXUUHQFH� RI� PRUH� WKHQ� ��(���� PXVW� EH
DQDO\]HG�� 7KLV� LPSRUWDQFH� PHDVXUH� KHOSV� WKH� DQDO\VW� WR� IRFXV� WKH� DQDO\VLV� DV� LW
SULRULWL]HV�WKH�SULPH�LPSOLFDQWV��2QO\�WKH�ILUVW�WKLUW\�WZR�SULPH�LPSOLFDQWV�DUH�OLVWHG�
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7DEOH�����3UREDELOLW\�3ULPH�,PSOLFDQW�5DQNLQJ
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������ 0HDVXUH��ULVN�UHGXFWLRQ�ZRUWK

7DEOH� ��� JLYHV� DQ� RYHUYLHZ� RI� WKH� UHVXOWV� RI� ULVN� UHGXFWLRQ�ZRUWK� �55:��PHDVXUH
DSSOLHG�WR�WRS�HYHQW�����DQG�FRQVLVWHQF\�UXOH�����7KH�WDEOH�FRQWDLQV�WKH�55:�DV�ZHOO
DV�)XVVHOO�9HVHO\�UHVXOWV�DV�WKH\�DUH�GLUHFWO\�UHODWHG�WR�HDFK�RWKHU��7KH�FRQGLWLRQ�RI
WKH� DJLWDWRU�PRWRU� DSSHDUV� LQ� WKH� WKLUG� SODFH�� 7KH� UHVXOW� OLWHUDOO\�PHDQV� WKDW� LI� WKH
QRUPDO� FRQGLWLRQ� RI� WKH� DJLWDWRU�PRWRU� FDQ� EH� HOLPLQDWHG� WKH� SUREDELOLW\� RI� WKH� WRS
HYHQW� ZRXOG� EH� UHGXFHG� ��� WLPHV�� ,W� LV� RI� FRXUVH� QRW� SRVVLEOH� WR� HOLPLQDWH� WKLV
FRQGLWLRQ�� DV� LW� LV� WKH� GHVLUHG� VWDWH� RI� WKH�DJLWDWRU�PRWRU�� 7KH� UHVXOW� RI� WKH� DJLWDWRU
PRWRU� VFRULQJ� VXFK� D� KLJK� UHGXFWLRQ� ZRUWK� VKRXOG� EH� LQWHUSUHWHG� DV� EHLQJ� DQ
LPSRUWDQW�YDULDEOH�WKDW�QHHGV�WR�EH�LQYHVWLJDWHG�IXUWKHU��DV�LW�LV�GLUHFWO\�UHODWHG�WR�WKH
VSHHG� RI� WKH� DJLWDWRU� PRWRU�� 7KH� UHGXFWLRQ� ZRUWK� PHDVXUH� JLYHV� WKH� VDPH
LQWHUSUHWDWLRQ� UHVXOW� DV� WKH� QRQ�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUH� SULRULWL]LQJ� IRU� WKH
QXPEHU�RI�YDULDEOHV�DQG�VWDWHV��VHH�VHFWLRQ���������7KH�GLJLWDO�RXWSXW�VLJQDO�'2��DOVR
VFRUHV�KLJK�LQ�UHGXFWLRQ�ZRUWK��7KLV�PDNHV�VHQVH�RI�FRXUVH��,I� WKH�QLWUDWRU�IHHGHU� LV
QHYHU�WXUQHG�RQ�WKH�PDWHULDO�ZLOO�QRW�EH�VXSSOLHG�WR�WKH�QLWUDWRU�WDQN�
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7DEOH�����5HGXFWLRQ�:RUWK

�9DULDEOH �6WDWH �'HVFULSWLRQ �55: �)9
�&1) �1RUPDO �2SHUDWHV�QRUPDOO\ �������� �������
�'2� �2Q �6SHHG�RQ �������� �������
�&$0 �1RUPDO �2SHUDWHV�QRUPDOO\ �������� �������
�'2� �2II �6SHHG�RII �������� �������
�%: �1RUPDO �1RUPDO �������� �������
�77 �/RZ�ORZ �/RZ�ORZ �������� �������
�3(71 ���� ���� �������� �������
�'2� �2II �1R�VSHHG �������� �������
�$2� �+LJK�KLJK �6SHHG�KLJK�KLJK �������� �������
�3(71 ���� ���� �������� �������
�:3( �� ���XQLW �������� �������
�:3( �� ���XQLWV �������� �������
�3(71 ���� ���� �������� �������
�3(71 ���� ���� �������� �������
�$2� �+LJK �6SHHG�KLJK �������� �������
�:3( �� ���XQLWV �������� �������
�$2� �/RZ �6SHHG�ORZ �������� �������
�3(71 ���� ���� �������� �������
�$2� �0HGLXP �6SHHG�PHGLXP �������� �������
�77 �/RZ �/RZ �������� �������
�%: �:LGH �:LGH �������� �������
�%: �6PDOO �6PDOO �������� �������
�3(71 ���� ���� �������� �������
�3(71 �!��� �!��� �������� �������
�:3( �� ���XQLWV �������� �������
�:3( �� ���XQLW �������� �������

�� �� �� �� ��
�� �� �� �� ��
�� �� �� �� ��

�&$0 �/RZ �6WXFN�ORZ�VSHHG �������� ��(���
�&$0 �+LJK �6WXFN�KLJK�VSHHG �������� ��(���
�&1) �/RZ�ORZ �6WXFN�ORZ�ORZ �������� ��(���

������ 0HDVXUH��ULVN�DFKLHYHPHQW�ZRUWK

7DEOH� ��� JLYHV� DQ� RYHUYLHZ� RI� WKH� UHVXOWV� RI� WKH� ULVN� DFKLHYHPHQW� ZRUWK� �5$:�
PHDVXUH�DSSOLHG�WR�WRS�HYHQW�����DQG�FRQVLVWHQF\�UXOH�����7KH����FRQFHQWUDWLRQ�RI
3(71� LV� RQ� WRS� RI� WKH� OLVW�� 7KLV� LV� DQ� REYLRXV� UHVXOW� DV� WKH� ��� UHSUHVHQWV� WKH
SRVVLELOLW\� IRU� KLJK� ORFDO� FRQFHQWUDWLRQV�� 7KH� VHFRQG� SRVLWLRQ� RQ� WKH� OLVW� LV� WKH
WHPSHUDWXUH� LQ� WKH� WDQN�EHLQJ�KLJK��7KLV�DOVR� LV�DQ�REYLRXV� UHVXOW� DV� LW� LV�RQO\�RQH
VWHS� WR� JR� IURP� D� KLJK� WHPSHUDWXUH� WR� D� KLJK�KLJK� WHPSHUDWXUH�� %DVHG� RQ� WKHVH
UHVXOWV� LW� FDQ� EH� GHFLGHG� WR� SUHYHQW� IRU� H[DPSOH� D� ��� 3(71� FRQFHQWUDWLRQ� E\
PRQLWRULQJ�WKH�FRQFHQWUDWLRQ�DQG�LPSOHPHQW�D�VDIHW\�LQWHUORFN��VHH�VHFWLRQ��������
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7DEOH�����$FKLHYHPHQW�:RUWK

�9DULDEOH �6WDWH �'HVFULSWLRQ �$:
�3(71 ��� ���� �������
�77 �+LJK �+LJK �������
�&1) �/RZ�ORZ �6WXFN�ORZ�ORZ �������
�&1) �/RZ �6WXFN�ORZ �������
�&1) �0HGLXP �6WXFN�PHGLXP �������
�77 �1RUPDO �1RUPDO �������
�$2� �/RZ �6SHHG�ORZ �������
�'2� �2Q �6SHHG�RQ �������
�&$0 �/RZ �6WXFN�ORZ�VSHHG �������
�&$0 �2II �6WXFN�RII �������
�$2� �/RZ�ORZ �6SHHG�ORZ�ORZ �������
�'2� �2II �6SHHG�RII �������
�:3( �� ���XQLW �������
�$2� �0HGLXP �6SHHG�PHGLXP �������
�77 �/RZ �/RZ �������
�'2� �2II �6SHHG�RII �������
�&1) �+LJK �6WXFN�KLJK �������
�3(71 ��� ���� �������
�%: �6PDOO �6PDOO �������
�3(71 ��� ���� �������
�'2� �2II �1R�VSHHG �������
�77 �/RZ�ORZ �/RZ�ORZ �������
�$2� �+LJK�KLJK �6SHHG�KLJK�KLJK �������
�&1) �1RUPDO �2SHUDWHV�QRUPDOO\ �������
�%: �1RUPDO �1RUPDO �������

���� ,GHQWLILFDWLRQ�RI�VDIHW\�IXQFWLRQV

7KLV�VHFWLRQ�ZLOO�GHPRQVWUDWH�KRZ�WKH�')0�PRGHO�RI�WKH�PDQXIDFWXULQJ�SURFHVV�FDQ
EH�XVHG�WR�LGHQWLI\�VDIHW\�IXQFWLRQV��7ZR�NLQGV�RI�VDIHW\�IXQFWLRQV�DUH�LGHQWLILHG��)LUVW
RI�DOO�WKHUH�DUH�WKH�VDIHW\�LQVWUXPHQWHG�IXQFWLRQV��7KHVH�DUH�VDIHW\�IXQFWLRQV�WKDW�DUH
RIWHQ� LQKHUHQW� WR� WKH� GHVLJQ� SURFHVV�� )RU� H[DPSOH�� WKH� 3(71�PDQXIDFWXULQJ� SODQW
FRQVLVWV� RI� D� GUDLQ� WR� WKH� GURZQLQJ� WDQN� WKDW� LV� XWLOL]HG� LQ� FDVH� RI� D� WRR� KLJK
WHPSHUDWXUH� LQ� WKH� WDQN�� 7KH� PDQXIDFWXULQJ� SURFHVV� ZDV� DOUHDG\� GHVLJQHG� WR
DFFRPPRGDWH� WKLV� IHDWXUH�� 6WLOO� D� VDIHW\� IXQFWLRQ� LV� UHTXLUHG� WKDW� FDUULHV� RXW� WKLV
HPHUJHQF\�GXPS�

������ 6DIHW\�LQVWUXPHQWHG�IXQFWLRQ

7KH�IROORZLQJ�WRS�HYHQW�LV�GHILQHG�WR�DQDO\]H�ZKDW�QHHGV�WR�EH�RSHUDWLQJ�LQ�RUGHU�WR
EH�DEOH�WR�GXPS�WKH�PDWHULDO� LQWR�WKH�GURZQLQJ�WDQN�LI�WKH�WHPSHUDWXUH�JHWV�WR�KLJK�
7KH� HPHUJHQF\� GXPS� FDQ� RQO\� WDNH� SODFH� LI� WKH� UHTXLUHG� HTXLSPHQW� RSHUDWHV
FRUUHFWO\��,Q�RUGHU�WR�LQYHVWLJDWH�ZKDW�QHHGV�WR�EH�RSHUDWLQJ�WKH�IROORZLQJ�WRS�HYHQW�LV
VSHFLILHG

7RS�(YHQW���
$W�7LPH����7'7� �+LJK�+LJK



���

7KLV� WRS� HYHQW� VKRXOG� RQO\� RFFXU� LI� WKH� WHPSHUDWXUH� LQ� WKH� QLWUDWRU� WDQN� LV� WRR
KLJK� DQG� WKH� PDWHULDO� LV� GXPSHG� LQWR� WKH� GURZQLQJ� WDQN�� 7KH� WRS� HYHQW� DFWXDOO\
VLPXODWHV� WKDW� WKH� WHPSHUDWXUH� LQ� WKH� GURZQLQJ� WDQN� �7'7�� LV� WRR� KLJK�� 7KLV
WHPSHUDWXUH� FDQ� RQO\� EH� WR� KLJK� LI�PDWHULDO� LV� VXFFHVVIXOO\� GXPSHG�� 7R�PDNH� VXUH
WKDW�WKH�GURZQLQJ�WDQN�VHFWLRQ�LWVHOI�GRHV�QRW�LQWHUIHUH�ZLWK�WKH�DQDO\VLV�WKH�IROORZLQJ
FRQVWDQF\�UXOH�LV�DSSOLHG�

&RQVLVWHQF\�UXOH���
$W�DOO�WLPHV�0,� �12��1R�PL[LQJ��$1'
$W�DOO�WLPHV�77� �+LJK�+LJK��+LJK�+LJK�

7KLV� WRS�HYHQW�VKRXOG� LGHQWLI\�ZKLFK�HTXLSPHQW�QHHGV� WR�EH�RSHUDWLQJ�ZLWKRXW
IDLOXUH� LQ�RUGHU� WR�GXPS� WKH�PDWHULDO��7KH�DQDO\VLV� UHVXOWV� LQ����SULPH� LPSOLFDQWV�RI
ZKLFK���DUH�XVHIXO��7KH�UHPDLQLQJ����SULPH� LPSOLFDQWV�DUH�QRW�XVHIXO� WR�VSHFLI\� WKH
VDIHW\�IXQFWLRQ�DV�WKH\�FRQWDLQ�IDLOXUH�VWDWHV��ZKLFK�DFWXDOO\�IDYRU�WKH�H[HFXWLRQ�RI�WKH
VDIHW\� IXQFWLRQ�� IRU� H[DPSOH� ³QR� K\GUDXOLF� SUHVVXUH´�� 7KH� WKUHH� UHPDLQLQJ� SULPH
LPSOLFDQWV� UHIOHFW� VLWXDWLRQ� ZKHUH� HYHU\WKLQJ� RSHUDWHV� QRUPDOO\�� 7KXV� WKHUH� DUH
EDVLFDOO\� WKUHH� FRQGLWLRQV� LQ� WKH� SODQW� WKDW� ZLOO� VXFFHVVIXOO\� GXPS� WKH� PDWHULDO�� ,Q
SULPH� LPSOLFDQW� ��� DQG� ��� WKH� GXPS� VLJQDO� LV� LQLWLDWHG� E\� WKH� LQWHQGHG� %3&6�� ,Q
3ULPH�LPSOLFDQW����WKH�GXPS�LV�LQLWLDWHG�E\�WKH�LQWHQGHG�VDIHW\�V\VWHP��

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �&ORVH��&ORVH�YDOYH���������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �7DQN���7R�WDQN�������������������$1'
$W�WLPH���������&'� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH�������/82�� �&ORVH��&ORVH�YDOYH���������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �7DQN���7R�WDQN�������������������$1'
$W�WLPH���������&'� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW���
$W�WLPH��������'2�� �&ORVH��&ORVH�YDOYH���������������$1'
$W�WLPH��������&9�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&'9� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������'2�� �7DQN���7R�WDQN�������������������$1'
$W�WLPH���������&'� �1RUPDO��2SHUDWHV�QRUPDOO\�

7KH�LQWHUHVWLQJ�ILQGLQJ�LQ�WKHVH�SULPH�LPSOLFDQWV�LV�WKDW�WKH�GLYHUWHU�QHHGV�WR�EH
SRLQWLQJ�WKH�GURZQLQJ�WDQN�ZKLFK�LV�UHSUHVHQWHG�E\�&'��FRQGLWLRQ�GLYHUWHU��DQG�GLJLWDO
RXWSXW� VLJQDO�'2���%RWK� WKHVH� FRQGLWLRQV�DUH� SUHVHQW� LQ� DOO� WKUHH�SULPH� LPSOLFDQWV�
7KH�VDIHW\� IXQFWLRQ�FRQVLVWV�QRW�RQO\�RI�PHDVXULQJ� WKH� WHPSHUDWXUH� LQ� WKH� WDQN�DQG

��������������������������������������������
��,Q�WKH�RULJLQDO�GHVLJQ�RI�WKH�3(71�PDQXIDFWXULQJ�SURFHVV�WKH�%3&6�FRQWUROOHG�ERWK�K\GUDXOLF
VKXWGRZQ�YDOYHV��9��DQG�9���DQG�WKH�VDIHW\�V\VWHP�FRQWUROOHG�RQH�K\GUDXOLF�VKXWGRZQ�YDOYH��9���



���

RSHQLQJ�WKH�GUDLQ�YDOYH�EXW�DOVR�WKH�GLYHUWHU�QHHGV�WR�EH�LQ�WKH�ULJKW�SRVLWLRQ��7KLV�LV
DQ� LPSRUWDQW� ILQGLQJ�DV� WKH� EDWFK�SURFHVV�DFWXDOO\� FRQVLVWV� RI� WZR�QLWUDWRUV� QH[W� WR
HDFK�RWKHU��,Q�UHDOLW\�LW�PLJKW�KDSSHQ�WKDW�WKH�VHFRQG�QLWUDWRU�LV�GXPSLQJ�VXFFHVVIXO
PL[HG�PDWHULDO�WR�WKH�QH[W�VWHS�LQ�WKH�PDQXIDFWXULQJ�SURFHVV��WKH�ILOWHU���,I�WKLV�LV�WKH
FDVH�WKHQ�WKH�PDWHULDO�LQ�WKH�ILUVW�QLWUDWRU�FDQQRW�EH�GXPSHG�XQOHVV�WKH�GLYHUWHU�LV�ILUVW
VZLWFKHG� WR� WKH� GURZQLQJ� WDQN�� (YHQ� WKRXJK� LW� PLJKW� EH� REYLRXV� WKDW� WKH� GLYHUWHU
QHHGV� WR� EH� WR� WKH� GURZQLQJ� WDQN�� WKH� LQWHUHVWLQJ� SDUW� LV� WKDW� WKH� UHVXOWLQJ� SULPH
LPSOLFDQWV� FRQWDLQ� WKLV� FRQGLWLRQ� DQG� WKDW� ZLWK� KHOS� RI� WKH� FRQWHQW� LPSRUWDQFH
PHDVXUHV�WKHVH�SULPH�LPSOLFDQW�DUH�LGHQWLILHG��7KH�GHILQLWLRQ�RI�WKH�WRS�HYHQW�DQG�WKH
UHVXOWLQJ�SULPH�LPSOLFDQWV�KROG�WKH�QHFHVVDU\�LQIRUPDWLRQ�WR�GHILQH�WKH�VDIHW\�IXQFWLRQ
LQ�WHUPV�RI�LQSXW��ORJLF�VROYLQJ�DQG�RXWSXW�HOHPHQWV�

������ 6DIHW\�LQWHUORFN�IXQFWLRQV

7KHUH� DUH� PDQ\� FRQGLWLRQV� LQ� D� SURFHVV� WKDW� FDQ� H[LVW� ZLWKRXW� UHSUHVHQWLQJ� DQ
REYLRXV� GDQJHURXV� VLWXDWLRQ�� 7KHVH� FRQGLWLRQV� H[LVW� EHFDXVH� WKH\� DUH� QRUPDO
DFFHSWDEOH�RSHUDWLRQ�FRQGLWLRQV�EXW�RQO\�LI� WKH\�DSSHDU�LQ�FHUWDLQ�FRPELQDWLRQV�WKH\
WXUQ�LQWR�LQ�GDQJHURXV�V\VWHP�FRQGLWLRQV��7KHVH�FRQGLWLRQV�FDQ�EH�KDQGOHG�E\�XVLQJ
VDIHW\� LQWHUORFN� IXQFWLRQV��6DIHW\� LQWHUORFN� IXQFWLRQV�FDQ�EH� IRXQG�E\�SULRULWL]LQJ� WKH
SULPH�LPSOLFDQWV��XVLQJ�WKH�FRQWHQW�PHDVXUH��IRU�]HUR�IDLOXUH�VWDWHV�

)RU�WRS�HYHQW����WKLV�PHDVXUH�UHVXOWV�LQ�����SULPH�LPSOLFDQWV��7KLV�PHDQV�WKDW
����SURFHVV�FRQGLWLRQV�H[LVW�WKDW�FDQ�RQO\�EH�SUHYHQWHG�E\�FRQWUROOLQJ�WKH�SURFHVV�LQ
WKH�FRUUHFW�ZD\�ZLWK�WKH�EDVLF�SURFHVV�FRQWURO�V\VWHP��&RQVLGHU�WKH�IROORZLQJ�SULPH
LPSOLFDQW�WKDW�ZDV�IRXQG�E\�SULRULWL]LQJ�IRU�]HUR�IDLOXUH�VWDWHV�

3ULPH�,PSOLFDQW�����
$W�WLPH��������:3(� ��������������XQLWV��������������$1'
$W�WLPH��������'2�� �2Q���������6SHHG�RQ�������������$1'
$W�WLPH��������$2�� �+LJK�KLJK��6SHHG�KLJK�KLJK������$1'
$W�WLPH��������&1)� �1RUPDO�����2SHUDWHV�QRUPDOO\����$1'
$W�WLPH���������%:� �:LGH�������:LGH�����������������$1'
$W�WLPH��������&$0� �1RUPDO�����2SHUDWHV�QRUPDOO\����$1'
$W�WLPH�������3(71� ���������������������������������$1'
$W�WLPH���������77� �/RZ�ORZ����/RZ�ORZ��������������$1'
$W�WLPH��������&$0� �1RUPDO�����2SHUDWHV�QRUPDOO\����$1'
$W�WLPH�������3(71� ���������������������������������$1'
$W�WLPH��������'2�� �/RZ��������6SHHG�ORZ������������$1'
$W�WLPH��������'2�� �2II��������6SHHG�RII������������$1'
$W�WLPH��������&$0� �1RUPDO�����2SHUDWHV�QRUPDOO\�

$OO�WKH�OLWHUDOV�LQ�WKLV�SULPH�LPSOLFDQW�UHSUHVHQW�³QRUPDO´�FRQGLWLRQV�WKDW�FDQ�H[LVW
LQ�WKH�EDWFK�SURFHVV��7KH�VLWXDWLRQ�LQ�WKLV�SULPH�LPSOLFDQW�LV�WKDW�WKH�DYDLODEOH�3(�WR
EH� IHG� LQWR� WKH� WDQN� LV�DW� LWV�KLJKHVW�YDOXH� �:3(� �����7KH�FRQGLWLRQ�RI� WKH�QLWUDWRU
IHHGHU� LV�QRUPDO� �&1)� �1RUPDO��DQG� WKH�EDVLF�SURFHVV�FRQWURO�V\VWHP�KDV� WXUQHG
WKH�IHHGHU�RQ�DW�WKH�KLJKHVW�VSHHG��'2�� �21��$2�� �+LJK�+LJK���7KH�EDQGZLGWK�RI
WKH�IHHGHU�LV�³:LGH´��%:� �ZLGH��ZKLFK�PHDQV�WKDW�ZLWK�WKH�DPRXQW�RI�3(�DYDLODEOH�
WKH�PD[LPXP�DPRXQW�RI�3(�LV�IHG�LQWR�WKH�WDQN�ZLWKLQ�D�YHU\�VKRUW�WLPH�SHULRG��:LWKLQ
�� WLPH� VWHS� WKH� FRQFHQWUDWLQJ� RI� 3(71� LQ� WKH� WDQN� MXPSV� IURP� ��� WR� ���� 7KLV� LQ
FRPELQDWLRQ�ZLWK�KDYLQJ�WKH�DJLWDWRU�PRWRU�UXQQLQJ�RQ�ORZ�VSHHG��'2�� �/RZ�	�'2�



���

 �2II��UHVXOWV�LQ�ORFDO�KLJK�FRQFHQWUDWLRQV�RI�3(71�WKDW�FDXVH�WKH�WHPSHUDWXUH�WR�JR
WRR�KLJK�

7KH�SUREOHP�LQ�WKLV�VLWXDWLRQ�LV�WKDW�WKH�XVXDO�ZLGWK�RI�WKLV�SDUWLFXODU�IHHGHU�EDQG
LV�³1RUPDO´��,I�LW�LV�SRVVLEOH�WR�DVVHPEOH�D�³ZLGH´�EDQG�WKHQ�WKH�DSSOLFDWLRQ�ORJLF�LQ�WKH
%3&6�VKRXOG�EH�DEOH�WR�KDQGOH�XQGHUVWDQG�WKH�GLIIHUHQFH��7KLV�VLWXDWLRQ�UHSUHVHQWV
D�VDIHW\�LQWHUORFN�VLWXDWLRQ�WKDW�QHHGV�WR�EH�LQFRUSRUDWHG�LQWR�WKH�DSSOLFDWLRQ�ORJLF�RI
WKH�%3&6��,I�LW�LV�DOORZHG�WR�XVH�D�³ZLGH´�EDQG�IRU�WKH�IHHGHU�WKHQ�WKH�%3&6�VKRXOG
EH�SURJUDP�LQ�D�ZD\�WKDW�GRHV�QRW�DOORZ�WKH�SURFHVV� WR� IHHG� WKH�PDWHULDO�DW�D�KLJK
VSHHG�LQWR�WKH�WDQN�XQGHU�WKH�FRQGLWLRQV�LQ�SULPH�LPSOLFDQW������7KH�VDIHW\�LQWHUORFN
IXQFWLRQ�ZRXOG�SUHYHQW�WKH�IHHGHU�WR�JR�LQWR�WKH�KLJK�IHHGLQJ�SRVLWLRQ�

7KLV� GLVFRYHU\� UHSUHVHQWV� WKH� WUXH� DGYDQWDJH� RI� ')0� DQG� WKH� LPSRUWDQFH
PHDVXUHV�� '0)� PDNHV� D� SURFHVV� PRGHO� DQG� QRW� D� IDLOXUH� PRGHO�� ,W� WDNHV� LQWR
DFFRXQW�DOO�SRVVLEOH�VLWXDWLRQ�HYHQ�WKH�RQFH�QRW�SODQQHG�IRU� LQ�WKH�DSSOLFDWLRQ�ORJLF�
:LWK�KHOS�RI�WKH�LPSRUWDQFH�PHDVXUHV�LW�ZDV�SRVVLEOH�WR�ILQG�WKLV�SDUWLFXODU�FRQGLWLRQ
LQ�WKH�SURFHVV��1RZ�LW�LV�SRVVLEOH�WR�HLWKHU�FKDQJH�WKH�GHVLJQ�RI�WKH�IHHGHU�RU�WR�WDNH
WKH�ZLGH�EDQGZLGWK�LQWR�DFFRXQW�LQ�WKH�DSSOLFDWLRQ�ORJLF�RI�WKH�%3&6�

7KH� IROORZLQJ� SULPH� LPSOLFDQW� UHSUHVHQWV� DQRWKHU� XVHIXO� VDIHW\� LQWHUORFN
IXQFWLRQ��7KH�SUREOHP�LQ�WKLV�SULPH�LPSOLFDQW�LV�WKDW�WKH�FRQFHQWUDWLRQ�RI�3(71�LV�YHU\
KLJK� �����DQG� WKDW� WKH�PL[HU� LV�VZLWFKHG�RI��7KLV�FRQGLWLRQ�FDQ�EH�SUHYHQWHG� LI� WKH
PL[HU� LV� VZLWFKHG� RQ� DW� DOO� WLPH� LI� WKH� FRQFHQWUDWLRQ� RI� 3(71� HTXDOV� ���� $�PRUH
UHVROXWH� VROXWLRQ� FRXOG� EH� WR� SUHYHQW� DW� DOO� WLPHV� ��� 3(71� FRQFHQWUDWLRQ�� QHYHU
OHWWLQJ�WKH�SURFHVV�DUULYH�DW�WKLV�FRQGLWLRQ�

3ULPH�,PSOLFDQW�����
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&1)� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������3(71� ����������������������������������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������'2�� �2II����6SHHG�RII�����������������$1'
$W�WLPH��������&$0� �1RUPDO��2SHUDWHV�QRUPDOO\�

7KH�SULPH�LPSOLFDQWV�FRQWDLQ�DOO�WKH�LQIRUPDWLRQ�WR�SHUIRUP�WKH�VHQVLQJ�DQG�ORJLF
VROYLQJ� SDUW� RI� W\SLFDO� VDIHW\� LQWHUORFN� IXQFWLRQV�� 7KH� DFWXDWLRQ� SDUW� UHSUHVHQWV� WKH
LQWHUORFN��)RU� H[DPSOH�� LQ� FDVH�RI� SULPH� LPSOLFDQW� ����� WKH� V\VWHP�VKRXOG� SUHYHQW
HLWKHU�WKH�ZLGH�EDQGZLGWK�RU�D�KLJK�KLJK�VSHHG�RI�WKH�QLWUDWRU�IHHGHU�

������ 9HULILFDWLRQ�DFWLYLW\

$Q� LQGHSHQGHQW�SDUW\�FDQ�PDNH� LWV�RZQ�')0�PRGHO�RI� WKH�SURFHVV�DQG�GHILQH� WKH
VDPH� WRS� HYHQWV� WKDW� KDYH� EHHQ� VSHFLILHG� E\� WKH� GHVLJQHU� WR� LGHQWLI\� WKH� VDIHW\
LQVWUXPHQWHG� DQG� VDIHW\� LQWHUORFN� IXQFWLRQV�� 7KH� UHVXOWLQJ� SULPH� LPSOLFDQWV� FDQ� EH
XVHG� DV� D� FKHFNOLVW� E\� WKH� LQGHSHQGHQW� SDUW\� WR� YHULI\� ZKHWKHU� WKH� FRUUHFW� VDIHW\
IXQFWLRQV�KDYH�EHHQ�LPSOHPHQWHG��,I�WKH�SODQW�DOUHDG\�H[LVW�DQG�VDIHW\�IXQFWLRQV�KDYH
DOUHDG\�EHHQ� LPSOHPHQWHG� WKDQ� WKH� UHVXOWLQJ�SULPH� LPSOLFDQWV�FDQ�EH�XVHG�DV� IDXOW
LQMHFWLRQ�WHVW�FDVHV��7KHVH�IDXOW�LQMHFWLRQ�WHVW�FDVHV�FDQ�EH�XVHG�WR�YHULI\�ZKHWKHU�WKH
DFWXDO�IXQFWLRQDO�EHKDYLRU�RI�WKH�LPSOHPHQWHG�VDIHW\�IXQFWLRQV�LV�FRUUHFW��,Q�WKLV�ZD\�LW
LV� SRVVLEOH� WR� GRFXPHQW� ZKDW� WKH� FRUUHFW� VDIHW\� IXQFWLRQV� DUH�� ZKHWKHU� WKH\� KDYH
EHHQ�LPSOHPHQWHG�DQG�ZKHWKHU�WKH\�IXQFWLRQ�SURSHUO\�



���

���� 'HVLJQ�VDIHW\�V\VWHP

$W�WKLV�SRLQW�WKH�SURFHVV�HTXLSPHQW�KDV�EHHQ�GHVLJQHG�DQG�WKH�VDIHW\�LQVWUXPHQWHG
DQG� LQWHUORFN� IXQFWLRQV� KDYH� EHHQ� LGHQWLILHG�� )RU� WKH� GHVFULEHG� PDQXIDFWXULQJ
SURFHVV�D�VDIHW\�V\VWHP�KDG�DOUHDG\�EHHQ�GHVLJQHG�DQG�LW�ZLOO�EH�GHPRQVWUDWHG�KRZ
')0� DQG� WKH� LPSRUWDQFH�PHDVXUHV� FDQ� EH� XVHG� WR� DQDO\]H� DQG� YHULI\� WKH� VDIHW\
V\VWHP�GHVLJQ��$� IXOO�GHVFULSWLRQ�RI� WKH�VDIHW\�V\VWHP� LV�JLYHQ� LQ�VHFWLRQ�������DQG
�����7KH�VDIHW\�V\VWHP�LV�SUHVHQWHG�LQ�)LJXUH���DQG�WKH�FRUUHVSRQGLQJ�')0�PRGHO�LQ
)LJXUH�����7KH�VDIHW\�V\VWHP�ZDV�GHVLJQHG� WR� LQFRUSRUDWH� WKH�VDIHW\� IXQFWLRQ�DV� LW
ZDV�DOVR�LGHQWLILHG�LQ�VHFWLRQ��������7KH�')0�PRGHO�RI�WKH�VDIHW\�V\VWHP�UHSUHVHQWV
WKH� KDUGZDUH� DUFKLWHFWXUH� DV�ZHOO� DV� WKH� DSSOLFDWLRQ� VRIWZDUH�� $W� ILUVW� LQVWDQFH� WKH
VDIHW\�V\VWHP�GHVLJQ�LV�DQDO\]HG�DQG�YHULILHG�LQGHSHQGHQW�RI�WKH�SURFHVV�LW�LV�WU\LQJ
WR�SURWHFW�

7KH� WRS� HYHQW� RI� LQWHUHVW� ZRXOG� EH� WR� DQDO\]H� ZKDW� ZRXOG� SUHYHQW� WKH� ORJLF
VROYHU�IURP�JLYLQJ�D�VLJQDO�WR�RSHQ�WKH�GUDLQ�YDOYH�ZKLOH�WKH�WHPSHUDWXUH�LQ�WKH�WDQN
ZDV�KLJK��7KH�WRS�HYHQW�DQG�DGGLWLRQDO�FRQVLVWHQF\�UXOH�WR�UHIOHFW�WKLV�FRQGLWLRQ�ZRXOG
EH�VSHFLILHG�DV�IROORZV�

7RS�(YHQW���
$W�7LPH����/82�� �&ORVHG��9DOYH�FORVHG�

&RQVLVWHQF\�UXOH���
$W�DOO�WLPHV�/8,�� �+LJK �7HPS�+LJK�

7KLV�WRS�HYHQW�UHVXOWV�LQ������SULPH�LPSOLFDQWV�ZLWK�D�WRWDO�RI�������OLWHUDOV�LI�WKH
GHGXFWLYH� DQDO\VLV� WUDFHV� EDFN� ��� WLPH� VWHSV�� 2XW� RI� WKHVH� ����� SULPH� LPSOLFDQWV
WKHUH�DUH����SULPH�LPSOLFDQWV�ZLWK�D�VLQJOH�SRLQW�RI�IDLOXUH�DQG�����SULPH�LPSOLFDQWV
ZKHUH�WZR�IDLOXUH�QHHG�WR�RFFXU��7KH�UHPDLQLQJ�SULPH�LPSOLFDQWV�FRQVLVW�RI������RU��
IDLOXUHV�

7KH� IROORZLQJ� SULPH� LPSOLFDQW� LV� IRXQG� LQ� WZR� ZD\V�� (LWKHU� E\� DSSO\LQJ� WKH
FRQWHQW�PHDVXUH� SULRULWL]LQJ� IRU� VLQJOH� SRLQWV� RI� IDLOXUH� RU� E\� DSSO\LQJ� WKH�PHDVXUH
WKDW�SULRULWL]HV�EDVHG�RQ�WKH�QXPEHU�RI� OLWHUDOV�� ,Q�WKLV�FDVH�WKH�QXPEHU�RI� OLWHUDOV� LV
RQO\� ��� 7KH� SULPH� LPSOLFDQWV� UHSUHVHQWV� D� VWXFN� DW� KLJK� RXWSXW� FKDQQHO�� 7KLV� LV� D
GDQJHURXV�IDXOW�DV�HYHU\WKLQJ�FDQ�EH�ZRUNLQJ�FRUUHFWO\� LQ�D�VDIHW\�V\VWHP�EXW� LI� WKH
RXWSXW� LV� IUR]HQ� QRWKLQJ� ZLOO� KDSSHQ� LQ� FDVH� RI� D� SURFHVV� GHPDQG���� ,W� LV� YHU\
LPSRUWDQW� WR� LQFRUSRUDWH� GLDJQRVWLFV� WKDW� YHULI\� WKH� RSHUDWLRQ� RI� WKH� RXWSXW� FKDQQHO
�VHH�VHFWLRQ��������

3ULPH�,PSOLFDQW������
$W�WLPH��������&2&� �+LJK���6WXFN�KLJK�

$�YHU\� LQWHUHVWLQJ� IDLOXUH� WKDW� LV� IRXQG�ZKHQ� ILOWHULQJ� IRU�VLQJOH�SRLQWV�RI� IDLOXUH
DUH� WZR�SULPH� LPSOLFDQWV� WKDW� LQYROYH� WKH�%3&6��7KH�SUREOHP� IRXQG� LQ� WKHVH�SULPH
LPSOLFDQWV� LV� WKDW� WKH� FRUUHFW� IXQFWLRQLQJ�RI� WKH� VDIHW\� IXQFWLRQ�DFWXDOO\� GHSHQGV�RQ
WKH� FRUUHFW� RSHUDWLRQ� RI� WKH� %3&6�� 7KH� VDIHW\� V\VWHP� DSSDUHQWO\� GRHV� QRW� ZRUN

��������������������������������������������
���,W�LV�WKH�DXWKRU¶V�H[SHULHQFH�WKDW�WKLV�LV�D�IUHTXHQW�PLVWDNH�PDGH�LQ�VDIHW\�V\VWHP�GHVLJQ�
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LQGHSHQGHQW�RI� WKH�%3&6��7KH�VDIHW\�V\VWHP�FDQ�VHQVH�WKH�SRVLWLRQ�RI� WKH�GLYHUWHU
EXW� LW� FDQQRW� VZLWFK� LWVHOI� WKH� GLYHUWHU� WR� WKH� GURZQLQJ� WDQN�� )RU� WKLV� IXQFWLRQDOLW\� LW
UHOLHV�RQ� WKH�%3&6��$�GHVLJQ�UHFRPPHQGDWLRQ�VKRXOG�EH�PDGH�WR�PDNH�WKH�VDIHW\
IXQFWLRQ�RSHUDWH�LQGHSHQGHQW�RI�WKH�VDIHW\�V\VWHP��RU�WR�LQYROYH�WKH�%3&6�DV�SDUW�RI
WKH�VDIHW\�DQDO\VLV��DV�UHFRPPHQGHG� LQ� WKH�VDIHW\�SURWHFWLRQ� OD\HU�SKLORVRSK\� �VHH
VHFWLRQ������

3ULPH�,PSOLFDQW����
$W�WLPH��������&,&� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&&20,� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&%86� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&5$0� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&520� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&&17� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&%3&6� �1RW����1RW�IXQFWLRQLQJ��������������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&&202� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH��������&2&� �1RUPDO��2SHUDWHV�QRUPDOO\�

3ULPH�,PSOLFDQW�����
$W�WLPH��������&,&� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&&20,� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&%86� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&5$0� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&520� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH�������&&17� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&%3&6� �1RW����1RW�IXQFWLRQLQJ��������������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH������&&202� �1RUPDO��2SHUDWHV�QRUPDOO\�����������$1'
$W�WLPH��������&2&� �1RUPDO��2SHUDWHV�QRUPDOO\�

7KH� SULPH� LPSOLFDQWV� KDYH� DOVR� EHHQ� ILOWHUHG� IRU� SRVVLEOH� KXPDQ� LQWHUDFWLRQ�
7KH�IROORZLQJ�LQWHUHVWLQJ�SULPH�LPSOLFDQWV�DUH�IRXQG��7KH\�GHPRQVWUDWH�WKH�VWUHQJWK
RI� ')0� DQG� WKH� LPSRUWDQFH� PHDVXUHV�� 3ULPH� LPSOLFDQW� ��� VKRZV� WKDW� ZKHQ� WKH
RSHUDWRU�SXWV�LQ�D�KLJKHU�YDOXH�IRU�WKH�WHPSHUDWXUH�OLPLW��&23�� �KLJKHU��DQG�DOO�RWKHU
FRPSRQHQWV�DUH�ZRUNLQJ�WKH�RXWSXW�VLJQDO�ZLOO�EH�WR�NHHS�WKH�GUDLQ�YDOYH�FORVHG��7KLV
SULPH� LPSOLFDQW� FDQ� EH� IRXQG� LQ� XVLQJ� GLIIHUHQW� LPSRUWDQFH� PHDVXUHV�� 7KH� SULPH
LPSOLFDQW� ZLOO� EH� IRXQG� LI� D� ILOWHU� LV� DSSOLHG� WKDW� ORRNV� IRU� ³QR� IDLOXUHV´�� RU� ³KXPDQ´
VWDWHV�



���

3ULPH�,PSOLFDQW����
$W�WLPH�������&23�� �+LJKHU��+LJKHU�YDOXH�������������$1'
$W�WLPH�������&5$0� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&,&� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH������&&20,� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&23�� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&520� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&&17� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&%86� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&5$0� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&520� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&&17� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH�������&&/.� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH������&&202� �1RUPDO��2SHUDWHV�QRUPDOO\��������$1'
$W�WLPH��������&2&� �1RUPDO��2SHUDWHV�QRUPDOO\�

)URP�D�GHVLJQ�SRLQW�RI�YLHZ�LW�QHHGV�WR�EH�FOHDU�WKDW�WKLV�YDOXH�LV�VDIHW\�FULWLFDO�
7KLV� PHDQV� WKDW� DGGLWLRQDO� SURFHGXUHV� QHHG� WR� EH� LQ� SODFH� WR� DVVXUH� WKDW� RQO\
NQRZOHGJHDEOH� DQG� DSSRLQWHG� VDIHW\� SHRSOH� FDQ� FKDQJH� WKHVH� YDOXHV�� 0RGHUQ
SURJUDPPDEOH� HOHFWURQLF� VDIHW\� V\VWHP� FDQ� GHVLJQDWH� VRIWZDUH� YDOXHV� DV� VDIHW\
FULWLFDO��ZKLFK�PHDQV�WKDW�WKH\�DUH�SDVVZRUG�SURWHFWHG�DQG�WKDW�WKHLU�YDOXHV�FDQ�QRW
EH�RYHUZULWWHQ�ZLWKRXW�XVLQJ�D�VSHFLILHG�SURFHGXUH�

������ 7HVWLQJ�DSSOLFDWLRQ�VRIWZDUH

:LWK�')0�LW�LV�DFWXDOO\�SRVVLEOH�WR�WHVW�WKH�GHVLJQ�RI�LQWHQGHG�DSSOLFDWLRQ�VRIWZDUH��$
PRGHO� RI� WKH� VRIWZDUH� FDQ� EH� FUHDWHG� XVLQJ� ')0�� 2QFH� WKH� ')0� PRGHO� RI� WKH
DSSOLFDWLRQ�VRIWZDUH�KDV�EHHQ�WHVWHG�LW�FDQ�EH�LQFRUSRUDWHG�LQWR�WKH�KDUGZDUH�PRGHO
�VHH�VHFWLRQ������DQG�ODWHU�LQWR�WKH�FRPSOHWH�SURFHVV�PRGHO��VHH�VHFWLRQ���������7KH
IROORZLQJ�WRS�HYHQW�KDV�EHHQ�VSHFLILHG�

7RS�(YHQW���
$W�7LPH����6'3� �7DQN �����'URZQLQJ�7DQN�

7KLV� WRS� HYHQW� WHVWV� WKH� VRIWZDUH� URXWLQH� WKDW� LQWHUSUHWV� ZKHWKHU� WKH� GLYHUWHU
SRVLWLRQ�LV�WRZDUGV�WKH�GURZQLQJ�WDQN�RU�WRZDUGV�WKH�QH[W�VWHS�LQ�WKH�EDWFK�SURFHVV�
7KLV� LV�DQ� LQWHUHVWLQJ�H[HUFLVH�DV� LW� YHULILHV�ZKDW�FRXOG�FDXVH� WKH�VRIWZDUH�YDULDEOH
6'3� �VRIWZDUH� UHSUHVHQWDWLRQ�RI� WKH�GLYHUWHU� SRVLWLRQ�� WR� SRLQW� DW� WKH� WDQN��7KH� WRS
HYHQW�UHVXOWHG�LQ����SULPH�LPSOLFDQWV�E\�EDFNWUDFNLQJ�RQH�WLPH�VWHS��7KH�ILUVW�SULPH
LPSOLFDQW� LV� WKH� RQO\� SULPH� LPSOLFDQW� WKDW� LV� WUXO\� ZDQWHG�� 7KH� QH[W� WKUHH� SULPH
LPSOLFDQWV�FOHDUO\�LQGLFDWHG�D�VLWXDWLRQ�WKDW�VKRXOG�QRW�OHDG�WR�WKH�WDQN�SRVLWLRQ�IRU�WKH
YDULDEOH�6'3�
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3ULPH�,PSOLFDQW���
$W�WLPH������6/8,�� �7DQN���'URZQLQJ�WDQN�������������$1'
$W�WLPH������6/8,�� �2II����2II�����������������������$1'
$W�WLPH�������6'3�� �7DQN���'URZQLQJ�WDQN�������������$1'
$W�WLPH�������6'3�� �2II����2II�

3ULPH�,PSOLFDQW���
$W�WLPH������6/8,�� �7DQN���'URZQLQJ�WDQN�������������$1'
$W�WLPH������6/8,�� �)LOWHU��)LOWHU�������������������$1'
$W�WLPH�������6'3�� �7DQN���'URZQLQJ�WDQN�������������$1'
$W�WLPH�������6'3�� �)LOWHU��)LOWHU�

3ULPH�,PSOLFDQW���
$W�WLPH������6/8,�� �2II����2II�����������������������$1'
$W�WLPH������6/8,�� �2II����2II�����������������������$1'
$W�WLPH�������6'3�� �2II����2II�����������������������$1'
$W�WLPH�������6'3�� �2II����2II�

3ULPH�,PSOLFDQW���
$W�WLPH������6/8,�� �2II����2II�����������������������$1'
$W�WLPH������6/8,�� �)LOWHU��)LOWHU�������������������$1'
$W�WLPH�������6'3�� �2II����2II�����������������������$1'
$W�WLPH�������6'3�� �)LOWHU��)LOWHU�

7KLV�LV�D�VLJQ�WKDW�WKH�GHVLJQ�RI�WKH�VRIWZDUH�URXWLQH�LV�ZURQJ�DQG�QHHGV�WR�EH
H[DPLQHG�IXUWKHU��7KH�LQWHQGHG�VRIWZDUH�URXWLQH�ZDV�VWDWHG�DV�IROORZV�

,)���6/8,�� �6'3���$1'��6/8,�� �6'3���
7+(1��6'3� �7$1.�
(/6(��6'3� �),/7(5�

7KH�LQLWLDO�GHVLJQ�RI�WKH�VRIWZDUH�URXWLQH�LV�WRR�VLPSOLVWLF�DV�LW�RQO\�FRPSDUHV�WKH
LQSXW� YDULDEOHV� 6/8,�� DQG� 6/8,�� ZLWK� WKH� VWRUHG� YDOXHV� LQ� WKH� PHPRU\�� $� IDXOW
FRQGLWLRQ�FRXOG�HDVLO\�RFFXU�LI�WKH�RSHUDWRU�ZRXOG�DFFLGHQWDOO\�VZLWFK�WKH�YDOXHV�LQ�WKH
PHPRU\��VHH�SULPH�LPSOLFDQW�����7KLV�FRQGLWLRQ�ZRXOG�DOVR�HDVLO\�RFFXU�LI�D�VWXFN�DW
IDLOXUH� IRU� WKH� GDWD� ZRXOG� KDSSHQ� DQ\� ZHUH� GRZQ� WKH� SDWK�� $� PRUH� VRSKLVWLFDWHG
VRIWZDUH� LQWHUSUHWDWLRQ� URXWLQH� WKHQ� SUHVHQWHG� DERYH� LV� UHTXLUHG� WR� EH� RQ� WKH� VDIH
VLGH�

���� ,QWHJUDWHG�DQDO\VHV�RI�H[LVWLQJ�VRIWZDUH

7KLV�VHFWLRQ�ZLOO�GHPRQVWUDWH�KRZ�')0�FDQ�EH�XVHG�WR�ILQG�HUURUV�LQ�H[LVWLQJ�VRIWZDUH
E\� VSHFLI\LQJ� WHVW� FDVHV�� 6XSSRVH� WKDW� WKH� FRPSOHWH� VDIHW\� V\VWHP�� L�H��� KDUGZDUH
DQG�VRIWZDUH�H[LVWV��DQG�WKDW�RQH�ZRXOG� OLNH�WR�DQDO\]H�ZKHWKHU�WKH�VRIWZDUH�ZRUNV
FRUUHFWO\�� 7KH� VRIWZDUH� LV�PRGHOHG� DV� D� EODFN� ER[� DQG�')0� LV� XVHG� WR�PRGHO� WKH
HQYLURQPHQW�RI�WKH�VRIWZDUH��VHH�)LJXUH������7KH�VDIHW\�IXQFWLRQ�FRQVLVWV�RI�VHYHUDO
VRIWZDUH�URXWLQHV�DQG�RQH�RI� WKH�VRIWZDUH�URXWLQHV�FKHFNV�ZKHWKHU� WKH�WHPSHUDWXUH
GLG�QRW�H[FHHG�LWV�VSHFLILHG�OLPLW��2Q�SXUSRVH�WKH�IROORZLQJ�HUURU��DV�VSHFLILHG�LQ�7DEOH
����KDV�EHHQ�SURJUDPPHG�LQWR�WKLV�SDUWLFXODU�VRIWZDUH�URXWLQH��7KH�SURJUDPPHU�XVHG
WKH�³!´�VLJQ�LQ�VWHDG�RI�WKH�³�´�VLJQ�
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7DEOH�����([DPSOH�VRIWZDUH�HUURU

6RIWZDUH�5RXWLQH

&RUUHFW
,I�7������&�7KHQ�&ORVH�'UDLQ�9DOYH

'HVLJQ�HUURU
,I�7�!����&�7KHQ�&ORVH�'UDLQ�9DOYH

,QGXFWLYH�DQDO\VLV�LV�XVHG�WR�WUDFH�IRUZDUG�LQLWLDO�FRQGLWLRQV�DQG�VHH�KRZ�WKHVH
FRQGLWLRQV� DIIHFW� DQ� HQG� V\VWHP� VWDWH� RI� LQWHUHVW�� $V�ZH� DUH� RQO\� LQWHUHVWHG� LQ� WKH
VRIWZDUH� EHKDYLRU� DOO� FRQGLWLRQDO� YDOXHV� DUH� VHW� FRQVWDQW� WR� WKHLU� QRUPDO� EHKDYLRU�
7KLV�PHDQV�WKDW�WKURXJKRXW�WKH�DQDO\VLV�WKH\�FDQQRW�IDLO�DQG�WKXV�LW�LV�VLPXODWHG�DV�LI
WKH� KDUGZDUH� LV� RSHUDWLQJ� QRUPDOO\� DW� DOO� WLPHV�� 7KH� VWDUWLQJ� FRQGLWLRQV�� WKDW� LV� WKH
WHVW�YHFWRU�KDV�EHHQ�VSHFLILHG�LQ�7DEOH����

7DEOH�����7HVW�YHFWRU

6WDUWLQJ�&RQGLWLRQ 9DULDEOH�6WDWH
)RU�DOO�WLPHV /8,�� �+LJK���7HPS�KLJK�
)RU�DOO�WLPHV /8,�� �7DQN���'URZQLQJ�WDQN�
)RU�DOO�WLPHV /8,�� �2II����2II�
)RU�DOO�WLPHV 2'3� �7DQN���'URZQLQJ�WDQN�
)RU�DOO�WLPHV 27/� ���&�������GHJUHHV�&�
)RU�DOO�WLPHV %3&6� �'37'���'3�WR�'7�
)RU�DOO�WLPHV &%3&6� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &%86� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &&/.� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &&17� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &&20,� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &&202� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &,&� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &/8,�� �2N�����7HPS�RN�
)RU�DOO�WLPHV &/8,�� �7DQN���'URZQLQJ�WDQN�
)RU�DOO�WLPHV &/8,�� �2II����2II�
)RU�DOO�WLPHV &/82�� �2SHQ���2SHQ�GUDLQ�YDOYH�
)RU�DOO�WLPHV &2&� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &23�� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &23�� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &5$0� �1RUPDO��2SHUDWHV�QRUPDOO\�
)RU�DOO�WLPHV &520� �1RUPDO��2SHUDWHV�QRUPDOO\�
$W�WLPH�� /82�� �&ORVH��&ORVH�GUDLQ�YDOYH�
$W�WLPH�� ,/8,�� �2N�����7HPS�RN�
$W�WLPH�� ,/8,�� �7DQN���'URZQLQJ�WDQN�
$W�WLPH�� ,/8,�� �2II����2II�
$W�WLPH�� 2/28�� �&ORVH��&ORVH�GUDLQ�YDOYH�
$W�WLPH�� 5'3�� �7DQN���'URZQLQJ�WDQN�
$W�WLPH�� 5'3�� �2II����2II�
$W�WLPH�� 57/� �/LPLW��/LPLW�YDOXH�

:KHQ�WKLV�WHVW�YHFWRU�LV�DSSOLHG�DQG�WKH�')0�PRGHO�LV�WUDFHG�IRUZDUG�WKH�VDIHW\
V\VWHP�HYHQWXDOO\� UHVXOWV� LQ�D� VWDWH� IRU� /28�� WKDW� SXWV� WKH�GUDLQ� YDOYH� LQ�D� FORVHG
SRVLWLRQ��7KLV�VKRXOG�QRW�KDYH�KDSSHQHG�DV� WKH� WHPSHUDWXUH� LV�/8,�� �+,*+�DW�DOO
WLPHV��6LQFH� WKH�KDUGZDUH� LV�RSHUDWLQJ�QRUPDOO\� LW� FDQ�RQO\� LQGLFDWH�D� IDLOXUH� LQ� WKH
VRIWZDUH�� 7KH� DFWXDO� ³!´� SURJUDPPLQJ� HUURU� LV� QRW� \HW� IRXQG�� EXW� WKH� IDFW� WKDW� WKH



���

VRIWZDUH�GLG�QRW�SHUIRUP�DV� LQWHQGHG�LQGLFDWHV� LV� WKH�VLJQLILFDQW�GLVFRYHU\��2QH�FDQ
QRZ�VWDUW�PRUH�GHWDLOHG�DQDO\VLV�WR�ORFDOL]H�ZKHUH�WKH�IDLOXUH�UHVLGHV�

������ 'LDJQRVWLFV�IRU�WKH�LQWHJUDWHG�SURFHVV

$W�WKLV�SRLQW�LQ�WLPH�WKH�SURFHVV�LV�GHVLJQHG�DQG�YHULILHG�IRU�VDIHW\��7KH�VRIWZDUH�KDV
EHHQ�GHVLJQHG��DQDO\]HG��DQG� LQWHJUDWHG� LQWR� WKH�KDUGZDUH�DUFKLWHFWXUH��7KH�VDIHW\
IXQFWLRQV� KDYH� EHHQ� LGHQWLILHG� DQG� D� VDIHW\� V\VWHP� KDV� EHHQ� GHVLJQHG� WKDW� LV
FDSDEOH� RI� FDUU\LQJ� RXW� WKH� VDIHW\� IXQFWLRQV�� 7KH� VDIHW\� V\VWHP� GHVLJQ� KDV� EHHQ
YHULILHG� IRU� IXQFWLRQDO� VDIH� EHKDYLRU� DQG� LV� LQWHJUDWHG� ZLWK� WKH� SURFHVV�� ,W� LV� QRZ
SRVVLEOH� WR�FDUU\�RXW� LQWHJUDWHG�DQDO\VLV� WR�YHULI\� LI� WKH�VDIHW\�V\VWHP� LV�FDSDEOH�RI
FDUU\LQJ� RXW� WKH� VDIHW\� IXQFWLRQ� XQGHU� DOO� FRQGLWLRQV�� $Q� DGGLWLRQDO� VDIHW\� OD\HU� RI
SURWHFWLRQ�FDQ�EH�DGGHG� WKDW�PRQLWRUV�ZKHWKHU� LW� LV�SRVVLEOH� WR�FDUU\�RXW� WKH�VDIHW\
IXQFWLRQ�

$�WRS�HYHQW�QHHGV�WR�EH�GHILQHG�WKDW�FRYHUV�WKH�FRUUHFW�IXQFWLRQLQJ�RI�WKH�VDIHW\
IXQFWLRQV��$�UHSUHVHQWDWLYH�WRS�HYHQW�ZRXOG�EH�WRS�HYHQW����

7RS�HYHQW���
$W�7LPH����3'9� �&ORVHG

&RQVLVWHQF\�UXOH���
$W�DOO�WLPHV�77� �+LJK�+LJK

$�FRQVLVWHQF\�UXOH�KDV�EHHQ�XVHG�VHWWLQJ� WKH� WHPSHUDWXUH� LQ� WKH� WDQN� WR�D� WRR
KLJK�WHPSHUDWXUH��RYHU�����&���7KLV�PDNHV�VXUH�WKDW�D�GHPDQG�WR�WKH�VDIHW\�V\VWHP
VKRXOG�KDYH�EHHQ�LQLWLDWHG�

3ULPH�,PSOLFDQW�����
$W�WLPH��������&'9� �&ORVHG��)DLOHG�&ORVHG�

6DIHW\�VKXWGRZQ�RQO\�ZKHQ�RQH�K\GUDXOLF�YDOYH�FORVHV�EXW�LI� WKH�GUDLQ�YDOYH�LV
VWXFN�FORVHG�QRWKLQJ�ZLOO�KDSSHQ��<RX�FDQ�RQO\�ILQG�WKDW�WKLV�LV�SDUW�RI�WKH�GLDJQRVWLF
IXQFWLRQ�EHFDXVH�RI�WKH�LQWHJUDWHG�PRGHO�

������ 9HULILFDWLRQ�DFWLYLW\

,QGHSHQGHQW� SDUW\� FDQ�PDNH� DQ� LQWHJUDWHG�PRGHO� RI� WKH� SURFHVV� WRJHWKHU�ZLWK� WKH
VDIHW\� V\VWHP� DQG� WKH� DSSOLFDWLRQ� ORJLF�� $� WRS� HYHQW� FDQ� EH� VSHFLILHG� WKDW� KHOSV
LGHQWLI\�WKH�UHTXLUHG�GLDJQRVWLFV��7KLV�OLVW�RI�SULPH�LPSOLFDQWV�FDQ�VHUYH�DV�D�FKHFNOLVW
WKDW�WKH�SODQW�GHVLJQ�QHHGV�WR�FRPSO\�ZLWK�

���� $ODUP�PDQDJHPHQW�XVLQJ�WKH�UHVLGXDO�SUREDELOLW\�FRQFHSW

7KH�DVVXPSWLRQ�LV�PDGH�WKDW�WKH�SUREDELOLW\�RI�RFFXUUHQFH�RI�HDFK�OLWHUDO�LV�DYDLODEOH
DQG�WKDW�WKH�OLWHUDOV�RI�HDFK�SULPH�LPSOLFDQW�DUH�LQGHSHQGHQW�HYHQWV��,Q�SUDFWLFH��WKLV
ZLOO�EH�YHU\�KDUG�WR�SURYH��EXW�PRVW�DSSOLFDWLRQV�RI�UHOLDELOLW\�WHFKQLTXHV�DUH�EDVHG�RQ
VLPSOLILHG� DVVXPSWLRQV�� 7KH� SXUSRVH� LV� WR� GHPRQVWUDWH� WKH� XVHIXOQHVV� RI� WKH� UHDO�
WLPH� DODUP�PDQDJHPHQW� V\VWHP�� ,W� LV� UHFRJQL]HG� WKDW�PRUH� VRSKLVWLFDWHG� UHOLDELOLW\
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DOJRULWKPV�ZLOO�EH�QHFHVVDU\�LQ�WKH�IXWXUH��,I�LW�FDQ�EH�GHPRQVWUDWHG�WKDW�WKH�FRQFHSW
RI�WKH�UHDO�WLPH�DODUP�V\VWHP�ZRUNV��WKH�QH[W�VWHS�FDQ�EH�WR�LPSURYH�WKH�DFFXUDF\�RI
WKH�DVVRFLDWHG�UHOLDELOLW\�GDWD�DQG�FDOFXODWLRQV�

$V�LW�LV�DVVXPHG�WKDW�WKHUH�LV�D�%RROHDQ�$1'�UHODWLRQVKLS�EHWZHHQ�WKH�OLWHUDOV��LW
LV� SRVVLEOH� WR� FDOFXODWH� WKH� SUREDELOLW\� RI� RFFXUUHQFH� RI� HDFK� SULPH� LPSOLFDQW� E\
PXOWLSO\LQJ� WKH� SUREDELOLW\� RI� RFFXUUHQFHV� IRU� HDFK� OLWHUDO�� 7KH� VDPH� FRXQWV� IRU� WKH
UHVLGXDO�SUREDELOLW\��ZKHUH�WKH�FDOFXODWLRQ�GHSHQGV�RQ�WKRVH�OLWHUDOV�WKDW�H[LVW� LQ�WKH
SODQW��7KH� IROORZLQJ� LV�DQ�H[DPSOH�FDOFXODWLRQ�RI� WKH� UHVLGXDO�SUREDELOLW\� �VHH�7DEOH
����� 7KH� �7UXH�� FROXPQ� UHSUHVHQWV� ZKHWKHU� WKH� OLWHUDO� DFWXDOO\� H[LVWV� LQ� WKH
PDQXIDFWXULQJ�SODQW�RU�QRW��,Q�WKLV�H[DPSOH�RQO\�OLWHUDO���������DQG���H[LVW�LQ�WKH�SODQW�
ZKLFK�UHVXOWV�LQ�D�UHVLGXDO�SUREDELOLW\�WKDW�FDQ�EH�FDOFXODWHG�DV�IROORZV�

����������������������������
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7KH�VLWXDWLRQ�LQ�WKH�SODQW�FDQ�FKDQJH�UDSLGO\��LI�DOVR�OLWHUDO���DQG���EHFRPH�WUXH�WKHQ
WKH�UHVLGXDO�SUREDELOLW\�LQFUHDVHV�TXLFNO\�WR
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$� GUDPDWLF� FKDQJH� LQ� SUREDELOLW\� WKDW� VKRXOG� WUXO\� FDXVH� DQ� DODUP� HYHQ� WKRXJK
QRWKLQJ� KDV� KDSSHQHG� \HW� LQ� WHUPV� RI� 4(6+�� 6XSSRVH� WKDW� OLWHUDO� �� UHSUHVHQWV
HTXLSPHQW� IDLOXUH� DQG� WKDW� WKLV� HTXLSPHQW� ZRXOG� EH� UHSDLUHG� WKHQ� WKH� UHVLGXDO
SUREDELOLW\�ZRXOG�EH�UHGXFHG�WR�����(���

7DEOH�����([DPSOH���UHVLGXDO�SUREDELOLW\

([DPSOH�� ([DPSOH�� ([DPSOH��
3ULPH�LPSOLFDQW�� 3UREDELOLW\�RI

RFFXUUHQFH

7UXH 7UXH 7UXH
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/LWHUDO�� ������ ã ã o

5HVLGXDO�3UREDELOLW\ ���(�� ���� ����(��

:LWK� WKLV� H[DPSOH�� LW� LV� DOVR� SRVVLEOH� WR� GHPRQVWUDWH� WKDW� LW� LV� QRW� IHDVLEOH� WR
MXGJH�SULPH�LPSOLFDQWV�SXUHO\�RQ�WKH�UHPDLQLQJ�QXPEHU�RI�OLWHUDOV�WKDW�QHHG�WR�RFFXU�
,I� OLWHUDO� ��� ��DQG���GR�QRW� H[LVW� \HW� LQ� WKH� ILHOG� WKHQ� WKH� UHVLGXDO� SUREDELOLW\� HTXDOV
����(����� 2Q� WKH� RWKHU� KDQG� LI� OLWHUDO� ��� �� DQG� �� QHHG� WR� RFFXU� WKHQ� WKH� UHVLGXDO
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SUREDELOLW\� HTXDOV� ������ $OWKRXJK�� WKUHH� OLWHUDOV� DUH� UHPDLQLQJ� LQ� ERWK� FDVHV� WKH
UHVLGXDO�SUREDELOLW\�PDNHV�D�KXJH�GLIIHUHQFH�SXWWLQJ�WKH�IRFXV�RI�WKH�RSHUDWRU�RQ�WKH
VHFRQG�VLWXDWLRQ�

5XOHV� FDQ� EH� VHW� RQ� ZKHQ� DQ� DODUP� QHHGV� WR� EH� WULJJHUHG�� L�H��� ZKHQ� DQ
XQDFFHSWDEOH� UHVLGXDO�SUREDELOLW\�KDV�DUULYHG��%DVHG�RQ� WKH�DODUP� WKH�RSHUDWRU�FDQ
GLUHFWO\� YHULI\� WKH� DSSOLFDEOH� SULPH� LPSOLFDQW� DQG� VHH� ZKDW� WKH� FRQGLWLRQ� LV� LQ� WKH
SURFHVV��:KDW�KDV�KDSSHQHG�VR�IDU�DQG�ZKDW�QHHGV�WR�KDSSHQ�LQ�RUGHU�WR�DUULYH�DW
DQ�XQGHVLUHG�WRS�HYHQW��%DVHG�RQ�WKLV�DODUP�DQG�WKH�DQDO\VLV�RI�WKH�SULPH�LPSOLFDQW
WKH�RSHUDWRU�FDQ�PDNH� LQIRUPHG�GHFLVLRQV�RQ� WKH�FRXUVH�RI�DFWLRQ�ZKHQ�FRQWUROOLQJ
WKH�SODQW�

���� &RQFOXVLRQV

,Q� WKLV� FKDSWHU� WKH� LPSRUWDQFH� PHDVXUHV� ZKHUH� XVHG� WR� YHULI\� WKH� GHVLJQ� RI� WKH
PDQXIDFWXULQJ� SURFHVV� LQFOXGLQJ� WKH� SURJUDPPDEOH� HOHFWURQLF� VDIHW\� V\VWHP�� 7KH
LPSRUWDQFH�PHDVXUHV�ZHUH� XVHIXO� WR� QDUURZ� GRZQ� WKH� QXPEHU� RI� SULPH� LPSOLFDQWV
DQG�SULRULWL]H�WKH�DQDO\VLV�DQG�KHOSHG�ORFDWH�UDQGRP�IDLOXUHV��V\VWHPDWLF�IDLOXUHV�DQG
FRPPRQ�FDXVH�IDLOXUHV��7KLV�SULRULWL]DWLRQ�PHWKRG�FDQ�EH�XVHG�IRU�GHVLJQ�DQDO\VLV�DV
ZHOO� DV� YHULILFDWLRQ� DFWLYLWLHV�� 2QFH� WKH� GHVLJQ� LV� RSWLPL]HG� DQG� YHULILHG� E\� DQ
LQGHSHQGHQW�SDUW\�LW�LV�SRVVLEOH�WR�GHILQH�DQ�DODUP�PDQDJHPHQW�V\VWHP�IRU�WKLV�ILQDO
GHVLJQ�





���

&KDSWHU��� &RQFOXVLRQV�	�5HFRPPHQGDWLRQV

���� *HQHUDO�FRQFOXVLRQV

7KH�JRDO�RI�WKLV�WKHVLV�ZDV�WR�GHYHORS�D�PHWKRG�WR�VXSSRUW�SURFHVV�KD]DUG�DQDO\VLV
DQG� VDIHW\� PDQDJHPHQW� WKDW� LV� FDSDEOH� RI� PRGHOLQJ� DQG� DQDO\]LQJ� DOO� WHFKQLFDO
DVSHFWV�WKDW�FDQ�DIIHFW�WKH�VDIH�RSHUDWLRQ�RI�D�KD]DUGRXV�PDQXIDFWXULQJ�SURFHVV��$
VDIHW\�PDQDJHPHQW�SULRULWL]DWLRQ�PHWKRG�KDV�EHHQ�GHYHORSHG�WKDW�HQDEOHV�DQDO\VWV
WR�XQGHUVWDQG�D�PDQXIDFWXULQJ�SURFHVV�LQ�WHUPV�RI�FRQGLWLRQV�RU�GHYLDWLRQV�WKDW�DIIHFW
VDIHW\�� ,W� VXSSRUWV� WKH� GHVLJQ� RI� D� PDQXIDFWXULQJ� SURFHVV� LQFOXGLQJ� WKH� SURWHFWLRQ
OD\HUV�DQG�WR�RSHUDWH�WKH�SURFHVV� LQ�D�VDIH�PDQQHU��7KLV�PHWKRG�DOVR�SURYLGHV�WKH
PHDQV�WR�LQWHJUDWH�VDIHW\�DQG�TXDOLW\�DQDO\VLV�LQWR�RQH�FRPSUHKHQVLYH�DQDO\VLV�

,Q�&KDSWHU� �� LW� ZDV� GHPRQVWUDWHG� WKDW� VDIHW\� DQG� TXDOLW\� FRXOG� EH� LQWHJUDWHG
EHFDXVH� WKH\� KDYH� FRPPRQ� PDQDJHPHQW� HOHPHQWV� WKDW� GHSHQG� RQ� D� WKRURXJK
XQGHUVWDQGLQJ� RI� WKH� SURFHVV�� )RU� ERWK� VDIHW\� DQG� TXDOLW\� WKH� REMHFWLYHV� DUH� WR
LGHQWLI\� SUREOHPV� �KD]DUGV�� FRQGLWLRQV��� HOLPLQDWH� RU� FRQWURO� WKH� SUREOHPV� XVLQJ
DSSURSULDWH�PHDVXUHV��DQG�PRQLWRU�WKH�LPSOHPHQWDWLRQ�RI�WKHVH�PHDVXUHV�WR�SURYLGH
IHHGEDFN�DQG�FRQWLQXRXV�LPSURYHPHQW�

,Q�&KDSWHU���PDQDJLQJ�IRU�VDIHW\�DQG�TXDOLW\�ZDV�VXPPDUL]HG�DV�XQGHUVWDQGLQJ
WKH� SURFHVV� DQG� WKH� SRVVLEOH� SURFHVV� GHYLDWLRQV�� ,W� ZDV� GHPRQVWUDWHG� WKDW� LW� LV
UHFRJQL]HG�LQ�LQGXVWU\�WKDW�LQWHJUDWLRQ�FDQ�OHDG�WR�UHVXOWV�LQ�WHUPV�RI�SURILWDELOLW\��EXW
QR�PHWKRG�FXUUHQWO\�H[LVWHG� WKDW�FDQ�DFWXDOO\�VXSSRUW�VXFK� LQWHJUDWLRQ��7KH�PHWKRG
SUHVHQWHG�LQ�WKLV�ZRUN�LV�EDVHG�RQ�D�WKRURXJK�XQGHUVWDQGLQJ�RI�WKH�SURFHVV��2QO\�LI
WKH�SURFHVV�LV�XQGHUVWRRG�LW�LV�SRVVLEOH�WR�LGHQWLI\�DQG�DQDO\]H�WKH�HIIHFW�RI�SRVVLEOH
GHYLDWLRQV��,Q�RUGHU�WR�DFKLHYH�TXDOLW\�DQG�VDIHW\�LW�LV�QHFHVVDU\�WR�HLWKHU�HOLPLQDWH�RU
FRQWURO� WKH� SRVVLEOH� GHYLDWLRQV�� 2QFH� WKHVH� GHYLDWLRQV� DUH� NQRZQ� WKH\� FDQ� EH
SULRULWL]HG�

,Q�&KDSWHU����')0�ZDV�LQWURGXFHG�DV�WKLV�PHWKRGRORJ\�LV�XVHG�DV�EDVLV�IRU�WKH
SURFHVV�KD]DUG�DQDO\VLV��:LWK�')0�LW�LV�SRVVLEOH�WR�FDSWXUH�DOO�WHFKQLFDO�DVSHFWV�RI�D
V\VWHP�� LQFOXGLQJ� KDUGZDUH�� VRIWZDUH�� SK\VLFDO� SDUDPHWHUV�� HQYLURQPHQWDO
SDUDPHWHUV�� RU� KXPDQ� LQWHUDFWLRQ� ZKHQ� GHVLUHG�� 'HGXFWLYH� DV� ZHOO� DV� LQGXFWLYH
DQDO\VLV� FDQ�EH�FDUULHG�RXW�ZLWK�')0��7KHVH� IHDWXUHV�DOORZ� WKH�DQDO\VW� WR�DQDO\]H
URRW�FDXVHV�DV�ZHOO�DV�HIIHFWV�RI�GHYLDWLRQV�

&KDSWHU���GHVFULEHG�LPSRUWDQFH�PHDVXUHV�WKDW�FDQ�EH�XVHG�LQ�FRQMXQFWLRQ�ZLWK
WKH�SULPH� LPSOLFDQWV� WKDW�DUH�GHULYHG� IURP�WKH�')0�DQDO\VLV��3UREDELOLVWLF�DQG�QRQ�
SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� DUH� LQWURGXFHG�� 7KH� SUREDELOLVWLF� LPSRUWDQFH
FULWHULD� DUH� WKH�SUHIHUUHG�PHDVXUHV�DV� WKH\� FDQ�PHDVXUH� WKH� LPSRUWDQFH�RI� OLWHUDOV
DQG� SULPH� LPSOLFDQWV� LQ� DQ� XQELDVHG� PDQQHU�� $V� SUREDELOLW\� GDWD� LV� QRW� DOZD\V
DYDLODEOH�� RU� GLIILFXOW� WR� REWDLQ�� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV� KDYH� EHHQ
GHYHORSHG�� $QDO\VLV� EDVHG� RQ� QRQ�SUREDELOLVWLF� HYDOXDWLRQ� VKRXOG� DOZD\V� XWLOL]H� D
FRPELQDWLRQ� RI� QRQ�SUREDELOLVWLF� LPSRUWDQFH� PHDVXUHV��:KHQ� XVHG� LQ� FRPELQDWLRQ
ZLWK� HDFK� RWKHU� WKH\� FDQ� VWLPXODWH� GLVFXVVLRQV� DPRQJ� NQRZOHGJHDEOH� SHRSOH
UHJDUGLQJ� V\VWHP� LPSURYHPHQWV�� 7KH� LPSRUWDQFH� PHDVXUHV� JLYH� WKH� DQDO\VW
JXLGDQFH�RQ�ZKLFK�SULPH�LPSOLFDQWV�DUH�PRVW�LPSRUWDQW�WR�DQDO\]H�DQG�FDQ�WKHUHIRUH
EH�XVHG�DV�D�SULRULWL]DWLRQ�PHWKRG�
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&KDSWHU� �� GHPRQVWUDWHG�KRZ� WKH� LPSRUWDQFH�PHDVXUHV� FRXOG� EH� XVHG� GXULQJ
WKH� GHVLJQ� RI� WKH� SURFHVV�� WKH� LGHQWLILFDWLRQ� RI� VDIHW\� IXQFWLRQV�� WKH� GHVLJQ� RI� WKH
VDIHW\� V\VWHP�� DQG� WKH� LGHQWLILFDWLRQ� RI� GLDJQRVWLF� V\VWHPV�� 7R� VXSSRUW� VDIHW\
PDQDJHPHQW� GXULQJ� WKH� RSHUDWLRQ� RI� WKH� PDQXIDFWXULQJ� SURFHVV� D� UHDO�WLPH� DODUP
PDQDJHPHQW�V\VWHP�ZDV�LQWURGXFHG��7KH�SXUSRVH�RI�WKH�DODUP�V\VWHP�LV�WR�JLYH�WKH
RSHUDWRU� D� WRRO� WKDW� PRQLWRUV� GHYLDWLRQV� GXULQJ� WKH� RSHUDWLRQ� RI� D� PDQXIDFWXULQJ
SURFHVV��7KH�DODUP�V\VWHP�LV�EDVHG�RQ�UHDO�WLPH�SULRULWL]DWLRQ�RI�WKH�SULPH�LPSOLFDQWV�
7KH�SULRULWL]DWLRQ�LV�EDVHG�RQ�WKH�UHVLGXDO�SUREDELOLW\�FRQFHSW��7KH�UHVLGXDO�SUREDELOLW\
FDOFXODWHV� WKH� SUREDELOLW\� RI� RFFXUUHQFH� RI� WKH� UHPDLQLQJ� OLWHUDOV�� L�H��� WKRVH� OLWHUDOV
WKDW� GR� QRW� H[LVW� \HW� LQ� WKH� ILHOG�� 7KH� SULPH� LPSOLFDQWV� FDQ� EH� SULRULWL]HG� EDVHG� RQ
WKHLU� UHVLGXDO� SUREDELOLW\�� 7KH� DODUP� PDQDJHPHQW� V\VWHP� VXSSRUWV� ULVN� LQIRUPHG
GHFLVLRQ�PDNLQJ�GXULQJ�WKH�RSHUDWLRQ�RI�WKH�SURFHVV�

7KH� SURFHVV� KD]DUG� DQDO\VLV� DQG� SURFHVV� VDIHW\� PDQDJHPHQW� PHWKRG
SUHVHQWHG� LQ� WKLV� ZRUN� KDV� EHHQ� GHPRQVWUDWHG� LQ� &KDSWHU� �� XVLQJ� DQ� LQGXVWULDO
PDQXIDFWXULQJ�SURFHVV�DV�DQ�H[DPSOH��7KH�PDQXIDFWXULQJ�SURFHVV�FRQVLVWHG�RI� WKH
DFWXDO� HTXLSPHQW� WR� FDUU\� RXW� WKH� SURFHVV� DV� ZHOO� DV� D� SURJUDPPDEOH� HOHFWURQLF
VDIHW\�V\VWHP�WR�SURWHFW�WKH�SURFHVV��7KH�GLIIHUHQW�LPSRUWDQFH�PHDVXUHV�ZHUH�XVHG
WR�DQDO\]H�WKH�SURFHVV�DQG�VDIHW\�V\VWHP�LQ�WHUPV�RI�VDIHW\��,W�ZDV�GHPRQVWUDWHG�WKLV
PHWKRG�ZDV� DEOH� WR� LGHQWLI\� SUREOHPV� RQ� DQ\� OHYHO� RI� WKH� V\VWHP�� L�H��� FRPSRQHQW
OHYHO�� VRIWZDUH� OHYHO�� DQG� RQ� WKH� LQWHUDFWLRQ� OHYHO� EHWZHHQ� GLIIHUHQW� OD\HUV� RI
SURWHFWLRQ��7KH�PHWKRG�ZDV�VXFFHVVIXOO\�XVHG�WR�VXSSRUW�

�� 7KH�GHVLJQ�RI�WKH�DFWXDO�SURFHVV�SODQW�

�� 7KH�LGHQWLILFDWLRQ�RI�VDIHW\�IXQFWLRQV�DQG�VDIHW\�LQWHUORFN�IXQFWLRQV�

�� 7KH�GHVLJQ�RI�WKH�VDIHW\�V\VWHP�

�� 7KH�LGHQWLILFDWLRQ�RI�WKH�GLDJQRVWLF�IXQFWLRQV��DQG

�� 7KH�RSHUDWLRQ�RI�WKH�SURFHVV�

���� 5HFRPPHQGDWLRQV�IXUWKHU�UHVHDUFK

7KLV� LV� WKH� ILUVW� WLPH� WKDW� D� PHWKRG� KDV� EHHQ� SUHVHQWHG� WKDW� VXSSRUWV� OLIHF\FOH
SURFHVV� KD]DUG� DQDO\VLV� DQG� SURFHVV� VDIHW\� PDQDJHPHQW�� ,PSURYHPHQWV� FDQ� EH
PDGH�WR�WKLV�PHWKRG�LQ�HYHU\�VWHS�RI�WKH�OLIHF\FOH��6RPH�RI�WKHVH�LPSURYHPHQWV�DUH
VSHFLILF� WR� WKH� ZRUN� SUHVHQWHG� LQ� WKLV� WKHVLV� ZKLOH� RWKHU� LPSURYHPHQWV� DUH� PRUH
JHQHUDO� LQ� QDWXUH�� 7KH� IROORZLQJ� JLYHV� DQ� RYHUYLHZ� RI� UHFRPPHQGDWLRQV� IRU� IXUWKHU
UHVHDUFK�

:KHQ�LW�FRPHV�WR�WKH�LPSRUWDQFH�PHDVXUHV�WKH�IRFXV�RI�UHVHDUFK�VKRXOG�EH�RQ
WKH�SUREDELOLVWLF�LPSRUWDQFH�PHDVXUHV��$V�SUREDELOLW\�GDWD�LV�QRW�DOZD\V�DYDLODEOH�RU
LQFRPSOHWH�� D� PDMRU� LPSURYHPHQW� FRXOG� EH� PDGH� LI� WKHUH� ZDV� DQ� LPSRUWDQFH
PHDVXUH�WKDW�FRXOG�KDQGOH�XQFHUWDLQW\�LQ�SUREDELOLW\�GDWD��$�JRRG�ILUVW�VWHS�KDV�EHHQ
PDGH� ZLWK� WKH� JHQHUDOL]HG� DQG� ',0�PHDVXUH�� $QRWKHU� DSSURDFK� PLJKW� EH� WR� XVH
0RQWH�&DUOR�VLPXODWLRQ�DQG�VWDWLVWLFDO�VHQVLWLYLW\�DQDO\VLV�WR�GHWHUPLQH�WKH�HIIHFWV�RI
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DQG� VDIHW\� DQDO\VLV� LQ� WKH� 8&/$� (66$(� SURMHFW�� 3URFHGXUHV� ,QWHUQDWLRQDO
&RQIHUHQFH�3UREDELOLVWLF�6DIHW\�$VVHVVPHQW�DQG�0DQDJHPHQW� �36$0���%HYHUO\
+LOOV��&$������)HEUXDU\������

����*DUUHWW� &�-��� *XDUUR� 6�%��� $SRVWRODNLV� *�(��� 7KH� '\QDPLF� )ORZJUDSK
0HWKRGRORJ\� IRU� $VVHVVLQJ� WKH� GHSHQGDELOLW\� RI� (PEHGGHG� 6RIWZDUH� 6\VWHPV�
,(((�7UDQVDFWLRQV�RQ�6\VWHPV��0DQ�DQG�&\EHUQHWLFV��YRO�������QR�����0D\������

����<DX�0���*XDUUR�6�%���$SRVWRODNLV�*�(���'HPRQVWUDWLRQ�RI�WKH�'\QDPLF�)ORZJUDSK
0HWKRGRORJ\� XVLQJ� WKH� 7LWDQ� ,,� 6SDFH� /DXQFK� 9HKLFOH� 'LJLWDO� )OLJKW� &RQWURO
6\VWHP��5HOLDELOLW\�(QJLQHHULQJ�DQG�6\VWHP�6DIHW\���������

����0LOLFL�$���<DX�0���*XDUUR�6���6RIWZDUH�6DIHW\�$QDO\VLV�RI�WKH�6SDFH�6KXWWOH�0DLQ
(QJLQH�&RQWURO�6RIWZDUH��36$0����1HZ�<RUN��6HSWHPEHU�����

����<DX�0���$SRVWRODNLV�*���*XDUUR�6���7KH�8VH�RI�3ULPH�,PSOLFDQWV�LQ�'HSHQGDELOLW\
$QDO\VLV� RI� 6RIWZDUH� &RQWUROOHG� 6\VWHPV�� 5HOLDELOLW\� (QJLQHHULQJ� DQG� 6\VWHP
6DIHW\�����������������

����+RXWHUPDQV� 0�-�0��� $SRVWRODNLV� *�(��� %URPEDFKHU� $�&��� .DU\GDV� '�0��
3URJUDPPDEOH�(OHFWURQLF�6\VWHP�'HVLJQ�	�9HULILFDWLRQ�8WLOL]LQJ�')0��6DIHFRPS
������5RWWHUGDP

����$6&$��')0�VRIWZDUH� WRRO��$6&$� ,QFRUSRUDWHG������6LOYHU�6SXU�5RDG��6WH�����
5ROOLQJ�+LOO�(VWDWHV��&$������

����&KHRN� 0�&��� 3DUU\� *�:��� 6KHUU\� 5�5��� 8VH� RI� LPSRUWDQFH� PHDVXUHV� LQ� ULVN�
LQIRUPHG� UHJXODWRU\� DSSOLFDWLRQV�� 5HOLDELOLW\� (QJLQHHULQJ� DQG� 6\VWHP�6DIHW\�� ��
�������������

����9HVHO\� :�(��� $� WLPH� GHSHQGHQW� PHWKRGRORJ\� IRU� IDXOW� WUHH� HYDOXDWLRQ�� 1XFOHDU
(QJLQHHULQJ�'HVLJQ��YRO������S���������������

����)XVVHOO� %�-��� +RZ� WR� +DQG�&DOFXODWH� 6\VWHP� 5HOLDELOLW\� &KDUDFWHULVWLFV�� ,(((
7UDQVDFWLRQV�RQ�5HOLDELOLW\��5�����1R���������

����36$�$SSOLFDWLRQV�*XLGH��(35,�75���������$XJXVW�����
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����%DUORZ� 5�(��� 3URVFKDQ� )��� ,PSRUWDQFH� RI� 6\VWHP� &RPSRQHQWV� DQG� )DXOW� 7UHH
$QDO\VLV��2SHUDWLRQV�5HVHDUFK�&HQWHU��8QLYHUVLW\�RI�&DOLIRUQLD��5HSRUW�25&������
����

����6FKPLGW�(�5��� -DPDOL� .�0��� 3DUU\�*�:���*LEERQ�6�+��� ,PSRUWDQFH�PHDVXUHV� IRU
XVH� LQ� 35$V� DQG� ULVN� PDQDJHPHQW�� 3URFHHGLQJV� RI� WKH� ,QWHUQDWLRQDO� 7RSLFDO
0HHWLQJ� RQ� 3UREDELOLVWLF� 6DIHW\� 0HWKRGV� DQG� $SSOLFDWLRQV�� 6DQ� )UDQVLVFR�� &$�
(35,�13������65������

����%RUJRQRYR�(��� $SRVWRODNLV�*�(��� $�1HZ� ,PSRUWDQFH�0HDVXUH� IRU�5LVN�,QIRUPHG
'HFLVLRQ�0DNLQJ��$FFHSWHG� IRU�SXEOLFDWLRQ� LQ�5HOLDELOLW\�(QJLQHHULQJ�DQG�6\VWHP
6DIHW\��0DUFK�����

����*DUUHWW��&�-���$SRVWRODNLV��*���&RQWH[W�LQ�WKH�5LVN�$VVHVVPHQW�RI�'LJLWDO�6\VWHPV�
5LVN�$QDO\VLV�����������������

����9HVHO\� :�(��� 7KH� XVH� RI� ULVN� LPSRUWDQFHV� LQ� ULVN�EDVHG� DSSOLFDWLRQV� DQG� ULVN�
EDVHG� UHJXODWLRQ�� 3URFHHGLQJV� RI� 36$� 
���� 3DUN� &LW\�� 8WDK�� 6HSWHPEHU� ��
2FWREHU���������

����789� 3URGXFW� 6HUYLFH�� )UHTXHQWO\� $VNHG� 4XHVWLRQ�� ,46(� ZHEVLWH
ZZZ�WXYJOREDO�FRP�LTVH�KWP��'DQYHUV������

����+RXWHUPDQV�� 0�-�0�� .DU\GDV�� '�0��� %URPEDFKHU�� $�&��� 2YHUYLHZ� RI
3URJUDPPDEOH�(OHFWURQLF�6\VWHPV�DQG�WKHLU�'LDJQRVWLF�6\VWHPV���WK�,QWHUQDWLRQDO
6\PSRVLXP�RQ�/RVV�3UHYHQWLRQ�DQG�6DIHW\�3URPRWLRQ�LQ�WKH�3URFHVV�,QGXVWULHV�
%DUFHORQD��6SDLQ��0D\������

����)DOOHU� 5��� +RXWHUPDQV� 0��� 6DIHW\� 5HTXLUHPHQWV� 6SHFLILFDWLRQ�� 789� 3URGXFW
6HUYLFH��YHUVLRQ�����0XQLFK���'DQYHUV��-XO\�����

����%URPEDFKHU� $�&��� 6SHDNHUV� &RUQHU� RQ� ³6RIWZDUH� 'HYHORSPHQW� $ZDUHQHVV´�
3KLOLSV�326��$XJXVW���������

����+RQH\ZHOO��$EQRUPDO�VLWXDWLRQ�PDQDJHPHQW��JLYLQJ�\RXU�FRQWURO�V\VWHP�DELOLW\�WR

FRSH
�� +RQH\ZHOO� ,$&� �� -RXUQDO� $UWLFOH�� ,QWHUQHW�
KWWS���KRQH\ZHOO�GDWDUHWXUQ�FRP����3XE�-RXUQDO�������DEQRUP�KWPO�������

����<DQJ� ;�3��� ([SHUW� 6\VWHP� 5HDVRQLQJ� XQGHU� 8QFHUWDLQW\� ZLWK� $SSOLFDWLRQV� WR
,QFLQHUDWLRQ�6\VWHPV��8QLYHUVLW\�RI�&DOLIRUQLD�/RV�$QJHOHV��3K�'��7KHVLV�������

����$16,�,6$�6������������ $SSOLFDWLRQV� RI� 6DIHW\� ,QVWUXPHQWHG� 6\VWHPV� IRU� WKH
3URFHVV� ,QGXVWU\�� ,QVWUXPHQW� 6RFLHW\� RI� $PHULFD�� 5HVHDUFK� 7ULDQJOH� 3DUN�� 1�
&DUROLQD��86$��)HEUXDU\������

����$16,�,6$�6�������������� (OHFWULFDO� �� (OHFWURQLF�� 3URJUDPPDEOH� (OHFWURQLF
6\VWHPV��3(6����6DIHW\�,QWHJULW\�/HYHO�(YDOXDWLRQ��,QVWUXPHQW�6RFLHW\�RI�$PHULFD�
5HVHDUFK�7ULDQJOH�3DUN��0D\������

����5RXYUR\H� -�/��� +RXWHUPDQV� 0�-�0��� %URPEDFKHU� $�&��� 6\VWHPDWLF� )DLOXUHV� LQ
6DIHW\�6\VWHPV��6RPH�REVHUYDWLRQV�RQ�WKH�,6$�6���VWDQGDUG��3URFHHGLQJV�,6$�
7(&+�����,QVWUXPHQW�6RFLHW\�RI�$PHULFD��&KLFDJR������

����$SRVWRODNLV�� *��� 0RLHQL�� 3��� �7KH� )RXQGDWLRQ� RI� 0RGHOV� RI� 'HSHQGHQFH� LQ
3UREDELOLVWLF�6DIHW\�$VVHVVPHQW���5HOLDELOLW\�(QJLQHHULQJ����� �����������SS������
���

����0RVOHK��$����&RPPRQ�&DXVH�)DLOXUHV��$Q�$QDO\VLV�0HWKRGRORJ\�DQG�([DPSOHV��
5HOLDELOLW\�(QJLQHHULQJ�DQG�6\VWHP�6DIHW\��6SHFLDO�,VVXH������������SS���������
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����0RVOHK�� $��� 6LX�� 1��� �$� 0XOWL�SDUDPHWHU�� (YHQW�EDVHG� &RPPRQ� &DXVH� )DLOXUH
0RGHO��� 7UDQV�� �WK� ,QWHUQDWLRQDO�&RQIHUHQFH� RI� 6WUXFWXUDO�0HFKDQLFV� LQ�5HDFWRU
7HFKQRORJ\��YRO��0��/DXVDQQH��6ZLW]HUODQG��$XJXVW������

����+RXWHUPDQV�0�-�0���%URPEDFKHU�$�&���$XWRPDWHG�6DIHW\�DQG�8SWLPH�$QDO\VLV�RI
6DIHW\� ,QVWUXPHQWHG�6\VWHPV��3URFHHGLQJV� ,6$�7(&+����� ,QVWUXPHQW�6RFLHW\�RI
$PHULFD��&KLFDJR������

����%URPEDFKHU�$�&���0,5��&RYHULQJ�QRQ�WHFKQLFDO� DVSHFWV� RI� ,(&��������(OVHYLHU�
5HOLDELOLW\�(QJLQHHULQJ�DQG�6\VWHP�6DIHW\��6SHFLDO� ,VVXH��5HOLDELOLW\�&HUWLILFDWLRQ
RI�3URJUDPPDEOH�(OHFWURQLF�6\VWHPV��YRO������QR������1RYHPEHU�����

����,SSROLWR�/�0���:DOODFH�'�5���$�VWXG\�RQ�KD]DUG�DQDO\VLV�LQ�KLJK�LQWHJULW\�VRIWZDUH
VWDQGDUGV�DQG�JXLGHOLQHV��1,67�UHSRUW�1,67,5�������-DQXDU\�����

����5RXYUR\H�� -�/��� 5REXVW� 'HVLJQ� 7RROER[�� 5HIHUHQFH� 0DQXDO�� 9HUVLRQ� ����
(LQGKRYHQ�8QLYHUVLW\�RI�7HFKQRORJ\������

����5RXYUR\H��-�/���(QKDQFHG�0DUNRY�$QDO\VLV�DV�D�PHWKRG� WR�DVVHVV�VDIHW\� LQ� WKH
SURFHVV�LQGXVWU\��3K�'��7KHVLV��(LQGKRYHQ�8QLYHUVLW\�RI�7HFKQRORJ\��0D\�����
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$SSHQGL[�$� 5HOLDELOLW\�(YDOXDWLRQ

$����� 5HOLDELOLW\�5$06

7KH�UHDO�WLPH�DODUP�PDQDJHPHQW�V\VWHP��5$06��FDQ�EH�SDUW�RI� WKH�EDVLF�SURFHVV
FRQWURO�V\VWHP��%3&6��RU�WKH�VDIHW\�LQVWUXPHQWHG�V\VWHP��6,6���RU�FDQ�EH�D�FXVWRP
EXLOG�V\VWHP� WKDW�RSHUDWHV�DV�DQ� LQGHSHQGHQW�PRQLWRULQJ� OD\HU��7KH�5$06�V\VWHP
ZLOO�EH�LPSOHPHQWHG�DV�D�SURJUDPPDEOH�HOHFWURQLF�V\VWHP��3(6���$�3(6�LV�D�V\VWHP
EDVHG� RQ� RQH� RU� PRUH� SURJUDPPDEOH� HOHFWURQLF� GHYLFHV�� FRQQHFWHG� WR� �DQG
LQFOXGLQJ�� LQSXW� GHYLFHV� �H�J��� VHQVRUV�� DQG�RU� RXWSXW� GHYLFHV�ILQDO� HOHPHQWV� �H�J��
DFWXDWRUV��� IRU� WKH� SXUSRVH� RI� FRQWURO�� SURWHFWLRQ� RU� PRQLWRULQJ�� 7KH� WHUP� 3(6
LQFOXGHV� DOO� HOHPHQWV� LQ� WKH� V\VWHP�� LQFOXGLQJ� SRZHU� VXSSOLHV�� H[WHQGLQJ� IURP
VHQVRUV��RU�RWKHU�LQSXW�GHYLFHV��YLD�GDWD�KLJKZD\V�RU�RWKHU�FRPPXQLFDWLRQ�SDWKV��WR
WKH� DFWXDWRUV�� RU� RWKHU� RXWSXW� GHYLFHV� �VHQVRUV�RWKHU� LQSXW� GHYLFHV�� DQG
DFWXDWRUV�RWKHU�RXWSXW�GHYLFHV�DUH�WKHUHIRUH�LQFOXGHG�LQ�WKH�WHUP�>��@��7KH�SXUSRVH�RI
WKLV�VHFWLRQ�LV�WR�GHPRQVWUDWH�WKH�DSSURDFK�WR�FDOFXODWH�WKH�UHOLDELOLW\�RI�5$06��ZKLFK
LV� EDVHG�RQ� WKH� ,(&������� VWDQGDUG�� 7KLV� VWDQGDUG� DGGUHVVHV� IXQFWLRQDO� VDIHW\� RI
3(6V�XVHG� LQ�VDIHW\�UHODWHG�DSSOLFDWLRQV�DQG�VHWV�SHUIRUPDQFH�VWDQGDUGV� IRU� WKHVH
VDIHW\�UHODWHG� V\VWHPV� LQ� WHUPV� RI� 6DIHW\� ,QWHJULW\� /HYHOV� �6,/��� 7KHVH� 6,/� OHYHOV
UHSUHVHQW�GLVFUHWH�OHYHOV�RI�UHOLDELOLW\�GHSHQGLQJ�RQ�WKH�VHYHULW\�RI�WKH�SURFHVV�RU�WKH
HTXLSPHQW� XQGHU� FRQWURO� �(8&��� 7KHVH�6,/� OHYHOV� FDQ�DOVR� EH� XVHG� DV� D� UHOLDELOLW\
PHWULF� WR�FODVVLI\� WKH�PHDVXUHPHQWV�RI� WKH� ILHOG� LQIRUPDWLRQ�QHFHVVDU\� WR�PDNH� WKH
LQWHUSUHWDWLRQ�

$FFRUGLQJ� WR� ,(&� ������ WKHUH� DUH� WZR� NH\� DWWULEXWHV� FKDUDFWHUL]LQJ� WKH
SHUIRUPDQFH�RI�3(6V��QDPHO\��LWV�DELOLW\�WR�LPSOHPHQW�LWV�IXQFWLRQV��DQG�WKH�UHTXLUHG
6,/�DW�ZKLFK�WKHVH�IXQFWLRQV�QHHG�WR�EH�FDUULHG�RXW��7KH�VHOHFWLRQ�DQG�VSHFLILFDWLRQ
RI�D�3(6��WKHUHIRUH��VKRXOG�EH�JXLGHG�E\�WKH�UHVXOWV�RI�D�GHWDLOHG�H[DPLQDWLRQ�RI�WKH
SURFHVV�VDIHW\� IXQFWLRQDO�VSHFLILFDWLRQV�DQG�DQ�HYDOXDWLRQ�RI� WKH�SURFHVV� IXQFWLRQDO
LQWHJULW\�UHTXLUHPHQWV��7KH�SURFHVV�VDIHW\�IXQFWLRQDO�VSHFLILFDWLRQV�GLFWDWH�WKH�VDIHW\
IXQFWLRQV� WKDW� WKH�3(6�PXVW�SHUIRUP�XQGHU�VWDWHG�FLUFXPVWDQFHV�� ,Q� WKLV� WKHVLV� WKH
IXQFWLRQDO� UHTXLUHPHQWV� IRU� WKH�5$06�V\VWHP�DUH�GHULYHG�E\�')0� LQ� WKH� IRUPDW�RI
SULPH� LPSOLFDQWV� DQG� WKH� GLDJQRVWLF� NQRZOHGJH� EDVH�� 7KH� IXQFWLRQDO� LQWHJULW\
UHTXLUHPHQWV�VSHFLI\� WKH� OHYHO�RI�FRQILGHQFH��UHOLDELOLW\�DQG�DYDLODELOLW\�� WKHVH�VDIHW\
IXQFWLRQV�PXVW�EH�SHUIRUPHG� LQ� WKRVH�FLUFXPVWDQFHV�� ,W� LV�EH\RQG� WKH�VFRSH�RI� WKLV
WKHVLV�WR�H[SODLQ�KRZ�6,/�OHYHOV�VKRXOG�EH�GHWHUPLQHG�IRU�WKH�5$06�V\VWHPV��)RU�WKH
UHDGHU�ZKR�LV�LQWHUHVWHG��PRUH�JXLGDQFH�RQ�WKLV�WRSLF�IRU�VDIHW\�UHODWHG�V\VWHPV�FDQ
EH�IRXQG�LQ�SDUW���RI�,(&�������>��@�

7KH�IXQFWLRQDO�VSHFLILFDWLRQV�DQG�WKH�6,/�UHTXLUHPHQWV�RI�WKH�SURFHVV�PXVW�EH
PDWFKHG� E\� DSSURSULDWH� 3(6� GHVLJQ�� TXDOLW\� RI� LQVWDOODWLRQ�� DQG� RSHUDWLRQDO
SHUIRUPDQFH�� 7KH� IROORZLQJ� VHFWLRQV� DGGUHVV� GHVLJQ� FRQVLGHUDWLRQV� RQO\�� QDPHO\
KDUGZDUH�DUFKLWHFWXUH�DQG�UHOLDELOLW\��DQG�VRIWZDUH�TXDOLW\�DQG�GHSHQGDELOLW\�

$����� )XQFWLRQDO�6SHFLILFDWLRQV

7KH� IXQFWLRQDO� VSHFLILFDWLRQV� RI� WKH� 5$06� V\VWHP� GHILQH� WKH� UHOHYDQW� IXQFWLRQDO
SDUDPHWHUV� DVVLJQHG� WR� WKH� 3(6�� 6XFK� SDUDPHWHUV� LQFOXGH� WKH� ERXQGDULHV� RI� WKH
IXQFWLRQ�� LQWHUIDFHV� DQG� LQWHUDFWLRQV� ZLWK� RWKHU� V\VWHPV�� VHW�SRLQWV� DQG� WROHUDQFHV�
WKH�ORJLFDO�UHODWLRQVKLS�EHWZHHQ�GHWHFWLRQ�DQG�DFWXDWLRQ��LQ�WKLV�FDVH�WKH�SUHVHQWDWLRQ
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RI�WKH�DFWXDO�UHVXOWV���WKH�UHVSRQVH�WLPH�RI�WKH�RYHUDOO�IXQFWLRQ�DQG�WKH�WLPH�EHWZHHQ
SHULRGLF�XSGDWHV��7KH�IXQFWLRQDO�VSHFLILFDWLRQ�IRU�WKH�5$06�V\VWHP�LV�GHWHUPLQHG�E\
WKH�GLDJQRVWLF�GDWDEDVH�GHULYHG�XVLQJ�')0��&KDUDFWHULVWLFV� OLNH� WKH�VHW� SRLQWV�DQG
WROHUDQFHV�� DQG� WLPH� EHWZHHQ� SHULRGLF� XSGDWHV� DUH� GHWHUPLQHG� E\� SURFHVV� VDIHW\
FKDUDFWHULVWLFV�DQG�WKH�SURFHVV�VDIHW\�WLPH�UHVSHFWLYHO\�

$����� ,QWHJULW\�6SHFLILFDWLRQ

4XDQWLWDWLYH� GHILQLWLRQV� RI� 6DIHW\� ,QWHJULW\� /HYHOV� �6,/�� DUH� JLYHQ� LQ� ,6$�63���� DQG
,(&������� >���� ��@�� (DFK�6,/� FRUUHVSRQGV� WR� WKH� UDQJH�RI� SUREDELOLW\� RI� IDLOXUH� RQ
GHPDQG��7KH�,(&�������GHILQLWLRQV�DUH�OLVWHG�LQ�7DEOH�����7KH�GHVLJQ�DVSHFWV�RI�WKH
3(6� LQFOXGH� WKH� RYHUDOO� KDUGZDUH� DQG� VRIWZDUH� DUFKLWHFWXUH� �VHQVRUV�� DFWXDWRUV�
SURJUDPPDEOH� HOHFWURQLFV�� HPEHGGHG� VRIWZDUH�� DSSOLFDWLRQ� VRIWZDUH�� HWF��� WKDW
VDWLVILHV� VDIHW\� LQWHJULW\� UHTXLUHPHQWV� HVWDEOLVKHG� E\� H[LVWLQJ� VWDQGDUGV� DQG� WKH
SURFHVV�KD]DUG�DQDO\VLV�DQG�ULVN�DVVHVVPHQW��7R�DFKLHYH�KDUGZDUH�DQG�V\VWHPDWLF
VDIHW\� LQWHJULW\�� WKH� RYHUDOO� SURFHVV� IRU� WKH� VHOHFWLRQ� RI� D� VDIHW\�UHODWHG� 3(6� RI
SUHGHWHUPLQHG�6,/�VKRXOG�LQFOXGH�WKH�IROORZLQJ�HOHPHQWV�

�� $UFKLWHFWXUH�PRGHOLQJ�

�� +DUGZDUH�IDLOXUH�PRGHV�DQG�IDLOXUH�UDWHV�

�� 6\VWHPDWLF�)DLOXUH�PRGHV�

�� 5HOLDELOLW\�PRGHOLQJ�

�� 5HOLDELOLW\�HYDOXDWLRQ�

7DEOH�����6DIHW\�,QWHJULW\�/HYHOV�>��@

6DIHW\�,QWHJULW\�/HYHO��6,/���� 3UREDELOLW\

� !������������

� !������������

� !������������

� !������������

$����� $UFKLWHFWXUH�0RGHOLQJ

7KH�DUFKLWHFWXUH�SHUWDLQV�WR�WKH�FRQILJXUDWLRQ�RI�KDUGZDUH�DQG�VRIWZDUH�HOHPHQWV�RI
WKH� 3(6�� 7\SLFDO� DUFKLWHFWXUHV� DUH� IRU� H[DPSOH� VLQJOH�� GXDO�� WULSOH�FKDQQHO
DUFKLWHFWXUH���RR���RQH�RXW�RI�WZR����RR����RR��ORJLF��VHH�)LJXUH�����ZKHUH�;�RXW�RI�
<� UHSUHVHQWV� YRWLQJ� DQG� UHGXQGDQF\� FKDUDFWHULVWLFV�� 7KH� <� UHSUHVHQWV� WKH
UHGXQGDQF\� RI� WKH� IXQFWLRQ� FDUULHG� RXW� E\� WKH� 3(6�� 7KH� ;� UHSUHVHQWV� WKH� YRWLQJ
DVSHFW��)RU�H[DPSOH���RR��PHDQV�WKDW�WKH�IXQFWLRQ�LV�FDUULHG�RXW�WKUHH�WLPHV��7KH��
PHDQV�WKDW�DW�OHDVW���RXW�RI���FKDQQHOV�QHHG�WR�EH�IXQFWLRQLQJ�FRUUHFWO\�LQ�RUGHU�WR�EH
DEOH� WR� FDUU\� RXW� WKH� IXQFWLRQ�� 7KH� UHVXOW� RI� HDFK� IXQFWLRQ� LV� YRWHG� RQ� DPRQJ� WKH
FKDQQHOV�

$UFKLWHFWXUH�PRGHOLQJ�DGGUHVVHV� WKH�GHYHORSPHQW�RI�D�GHWDLOHG�EORFN�GLDJUDP
RI�WKH�3(6�LGHQWLI\LQJ�HDFK�VXEV\VWHP�DQG�WKH�LQWHUFRQQHFWLRQV�UHODWHG�WR�WKH�VDIHW\

��������������������������������������������
���6,/�OHYHO���GRHV�QRW�H[LVW�ZLWKLQ�WKH�IUDPHZRUN�RI�$16,�,6$�6�����������>��@
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IXQFWLRQ� XQGHU� FRQVLGHUDWLRQ�� 'HSHQGLQJ� RQ� WKH� DYDLODELOLW\� RI� IDLOXUH� GDWD� DQG
DSSURSULDWH� DQDO\WLFDO� WRROV� WKH� PRGHO� PD\� H[WHQG� WR� D� GHWDLOHG� UHSUHVHQWDWLRQ� RI
HDFK�KDUGZDUH�VXEV\VWHP��LGHQWLI\LQJ�HDFK�FRPSRQHQW�RU�JURXS�RI�FRPSRQHQWV�DQG
WKH�LQWHUFRQQHFWLRQV�EHWZHHQ�WKHP�

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

2XWSXW��
/RJLF�
6ROYHU��

,QSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

,QSXW��
/RJLF�
6ROYHU��

2XWSXW��

�RR�

�RR�

�RR�

�RR�

)LJXUH�����([DPSOH�$UFKLWHFWXUHV�3URJUDPPDEOH�(OHFWURQLF�6\VWHPV

$����� +DUGZDUH�)DLOXUH�0RGHV�DQG�)DLOXUH�5DWHV

7KH�REMHFWLYH�DW� WKLV�VWDJH� LV� WR� LGHQWLI\� WKH�SRVVLEOH� IDLOXUHV�RI� WKH�HOHPHQWV�RI� WKH
RYHUDOO� KDUGZDUH�DUFKLWHFWXUH� WKDW� FDUU\�RXW� HDFK� VHSDUDWH� IXQFWLRQ��7KH� IDLOXUHV�RI
WKH�3(6�DUH�DGGUHVVHG�LQ�WHUPV�RI�WKH�FRQQHFWLRQ�DQG�LQWHUDFWLRQ�RI�LWV�FRPSRQHQWV
DQG� VXEV\VWHPV�� )DLOXUH� 0RGHV� DQG� (IIHFWV� $QDO\VLV� �)0($�� LV� DQ� DSSURSULDWH
PHWKRG�WR�LGHQWLI\�DQG�HYDOXDWH�WKH�GLIIHUHQW�IDLOXUH�PRGHV�DQG�FDXVHV�RI�WKH�V\VWHP�
)0($�WDEXODWHV�WKH�DFWLRQV�WR�EH�WDNHQ�WR�HOLPLQDWH�RU�UHGXFH�V\VWHP�IDLOXUHV��DQG
GRFXPHQWV� WKH� IXQFWLRQ� XQGHU� FRQVLGHUDWLRQ�� 5DQGRP� IDLOXUHV� DUH� LGHQWLILHG� DQG
IDLOXUH�UDWHV�DUH�WDEXODWHG�IRU�HDFK�FRPSRQHQW�LQFOXGHG�LQ�WKH�PRGHOHG�DUFKLWHFWXUH�



���

$�OLVW�RI�W\SLFDO�IDLOXUH�PRGHV�WKDW�QHHG�WR�EH�DGGUHVVHG�IRU�SURJUDPPDEOH�HOHFWURQLF
V\VWHPV� LV� SUHVHQWHG� LQ� 7DEOH� ���� 7KH� OLVW� RI� SRVVLEOH� IDLOXUH� PRGHV� VKRXOG� DOVR
LQFOXGHV� FRPPRQ� FDXVH� IDLOXUHV�� L�H��� IDLOXUHV�� ZKLFK� UHVXOW� IURP� HYHQWV� FDXVLQJ
VLPXOWDQHRXV�RU� FRLQFLGHQW� IDLOXUHV� RI� WZR� RU�PRUH� VHSDUDWH� FKDQQHOV� LQ� D�PXOWLSOH
FKDQQHO�V\VWHP��OHDGLQJ�WR�V\VWHP�IDLOXUH�

7DEOH�����2YHUYLHZ�RI�W\SLFDO�IDLOXUH�PRGHV�>��@

� &RPSRQHQW � )DLOXUH�PRGHV�WR�FRQVLGHU
&38
�� 5HJLVWHU��LQWHUQDO�5$0 �� '&�PRGHO�IRU�GDWD�DQG�DGGUHVVHV�

�� '\QDPLF�FURVV�RYHU�IRU�PHPRU\�FHOOV�
�� 1R��ZURQJ�RU�PXOWLSOH�DGGUHVVLQJ

�� &RGLQJ�DQG�H[HFXWLRQ
LQFOXGLQJ�IODJ�UHJLVWHU

�� 1R�GHILQLWH�IDLOXUH�DVVXPSWLRQ

�� $GGUHVV�FDOFXODWLRQ �� 1R�GHILQLWH�IDLOXUH�DVVXPSWLRQ
�� 3URJUDP�FRXQWHU��VWDFN

SRLQWHU
�� '&�PRGHO

%XV
�� *HQHUDO �� 7LPH�RXW
�� 0HPRU\�PDQDJHPHQW�XQLW �� :URQJ�DGGUHVV�GHFRGLQJ
�� 'LUHFW�PHPRU\�DFFHVV �� $OO�IDXOWV�ZKLFK�DIIHFW�GDWD�LQ�WKH�PHPRU\�

�� :URQJ�GDWD�RU�DGGUHVVHV�
�� :URQJ�DFFHVV�WLPH

�� %XV�DUELWUDWLRQ �� 1R�RU�FRQWLQXRXV�RU�ZURQJ�DUELWUDWLRQ
�� ,QWHUUXSW�KDQGOLQJ �� 1R�RU�FRQWLQXRXV�LQWHUUXSWV�

�� &URVV�RYHU�RI�LQWHUUXSWV
�&ORFN��4XDUW]� �� 6XE��RU�VXSHU�KDUPRQLF
�,QYDULDEOH�PHPRU\ �� $OO�IDXOWV�ZKLFK�DIIHFW�GDWD�LQ�WKH�PHPRU\
�9DULDEOH�PHPRU\ �� '&�PRGHO�IRU�GDWD�DQG�DGGUHVVHV�G\QDPLF�FURVV�

RYHU�IRU�PHPRU\�FHOOV�
�� 1R��ZURQJ�RU�PXOWLSOH�DGGUHVVLQJ

�'LVFUHWH�KDUGZDUH
�� 'LJLWDO�,�2 �� '&�PRGHO�

�� 'ULIW�DQG�RVFLOODWLRQ
�� $QDORJXH�,�2 �� '&�PRGHO�

�� 'ULIW�DQG�RVFLOODWLRQ
�� 3RZHU�VXSSO\ �� '&�PRGHO�

�� 'ULIW�DQG�RVFLOODWLRQ
�&RPPXQLFDWLRQ�DQG�PDVV
VWRUDJH

�� $OO�IDXOWV�ZKLFK�DIIHFW�GDWD�LQ�WKH�PHPRU\�
�� :URQJ�GDWD�RU�DGGUHVVHV�
�� :URQJ�WUDQVPLVVLRQ�WLPH�
�� :URQJ�WUDQVPLVVLRQ�VHTXHQFH

�(OHFWURPHFKDQLFDO�GHYLFHV �� 'RHV�QRW�HQHUJL]H�RU�GHHQHUJL]H�
�� ,QGLYLGXDO�FRQWDFWV�ZHOGHG��QR�SRVLWLYH�JXLGDQFH

RI�FRQWDFWV�
�� 1R�SRVLWLYH�RSHQLQJ

�6HQVRUV �� '&�PRGHO�
�� 'ULIW�DQG�RVFLOODWLRQ

7KH�V\VWHP�IDLOXUHV�DUH�GLVFULPLQDWHG�LQWR�GHWHFWHG�RU�XQGHWHFWHG�WKURXJK�GLDJQRVWLF
FRYHUDJH��)RU�HDFK�VXEV\VWHP�LGHQWLILHG�LQ�WKH�EORFN�GLDJUDP�LW�LV�SRVVLEOH�WR�GLYLGH
WKH�IDLOXUH�PRGHV�RQ�VXE�V\VWHP�OHYHO�DV�

�� 6DIH�'HWHFWHG

�� 6DIH�8QGHWHFWHG
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�� 'DQJHURXV�'HWHFWHG

�� 'DQJHURXV�8QGHWHFWHG

+DUGZDUH�VRIWZDUH� GLDJQRVWLF� IXQFWLRQV� DUH� XVHG� WR� WURXEOHVKRRW� DQG� LGHQWLI\
KDUGZDUH� RU� VRIWZDUH�PDOIXQFWLRQV� RI� WKH� 3(6� RQ� D� FRQWLQXRXV� RQ�OLQH� �GLDJQRVWLF
WHVW�� RU� SHULRGLF� RII�OLQH� �SURRI� WHVW�� EDVLV�� 'LDJQRVWLF� FRYHUDJH� FKDUDFWHUL]HV� WKH
TXDOLW\� RI� WKH� GLDJQRVWLF� SURJUDPV�� ,W� LV� H[SUHVVHG� TXDQWLWDWLYHO\� DV� WKH� UDWLR� RI
GHWHFWDEOH�IDXOWV�WR�WKH�WRWDO�QXPEHU�RI�IDXOWV�WKDW�PD\�EH�KLGGHQ�ZLWKLQ�WKH�3(6�DQG
UHQGHU� LW� LQRSHUDEOH� ZKHQ� LW� LV� UHTXLUHG� WR� SHUIRUP� VDIHW\� IXQFWLRQV�� 7KH� WHUP
GLDJQRVWLF�FRYHUDJH� LV�XVHG�WR�GHVFULEH� WKH� IUDFWLRQDO�GHFUHDVH� LQ� WKH�SUREDELOLW\�RI
VDIH�DQG�GDQJHURXV�KDUGZDUH�IDLOXUHV��UHVXOWLQJ�IURP�WKH�RSHUDWLRQ�RI�WKH�GLDJQRVWLF
WHVWV�

7KH�RYHUDOO�V\VWHP�IDLOXUH�LV�D�IXQFWLRQ�RI�WKH�IDLOXUHV�RI�LWV�FRPSRQHQWV��7DEOH��
SURYLGHV�D�VKRUW�OLVW�RI�UDQGRP�IDLOXUHV�UDWHV��L�H���IDLOXUHV�RFFXUULQJ�DW�UDQGRP�WLPHV
DQG� UHVXOWLQJ� IURP� GHJUDGDWLRQ� LQ� WKH� KDUGZDUH�� RI� WKH� W\SLFDO� 3(6� FRPSRQHQWV�
7KHVH� ILJXUHV��SUHVHQWHG� LQ� WHUPV�RI� UDQJHV�RI�D� ORZ��DYHUDJH�DQG�KLJK�YDOXH��FDQ
RQO\�EH�XVHG�IRU�GHPRQVWUDWLRQ�UHDVRQV�DQG�GR�QRW�UHIOHFW�IDLOXUH�UDWHV�VXSSRUWHG�E\
ILHOG� GDWD�� 7KH\� UHSUHVHQW� FRQVHQVXV� UDWHV� XVHG� IRU� GHPRQVWUDWLYH� UHOLDELOLW\
TXDQWLILFDWLRQ�RI�ZLGHO\�XVHG�3(6�DUFKLWHFWXUHV�LQFOXGHG�LQ�WKH�,6$�7HFKQLFDO�5HSRUW
G75�������� >��@��)RU� WKH� UHOLDELOLW\�HYDOXDWLRQ�RI�DFWXDO�V\VWHPV��VLWH�VSHFLILF� IDLOXUH
UDWH� GDWD� DUH� SUHIHUUHG�� LI� DYDLODEOH�� ,I� WKLV� LV� QRW� SRVVLEOH�� WKHQ� JHQHULF� GDWD� IURP
FUHGLEOH�SXEOLVKHG�VRXUFHV�PD\�EH�XVHG�

7DEOH�����+DUGZDUH�)DLOXUH�5DWHV�>��@

,WHP )DLOXUHV�SHU�PLOOLRQ�KRXUV

5DQJH

0DLQ�3URFHVVRU�%RDUG��PHPRU\��EXV�ORJLF�

FRPPXQLFDWLRQ�

,�2�3URFHVVRU�DQG�RU�&RPPRQ�ORJLF�,�2�PRGXOH

6LQJOH�'LJLWDO�,QSXW�&LUFXLW

6LQJOH�'LJLWDO�2XWSXW�&LUFXLW

6LQJOH�$QDORJ�,QSXW�&LUFXLW

6LQJOH�$QDORJ�2XWSXW�&LUFXLW

(OHFWURPHFKDQLFDO�7LPHU

$QDORJ�7ULS�$PSOLILHU

3RZHU�VXSSO\

6HQVRU

�����
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$����� 6\VWHPDWLF�DQG�&RPPRQ�&DXVH�)DLOXUH�0RGHV

6\VWHPDWLF�IDLOXUHV�LQWURGXFHG�LQ�WKH�3(6�VDIHW\�UHTXLUHPHQWV�VSHFLILFDWLRQ�SKDVH��RU
LQ� WKH� GHVLJQ� DQG� PDQXIDFWXUH� VWDJHV� RI� WKH� KDUGZDUH�� RU� LQ� WKH� GHVLJQ�
LPSOHPHQWDWLRQ� DQG� WHVWLQJ� SKDVHV� RI� WKH� VRIWZDUH� QHHG� WR� EH� DQDO\]HG



���

V\VWHPDWLFDOO\� WR� GHWHUPLQH� DQ\� FRQWULEXWLRQ� WR� WKH� V\VWHP� XQUHOLDELOLW\�� 1RQ�
SUREDELOLVWLF�RU�TXDQWLWDWLYH�DVVHVVPHQW�RI�VHOHFWHG�GHVLJQ�IHDWXUHV�WKDW�FRQWURO�DQG
WROHUDWH�V\VWHPDWLF� IDLOXUHV� LQ�DFWXDO�RSHUDWLRQ��DQG�GHVLJQ�SURFHGXUHV� WKDW�SUHYHQW
WKH� LQWURGXFWLRQ� RI� V\VWHPDWLF� IDLOXUHV� GXULQJ� WKH� GHVLJQ� SURFHVV�� ([DPSOHV� RI
V\VWHPDWLF� IDLOXUHV� LQFOXGH�KXPDQ�HUURU� LQWURGXFHG� LQ� WKH�3(6�VDIHW\� UHTXLUHPHQWV
VSHFLILFDWLRQ�SKDVH��RU� LQ�WKH�GHVLJQ�DQG�PDQXIDFWXUH�VWDJHV�RI� WKH�KDUGZDUH��RU� LQ
WKH�GHVLJQ�� LPSOHPHQWDWLRQ�DQG� WHVWLQJ�SKDVHV� RI� WKH� VRIWZDUH��6\VWHPDWLF� IDLOXUHV
DUH� EHVW� DGGUHVVHG� WKURXJK� FRQWURO� GXULQJ� WKH� GHYHORSPHQW� SURFHVV�� 6\VWHPDWLF
IDLOXUHV�FDQ�DULVH�GXULQJ�DQ\�VWHS�LQ�WKH�SURGXFW�OLIHF\FOH��7ZR�GLIIHUHQW�VLWXDWLRQV�DUH
SRVVLEOH�WKDW�FDQ�WULJJHU�V\VWHPDWLF�IDLOXUHV�RYHU�WLPH�>��@��7KHUH�DUH

�� 6\VWHPDWLF� IDLOXUHV� WKDW� DUH� DOZD\V� SUHVHQW� LQ� WKH� V\VWHP� DQG� WKDW
ZLOO� EH� IRXQG� SURYLGHG� D� FHUWDLQ� VLWXDWLRQ� RFFXUV�� ,I� WKLV� VLWXDWLRQ
RFFXUV�GXULQJ�WHVWLQJ��DIWHU�SURGXFWLRQ�RU�GXULQJ�SURRI�WHVW�LQ�WKH�ILHOG�
WKH�IDLOXUH�ZLOO�EH�IRXQG�DQG�FDQ�EH�UHSDLUHG��,I�WKH�VLWXDWLRQ�GRHV�QRW
RFFXU�GXULQJ�WHVWLQJ�WKH�IDLOXUH�ZLOO�QHYHU�EH�IRXQG�DQG�WKXV�QHYHU�EH
UHSDLUHG�

�� ,QWHUPLWWHQW�V\VWHPDWLF�IDLOXUHV��)DLOXUHV�WKDW�RQO\�RFFXU�XQGHU�FHUWDLQ
FRQGLWLRQV�DQG�GLVDSSHDU�ZKHQ�WKH�FRQGLWLRQ�LV�QRW�SUHVHQW�DQ\PRUH�
)DLOXUHV�RI�WKLV�NLQG�DUH�YHU\�KDUG�WR�ILQG��EHFDXVH�LW�LV�GLIILFXOW�WR�ILQG
DQG�WR�UHSURGXFH�WKH�FRQGLWLRQV�WKDW�WULJJHUHG�WKH�IDLOXUH�

&RPPRQ� FDXVH� IDLOXUHV� RI� WKH� 3(6� FRPSRQHQWV� VKRXOG� EH� FRQVLGHUHG� DQG
TXDQWLILHG�� &RPPRQ� FDXVH� IDLOXUHV� DUH� WKH� UHVXOW� RI� H[WHUQDO� HYHQWV� WKDW� FDXVH
PXOWLSOH� FRPSRQHQWV� LQ� VHSDUDWH� FKDQQHOV� RI� D� UHGXQGDQW� V\VWHP� WR� IDLO�� WKXV
UHQGHULQJ� WKH�3(6�XQDEOH� WR�SHUIRUP� LWV� LQWHQGHG� IXQFWLRQ��7KH\�DUH�D� VXEFODVV�RI
V\VWHPDWLF� IDLOXUHV� DQG� XVXDOO\� UHIHU� WR� HQYLURQPHQWDO� FRQGLWLRQV� OLNH� WHPSHUDWXUH�
KXPLGLW\��HOHFWURPDJQHWLF�ILHOGV��IORRGLQJ��OLJKWLQJ��RU�YLEUDWLRQ��7KHUH�LV�FRQVLGHUDEOH
DPRXQW� RI� UHVHDUFK� LQ� WKH� PRGHOLQJ� DQG� TXDQWLILFDWLRQ� RI� FRPPRQ� FDXVH� IDLOXUHV
>��������@�� 7KH� ,(&� ������ VWDQGDUG� SURYLGHV� D� SUDFWLFDO� PHWKRGRORJ\� IRU� WKH
HYDOXDWLRQ� RI� FRPPRQ� FDXVH� IDLOXUHV� XVLQJ� WKH� E�IDFWRU� PRGHO�� 7KH� XVH� DQG
DSSOLFDWLRQ�RI�WKH�E�IDFWRU�PRGHO�LV�QRW�IXUWKHU�H[SODLQHG�LQ�WKLV�GRFXPHQW�

6RIWZDUH� IDLOXUHV� DUH� DOVR� FRQVLGHUHG� WR� EH� V\VWHPDWLF� IDLOXUHV�� 7KH\� FDQ� EH
LQWURGXFHG�GXULQJ�DQ\�SKDVH�RI� WKH�VRIWZDUH� OLIHF\FOH��6RIWZDUH�DQDO\VLV�VKRXOG�QRW
RQO\� IRFXV� WKH� DSSOLFDWLRQ� FRGH� EXW� DOVR� RQ� WKH� H[HFXWLYH� FRGH� �IRU� H[DPSOH� WKH
RSHUDWLQJ� V\VWHP���7KH�H[HFXWLYH� FRGH� LV� XVXDOO\� LJQRUHG�GXULQJ� VRIWZDUH�DQDO\VLV�
DV�D�XVHU�GRHV�QRW�KDYH�DFFHVV�WR�WKH�XQGHUO\LQJ�VRIWZDUH�OD\HUV��6R�IDU�WKH�VDIHW\
FRPPXQLW\�XVHV�WKLUG�SDUW\�HYDOXDWLRQ�WR�H[DPLQH�WKH�FRUUHFW�IXQFWLRQLQJ�RI�H[HFXWLYH
FRGH�� ,W� LV� FRPPRQ� LQ� WKH� FHUWLILFDWLRQ� LQGXVWU\� WR� XVH� D� FRPELQDWLRQ� RI� TXDOLW\
DVVXUDQFH�� YHULILFDWLRQ� DQG� YDOLGDWLRQ�� VRIWZDUH� FULWLFDOLW\� DQDO\VLV� DQG� VRIWZDUH
WHVWLQJ�WR�DGGUHVV�H[HFXWLYH�VRIWZDUH�LQ�3(6V�>��@�

7HFKQLTXHV� RI� VRIWZDUH� HYDOXDWLRQ� FDQ� EH� TXDQWLWDWLYH� RU� TXDOLWDWLYH�
0DWKHPDWLFDO� PRGHOV� IRU� VRIWZDUH� PRGHOLQJ� KDYH� EHHQ� WULHG� RQO\� RQ� YHU\� VPDOO
DSSOLFDWLRQV�� ,W� LV� QRW� FHUWDLQ� WKDW� WKH\� FDQ� UHDOLVWLFDOO\� DGGUHVV�DFWXDO� V\VWHPV��2Q
WKH�RWKHU�KDQG��DVVLJQLQJ�D�SUREDELOLW\�WR�D�VRIWZDUH�ORJLF�LV�EDVLFDOO\�PHDQLQJOHVV��LI
GHVLJQ�HUURUV�DUH�IRXQG��WKH\�VKRXOG�EH�IL[HG�UDWKHU�WKDQ�OHIW�LQ�WKH�FRGH�DQG�DVVLJQ�D
SUREDELOLW\��� >�@�� ,W� DSSHDUV� WKDW� WKH� FXUUHQW� VWDWH� RI� WKH� DUW� LQ� WHUPV� RI� VRIWZDUH
HYDOXDWLRQ�LV�OLPLWHG�WR�TXDOLWDWLYH��DOEHLW�V\VWHPDWLF�PHWKRGV�IURP�GHWDLOHG�VWUXFWXUHG
FKHFNOLVWV�WR�6RIWZDUH�6QHDN�$QDO\VLV�DQG�6RIWZDUH�)DXOW�7UHH�$QDO\VLV��6)7$���2Q
DSSOLFDWLRQ� OHYHO� WKH�')0�KDV�GHPRQVWUDWHG� LWVHOI�DV�D�YHU\�HIIHFWLYH�EXW�TXDOLWDWLYH



���

DQDO\VLV�WRRO�IRU�VRIWZDUH�>��������@��$V�LW�LV�GLIILFXOW�WR�TXDQWLWDWLYHO\�H[SUHVV�VRIWZDUH
UHOLDELOLW\�� DQ\� SDUWLFXODU� HYDOXDWLRQ� WHFKQLTXHV� DUH� QRW� LQFOXGHG� LQ� WKLV� GRFXPHQW�
1HYHUWKHOHVV� WKH� HIIHFW� RI� VRIWZDUH� UHOLDELOLW\� LV� GHPRQVWUDWHG� SDUDPHWULFDOO\� LQ� WKH
UHVXOWV�LQ�VHFWLRQ�����

$����� 5HOLDELOLW\�0RGHOLQJ

7KH�3(6�QHHGV�WR�EH�WUDQVODWHG�LQWR�D�UHOLDELOLW\�PRGHO�WKDW�UHSUHVHQWV�WKH�LQWHUDFWLRQ
RI�LWV�FRPSRQHQWV�DQG�VXEV\VWHPV��DV�ZHOO�DV�WKH�WUDQVLWLRQ�IURP�DQ�RSHUDWLRQDO�VWDWH
WR�D�SDUWLDOO\�RU�WRWDOO\�IDLOHG�VWDWH��RI�HLWKHU�VDIH�RU�GDQJHURXV�QDWXUH��7KH�IROORZLQJ
V\VWHP�VWDWHV�H[LVW�WKDW�FDQ�EH�WULJJHUHG�E\�DQ\�RI�WKH�VXE�V\VWHP�IDLOXUH�PRGHV�>��@�

�� 2SHUDWLRQDO�6WDWH�

�� 6DIH�VWDWH�

�� 'DQJHURXV�VWDWH�

�� ,QWHUPHGLDWH�VWDWH�

7KHVH�V\VWHP�VWDWHV�FDQ�EH�YHU\�ZHOO�GHPRQVWUDWHG�ZLWK�DQ�HPHUJHQF\�EUDNH�RI�D
WUDLQ��VHH�)LJXUH�����

�

6DIH�
6WDWH�

,QWHUPHGLDWH�
6WDWH�

'DQJHURXV�
6WDWH�

2SHUDWLRQDO�
6WDWH�

(PHUJHQF\�
%UDNH�

(PHUJHQF\�
%UDNH�

(PHUJHQF\�
%UDNH�

(PHUJHQF\�
%UDNH�

'�&�%�$�

)LJXUH�����3(6�6\VWHP�)DLOXUH�6WDWHV

$� 3(6� XVHG� IRU� VDIHW\� FDQ� IDLO� LQ� WZR� JHQHULF� PRGHV�� �)DLO� 6DIH�� DQG� �)DLO
'DQJHURXV��� � $� �)DLO� 6DIH�� PRGH� FDXVHV� WKH� SURFHVV� WR� WULS� ZKLOH� QR� XQGHUO\LQJ
GHYLDWLRQ� IURP� VDIH� SURFHVV� ERXQGDULHV� LV� SUHVHQW�� ,W� LV� D� QXLVDQFH� WULS�� $� �)DLO
'DQJHURXV��PRGH�GHVFULEHV� WKH�FRQGLWLRQ�RI� WKH�3(6�QRW�EHLQJ�DEOH� WR� UHVSRQG� WR
XSVHWV�RI�WKH�SURFHVV��,Q�VXFK�IDLOXUH�PRGH�RI�WKH�3(6��WKH�SURFHVV�ZLOO�FRQWLQXH�LWV
FRXUVH�DQG�PD\�HQWHU�D�GDQJHURXV�VWDWH��7KH�IDLOHG�3(6�LV�LQVHQVLWLYH�WR�WKLV�VWDWH�
WKHUHIRUH�WKLV�IDLOXUH�PRGH�LV�GDQJHURXV�

7DEOH����GHSLFWV�WKH�IUDFWLRQ�RI�WKH�WRWDO�IDLOXUH�UDWHV�RI�3(6�FRPSRQHQWV�WKDW�LV
DWWULEXWHG�WR��)DLO�6DIH��PRGH���7KHVH�ILJXUHV��DOVR��DUH�H[SUHVVHG�LQ�D�UDQJH�RI�ORZ�
DYHUDJH��DQG�KLJK�YDOXHV�DQG�DUH�FKDUDFWHUL]HG�E\�WKH�VDPH�OLPLWDWLRQV�RI�YDOLGLW\��DV
WKRVH�LQ�7DEOH����
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7DEOH�����6DIH�)DLOXUH�0RGH�5DWLRV

,WHP ��6DIH�)DLOXUHV

5DQJH

0DLQ�3URFHVVRU�%RDUG

,�2�3URFHVVRU��&RPPRQ�ORJLF�,�2�PRGXOH

6LQJOH�'LJLWDO�,QSXW�&LUFXLW

6LQJOH�'LJLWDO�2XWSXW�&LUFXLW

6LQJOH�$QDORJ�,QSXW�&LUFXLW

6LQJOH�$QDORJ�2XWSXW�&LUFXLW

5HOD\��,QGXVWULDO�7\SH�

3RZHU�6XSSO\

6HQVRU
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5HOLDELOLW\� PRGHOLQJ� PHWKRGV� LQFOXGH� VLPXODWLRQ� WHFKQLTXHV�� UHOLDELOLW\� EORFN
GLDJUDPV�� IDXOW� WUHH� DQDO\VLV�� DQG� 0DUNRY� PRGHOLQJ�� 7KH� FRQYHUVLRQ� RI� WKH� 3(6
DUFKLWHFWXUH�LQWR�D�PDWKHPDWLFDO�PRGHO�IDFLOLWDWHV�WKH�TXDQWLILFDWLRQ�RI�WKH�UHOLDELOLW\�RI
WKH�3(6�DQG�LWV�6,/�FODVVLILFDWLRQ��7KH�DYDLODEOH�PHWKRGV�IRU�PDWKHPDWLFDO�PRGHOLQJ
KDYH�SUROLIHUDWHG�LQ�WKH�ODVW����\HDUV�DQG�FRYHU�D�ZLGH�UDQJH�RI�VRSKLVWLFDWLRQ�IURP
WKH�VLPSOHVW�WR�WKH�PRVW�FRPSOH[�WHFKQLTXHV��,Q�WHUPV�RI� LQFUHDVLQJ�FRPSOH[LW\�DQG
IOH[LELOLW\� WKH� OLVW� RI� PHWKRGV� LQFOXGHV� 5HOLDELOLW\� %ORFN� 'LDJUDPV�� )DXOW� 7UHHV�
'\QDPLF�)DXOW� 7UHHV��0DUNRY�0RGHOV��+\EULG�+LHUDUFKLFDO�0RGHOV�� DQG�6LPXODWLRQ�
0RGHUQ� VRIWZDUH� SDFNDJHV� PDNH� LW� SRVVLEOH� IRU� WKH� QRYLFH� DQDO\VW� WR� XVH� WKH
PDWKHPDWLFDO�FRPSOH[�WHFKQLTXHV�DV�HDV\�DV�WKH�OHVV�FRPSOH[�WHFKQLTXHV�

$����� 5HOLDELOLW\�(YDOXDWLRQ

5HOLDELOLW\� HYDOXDWLRQ� GHDOV� ZLWK� WKH� TXDQWLILFDWLRQ� RI� WKH� VHOHFWHG� 3(6� UHOLDELOLW\
PRGHO��,QWURGXFWLRQ�RI�WKH�FRPSRQHQW�DQG�VXEV\VWHP�IDLOXUH�UDWHV�DQG�SUREDELOLWLHV�LQ
WKH�PRGHO�DQG�QXPHULFDO�PDQLSXODWLRQ�RI�WKH�PRGHO�JHQHUDWHV�FKDUDFWHULVWLF�UHOLDELOLW\
FXUYHV� DV� D� IXQFWLRQ� RI� WLPH�� RU� LQVSHFWLRQ� DQG� WHVWLQJ� LQWHUYDO�� 7KH� FRPSDULVRQ� RI
WKHVH� RXWSXW� UHOLDELOLW\� FXUYHV�ZLWK� WKH� VDIHW\� LQWHJULW\� UHTXLUHPHQWV� RI� WKH� SURFHVV
OHDGV� WR� WKH�DFFHSWDQFH�RU� UHMHFWLRQ�RI�VSHFLILF�3(6�DUFKLWHFWXUH�DQG�FRQILJXUDWLRQ�
)LJXUH� ��� DQG� )LJXUH� ��� GHPRQVWUDWH� WZR� UHOLDELOLW\� FXUYHV� WKDW� UHVXOW� IURP� WKH
UHOLDELOLW\� HYDOXDWLRQ�� )LJXUH� ��� GHPRQVWUDWHV� WKH� ³FODVVLFDO´� DQG� WKH� ³LQLWLDO
SUREDELOLW\´�PRGHO��7KH�GLIIHUHQFH�OD\V�LQ�WKH�ZD\�V\VWHPDWLF�IDLOXUHV�DUH�WUHDWHG��VHH
VHFWLRQ������ZKHQ�FUHDWLQJ�WKH�UHOLDELOLW\�PRGHO��7KH�LQLWLDO�SUREDELOLW\�PRGHO�WDNHV�LQWR
DFFRXQW� V\VWHPDWLF� IDLOXUHV� WKDW� H[LVW� LQ� WKH� 3(6� IURP� WKH� EHJLQQLQJ� RI� RSHUDWLRQ�
+HQFH�� DW� WLPH� ]HUR� WKH� LQLWLDO� SUREDELOLW\� FXUYH� VWDUWV� ZLWK� LQ� LQLWLDO� SUREDELOLW\� RI
IDLOXUH��)LJXUH����DOVR�GHPRQVWUDWHV�WKH�SUREDELOLW\�RI�IDLOXUH�RQ�GHPDQG�EXW�WKLV�WLPH
WDNLQJ�LQWR�DFFRXQW�WKH�HIIHFWV�RI�SHULRGLF�SURRI�WHVWV��(DFK�WLPH�D�SURRI�WHVW�LV�FDUULHG
RXW�WKH�SUREDELOLW\�RI�IDLOXUH�GHFUHDVHV�GHSHQGLQJ�RQ�WKH�FRYHUDJH�RI�WKH�SURRI�WHVW�
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)LJXUH�����3UREDELOLW\�RI�)DLOXUH�RQ�'HPDQG

)LJXUH�����3UREDELOLW\�RI�)DLOXUH�RQ�'HPDQG�ZLWK�3HULRGLF�3URRI�7HVW�,QWHUYDOV

$����� ,QIOXHQFH�RI�GHVLJQ�SDUDPHWHUV�RQ�WKH�SHUIRUPDQFH�RI�3(6

7KH� SXUSRVH� RI� WKLV� VHFWLRQ� LV� WR� GHPRQVWUDWH� WR� WKH� XVHU� WKH� LQIOXHQFH� RI� GHVLJQ
SDUDPHWHUV� RQ� WKH� SHUIRUPDQFH� RI� 3(6� LQ� WHUPV� RI� WKH� SUREDELOLW\� RI� IDLOXUH� RQ
GHPDQG�DQG�SUREDELOLW\�RI� IDLO�VDIH��7KH� IUDPHZRUN�RXWOLQHG� LQ�VHFWLRQ��� LV�XVHG� WR
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PDNH�WKH�QHFHVVDU\�PRGHOV�DQG�FDOFXODWLRQV��7KH�DUFKLWHFWXUHV�LQ�)LJXUH���DUH�XVHG
WR�GHPRQVWUDWH�WKH�GLIIHUHQW�HYDOXDWLRQV�

$��� (YDOXDWLRQV

$�0DUNRY�PRGHO�KDV�EHHQ�FUHDWHG�IRU�DOO�DUFKLWHFWXUHV��7KHVH�0DUNRY�PRGHOV�KDYH
EHHQ�TXDQWLILHG� XVLQJ� WKH� GDWD� SUHVHQWHG� LQ� 7DEOH� ���� D� FDOFXODWLRQ� HQJLQH� EXLOW� LQ
0DWODE�DQG�D�7RROER[�>��@�GHYHORSHG�DW�(LQGKRYHQ�8QLYHUVLW\�RI�7HFKQRORJ\��,Q�WRWDO
��GLIIHUHQW�VLWXDWLRQV�KDYH�EHHQ�HYDOXDWHG��HDFK�IRU�D�QXPEHU�RI�FDVHV��7KH�IROORZLQJ
VHFWLRQV� UHSUHVHQW� WKH� UHVXOWV� RI� WKHVH� DQDO\VHV�� ,Q� QHHGV� WR� EH� SRLQWHG� RXW� WKDW
WKHVH� UHVXOWV� RQO\� FRXQW� IRU� WKHVH� DUFKLWHFWXUHV�� XVLQJ� WKHVH� DVVXPSWLRQV�� 7KH
SHUIRUPDQFH�RI�DFWXDO�VDIHW\�V\VWHPV� LV�D�UHVXOW�RI� WKH� LQWHUDFWLRQ�RI�DOO�SDUDPHWHUV
SUHVHQWHG�KHUH��7KLV�VHFWLRQ�SUHVHQWV�RQO\�WKH�HIIHFW�ZKHQ�FKDQJLQJ�RQH�SDUDPHWHU
ZKLOH�WKH�RWKHU�SDUDPHWHUV�UHPDLQ�FRQVWDQW��,W�LV�QRW�UHFRPPHQGHG�WR�JHQHUDOL]H�WKH
UHVXOWV��6DIHW\�QHHGV�WR�EH�DGGUHVVHG�RQ�D�FDVH�E\�FDVH�EDVLV�

7DEOH�����5HOLDELOLW\�GDWD�>��@

&RPSRQHQW )DLOXUH�UDWH ��6DIH�IDLOXUHV ��'LDJQRVWLF�FRYHUDJH

6HQVRU ��(�� �� ��

/RJLF ��(�� �� ��

$FWXDWRU ��(�� �� ��

6RIWZDUH ���(�� �� �

)XQFWLRQDO�IDLOXUHV ���(�� �� �

$����� (YDOXDWLRQ�±�,QIOXHQFH�RI�KDUGZDUH��FRPPRQ�FDXVH��IXQFWLRQDO�

DQG�RU�VRIWZDUH�IDLOXUHV

7KH�SXUSRVH�RI�WKLV�HYDOXDWLRQ�LV�WR�VKRZ�WKH�LPSRUWDQFH�RI�LQFOXGLQJ�DOO�DVSHFWV�WKDW
GHWHUPLQH� WKH� SUREDELOLW\� RI� IDLOXUH�� 7KUHH� GLIIHUHQW� FDVHV� KDYH� EHHQ� FDUULHG� RXW�
&DVH� �� FDOFXODWHG� RQO\� UDQGRP� KDUGZDUH� IDLOXUHV�� &DVH� �� FDOFXODWHG� UDQGRP
KDUGZDUH�IDLOXUHV�DQG�FRPPRQ�FDXVH� IDLOXUHV��&DVH���FDOFXODWHG�UDQGRP�KDUGZDUH
IDLOXUHV��FRPPRQ�FDXVH�IDLOXUHV��IXQFWLRQDO�IDLOXUHV��DQG�VRIWZDUH�IDLOXUHV�

7KH�UHVXOWV�DUH�SUHVHQWHG�)LJXUH�����,QFOXGLQJ��RU�H[FOXGLQJ��WKHVH�SDUDPHWHUV
FDQ�PHDQ�D� IDFWRU� RI� ���RU�PRUH� GLIIHUHQFH�ZLWKLQ� WKH� VDPH�DUFKLWHFWXUH�� 7KH� ,(&
������ VWDQGDUG� GRHV� QRW� UHTXLUH� IRU� H[DPSOH� WR� PRGHO� IXQFWLRQDO� DQG� VRIWZDUH
IDLOXUHV��,Q�WHUPV�RI�WKLV�VWDQGDUG�WKLV�FRXOG�PHDQ�RQH�6,/�OHYHO�RI�GLIIHUHQFH�RU�PRUH�
,Q� SUDFWLFH� WKH� LPSDFW� RI� WKHVH� IDLOXUHV� VKRXOG� EH� H[DPLQHG� DQG� DGGUHVVHG
DFFRUGLQJO\�
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3)'�LQ�UHODWLRQ�WR�&&��))��6:
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1R�&&��))��6:

: LWK�&&��1R�))��6:

: LWK�&&��))��6:

3)6�LQ�UHODWLRQ�WR�&&��))��6:
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1R�&&��))��6:

: LWK�&&��1R�))��6:

: LWK�&&��))��6:

)LJXUH�����,QIOXHQFH�RI�&RPPRQ�&DXVH��)XQFWLRQDO��DQG�6RIWZDUH�IDLOXUHV

$����� (YDOXDWLRQ�±�,QIOXHQFH�RI�WKH�VDIH�UDWLR

7KH�SXUSRVH�RI�WKLV�HYDOXDWLRQ�LV�WR�VKRZ�WKH�LQIOXHQFH�RI�³)DLO�6DIH´�GHVLJQ��$�ORW�RI
WKH�HTXLSPHQW�XVHG�IRU�VDIHW\�QRZDGD\V�LV�IDLO�VDIH��$OVR�WKH�VDIHW\�ORRS�LWVHOI�FDQ�EH
GHVLJQHG�WR�IROORZ�WKH�IDLO�VDIH�SULQFLSOH��6HYHQ�GLIIHUHQW�FDVHV�KDYH�EHHQ�FDUULHG�RXW
ZKHUH�WKH���RI�VDIH�IDLOXUHV�IRU�DOO�FRPSRQHQWV�KDV�EHHQ�YDULHG�IURP��������������
���������������XS�WR������

7KH�UHVXOWV�DUH�SUHVHQWHG�LQ�)LJXUH�����7KH�FDOFXODWHG�YDOXHV�FDQ�HDVLO\�GLIIHU�D
IDFWRU� RI� �������� ZLWKLQ� WKH� VDPH� DUFKLWHFWXUH�� )DLO�VDIH� GHVLJQV� LPSURYH� VDIHW\
�ORZHU�3)'��EXW�LQFUHDVH�DOVR�WKH�QXPEHU�RI�VSXULRXV�WULSV��ZKLFK�PHDQV�VKXWGRZQV
DQG� VWDUWXSV��� 7KH� 3)6� YDOXHV� IRU� WKH� �RR�� DQG� �RR�� DUFKLWHFWXUH� DUH� PRUH
VXVFHSWLEOH�WR�WKH�IDLO�VDIH�GHVLJQ�
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3)'�LQ�UHODWLRQ�WR�� �RI�VDIH�IDLOXUHV
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3)6�LQ�UHODWLRQ�WR�� �RI�VDIH�IDLOXUHV
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)LJXUH�����,QIOXHQFH�RI�WKH�6DIH�)DLOXUH�5DWLR

$����� (YDOXDWLRQ�±�,QIOXHQFH�RI�WKH�FRPPRQ�FDXVH�IDFWRU

7KH�SXUSRVH�RI�WKLV�HYDOXDWLRQ�LV�WR�VKRZ�WKH�LQIOXHQFH�RI�WKH�FRPPRQ�FDXVH�RQ�WKH
SHUIRUPDQFH� RI� WKH� GHVLJQ�� )XQFWLRQDO� RU� GHVLJQ� IDLOXUHV� DQG� VRIWZDUH� IDLOXUHV� DUH
DFWXDOO\� DOVR� FRPPRQ� FDXVH� IDLOXUHV�� %XW� VLQFH�ZH� FDQ� FODVVLI\� WKHVH� IDLOXUHV� LQ� D
VHSDUDWH� FDWHJRU\� WKH\� DUH� PRGHOHG� VHSDUDWHO\�� $OO� RWKHU� FDXVHV� �PDLQO\
HQYLURQPHQWDO��WKDW�FDQ�OHDG�WR�D�FRPPRQ�FDXVH�IDLOXUH�DUH�FDSWXUHG�E\�WKH�FRPPRQ
FDXVH�IDFWRU��'HSHQGLQJ�RQ�WKH�QXPEHU�RI�UHGXQGDQW�FRPSRQHQWV�EHWD�IDFWRUV�KDYH
EHHQ� LQWURGXFHG�� 7KH� IDFWRU� E�� PHDQV� WKDW� �� FRPSRQHQWV� RI� WKH� VDPH� NLQG� IDLO
VLPXOWDQHRXVO\��E��PHDQV���FRPSRQHQWV�DQG�E��PHDQV���FRPSRQHQWV�IDLOLQJ�DW�WKH
VDPH�WLPH�

7KH�UHVXOWV�DUH�SUHVHQWHG�LQ�)LJXUH�����7KH�PRUH�UHGXQGDQW�WKH�DUFKLWHFWXUH�WKH
PRUH�VXVFHSWLEOH� WKH�GHVLJQ� LV� WR� FRPPRQ�FDXVH��%XLOGLQJ� LQ�GLYHUVLW\� LQ�KDUGZDUH
DQG�VRIWZDUH�FDQ�PDNH�WKHVH�GHVLJQV�OHVV�VXVFHSWLEOH�WR�FRPPRQ�FDXVH��&RPPRQ
FDXVH�LV�D�GRPLQDQW�IDFWRU��WKHUHIRUH�WKH�UHVXOWV�GR�QRW�GLIIHU�DV�PXFK�WKURXJKRXW�WKH
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DUFKLWHFWXUH�IRU�WKH�3)'�YDOXH�FRPSDUHG�WR�WKH�RWKHU�GHVLJQ�SDUDPHWHUV�VHHQ�VR�IDU�
7KH�3)6�RQO\�FKDQJHV�QRWLFHDEOH�IRU�WKH��RR��DQG��RR��DUFKLWHFWXUH�

3)'�LQ�UHODWLRQ�WR�&&
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3)6�LQ�UHODWLRQ�WR�&&
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)LJXUH�����,QIOXHQFH�RI�&RPPRQ�&DXVH

$����� (YDOXDWLRQ�±�,QIOXHQFH�RI�WKH�RQOLQH�GLDJQRVWLFV

3URJUDPPDEOH�(OHFWURQLF�6\VWHPV�SOD\�D�PDMRU�UROH�ZKHQ�LW�FRPHV�WR�VDIHW\�UHODWHG
V\VWHPV��2QH� RI� WKH� UHDVRQV� LV�� LI� GHVLJQHG� DFFRUGLQJO\�� EHFDXVH� RI� WKH� H[FHOOHQW
RQOLQH� GLDJQRVWLF� FDSDELOLWLHV� >��@�� 7KH� SXUSRVH� RI� WKLV� HYDOXDWLRQ�ZDV� WR� VKRZ� WKH
LQIOXHQFH�RI�RQOLQH�GLDJQRVWLFV��UHSUHVHQWHG�E\�WKH�GLDJQRVWLF�FRYHUDJH�IDFWRU��RQ�WKH
SHUIRUPDQFH�� 7KH� GLDJQRVWLF� FRYHUDJH� IDFWRU� LV� YDULHG� IURP� ���� ����� ����� ����
����������DQG�������IRU�ERWK�GDQJHURXV�DQG�VDIH�IDLOXUHV�

7KH� UHVXOWV� DUH� SUHVHQWHG� LQ� )LJXUH� ����*RRG� RQOLQH� GLDJQRVWLFV� LPSURYH� WKH
SHUIRUPDQFH� VLJQLILFDQWO\�� 6LQFH� WKH� 3)'� LV� PDLQO\� GHWHUPLQHG� E\� GDQJHURXV
XQGHWHFWHG�IDLOXUHV��WKHUH�LV�D�ELJ�GLIIHUHQFH�LI�WKH�GLDJQRVWLFV�FDQ�OLPLW�WKH�GDQJHURXV
XQGHWHFWHG� IDLOXUHV� WR� D�PLQLPXP��1RW� RQO\� WKH� ORJLF� VROYHU� SDUW� EXW� DOVR� WKH� ILHOG
GHYLFHV�
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3)'�LQ�UHODWLRQ�WR�'LDJQRVWLF�&RYHUDJH
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3)6�LQ�UHODWLRQ�WR�'LDJQRVWLF�&RYHUDJH
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)LJXUH�����,QIOXHQFH�RI�WKH�RQOLQH�'LDJQRVWLF�&RYHUDJH

$����� (YDOXDWLRQ�±�7KH�LQIOXHQFH�RI�7HVW�7LPH�,QWHUYDO

$�WKRURXJK�WHVW�RI�WKH�VDIHW\�ORRS�LV�RIWHQ�FDUULHG�RXW�GXULQJ�VFKHGXOHG�PDLQWHQDQFH�
H�J���HYHU\�KDYH���PRQWKV�RU�HYHU\�\HDU��%DWFK�SURFHVVHV�DOVR�JLYH�WKH�RSSRUWXQLW\
WR� WHVW� WKH� VDIHW\� ORRS� PRUH� IUHTXHQWO\�� )DLOXUHV� WKDW� FDQQRW� EH� IRXQG� ZLWK� RQOLQH
GLDJQRVWLFV� PLJKW� EH� IRXQG� GXULQJ� WKHVH� WHVWV�� 7KH� IUHTXHQF\� RI� WKHVH� VFKHGXOHG
WHVWV�RU�WKH�7HVW�,QWHUYDO�DQG�WKH�HIIHFW�RQ�WKH�SHUIRUPDQFH�LV�HYDOXDWHG�E\�FKDQJLQJ
WKH�WHVW� LQWHUYDO� IURP���GD\����ZHHN����PRQWK����PRQWKV����PRQWKV��XS�WR�RQH�\HDU�
7KH� SXUSRVH� RI� WKLV� HYDOXDWLRQ� ZDV� WR� VKRZ� WKH� HIIHFW� RI� IUHTXHQW� WHVWLQJ� RQ� WKH
SUREDELOLW\�RI�IDLOXUH�

7KH�UHVXOWV�DUH�SUHVHQWHG�LQ�)LJXUH�����)UHTXHQW�WHVWLQJ�LPSURYHV�RI�FRXUVH�WKH
SHUIRUPDQFH�� 7KH� SURRI� WHVW� WLPH� LQWHUYDO� KDV� D� PDMRU� LPSDFW� RQ� WKH� GDQJHURXV
XQGHWHFWHG�IDLOXUHV��7KH�3)'�LPSURYHV�VLJQLILFDQWO\��7KH�LQIOXHQFH�RQ�WKH�3)6�LV�OHVV
LPSUHVVLYH��EHFDXVH�GHWHFWHG�RU�XQGHWHFWHG�VDIH�IDLOXUH�OHDG�WR�D�WULS��ZKLFK�LQ�WXUQ
ZLOO� EH� GHWHFWHG� DQG� UHSDLUHG�� 7KH� GDQJHURXV� XQGHWHFWHG� IDLOXUHV� DUH� WKH� WUXH
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VOHHSLQJ�IDLOXUHV�WKDW�DUH�RQO\�QRWLFHG�ZKHQ�LW�LV�WR�ODWH��L�H���DIWHU�D�GHPDQG�KDV�EHHQ
SODFHG�RQ�WKH�VDIHW\�V\VWHP�DQG�LW�ZDV�QRW�DEOH�WR�UHVSRQG�

3)'�LQ�UHODWLRQ�WR�7HVW�7LPH�,QWHUYDO
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3)6�LQ�UHODWLRQ�WR�7HVW�7LPH�,QWHUYDO
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)LJXUH�����,QIOXHQFH�RI�WHVW�WLPH�LQWHUYDO
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$SSHQGL[�%� 'HVFULSWLRQ�RI�WKH�SURJUDP

7KH�RULJLQDO�')0�SURJUDP�>��@�XWLOL]HG� WR�FDUU\�RXW� WKH�DQDO\VLV�GLG�QRW� LQFRUSRUDWH
DQ\� UDQNLQJ� FDSDELOLWLHV�� ,Q� RUGHU� WR� IDFLOLWDWH� UDQNLQJ�� IRU� WKH� SXUSRVH� RI� ULVN
PDQDJHPHQW��D�SURJUDP�KDV�EHHQ�ZULWWHQ�WKDW�XVHV�WKH�RXWSXW�FUHDWHG�E\�WKH�')0
SURJUDP� WR� IDFLOLWDWH� WKLV� UDQNLQJ��7KH�SURJUDP� LV�ZULWWHQ� LQ�0LFURVRIW�$FFHVV�XVLQJ
WKH�GDWDEDVH�FDSDELOLWLHV�DQG� WKH� LQFRUSRUDWHG�YLVXDO�EDVLF�SURJUDPPLQJ� ODQJXDJH�
7KH� UHDVRQ� ZK\� WKH� SURJUDP� LV� ZULWWHQ� LQ� D� UHODWLRQDO� GDWDEDVH� HQYLURQPHQW� LV
EHFDXVH� LW� DOORZV� HDV\� ILOWHULQJ� DQG� VRUWLQJ� RI� WDEOHV�� L�H��� ILOWHULQJ� DQG� VRUWLQJ� RI
LQIRUPDWLRQ�� 7KLV� LV� D� QHFHVVLW\� DV� LW� ZLOO� EH� QHFHVVDU\� WR� UDQN� IURP� KLJK� WR� ORZ
LPSRUWDQFH�KXQGUHGV�RU�WKRXVDQGV�RI�SULPH�LPSOLFDQWV�

7KH� EDFNERQH� RI� WKH� GDWDEDVH� LV� EDVHG� RQ� VL[� WDEOHV��$� GHVFULSWLRQ� RI� WKHVH
WDEOHV� LV� JLYHQ� LQ� 7DEOH� ���� 7KH� UHODWLRQVKLS� WKDW� FDQ� H[LVW� EHWZHHQ� WDEOHV� LV
FKDUDFWHUL]HG� DV� ��PDQ\� �SURQRXQFH� �RQH� WR�PDQ\��� RU�PDQ\���� )RU� H[DPSOH�� WKH
UHODWLRQVKLS� EHWZHHQ� WKH� WDEOH� IRU� WKH� YDULDEOHV� DQG� WKH� WDEOH� IRU� WKH� VWDWHV� LV
FKDUDFWHUL]HG�DV���PDQ\��7KLV�PHDQV�WKDW�D�YDULDEOH�FDQ�KDYH�VHYHUDO�VWDWHV��EXW�D
VWDWH�FDQ�RQO\�EHORQJ�WR�RQH�YDULDEOH�

7DEOH�����'HVFULSWLRQ�WDEOHV

1DPH 'HVFULSWLRQ 5HODWLRQVKLS

7RS�(YHQW 6WRUHV�LQIRUPDWLRQ�DVVRFLDWHG
ZLWK�WRS�HYHQW

��PDQ\��7RS�(YHQW�,WHP

��PDQ\��3ULPH�,PSOLFDQW

7RS�(YHQW�,WHP 6WRUHV�WKH�LQIRUPDWLRQ�DVVRFLDWHG
ZLWK�HDFK�VWDWH�RI�WKH�WRS�HYHQW

0DQ\����7RS�(YHQW

3ULPH�,PSOLFDQW 6WRUHV�WKH�LQIRUPDWLRQ�WKDW
LGHQWLILHV�D�SULPH�LPSOLFDQW

0DQ\����7RS�(YHQW

��PDQ\��3ULPH�,PSOLFDQW�,WHP

3ULPH�,PSOLFDQW�,WHP 6WRUHV�WKH�LQIRUPDWLRQ�DVVRFLDWHG
ZLWK�D�OLWHUDO

0DQ\����3ULPH�,PSOLFDQW

9DULDEOH 6WRUHV�WKH�LQIRUPDWLRQ�DVVRFLDWHG
ZLWK�D�YDULDEOH

��PDQ\��9DULDEOH�6WDWH

9DULDEOH�6WDWH 6WRUHV�WKH�LQIRUPDWLRQ�DVVRFLDWHG
ZLWK�D�YDULDEOH�VWDWH

0DQ\����9DULDEOH

$�YLVXDO�EDVLF�SURJUDP�KDV�EHHQ�ZULWWHQ�WR�DFWXDOO\� LPSRUW��VWRUH��DQG�DQDO\]H
LQIRUPDWLRQ� LQ� WKH� SUHYLRXV� PHQWLRQHG� WDEOHV�� 7KH� GHGXFWLYH� DQDO\VLV� RI� ')0
JHQHUDWHV� DV� RXWSXW� D� WH[W� ILOH� �VHH� )LJXUH� ����� 7KH� ILUVW� VWHS� LQ� WKH� SURJUDP� LV� WR
LPSRUW�WKH�WH[W�ILOH�DQG�VWRUH�WKH�WRS�HYHQW�DQG�SULPH�LPSOLFDQWV�LQ�WKH�FRUUHVSRQGLQJ
WDEOHV��VHH� WKH� IORZFKDUW�RI� WKH�SURJUDP� LQ�)LJXUH�����7KH�RXWSXW� ILOH�JHQHUDWHG�E\
')0�FRQWDLQV�WKH�VSHFLILHG�WRS�HYHQW�DQG�WKH�DVVRFLDWHG�SULPH�LPSOLFDQWV�ZLWK�WKHLU
OLWHUDOV�

$� WH[W� ILOH� OLNH� SUHVHQWHG� LQ� )LJXUH� ��� IRUPV� WKH� EDVLV� IRU� WKH� SULRULWL]DWLRQ
SURJUDP�� 7KH� ILUVW� SDUW� RI� WKH� SURJUDP� DQDO\]HV� WKH� WH[W� ILOH�� 7KH� SXUSRVH� RI� WKH
DQDO\VLV�LV�WR�GHWHUPLQH�WKH�WRS�HYHQW�DQG�WKH�DVVRFLDWHG�SULPH�LPSOLFDQWV�DQG�VWRUH
WKLV� LQIRUPDWLRQ� LQ� WKH�DSSURSULDWH� WDEOHV��7KH�SURJUDP�FDQ�UHDG� WKH�RXWSXW� ILOH�DQG
FDQ�GLVWLQJXLVK� WKH�GLIIHUHQFH�EHWZHHQ�D� WRS�HYHQW��D�SULPH� LPSOLFDQW��DQG�D� OLWHUDO�



���

7KH�LQIRUPDWLRQ�LV�VWRUHG�LQ�WKH�WRS�HYHQW��WRS�HYHQW�LWHP��SULPH�LPSOLFDQW��DQG�SULPH
LPSOLFDQW�LWHP�WDEOHV�

2QFH�WKH�WRS�HYHQW�DQG�WKH�SULPH�LPSOLFDQWV�DUH�LPSRUWHG�LQWR�WKH�GDWDEDVH��LW
QHHGV� WR� EH� GHWHUPLQHG� ZKLFK� YDULDEOHV� DQG� YDULDEOH� VWDWHV� H[LVW�� 7KH� VRIWZDUH
URXWLQH�WKDW�KDV�EHHQ�ZULWWHQ�DQDO\]HV�WKH�OLWHUDOV�RI� WKH�SULPH�LPSOLFDQWV�DQG�UDQNV
WKH� YDULDEOHV� DQG� LWV� DVVRFLDWHG� VWDWHV�� 7KLV� LQIRUPDWLRQ� LV� WKHQ� VWRUHG� LQ� WKH
YDULDEOHV�DQG�YDULDEOH�VWDWHV�WDEOHV�

')0�2XWSXW
,PSRUW�')0�

2XWSXW

)LOWHU�9DULDEOHV�
	�6WDWHV

0DQXDOO\�
&ODVVLI\�

9DULDEOHV�DQG�
6WDWHV

7RS�HYHQW
	�SULPH�
LPSOLFDQW�
GDWDEDVH

9DULDEOHV�
GDWDEDVH

9DULDEOHV�
GDWDEDVH

$VVLJQ�
FODVVLILFDWLRQ

3ULPH�
LPSOLFDQWV�
GDWDEDVH

6WDWLVWLFDO�	�
SUREDELOLVWLF�
HYDOXDWLRQ

3ULPH�
LPSOLFDQWV�
GDWDEDVH

$QDO\VH�
LPSRUWDQFH�
FULWHULD

9DULDEOH�	�
SULPH�

LPSOLFDQWV�
GDWDEDVH

$SSO\�UXOHV�	�
SUHVHQW�UHVXOWV

9DULDEOH�	�
ULPH�LPSOLFDQWV�

GDWDEDVH

)LJXUH�����3URJUDP�)ORZFKDUW

7KH�PDLQ�UHDVRQ�WR�ILOWHU�RXW�WKH�YDULDEOHV�DQG�WKHLU�VWDWHV�LQWR�VHSDUDWH�WDEOHV
LV� WR�EH�DEOH� WR�FDUU\�RXW� WKH�QH[W�VWHS� LQ� WKH�SURJUDP�� L�H���PDQXDO�FODVVLILFDWLRQ�RI
WKH�YDULDEOHV�DQG�WKHLU�VWDWHV��,Q�WKLV�VWHS��D�ZLQGRZ�LV�RSHQHG�WKDW�DOORZV�WKH�XVHU�WR
PDQXDOO\�DGG�QRQ�SUREDELOLVWLF�DQG�SUREDELOLVWLF�FKDUDFWHULVWLFV� WR� WKH�YDULDEOHV�DQG
YDULDEOH�VWDWHV��%HFDXVH�WKH�UDQNLQJ�FDSDELOLWLHV�GLG�QRW�H[LVW�LQ�WKH�FXUUHQW�YHUVLRQ�RI
')0��LW�LV�QHFHVVDU\�WR�DGG�WKLV�LQIRUPDWLRQ�DIWHU�WKH�')0�PRGHO�KDV�EHHQ�FUHDWHG�
,Q� IXWXUH� YHUVLRQV� RI� WKH� ')0� SURJUDP�� LW� ZRXOG� EH� PRUH� HIIHFWLYH� WR� DGG� WKLV
LQIRUPDWLRQ�GXULQJ�WKH�V\VWHP�PRGHOLQJ�VWHS�



���

$V�WKH�FODVVLILFDWLRQ�LV�DYDLODEOH�RQ�YDULDEOH�DQG�VWDWH�OHYHO� LW�QRZ�QHHGV�WR�EH
WUDQVODWHG� WR� WKH� OLWHUDOV� RI� WKH� SULPH� LPSOLFDQWV�� 7KLV� LV� WKH� OHYHO� ZKHUH� WKH
FODVVLILFDWLRQ� QHHGV� WR� EH� DYDLODEOH� DQG� DQDO\]HG�� 7KH� VWHS� LV� FDUULHG� RXW� E\� D
VRIWZDUH�URXWLQH�WKDW�WUDQVODWHV�WKH�LQIRUPDWLRQ�IURP�WKH�YDULDEOHV�DQG�YDULDEOH�VWDWHV
WDEOH�WR�WKH�SULPH�LPSOLFDQWV�WDEOH�

2QFH�WKH�LQIRUPDWLRQ�LV�DYDLODEOH�RQ�OLWHUDO�OHYHO��LW�LV�SRVVLEOH�WR�VWDUW�VWDWLVWLFDO
DQG�SUREDELOLVWLF�HYDOXDWLRQ��$�VRIWZDUH� URXWLQH�KDV�EHHQ�ZULWWHQ� WKDW� FDQ�FDOFXODWH
VSHFLILF�QRQ�SUREDELOLVWLF�DQG�SUREDELOLVWLF� LPSRUWDQFH�PHDVXUHV��7KLV� LQIRUPDWLRQ� LV
VWRUHG�LQ�WKH�WRS�HYHQW��SULPH�LPSOLFDQW��YDULDEOH��DQG�VWDWH�WDEOHV�

'HSHQGLQJ� RQ� WKH� NLQG� RI� LQIRUPDWLRQ� QHHGHG� E\� WKH� DQDO\VW� LW� LV� SRVVLEOH� WR
DSSO\� ILOWHU� DQG�VRUWLQJ� WHFKQLTXHV� WR�GLIIHUHQW� WDEOHV��)RU�H[DPSOH�� LW� LV� SRVVLEOH� WR
ILOWHU� IRU� DOO� SULPH� LPSOLFDQWV� WKDW� KDYH� OHVV� WKHQ� IRXU� OLWHUDOV� RU� EHWZHHQ� WKUHH� DQG
VHYHQ�� 6RUWLQJ� WHFKQLTXHV� FDQ� EH� XVHG� WR� SUHVHQW� LQIRUPDWLRQ� LQ� DVFHQGLQJ� RU
GHVFHQGLQJ� RUGHU�� )RU� H[DPSOH�� LW� LV� SRVVLEOH� WR� VRUW� WKH� SULPH� LPSOLFDQWV� RQ� WKH
QXPEHU�RI�OLWHUDOV��VWDUWLQJ�IURP�WKH�KLJKHVW�QXPEHU�GRZQ�WR�WKH�ORZHVW�QXPEHU��,W�LV
DOVR�SRVVLEOH�WR�DSSO\�VHYHUDO�ILOWHU�RU�VRUWLQJ�WHFKQLTXHV�WR�SUHVHQW�WKH�LQIRUPDWLRQ�LQ
WKH�PRVW�LQWHUHVWLQJ�PDQQHU��7KH�NLQG�RI�ILOWHUV�DQG�VRUWLQJ�WHFKQLTXHV�WR�EH�DSSOLHG
GHSHQGV� RQ� WKH� DQDO\VLV�� WKH� V\VWHP�� DQG� WKH� LQWHUHVW� RI� WKH� DQDO\VW� DQG� LV
GHWHUPLQHG� E\� WKH� UXOHV� RI� FDWHJRUL]DWLRQ� WKDW� WKH� DQDO\VW� ZDQWV� WR� DSSO\�� 7KH
DGYDQWDJH� RI� XVLQJ� D� GDWDEDVH� SURJUDP� LV� WKDW� WKH� VRIWZDUH� URXWLQHV� WR� FDUU\� RXW
ILOWHULQJ�DUH�DOUHDG\�LQFRUSRUDWHG�DQG�RQO\�WKH�FXVWRPL]DWLRQ�RI�HDFK�ILOWHU�QHHGV�WR�EH
SURJUDPPHG�
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&XUULFXOXP�9LWDH

0LFKHO�+RXWHUPDQV�ZDV�ERUQ�LQ�6FKLQYHOG��7KH�1HWKHUODQGV��RQ�$XJXVW�����������,Q
$XJXVW� ����� KH� UHFHLYHG� KLV� 0DVWHUV� GHJUHH� LQ� PHFKDQLFDO� HQJLQHHULQJ� IURP
(LQGKRYHQ� 8QLYHUVLW\� RI� 7HFKQRORJ\�� (LQGKRYHQ�� 7KH� 1HWKHUODQGV�� +LV� 0DVWHUV
SURMHFW� IRFXVHG� RQ� WKH� DXWRPDWHG� JHQHUDWLRQ� RI�0DUNRY�PRGHOV� IRU� SURJUDPPDEOH
HOHFWURQLF�VDIHW\�UHODWHG�V\VWHPV�

,Q�6HSWHPEHU������KH�VWDUWHG�KLV�GRFWRUDO�ZRUN�ZLWK� WKH� VHFWLRQ�5HOLDELOLW\� RI
0HFKDQLFDO� (TXLSPHQW� DW� (LQGKRYHQ�8QLYHUVLW\� RI� 7HFKQRORJ\�� ,Q� $XJXVW� ����� KH
MRLQHG� IRU� WZR� \HDUV� )DFWRU\� 0XWXDO� 5HVHDUFK�� 1RUZRRG�� 0DVVDFKXVHWWV�� +H
VXSSRUWHG�WKH�GHSDUWPHQW�RI�5LVN�(QJLQHHULQJ�0HWKRGRORJLHV�DQG�WKH�GHSDUWPHQW�RI
5HOLDELOLW\�&HUWLILFDWLRQ�ZLWK�UHVHDUFK�DQG�LQGXVWULDO�SURMHFWV�

,Q�-XO\������KH�MRLQHG�WKH�,QVWLWXWH�IRU�4XDOLW\�DQG�6DIHW\�LQ�(OHFWURQLFV��,46(�
DW� 7h9� 3URGXFW� 6HUYLFH� LQ� 0XQLFK�� ,Q� 'HFHPEHU� RI� WKH� VDPH� \HDU� KH� PRYHG� WR
'DQYHUV��0DVVDFKXVHWWV�� WR�KHOS�VWDUWXS� WKH� ,46(�GHSDUWPHQW� LQ� WKH�86��&XUUHQWO\
KH� LV� WKH�PDQDJHU�RI� WKH�$XWRPDWLRQ��6RIWZDUH�DQG�(OHFWURQLFV�±� ,46(�GHSDUWPHQW
UHVSRQVLEOH� IRU� WKH� FHUWLILFDWLRQ� RI� VDIHW\�UHODWHG� SURJUDPPDEOH� HOHFWURQLF� V\VWHPV�
+LV� ILHOG� RI� H[SHUWLVH� LQFOXGHV� IXQFWLRQDO� VDIHW\�� V\VWHP� VDIHW\�� DQG� UHOLDELOLW\
HQJLQHHULQJ�



352326,7,216
:LWK�WKH�3K�'��'LVVHUWDWLRQ�RI�0LFKHO�-�0��+RXWHUPDQV
$�0HWKRG�)RU�'\QDPLF�3URFHVV�+D]DUG�$QDO\VLV�DQG

,QWHJUDWHG�3URFHVV�6DIHW\�0DQDJHPHQW

��� 7KRVH�ZKR�NQRZ�KRZ�WR�SULRULWL]H�FDQ�EXLOG�VDIHU�V\VWHPV�
&KDSWHU���RI�WKLV�WKHVLV�

��� 7KH�UROH�RI�GLDJQRVWLFV�LQ�VDIHW\�V\VWHPV�XVHG�IRU�WKH�SURWHFWLRQ�RI�SODQWV�VKRXOG�EH
PRUH�SURPLQHQW�DV�WKH\�FDQ�EH�VHHQ�DV�DQ�DGGLWLRQDO�OD\HU�LQ�WKH�VDIHW\�SURWHFWLRQ
OD\HU�SKLORVRSK\�
&KDSWHU���DQG���RI�WKLV�WKHVLV�

��� 2QH�RI�WKH�EHVW�ZD\V�WR�DFKLHYH�D�SURILWDEOH�SODQW�LV�WR�XQGHUVWDQG�D�SODQW�LQ�WHUPV
RI�VDIHW\�
&KDSWHU���RI�WKLV�WKHVLV�

��� 7KH�HYROXWLRQ�RI�WKH�DPRXQW�RI�UHTXLUHPHQWV�IRU�SURJUDPPDEOH�HOHFWURQLF�V\VWHPV
EHWZHHQ�WZR�VWDQGDUGV�LV�UHYHUVHG�SURSRUWLRQDO�ZLWK�WKH�DPRXQW�RI�UHTXLUHPHQWV
WKDW�SHRSOH�WKLQN�WKH\�QHHG�WR�PHHW�
',1�9�9'(������³3ULQFLSOHV�IRU�FRPSXWHUV�LQ�VDIHW\�UHODWHG�V\VWHPV´�YV��,(&�������³)XQFWLRQDO
6DIHW\�RI�3URJUDPPDEOH�(OHFWURQLF�6DIHW\�5HODWHG�6\VWHPV´

��� 1R�PDWWHU�KRZ�JRRG�RU�DXWRPDWHG�VDIHW\�DQDO\VLV�WRROV�ZLOO�EH�LQ�WKH�IXWXUH�
DFKLHYLQJ�VDIHW\�LV�DQG�ZLOO�SULPDULO\�EH�DQ�RUJDQL]DWLRQDO�LVVXH�
+RXWHUPDQV�0�-�0���HW�DO��,(&�������DQG�0DQDJHPHQW�RI�)XQFWLRQDO�6DIHW\��,6$�(;32������

��� :KHQ�D�V\VWHP�LV�PRGHOHG�DQG�DQDO\]HG�IRU�VDIHW\��PRVW�RI�WKH�WLPH�LV�VSHQW�RQ�WKH
DQDO\VLV�SKDVH��:KHQ�LW�FRPHV�WR�ILQGLQJ�IDLOXUHV�WKRXJK��VDIHW\�DFWXDOO\�IROORZV�WKH
������UXOH��L�H���RI�DOO�WKH�IDLOXUHV�IRXQG�LQ�WKH�V\VWHP�����DUH�DOUHDG\�IRXQG�GXULQJ
WKH�FUHDWLRQ�RI�WKH�PRGHO��ZKLOH�WKH�UHPDLQLQJ�����DUH�IRXQG�GXULQJ�IXUWKHU�DQDO\VLV
XVLQJ�WKLV�PRGHO�

��� 7KH�VDIHW\�SKLORVRSK\�LQ�(XURSH�LV�EDVHG�RQ�SUHYHQWLRQ��ZKLOH�LQ�WKH�8�6��LW�LV�EDVHG
RQ�FRQWURO��7KLV�LV�ZK\�LQ�WKH�8�6��WKH�UHDO�VDIHW\�VSHFLDOLVWV�DUH�DFWXDOO\�WKH�ODZ\HUV�

��� /LNH�LQ�WKH�VWRFN�PDUNHW�ZRUOG�DOVR�LQ�WKH�VDIHW\�ZRUOG�WKHUH�DUH�WZR�NLQGV�RI�SHRSOH�
7KHUH�DUH�SHRSOH�WKDW�XQGHUVWDQG�WKH�IXQGDPHQWDOV�DQG�WKHUH�DUH�WKRVH�WKDW�IROORZ
WKH�KHUG�

��� 6WDWLVWLFV�VKRZ�WKDW�RQH�RXW�RI�WKUHH�$PHULFDQV�ZLOO�EH�LQMXUHG�RU�NLOOHG�DW�VRPH�WLPH
LQ�D�PRWRU�YHKLFOH�FUDVK��7KH�UHDVRQ�IRU�WKLV�LV�WKDW�D�GULYHU�OLFHQVH�H[DP�LQ�WKH�86
IRFXVHV�WRR�PXFK�RQ�WKH�IDFWV�RI�GULYLQJ�D�PRWRU�YHKLFOH�LQVWHDG�RI�WKH�UXOHV�RI
GULYLQJ�D�PRWRU�YHKLFOH�
0DVVDFKXVHWWV�5HJLVWU\�RI�0RWRU�9HKLFOHV�'ULYHU¶V�0DQXDO�

����7KH�VSHHG�DQG�HDVH�RI�HPDLO�PDNHV�LW�WKH�PRVW�PLVXVHG�FRPPXQLFDWLRQ�WRRO�HYHU�


