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Summary
Anomaly detection in networked embedded sensor systems
In the past decade, rapid technological advances in the fields of electronics
and telecommunications have given rise to versatile, ubiquitous decentralized
embedded sensor systems with ad hoc wireless networking capabilities, giving
body to the decade long vision of the internet of things (IoT). Envisioning
seamless networking between classic networked systems and ubiquitous smart
things, often consisting of a set of resource-limited embedded platforms (nodes)
endowed with sensors. One of the first classes of IoT devices are wireless sensor
networks (WSNs). Typically, these systems are used to gather large amounts
of data, while the detection of anomalies (such as system failures, intrusion,
or unanticipated behavior of the environment) in the data (or other types of
processing) is performed in centralized computer systems.
The research in this thesis aims to provide an online decentralized anomaly
detection framework, applicable to networked embedded systems. In spite
of the great interest that anomaly detection attracts, the systematic analysis and porting of centralized anomaly detection algorithms to a decentralized
paradigm (compatible with the aforementioned sensor systems) has not been
thoroughly addressed in the literature. We approach this task from a new
angle by assessing the viability of localized (in-node) anomaly detection framework based on machine learning. Therefore, the goal of this framework is to
provide unsupervised anomaly detection methods for unknown environments
(providing spatio-temporally correlated data) while operating with limited resources, and to evaluate the framework not only with simulated data, but also
in real-world scenarios.
To this end, we first define several environmental monitoring scenarios
based on both synthetic and real-world datasets. Then, we implement and
analyze single and multi-dimensional input classifiers that are trained incrementally online and whose computational requirements are compatible with
the limitations of networked embedded platforms. Our evaluation demonstrates that learning of linear, non-linear and polynomial models is viable in
low-resource embedded systems. Next to that, we show how these methods are
adapted to deal with the limited memory and processing resources in embedded
platforms, which may be applied to other learning methods. After that, mulvii

tiple classifiers are combined through fusion (re-using the multi-dimensional
input classifiers) and ensemble methods (such as majority voting and Fisher’s
method). We show that fusion methods improve detection performance and
that different ensemble methods have specific effects on performance. For instance, majority voting increases precision at the cost of recall, while Fisher’s
method improves results in general. Finally, we present a methodology to include local neighborhood information in the detection framework. Through the
use of aggregation operators, we demonstrate that information from a dynamic
but correlated neighborhood is beneficial to anomaly detection performance,
mainly recall. Through an extensive evaluation campaign, we show the effects
of algorithm parameters, type of ensemble, neighborhood size and neighborhood correlation on performance. The results demonstrate the feasibility of
the proposed online decentralized anomaly detection framework on networked
embedded systems.
Overall, this work contributes in different ways to the fields of distributed
embedded systems and machine learning: a) by demonstrating the suitability
of incremental learners in embedded systems, b) by providing a methodology
to adapt those methods to embedded systems, c) by showing the benefits of
fusion and ensemble methods, d) by the inclusion of neighborhood information and e) by showing ways to evaluate the proposed unsupervised methods.
Furthermore, this work has practical implications in machine learning and in
different applications areas of WSN, IoT and embedded systems in general,
such as large-scale monitoring of environments or distribution networks.
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Chapter 1

Introduction
The past decades have seen enormous technological advances. Together with
ever decaying prices of electronic components, these have made networked embedded systems ubiquitous in our lives. Such embedded systems can be found
in, for instance, home automation, automated transportation or large scale
environmental data collection [1]. One can also think of smart phones, smart
watches, or internet enabled fridges and washing machines. Researchers and
developers of these systems are driven by a vision of an internet of things (IoT),
a world-wide network of electronic devices. These devices are, in most cases,
endowed with sensing, actuating and networking capabilities, and often they
are connected to the Internet to enable data processing at remote (central)
locations (sometimes referred to as ‘the cloud’). The increasing number of
devices results in a large amount of data to be sent, stored and processed to
enable a desired collective behavior.
The applications of IoT devices harbor some tough challenges related to the
envisioned scale and life-time of the network deployments. While many challenges originate from the limited energy available (limiting other resources,
such as communication and processing capabilities), we focus on the challenge
of analyzing large amounts of data (requiring large communication and processing capacities). All these data, stemming from monitored large outdoor
areas or from the many networked appliances in a smart home, are often analyzed in order to find specific information that is meaningful for the application
to act upon, at a point in time. For example, one can think of earthquake detection [2] or precursors to a failing machine [3]. Often, the information of
interest is out of the ordinary, or, anomalous [4]. Detecting such anomalies on
the networked embedded systems, for example, enables pre-filtering of the data
collected over the network, provides measures of reliability of the data, enables
timely response to local anomalies and events, or creates more autonomous systems. Anomaly detection, therefore, may play an important role in managing
the problems arising in such systems.
Anomaly detection is concerned with the detection of events, behaviors or
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patterns that are unexpected relative to a concept of what is normal [4]. A
typical example is the detection of fraud in, for instance, credit card transactions or identity falsification [5]. Another example is the detection of climate
events, such as heat waves and drought, which depend on multiple variables,
such as location (drought in the Sahara desert, for instance, is not anomalous)
[6]. Moreover, anomaly detection approaches are also used to detect intrusions
in information systems, ever more relevant in present day cloud computing [7].
In general, anomaly detection methods require abundant resources, resulting in
IoT and wireless sensor network (WSN) systems that send all measured data to
a central system or to the cloud for processing. This thesis proposes an unsupervised decentralized online anomaly detection framework for resource-limited
embedded systems, to form a complement to the more classical centralized systems.

1.1

Networked embedded sensor systems

While at present white goods, smart cities and buildings are being equipped
with IoT technology, one of the earliest IoT related systems were (and still are)
WSNs. These consist of a set of nodes, which are (generally) resource-limited
embedded platforms endowed with sensors (converting a form of energy into
electrical and eventually digital signals) and sometimes actuators (converting
electrical signals into physical actions, such as motors), in the latter case also
called wireless sensor and actuator network (WSAN) or, when node mobility
is involved, a mobile ad-hoc network (MANET). The embedded platform
normally has, next to the sensors and actuators, a micro controller unit (MCU)
which controls the functioning of the device, and a power supply in the form
of, for example, batteries, solar cells or mains electricity. The MCU usually
has small amounts of random-access memory (RAM) and read-only memory
(ROM), typically in the order of kilobytes (KBs), and executes instructions in
the order of 10 megahertz (MHz). Of course these will increase as technology
advances. Furthermore, these platforms can communicate wirelessly, using
low-power radio modules, to construct an ad hoc network with each other and
with one or more sink nodes (i.e., nodes connected to a central facility for data
storage and analysis). Commonly, the protocols used for the communication
are based on established standards, such as internet protocol version 6 (IPv6)
over low-power wireless personal area networks (IPv6LoWPAN) [8], or Zigbee
[9] and include energy-saving modes such as duty cycling. The resources of
these nodes are limited, not only for cost-saving in the envisioned large scale
scenario, but also for energy-saving. This will be even more significant when
more powerful processors or more accurate sensors, that require higher energy
consumption, are deployed.
For over a decade, the WSN community has focused mainly on the optimization of resource usage through, for example, smart network protocol de-

sign and smart sensing strategies. Recently, however, the community’s focus is
shifting to the applications of WSN [10]. Typical applications can be found in
agriculture, where WSN are used to provide detailed insight on soil conditions
[11], or in environmental monitoring, where they are used, for instance, to measure the effect of global warming on glaciers [12]. Other application domains
include civil engineering (with various successful case studies in infrastructural
monitoring [13], optimal tunnel lighting conditions control [14], water distribution network monitoring [15]), and health care (with many applications such as
fall monitoring, medicine intake or medical condition monitoring [16]). Lately,
WSNs are slowly being adopted also in industrial settings [17], although these
applications are tightly controlled due to stringent reliability, safety and security requirements.
Such applications, as well as those in other IoT scenarios, usually require
numerous nodes to be deployed in remote locations. To make such systems affordable, tight costs-saving often compromises on the quality of the sensors and
the hardware resources available on each node (such as battery and computing
elements), while the overall measurement quality of the networked system is
commonly ensured by a high level of redundancy in measurements, resulting
in large amounts of data. The most compelling challenge of these applications
is to analyze, possibly in real-time, these large amounts of data. For domain
specialists, such an analysis could provide new inferred knowledge about the
sensed environment or processes that, in turn, can be used to improve their
modeling. However, to make this analysis possible, automated analysis strategies [18] and big data analysis techniques [19] are needed, since such large
datasets cannot be processed manually.

Figure 1.1: Generic architecture for common anomaly detection systems
The automated analysis to extract meaningful information, often called
data mining, is commonly performed centrally due to an abundance of resources such as memory and processing, allowing complex models of the environment to be constructed. A generic architecture of such systems can be seen
in Figure 1.1. The Argo project, for example, has more than 3500 sensor nodes
floating around the worlds oceans. They collect temperature and salinity mea-

3

3

1.1. NETWORKED EMBEDDED SENSOR SYSTEMS

CHAPTER 1. INTRODUCTION

4

1.2. PROBLEM DEFINITION - ANOMALY DETECTION

4
CHAPTER 1. INTRODUCTION

surements at different depths, and send the collected data once the so-called
floats reach the surface. The collected measurements are then analyzed automatically, and manually checked by domain experts [20, 21]. The extracted
information can then be used to get a better understanding of the measured
environment, to generate models for prediction, or to detect anomalous events,
behaviors or patterns. A good overview of anomaly detection techniques for
WSN data is provided in several literature surveys [18], [22], and [23]. However,
these surveys pinpoint a major open issue: Remote locations or environmental
circumstances, together with a limited energy supply (communication costs are
relatively high), make the collection of data resource heavy. Moreover, due to
the nature of the measured processes, data from different sensors and locations
tends to be highly redundant. Therefore, networked embedded sensor systems
can benefit from an initial stage of decentralized online (in-node) anomaly detection (or other processing) to reduce resource usage (of communication or
storage), to reduce redundancy, or to indicate (and respond to) information of
interest at an early stage.

1.2

Problem definition - Anomaly detection

The main problem addressed in the thesis is the lack of a decentralized online
anomaly detection framework for resource-limited embedded systems such as
IoT and WSN. To us, humans, selecting the anomalous information, which
is often of interest, seems to be a simple task. We easily hear our own name
in noisy environments (i.e. a large amount of auditory data) [24]). However,
auditory or visual attention can be directed by us through a given task or goal.
Thus, while we are competent in attending to the occurrence of hand claps,
for example, we do not notice that on the background a set of male ball game
players is replaced by female players [25]. Computer systems, on the other
hand, are designed for specific goals, and while they can select interesting
or anomalous information that it is designed for, unexpected behavior (i.e.
behavior not known in advance or not programmed) may go unnoticed.
With the advent of big data anomaly detection approaches are becoming
popular. Today, anomaly detection methods are commonly used; for instance
to detect anomalous behavior or behavioral patterns in security card access [26].
Furthermore, anomaly detection is also common in large (known environment)
data stream mining systems, with abundant processing power, to detect data
of interest, or significance. Data center management, for example, can benefit
from anomaly detection, which detects problems in system performance and,
by diagnosing these problems, can also provide potential remedies [27]. On
the other hand, the increased use of networked embedded systems and the
increase of their resources have sparked a new interest in online, and possibly
decentralized, detection techniques. However, the resources are still too limited
to implement known methods on lightweight embedded WSN and IoT systems.

The challenges and limitations of these systems, as described in Section
1.1, require a dedicated framework to provide such data analysis. The lack
of memory and the high communication cost, for example, limit the scenario
where all WSN nodes send all information to a central facility for storage and
processing (as in cloud-assisted WSNs) [28]. Other short-comings from related
anomaly detection techniques, as surveyed in [22], are not taking into account
multivariate data, static node placement, requiring user input and poor usage of
spatio-temporal correlations in sensor nodes and sensor node attributes. Next
to known anomaly detection and diagnosis strategies, for specific anomaly types
occurring in WSN applications, another point of attention is the usability of the
different methods, that is, how the user interacts with the anomaly detection
system [18]. Moreover, security threats such as anomalous network activities
gain increasing attention in WSN and IoT applications. While many related
works focus on offline data mining and computational intelligence approaches,
they do recognize challenges such as limited energy resources and the lack of
a uniform performance evaluation standard [23].
From these surveys, their research outlooks, and the related work introduced in Chapter 2, we can extrapolate some clear challenges for anomaly
detection in sensor systems. For one, while we see an increasing number of online and distributed anomaly detection methods, the adaptation to embedded
sensor networks takes time. However, this may have to do with aforementioned
challenges such as limited resources. Also, the evaluation of anomaly detection methods does not yet have a standard. This means that we cannot easily
compare one method to another, but always have to look at the results in
context (of, for example, application and problem). Furthermore, the selection
of feature preprocessing and of metrics to compare these features is an open
area. With the right metric and transformation for the application, anomalies
may become more apparent, and thus the detection accuracy increases. However, the proper choice of models and assumptions for a given system, such as
the usage of correlations existing in that system, is often forgotten. We often
make assumptions based on Gaussian noise, while a given system may have
a Chi-square distribution of noise. Moreover, by making use of the correlations in the system, and changes therein, detection accuracy may be improved.
The last challenge for anomaly detection in sensor systems is the usability of
the anomaly detection methods. This is an often overlooked challenge by the
system designer or researcher, but should be accounted for to increase user acceptance. Giving insights into why a system detects an anomaly, for example,
may give the user more confidence in the system.
This thesis focuses on a subset of these challenges, namely the adaptation
of online anomaly detection methods to embedded systems, the use and adaptation of evaluation methods for unsupervised anomaly detection methods, and
the assumptions used for the typical application of WSN systems. Next, we
describe a common categorization of anomalies and the scenarios in which we
evaluate the anomaly detection methods.
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Anomalies can stem from different sources and manifest in various behaviors.
When a system is known and formally modeled, the different sources and manifestations of anomalies can be predicted. This allows system and controller
designers to implement fault tolerance techniques to increase, for instance, the
safety at a chemical plant. However, in the typical application of WSN and IoT
systems, neither the exact deployment environment nor the causes of anomalies are known a priori. Therefore, it is a challenge to detect all anomalies.
Further analysis of these anomalies (by a human expert or expert system) may
then reveal the source or meaning of the anomaly, the decision if the anomaly
is critical and possible future actions.
Nevertheless, we can categorize some generic sources of anomalies [18, 22]:
Environment: The environment may give rise to certain events that do not
often occur, but might be interesting to the application users. For example, a fire or a deadly increase in Carbon Monoxide concentration.
Another source of anomalies is the change in spatial or temporal correlation, i.e., the correlation between sensors, and single sensor history,
which may indicate a not-yet-modeled source.
System: The sensor system, or a part of it, may fail. In the case of WSNs, this
may be a sensor or a whole node. Common failures originate from the
battery, software bugs, sensor hardware malfunctions, or short circuits
from, for instance, water damage.
Communication: Similar to communication between humans, the network
communication may also be unreliable. This shows well in wireless communications. For instance, packets may be dropped or delayed due to
packet routing or interference. While such anomalies are often handled
by a communication protocol (such as TCP/IP), applications designers
may opt for protocols without guarantees (e.g. on delivery) due to constraints on energy or communication efficiency.
Attack: An attacker can create anomalies that seem to stem from any of the
above sources. Most common are communication attacks, as it is relatively easy to inject malicious packets into a wireless network, for example, without physically tampering with a device [29, 30]. Other attacks
may be physical in nature, such as destroying a node, or interference with
the sensed environment.
A common categorization of anomalies stemming from the above mentioned
sources is identified in the literature as spike, constant, noise and drift [31, 32,
33], also depicted in Fig. 1.2.
Spikes: Short-duration peaks in the data, caused by, for instance, bit-flips,
buffer overruns, malfunctioning hardware connections, or disturbances
in the environment.

Noise: An unexpected increase in variance, detected through historical data
which may, for example, be caused by a depleted battery or electromagnetic interference.
Constant: When changes and noise in the monitored process do not lead to
any changes in the measured value, it stays (and is named) constant.
Such an anomaly may, for instance, be caused by a sensor getting stuck
(physically or in software) or by a loose electrical connection.
Drift: An off-set measurement value relative to the monitored process which is
constant or changing. This is due to changes in, for example, sensor performance, calibration, or environment correlations due to an unmodeled
process.

(a) Spike

(b) Noise

(c) Constant

(d) Drift

Figure 1.2: Injected anomalies in noisy linear data
The exact manifestations of these categories vary per application, but this
categorization gives us a way to identify possible anomalies in existing data,
and to inject synthetic anomalies in data.

1.2.2

Scenarios

To assess our proposed framework’s ability to detect the four aforementioned
anomalies, throughout this thesis we employ six scenarios, including both synthetic and real-world data. The synthetic data contain anomalies of the above
categories injected on purpose at specific moments in time. Thus, each sample
is known to be either normal or anomalous (i.e., it is labeled) beforehand, which
allows us to compute precise anomaly detection statistics. In the real-world
scenarios there is no a priori knowledge about the samples, so the detection
performance can be estimated only after a preliminary offline manual analysis
and labeling of the data, as described at the end of this section.
We consider first the synthetic datasets. These consist of an addition of
various signals shown in Figure 1.3. The first synthetic dataset, Synthetic L ,
consists of 3 signals per node that follow a noisy line. That is, each signal
can be described as s = at + b + N (0, 0.1), where t is time, a is the slope,
between −1 and 1, b is a constant intercept between 0 and 1, and N (0, 0.1) ia
a zero-mean Gaussian noise with variance 0.1.
The second synthetic dataset, Synthetic LS , is similar to the first, but also
includes a periodic signal that simulates periodic environmental changes, such
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Figure 1.3: Components of synthetic dataset: (a) Line at + b, (b) sine
(sin(2πt/d)), (c) Gaussian noise (N (0, 0.1)), (d) interpolated random walk
(trend Rd (t)) and (e) a random walk (Rs (t))
as those under day and night conditions, or seasonal changes. This signal can
be expressed as s = at + b + sin(2πt/d) + N (0, 0.1), where a, b, t and N (0, 0.1)
are as before, and where sin(2πt/d) is the cyclic signal with a period of d
samples.
The last synthetic dataset, Synthetic RW , is inspired by real-world temperature data that contains daily patterns and slowly varying trends. A shared
daily trend Rd (t) for each signal is generated from a random walk. This daily
value is then interpolated using a cubic spline to generate d values per day, resulting in a smooth temperature trend. Then, for each signal, we add another
random walk Rs (t) to generate individual signals. Finally, we add a cyclic
component sin(2πt/d), that is amplitude modulated by yet another random
walk Rc (t) in order to reflect the changes in temperature across and during
the days. Furthermore, all random walks over the given length are normalized to be in the range of −0.5 to 0.5. This results in signals expressed as
s = 4Rd (t) + Rs (t) + Rc (t) sin(2πt/d) + N (0, 0.1), where all stochastic processes are re-evaluated per signal, apart from the daily trend Rd that simulates
a common environment.
Each synthetic dataset is composed of 50 groups of three simulated signals,
each containing 100 periods (also the non-periodic signals) made of 288 samples, for a total of 28800 samples. Each group corresponds to a wireless node
containing three separate sensors. To each copy, a single type of anomaly (see
Section 4.1) was added, to allow us to evaluate the performance of our methods
per category. For the spike and noise categories, the amplitude is randomly
chosen between two and five times the standard deviation of the incremental
(1-step back) signal differences over a window surrounding the insertion of the
anomaly. The offset for a drift anomaly is defined as half the amplitude of
a total signal. A spike anomaly is a single sample long, while the length of
a noise or a constant anomaly is randomly chosen between 10 samples and 1
period, i.e. 288 samples. The drift anomaly lasts 7 periods, where the first
and the last two periods are sinusoidal ramps to and from the offset value, to
provide a gradual transition to the anomalous offset.
Next to these synthetic datasets, we use three real-world datasets. The
first contains the measurement traces collected from an indoor WSN setup

consisting of 19 TelosB nodes, each equipped with three sensors: temperature,
humidity and light. This setup collected data every 5 minutes for 5 months,
resulting in 42112 samples per sensor. As there is no ground truth for these
measurements readily available, we labeled them using the semi-automated
method described at the end of this section. This dataset mainly contains
constant anomalies, and a few instances of spikes and drift.
In addition, we consider two real-world datasets from two known deployments of WSN, namely the Sensorscope project [34] and the Intel Berkeley Lab
[35]. As for Sensorscope, we use the dataset from the Grand St. Bernard (GSB)
WSN deployed in 2007. This deployment consisted of 23 nodes distributed on
the Grand St. Bernard pass between Switzerland and Italy, depicted in Figure 1.4. Each node had 9 sensors, and measured environmental parameters
such as temperature, humidity, solar radiation, soil moisture, rain and wind.
Due to varying energy consumption, the number of samples per node ranges
from 19800 to 30000 samples. We should note that, due to expected memory
limitations (see Section 1.1), we split this dataset into two datasets of three
sensors: temperature (including ambient and surface temperature, and humidity sensors) and humidity (including humidity, soil moisture and watermark
sensors).
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Figure 1.4: The distribution of SensorScope nodes on the Grand St. Bernard
pass [34].
The Intel Berkeley Lab deployment consisted of 54 sensor nodes deployed
for over a month in 2004 in the Intel Berkeley labs [35], depicted in Figure
1.5. During this time, over 2.3 million readings were collected. However, due
to connectivity issues the data for individual nodes are not consistently available. Therefore, we processed the sensor data into measurements with 60 second intervals, where missing samples were imputed by the previously known
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Figure 1.5: The distribution of nodes in the Intel Berkeley Labs [35].

Table 1.1: List of datasets and their properties. The three synthetic datasets
are considered as single dataset, with 4 copies for each anomaly category.
Dataset
Synthetic
Indoor WSN
GSB
Intel Lab

#samples
17.2 M
0.8 M
0.58 M
2.30 M

#nodes
3*50*4
19
23
54

% anomalous
2.2%
2.7%
5.1%
19.9%

measurement, and labeled as anomalous. Again due to varying energy consumption, the number of samples per node ranges from 6900 to 50800 samples.
Similar to the indoor WSN dataset, both this dataset and the aforementioned
GSB dataset contain predominantly constant anomalies, and relatively few instances of spike and drift anomalies. Both these datasets were also labeled
using the semi-automated method described below. The main properties (no.
of samples, no. of nodes and percentage of anomalous samples) of the six
datasets are summarized in Table 1.1.
Such labeled datasets are of key importance to evaluate the results of
our unsupervised anomaly detection methods. In contrast with the synthetic
datasets, in real-world datasets the labeling is not always exact and largely
dependent on expert knowledge, which is often unavailable. Subjective or inconsistent labeling can be improved by using multiple experts, in a procedure
similar to ensemble techniques. We can resort to semi-automated techniques
when experts are not available for a given dataset. Then, to generate labels
we can run several automated anomaly detection techniques that are checked
and corrected by hand given the limited expertise of the person correcting the
labels.
By manual analysis of the real-world data, we can observe certain behavior
that could be labeled by rule-based methods. Such rules can, for instance, label
a value that is not changing for a number of samples as a constant anomaly.
Other behaviors we observed to be anomalous were values that signify a fault
in the measurement, significant shifts in the variation of the signal, large unexpected increases in value, or abnormally large readings. For our experiments,
we capture these behaviors in rules that are applied automatically to the realworld data. In a next step, we manually check, correct or add upon these
labels. This semi-automated labeling gives us a relatively efficient method to
label available data, but still depends on our human judgment.

1.2.3

Evaluation measures

A common way to evaluate detection performance on labeled datasets is through
a confusion matrix [36]. This matrix indicates the following four values: the
true positive (TP), i.e., the anomalies that are detected; the false positive (FP),
i.e. the normal samples that are falsely detected as anomalous; the false negative (FN), i.e., the anomalous samples that are not detected; and, finally, the
true negative (TN), i.e. the samples that are normal and also classified as
being normal.
In addition to the raw measures, we also use more insightful statistical
measures of performance (that are based upon these raw numbers), namely
precision, recall, and the F-measure [37, 36]. Precision is the ratio of correct detections over all detections, that is TP/(TP + FP), and indicates the
percentage of relevant detections. Recall is the percentage of anomalies actually detected, or TP/(TP + FN). The F-measure is given by (2 × precision ×
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recall)/(precision + recall), indicating a single, weighted average, measure of
performance.
Finally, since we use predictors as the basis of our classifiers, we also evaluate the prediction accuracy under normal conditions. We do this by analyzing
the root mean square (RMS) prediction error over a sequence of synthetic data
without anomalies. We assume that RMS error close to the standard deviation of the noise of the data can indicate better detection performance for a
classifier than when it does not resemble the standard deviation.

1.3

Main contributions

The aim of this thesis is to explore decentralized online anomaly detection in
resource-limited embedded systems, such as IoT and WSN systems. To provide
this, the key challenges of limited resources and of processing large amounts
of data have to be addressed. Next to that, the target applications of environmental monitoring often do not have a ground truth of what is “normal”.
Therefore, only unsupervised methods can be employed, but the evaluation
thereof still requires labeled datasets.
In Chapter 2 we present an overview of related work, and how the said
work overcomes the key challenges of limited resources and of processing large
amounts of data. Anomaly detection, and thus the related work, can be approached from different viewpoints. We distinguish not only the categories of
supervised, semi-supervised and unsupervised approaches, but also the separation in offline and online approaches, centralized and decentralized approaches
and, of the latter, also distinguish between global and local consensus. While
the specific approach depends largely on the application, in the context of
networked embedded systems any application can benefit from unsupervised
decentralized methods employed as preprocessing or pre-filtering to reduce network resource usage.
The basic building blocks of our proposed framework are presented in Chapter 3. The general approach of the framework is to learn a model of the measured data online, and use this model to predict future measurements. Then,
prediction errors are used to improve the models. But, if the deviation is too
large, the measurement is flagged anomalous. We show the methodology to implement stable incremental learning methods on resource-limited systems and
demonstrate these by implementing several online learning methods that learn
linear models, single layer feed-forward neural networks (SLFNs) and segments
of time-series data. The evaluation of these methods shows promising results
for our proposed framework.
Then, in Chapter 4 these building blocks are combined to fuse predictions or
to form ensembles of detectors. We show that such combinations have detection
performance benefits, as diverse set of experts can result in a more reliable
decision. Moreover, in this chapter we experimentally show that anomalies are

sometimes detected with a delay, and thus discuss possible relaxation of the
evaluation metrics to include those delays.
Chapter 5 addresses the distributed/decentralized nature of WSN and IoT
applications by including neighborhood information. In this chapter, we first
perform a characterization of the scenarios presented in Section 1.2.2. We experimentally chose an aggregation function to provide a summary of neighborhood data, and then show that this neighborhood information does contribute
significantly to the detection of anomalies, but only if this neighborhood is
well-correlated. This is often the case in the typical application of WSN, that
of monitoring environments with diffusive processes.
Finally, in Chapter 6, we summarize our findings, discuss these results and
provide an outlook on the future of networked embedded sensor systems.
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Related work
The previous chapter introduced resource-limited IoT and WSN systems and
the problems arising from the large amounts of data they collect, suggesting the
need for a decentralized anomaly detection framework. In this chapter we give
an overview of the related work. The first part details the classical approach
of systems that send their data to a central processing and storage facility for
offline analysis. While this approach is taken by many applications, the ubiquitous and distributed nature of the target systems allows for new approaches
that, nevertheless, have to cope with limited resources. The second part of this
chapter, starting from Section 2.3, details anomaly detection methods applied
to IoT, WSN and related applications. As we will show, while anomaly detection receives increasing interest, there is still a lack of decentralized and online
learning approaches.

2.1

Anomaly detection in general

As we have anticipated in the previous chapter, anomaly detection is ubiquitous in a broad range of applications, some of which closely related to the fields
of fault and outlier detection. The applications range from fraud detection for
credit cards [5], anomalous behavior or behavioral patterns in security card access [26], fault detection [38], such as (sensor) fault detection in safety critical
systems [39], intrusion detection in security [40], such as the detection of network intrusions [7], to military applications [41]. Other examples include data
center management, where anomaly detection can be adopted to detect problems in system performance and, by diagnosing, to provide potential remedies
[27], safeguarding airlines by detecting anomalies in sequences of discrete sets
of symbols (in this case switch sensors in aircraft cockpit) [39], and given abundant computing power, complex climate data can be analyzed for anomalous
behavior [6].
The detection methods typically make use of a model, the creation of which
can be roughly divided into formal (first principals) and data-driven (learning)
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modeling, similar to the fault detection and diagnosis domain [38]. The formal
modeling methods use a priori knowledge of the physical dynamics of the system under measurement. Commonly, these methods are applied in (controlled)
environments of which every detail is known, including the anomalies that can
occur. We will briefly discuss such approaches in the remainder of this section.
On the other hand, data-driven methods infer a model of the environment
from (historical) data. In the typical scenario, WSNs are deployed in a priori
unknown environments and, thus, require such data-driven methods. We will
discuss those more elaborately in Section 2.2.
An example of formal techniques is the Kalman-filter method, which uses
previous measurements to fill in properties of a (physical) model, designed using
knowledge of the system. These previous measurements can also be used to
predict the current measurement and from the deviations of these predictions,
diagnosis can be made, navigation errors in aerospace can be detected and
corrected, or submarines can be detected with an airborne magnetic field sensor
[42].
Another example of how a priori knowledge can be used for anomaly detection is a fault tree, which is an organizing structure for modeling ”things
that can go wrong”. These might indicate anomalies such as network intrusions. In [43], such an intrusion (anomaly) detection system formally models
potential action sequences that lead to the intrusion, e.g. a deviation of a defined internet protocol. The authors also indicate that a human expert who
constructs the fault tree should consider all events that could reasonably lead
to an anomaly. The complexity of this task increases with the complexity of
the system, as does the fault tree itself. This can be partially alleviated by
splitting the tree into different stages of intrusions, but still requires exhaustive
definitions thereof [43].
For instance, a formal modeling approach can deliver a diagnosis of faults
occurring in cyber-physical systems through formulating a model of the system
and the faults that can occur [44]. Then, when the physical system behaves
unexpected, a fault is detected, isolated and identified using this model. In
general, for such formal approaches it is assumed that all system faults are
known a priori. Sometimes even stricter assumptions are made, for example
that only a single fault occurs at a given time [44].
Commonly, formal modeling methods are applied to a particular application, where it is assumed that the target environment or process can be formally
described with the available a priori knowledge. This assumption enables the
detection methods to be simple enough for on-line usage (e.g. a threshold [45]),
and allows the accuracy (for example, of the prediction or the state classification) to be calculated precisely. However, gathering sufficient knowledge at
design time to describe the target environment is already complex for controlled
settings, such as industrial factories. Gathering sufficient knowledge for IoT or
WSN applications may be impossible, as often the deployment environment is
not known in advance.
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When a system becomes too complex, or there is not enough a priori information, a formal model of the system can not be made. This is often the case
with IoT and WSN applications. For such cases one can use data-driven modeling techniques. These techniques, closely related to the field of data mining,
first infer (learn) a model from a historical sample of data stemming from the
system under investigation. After this step, new data can be tested to fit the
inferred model and, for instance, classified as normal or anomalous. Datadriven modeling approaches do not require a formal description of the data,
by making (e.g. statistical) assumptions about the system under investigation.
However, these assumptions must be valid and justifiable for the particular
system. Furthermore, when training supervised learning techniques, or when
evaluating, labels of the ground truth must be available to ensure correctness
of the inferred model.
Most of the data-driven methods find their origins in disciplines such as
statistics, machine learning, pattern recognition and computational intelligence. These disciplines can be categorized from different viewpoints. Typically, these categories are supervised, semi-supervised and unsupervised. The
supervision refers to an all-knowing oracle, which provides desired outputs (labels) for given training inputs. Supervised learning, thus, requires all training
data to be labeled to infer a model. But, these methods also assume that the
labels are (mostly) correct, and the training data size is large enough to accurately represent the real world [46]. However, labeled data are hard to acquire
(because they need some separate system or human expertise as oracle). Moreover, infrequent occurrence of anomalies results in a class imbalance, whereby
the number of normal samples vastly outweighs the number of anomalous samples (for example, in our scenarios less that 10% of the data are anomalous). As
result, the evaluation of the learned model may be biased towards the normal
class (often favoring precision over recall).
To reduce the need for labels, semi-supervised learning makes use of unlabeled data to either modify or re-prioritize hypotheses learned from labeled
data [47]. For instance, with labeled training data a preliminary clustering
can be made, of which the parameters are then updated with the unlabeled
training data. Unsupervised learners, in contrast, aim to detect structures
(or categories) within the data, based on a given similarity metric of the data
features, an approach also used in the field of data mining. Commonly used
are clustering techniques such as K-Means or K-Nearest Neighbors, and neural
network techniques such as a self-organizing map (SOM) [48].
For example, clustering can be applied to group data based on similarity
metrics. While common choices are distance metrics such as the Euclidean
distance or Manhattan distance, other metrics may be needed to compare, for
instance, semantic contexts to detect novelties and drift of concepts [49]. Furthermore, clustering is an often used unsupervised technique to detect outliers
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based on the density distribution of the data [50]. However, without labels
the evaluation of unsupervised methods resorts to standard validity measures,
such as the mean square error of the clusters.
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Another viewpoint is related to the availability and quantity of data. When
a stored (historical) dataset is available, offline (or batch) learning can be
employed. However, if such data are not available, or the dataset is too big to
be processed entirely, online learning can be employed to infer a model from
streaming (sequential, often real-time) data, by updating the model as data
becomes available. For example, with offline available labeled historical data a
hidden Markov model (HMM) can be trained to recognize anomalous patterns
in network privilege transitions that signify an intrusion [51]. Another example
demonstrates that, when the offline available data are known to be “normal”, a
marginal kernel density estimate support vector machine (SVM) can be trained
to represent these data. Data that do not fit this model, then, are classified as
unhealthy [52]. In contrast, the aforementioned SOM can be used online. For
example, such an unsupervised learning approach can model the large number
of behavior patterns in crowds to detect anomalous behavior of people [48].
In spite of the apparent abundance of processing and storage capacity in
centralized systems, the ever increasing amount of data that needs to be processed pose several major challenges. To overcome the large amount of required processing several possible solutions have been advanced by the data
mining research community, including parallelization, distribution, and online
processing [53]. Parallel data mining partitions and distributes the global data
to different computing nodes, such that, when the nodes’ results are aggregated, a global result of the mining process is formed. A well-known example
is the Map-Reduce algorithm [54], that maps (partitions) the problem onto
computing nodes, and reduces (aggregates) the individual results to the global
result. Other challenges lie within the communication of the data to a central
facility. In the context of WSN, the wireless communication schemes have inherent drawbacks, such as packet loss, while many detection techniques often
assume reliable periodic data and, thus, have to deal with delayed packets due
to retransmissions [55, 28].
The typical target applications of WSN and IoT systems are often monitoring of environments that are unknown at the design time of a system.
Thus, unsupervised methods are the most logical choice for online embedded
anomaly detection methods. Furthermore, models learned from previously acquired data may not be suitable at any given time in the future, and thus may
require frequent (online) model updates. Depending on the detection method
used, these updates may be intrinsic and lightweight, or may require the reprocessing of all the acquired data [56], where the former are more suitable to
implementation on WSN nodes due to the resource requirements.
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The last viewpoint we will address relates to the location of the data processing, being centralized, hybrid or decentralized. In a context of distributed sensor
systems, such as WSNs, where the sources of data are physically distributed,
these data can be processed locally (distributed, with a central coordinator,
or decentralized, without any coordinator) or sent to a centralized system for
processing. Interestingly, however, recent surveys [18, 22, 23] report that many
anomaly detection techniques for WSNs are centralized. Under this paradigm,
data from all sensors are collected at a central storage facility, where they
are processed via standard data mining techniques, such as the ones described
above. On the other hand, due to the increasing capabilities of IoT and WSN
devices, there is an increasing interest in decentralized anomaly detection techniques.

2.3.1

Centralized methods

The abundance of resources often found in central facilities allow for elaborate (pre-) processing. This is often needed for learning of complex models, such as the previously cited methods HMM [51, 57], SVM [52], clustering
[39, 49] or statistics [6]. Moreover, it allows complex transforms of multivariate time-series, such as principal component analysis (PCA) or partial
least squares (PLS), to create independent variables for which a model can
be learned to correlate the target sensor data [58], or to better recognize targets in military image data [41]. Centralized offline analysis can even benefit
from human reinforcement as additional detection method, such as in a large
oceanic dataset [59]. Furthermore, a diverse set of learning methods, or experts, can be employed to achieve a more reliable decision. That is, by using
an ensemble of learners, the classification and regression performance can be
improved [60]. There are several methods to integrate the output from a set
of classifiers. Common are the following algorithms:
Winner-takes-all where the classifier with the highest confidence determines
the output;
Majority-vote where the output class that is most common is chosen;
Boosting where the output is determined by a weighted average of all classifiers. The weights of the classifiers can be based on the measured precision
during training, or by using yet another classifier.
For example, an ensemble of five different classifiers can be trained based on
predictions from recursive least squares (RLS) trained linear models, neural
networks trained by back propagation, neural network trained using an auto
regressive method and on an adaptive neuro-fuzzy inference system [61]. Such
techniques can be useful when the environment in which to classify anomalies

19

Anomaly detection in WSNs

2.3. ANOMALY DETECTION IN WSNs

2.3

19

20

2.3. ANOMALY DETECTION IN WSNs

is too complicated to be modeled by one learner alone, for instance in the case
of network intrusion detection [62]

2.3.2

Hybrid methods
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Recently, there have been investigations into methods that still require central
coordination, but employ in-node processing too. We can distinguish hybrid
anomaly detection methods based on an offline-trained model (and online detection) from methods based on hierarchical processing. Using an offline training phase before deployment allows the usage of relatively complex data-driven
modeling. A good example is given by Chang et al. [63], who train echo state
networks (ESNs) to detect anomalies in time-series. Another example is an
offline-trained auto-regressive moving average (ARMA) model which is used
to detect anomalies, such that the system compares new measurements with
the predictions of the model and classifies them as normal based on a neighborhood voting system [64]. Although the model parameters could be estimated
online, offline parameter estimation can ensure that the model represents normal data, and can leave valuable computing cycles to run additional detection
and classification techniques on the nodes.
On the other hand, hierarchical processing relies on small amounts of (measurement) data being processed (often merged) on route to a central facility,
which makes a final analysis. Often such an approach is taken to reduce communication in the typical WSN application of collecting sensor data [65, 66, 67].
In the context of anomaly detection for example, the authors of [68] propose the
use of a distributed, cluster-based anomaly detection algorithm, which locally
clusters data at leaf nodes using fixed-width (fixed radius) clusters. However,
this method requires the data to be normalized, and will detect anomalies
only globally, at the sink. One can also think of another type of hierarchical
approach, where resource-limited nodes only provide basic anomaly detection
methods to provide early warnings, while more complex detection methods are
executed at a base station. For example, this approach is applied in electronic
health care, where WSN nodes provide early warnings based on sliding window
features (such as thresholds on the mean or standard deviation), while a base
station performs complex processing of multiple sensor nodes, such as pattern
recognition [69].

2.3.3

Decentralized methods

The need and interest for decentralized data processing (including anomaly detection) are steadily increasing ([70, 71, 72]). Decentralization can take place
at the networking level (for instance, see cognitive radio research [73, 74]) or
at the application level (for example, probabilistic inference and regression
[75, 76, 77], decision making via fuzzy logics [78] or voting techniques [79]).
To eliminate the need for central processing and controlling of anomaly de-

tection approaches entirely, a model of what is “normal” should be inferred,
and possibly distributed, within the WSN itself. How “normal” data should
look like varies depending on the context of the data under analysis and on the
experience and subjectivity of the person analyzing it. Generally, normal data
are a domain specific concept that requires expert consensus to be defined. It
can be defined at least at two levels: normal data in the global context and
normal data in the local (neighborhood) context. The following subsections review both levels of anomaly detection techniques tailored to WSN, where the
first section reviews global consensus approaches, and the second subsection
reviews methods for a local consensus.
Global consensus
Consensus problems are “situations in which all members of some network are
required to achieve some common output value using only local interactions and
without access to a global coordinator” [80]. In terms of detecting anomalies,
this entails a global consensus of what is “normal”, such that all measurements
outside of this definition are regarded as “anomalous” ones. A simple example
is the task to determine the global mean and standard deviation across the
WSN, with which nodes can then locally determine the anomalousness of a
measurement with respect to this global consensus. However, to converge to
a single global consensus, one has to account for the unreliability and limited
bandwidth of wireless communications [81].
Consensus techniques can be used in combination with Kalman filters to
improve the estimates of global measures [80]. Such methods assume formal
models of the sensors are known globally. Furthermore, multiple communication iterations are needed to achieve a consensus usable in the Kalman filter.
Nevertheless, even if not all network members provide true readings (either
due to sensor faults or intentional anomalous behavior) a consensus can still
be reached, given that less than 50% of the nodes are malicious [82]. The authors prove that, if in any iteration of the consensus update neighboring node
values are weighted and the extreme values are excluded from consideration,
the network can still reach consensus. However, such techniques are not readily
applicable to WSNs, due to their excessive communication and computational
requirements, in addition to constrains on the possible network topologies.
Extra communication can be used to iteratively build a shared history of
measurement data taken by all the nodes, from which a global density function (in the data space) can be estimated. With this, density-based anomaly
detection can be performed [83]. By using only the messages from a local
neighborhood, this approach can be adapted to perform semi-global anomaly
detection. Instead of a shared history, WSN nodes can also share support vectors to train a global consensus for a support vector machine (SVM) which can
then be used to categorize data in normal and anomalous classes [84].
In general, energy requirements to reach a network-wide consensus are large
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due to their iterative approach. However, the energy usage can be somewhat
optimized by, for instance, choosing the appropriate transmission power for a
specific network topology [85]. Another drawback of global consensus methods
emerges when monitoring large areas, which may show spatial variations in
local processes. Therefore, a global model may not be always optimal in a
local sense.
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Local consensus
Methods for anomaly detection in a local context are the conceptual opposite
to the afore-described methods that rely on globally shared models. In data
mining, the notion of locality is often given as distance between data values
(given a specific distance metric such as Euclidean distance). A data point is
compared to the value of its nearest neighbors in terms of data distance [50].
However, the notion of locality can also be given in a geographical distance
between the sources of the data. Many similar values (i.e. data with small distance among each other) result in a higher density, called clusters, while values
that are less similar result in a lower density. Anomalies can fall outside of any
cluster but, when frequently occurring, can form a cluster too. Determining
if a datum is normal or anomalous compared to local neighborhood data is a
challenge.
A prime example of such techniques is that of the local outlier factor (LOF)
[86]. This approach compares the density around a local data point with the
density around its k nearest neighbors. For each data point, a minimal radius
around its values is determined such that at least k nearest neighbors are
included. The ratio between the local radius and the average neighborhood
radii then determines the outlier factor of a data point.
The notion of locality can, of course, also be that of geographical space.
The spatial local outlier measure (SLOM) [87], is conceptually similar to LOF,
but in this case the nearest neighbors are determined in geographical space.
The local data are then contrasted to the trimmed mean of the neighboring
data, and corrected for the ’stability’ of the neighborhood, a parameter similar to variance. These and other statistical properties of local neighborhoods
are described in [88], where a generalized statistical approach to obtain local
statistics for further analysis (such as outlier detection) is presented.
Schubert et al. survey the above and other related and derived methods [50]. The authors unified the different approaches in a generalized framework, where the notion of locality can be interchanged between data space
and geographical space. However, they note that “making spatial outlier detection truly local remains as a possible improvement for a broad range of
existing methods.” Moreover, most methods target geographic information
system (GIS) databases with stationary data, not time-series with evolving
WSN data.
Applying these techniques to WSN is not trivial, due to the relatively high

computation and the high communication cost, as surveyed in [89]. Indeed,
only few of these spatial anomaly detection techniques have been applied to
WSN. For instance, there are LOF-based approaches that, together with a
hierarchical network structure, have been used to detect anomalous data [90,
91]. Another, simplified variation of LOF is presented in [92], where the authors
use the median of the data, rather than an average value, arguing that, if one
wants to determine the center of a sample, the median operator is more robust
to extreme (outlying) values than the mean operator. In this approach the
detected outliers are used to localize an event boundary. However, one common
drawback of all these LOF-based methods is that in order to acquire the knearest neighbors one needs multiple processing iterations over the data of the
network, or a more efficient hash-based aggregation technique. In both cases,
these algorithms might risk exhausting the limited resources of the network
very quickly.

2.3.4

Online learning methods

Batch (offline) learning to obtain a model of what is “normal” requires a relatively large amount of memory, a resource that is often scarce in low-power
WSN platforms. However, if such methods are employed then they often use
only a small window of historic data. For example, one can infer spatial correlation models of neighboring nodes, in terms of mean and standard deviation
statistics, by an initial learning stage of 500 samples per neighbor [93]. While
this learning stage is expensive, the resulting models are small and easily applied in statistical tests. Another example is piecewise linear regression [94],
where the sensor data are represented, and compressed, as a sequence of line
segments that are fitted with linear least squares estimation (LLSE). Predictions can then be made by linear extrapolation. Furthermore, the slope
of the current segment can be compared to historical segments in order to
detect anomalies [33]. However, this method does not take into account the
correlations between different sensors.
On the other hand, online learning approaches, such as reinforcement learning (RL) and clustering [95], are more often used for WSN applications. These
incrementally (iteratively) build a model when new data becomes available and
require less memory resources but more processing power. Most online learning
is applied in the organization of the network, in particular in routing protocols. These include techniques such as RL [96], Q-learning and swarm-based
methods [97, 98]. However, an application of these methods to online anomaly
detection is not always immediate. More specifically, RL, that is also successfully used in contexts such as optimal on-off node scheduling [99], requires
that the nodes have some active behavior and that they get a reward from the
interaction with the environment. However, in monitoring applications, where
nodes are typically passive sensing entities, this is not always possible.
As for clustering, well-known examples include k-nearest neighbors (KNN)
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and K-Means. While KNN needs to store all the data in memory (going beyond
the hardware limitations of WSNs), K-Means only needs to store the cluster
centroids (means). Combined with the possibility to incrementally update the
model, K-Means is in fact a suitable candidate for online data mining in WSNs
[100], with successful applications for instance in network topology adaptation
[101]. On the other hand, in order to apply K-Means to anomaly detection,
one needs to distinguish between different clusters (normal vs anomalous) and
provide suitable similarity measures, which may require an offline preprocessing
phase.
To the best of our knowledge, only few (complex) unsupervised online learning methods exist that target the classification of sensed data. An example of
that is an ellipsoidal SVM approach, that fits an ellipsoid to data normalized using the median of a sliding window [102]. In the following sections, we
overview in detail the work related to the methods used in this thesis, being
RLS, extreme learning machine (ELM), and function approximation (FA).

2.4

Recursive least squares

The method of least squares was described by Gauss and Legendre in the early
19th century to estimate the orbit of comets [103]. Since then, it has been used
in fields such as finance [104] or machine learning [105] to estimate parameters
of models. While non-linear models approximate the parameters in iterations,
LLSE models have closed-form solutions. However, for these solutions all data
have to be known.
RLS is a variant of LLSE which recursively finds parameters that minimize
the least square error. Without the need to store all previous data, but with
the cost of higher computational complexity, this method is suitable for online
and real-time applications, such as tracking objects with Radar [106], adaptive
filtering and control [107], system identification [108], localization and mapping
[109] or even in reinforcement learning [110]. However, none of the above
methods focus on anomaly detection. There are signal tracking methods, based
on decentralized versions of RLS, that do not require central processing to form
global parameter estimates. For instance, these can be found in consensusbased RLS [111] and diffusion RLS [112] methods. Such methods achieve global
consensus or estimates by first letting each node send local measurements and
regressors to its neighbors. In a second step measurements and regressors
of neighbors are aggregated to form the new local regressors estimates, that
are eventually sent to the neighbors again. Similar to other global consensus
methods, this requires heavy communication usage, which makes it inviable in
WSNs.
There are some anomaly detection methods that use RLS as learning method.
For instance, RLS may be used to determine spatial correlations between distributed sensors of the same modality [113]. But, this method is limited to

detecting spike anomalies. Another example is using RLS based anomaly detection in network systems to detect security threats, by constructing and
adapting a dictionary that approximates normal features, with which a kernel
feature space is formed [114]. However, this method is implemented in networking hardware which, in general, has considerably more resources at its disposal
compared to WSN nodes, making it inviable for resource-limited platforms.
In this thesis we apply RLS to find a possible linear model between local
sensor measurement data, predictions from other models, and neighborhood
information. With this model, future measurements are predicted and the
resulting prediction error is analyzed to detect anomalies. We will address the
stability issues that result from fixed-point RLS computation, and evaluate the
anomaly detection performance based on the learned model.

2.5

Extreme learning machine

The artificial neural network (ANN), especially Feed-Forward ANN, has been
one of the most influential artificial intelligence methods in the past decades,
due to the universal function approximation property [115]. Traditionally,
ANNs are trained using the back-propagation method, a gradient descent
method that learns the weights and biases of the neurons, typically requiring multiple iterations over a training dataset [116]. More complex learning
techniques are also capable of adjusting the structure of the neural network,
such as the number of neuron layers and the number of hidden neurons in
each layer. Unfortunately, these learning procedures are extremely expensive
in computational terms, which make them inviable in decentralized WSN applications.
In recent years an efficient learning approach for a specific type of ANN,
the SLFN, has been receiving more attention. That is, by randomly setting
input weights one can determine the output weights of an SLFN analytically.
This approach was named extreme learning machine (ELM), because “it makes
learning extremely fast” [117]. Research showed that ELM is efficient for continuous, non-differentiable and piecewise continuous activation functions [118].
Furthermore, it produces good generalization performance in artificial and realworld problems, without user tuning [119]. Over the years, such an approach
has shown to be a powerful non-linear mapping method used in classification
and regression [120].
Liang et al. have proposed a version of ELM learning that processes the
data online and sequentially, called online sequential extreme learning machine
(OS-ELM) [121]. Where the original ELM method uses LLSE techniques to
learn the output weights, the OS-ELM method uses RLS. OS-ELM permits
online updating of the SLFN weights when not all data are available offline.
However, both ELM learning methods assume high precision math operations
for their algorithms to work, but floating point precision is not commonly
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available on lightweight embedded systems.
In the remainder of this thesis we use OS-ELM as a SLFN learning approach
to learn a non-linear model between local sensor measurement data, predictions
from other models, and neighborhood information. Similar to RLS, the SLFN
model prediction error is analyzed to detect anomalies. We will show that the
methods to overcome stability issues for RLS also apply to OS-ELM. Furthermore we will address the memory constraints and show the resulting small
SLFN can be used for anomaly detection.

2.6

Polynomial function approximation

A polynomial FA method aims to fit a linear or polynomial function to know
historical single-dimensional time-series data. Commonly, FA methods are used
to model, filter, interpolate or segment time-series data [122, 123, 124, 125].
For example, the resulting segments can be used for data compression [126] or
pattern recognition [127]. Earlier we discussed a piecewise linear regression [94]
approach that compares fitted line segments to historical segments to detect
anomalies [33].
Often, FA methods use a top-down or bottom-up approach. But, an online incremental approach to fit polynomial functions to a sliding window is
demonstrated by Fuchs et al. [128], called SwiftSeg. This method uses bases
of orthogonal polynomials to incrementally fit a polynomial function to a sliding or growing data window. The authors aim to segment time-series data for
clustering and classification of segments, and show the performance is similar
to an optimal segmentation technique.
In this thesis we use the SwiftSeg to fit a polynomial function to a sliding
window of data. Contrary to the segment-based approach, we use the fitted
function to predict (through interpolation) future measurements and detect
anomalies from the prediction error. We address the challenges that result
from limited-precision math operations, and evaluate the anomaly detection
performance.

2.7

Present day approaches

In recent years, anomaly detection has gained more interest in the WSN community. Typically, WSN are used to collect data from the deployment environment and, thus, most anomaly detection happens after the data have
been collected at a central facility. The abundant resources allow for offline
(batch) learning of complex classifiers, such as HMM, [51, 57], SVM [52, 129]
or ANN [61, 130] either individually or in ensembles [61, 62, 130, 131], but also
online learning classifiers, such as statistical techniques [27], mixture modeling [132, 133], SOM [48] kernel RLS [114], or ensembles classifiers [58]. Most
classifiers learn one or more classes of normal data, such that data outside

of this class is regarded anomalous. Some learn a prediction model, and detect anomalies based on a large prediction error [61, 58]. Moreover, the large
storage capacity facilitates data clustering, again either offline [49, 50] (with
methods such as LOF [86] or SLOM [87]), or online using methods such as
KNN [134]. In these methods, anomalies are identified by analyzing the data
density, where dense areas form clusters and anomalies appear outside of these
clusters.
There are some hybrid anomaly detection approaches where the model
learning is implemented at a central processing facility, which is then distributed to WSN nodes. The detection then takes place online in the nodes.
For example, centrally trained ESN [63] or ARMA models [64] can be applied
in-node. Moreover, a two-stage approach, with centrally coordinated rules acting on sliding-window statistics for in-node processing can provide a first alert
for a centralized system to analyze further [69].
While there are many machine learning approaches applied to WSN data,
approaches where the anomaly detection takes place entirely in WSN nodes
are few. The authors of [56] surveyed machine learning approaches for WSN
and show that most of the in-node detection performed can be categorized as
rule-based, (Bayesian) statistics based, or clustering (often hierarchical during
data collection). For example, the statistical distribution of the measurement
differences between a local node and its neighbors can be learned [93, 135], data
density can be estimated online in cluster heads [136], or clusters are formed
when data are collected [65, 66, 67, 68]. To the best of our knowledge, the only
complex classifier aimed at anomaly detection that can be trained online and
decentralized is the one-class SVM [137, 138].

2.8

Conclusions

From the surveyed works, and their research outlooks, we can extrapolate some
clear challenges for anomaly detection in sensor systems. For one, the evaluation of anomaly detection methods does not yet have a standard. This means
that we cannot easily compare one method to another, but always have to look
at the results in context (for example of application and problem). Furthermore, the open area of selecting the right preprocessing of features and metrics
to compare these features. With the right metric and transformation for the
application, anomalies may become more apparent, and thus the detection accuracy increases. Often forgotten is the proper choice of model for a given
system, and the usage of correlations existing in that system. For example, we
often make assumption of Gaussian noise, while a given system may have a
Chi-square distribution of noise. Moreover, making use of the correlations in
the system, and changes therein may, again, improve detection accuracy. While
we see more and more online and decentralized anomaly detection methods,
the adaptation to embedded sensor networks is slow. However, this may have
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to do with the other challenges mentioned. Last, but not least, is the usability
of the anomaly detection methods. This is an often overlooked challenge by
the system designer or researcher, but should be accounted for to increase useracceptance. For example, giving insight into why a system detects an anomaly
may give the user more confidence in the system.
In this thesis we focus on the adaptation and evaluation of online learning methods to resource-limited systems for decentralized anomaly detection.
We address the challenge of evaluation by manually annotated datasets, and
by demonstrating that a detected sample might need some context, because a
prediction-based detector might have a delayed response to anomalous data.
The existing anomaly detection methods for WSNs require either a central
processing facility, an iterative approach to build a shared model, a hierarchical network topology, or a large buffer of memory for clustering [56]. While
prediction-based anomaly detection approaches have been demonstrated for
central systems [58, 61], we will demonstrate the feasibility and performance of
such an approach in decentralized resource-limited systems through the adaptation of RLS, OS-ELM and polynomial FA learning methods. Moreover, we
will show the methodology of adapting incremental learning techniques for
resource-limited systems.
A specific single choice for a type of model is avoidable when a diverse set
of classifiers, or experts, can be combined in an ensemble setup, to achieve
a more reliable decision [60, 61]. We will demonstrate that such combinations also benefit anomaly detection performance in resource-limited systems,
by combining our learning methods. Furthermore, it is known that combining neighborhood information can significantly improve the anomaly detection
performance [64, 93, 84]. We will show that, at least for our methods, this only
holds when spatial neighborhoods are well correlated.

Online Learning, Prediction
and Detection
The previous chapter surveyed anomaly detection methods, ranging from the
traditional centralized offline learning, to decentralized methods and to online learning. However, it showed very few decentralized and online learning
anomaly detection methods exist for IoT and WSN applications and, to the
best of our knowledge, even fewer for online learning anomaly detection. Therefore, in this thesis we focus on the typical use case for WSNs: the monitoring
of environments or processes from which there is (presumably) little a priori information and for which it is impossible to ascertain beforehand what
“normal” or “anomalous” is. Furthermore, we concentrate on those detection methods that can be applied online (i.e., without the need for an offline
learning phase), decentralized (without the need for central organization), and
that are characterized by a limited computational footprint (to accommodate
the stringent hardware limitations found in WSN nodes). Thus, we consider
only data-driven anomaly detection methods based on machine learning. More
specifically, we consider incremental learning-based modeling, as such methods
require fewer resources and do not require central coordination to learn models.
The trade-off is that the methods presented here are better suited for situations where the environment’s “normal” state occurs (and is measured) much
more often than its anomalous states. In the sequel, we will assume that such
conditions hold so that, provided that sufficient data are acquired, a robust
learning mechanism can learn (i.e., model) an approximation of the environment’s “normal” state. Note that, although this assumption is expected to be
met in practice, it makes the evaluation of the anomaly detection performance
particularly difficult, since doing so requires either a “skewed” test dataset (i.e.,
datasets with few anomalies in them) or a test dataset that contains enough
samples and anomalous samples to estimate the probabilities of detection (see
Section 1.2.3 for details on evaluation metrics). The scenarios introduced in
The work presented in this chapter has been published as [139, 140, 141]
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Section 1.2.2 encompass enough data and anomalous data to allow the estimation of detection performance.
In this chapter, we find that online incremental learning using RLS, OS-ELM
and polynomial FA is feasible, and present the methodology to implement
and stabilize machine learning methods on embedded systems with fixed-point
math operations. We evaluate the resulting models by applying them for innode anomaly detection and show the results are promising, but some improvements can be made.
In the following, we first present the overall approach of the framework of
anomaly detectors presented in this thesis (Section 3.1). We detail four specific data-driven incremental learning methods that generate prediction models
(Sections 3.2-3.5), and then continue to explain how predictions can be analyzed such that a classification can be made (Section 3.6). Next, we define a
number of offline baseline methods in order to compare the results of our online
anomaly detection methods (Section 3.7). The behavior of the proposed methods is then analyzed and evaluated in comparison with these baselines (Section
3.8). Finally, we conclude our findings in Section 3.9. The work presented in
this chapter has been published as [139, 140, 141].

3.1

Overall approach

The general anomaly detection procedure goes as follows: after data are acquired and an approximate model of the environment has been learned (and
adjusted online), the model is used to predict the future state of the environment. A large “deviation” between this prediction and the next measured state
signals a potential anomaly (or unmodeled dynamics of the system). The deviation can be stated in several ways. For instance, if the prediction error were
to be modeled by a Gaussian random variable ǫ with (unknown) mean µ and
standard deviation σ, then one could use statistical tests to ascertain whether
or not the measured state of the environment falls outside the 95% confidence
interval for its expected value, indicating the presence of an anomaly. Although
this general approach to anomaly detection is simple and follows closely the
definition of “anomalous” given in the previous section, it has a drawback: its
detection accuracy is limited by the quality of the learned model (a “perfect”
model of the environment is not available). That is, the detection accuracy
depends on the ability of the learning mechanism to build a “good” model.
The approach described above constitutes the building block of the proposed anomaly detection framework and can be depicted as in Figure 3.1. In
this structure, we have a number of inputs x , (x0 , x1 , · · · , xd ), which are
usually samples from a time series of sensor measurements, where x0 is the
target value, that is, the value that we want to classify as normal or anomalous. The remaining inputs x1 , x2 , · · · , xd (that we indicate with x \ x0 ) form
the basis on which the prediction model creates an estimate of the target x̂0
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and can be obtained from, for example, other sensors or historic measurements.
The prediction error ǫ = x0 − x̂0 , is then fed to a decision making component
that can classify x0 as normal or anomalous based on learned properties of the
prediction error.
In order to construct prediction models of the environment with little or
no a priori information, we resort to data-based learning methods. Of these,
only methods with memory and computational footprints that fit within limited hardware resources are suitable for implementation in embedded systems.
Moreover, a WSN node’s processing power is limited not only by the speed of
its MCU, but also by its capabilities. A common WSN platform such as the
TelosB1 does not have floating-point units. The learning methods that can
be adapted to fit these requirements are mostly incremental learning methods,
where at each iteration the model is updated to converge to the least squares
optimum. While incremental learning methods may incur more computational
costs compared to learning from the whole time-series at once (the latter also
requiring its storage), the computational and memory cost per new measurement are, in general, low. That, combined with the real-time processing of
data, make incremental learning methods ideal for this application.
When a suitable incremental learning method has been found, possible
issues related to these limited resources have to be identified. Common limitations are memory consumption and integer or fixed-point computations. For
instance, the former limits the number of input dimensions d that can be
used, or the number of historical measurement values that can be stored. The
fixed-point computations suffer from rounding errors, underflows and overflows,
which can make the learning method unstable. Therefore, these problems have
to be identified and countered by, for instance, a reset when an overflow is
detected, or a variable correction to prevent divisions by zero. For the methods presented below, we have used two open-source fixed-point calculation
libraries, libfixmath [142] and libfixmatrix [143], which allow for 16-bit
precision both for the integer and fractional part (denoted as Q16.16). In
the next sections, we present the implementation details of several incremental
1

TelosB is an 16-bit MSP430-based platform with 10 KB ROM, 48 KB RAM and peripherals such as wireless 2.4 GHz radio (TI CC2420), temperature, humidity (SHT11) and light
sensors (Hamamatsu S1087 series).
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Figure 3.1: The structure of a multi-dimensional classifier. The difference
between a prediction, based on inputs x \ x0 , and the measurement in x0 is
classified by the decision component.
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learning algorithms, addressing in particular the effects of the limited precision
on the learning process and how those effects can be overcome.

3.2

Sliding window mean
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The simplest prediction method is based on plain statistics. In order to generate these statistics, we use a sliding window approach that keeps in memory a
short window of Lh data samples and use standard methods to determine the
mean µ and standard deviation σ of such data. The estimate of µ can then be
used as the prediction for x0 . However, note that due to the risk of overflow
in the limited-precision environment, all summands in the sums required to
estimate µ and σ are divided by Lh while the sums are performed
PLh instead of
dividing the results after the sums are completed. That is, xˆ0 = i=0 x0,−i /Lh ,
where x0,−i is the i-th historic measurement of x0 .
Additionally, we propose a rule-based decision over the standard deviation
σ. That is, we expect the system under measurement to display slow changes,
and to display noise in the sensor measurements. This means that a series of
consecutive measurements should not have σ ≤ δ (where δ → 0, e.g. δ = 1/216 ,
the smallest number representable in Q16.16); otherwise, this rule detects a
specific type of anomaly, namely a constant anomaly (see Sec. 1.2.1 for further
details).

3.3

Recursive Least Squares

As we showed in the related work, the method of Least Squares is often used
to estimate parameters of models. These models are in the form of
y = βx,

(3.1)

also depicted in Figure 3.2, where the inputs x can, for example, represent
measurements across different sensors taken at one or more instances in time.
These are then linearly mapped to the output y, by the weighting of β. Such
models have a closed-form solution, which can be found using the Moore−1 T
Penrose generalized inverse of the matrix x, i.e. x† = xT x
x [144]:
β̂ = x† y
However, for these solutions all data have to be known and have to fit in
memory.
The RLS method, explained in detail in [145, 146], is a recursive method
that in each time step t estimates parameters β for each data input x. In order
to estimate these parameters, only the model and several state variables have
to be stored, opposed to storing all previous data. As illustrated in Algorithm
1, the method starts by initializing some parameters (the forgetting factor α
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Algorithm 1 Recursive Least Squares
1: Init δ > 1, α > 1, β0,i = {0} , P0 = δI
2: for each sample step k do
3:
ǫt+1 ← yt+1 − x⊤
t+1 β t
4:
Kt+1 ← Pt xt+1
5:
µt+1 ← x⊤
t+1 Kt+1
6:
θt+1 ← α+µ1t+1
7:
κt+1 ← θt+1 Kt+1
8:
β t+1 ← β t+ κt+1 ǫt+1

⊤
9:
Pt+1 ← α1 Pt − θt+1 Kt+1 Kt+1

3.3.1

Stability

For stable and accurate estimation, the RLS algorithm requires infinite-precision
values. However, embedded systems can only deal with limited precision, fixedpoint variables. Therefore, Bottomley [146] has analyzed the implication of
quantizing the above computations. This analysis resulted in recursive estimates for the total quantization error, for which Bottomley suggests correction
methods.
In our experiments with the fixed point implementation we indeed encountered stability issues, mostly when α is close to 1, as shown in Figure 3.3. The
main problem is the underflow in the computations regarding Pt , which can
result in coefficients for a certain input xi to become zero. This has as effect
that xi is not used for correlations in future iterations. Moreover, overflows
can occur when the input values are too big, and therefore the inputs have to
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and the value δ needed to initialize the inverse auto-correlation matrix P) and
state variables (the weights β and matrix P). The inputs are the vector x and
the estimation target y. Then, for each new iteration t + 1, the size of the
prediction error, ǫ, is determined first, based on the prediction of the previous
model. Following this, the variables θ and µ express the updated gain. Next,
the direction in which to update β and P is determined using variables K and
κ. With these, finally, the weights β and inverse auto-correlation matrix P are
updated.
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Figure 3.2: Structure of Recursive Least Squares model. The inputs x are
weighted by β to form the output y
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(a) Stabilized
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(b) Unstabilized

Figure 3.3: Effects of stabilization with α = 1.1
be scaled. Based on the work of Bottomley [146], we obtained stable filters by
implementing a subset of their suggested correction measures:
• Truncating (instead of rounding) the computational results, to bias the
error propagation towards stability.
• Use saturating math operators, such that overflows do not wrap around
(e.g. positive to negative).
• Biasing the diagonal values of the auto-correlation matrix P to counter
underflows which, otherwise, might prevent a zero weight to be updated,
expressed as
C(Pt ) = αPt + δI
(3.2)
where δ → 0. This is contrary to what is suggested in [146], where
only non-zero elements are updated. Underflows in Pt could stop the
parameter updates, as can be derived from lines 4 and 9 in Algorithm 1.
That is, Pt = Pt + (1/216 )I (where I is identity matrix) after step 9 in
Algorithm 1.
• Ensuring that the input is at most of 16 bit precision which, together with
the forgetting factor α and scaling after using the Q16.16 representation
of libfixmath, prevents overflows.

3.3.2

Complexity

We analyze the complexity of this algorithm per model update step, since we
do not have a fixed length of the time-series the algorithms will encounter.
That is, every time a measurement is taken, we analyze the complexity of
updating the model with this new measurement. In contrast, given a fixed
dataset of N samples, the overall complexity, in terms of central processing
unit (CPU) instructions, can be given by multiplying by N . The resulting
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Method RLS LLSE LLSE/Win
CPU
O(d2 ) O(nd2 ) O(Lw d2 )
Memory O(d2 ) O(n2 ) O(L2w )

3.3.3

Energy consumption

The CPU time can be translated to energy usage, expressed in millijoule (mJ),
by determining the power consumption of an MCU used in milliwatt (mW)
from its datasheet. In the case of the MSP430, found on the TelosB sensor
node, this is 14.4 mW per second (s) when the CPU runs at 8 MHz [148].
The formula is then mJ=mW×s. Thus, for 5 ms computation it uses 0.072
mJ. In comparison, the TelosB radio, a TI CC2420, uses 52.2 mW in transmit
mode. Thus, for a transmission time of 5 ms it would take 0.261 mJ. As we
will see in chapter 5, the targeted WSN deployments consist of many nodes
that can not only communicate to a sink node, but also with other nodes in
the neighborhood. But, when neighboring data are also used as input for the
algorithm, a balance has to be found between the communication rate and
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overall computational complexity is, thus, higher compared to an offline nonsequential approach, where all the data are readily available. Nevertheless, the
online sequential learning requires only a fixed amount of memory (that of the
model), thus allowing for an online embedded implementation.
The complexity is derived from analysis of the pseudo code and compared
to offline LLSE and to applying LLSE on a small window of data of length Lw ,
the results of which can be seen in Table 3.1. The computational complexity
and memory usage of RLS are constant in the order of d2 , i.e. all operations
described in lines 3 to 9 of Algorithm 1 are in the order of d2 times a constant
number of operations, while LLSE has to recompute the parameter estimates
based on all n previous samples. The latter also means that, over time, memory
usage and computational cost increase for LLSE. By using a sliding window
for LLSE this cost is kept in the order of a window length, Lw . We have
implemented the RLS algorithm for the TelosB platform, a 16-bit MSP430
based platform (compiled with GCC, optimized for size) and ran it in MSPsim
[147] to count the real CPU cycles from lines 3 to 9 in Algorithm 1.
From Table 3.2 we see that the algorithm complexity agrees with the theoretical models of Table 3.1, i.e the computational complexity per iteration
increases in the order of d2 . The large numbers are mainly due to the Q16.16
fixed-point computations, which are implemented in software. The memory
usage increases slightly with the number of input parameters, while program
size tends to vary due to compiler optimization.
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Table 3.1: Comparison of order of complexity to RLS per update, derived from
algorithms
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d
CPU Cycles/iteration
CPU Time/iteration (ms)
Max Stack/iteration (bytes)
Total program ROM
Total program RAM

2
21k
5
106
19788
2090

3
42k
10
118
19914
2178

4
74k
18
118
19878
2298

36

Table 3.2: Number of input parameters vs resource usage of RLS, implemented
in TinyOS. Compiled for TelosB platform with msp430-GCC and determined
in MSPsim.
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the estimation error. Nevertheless, this shows that it is worthwhile to detect
anomalies locally, and only send anomalous data to a central processing point
for further analysis.

3.4

Extreme Learning Machine

The execution of small trained ANN models, such as ESN, has been shown to
be implementable on WSN nodes [63]. The simplest of such ANN models is
an SLFN, which has the following structure (see Figure 3.4):
y = fÑ (x) =

Ñ
X

βi G(ai , bi , x),

x, ai ∈ Rd ,

bi ∈ R,

(3.3)

i=1

where ai are the input neuron weights, bi the bias of the ith hidden neuron,
G(ai , bi , x) is the output of that hidden neuron according to activation function
G(·), and Ñ is the number of hidden neurons. Also in this case, x ∈ Rd
is a vector of input values of dimension d, while βi is the weight connecting
the ith hidden neuron to the output node. One can use several activation
functions g(x) : R → R to determine the output of a hidden node. For example,
for sigmoid functions (such as g(x) = tanh(x)) the hidden-node output is
determined by:
G(ai , bi , x) = g(ai · x + bi )
(3.4)
On the other hand, for radial basis functions (e.g. the Gaussian function) the
hidden-node output is determined by:
G(ai , bi , x) = g(bi ||x − ai ||), bi ∈ R+

(3.5)

These complex models with multiple layers of weights are traditionally trained
using the back-propagation method [116], which requires all data to be known
and updates weights and biases in an iterative process over the training dataset.
Contrary to the back-propagation learning, the main intuition behind the
approach called ELM is that, if one sets input weights and biases randomly
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and N training samples are considered, the hidden neuron outputs can be
aggregated into a matrix H of N × Ñ , where Hj,i = G(ai , bi , xj ). We can then
rewrite formula 3.3 as:
y = βH
(3.6)
Huang et. al showed that this is indeed a linear system [117] and can efficiently
be solved using the least squares approach.
y

1

βÑ

i

x1

hidden layer

Ñ

ai,1

a1,1

37
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Figure 3.4: Structure of a Single Layer Feed-Forward Neural Network model.
This ELM approach does require that all N training samples are stored in
memory. However, as we saw in the previous section, the least squares solution
can also be obtained sequentially using RLS. Liang et al. [121] showed that
the hidden node weights β t+1 at iteration t + 1 can be recursively calculated
according to the following formula:
Pt+1 = Pt − Pt HTt+1 I + Ht+1 Pt HTt+1

−1

β t+1 = β t + Pt+1 HTt+1 (Yt+1 − Ht+1 β t )

Ht+1 Pt
(3.7)

where Pt is the inverse auto-correlation matrix between the hidden nodes and
the output node.
The above outlined method for learning output weights β is called OS-ELM
and is described in [121]. While the ELM approach can also be found in
random vector functional-link neural networks [149], we have chosen to follow
the implementation2 of ELM and OS-ELM algorithms of [117] and [121]. The
OS-ELM pseudo-code, consisting of an initialization and a sequential learning
phase, is shown in Algorithm 2. For an extensive description, see the work of
Liang et al. [121].

3.4.1

Stability

Analyzing formulas 3.3 to 3.7, and already hinted at in Algorithm 2, we can
identify the following issues due to resource constraints. Firstly, as this method
2

http://www.ntu.edu.sg/home/egbhuang/elm codes.html
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Algorithm 2 Extreme Learning Machine
1: function InitializeELM(x0,··· ,Ñ , y0,··· ,Ñ )
2:
for node i ∈ 0, · · · , Ñ do
3:
inputs weights ai ← random number between (-1,1)
4:
inputs biases bi ← random number between (-1,1)
5:
β ← estimate coefficients from initial data x0,··· ,Ñ , y0,··· ,Ñ
6:
using closed form least squares solution
7: function LearnSequentialELM(xt , yt )
8:
Calculate partial hidden layer output matrix Ht
9:
with hidden neuron outputs G(ai , bi , xt ),
10:
Determine the desired output yt ,
11:
Compute output weights β t using RLS, given Ht and yt
12:
Apply stability correction for RLS

uses RLS, the same measures counteract the fixed-point precision issues indicated in Section 3.3 apply to OS-ELM. That is, we apply a correction to the
inverse auto-correlation matrix Pt
C(Pt ) = cPt + δI

(3.8)

to prevent underflows on the diagonal, and overflows in the whole matrix. Next,
the activation function G(·) may pose limits on the input values due to the
fixed-point precision. For example, in the simplest case a linear combination
of all inputs may overflow the summation variable. To account for this, the
inputs have to be scaled accordingly. Lastly, the size of the hidden matrix H
and the variables needed to update this matrix are limited by the available
memory, resulting in a limited hidden layer size Ñ and a limited number of
inputs d.

3.4.2

Complexity

For OS-ELM, too, we analyze the method complexity per update step. The
analysis of the pseudo-code results in the complexity orders shown in Table
3.3. In this table the RLS complexity returns in terms of the number of hidden
nodes N̂ from the update, as per equation 3.7. Furthermore, the update of the
H matrix is in the order of the number of inputs d times the number of hidden
nodes N̂ . The quadratic complexity together with the resource limitations of
the embedded system do not allow for an SLFN with a large hidden layer.
For this algorithm too, we have used MSPSim [147] to determine values
of a real implementation, as seen in Figures 3.5 and 3.6. Our implementation
is based on TinyOS, and compiled for the TelosB platform, with compiler
flags set to optimize for code size. The plot of Figure 3.5 shows that the
number of hidden nodes N̂ has the most impact on the CPU time used, as it
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Method OS-ELM
RLS LLSE
2
CPU
O(Ñ d + Ñ ) O(d2 ) O(Lw d2 )
Memory O(Ñ d + Ñ 2 ) O(d2 ) O(L2w )
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Figure 3.5: The CPU time scales exponentially with the number of nodes N̂ ,
while the number of inputs d has little effect. The figure shows CPU time
of OS-ELM in a TinyOS program running on an MSP430 (determined with
MSPSim).
The memory usage mostly depends on the size of the matrices in memory.
Due to implementation details, mainly matrix related [143, 142], this size does
not grow proportionally to the number of inputs or to the number of hidden
nodes, as seen in Figure 3.6. Instead, in some cases a larger matrix size had to
be chosen for the matrix algorithms to function. However, we do see that the
number of hidden nodes influences mainly the memory usage, which is largely
consistent with Table 3.1. But, we only see a difference in memory usage for
different inputs when using 2 or 3 hidden nodes.
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●

100

120

scales exponentially, in agreement with the complexity derived in Table 3.1.
Moreover, the fixed-point calculations are implemented in software and thus,
contribute significantly to the overall computational time. The effect of the
number of input nodes d on the CPU time is, however, not obvious. This may
be due to the random weight initialization, or the iterative algorithm used to
solve the inverse of a matrix needed in the update of Pt+1 in equation 3.7.

39

Table 3.3: Comparison of order of complexity to OS-ELM, derived from algorithms. N̂ is the number of hidden nodes, d the number of inputs, and Lw the
length of the measurement-history window.
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We compute the energy consumption of OS-ELM based on the MSP430 MCU,
found on TelosB sensor nodes. Its energy consumption is 14.4 mW per second
(s) when the CPU runs at 8 MHz [148]. For example, when we take from Figure
3.5 a CPU-time of 10 millisecond (ms) for 2 hidden nodes, this results in 0.144
mJ. Further, if we take the CPU-time for 8 hidden nodes, being around 120
ms, this would result in around 1.728 mJ. In comparison, the radio chip on
the TelosB, a TI CC2420, uses 52.2 mW in transmit mode. Transmitting for 5
ms would take 0.261 mJ, but a message may require multiple nodes to forward
the message to reach a central storage/processing facility, depending on the
application and factors such as network size.
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Figure 3.6: The memory usage mostly depends on the size of the matrices in
memory, although sometimes larger matrix sizes have to be chosen. The figure
shows RAM usage of OS-ELM in a TinyOS program running on an MSP430
(determined with MSPSim).

3.5

Function approximation

The final prediction method considered in our framework is polynomial FA.
A polynomial function can be approximately fitted to a sliding window of
data and can be used in two cases. In the first case, one can use the fitted
polynomial to predict future measurement values. In the second case, one
can compare the coefficients of the polynomial fitted to one segment to those
from polynomials fitted to other segments, yielding a piece-wise linear anomaly
detection method [33]. Here, we have opted for the first case, because it is in

Figure 3.7: Structure of a single-dimensional time-series classifier. The difference between a prediction, based on a model from the signal delayed by N
samples, and the current measurement of the signal x0 is classified.

Algorithm 3 Function Approximation
1: function InitializeFA(K, N )
2:
init update coefficients for Fk
3:
based on max K and window size N
4:
α←0
5: function UpdateFACoefficients(yt+1 )
6:
for degree k ∈ 0, . . . , K do
7:
αk,t+1 ← αk,t + Fk (yt+1 , yt , αk−1,t+1 , . . . , α0,t+1 )
8:
if αk,t+1 is overflown then
9:
reset variables and restart with buffered window
10: function Estimate(t)
11:
q←0
12:
for degree k ∈ K, . . . , 0 do
13:
q ← combine(q, pk (t))
14:
if q is overflown then
15:
reset variables and restart with buffered window
16:
return q

3

http://www.ies-research.de/Software
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line with the prediction-based anomaly detection approach outlined in Section
3.1 and does not require the storage of historical segments, by implementing a
method called SwiftSeg3 on fixed-point embedded systems, which uses bases of
orthogonal polynomials to incrementally fit a polynomial function to a sliding
data window
is, given orthogonal basis pk (x), the fitted function
PK [128]. That
2
p(x) =
k=0 ak /kpk k pk (x). The pseudo-code with fixed-point corrections
is shown in Algorithm 3. The resulting polynomial function is then used to
predict the next value, i.e. Fwin (t) = x̂0 [t], where win = x0 [t − 1], x0 [t −
2], . . . , x0 [t − Ls ], a vector of historical input data of length Ls . In the sequel
we denote this classifier FA and denote how far ahead it predicts the future as
FA(i-step), where i is the number of steps in the future it predicts.

41

CHAPTER 3. ONLINE LEARNING, PREDICTION AND DETECTION 41

42

3.5.1

3.5. FUNCTION APPROXIMATION

Stability

42

The update step recursively calculates the coefficients of each basis polynomial;
the estimation step evaluates all the basis polynomials with the current coefficients. In the latter, however, the accumulating variables that are used in this
evaluation can run into the limits of the fixed-precision representation and saturate (or overflow). In such case, the model is re-initialized with the previously
buffered values. Note that higher degree polynomials require a higher number of accumulating variables and run a higher risk of fixed-precision overflow.
Hence, here we will limit our analysis to first degree polynomials.
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3.5.2

Complexity
OS-ELM
RLS LLSE
Method FA
2
2
CPU
O(deg + Ls )
O(Ñ d + Ñ ) O(d2 ) O(Lw d2 )
Memory O((deg + 2)2 + Ls ) O(Ñ d + Ñ 2 ) O(d2 ) O(L2w )

Table 3.4: Comparison of order of complexity to polynomial FA, derived from
algorithms. deg is the degree of the polynomial used, Ls the length of the
sliding window, N̂ is the number of hidden nodes, d the number of inputs, and
Lw the length of the measurement-history window.
From the pseudo-code in Algorithm 3 we can derive the computational
complexity shown in Table 3.4. For instance, the maximum degree of the polynomial of the FA method can be set depending on type of data. But, for
simplicity and to be generic, we choose a polynomial degree of 1, i.e. a line.
Again, we have used MSPSim [147] to determine the computational complexity of the implementation for a TelosB mote, the results of which are shown
in Table 3.5. This table also shows the computational complexity of the sliding window statistics presented in Section 3.2. In both cases, the theoretical
complexity scales linear in terms of window length (Ls or Lh ) given a constant
degree deg. The numbers in practice agree with this linear complexity, albeit
with a constant overhead.
The memory usage depends largely on the sliding window length Ls , with
a constant overhead from the matrices that store the polynomial functions,
from the application and from the operating system. Similar to the computational complexity, from Table 3.6 we see that the practical memory usage scales
linearly with the window length, in agreement with the theoretical usage.

3.5.3

Energy consumption

For this method, too, the CPU time can be translated into energy consumption.
Taking the MSP430, found on the TelosB sensor node, the energy consumption
is is 14.4 mW per second when the CPU runs at 8 MHz [148]. For example, if
we take a sliding window length Ls = 20 and with 3 sensors as seen in Table 3.5,

Table 3.6: Effect of parameter values Lh and Ls on the memory of an update
step of the polynomial FA and sliding window statistics with 3 sensors and first
degree polynomial, shown in bytes and including application and operating
system overhead.
❍
❍❍ Ls
12
16
20
24
28
32
L h ❍❍
❍
16
1722 1770 1818 1866 1914 1962
32
1914 1962 2010 2058 2106 2154
48
2106 2154 2202 2250 2298 2346
64
2298 2346 2394 2442 2490 2538
the energy usage ranges from 2.42 to 3.76 mJ. While these numbers are much
larger than the 0.261 mJ of energy required for an estimated 5 ms transmission,
they include the computational complexity for the sliding window statistics.
Moreover, the numbers are only marginally larger than the computational time
determined for OS-ELM in Section 3.4.2. However, using local calculations
does not burden the whole WSN with the (re-)transmission of a measurement
packet to the sink. Furthermore, reducing the number of (re-transmission)
can further reduce the resource usage of the whole network by adapting the
radio duty-cycle. Hence, we find this method is suitable for online embedded
function approximation.

3.6

Prediction error analysis

As mentioned before, a critical step in anomaly detection is the analysis of
the properties of the prediction error ǫ. If a perfect model of the environment
was available, its prediction error would be expected to be zero under normal
environmental conditions. In practice, however, perfect models are not available, particularly in the case of resource-limited platforms such as found in
WSNs: often, the only characteristics that can be estimated are the prediction error’s mean µ and standard deviation σ, using statistics over a buffer
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Table 3.5: Effect of parameter values Lh and Ls on the computation time of an
update step of the polynomial FA and sliding window statistics with 3 sensors
and first degree polynomial, shown in milliseconds.
❍❍
L
❍ s
12 16 20 24 28 32
❍
Lh
❍
❍
16
158 163 168 170 173 176
32
192 197 201 204 207 209
48
222 227 231 234 236 239
64
251 256 261 263 266 269
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of historic prediction errors, or better, using an exponentially weighted moving average (EWMA) [150]. Ideally though, good practical models relying on
simple statistics should still be able to yield high-accuracy predictions, thus
leading to “almost zero” or “low” prediction errors under normal conditions.
Once the statistics of the prediction error are established (either via analysis
or by assuming that it is normally distributed), one can calculate the prediction
error’s p-value, that is, the probability of obtaining a sample at least as far from
the mean as the current sample. Note that the lower the p-value, the more
likely the prediction error signals an anomaly. Thus, after acquiring sufficient
data to accurately estimate the prediction error’s statistical parameters, the
decision component (see Figure 3.1) can determine the prediction error’s pvalue, compare it to a user-defined confidence level (e.g. 95%), and determine
whether or not it can be regarded as anomalous. In this way, the end-user
sets a fixed confidence threshold, while the p-value is estimated adaptively,
depending on the underlying distribution of the prediction error.
In general, for algorithms such as EWMA, it is difficult to set a single
learning rate that is suitable for all applications. Thus, in our framework we
re-sample and smooth the standard deviation to account for anomalies of longer
duration. That is, after each Nresample (e.g. 128) new prediction errors, we take
the current σ and smooth it using a second EWMA, in order to create a slower
moving σl , that is more robust to changes. With this slower changing σl we
determine a second p-value, and we choose the minimum of the p-values resulting from the normal and slow adapting the probability density function. For
completeness, we report the pseudo-code of the adaptive threshold detection
in Algorithm 4.
This simple, yet effective, adaptive decision-making scheme can be easily
applied to the prediction methods described before. Each of those four methods
(sliding window mean, RLS, OS-ELM, and function approximation), together
with EWMA-based decision making, form a one-class classifier, see respectively
the “Prediction model” and “Decision” blocks in Figures 3.1 and 3.7. The
added benefit of classifying over prediction errors, is that an anomalous value
can be replaced by this prediction.

3.7

Baselines

To compare the above online methods, we contrast them to their offline counterparts, which require all data to be available in memory, and a rule-based
heuristic. The latter is relatively simple to implement in a WSN node and,
therefore, may show if the computational complexity of the proposed online
methods outweighs the simplicity of a rule. However, it does not capture any
complex relations between inputs. The rule-based baseline combines a constant
classifier, as outlined in section 3.2, with the computation of a p-value over the
first-order difference of the sensor signal (δx = x0,t − x0,t−1 ). With those, the
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8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:

if t mod Nresample == 0 then
if initializing or no anomaly then
σt,l ← EWMA update(σt−1,l , σt,s )
if initializing then
determine multipliers Fs such that
all past ǫ are within 95% of N (µt , Fs σt,s )
determine multipliers Fl such that
all past ǫ are within 95% of N (µt , Fl σt,l )
return 1.0
else
ps ← p-value of ǫt given N (µt−1 , Fs σt−1,s )
pl ← p-value of ǫt given N (µt−1 , Fl σt−1,l )
return min(ps , pl )

true mean µ and variance σ of δx can be computed, because the offline methods have all data in memory, and with that the p-value. We assume that spike
anomalies will significantly exceed the average δx, resulting in a low p-value.
Furthermore, we use the closed form (i.e. non-incremental) counterparts of
RLS and OS-ELM, being LLSE and ELM in the same structure as displayed
in Figure 3.1, to learn linear and SLFN models of the relation between the
target sensor and the remaining sensors in the system. Since these are learned
from the dataset as a whole, we assume the resulting models are optimal for
the given datasets and, thus, form a sufficiently accurate base for comparison.
The prediction errors are then analyzed, similarly to the methods above,
by computing the p-value. However, since the prediction errors are known over
the whole time series, again the true mean µ and variance σ of the prediction
error can be computed, instead of using EWMA. Both learning techniques,
together with the offline prediction error analysis, and the heuristic rules are
used as baselines.

3.8
3.8.1

Evaluation
Parameter guidelines

To determine the parameters in the algorithms we analyze their RMS prediction error and their anomaly detection performance. This analysis is done
largely on the synthetic dataset, introduced in Section 1.2.1 as its properties
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6:
7:
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Algorithm 4 Adaptive Threshold Detection
1: initialize µt , σt,s , σt,l , Fs , Fl , λs and λl .
2: function AnalyzePredictionError(ǫt )
3:
µt ← EWMA update(µt−1 , ǫt )
4:
if initializing or no anomaly then
5:
σt,s ← EWMA update(σt−1,s , (ǫt − µt−1,s ))
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and anomalies are known. Please note that, due to new insights as the research
progressed, the datasets were scaled differently to account for stability issues
resulting from fixed-point operations and their limited precision, such as overflows. Therefore, results may also have small variations (e.g. values close to
zero become zero after downscaling). For example, the hidden node activation
function of OS-ELM requires a smaller input range than foreseen when initially
investigating RLS. A property shared in all datasets is the number of measurement time-series, i.e. the number of input dimensions, which is d = 3. For
the RMS prediction analysis we take the sections from the datasets without
anomalies and, because the algorithms need some time to converge/learn, we
have taken the second half of those sections. While the convergence in the first
half is fast, the initial prediction errors may be large, which does not reflect
later RMS prediction accuracy.

Figure 3.8: Example data with a constant anomaly, and its fixed-point and
floating-point RLS estimates, using a high forgetting factor α = 15.
The RLS algorithm has one parameter that influences its learning speed,
which is the forgetting factor α. We consider a reasonable range for α to be
from 1 to around 32, where the latter is experimentally determined by the
formula in line 6 of Algorithm 1 and the bit size of the fixed-point fraction.
The larger this factor, the slower the algorithm converges to a least squares
solution, but the more it resists to short-term influences such as anomalies,
an example is shown in Figure 3.8. For the OS-ELM learning algorithm there
are two parameters of influence: the correction factor c and the number of
hidden nodes Ñ . The correction factor should be close to, but less than, one.
Thus, for stabilization we have chosen to evaluate c over 0.999985, 0.999878,
0.999023, and 0.992188, which are factors of power of 2 near a decimal, e.g.
1 − 1/216 = 0.999985 ≈ 0.99999.
First, we estimate the number of hidden nodes for the SLFN to be learned
by OS-ELM. In Figure 3.9 the different choices of c for the OS-ELM method
are contrasted against the offline linear least squares fitting LLSE, and an instantiation of RLS. This figure shows the RMS prediction error of OS-ELM
can converge to the prediction error of LLSE on the same datasets. However,
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Figure 3.9: The average RMS error of OS-ELM for different numbers of hidden
nodes, with number of inputs d = 3

this is not guaranteed, due to the random initialization of the hidden node
weights and bias. For instance, this shows in c = 0.999878, where the RMS
prediction error does not seem to converge to the LLSE prediction error, and
for c = 0.992188 we see a larger prediction error over the whole range of hidden
nodes. Given that the number of hidden nodes has a large impact on computational complexity, explained in Section 3.4.2, and the performance increase
diminishes with larger Ñ , a number of hidden nodes Ñ = 4 is established as
good choice for our datasets. However, other applications, with for instance
more inputs, may find a higher number of hidden nodes more suitable. Furthermore, the figure hints at a correction factor c = 0.999985, but we will go
in more detail on forgetting and correction factors in Sections 3.8.2 and 3.8.3.
Next, we evaluate a common parameter used in all the classifiers described
in Section 3.1, the confidence interval. More specifically, each classifier outputs
a p-value, that as we have seen indicates the confidence with which a sample
is classified as anomalous or not. Indeed, in order to evaluate the anomaly
detection performance in terms of TP, FP, FN, and TN (see Section 1.2.3), a
binary classification is needed, which can be obtained by assigning a confidence
interval to the data considered to be “normal”. This assignment will affect the
precision and recall measures. To assess what is a “reasonably good” confidence
interval, we conduct a preliminary analysis on the synthetic datasets, where
we know the ground truth classification. We generate precision-recall curves
for the different anomaly detection methods and confidence intervals of 68.27,
75.00, 80.00, 86.64, 90.00, 95.00, 99.00, and 99.73%.
Figure 3.10 plots the precision against the recall percentage for the range
of confidence intervals per anomaly detection method, divided by anomaly
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Figure 3.10: Precision-recall curves for several of the individual classification
methods. The different points on the curves represent the confidence intervals
from 68.27% (more recall) to 99.73% (more precision), for the anomaly types
(a) spike, (b) noise, (c) constant and (d) drift. The legend holds for all sub
figures.

3.8.2

Recursive least squares

Figure 3.11 shows the anomaly detection performance for different types of
anomalies and (only for RLS-based algorithms) for different forgetting factors
α for the synthetic and Indoor WSN datasets. These results are contrasted
against rule-based heuristic baselines, and against offline LLSE predictionbased classifier baselines presented in Section 3.7. The rule-based heuristics
are empirically determined and act on the first-order difference of the incoming data. Such an approach is viable in WSN nodes and can show if the
complexity of RLS outweighs the simplicity of a rule. However, it does not
capture relations between inputs or other information. On the other hand,
LLSE is the offline, non-incremental counterpart of RLS, which can capture
such relations. However, it requires all data to be stored in memory, which is
not viable in WSN nodes. The LLSE/Win model baseline is fitted to a sliding
window over the data, which could be possible in WSN nodes but has a very
large computational penalty compares to RLS. Furthermore, we contrast the
EWMA-based prediction error analysis to a static rule-based error analysis.

3.8. EVALUATION

type. For the 99.73% confidence interval we expect the precision to be the
highest, and recall to be lowest, since the confidence of the methods to detect
an anomaly should be high. This can be seen as the top left side of the
curves. On the other hand, for the 68.27% confidence interval we expect lower
precision, but higher recall. This is seen as the bottom right side of the curves.
Ideally, the methods have both high precision and high recall, but a reasonable
performance should be to the top right of the diagonal.
From Figure 3.10 we can observe that the performance varies greatly with
the type of anomaly (described in Section 1.2.1). However, the effect of selecting a specific confidence interval as threshold behaves as expected from the
definition of the p-value, being a measure for how likely a sample belongs to
the normal class. That is, the higher the confidence interval, the more precise
the detection is, but the fewer anomalies are recalled. For example, for the
spike anomaly the rule-based method has high precision up to the 80% confidence interval, while the RLS, OS-ELM and FA methods only have high spike
detection precision with the 99.73 and 99.00% confidence intervals. For noise
anomalies, the precision of RLS, OS-ELM and FA stays relatively high. The
constant and drift anomalies are best detected with the baselines.
For most methods the highest confidence intervals result in a very low recall.
Therefore, to improve the balance between recall and precision, we establish
that a confidence interval of 95% (i.e. p-value < 0.05) gives a reasonable
trade-off between precision and recall for our datasets. However, depending
on the application goals a different confidence interval may be selected that
favors precision (high confidence interval) or recall (low confidence interval).
With this interval we can now establish the effect of parameter settings on the
anomaly detection performance.
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(a)
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(b)

(d)
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Figure 3.11: The prediction error analysis of EWMA is contrasted to a static
analysis using a Rule. The postfix Fix are the result of the embedded fixed
point RLS, while Rule/EWMA FP values are the result of the floating point
implementation. The figure shows TP, FN and FP of RLS as ratio of number
of anomalies in synthetic data with (a) spike, (b) noise, (c) constant and (d)
drift anomalies, compared to the anomalies in the Indoor WSN dataset (e).
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These are denoted as the prefixes EWMA and Rule to the prediction method
names. In the following we first discuss the anomaly detection performance per
type of anomaly, after which we establish a guideline for the forgetting factor
parameter α.
We show the anomaly detection performance per method for spike anomalies in Figure 3.11a. Each bar represents the ratio of TP, FN and FP detections
in relation to the number of anomalies present in the dataset. Thus, the TP
and the FN together are 100% of the anomalies present. The FP are shown as
red bars to the right of this 100% mark, indicating that those are detections
that are non-existing anomalies. The heuristic rule baseline at the top detects
39.1% of the spike anomalies, but also falsely detects 217.5% of the actual
anomalies present. The lower bars are split between the EWMA-based prediction analysis (top) and the Rule-based prediction analysis (bottom). We see
that the offline LLSE/Win baseline is on par with the heuristic rule-baseline in
terms of TP detections, given the EWMA prediction analysis. However, it has
less FP detections, with only 105.7% of the true anomalies. The LLSE model
from the whole dataset detections 49.6% of the anomalies with the EWMA prediction analysis, but has a similar FP ratio to the rule-based baseline. With the
rule-based prediction analysis, the TP detection ratio of the LLSE baselines
drops to 14.1% for LLSE/Win and 22% for LLSE. Nevertheless, for the slidingwindow based LLSE baseline the FP ratio also drops to 20.2%. However, the
FP ratio for the global LLSE model with rule-based prediction analysis is far
worse, with over 616% false detections.
Furthermore, in this figure we compare the performance of a floating-point
RLS implementation (indicated with FP ) and the embedded fixed-point implementation (indicated with Fix ), and evaluated for settings of forgetting factor
α = 5, 10 and 15. The fixed-point implementation performs very similar to the
floating-point implementation, which shows in, for example, all TP ratios being
around 49% when using the EWMA-based prediction analysis. The influence
of the forgetting factor α can mostly be observed from the FP ratios, where
a higher α results in more FP for spike anomalies. We observe a small effect
of α on the TP ratios, mostly for the rule-based prediction analysis, where a
higher α results in more TP.
The performance of RLS for spikes is in general relatively good. Detection
is comparable to that of LLSE, with 20 to 50% TP for RLS and 22 to 50% TP
for LLSE. The rule-based prediction error analysis performs below the baseline,
but is very resource friendly. On the other hand, the EWMA-based prediction
error analysis outperforms the baseline method detecting anomalies, without
an increase of FP. Noise anomaly detection performance is lower than that
of the spikes. Similar to the detection of spikes, the EWMA-based prediction
error analysis performs better than the baseline, with a TP rate of around 24%
and a lower FP rate of only 0.8%.
When the learning rate is faster than the drift rate, the anomaly is likely to
be undetected, because the RLS method adapts to the gradual change. This
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shows in the low TP rates for the RLS based methods in Figure 3.11, where
the most detections are made by the rule-based LLSE method, with a TP rate
of 21% and only 4.9% FP. Therefore, if any detection is made, it is likely at
the start of the drift, with high α (slow learning), while the rest of the drift
period is not flagged as anomalous. In general the LLSE method performs
better for detecting drift. This is mostly due to the fact that this method is
not adaptive but uses the whole dataset, and the fact that the drift anomalies
in the generated dataset last for a relatively short period, such that the overall
effect on the estimate of LLSE is minor. The FP rate for drift is, however, very
low (at most 3.5%), thus the precision is relatively high.
Similarly, constant anomalies are hard to detect with RLS. This shows in
the low TP rate, more so for smaller values of α, such as α = 5. For such
anomalies the low RLS performance is due to the measurement reading, being
the last known measurement, which may be relevant for short time periods.
When the anomalies persist, and the RLS algorithm adapts slowly (i.e. high
α) the constant anomaly may be detected, as is the case in Figure 3.8. The
rule-based method, however, performs almost flawless for detecting constant
anomalies, resulting in precision and recall of over 98%. However, in realworld applications, such static rules may not apply to unknown and changing
environments. Nevertheless, in the following chapters we will combine the
static rule to detect constants with the online learning methods presented in
this chapter.
In general the TP rate is low, both for the RLS based methods as for the
LLSE methods, while the FP rate varies with the type of anomaly. The effect
of the forgetting factor α is very noticeable for the rule-based prediction-error
analysis, where the constant anomaly detection benefits most. However, in all
cases the false positive rate also increases when the forgetting factor increases.
Therefore, based on our preliminary experiments, we found that a forgetting
factor of α = 10 performs well across our datasets. This choice can serve
as a guideline for similar environmental monitoring applications, but it is not
generic. Specific applications may bias the choice towards lower α values when
the mixture of processes in the sensed environment changes quickly, or to higher
α when this mixture of processes displays slower change. The EWMA-based
prediction error analysis adapts to the changed forgetting factor, which results
in a stable performance for the different forgetting factors. It outperforms the
rule-based prediction error analysis, and, for spike and noise anomalies, the
baseline too.

3.8.3

Online sequential ELM

Earlier we determined that using an SLFN with Ñ = 4 hidden nodes should
provide a good trade-off between performance and computational complexity
for our scenarios with 3 sensors. Now we evaluate the effect of the correction

(a) Synthetic data + Spike

(c)
Synthetic
data + Constant

(d) Synthetic
data + Drift

(b) Synthetic
data + Noise

(e) Indoor WSN

Figure 3.12: The anomaly detection performance based on OS-ELM predictions is contrasted to those from RLS predictions and offline baselines. The
prediction error analysis of EWMA is contrasted to a static analysis using a
Rule. The figure shows TP, FN and FP of RLS as ratio of number of anomalies
in synthetic data with (a) spike, (b) noise, (c) constant and (d) drift anomalies,
compared to the anomalies in the Indoor WSN dataset (e).

3.8. EVALUATION

53

CHAPTER 3. ONLINE LEARNING, PREDICTION AND DETECTION 53

54

3.8. EVALUATION

54
CHAPTER 3. ONLINE LEARNING, PREDICTION AND DETECTION

factor c on the OS-ELM learning anomaly detection performance. Therefore, in
Figure 3.12 we compare the OS-ELM results to RLS, LLSE and the same rulebased heuristics baseline as before. For this evaluation, however, the data was
scaled differently, due to the requirements for stability posed in Section 3.4.1,
which may result in small performance differences. For the RLS stabilization
we have used parameters suggested above, in particular the RLS forgetting
factor α = 10. Again, we first discuss the results per anomaly type, after
which we suggest an optimal parameter setting for OS-ELM.
From the results on the synthetic datasets, seen in Figure 3.12a to 3.12d,
we observe that the baseline indeed performs well on constant anomalies, with
98.5% TP, and also has reasonable performance for spike anomalies. However,
all the regression methods have lower performance on the constant anomalies,
around 20% TP if we use the EWMA-based prediction error analysis. This is
because the last known measurement may be relevant for a short time period.
Moreover, the online learning will slowly adapt to the constant value, and thus
the prediction error will go down over time. Nevertheless, we see that LLSE,
RLS and OS-ELM are detecting similar amounts of constant anomalies when
using the EWMA-based prediction error analysis. On the other hand, this does
not hold for the rule-based prediction error analysis, where OS-ELM performs
less.
Detecting spike anomalies results in a high FP ratio for all methods, including the baseline method, but we see that LLSE and RLS have higher TP
ratios (around 50%) compared to the baseline method (39.2%), when using the
EWMA-based prediction error analysis. The OS-ELM with EWMA prediction
error analysis, however, does not surpass the baseline method with a little less
than 40% TP. Again, the rule-based prediction error analysis performs less
well than its EWMA counterpart in all cases.
We see that the other anomalies have much lower FP ratios, commonly in
the order of 3%. Noise anomalies, in particular, have FP ratios lower than
2.5%. The TP ratios for noise detection are similar to the TP ratio for the
baseline when using the rule-based prediction error analysis with all prediction
methods. When using the EWMA-based prediction error analysis, the TP ratio
increases to around 22% for all prediction methods. But, we see a decrease in
TP ratio when the OS-ELM forgetting factor c decreases, using the EWMAbased prediction error analysis. This decrease is caused by OS-ELM learning
more local data with lower c, such that the prediction error increases, and thus
the threshold.
Drift anomalies are not detected very well by any method, because we
have chosen to model this anomaly with a slow onset and offset, similar to a
degrading sensor calibration. When the forgetting rate is faster than the drift
rate, this anomaly is likely to go undetected. Otherwise, only the onset or
offset of the drift are likely to be detected, before the model adapts through
the online learning. This shows in the 20% TP ratio for the LLSE predictions
with a rule-based prediction error analysis, both of which do not adapt to the

3.8.4

Sliding window statistics and function approximation

Lastly, we show the performance of the sliding window mean and function
approximation classifiers, which are influenced by the parameters Lh and Ls .
To determine the values of these parameters, we analyze the anomaly detection performance, based on precision and recall. Figure 3.13 shows average
prediction and recall rates over all the synthetic datasets and anomalies for
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drift. Moreover, the FP ratio for all methods is very low with less than 3%
overall, and in most cases less than 1.5%.
The online learning methods do adapt to drift, but, in this case OS-ELM
combined with EWMA-based prediction error analysis has a higher TP rate
(around 5%) compared to RLS (less than 1%), regardless of correction factor
c. This may indicate that the chosen correction factors for OS-ELM are slower
than the drift rate, whereas an earlier study showed a clear effect of the forgetting factor for RLS on the detection of drift [139]. For the anomalies that
have a longer stable effect, the drift and constant anomalies, OS-ELM displays
more robustness to changes in the parameters of the correction method than
RLS, which shows in more stable results.
The real-world dataset contains largely constant anomalies and some spike
anomalies. The constant anomalies are mainly due to the unreliability of wireless connections. Furthermore, the spike anomalies in the real-world dataset are
caused by direct sunlight hitting the temperature sensors. The large amount
of constant anomalies shows in around 50% TP ratio for the baseline, but also
results in a high FP ratio. From the other methods, the prediction model
based on LLSE has the best performance of the learned models, with a 21.8%
TP rate, using the EWMA-based prediction error analysis. RLS performs better with a rule-based prediction error analysis for the real-world dataset, with
9.3% TP, while OS-ELM performs better with the EWMA-based prediction
error analysis. With c = 0.992188 the TP ratio of OS-ELM is 12.8%, but, with
c approaching one the TP ratio goes down to 7.2%. However, the higher TP
ration for c = 0.992188 also has a somewhat higher FP ratio compared to the
rule-based prediction error analysis for RLS.
Overall, the OS-ELM forgetting factor c has a pronounced effect on the
detection performance on the synthetic datasets, for instance seen with spike
and noise anomalies. However, this effect is not present in the real-world
data. Furthermore, this effect is most noticeable when using EWMA-based
prediction error analysis. The experiments on our datasets suggest to set c to
values close to 1 (e.g. c = 0.999985), which is the smallest correction influence
on the inverse auto-correlation matrix possible in Q16.16 precision. However,
this is specific to our environmental monitoring datasets. Data from different
applications may require a reevaluation of this parameter. In particular, larger
input ranges may require a larger correction factor due to a larger possibility
of instability.
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a fixed confidence interval. The relatively low performance is caused by the
difference in detection performance of anomaly types and the skewed nature
of the dataset, similar to the other methods presented above. These average
rates, however, do establish guidelines on parameter values for all the types of
anomalies in the datasets considered in this thesis.
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Figure 3.13: Effect of window length on anomaly detection performance of
single-dimensional time-series classifiers, evaluated on the synthetic data. The
effect of Ls is shown for the (a) 1-step-ahead, (b) 2-step-ahead and (c) 3-stepahead classifier. The effect of Lh on the windowed statistics classifier is shown
in (d).
In Figure 3.13 we show the results of precision and recall for the FA and
sliding-window statistics anomaly detectors on our datasets. For the FA detector the precision is increasing up to Ls = 20, after which it stabilizes. The
sliding-window statistics detector shows the precision increases strongly up to
Lh = 32 and less for larger Lh . For both methods, recall is marginally decreasing for higher window lengths. From the complexity analysis in Section 3.5.2,
we see that complexity increases when window sizes increase. Larger window
sizes have only small benefit on performance, and large penalty on complexity.
Thus, smaller windows should be preferred. Therefore, for the environmental
monitoring applications explored in this thesis we keep Ls = 20 and Lh = 32 as
guidelines. However, for application that sense fast changing process dynamics
or more noise these window lengths should experimentally be optimized.
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Figure 3.14: TP, FN and FP ratios of FA, with 1,2 and 3 steps ahead prediction,
in comparison to RLS and OS-ELM.
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In Figure 3.14 we contrast the resulting anomaly detection performance of
these settings to the earlier presented RLS and OS-ELM methods for the Synthetic and Indoor WSN datasets. This figure shows that the performance of
FA is on par with the other methods for the spike and noise anomaly types and
for the Indoor WSN dataset, while the detection performance for drift and constant anomalies is lower. The similar performance, but different nature of this
anomaly detection classifier (i.e. time-correlation-based vs. input-correlationbased) make this a valuable addition to the proposed framework.
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3.9

Conclusions

In this chapter, we have designed and evaluated the building blocks of our
approach to embedded online anomaly detection. We have shown that the
implementation of incremental learners on resource-limited systems is feasible,
and presented the methodology to implement and stabilize machine learning
methods on embedded systems with fixed-point math operations. In particular,
we have evaluated RLS, OS-ELM and FA online learning methods using the
3 synthetic datasets and the indoor WSN dataset described in Section 1.2.2.
These methods train models that predict future measurements, and we have
presented a prediction error analysis method that enables the detection of
anomalous measurements using the prediction error.
We compared the performance of RLS to LLSE and a heuristic rule-based
method as baselines. For the 3 synthetic datasets and the real-world dataset,
detecting anomalies with fixed-point RLS is comparable to the LLSE method,
while RLS is efficiently implementable in embedded systems. Through evaluation of multiple settings, we determined that a forgetting rate of α = 10 for
RLS to be suitable for our datasets. While the windowed LLSE baseline seems
to perform better in some scenarios, it requires much more resources than
RLS, which makes it inviable for WSN nodes. Furthermore, we have shown
that our prediction error analysis method shows a benefit over a static rulebased prediction error analysis for RLS by demonstrating a better detection
performance.
The performance of OS-ELM trained SLFN was contrasted, again, to LLSE
and a heuristic rule-based method as baselines, but also to the RLS method,
on the 3 synthetic datasets and the real-world dataset. For these particular
scenarios, we have shown that a number of hidden nodes Ñ = 4 performs
well. However, when the number of inputs is higher, the performance may
benefit from a larger number of hidden nodes. Furthermore, for these scenarios we have found that a stability correction factor of c = 0.999985 stabilizes
the fixed-point OS-ELM implementation, while the influence on the inverse
auto-correlation matrix is minimal. Due to the latter, this setting may hold
for other scenarios, but may need reevaluating. Across the used datasets RLS
slightly outperforms OS-ELM for the detection of spikes and noise anomalies,
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but OS-ELM performs comparably on constant anomalies and outperforms
RLS for drift anomalies. Overall, OS-ELM performs similar to RLS and it
can form a non-linear model with good generalization performance, with minimal user tuning [119]. However, investigating the predictions results for our
datasets reveals that OS-ELM seems to have a slight bias, which the rule-based
prediction analysis does not account for. This leads us to conclude that our
adaptive thresholding approach based on EWMA is a more suitable methods
to analyze the prediction error, which shows in its performance and stability
thereof to parameter differences.
While the above two methods had multiple input dimensions based on several sensors in parallel, the FA method bases future predictions on the extrapolation of a function fitted to a window over a single time-series. Moreover,
the sliding window mean approach bases future predictions on the mean of
that window over the time-series. From precision and recall performance on
our datasets and the complexity analysis we determined a trade-off between
performance and computational complexity as result of window length. For
the environmental monitoring datasets used in this thesis we found this tradeoff at a window for statistics length of Lh = 32 and window for FA length
of Ls = 20. Nevertheless, for other datasets with different process dynamics,
these lengths may need to be optimized. We showed this approach performs
on par with RLS, and compliments OS-ELM by performing better on spike
and noise anomalies, while OS-ELM is better in detecting drift and constant
anomalies.
In summary, we use the following parameters as guidelines for the scenarios used in the rest of this thesis. That is, the methods were tested with
environmental monitoring scenarios with 3 sensors (d = 3). The confidence
level is 95%, the RLS forgetting factor α = 10, the OS-ELM correction factor
is c = 0.999985, and its number of hidden nodes Ñ = 4. We suggest the window length of the polynomial FA to be Ls = 20, and the length of the window
for heuristic detection to be Lh = 32. Moreover, our adaptive approach to
prediction error analysis using EWMA shows to increase performance significantly. These numbers may serve as guidelines for similar applications, but
the exact values have to be reevaluated when using more sensors or datasets
with different process dynamics.
To conclude, based on the presented evaluation, the methods are a promising step towards a two-stage anomaly detection approach, where embedded
online anomaly detection provides a pre-analysis for a central analysis system.
The state of the art online learning methods are implemented on centralized
systems with abundant resources. In this chapter we have presented how to
adapt incremental learning methods to the resource constraints posed in WSN
platforms. This was then demonstrated for the learning of linear, polynomial
function and SLFN models, resulting in an approach that is decentralized,
node-local, and concurrent. However, the analysis of complexity and energy
usage does show that these methods take a large toll on the available resources
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of a TelosB. This platform is, at the time of writing, more than ten years
old and, thus, we expect these methods are better suited for the increasingly
powerful networked embedded sensor systems of present day.
While the performance showed comparable results to the baselines for
spike and noise anomalies, the drift and constant anomaly detection performed
poorly, in terms of recall and precision. The constant anomaly is, nevertheless,
easy to detect with a rule. Thus, in the next chapter, among others, we will
combine this rule with the learning methods presented here. Moreover, the
relatively low recall performance will be addressed in the next chapter. Manual investigation of the prediction output showed delayed detections caused by
undetected anomalies being used to predict future outputs.
Another issue is the high false-positive ratio for spikes. The false-positive
rate is a ratio of true anomalous samples in the dataset. When there are few
true anomalous samples (less than 0.5% for spikes), any false detections will
increase this rate significantly. In comparison, the duration of synthetic noise
anomalies resulted in more than 2% of the data samples affected, thus a single
falsely detected sample has less influence the total false-positive ratio.
Future work may investigate other properties of the above methods that
could not be addressed in this thesis. For instance, the use of other activation
functions in the SLFNs trained by OS-ELM. Where we have used the sigmoid
activation function, one could also use, for example, radial basis, triangular
basis, sine, or linear activation functions. These would have different issues
with fixed-point operations and may also lead to different results. Next to
that, the random initialization of OS-ELM may cause performance differences
when rerunning the algorithm. Moreover, we have not investigated inputs
from a window of history in the RLS and OS-ELM methods. For example,
RLS could be used to train ARMA models. Further investigation into higherdegree polynomial FA may also provide better insight into what degree is best
suitable for which process dynamics. For future work we suggest characterizing
the target datasets in advance (see Section 5.1.2), which should also result in
an appropriate scaling.
In the following chapter, we address the performance issues on the constant
anomalies and from the delayed detections. We will also explore the possible
combinations and methods of combining anomaly detectors.

Chapter 4

In this chapter we build on the work of the previous chapter, by combining
several anomaly detection methods that were presented previously. In particular, we evaluated the usability of these methods, based on online learning
through RLS, ELM and FA, for decentralized (in-node) anomaly detection in
WSN. These methods have different types of models (linear, non-linear and
polynomial functions respectively), which may complement each other. It is
well established that an ensemble of diverse learners can improve the reliability
and performance of classification [60]. Moreover, multiple sources of information (such as model predictions) can also be fused in a single model to increase
its accuracy [152]. In our framework, therefore, we consider two alternative
combination schemes, based on fusion of predictors and ensemble of classifiers,
graphically visualized in Figure 4.1 and 4.2, respectively. For fusion based
combinations, not only sensor measurements, but also the predictions from
several other models, are the inputs to another prediction model. The ensemble methods combine the output of several classifiers (each employing different
prediction models) to increase accuracy.
Furthermore, we find that the combination of individual classifiers, presented in the previous chapter, in an ensemble or fusion approach is feasible
in limited-resource systems, and improves anomaly detection performance in
terms of recall. Moreover, we address the issue of delayed detection in evaluation by sending a context window around the anomaly.
In the following, first we detail the fusion and ensemble methods. Next, in
Section 4.3 we extend our baselines to include such ensemble methods. Section
4.4, then, discusses the effect of anomalies on the framework and its evaluation, and proposes to use a context window around anomalous measurements.
In Section 4.5 the methods are evaluated, and the last section concludes the
chapter. The work presented in this chapter has been published as [141] and
[151].
The work presented in this chapter has been published as [141] and [151]
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4.1

4.1. FUSION METHODS

Fusion methods

The fusion scheme combines the output of individual predictors (presented
in the previous Chapter 3) and the original measurement inputs to form the
inputs for a second prediction stage. That is, each individual predictor first
generates a prediction x̂i for each sensor i based on measurements x without
the target xi . Predictions for all sensors, together with original measurements,
then form the inputs to a second stage multi-dimensional input predictor, such
as RLS or OS-ELM, which generates new predictions, x̂i , given target sensors
i. Graphically, this is depicted in Figure 4.1.
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Figure 4.1: Structure of prediction fusion classifier. The predictions of several
individual predictors are fused with sensor measurements in another prediction
model. A measurement is then classified w.r.t. this prediction using the same
decision making component as in Figure 3.1.
In the remainder of this chapter we use the single-dimension time-series
predictions from the FA method next to the original measurements as inputs
for the fusion methods. These predictors make use of historical measurements,
and thus complement the RLS and OS-ELM based predictors, which use only
the original measurements, as those shown in the previous chapter. Specifically,
the inputs to RLS and OS-ELM consist of the original measurement, the FA(1step) prediction, and the sliding window mean per sensor. The output of the
fusion methods is that of a multi-dimensional classifier, a prediction and a
p-value indicating the likelihood of a measurement to be “normal”.

4.2

Ensemble methods

Alternatively, the ensemble scheme decides on a classification based on the
outputs of multiple individual classifiers. In the simplest case, heuristics can be
used. For instance, given the a priori knowledge that the rule-based constant
classifier shows good performance, one can heuristically determine a simple
ensemble decision, such that the output of the constant classifier is preferred
over that from another classifier, say, the RLS-fusion classifier, if a constant
anomaly is detected. Note that, although a constant anomaly is detected, the
actual p-value may be higher than the selected confidence level, thus the p-value
established by the constant classifier is returned. This heuristic ensemble can
be expressed with a simple rule, as illustrated in Algorithm 5.
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Figure 4.2: Structure of an ensemble of classifiers. The final decision on class
is based upon the outputs of the different classifiers.

A more generic approach is to assign to each individual predictor’s classification result an “outlier” score that reflects the confidence level on the classification result, and then combine the classification results in a meaningful way.
This often requires the normalization of the outlier scores and the selection of
an appropriate combination function [36]. Since in our approach each classifier outputs a p-value, which indicates the classifier’s confidence that a sample
belongs to the normal environmental state, there is no need for normalization. Thus, we can combine these p-values using several well-known ensemble
combination methods: mean, median, minimum, maximum, or majority voting
p-value selection. While the first four operators apply the respective mathematical operation to the available p-values, the majority voting method classifies
an anomaly only when more than half of the ensemble members vote a measurement as anomalous (e.g. 2 out of 3 classifiers should detect an anomaly).
We expect that the median and majority voting ensemble produce very similar results according to the median voter theorem [153], which states that a
majority vote will produce the preferred outcome of the median voter.
Furthermore, because we are using the p-values as outlier scores, we can
directly use Fisher’s method [154] to combine p-values by computing the following sum:
k
X
2
−2
ln(pi ) ∼ X2k
,
i=1

where k is the number of classifiers, pi denotes p-value produced by classifier
2 denotes that the sum has a Chi square probability distribution
i, and ∼ X2k
with 2k degrees of freedom. Because we are using different learning techniques,
underlying the generation of the p-values from the classifiers, we have implicitly
assumed that the tests are independent. However, attention should be paid
when dependent tests are combined. In turn, Fisher’s method yields another
p-value, which can be eventually used to classify the input as anomalous or
normal.
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Algorithm 5 Heuristic ensemble
1: if constant anomaly then
2:
p-value ← Constant classifier p-value
3: else
4:
p-value ← RLS-fusion classfier p-value
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4.3. BASELINES EXTENDED

Baselines extended

64

In Section 3.7 we described a heuristic baseline and two baselines that stem
from the closed-form (offline) counterparts of RLS and OS-ELM, being LLSE
and ELM respectively, as a basis to evaluate the proposed framework. In this
chapter, we extend upon those baselines, by including delayed versions of the
measurement time-series as the model inputs, denoted with (d) in their label.
Since the real-world data includes day/night patterns, a logical choice for such
a delay is that of one day, or one period, earlier.
Furthermore, to provide a baseline for the ensembles the results of the rulebased, the LLSE and the ELM baselines are combined into a minimum p-value
ensemble to give a baseline for the ensemble methods. The minimal p-value
can be seen as a logical or, such that if any of the classifiers detects an anomaly,
the ensemble flags an anomaly. However, this is at the cost of false detections,
which may result in less precision.
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4.4

Context for delayed detections

As indicated in Section 1.2.3, in the previous chapter we used the TP, FP,
FN, TN, and metrics based thereupon for our evaluation. However, we also
saw suboptimal results due to possibly inexact labels (resulting from manual
labeling, detailed in Section 1.2.2) and to two particular issues related to the
structure of our classifiers (as depicted in Figure 3.1). The first issue is a
consequence of using sensor measurements x \ x0 to estimate and classify the
target sensor value x0 (see Section 3). Namely, the prediction error could be
classified as anomalous not because there is an anomaly present in the data
measured by the sensor x0 , but because there is an anomaly in one or more
of the sensors x \ x0 (which in turn leads to a mismatch between x0 and its
predicted value xˆ0 ). The second issue is the presence of delayed anomaly
detections. For instance, these can occur when a spike anomaly is classified
as normal based on a learned model but, after the model is updated with
anomalous data, the next prediction is so erroneous that it is classified as
anomalous.
To overcome the first issue, we extend the definition of a TP in such a way
that a detection is regarded TP when an anomaly occurs in any of the input
sensors. In other words, we argue that a detection, caused by an anomaly in
any of the sensors of a node, but that is not caused by an anomaly in the sensor
being classified, is correct and should be viewed as a valid, TP, detection. To
overcome the second issue, we assume that if a true anomaly lies within a few
samples of the detection, this detection can still be considered valid (since it
might prompt the data analyst or an automated second anomaly detection
stage to investigate the data around the flagged sample), therefore we extend
the definition of TP to include a context window, in the form of a window of
length Lb around the detection. The effect of this mechanism is thoroughly
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evaluated in the following sections.

For the purpose of evaluating the above explained fusion and ensemble methods, we consider the data flow and methods shown in Figure 4.3. The constant
rule, sliding window mean and FA classifiers act on a small window of historic
data xwin,0 , while the RLS and OS-ELM classifiers use x \ x0 to predict and
classify x0 . The RLS and OS-ELM fusion classifiers take as inputs not only the
raw sensor data, but also the predictions generated by sliding window mean
and function approximation. The prediction errors are analyzed as described
in section 3.6, yielding p-values, that can, in turn, be used to classify x0 or be
used as input for the ensemble combination methods.
The ensemble methods take p-values from the classifiers and combine them
into a final decision. The two instantiations of Fisher’s method include different combinations of classifiers. That is, “Fisher’s method (full)” includes all
the individual classifiers in the inputs for the ensembles, and “Fisher’s method
(part)” includes a partial set of classifiers (including the classifiers based on
FA, sliding window statistics and RLS fusion, for more details see [141]). All
these combinations are shown in Figure 4.3, where the red arrows show the
p-value/classification outputs of each individual classifier and ensemble of classifiers.

Figure 4.3: The combination of online embedded methods used. Each pvalue/class arrow indicates a classification. The ensemble “Fisher’s method
(part)” refers to a subset of available classifiers that was used in [141].
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To show the effect of the confidence level on the ensemble classifiers (both online and offline baselines), we repeat the analysis shown in Section 3.8 also on
the ensembles, including in this case a context window around the anomalies of
length Lb = 3. This means that a detection on one sample prior or one sample
after the actual label of the anomaly is regarded TP (recalling the discussion
in Section 4.4). Moreover, this is a minimal context of data that is close to
the detection in terms of time, resulting in the least extra messages sent. We
further discuss the effect of the context window in Section 4.5.3 and the benefit of ensembles in Section 4.5.4. The resulting precision-recall curves can be
seen in Figure 4.4. Once again we observe that the detection performance per
anomaly type varies, but using ensembles and accounting for context have a
positive effect on both recall and precision compared to the individual methods presented in Figure 3.10 of Section 3.8. Most importantly, however, for
our scenarios a confidence interval of 95% results in a good balance between
precision and recall for further evaluation of the detection performance on
these scenarios. That is, over all the different types of anomaly categories, this
confidence interval results in a reasonable recall percentage, with reasonable
precision. Nevertheless, depending on the application, an end user might accept a different trade-off where, for instance, precision is much preferred over
recall.

4.5.2

Prediction errors

The prediction error analysis method, outlined in Section 3.6, assumes errors
to be normally distributed, although the parameters of this distribution might
change over time. Furthermore, it also assumes that if the distribution has similar properties to the Gaussian distribution (i.e., it is bell-shaped), the method
should still perform reasonably. If, however, the prediction error distribution
shows a mixture of distribution models or very distinct peaks, which are not
due to anomalies, the method might give unreliable results.
We have performed an offline analysis on the prediction error to get a
general idea of its distribution. For each combination of method, dataset,
node and sensor within that node, we have uniformly sampled the prediction
error for that combination and aggregated these prediction-error samples per
dataset. We then analyzed the distribution of the resulting aggregation. Due
to the large number of combinations, we only show a selection of the most
significant results in Figure 4.5. These show that the error distribution does
not closely follow a normal distribution, but seems to be very much centered
within the fitted normal distribution and, therefore, the p-values are expected
to reflect a reasonable outlier score. Furthermore, the distribution parameters
vary greatly with dataset and type of sensor, but in all cases the prediction
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Figure 4.4: Precision-recall curves for the ensemble methods, and sending a
window of data around the detection of length Lb = 3. The different points
on the curves represent the confidence intervals from 68.27% (more recall) to
99.73% (more precision) for the anomaly types (a) spike, (b) noise, (c) constant
and (d) drift. The legend holds for all sub figures.
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error distribution does display a single peak with a bell-shaped curve.
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Figure 4.5: Comparison of different prediction error distributions with fitted
normal distributions and Kernel Density Estimates (KDE) of the distributions.
The prediction error distribution depends on dataset and on the prediction
method used. (a) Intel Lab data, sliding window mean, (b) Intel Lab data,
RLS-fusion. (c) Synthetic Drift data, sliding window mean, and (d) Synthetic
Drift data, RLS-fusion.
As Figure 4.5 shows, the prediction errors generated by applying the detection methods to the synthetic data can exhibit a close-to-normal distribution. This can be expected from the synthesis method of this data, which uses
Gaussian noise. Furthermore, because in all synthetic datasets we have added
a Gaussian component with zero mean and 0.1 variance, we expect the average
mean square error to be no better than 0.1 units. This is shown in Figure
4.6 where, for each method, we have summarized the mean square prediction
error per node in a box plot. Moreover, we can see that the performance of the
sliding window mean predictor varies the most, which can be expected from
the short window over which the mean is estimated. The larger difference in
performance of OS-ELM fusion can be attributed to the random initialization
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of input node weights, combined with fixed-point precision.
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Window mean

Figure 4.6: Comparison of the mean square prediction error of the different
methods on the synthetic data, who has zero mean Gaussian noise with a
variance of 0.1.

4.5.3

Effect of a detection context window

We now turn our attention to the effect of context around the detected anomalous measurement (i.e., if a labeled anomaly lies within a context window
around a classified anomaly, the latter can be regarded a TP). As discussed
in Section 4.4, here we assume the minimum context window around a detection, by including the data samples right before and after a sample classified
as anomalous (Lb = 3).
We have estimated the performance of the anomaly detection methods when
applied to the test datasets and compared the results with and without using
a context window. These results are shown in Figures 4.7 to 4.10. Figures
4.7 and 4.8 show the results based on the synthetic datasets. When we take
a context window into account, we see an almost doubling of the TP ratio for
all methods, and for all types of anomalies other than the constant anomaly,
suggesting the methods may indeed suffer from a delayed detection. The effect
of the context window is less noticeable on the real-world data shown in Figures
4.9 and 4.10. Conceivably, this can mainly be attributed to the fact that most
of the anomalies in the real-world data are constant anomalies. The constant
classifier therefore has a high ratio of TP, which is reflected in the performance
of the ensemble methods. On the other hand, the FP ratio of the constant
classifier is much higher for the real-world data than for the synthetic data,
which can be attributed to constant natural signals, such as low light intensity
signals at night.
The impact of using a context window over the anomaly detection performance is, on the whole, significant. This is consistent with our hypothesis that
an anomaly does not only show when it differs from a prediction, but it can also
have an effect on the model’s prediction after it is updated with undetected
anomalous data. Transmitting the context window has the added benefit of
allowing one to examine the system’s behavior before and after an anomaly is
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detected. In addition, one could also apply a post-processing step to identify
the actual anomalous sample. Overall, many anomalies are detected within
the context window using this online decentralized approach.

4.5.4

Anomaly detection performance on synthetic datasets
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Lastly, we evaluate the anomaly detection performance of our methods by analyzing the results according to the metrics described in Section 1.2.3, extended
with the insights in Section 4.4. We measure those metrics on both the online and offline (baseline) methods with application of the context window, as
described in the previous section. These results are presented in Figures 4.8,
4.10 and Table 4.1 (it is worth noting that the TP ratio shown in the figures
is equal to the recall rate presented in the table, whereas the TP divided by
the sum of TP and FP ratio can be related to the precision). We first evaluate
the performance of the different methods for the synthetic datasets. Then, the
methods are evaluated on three real-world datasets in Section 4.5.5.
As remarked in Section 3.8, there is a performance difference in detecting
anomalies of different types, as clearly shown in Figure 4.8. For instance,
we observe that the constant classifier, as expected from its nature, has very
high performance for constant anomalies in the synthetic data, with over 98%
recall and zero FP, which is equal to 100% precision. This performance is also
reflected in some ensemble methods, mainly the heuristic ensemble, those based
on Fisher’s method and the minimum p-value ensemble. These ensembles,
however, do have 1.6% to 12.0% FP due to the inclusion of other individual
classifiers. Among the latter, the RLS and OS-ELM classifiers show over 20%
TP ratio, but also a high amount of FP. Both effects can be attributed to online
learning, which adapts slowly to constant anomalies. The FA classifier shows
very few TP. This, we suspect, is due to the window length (Ls = 20) over
which the function is approximated, which is almost as large as the duration
of the average constant anomaly. The RLS and OS-ELM fusion classifiers fuse
the FA predictions together with window mean predictions, as shown in the
TP and FP ratios. Compared to the baselines, the constant rules perform
equally. On the other hand, centralized offline analysis is advantageous for the
LLSE and ELM classifiers which, compared to RLS and OS-ELM, have better
precision, albeit with lower recall.
The spike detection results in Figure 4.8 show that function approximation,
RLS and OS-ELM perform similarly, with around 77-83% recall. Increasing
the length of the prediction horizon in FA has a small negative effect on the
recall ratio, because the further ahead in the future a prediction is, the less
relevant it becomes, thus increasing the average prediction error and the detection threshold. All methods have similar precision a little over 50%. Here,
again, heuristic, Fisher’s and minimum p-value ensemble methods outperform
the individual classifiers in terms of true detection, gaining up to 7%. But, in

TP
FN
FP

30.2 277.2
76.2 142.1
76.1 120.8
46.9 284.1
43.5 225.7
62.3 1.4
63.0 21.8
63.0 21.8
100.0 0.0
53.5 219.3
100.0 0.0
55.7 110.2
52.6 281.8
57.4 75.6
59.0 88.4
61.0 80.1
61.3 74.8
57.4 75.4
62.2 69.9
61.0 64.5
59.2 78.9
100.0 0.2
71.3 4.8

69.8
23.8
23.9
53.1
56.5
37.7
37.0
37.0
46.5
44.3
47.4
42.6
41.0
39.0
38.7
42.6
37.8
39.0
40.8
28.7

0
50 100
% anomalies

14.5
14.5
30.6
24.8
29.5
19.2
19.1
15.9
19.3
19.2
18.4
18.6
20.4

w constant

150

200

250

300

TP
FN
FP

(b)

97.5

98.5
97.5
90.0
89.3
97.3

99.8
99.8
100.0
97.4

100.0
97.3
97.2
97.2
30.3
17.3

97.2
77.8

69.7
82.7
92.1
89.8
99.7
99.7
99.7
22.2

3.1
2.9
1.6
2.3
2.0
0.0
0.6
0.6
0.0
12.2
0.0
6.1
6.3
1.6
67.7
17.2
1.7
1.6
1.6
1.5
1.8
0.0
w constant
1.1

0
50 100
% anomalies

(c)

4.2
1.9
1.5
3.5
3.2
0.0
0.3
0.3
0.0
2.4
0.0
1.3
3.5
0.8
0.9
0.8
0.8
0.8
0.8
0.8
0.9
0.0
0.1

0
50 100
% anomalies

(a)
Baseline ensemble
Baseline ELM (d)
Baseline ELM
Baseline LLSE (d)
Baseline LLSE
Baseline rule
Ensemble (majority)
Ensemble (median)
Ensemble (mean)
Ensemble (min)
Ensemble (max)
Fisher's method (full)
Fisher's method (part)
Heuristic ensemble
OS−ELM
RLS
OS−ELM fusion
RLS fusion
FA(3 step)
FA(2 step)
FA(1 step)
Window constant
Window mean

87.9
96.4
96.4
89.4
90.7
97.1
85.5
85.5
100.0
69.4
100.0
75.2
70.5
80.8
80.9
84.1
80.7
80.8
81.6
81.4
79.6
100.0
99.9

150

90.2
95.8
96.6
90.1
90.7
100.0
99.9
99.9
100.0
95.2
100.0
97.7
98.3
99.5
99.4
98.7
99.4
99.5
99.6
99.6
99.6
100.0
100.0

1.3
1.2
0.7
1.4
0.7
0.0
0.2
0.2
0.0
3.3
0.0
1.3
2.6
0.6
0.6
0.8
0.7
0.6
0.6
0.6
0.7
0.0
0.1

0
50 100
% anomalies

(d)

Figure 4.7: True Positives (TP), False Negatives (FN) and False Positives (FP)
as the ratio of number of anomalies in synthetic datasets. We can distinguish
the anomaly types (a) spike, (b) noise, (c) constant and (d) drift.
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Figure 4.8: TP, FN and FP as the ratio of number of anomalies in synthetic
datasets. The TP and FP are improved due to a context window of length
Lb = 3 around a detection, as discussed in Section 4.4. We can distinguish the
anomaly types (a) spike, (b) noise, (c) constant and (d) drift.
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Figure 4.9: TP, FN and FP as the ratio of number of anomalies in real-world
datasets. The constant anomaly prevails, resulting in the good scores of the
constant rule and Baseline rule (offline). We can distinguish the datasets (a)
Intel Lab, (b) Indoor WSN, (c) GSB temperature and (d) GSB humidity.

4.5. EVALUATION

Baseline ensemble
Baseline ELM (d)
Baseline ELM
Baseline LLSE (d)
Baseline LLSE
Baseline rule
Ensemble (majority)
Ensemble (median)
Ensemble (mean)
Ensemble (min)
Ensemble (max)
Fisher's method (full)
Fisher's method (part)
Heuristic ensemble
OS−ELM
RLS
OS−ELM fusion
RLS fusion
FA(3 step)
FA(2 step)
FA(1 step)
Window constant
Window mean

73

74

4.5. EVALUATION

74

Baseline ensemble
Baseline ELM (d)
Baseline ELM
Baseline LLSE (d)
Baseline LLSE
Baseline rule
Ensemble (majority)
Ensemble (median)
Ensemble (mean)
Ensemble (min)
Ensemble (max)
Fisher's method (full)
Fisher's method (part)
Heuristic ensemble
OS−ELM
RLS
OS−ELM fusion
RLS fusion
FA(3 step)
FA(2 step)
FA(1 step)
Window constant
Window mean

CHAPTER 4. ENSEMBLES, FUSION AND CONTEXT

TP
FN
FP

96.1

82.5
2.3
1.8
2.3
1.7
82.6
99.5 0.0
99.5 0.0
100.0 0.0
85.1
100.0 0.0
85.0
83.9
82.8
24.4 65.6
93.1 2.2
98.5 0.0
97.4 0.0
99.4 0.1
99.4 0.1
99.4 0.1
82.9
145.1

71.3

92.2
91.7
92.3
92.0

94.9

95.1
95.0
94.9
94.6
75.6

94.5
93.1

0
50 100
% anomalies

68.4

71.2
70.3
70.5
68.4
27.6

w constant

150

200

250

66.5
70.3

28.7 96.1
88.4 24.3
88.5 23.2
89.2 23.5
89.0 22.6
31.6 81.6
96.0 4.2
96.0 4.2
100.0 0.0
28.8 115.3
100.0 0.0
29.7 112.4
29.5 101.8
31.6 82.7
72.4 200.1
90.3 41.2
96.2 4.2
94.9 5.3
91.2 13.8
91.3 13.1
91.7 11.7
33.5 80.0
29.7 396.5

0
50 100
% anomalies

(a)
Baseline ensemble
Baseline ELM (d)
Baseline ELM
Baseline LLSE (d)
Baseline LLSE
Baseline rule
Ensemble (majority)
Ensemble (median)
Ensemble (mean)
Ensemble (min)
Ensemble (max)
Fisher's method (full)
Fisher's method (part)
Heuristic ensemble
OS−ELM
RLS
OS−ELM fusion
RLS fusion
FA(3 step)
FA(2 step)
FA(1 step)
Window constant
Window mean
TP
FN
FP

94.4
18.0
18.2
19.7
18.8
92.9

93.2
93.0
93.0
92.6
28.5
19.9
16.8

89.3
84.0

200

(b)
45.5
28.5
25.3
25.8
21.5
26.7
92.0 3.0
92.0 3.0
99.9 0.0
32.6
100.0 0.0
29.3
32.2
29.3
71.5 14.3
97.2 1.3
80.1 4.3
83.2 6.1
89.8 8.2
90.0 8.0
90.3 7.6
24.7
16.0 352.8

89.9
17.3
15.1
17.4
14.3
87.0

82.0
81.8
80.3
81.2

0
50 100
% anomalies

(c)

150

91.3
88.4
88.4
88.1

27.2

w constant

150

200

84.2
78.1

118.8
82.7 6.2
84.9 5.2
82.6 6.2
85.7 5.2
13.0 127.2
95.3 0.8
95.3 0.8
99.9 0.0
121.5
100.0 0.0
126.2
126.8
126.7
90.0 75.0
91.4 1.0
89.8 1.0
72.8 2.2
94.2 2.0
94.3 2.0
94.1 2.0
15.8 126.7
21.9 179.1

0
50 100
% anomalies

150

200

(d)

Figure 4.10: TP, FN and FP as the ratio of number of anomalies in real-world
datasets. The TP and FP are improved due to a context window of length
Lb = 3 around a detection, as discussed in Section 4.4. The constant anomaly
prevails, resulting in the good scores of the constant rule and Baseline rule
(offline). We can distinguish the datasets (a) Intel Lab, (b) Indoor WSN, (c)
GSB temperature and (d) GSB humidity.

the case of Fisher’s method (part), which combines a partial set of classifiers,
and the minimum p-value ensemble, the precision is cut by half. A similar
performance can be observed for the baselines (other than the baseline rule),
that also have low precision but high recall. The majority voting and median
ensemble behave equally (as expected from the median voter theorem [153]),
but have relatively low TP ratio, similar to the offline rule baseline. The positive effect of voting, however, results in the relatively high precision. Overall,
if we calculate the F-measure, the median/majority voting ensemble has the
best score for spike anomalies, outperforming even the baselines.
The detection performance for noise anomalies is similar to that of spike
anomalies for most methods. However, because the number of samples affected
by the noise anomaly is larger, the resulting TP ratio (around 40%) is less
than for spikes. The FP ratio, on the other hand, is very low for all methods,
implying a high precision (over 97%). This could indicate that the methods do
signal the anomalies, although not all anomalous samples are detected. Similar
to the performance on spike anomalies, the heuristic, Fisher’s and minimum
p-value ensembles also display a doubling in FP ratio, with respect to the
individual classifiers, from 1.4% to 3.4% FP. But, in this case, the increase in
TP ratio from 44% to around 54 to 60% for ensemble methods is more than the
increase in detection for spike anomalies. The maximum F-measure shows that
the online minimum p-value ensemble has the best average results, although
Fisher’s method shows similar performance. For the noise anomaly, again, the
online methods seem to outperform the offline baselines: while for the baseline
the precision is high (99% for the rule baseline), the recall is low compared to
the online methods.
The drift anomaly is the most difficult to detect, as we can see from the
performance results shown in Figure 4.8. Overall the online detection methods
seem to adapt to drift, but, if they detect it, they do it only in the beginning
of the anomaly. The individual classifiers have a TP ratio of around 1% and a
FP ratio that is only a little lower, with a precision around 65%. The ensemble
methods do, also in this case, display an increased TP, but also an increased
FP ratio, giving them a small benefit in recall but with equal precision. It is
here that the offline baseline methods have a clear advantage. Where the online
learning methods slowly adapt to the drift, the static model of LLSE and ELM
generate larger prediction errors, resulting in a much higher TP ratio, and a
higher precision. This is reflected in the maximum F-measure for drift, seen in
Table 4.1, which is established by the baseline ensemble with 92% precision and
15% recall. If, however, we only evaluate the online methods, the minimum
p-value ensemble gives the best F-measure with 81% precision and 8% recall.
Overall, the ensembles in general do have a positive benefit on the performance. However, the max and mean p-value ensemble do not perform well at
all, as they are both affected too strongly by the “least confident” classification.
Another observation is that the majority voting and median ensemble schemes
perform equally, as expected from the median voter theorem [153]. While their
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TP ratio (recall) is less than any other classifier, the number of FP produced
by these ensembles is much less than other classifiers, thus resulting in relatively high precision. If the target were, however, to detect (recall) the largest
number of anomalies, then the heuristic, Fisher’s or minimum p-value methods
are a better choice for our scenarios . Furthermore, these ensembles come the
closest to matching the performance of the baseline (offline) ensemble.

4.5.5

Anomaly detection performance on real-world datasets
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We have performed the same analysis for the three real-world datasets, where
we have split up the GSB data in temperature-related and humidity-related
sensors due to memory limitations. The results for these datasets are shown in
Figure 4.10 and Table 4.1. From observations made after manually checking
the labels (according to the procedure outlined in Section 1.2.2), we know that
the predominant anomalies are constants, often resulting from missing values.
This predominance is the reason for the performance of the constant classifier,
which has very high TP ratios of 70% and higher. However, the FP ratio of the
constant classifier is much higher for the real-world data than for the synthetic
data, resulting in a precision from 40% to 78%. This is caused by stable natural
signals, such as the low light intensity readings at night.
The OS-ELM-based classifier performs well across most real-world datasets,
except for the GSB humidity-related data. Its performance matches or exceeds
that of the baseline ELM method in terms of recall. However, its precision is
lower (from 11% to 53%), resulting in a high number of FP. The latter could
be caused by the random initialization of the hidden node weights and biases.
The RLS classifier, on the other hand, has slightly lower recall than its baseline
counterpart, LLSE. For example, on the GSB temperature data the RLS recall
is only 2.8%, while LLSE recalls around 19% of the data. However, for this
dataset in particular its 68% precision is higher than the 38% of LLSE. On
the other datasets, the precision is similar to LLSE. The recall performance
of the FA-based classifiers seems to be low compared to the other individual
classifiers, particularly for the Intel Lab data recalling less than 1%. However,
their precision is on par with the other methods. Moreover, for the GSB
temperature data, the FA-based classifiers have better recall than RLS.
Combining the predictions of these classifiers, using the RLS or OS-ELM
fusion, shows varying results. For all the real-world datasets, the precision of
these fusion methods is the highest of all classifiers (see the bold face numbers
of Table 4.1). However, for the Intel Lab and Indoor WSN datasets, the recall
(with 1 to 5%) is much lower than the individual RLS or OS-ELM methods
(having 7 to 27% recall). On the other hand, the fusion classifiers perform on
par with the LLSE and ELM baseline classifiers for the GSB datasets in terms
of recall, and outperform them in terms of precision.
There are similarities in the datasets for the Intel Lab and Indoor WSN
data, in terms of type of sensors and environment. This also holds, to a lesser

extent, for the GSB temperature and GSB humidity sensors. These similarities
are evident from the results of the different methods where, for instance, the
baseline methods for the GSB datasets show higher recall than for the other
real-world datasets (around 18% vs around 10%). Similarly, the individual
classifiers, and mainly the fusion classifiers, show better performance for the
GSB data. This might be the result of the indoor (Intel Lab, Indoor WSN)
versus outdoor (GSB) nature of the data: changes in the signal for outdoor
data may occur more slowly than changes indoor, that are affected by human
activity.
Overall, a proper choice of the ensemble method is beneficial to the detection performance. However, similar to the results from the synthetic datasets,
the max and mean p-value ensembles do not perform well on the real-world
data. The majority voting and median p-value ensembles perform equally, and
outperform the baseline ensemble in terms of precision, as clearly shown by the
FP ratios. Their drawback, however, is the very low TP ratio, or recall, which
is the lowest across all methods. A much better performance is achieved by
the Fisher’s method, the heuristic and the minimum p-value ensembles. Their
results are dominated by the constant classifier, but the other methods do contribute extra TP, resulting in higher recall. The performance of the heuristic
ensemble is, according to the F-measure shown by the dashed underlines in
Table 4.1, often the best of the online ensembles, closely followed by Fisher’s
method and the minimum p-value ensembles. On the whole, the performance
of the decentralized online learning methods in Fisher’s method or minimum pvalue ensembles is very close to the baseline ensemble, showing that ensembles
of classifiers are a viable approach to anomaly detection in resource-limited
systems.

4.6

Conclusions

In this chapter we combined the diverse individual classifiers presented in Chapter 3 in ensemble and fusion approaches, which we hypothesized (and confirmed
through experimentation) would further improve the anomaly detection accuracy, overcoming the limitations of the individual classifiers. In the ensemble,
the individual classifiers act in parallel on the same data, while their classifications can be aggregated either by using simple heuristic rules (which order the
independent classifications according to the most likely kind of anomaly), by
applying algebraic combiners, such as the median, or by applying the Fisher’s
method.
In order to assess the performance of the proposed decentralized anomaly
detection framework, we extensively evaluated the ensemble methods, as well
as the individual online learning methods (from the previous chapter), and
compared to their centralized offline counterparts (taken as baseline). The
evaluation was performed using various large synthetic and real-world datasets
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pr.
39.07
53.29
88.37
88.00
85.36
99.39
97.80
76.08
53.55
53.32
53.07
52.78
100.00
52.78
100.00
97.23
97.23
53.47
82.19
76.73
82.48
77.25
53.82
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temperature
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humidity

Constant

Drift

Noise

Spike
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re.
pr.
re.
pr.
re.
pr.
re.
pr.
re.
pr.
re.
pr.
re.
pr.
re.
93.05 15.07 70.33 19.23 84.01 30.37 78.11
98.66 78.31 21.63 0.02 62.16 0.15 92.26 57.42
94.54 45.39 66.50 78.35 89.26 39.93 84.23 100.00 98.09 48.28 0.00 23.08 0.00
0.00 0.00
0.58 41.40 8.27 56.15 9.67 74.72 5.91
33.61 0.92 65.95 1.29 98.15 47.25 50.78 80.91
0.57 39.98 8.74 55.38 9.98 74.35 5.73
34.41 0.81 66.66 1.11 98.34 45.19 54.59 77.09
0.60 38.98 8.83 55.43 10.20 73.97 5.78
34.45 0.84 65.88 1.15 98.20 44.27 51.80 74.69
2.58 48.93 5.11 73.29 16.78 92.53 27.17
87.73 11.45 71.02 1.52 98.24 45.69 54.05 85.35
1.47 47.08 3.78 82.15 19.86 91.02 10.20
84.37 9.03 72.80 1.79 98.20 45.36 51.72 77.26
6.91 19.03 9.67 68.59 2.83 89.56 8.61
55.92 21.09 82.77 3.64 97.88 38.18 51.02 78.18
75.63 12.12 27.60 66.58 28.51 11.74 9.97
35.27 35.09 74.24 1.84 98.04 44.64 51.21 82.67
94.61 45.27 68.43 75.99 92.58 41.01 88.07
98.39 98.14 70.97 1.52 98.23 45.69 53.98 85.35
94.92 40.91 70.46 74.27 93.00 41.10 88.44
94.05 98.20 65.07 4.87 94.68 60.96 24.98 91.37
95.02 38.49 70.31 76.04 92.97 41.18 88.35
94.17 98.20 75.51 4.11 97.65 53.97 44.64 87.32
0.00
0.00 0.00
0.00 0.00 100.00 0.02
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
95.06 38.17 71.19 74.09 93.18 42.92 91.34
89.09 98.28 71.55 8.17 96.35 60.98 30.93 91.08
0.00
0.00 0.00 100.00 0.06 100.00 0.07
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.53 48.52 3.96 72.69 7.96 85.37 4.71
43.59 0.46 65.46 0.39 99.27 36.99 77.24 73.69
0.53 48.52 3.96 72.69 7.96 85.37 4.71
43.59 0.46 65.46 0.39 99.27 36.99 77.24 73.69
94.89 45.62 68.42 77.68 92.90 40.62 86.98
99.97 98.32 37.20 0.01 99.69 7.80 97.15 46.34
8.05 32.73 11.00 46.69 18.80 73.27 14.30
86.27 12.24 95.31 14.78 87.79 22.34 33.51 89.26
7.65 31.59 10.83 43.22 19.65 73.73 17.35
83.96 11.80 91.62 14.81 88.09 25.78 27.46 93.30
8.33 33.15 11.49 41.79 18.15 74.26 15.13
65.96 3.11 87.69 5.14 85.66 8.86 29.51 46.44
7.78 32.40 11.63 38.72 18.00 73.64 17.27
45.07 2.33 84.58 6.45 81.99 8.80 25.75 46.26
96.11 42.58 71.26 67.48 94.39 43.06 89.88
96.98 98.49 92.25 15.44 87.03 27.24 29.62 91.49

Indoor
WSN

Table 4.1: The precision/recall results. Confidence level > 95%, Lh = 48, Ls = 20, Lb = 3. The baselines followed with (d)
include a delayed version of the signal. The bold-face numbers indicate the maximum precision or recall. The underlined
numbers are the best combination of precision and recall, the dashed underlined numbers are the best online embedded
combinations (both calculated according to the F-Measure).

Classifier \ Dataset
metric
Window mean
Window constant
FA(1 step)
FA(2 step)
FA(3 step)
RLS fusion
OS-ELM fusion
RLS
OS-ELM
Heuristic ensemble
Fisher’s method (part)
Fisher’s method (full)
Ensemble (max)
Ensemble (min)
Ensemble (mean)
Ensemble (median)
Ensemble (majority)
Baseline rule
Baseline LLSE
Baseline LLSE (d)
Baseline ELM
Baseline ELM (d)
Baseline ensemble

Intel Lab

and was based on prediction accuracy and confusion matrix metrics. In the
latter we have accounted for false positives caused by anomalies in correlated
sensors, and for false positives caused by a delayed detection. Our experiments
verified the general viability of the local classifiers and the ensembles for use
in decentralized online learning anomaly detection. While the performance of
both the offline centralized and online decentralized methods varies with the
datasets and the kinds of anomaly to be detected, the ensembles based on
Fisher’s method, minimum p-value and heuristics perform better than individual classifiers on our scenarios. A general trend is that individual online
learning methods are characterized by a reduced recall, while their precision is
often similar to that of their offline counterparts. Considering known anomaly
types (spike, noise, constant and drift), offline centralized methods seem to
be more suitable for detecting slow long-term effects such as drift, while noise
anomalies are best detected with online decentralized methods. Moreover, depending on the application goal (such as detecting the most anomalies, detecting with few false positives, etc.), different combinations of online classifiers
might be appropriate. The rule-based constant classifier is computationally
cheap and performs well. If the most frequent anomalies for an application
relate to spike, noise or, to a lesser extent, drift, then an efficient choice might
be the RLS-based classifier.
The main benefit of our proposed framework, however, derives from the
combination of classifiers as prediction fusion or ensembles. By combining
the classifications of the different learning techniques, the average performance
of the online combinations is increased for all datasets, approaching that of
the offline ensembles. For instance, the bold-face numbers in Table 4.1 show
that the RLS and OS-ELM-based prediction fusion classifiers show the best
precision across the real-world data. And, notably, among the different tested
combination mechanisms, the Fisher’s and the minimum p-value methods make
the online ensembles match the performance of their offline counterparts in
our scenarios. However, in terms of balance between precision and recall,
the simpler heuristic or minimum p-value ensemble classifiers give the best Fmeasure for our scenario, shown by the dashed underlines in Table 4.1. For
our scenarios the most accurate detection precision is obtained by a majority
voting or median p-value ensemble scheme, which delivers the best precision
(at the cost of low recall), whereas the most reliable performance across all
our scenarios seems to be given by the ensemble based on Fisher’s method.
However, this may depend on the classifiers in the ensemble and scenarios
used. Overall, combining the online methods can provide a valid alternative
to the offline baseline methods, to detect anomalies in an online, decentralized
manner.
These results do not only show that, indeed, ensembles can improve performance by overcoming limitations of individual classifiers, but, more importantly, show that ensembles are feasible in resource-limited systems. Nevertheless, due to the resource-limited environment that is targeted by this thesis,
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there are some limitations in the use of these methods. These limitations
mainly concern memory usage: as the memory complexity of the proposed
methods grows with the number of inputs (i.e., sensors), the number of inputs
that can be processed and the number of classifiers is inherently bounded by
the amount of memory that is available on the sensor platform. A partial solution to that would be to share memory buffers between classifiers. However, to
the best of our knowledge, this is the first time ensemble methods were shown
feasible in resource-limited platforms and, due to technological advances, we
assume this limitation will become less strict in the near future.
Delayed detections are an issue for any anomaly detector when anomalies
reach the input of the prediction models undetected. While the anomaly may
still be detected, as it causes a large prediction error for the next predictions,
this makes the evaluation of detection methods through exact time-series label
comparison difficult. We have shown that this can be accounted for by sending
a context window around a detection. However, future work may investigate
better methods for judging detections. For example, the delay (in time) between the anomaly and a detection can serve as weighting for its correctness,
or a fuzzy metric can be applied.
While the addition of the rule-based constant anomaly classifier is an obvious one, as we discussed in the related work it is infeasible to add rules for
every occurring anomaly since their manifestation in deployment environments
is commonly not known at design time. The ensemble methods facilitate the
inclusion of generic anomaly detectors in our framework. Therefore, the ensemble of the individual online learning anomaly detectors from the previous
chapter demonstrates the feasibility of such an approach in resource-limited
systems.
The fusion methods show a less significant increase in recall, but do show
a significant increase in precision. This may be due to the redundant inputs
from other predictors. Future work may investigate pre-processing methods to
generate additional inputs. Furthermore, in the following chapter we explore
addition input features stemming from a sensor node’s neighborhood, making
use of the assumption that an IoT or WSN deployment usually consists of
multiple nodes that are spatially distributed over similar environments, and
can communicate with each other.

Chapter 5

The decentralized nature of WSN results in measurements taken in different
points in space, over time. Due to the decreasing cost of the hardware, more
nodes can be deployed, which results in higher quality data through redundancy. However, the measurements can contain anomalies that occur with
respect to local sensors, to neighborhood information or to global information.
For instance, using anomaly detection techniques a node can generate an initial estimate of the reliability of measurements in the context of local spatial
neighborhood information.
In this chapter we address the following question: Can the local detection of
anomalies, using the methods presented in the previous chapters, be improved
(in terms of precision or recall) by combining data from groups of spatially
co-located sensor nodes? To answer this question, we present an anomaly
detection scheme based on the framework introduced in the previous chapters,
with the addition of the incorporation of local neighborhood information. We
extensively evaluate this approach over the scenarios presented in Section 1.2.2,
which stem from different real-world domains. Then, in order to show the
effect of the neighborhood information on the anomaly detection, we compare
the performance of the framework with and without the use of neighborhood
information.
In this chapter we find that information from spatially co-located nodes
can contribute to the anomaly detection performance. However, we find that
this is only the case when the data stem from an environment with a similar
mixture of dynamic and diffusive processes, resulting in correlated data.
The remainder of this chapter is structured as follows: Section 5.1 presents
the new anomaly detection approach and the experimental setup. Then, Section 5.2 shows the characteristics, and Section 5.3 explores the influence that
neighborhood size can have. Next, Section 5.4 discusses our experimental results on anomaly detection performance. Finally, Section 5.6 concludes the
effects of including neighborhood information in our decentralized framework.
The work presented in this chapter has been published as [155].
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The work presented in this chapter has been published as [155].

5.1

Methodology

To evaluate the extent by which neighborhood information fusion can improve
the detection performance of our online anomaly detection approach, we first
have to provide a context in which this approach can be applied. As mentioned
earlier, our work specifically targets anomaly detection on networked embedded
devices such as those used in WSNs. In such applications, the network is
commonly made of a reasonably large number of nodes (tens to hundreds)
with limited resources in terms of computation, memory and energy, but with
several transducers to sense their environment. Within this context, in the
following we assume that:
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• Nodes are deployed within communication range, i.e., each node can
wirelessly communicate with at least 1 neighbor.
• Nodes communications can be overheard by neighboring nodes. For instance, this can be achieved by using collection tree protocol (CTP),
gossip, or other network protocols.
• Every node measures the same modalities. Although sensors do not have
to be of the same make and model, their output should have the same
units (such as temperature in Celsius, humidity in RH, or light in Lux).
◦ Communication is reliable, that is, if a node is within communication
range, it can always communicate.
◦ The node positions are static.
Furthermore, we make few assumptions on the process or environment that
the WSN will monitor:
• The nodes are monitoring a similar mixture of dynamic processes [156].
This mixture of processes is diffusive, i.e., overall the process behavior is
correlated over space/time [157]. For example, thermodynamic processes
are diffusive over space/time.
• The process (and its diffusive properties) may change over time.
• Anomalies may occur in the process and/or in the sensor system and
show a disturbance of the correlation in time or space.
◦ The measurement period is smaller than the shortest time-constant of the
dynamic process, such that the measurement is relevant (i.e. correlated)
in this period.
◦ The occurrence of anomalies is asynchronous (unrelated in time/space).
The above assumptions, the most straightforward ones indicated with the
open bullets, may also be relaxed. For instance, the reliable communication
may be relaxed if the measured process dynamics are much slower than the
measurement period, or when there are enough nodes in the neighborhood

for aggregation. The latter also is required when nodes are mobile, to ensure
a stable aggregate value. Furthermore, if the measurement period is larger
than the dynamic process speed, the measurements may still contribute if the
correlation is high. Also, anomalies could occur synchronously and may be
detected, if the number of anomalous nodes is the minority. However, to focus
the investigation on the effect of neighborhood information, we do not relax
these assumptions.
These assumptions allow us to propose that prediction-based anomaly detection methods can be improved with the use of dynamically aggregated neighboring information. This information stems from periodic updates that are sent
out by neighboring nodes. The updates can be stored in neighboring nodes and,
through the use of an aggregation operator, can provide extra input features
that are robust to the dynamic nature of the network. In the following sections
we outline our approach, and how we evaluate this proposition using a WSN
simulator with topologies and sensor data traces from real-world applications.
We first characterize the neighborhood by analyzing the possible relevance of
neighboring information. As a measure of relevance we use correlation coefficients, which are calculated between local sensor measurements, neighborhood
sensor measurements and (using different operators) aggregated neighborhood
information. Then we examine the influence of the neighborhood size on the
anomaly detection performance of fusion classifiers that include neighborhood
information. That is, we try to answer the question: Will including more
neighbors make the anomaly detection perform better? Finally, we analyze
the detection performance for an optimal neighborhood size, and for a less
than optimal size.

5.1.1

Neighborhood aggregation

In common monitoring applications, where all measurements are forwarded to
a sink node, every node periodically communicates its latest measurement. To
aggregate neighborhood information, therefore, a node in the neighborhood
can overhear these messages and store them locally. This push-based approach
is further motivated by the claim that push messages seem more efficient (that
is, have lower overhead) than pull messages [158]. However, in order to reduce data communications, an application designer can choose to broadcast
messages only in the neighborhood, or with a longer period as long as the period for a modality is smaller than the shortest period in the dynamic process
for a given modality. The aggregated data is then summarized through the
use of an aggregation operator such as the average (or mean), the standard
deviation, the median, the minimum or the maximum. While the number of
neighbors may vary, for example due to network conditions or anomalies in
the data, an aggregation operator reduces these effects to a single, more stable
measurement.
The measurement and anomaly detection protocol is as follows:
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1. Each node measures d sensors/modalities, each with their own period pd .
2. Each measurement is appended with a score of anomalousness based on
previous local and neighborhood information.
3. Each modality can be sent separately (different packets for different sensors/modalities, because measurement periods may differ).
4. Each node buffers recent neighbor measurement messages per modality,
with the above assumption that recent measurements are still relevant.
5. One or more aggregation operators are applied to the buffer (known
anomalous measurements are excluded).
6. The aggregates are included as prediction inputs for anomaly detection.
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Since, by assumption, communication is reliable and the nodes are static,
then every node has at least one recent measurement from any of its neighbors, and the number of neighbors of a given node does not vary. This allows
us to focus on the contribution that neighborhood information may have on
the anomaly detection performance. In our experiments, the term recent is
defined as being not older than 1 measurement period pd . Due to aforementioned assumptions on the time constant of the monitored dynamic process,
measurements within this recent period are assumed relevant (i.e. correlated).
If the process dynamics allow it, the definition of ’recent’ can be relaxed to
include multiple measurement periods, for example to account for less reliable
networks. Another option could be to weigh the stored values, where each
weight is determined by the age of the value. Measurements older than a certain time-window, then, have zero weight. If all measurements are older than
this threshold, an anomaly at network level may have occurred. In this case
the latest stored messages might still contain relevant information (and/or this
anomaly should be reported, if communication is still available).

5.1.2

Neighborhood characterization

In order to evaluate the influence of the neighborhood information aggregate
on the anomaly detection performance, two aspects should be considered. The
first is the amount of information that can be extracted from a neighborhood.
This can be estimated by the (cross) correlation between the neighborhood, the
local sensors, and the aggregated neighborhood information. An alternative to
correlation is a measure of spatial entropy, explained in the sequel. Establishing the amount of correlation also allows us to validate the aforementioned
assumptions on the process. For example, measurements at different locations
from a similar mixture of diffusive processes should be correlated because the
physical phenomena of one location diffuse to another. The second aspect is
the size of the neighborhood, which correlates to the network density. While
one can argue that more neighboring information can result in more reliable

statistics, it is reasonable to assume that neighbors at the edge of that neighborhood may measure a different (part of a) physical process that does not
correlate.
Both aspects affect the correlation of the aggregated neighborhood information. That is, how well the aggregated information correlates may depend on
the size of the neighborhood, and on the aggregation operator chosen. Furthermore, the latter may prove more or less robust to variations in neighborhood
size. Thus, we first investigate the correlation of the neighborhood and of
the aggregation operators applied to that neighborhood for varying neighborhood sizes. Then an aggregation operator is chosen that correlates best across
those sizes. Finally, using the chosen aggregation operator, the influence of
neighborhood size on the anomaly detection performance is investigated.
We use the Pearson correlation coefficient as a measure of the linear correlation between two variables a and b [159]. Its value ranges from -1 to 1,
where 1 is a perfect positive correlation, -1 is a perfect negative correlation,
and 0 means no correlation. A low correlation would be |r| < 0.25, a high
correlation means |r| > 0.75. For a given sample of size n for both a and b,
the correlation coefficient r can be expressed as:
Pn
ā)(bi − b̄)
i=1 (ai −q
r = corr(a, b) = qP
Ps
s
2
2
i=1 (ai − ā)
i=1 (bi − b̄)
Since negative correlation is also correlation that contributes to the model,
we take the absolute correlation |r|. In the sequel, correlations between local
sensors and neighborhood information are averaged over each node in a deployment scenario to account for differences in node neighborhoods, which depends
on the topology in the scenario. In order to account for bias in averaging of
correlations, Fisher’s Z-transform, z = Z(r) = arctanh(r), should be applied
before averaging, and the inverse transform, r = Z −1 (z) = tanh(z), on the
result [160].
The correlation coefficients are averaged over all nodes in a scenario and
stored in a matrix, which can be graphically depicted as a heat map (i.e., a correlation map). In the following, the definition of this matrix is explained. We
refer to the neighborhood of node i as N (i). Sensor modalities are referred to
with subscript indexes s and m. Then, measurement time-series data of node i
for sensor m are referred to as xim . For the buffered neighborhood data of node
j ∈ N (i) the data are referred to as xi,j
m . The set of neighborhood measurement
i,j
time-series for sensor s is {xs : j ∈ N (i)}, for brevity sometimes referred to
as Xsi , and we can aggregate those per time-instance using an operator OP,
such as the mean, resulting in a single time-series. The correlation coefficients
r are calculated for each pair a and b of measurement time-series from local
sensors (in a given node i, e.g. corr(xi0 , xi1 )), local sensors and neighborhood
aggregates (e.g. corr(xi0 , OP({xi,j
m : j ∈ N (i)})) where i is the node under investigation), local sensors and sensors of neighboring nodes (e.g. corr(xi0 , xi,j
0 )
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where i is the node under investigation and j ∈ N (i) a neighbor), pairs of
i,k
neighborhood nodes (e.g. corr(xi,j
0 , x0 ) where j, k ∈ N (i) are two neighbors
of i). Similarly, we compare neighborhood aggregate time-series to the neighboring node measurements and neighborhood aggregate time-series to other
neighborhood aggregate time-series of different operator types (for example
mean and median) in order to explore how well the operator correlates with
(summarizes) the neighborhood and if it differs from other operators. These
are then averaged for all nodes in a given scenario using Fisher’s Z-transform.
This process is summarized in Algorithm 6, where the keys of the map
M are strings and, as such, they are indicated with double quotes (“ ”) to
distinguish them from numerical values. Moreover, because the correlation
coefficient between a and b is the same as the correlation between b and a,
the matrix is symmetric. The diagonal of this matrix should be one, as the
correlation coefficient of a signal with itself is one. However, in our matrix, we
also compare the correlation among the neighbors of a node, which results in
a less than one correlation because we are not comparing a neighboring signal
with itself, but with another neighbor’s signal of the same sensor. Using the
correlation map, we can see stronger correlations having a darker color, which
allows us to visually examine the relevance of neighborhood aggregates to local
sensor values, and compare them to the raw correlation per neighbor.
The correlation coefficients between local sensors of a node shows how well
they correlate and, thus, how much information can be obtained locally. This
can be compared to how well the neighboring sensors correlate, which gives an
indication of how well aggregated neighborhood information should correlate.
Most important, the average correlation between pairs of neighboring nodes can
be compared to the correlation between a local sensor and the neighborhood
aggregate, to form an indication of the aggregation operator’s capability to
represent the neighborhood information. In a later experiment, then, we test
the intuition that more correlated information contributes more to the anomaly
detection performance.
As an alternative to correlation, we use the spatial entropy [161], a measure
of complexity of spatial systems defined as:
X
H=−
p(ei )∆ei log(p(ei )∆ei ).
i

This value gives an entropy figure based on the probability p(ei ) of an event
in an area ∆ei . The probability in this case is the chance of an anomaly
occurring at a specific node i, and is estimated using labeled events from our
data sets. The exact area that a node senses, however, is unknown. But,
we do know the node positions. With those, either a Delaunay triangulation
or a Dirichlet tessellation (a Voronoi diagram) can be constructed to create
an estimated area (around the node positions) that a node can sense [162].
To calculate ∆ei , then, we can then take either 1/3 of the total area of the
three Delaunay triangles emanating from a node position ei , or the cell size

Algorithm 6 Correlation map creation
1: correlation map M ← 0
2: for each node i in scenario do
3:
for each local sensor pair m, s of node i do
4:
M [“xm ” , “xs ”] += Z(|corr(xim , xis )|)
5:
l ← number of neighbors in N (i)
6:
for each sensor pair m, s do
7:
for each aggregate operator OPa do
i ← {xi,j : j ∈ N (i)}
8:
Xm
m
9:
Xsi ← {xi,j
s : j ∈ N (i)}
i ))|)
10:
M [“xm ” , “OPa (Xs )”] += Z(|corr(xim , OPa (Xm
11:
for each aggregate operator OPb : OPb 6= OPa do
12:
M [“OPa (Xm )” , “OPb (Xs )”]
i ), OP (X i ))|)
13:
+= Z(|corr(OPa (Xm
b
s
14:
for each neighbor j ∈ N (i) do
15:
M [“OPa (Xm )”, “xs ”]
i ), xi,j )|)/l
16:
+= Z(|corr(OPa (Xm
s
17:
for each neighbor j ∈ N (i) do
18:
M [“xm ” , “Xs ”] += Z(|corr(xim , xi,j
s )|)/l
19:
p ← number of neighbor pairs in N (i)
20:
for each pair of neighbors j, k in N (i) do
21:
for each sensor m of node j do
22:
for each sensor s of node k do
i,k
23:
M [“Xm ” , “Xs ”] += Z(|corr(xi,j
m , xs )|)/p
24: M = Z −1 (M/(number of nodes in scenario))
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from the Dirichlet tessellation, as seen in Figure 5.1c. The resulting values
represent the information that can be gained from neighborhood information,
where lower spatial entropy values imply more gain. Both the spatial entropy
and the cross correlation measures can give us an indication of the validity of
the assumption that the process or environment consists of a diffusive mixture
of dynamic processes, resulting in correlated behavior over space and time.
The influence of the size of the neighborhood depends on either the radio
communication range, or the density of the deployment. In order to simulate
a change on these, either the radio range or the positions of nodes can be
changed. Since the latter are known for the real-world datasets used in this
study, but the exact radio parameters are not, we opt to change the communication range by changing the parameters of the radio model in the simulator.
The radio propagation model is a Log-distance path loss model, which predicts
the path loss over distance to have a logarithmic decay, with optional Gaussian
noise to simulate interference [163]. The static parameters of the model are the
unit distance D0 = 1.0, the path loss at this reference distance P LD0 = 55.4,
and the noise floor is -106.0 dB. Since we assume reliable communications,
we do not add a noise component to the radio model. The main parameter
is the path-loss exponent (PLE), which dictates the decay of signal strength
over distance. That is, higher values of PLE result in higher path loss and
thus a smaller radio communication range, whereas low values result in less
path loss and a larger communication range, an example can be seen in Figure
5.1. Therefore, we vary the PLE, effectively changing the number of neighbors in the neighborhood, and measure the result on the change in anomaly
detection performance, compared to the same classifiers without neighboring
information.

5.1.3

Embedded online anomaly detection

In Chapters 3 and 4 we have presented decentralized online anomaly detection
methods, suitable for resource-limited systems. By online learning linear, nonlinear and polynomial function models future measurements can be predicted.
The predictions of these models are then compared to the measured value, and
the difference is analyzed to detect anomalies. In the methods presented in
the previous chapters, hereafter called the stand-alone or SA methods, these
features were either from only local sensor data (Chapter 3), or the fusion of
local sensor data with local predictions from other models (Chapter 4). The
latter (referred to as RLS fusion or OS-ELM fusion) included for each modality
the raw sensor data, the previous measurement, the FA prediction, and the
window mean. In the previous chapter, this fusion of raw data with other local
predictions showed a clear improvement in the precision of anomaly detection.
In this chapter, we replace two of the input features of the stand-alone
methods by neighborhood aggregated measurements. Specifically, by replacing
the local input features of previous measurement and of window mean by two
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neighborhood aggregates in the classifiers, the change in detection performance
can be evaluated with the metrics described in Section 1.2.3. We test this
addition of neighborhood data using the real-world environmental monitoring
scenarios described in Section 1.2.2. Due to the assumption of a similar mixture
of diffusive processes, we expect that including these aggregates the anomaly
detection performance will increase the RLS- and OS-ELM-fusion classifier
performance. Moreover, the ensembles (that combine multiple classifiers) are
also expected to be positively affected.

In order to minimize the effect that neighborhood size may have on our choice of
aggregation operator, we analyzed correlation maps from the same dataset with
different radio model parameters. The correlation maps shown in Figure 5.2
and 5.3 show stronger correlation as a darker color. On both the x and y axes
we list the local sensor measurements xi , the local aggregated neighborhood
information OP(Xi ) and the neighborhood information Xi , for sensor modality
i. Since corr(a, b) = corr(b, a), the correlation map is symmetric. For a given
local sensor or aggregate, the correlation with itself is 1 (high), and thus the
diagonal is black. However, for the neighborhood information we correlated
pairs of nodes, resulting in a lower correlation in the top-right diagonal (for
the details see Section 5.1.2).
For example, the correlation coefficients in the bottom left of these maps
in Figure 5.2 show that local sensor 2 and 3 are more correlated than sensor 1 and 2 or sensor 1 and 3. This pattern repeats in the top right of the
map, showing that the values of sensors 2 and 3 between neighbors are more
correlated than the other sensors in the neighborhood, albeit less than the
correlation between the local sensors. Moreover, we can see that the neighborhood aggregates correlate better between aggregates of the same sensor than
others, resulting in the darker squares. Especially the mean and median are
highly correlated, while the standard deviation has low correlation throughout.
The mean and median also correlate to the minimum and maximum values in
the neighborhood, but to a lesser extent than the correlation between mean
and median. Overall, the effect of the neighborhood size can be seen by the
overall darker colors of the correlation map of the denser network, showing a
higher correlation. The correlation between local sensors and aggregate operators in a denser network also increase significantly, seen in the bottom three
rows. Specifically, the mean and median operator gain significantly for the first
sensor, x1 . Furthermore, As neighborhood size increases in our scenarios, the
mean and median aggregate operator stay highly correlated. Therefore, the
mean and median seem a reliable choice. While this does not necessarily hold
for other scenarios, we expect that these operators are the most suitable under
the assumption of a similar mixture of diffusive processes.
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Figure 5.1: SensorScope GSB network topology. (a) A dense network simulation with PLE=4.0, (b) A sparse, disconnected, network simulation with
PLE=6.2, (c) The Dirichlet tessellation, Delaunay triangulation, and node
area based upon the triangulation. Note that even though the network in (b)
is disconnected, each node can communicate with a neighbor.
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Figure 5.2: A denser connected network results in better correlation with neighborhood aggregates. Furthermore, it shows different sensor modalities have
different correlations with their neighborhood and with other sensors (sensor
2 and 3 are more correlated than sensor 1 and 2). The correlation maps show
the average correlation of the GSB humidity related sensors, with (a) a sparse
network (PLE=6.2), and (b) a denser network (PLE=4.0).
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Figure 5.3: With the same set of sensors but different environments the correlation between sensors and their neighborhood aggregates shows similar patterns.
However, due to environmental differences, the average correlations are lower
in the Indoor WSN dataset (b). The correlation maps stem from (a) The Intel
dataset (PLE=4.0) and (b) the Indoor WSN dataset (PLE=4.6).
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Lastly, to characterize the datasets, we analyze their average cross-correlation
and spatial entropy. In Table 5.1, the cross-correlation value is the average
cross-correlation over the whole dataset. The table shows that the Intel Lab
dataset has the highest cross-correlation and the lowest spatial entropy (with
both area measures). Therefore, we expect the information gain of neighborhood information to be high. While the second highest cross-correlation
value is from the Indoor WSN, the higher spatial entropy values might indicate that the information gain of spatial neighborhoods might be less. Both
GSB datasets have relatively low cross-correlation and higher spatial entropy.
Therefore, the neighborhood information gain will most likely be little. Overall, we expect that the Intel Lab dataset will gain the most from neighborhood
information.

5.3

Evaluation over neighborhood size

Having established that the mean and median are suitable choices for aggregation operators, and that the Intel Lab dataset fulfills the assumption of a
similar mixture of diffusive processes more than the other datasets, the influence of neighborhood size can be analyzed. By changing the PLE the global
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Table 5.1: The average cross-correlation and spatial entropy of the datasets.
The spatial entropy [161] is based on the chance of anomalous measurements
per area, where the area is based on the Delaunay triangulation or Dirichlet
tessellation over known node positions.
Dataset
Cross-corr.
Spatial Entropy
Delaunay Dirichlet
GSB Humidity
0.131
0.159
0.211
GSB Temperature
0.191
0.255
0.269
Intel Lab
0.615
0.141
0.143
Indoor WSN
0.261
0.296
0.268
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In Figure 5.3 two different scenarios are depicted, namely the Intel Lab and
the Indoor WSN testbed datasets. Both have similar environments (indoor offices), and have the same set of sensors (temperature, humidity and light), but
the Intel Lab dataset shows much higher correlation throughout. Interestingly,
the dataset similarities also show in the correlation patterns. That is, sensors 1
and 2 (temperature and humidity) have higher correlation between each other
than the light measurements have with any of them. However, there are large
differences due to the environment. The main finding is that here, too, mean
and median of a neighborhood, for a specific sensor type, are highly correlated
to the local sensors. The minimum and maximum show a slightly lower correlation and more variation. This indicates that both mean and median operators
should be a good choice to aggregate neighboring information.
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Figure 5.4: The number of neighbors decreases when the radio range decreases.
The maximum of 16 is the result of the neighborhood buffer size. The figures
show PLE vs average number of neighbors for the GSB topology in the case of
(a) humidity and (b) temperature, which should be equal. For the Intel Lab
topology (c) and for the Indoor WSN topology (d) the ratios are different.
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average number of neighbors changes in the network, as seen for each dataset
in Figure 5.4. Due to the limited memory size available in the WSN nodes, the
number of neighborhood messages stored is 20, which shows as the maximum
number of neighbors in the figure. Thus, the size can be analyzed on the global
network, but also per number of neighbors that individual nodes have. For the
sake of brevity, in the remainder of this section we show only the results of the
RLS-fusion classifier. The results of other affected classifiers result in equal
findings.

We first show the change in F-measure for the RLS-fusion detector, as a result
of replacing some input features with neighborhood aggregates, plotted against
the PLE setting in Figure 5.5. We have regressed these values with a line
to get an understanding of their trend. Here, we see large differences per
application scenario. Most notably, the Intel Lab dataset shows the highest
relative improvement in F-measure of over 150%, which can be explained from
the high correlation that was observed in the previous chapter. Moreover, the
other scenarios show a peak in F-measure at different PLE settings, suggesting
that there is no one optimal PLE setting for a WSN deployment.
Then, instead of the PLE setting, we plot the change in F-measure for the
RLS-fusion detector against the average number of neighbors (derived from
Figure 5.4). To get a better insight in the trend, polynomials of first to fourth
order are regressed to this data. The highest order polynomial that has significant improvements over lower-order polynomials according to the ANOVA
test with p-value=0.05 is displayed. The results in Figure 5.6 again show a
difference per topology and per dataset. However, analyzing the F-measure
per average number of neighbors shows a more clear effect of the number of
neighbors on the F-measure improvement compared to the effect of PLE.
From these figures, we can see that for all the datasets the inclusion of
neighborhood information does seem to improve the F-measure performance,
albeit to a varying degree. The cases where the PLE is too large (and thus
radio range too small) to allow any communications mostly result in zero improvement. Moreover, in most cases there is an optimum average number of
neighbors (and thus an optimum radio range). However, the optimal radio
range depends not only on the topology but also on the dataset. For example,
the GSB temperature and humidity datasets in Figure 5.6a and 5.6b share
the same topology, but have different optima. On the other hand, the Indoor
WSN dataset shows a clear peak around an average of 4 neighbors, and the
optimum of the Intel Lab dataset averages around 5 to 6 neighbors. The Intel
Lab dataset also shows the highest relative improvement in F-measure of over
150%, which can be contributed to the dataset characteristic of being highly
correlated. In the future, the framework may benefit from adaptive transmission power control, such that an optimal number of neighbors can be chosen
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Figure 5.5: The PLE vs the relative change in F-Measure of the RLS-fusion
classifier. The datasets are (a) GSB humidity, (b) GSB temperature, (c) Intel
Lab (note the different y scale), and (d) Indoor WSN.
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Figure 5.6: The optimal number of average neighbors depends on topology and
sensor modality. The plots show average number of neighbors vs the relative
change in F-Measure of the RLS-fusion classifier. The datasets are (a) GSB
humidity, (b) GSB temperature, (c) Intel Lab (note the different y scale), and
(d) Indoor WSN.
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for a deployment.

5.3.2

Exact number of neighbors

The above analysis was made using the average number of neighbors a network
had at a given PLE setting. To better understand the exact influence of the
neighborhood size, we now analyze the results of the RLS-fusion classifier per
number of neighbors, over the whole PLE range (from 1.0 to 10.0). In this
case, we study the effect of replacing certain input features with the neighborhood aggregates on the precision and recall separately. Both the results of the
stand-alone methods and the methods with neighborhood information form
two distributions. Using the Kolmogorov-Smirnov test [164], these distributions can be compared and tested if the new recall and precision measurements
statistically significantly improve over the stand-alone methods.
98
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Figures 5.7 and 5.8 show the results of the Kolmogorov-Smirnov test for
precision and recall respectively. Our null-hypothesis, H0, is that the anomaly
detection performance (in terms of precision or recall) when using aggregated
neighborhood information is not better than the performance obtained by using
only local information. Our alternative hypothesis, H1, is that the performance
of the methods that include aggregated neighborhood information is better
than when using only local information. Note that in the figures, we test
also the case that a node has zero neighbors, because in the new method we
did replace two input features, which might affect performance. We test the
hypothesis for a significance of α = 0.1 (or 10%) and α = 0.05 (or 5%).
Figure 5.7 shows that the precision is only significantly better with the
Intel Lab dataset, while all other datasets show no improvement (i.e. H0 is
accepted). Recall in Figure 5.8, on the other hand, more often shows a significant improvement. Again the highly correlated Intel Lab dataset shows a
significant improvement in all cases. For the classifiers other than the RLSfusion classifier that include neighborhood information, and the ensembles, a
similar pattern shows. That is, the methods show a significant increase in recall with the Intel Lab dataset only. The performance in the Intel Lab dataset
can be well explained if we go back to Section 5.2, where we characterized
the datasets in terms of average cross-correlation and in terms of spatial entropy. The Intel Lab dataset is the only dataset that has a relatively high
cross-correlation value, and a low entropy. This leads us to conclude that the
assumption (or requirement) of a similar mixture of diffusive processes is valid
and, thus, that when neighborhood information correlates, the inclusion of aggregate neighborhood information in the prediction significantly improves the
results.
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Figure 5.7: Precision does not improve except with the Intel Lab dataset. The
plots show if the precision statistically significantly improved, and thus H0 is
rejected. The datasets are (a) GSB humidity, (b) GSB temperature, (c) Intel
Lab, and (d) Indoor WSN.
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Figure 5.8: Recall does improve depending on the number of neighbors and
dataset used. The plots show if the recall statistically significantly improved,
and thus H0 is rejected. The datasets are (a) GSB humidity, (b) GSB temperature, (c) Intel Lab, and (d) Indoor WSN.
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Table 5.2: PLE settings for further evaluation, based on Figures 5.4 and 5.6
Dataset
PLEopt N()avg PLEless N()avg
GSB Humidity
4.0
5.3
6.2
2.5
GSB Temperature
4.0
5.3
6.2
2.5
Intel
3.4
5.8
6.2
2.7
Indoor WSN
4.6
4.1
6.2
1.2

With the above information, the detection performance of the other individual
classifiers and ensembles thereof can be analyzed in more detail. Again we
choose the mean and median neighborhood aggregation to replace the previous
measurement and mean as input features in the fusion classifiers. In a real
world deployment, often one cannot choose a perfect number of neighbors
for each node. Therefore, we opt to evaluate two different PLE settings per
scenario, to represent an optimal case in a dense network, and a sub-optimal
case in a sparse network. These choices are guided by Figures 5.4, 5.6 and 5.8
and can be seen in Table 5.2.

5.4.1

Absolute precision and recall

The absolute values of precision and recall for all methods are depicted in
Table 5.3. In this table, the fusion classifiers that include neighborhood aggregate data are indicated with the postfix ’.AG’, and those that do not include
neighborhood information (the stand-alone methods from our previous chapter) with the postfix ’.SA’. We see that in all cases, the offline baseline ensemble
has the highest recall. Furthermore, we can see that in the case of the GSB
humidity data and especially in the case of the Intel Lab data, the aggregate
neighborhood information contributes significantly to the overall performance.
For the fusion classifiers we see a clear benefit in recall for most datasets. In
the following subsections, we will detail the change in precision, recall and
F-measure derived from this table.

5.4.2

Change in precision and recall

In Table 5.4 we show the results of including neighborhood information with
these settings, as percentage of improvement over the stand-alone methods
(derived from the numbers in the previous section). Here, too, we see that in
general recall benefits from neighborhood information, and precision is similar
or slightly reduced. The OS-ELM based classifier shows more extreme results
due to its random initialization of input weights and biases, but does also
benefit from neighborhood information. The results of the Intel Lab dataset
show significant improvement for all classifiers. That is, statistical analysis
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GSB
Temperature
PLE=4.0

GSB
Temperature
PLE=6.2

Intel Lab
PLE=3.4

Intel Lab
PLE=6.2

Indoor WSN
PLE=4.6

Indoor WSN
PLE=6.2

Table 5.3: Absolute precision/recall numbers. The baseline LLSE and ELM are the non-iterative variants of RLS and OS-ELM
respectively. The postfix (d) denotes the inclusion of a day period. The postfix ’.SA’ indicates the results of the stand-alone
methods described in previous chapters, while the postfix ’.AG’ indicates the current results, including the neighborhoog
aggregates.
GSB
Humidity
PLE=6.2
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classifier \ dataset
metric
pr
re
pr
re
pr
re
pr
re
pr
re
pr
re
pr
re
pr
re
FA(1 step) 66.69 5.23 66.53 5.23 53.49 9.22 53.49 9.22 89.71 0.59 89.71 0.59 38.57 7.97 38.57 7.97
OS-ELM 11.23 10.50 13.32 13.77 77.83 24.13 47.14 19.24 48.64 58.76 49.41 69.73 15.38 13.35 16.06 12.57
RLS 16.68 16.16 16.68 16.16 80.21 20.72 80.21 20.72 45.32 28.26 45.32 28.26 13.48 10.79 13.48 10.79
Window constant 41.35 83.56 41.35 83.56 97.81 88.72 97.81 88.72 47.05 95.30 47.05 95.30 54.14 63.48 54.14 63.48
OS-ELM fusion.AG 92.59 15.30 86.39 11.27 85.60 18.28 55.65 5.25 98.64 5.15 98.46 3.58 46.32 5.72 46.82 3.92
OS-ELM fusion.SA 91.72 16.23 86.87 7.77 76.48 10.09 63.88 4.15 99.14 0.31 99.02 0.28 43.36 3.06 47.06 2.75
RLS fusion.AG 90.12 25.15 90.63 26.82 61.61 18.05 56.30 15.58 95.99 14.87 95.95 11.26 42.68 8.72 41.88 8.38
RLS fusion.SA 90.26 22.91 90.27 22.91 60.11 13.71 60.11 13.71 98.65 4.74 98.65 4.74 44.87 6.87 44.88 6.87
Fisher’s method.AG 41.91 85.78 41.82 85.66 93.35 91.49 92.78 91.45 49.23 95.30 49.18 95.12 52.03 65.60 52.02 65.59
Fisher’s method.SA 41.79 85.62 41.80 85.51 93.33 91.34 93.50 91.36 49.13 94.95 49.13 94.95 52.09 65.22 52.16 65.14
Ensemble (heuristic).AG 42.32 86.88 42.14 86.66 88.03 92.37 87.34 92.25 47.25 95.98 47.20 95.75 52.05 67.12 52.07 66.99
Ensemble (heuristic).SA 42.11 86.61 42.11 86.61 89.76 92.15 89.76 92.15 47.12 95.49 47.12 95.49 52.80 66.60 52.80 66.60
Ensemble (min).AG 42.64 87.56 42.34 87.29 84.41 92.80 83.50 92.76 47.30 96.17 47.24 95.90 50.12 68.24 50.42 68.39
Ensemble (min).SA 42.37 87.24 42.43 87.16 86.22 92.61 86.66 92.66 47.15 95.62 47.15 95.62 50.89 67.49 51.00 67.49
Ensemble (median).AG 91.09 8.12 91.06 8.08 90.23 8.10 77.98 3.53 99.75 4.34 98.40 3.17 47.58 2.91 48.78 2.42
Ensemble (median).SA 90.05 9.12 86.58 5.10 83.10 5.21 77.62 3.41 98.24 0.11 98.71 0.23 47.12 2.40 49.78 2.23
Baseline rule 42.12 87.19 42.12 87.19 90.86 93.31 90.86 93.31 44.62 96.49 44.62 96.49 52.46 66.69 52.46 66.69
Baseline LLSE 66.52 9.64 66.52 9.64 45.28 16.06 45.28 16.06 80.80 8.12 80.80 8.12 32.62 11.41 32.62 11.41
Baseline LLSE (d) 67.72 10.84 67.72 10.84 42.73 16.04 42.73 16.04 75.07 7.78 75.07 7.78 31.19 11.36 31.19 11.36
Baseline ELM 62.86 9.55 63.40 9.39 41.45 17.86 42.75 17.93 79.89 8.12 80.35 7.98 33.84 11.74 32.61 11.31
Baseline ELM (d) 59.80 9.58 63.66 10.02 40.13 17.23 41.50 17.13 73.66 7.37 74.64 7.23 32.77 11.74 32.03 11.60
Baseline ensemble 44.16 89.36 44.17 89.25 74.85 94.53 75.86 94.55 44.96 97.39 44.95 97.37 47.89 70.52 47.82 70.52
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Rwtb
PLE=6.2

Classifier \ Dataset
metric
pr
re
pr
re
RLS fusion -2.70 213.58 -2.74 137.45
OS-ELM fusion -0.49 1557.88 -0.57 1172.76
Ensemble (heuristic) 0.28
0.51 0.17
0.27
Fisher’s method 0.20
0.37 0.10
0.18
Ensemble (min) 0.32
0.59 0.19
0.29
Ensemble (median) 1.55 3709.42 -0.32 1267.51

Rwtb
PLE=4.6

re
pr
re
pr
re
17.06 2.50 31.66 -6.34 13.64
45.06 11.93 81.31 -12.88 26.51
0.06 -1.94 0.24 -2.71 0.11
0.18 0.03 0.16 -0.77 0.11
0.15 -2.10 0.21 -3.65 0.11
58.40 8.57 55.43
0.46 3.52

pr
re
-4.90 26.93
6.83 86.88
-1.42 0.78
-0.13 0.58
-1.51 1.11
0.98 21.22

pr
re
-6.68 21.82
-0.51 42.57
-1.38 0.59
-0.29 0.69
-1.14 1.33
-1.99 8.52

Noteworthy is also the slight effect that neighborhood information has on
the ensemble methods. The ensembles consist of multiple classifiers, of which
only two (RLS and OS-ELM fusion) include neighborhood information. The
other classifiers are the window constant, detecting if a constant anomaly occurs, and the 1-step-ahead function approximation classifier. From the dataset
analysis, we know that 70 to 90% of the anomalies in the datasets is of the
’constant’ anomaly type, and from investigations in previous chapters, we es-
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GSB
temperature
PLE=6.2

GSB
temperature
PLE=4.0

GSB
humidity
PLE=6.2

re
pr
9.78 0.40
-5.67 -0.55
0.31 0.07
0.19 0.05
0.37 -0.21
-10.97 5.17
Intellab
PLE=3.4

Classifier \ Dataset
metric
pr
RLS fusion -0.17
OS-ELM fusion 0.95
Ensemble (heuristic) 0.47
Fisher’s method 0.29
Ensemble (min) 0.64
Ensemble (median) 1.15

Intellab
PLE=6.2

GSB
humidity
PLE=4.0

Table 5.4: The impact of neighborhood information on recall is beneficially
large. precision, however, suffers slightly from neighborhood information. Relative change in precision and recall, in percent.
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similar to that of Section 5.3.2 for these classifiers shows that, for all of them,
there is a significant improvement in recall, but not necessarily in precision.
Going back to the dataset characterization, and specifically to Table 5.1, we can
observe that indeed the assumption of a similar mixture of diffusive processes
is key to achieving good results. That is, the neighborhood correlation should
be relatively high.
Choosing an optimum average neighborhood size also results in a better
recall performance. The exception here is the GSB humidity dataset, which in
Figure 5.6a also showed a different trend (showing a peak around PLE=6.2)
and from Table 5.4 we see that this mainly concerns the recall. While this is
most likely due to a difference in measured processes (where, for this dataset,
the sensors relative humidity, soil moisture and watermark are better correlated
with fewer near neighbors), these results are not significant.
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tablished that a simple rule-based classifier can detect these anomalies with
very high accuracy. Therefore, we hypothesize that only few of the extra recalled anomalies are not of the constant type, and thus the ensembles do not
benefit much more from the improved recall.

5.4.3

Change in F-measure

7.61
-4.75
0.42
0.25
0.54
-9.96

13.24
39.83
0.07
0.09
-0.09
54.06

25.08
69.08
-0.88
0.10
-1.01
51.57

Rwtb
PLE=6.2

Indoor WSN
PLE=4.6

Intellab
PLE=6.2

classifier \ dataset
RLS fusion
OS-ELM fusion
Ensemble (heuristic)
Fisher’s method
Ensemble (min)
Ensemble (median)

Intel Lab
PLE=3.4
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Table 5.5: The fusion classifiers are positively affected by neighborhood information, but the end result on most ensembles in negligible. The table shows
relative change in F-Measure, in percent.
GSB
Humidity
PLE=4.0
GSB
Humidity
PLE=6.2
GSB
Temperature
PLE=4.0
GSB
Temperature
PLE=6.2

104

Figure 5.6 shows the relative change in F-measure for the RLS-fusion classifier. With the above settings and the resulting precision and recall numbers
presented in Section 5.4.1, we further analyze the effect of neighborhood information on the OS-ELM-fusion based classifier, and the resulting effect on the
ensemble classifiers. From this analysis, seen in Table 5.5, we can see that not
only for RLS but also for the OS-ELM-based classifier including neighborhood
information mostly has a positive benefit. However, the change for OS-ELM
is more extreme. This is partly because the F-measure resulting from the
anomaly detection without neighborhood information is low, specifically in the
case of the Intel Lab dataset, so any change therein is relatively large. Another
cause for the higher variability for the OS-ELM based detection is the random
initialization of input weights and biases.
Furthermore, from Table 5.5, we can see that the effect of the inclusion of
neighborhood information on the ensembles is low. We hypothesize this has
two reasons: First, the ensembles consists of a mix of classifiers, which include
not only the RLS and OS-ELM fusion classifiers, but also the constant rule
classifier and the 1-step-ahead function prediction classifier. The additional
neighborhood information only affects the RLS and OS-ELM fusion classifiers
and, therefore, the total effect on the ensembles is less. Second, the constant
anomaly is the dominant anomaly, covering 70 to 90% of the anomalies in all
datasets. Therefore, extra detections of anomalous samples is likely to be a
constant anomaly which, thus, will not improve the ensemble score. This is
further investigated in the following section, where the classifier agreement is
evaluated.

9.32 184.51 122.73 21.57 17.11
23.10 1482.04 1131.55 77.98 39.28
-1.33
0.35
0.21 -0.46 -0.53
-0.34
0.26
0.14 0.19 0.14
-1.88
0.41
0.22 -0.40 -0.09
3.21 3559.71 1227.27 19.90 8.20
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Finally, we evaluate the agreement between classifiers, to get a better understanding why the neighborhood information is of small influence on the ensemble classifiers. The behavior of the median ensemble and the Fisher’s method
ensemble is that when multiple classifiers agree on a sample being anomalous,
the more likely it is to be anomalous. Thus, if more classifiers detect the same
sample as anomalous, the better the performance of these ensembles. The
minimum p-value and heuristic ensemble operate differently. The former is
not influenced by multiple classifiers that judge similarly, but only returns the
minimum of the p-values within the ensembled classifiers. Thus, this ensemble would benefit from more confident classifiers. Such an approach should
improve recall, but the precision may suffer. The heuristic ensemble combines
the constant rule and the RLS-fusion classifier. When a constant is detected by
the constant rule, the RLS-fusion classification is ignored. Therefore, when the
latter detects a constant anomaly, the performance of the heuristic ensemble
is not improved.
The agreement between classifiers is measured as the ratio of equality between two time series of logical values, a and b, divided by the total number of
agreed detections possible between a and b, i.e., sum(and(a, b))/sum(or(a, b)).
The logic values denote the detected or known anomalies in the time series.
These ratios can be denoted in a confusion matrix and displayed similarly to the
correlation maps in Section 5.2. The resulting matrix is displayed graphically
in Figure 5.9. In this figure, the fusion classifiers that include neighborhood
aggregate data are indicated with the postfix ’.AG’, and those that do not
include neighborhood information (the stand-alone methods from our previous
chapter) with the postfix ’.SA’.
Figure 5.9 shows that the constant anomaly agrees well with the original
labels and the window mean anomaly detector. The other classifiers do not
agree much with the constant classifier, although a slight increase in agreement
can be seen between it and the RLS-fusion method that includes neighborhood
information. Furthermore, the figure shows that the FA classifier agrees reasonably with the fusion classifiers, which is the result of the FA prediction being
included in the input of the fusion classifiers. The fusion methods agree more
among each other. Their agreement, however, becomes lower when neighborhood information is included. That would mean that the OS-ELM and RLS
fusion detect different (types) of anomalies using neighborhood information.
Overall, the classifiers that include neighborhood information show moderate agreement between themselves and moderate to low agreement to the
other classifiers. The effect of neighborhood information on the median and
the Fisher’s method ensemble should, therefore, be low. The median ensemble, however, does show a reasonable increase in performance in Tables 5.5 and
5.4. But, previous work showed that such an ensemble has high precision but
very low recall, and thus improvements in recall are large in relative terms.
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The minimum p-value ensemble would benefit only from higher confidence in
the detection of a single classifier, which cannot be tested by classifier agreement. The heuristic ensemble should benefit from neighborhood information
in the RLS-fusion classifier, if this classifier has little agreement with the constant classifier. However, from Figure 5.9 we see that the RLS-fusion has more
agreement with the constant classifier when including neighborhood information, compared to the stand-alone method without neighborhood information.
Therefore, their detections may overlap, and the ensemble may not benefit from
the neighborhood information. This is in agreement with the earlier evaluation
of F-measure, prediction and recall changes in previous sections.
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Figure 5.9: Classifier Agreement, sum(and(a, b))/sum(or(a, b)), with PLE=4.0
for the (a) GSB humidity, (b) GSB temperature, (c) Intel Lab, and (d) Indoor
WSN datasets

CHAPTER 5. NEIGHBORHOOD INFORMATION

In this chapter we have empirically demonstrated that incorporating neighborhood information improves the anomaly detection methods presented in previous chapters, yet this is valid only in cases where the dataset is well-correlated
and shows relatively low spatial entropy. These assumptions typically occur in
the most common application of sensor networks, that of monitoring natural
environments. While this brings significant advantages in these cases (because
the neighborhood information is correlated), for cases in which these assumptions do not hold there is no immediately benefit from aggregating neighborhood information. That is, our evaluation showed that precision may suffer
from including low correlated information. On the other hand, in some scenarios recall may be positively affected. Since communication cost is high, in such
cases where the assumptions do not hold it is not always valuable to aggregate neighborhood information locally when using prediction-based anomaly
detection.
We explored this hypothesis in several steps. First, we showed that the
above assumptions hold only to varying degree through the assessment of correlation in real-world data. Moreover, we showed that the mean and median
aggregate operators are valid choices to reduce a dynamic neighborhood to a
fixed measure that can be used in fusion methods. Next, we have evaluated
the effect of neighborhood density (or communication range) on the quality
of the data, by analyzing these effects on the RLS-fusion anomaly detector in
simulation, with real-world datasets and topologies. It showed that the amount
of improvement mainly depends on the correlation within the dataset. This
correlation is the result of the sensed processes, the type of sensors, the type
of anomalies, and the topology. Thus, the amount of improvement depends
on the application. Nevertheless, the neighborhood information significantly
contributed to the anomaly detection recall performance in the well-correlated
dataset of the Intel Lab. The other datasets showed sporadic recall improvement even though the neighborhoods were low correlated. On the other hand,
precision performance stayed equal or reduced slightly. Again, the exception is
the Intel Lab dataset, which also benefited significantly from correlated neighborhoods.
Finally, the analysis of performance at a dense and a sparse network setting showed that adding neighborhood information to the RLS and OS-ELM
fusion-based anomaly detectors can be beneficial to the recall, although not
significant for the low correlated scenarios. The ensemble methods, however,
did not benefit greatly due to additional classifiers that did not make use of
neighborhood data, due to the fact that the majority of occurring anomalies is
of the constant type. The latter are well detected by a simple rule that does
not need neighborhood information.
The overall results show that, when a dataset stems from a similar mixture
of diffusive processes (and thus is well-correlated), precision benefits, and a sig-
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nificant improvement in terms of recall can be established. However, one has to
consider the target application (regarding sensors, anomalies and topology) to
evaluate the need for local neighborhood information in online anomaly detection. In cases where a network is too sparse, or in cases where the environment
under monitoring has no correlated diffusive processes, a local-only anomaly
detection approach may be preferred to spare the limited resources available
in an embedded context such as a WSN.
We have made a number of assumptions that may constrain the use of
neighborhood information. Future work may investigate if these assumptions
can be relaxed, and under what conditions. For example, we assume the network is reliable. This allows timely information sharing with a neighborhood:
as the wireless communication is inherently unreliable, missing data may or
may not affect the results significantly, depending on the process properties.
The slower the dynamics of the process are, the more time can be allowed to
share a measurement of that process. Another assumption is that of static
node positions. Under the assumption of the environment consisting of a similar mixture of diffusive processes, a mobile node within communication range
should still send correlating information. However, future work should investigate to what extent the mobility changes this correlation, given a certain node
density.
The assumptions on the process or environment that the WSN will monitor
which could be relaxed are that of the measurement period being shorter than
the shortest time-constant of the dynamic process, and of the asynchronous
occurrence of anomalies. The first allows us to assume that received information is still correlated when it arrives. Depending on the process and anomaly
detection method used, future work can investigate the relevance of information when this measurement period is longer than the shortest time-constant
of the dynamic process. Moreover, a measure of relevance could be determined
with respect to time of reception, depending on the processes under scrutiny.
However, it may be that there is a correlation delay due to a slow diffusive
process. Future work may investigate methods to automatically determine a
delay in correlation.
Other questions that can be addressed are the use of aggregates or models
as neighborhood information, instead of raw measurement data and the energy
balance between more complex local processing and more decentralized local
neighborhood communications. Furthermore, the neighborhood size might be
optimized using adaptive transmission power control, or through filtering less
correlating neighbors.

Chapter 6

Conclusions
Findings and contributions

Due to rapid technological advances in the last decade, embedded electronic
systems have become ubiquitous in consumer goods and industry. Commonly
equipped with sensors, but limited in resources, these systems gather data not
only from their state but also from the environment they are in. Moreover, the
increasing (wireless) networking possibilities allow this data to be distributed
(e.g. to neighboring devices) or be collected (e.g. in ‘the cloud’), resulting in
the vision of an IoT quickly becoming a reality. However, the envisioned scale
and lifetime of the current and future IoT deployments result in challenges in
terms of available resources, in terms of management and maintenance, and
in terms of data processing. The ever increasing amount of data measured by
such systems necessitates new processing and analysis methods, in order to
find specific information at specific points in time that are meaningful for the
application or domain expert.
Often, data of interest or meaning are out of the ordinary, unexpected, or
anomalous. Classical systems use a priori knowledge of controlled environments to model and define what information will be “normal” or “anomalous”
during deployment. However, IoT systems are commonly placed in unknown
environments and generate large streams of data to be analyzed. For example,
the mining industry desires to understand the environment (e.g. underground
reservoirs) and the effect of mining on the environment (e.g. pollution). This
concept is studied by anomaly detection research, which aims to detect events,
behaviors or patterns that are unexpected relative to a concept of what is
“normal” that is often inferred in a data-driven manner. Anomaly detection,
therefore, will play an increasingly important role to (pre-)filter data streams,
in order to select actionable or meaningful information.
Related works have shown great interest in anomaly detection through the
existence of a plethora of anomaly detection methods in real-world applications, ranging from fraud to earthquake detection. The models are most often

109

6.1

110

6.1. FINDINGS AND CONTRIBUTIONS

110
CHAPTER 6. CONCLUSIONS

inferred by data-driven methods such as machine learning, pattern recognition
or computational intelligence. However, surveying these works in Chapter 2
did show a gap in the literature of anomaly detection methods that are fully
decentralized and learn models of normal data online, embedded in an IoT or
WSN node. Instead, the common approach is to collect data at a central point
with an abundance of resources, where they are analyzed and acted upon. The
collection of this data, however, burdens the network and increases response
time. Moreover, the envisioned scale and lifetime of IoT systems make longterm central governance difficult. Less common are hybrid systems, which
centrally learn models that are then deployed to IoT nodes. They allow more
complex models of what is normal, but require extra (network) resources to
create and update them. In-node anomaly detection does occur, but is typically hierarchical (requiring a centralized network organization), rule based
or static. Online learning anomaly detection would make IoT systems adaptive and independent of central systems. The key challenges to decentralized
online-learning in-node anomaly detection are the limited resources (in terms of
storage, energy and communication), the large amount of data to be processed,
and the lack of a priori knowledge of the deployment environment, inherent
to the nature of IoT developments. Nevertheless, the advances in technology
used for WSN nodes increases the possibility to use complex anomaly detection
methods as shown in this thesis.
In this thesis we have addressed these challenges and provided a decentralized online anomaly detection framework for resource-limited embedded systems, such as IoT and WSN. We have shown how incremental learning methods
can be analyzed and adapted to limited memory and processing resources of
embedded platforms, an approach that can be applied to include other learning methods. This was demonstrated for linear, non-linear and polynomial
model learning methods, specifically RLS, OS-ELM and sliding window FA,
and combinations thereof in a fusion and ensemble setup. Through an extensive evaluation campaign, consisting of synthetic and real-world scenarios,
we have demonstrated that our proposed decentralized approach is feasible
and can perform on par with similar offline baseline methods. Moreover, using the scenarios from real-world indoor and outdoor WSN deployments we
have shown that anomaly detection in the spatially distributed nature of WSN
can benefit from local neighborhood information. However, the latter did require some assumptions of the environment, in particular that it consists of
a dynamic mixture of diffusive processes. Although the proposed framework
is restricted within the resource limitations that can reasonably be expected
from IoT systems, the results have shown a promising anomaly detection performance suitable as a (pre)filter for data streams.
In resource-limited platforms of IoT and WSN systems, not all learning methods are suitable. In Chapter 3 we have outlined our approach of
prediction-based anomaly detection and have shown how incremental learning
methods are applicable to such platforms. By identifying issues (such as stabil-

ity) caused by limited precision (that can result in buffer under- and overflows
during math operations), and proposing solutions for such issues, we have
detailed the implementation of RLS, OS-ELM and polynomial FA learning
methods. The former two methods capture the linear and non-linear relation
between inputs (from measurements or other data) and target measurements
in which anomalies are to be detected, while the latter results in a time-series
model of a single sensor.
For the evaluation in this thesis we have defined four scenarios based on
real-world datasets. Two of which stem from indoor deployments of WSN over
several months, being the Intel Lab scenario and the Indoor WSN scenario. The
latter was gathered at the beginning of this project. Due to memory limitations
for our framework, we have split the SensorScope GSB deployment dataset in
two sets of three sensors, that either relate to temperature or humidity. The
data of these scenarios have been labeled manually, with the assistance of some
rules to automatically flag apparent anomalies such as constants. Next to that,
we have used a synthetic dataset with injected anomalies of specific types.
Furthermore, the node placement was known, allowing us to fully simulate
WSN deployments in these scenarios.
We then extensively evaluated these individual methods. First, for each
method parameter settings were suggested that performed well across our
datasets, and could serve as guidelines that can be optimized for specific applications. Next, by using synthetic datasets, we have demonstrated the anomaly
detection performance per anomaly type in terms of precision and recall. We
have shown that online learning methods performed differently per anomaly
type. While spike and noise anomalies were detected reasonably well compared
to the baseline methods, drift and constant anomalies were poorly detected.
For those, the offline baseline methods had the advantage of (a large window
of) historic data, while our learning methods adapted to the anomaly. Finally,
based on real-world data collected from an indoor WSN, we have tested if
this performance held in such a real-world scenario. The majority of occurring
anomalies in this scenario is of the constant type (with 70 to 90% of the anomalies), which resulted in relatively poor performance compared to the baselines
(especially the rule-based baseline that targets constants). This was, however,
anticipated from the results per anomaly type.
To improve the overall performance, we have proposed the use of a combination of classifiers (an obvious addition being the rule to detect constant
anomalies). Furthermore, we have analyzed our evaluation methods and have
demonstrated that, due to the structure of our anomaly detection approach,
an anomaly can influence the prediction for a next sample if undetected. This
results in a delayed detection. In a real application, not only the anomalous sample should be sent for further analysis, but also some context, such
as a buffer of samples around that detection. Therefore, we have adapted
our evaluation metrics to take a small delay into account. In Chapter 4, we
have evaluated the combination of classifiers through the fusion of raw mea-
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surements and predictions from several models, and through the ensemble of
multiple classifiers. While such combinations are commonly used in central
systems, the use in resource-limited systems is more challenging. We have
demonstrated the fusion approach through the use of earlier investigated RLS
and OS-ELM modeling methods. These combined sensor measurements with
the predictions from the polynomial FA models and the statistics from a sliding window. The ensemble methods aggregated the p-values of the individual
classifiers by using either median (equal to majority voting), mean, minimum
or maximum operators. Moreover, Fisher’s method to combine p-values was
also employed.
The evaluation has shown that, when taking a delayed detection into account, the recall of all methods increased significantly, and in some cases almost
doubled. This demonstrated that anomalies are not always directly detected.
Nevertheless, the combination of classifiers has also shown a clear improvement.
Where the fusion methods mostly improved the results of (correlated) realworld datasets, such as the Intel Lab and Indoor WSN dataset, the minimum
p-value, the heuristic and the Fisher’s method ensembles greatly improved the
anomaly detection performance on all real-world data. However, these methods did have significant false positive ratios, unlike the majority vote (median)
ensemble. Since the majority of classifiers must detect an anomaly, it had a
consistently high precision, but low recall. Overall, we have demonstrated that
ensemble methods are feasible in resource-limited systems and the evaluation
shows that classifier ensembles are a valuable addition to the decentralized
anomaly detection framework, significantly improving the recall performance.
The typical IoT system consists of a (large) number spatially co-located
sensor nodes, likely to measure the same environment. Therefore, in Chapter
5 we aimed to improve the performance of the methods presented in the previous chapters by including combined data from groups of spatially co-located
sensor nodes. Therefore, we proposed to collect neighborhood information, by
overhearing communication of nearby nodes, assuming that those nodes periodically send (or broadcast) their measurements and assuming the neighborhoods
are correlated. The collected data should then be aggregated using the median
(majority vote), the mean, the minimum or the maximum operators to reduce
the effect of variations in neighborhood size. The aggregated neighborhood
information was then used as additional input to the earlier proposed RLS and
OS-ELM fusion-based anomaly detectors.
However, the spatial information from neighboring nodes is only correlating
under the assumption that the environment in which the nodes are placed
consists of a similar mixture of dynamic and diffusive processes. To verify that
this assumption holds, we have performed additional characterization on the
real-world scenarios used in this thesis by analyzing the cross-correlation of
in-node sensor measurements and neighboring-node sensor measurements, and
by analyzing the spatial entropy of the datasets. This investigation showed
that the SensorScope GSB scenarios had low neighborhood correlation and

relatively high spatial entropy and, thus, did not meet the assumption of a
similar mixture of dynamic and diffusive processes. The Indoor WSN dataset,
stemming from an indoor deployment, displayed moderate correlation. Only
the Intel Lab dataset was highly correlated, and thus met the assumption of
similar mixture of dynamic and diffusive processes. Although not ideal, this
division in scenarios can also give an indication of how our methods behave
when the assumptions are not met.
With this knowledge, we have studied the effect of neighborhood size and
the anomaly detection performance when including neighborhood information. The effect of neighborhood size was studied with the fusion-model-based
anomaly detectors. The results from a network-average number of neighbors
for the moderate and high correlated scenarios suggested a peak F-measure
performance when using a small neighborhood. However, evaluating nodes
based on exact numbers of neighbors showed that for all but the highly correlated Intel Lab scenario, there was no significant improvement in precision.
Moreover, this scenario had significantly improved recall for any number of
neighbors. This has shown that, to gain an overall improvement from neighborhood information, the assumption that an environment consists of a similar
mixture of diffuse processes must hold.
We then chose an optimal and sub-optimal setting for the network-wide
PLE, such that the average number of neighbors for a deployment was optimal
or sub-optimal. With these settings, we evaluated the average anomaly detection performance in terms of precision and recall for the fusion- and ensemblebased anomaly detectors (which include neighborhood information). For the
fusion-based detectors, again, the precision did not improve, but recall did.
Surprisingly, the neighborhood information had little impact on the Fisher’s
and the minimum p-value ensemble methods. However, the majority voting
ensemble benefited in terms of recall. Overall, neighborhood information can
have a significant positive impact (mainly on recall), when the assumptions,
notably of the environment being a similar mixture of dynamic and diffusive
processes, hold. When the assumptions are not met, however, the results were
less predictable. Therefore, it is still important to have some knowledge of the
targeted deployment environment in order to judge if neighborhood information can contribute.

6.2

Discussion

The current trends show a movement towards cloud computing, where all big
data analysis is performed in a central facility with an abundance of resources
(the cloud). This allows the offline creation of complex models (which can
be distributed to individual IoT nodes) for anomaly detection. Nevertheless,
networked embedded systems are fast approaching a point where complete
central control/governing (through analysis) cannot be maintained, due to the
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large scale of connected devices in the envisioned IoT. Moreover, this strategy
has a single point of failure (or attack). Therefore, decentralization strategies
are key.
There are hierarchical methods that merge (often cluster) data that is onroute to this central facility which save valuable resources, mainly in terms
of communication, but still require central governing. Furthermore, there are
few methods that infer online statistics and heuristics to estimate correlations
between neighbors, or require an online iterative approach to establish simple
local models. To the best of our knowledge, however, there are very few approaches that learn complex models online decentralized (in-node) in order to
detect anomalies. The work presented in this thesis may provide a framework
for decentralized online-learning anomaly detection for resource-limited embedded devices. However, our methods are not perfect and thus some central
orchestration should remain, for instance to provide a second analysis stage.
In the following, we discuss the limitations, issues and the unexplored research
directions that follow from this thesis.
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Before we discuss the issues, limitations and assumptions regarding the algorithms, we would like to mention two issues we encountered during this project
related to datasets. The first issue is the very limited availability of realworld sensor network datasets that have labeled anomalies. Although the
definition of an anomaly allows subjective interpretation, such labels are the
main requirement to provide a quantitative evaluation. Works such as [50],
therefore, reside to qualitative evaluation of the top k outliers found, by evaluating the results based on interpretation of additional data from the same
geographical locations. Therefore, future work should consider indexing and
taxonomizing labeled datasets or suggest methods to obtain labels. An approach to obtaining qualitative labels would be to create an ensemble of wellknown anomaly detection methods (or a panel of human experts) that can be
applied to real-world sensor network data. This would provide a baseline labeling that can be extended with expert knowledge. To the best of our knowledge,
such a system does not exist for real-world sensor network data.
The second issue for our project, in relation to datasets, was the lack of
known properties of these datasets. Starting researchers should, next to finding
them, thoroughly characterize the datasets, not only in terms of anomalies,
but also in terms of, for example, existing correlations, periodicity and transducer specifications. In our case, the characterization of correlations would
have helped us better evaluate early results. Future work may suggest a characterization framework for sensor and sensor network data.
The remainder of this section discusses the issues, limitations and assumptions regarding the algorithms and methods in this thesis. Although still relat-

ing to datasets, the issue of scaling data to fit either limited precision buffers
or functions over this data applies to algorithms. Related work often assumed
that data are normalized before anomaly detection is performed. In the real
world, however, such assumptions may not be feasible. Thus, one has to define
an expected input range. Due to the inclusion of new methods over the period
of our research, new requirements were posed on this input range in order to
prevent buffer overflows. However, this down scaling caused buffer underflows
in other operations, which resulted in small differences in the results. Thus,
future work could investigate for example automated scaling or scale-invariant
methods.
Scaling is one of many preprocessing methods that can increase the potential of a classifier. Other examples include fast Fourier transform (FFT),
independent component analysis (ICA), PCA and PLS, which transform the
input data such that features maybe more easily separable by classifiers. However, these often require either large processing capacity (in the case of FFT)
or large storage capacity (in the PCA, ICA or PLS transforms), which are
not available on the typical low-resource IoT platform. Nowadays, it could
be possible to opt for (or create) a platform that includes a dedicated digital signal processor (DSP), for example with FFT methods. Moreover, future
work may investigate if methods such as incremental PCA [165] are feasible in
resource-limited platforms.
An issue of online incremental learning is the gradual adaptation to an
anomalous state. If an anomaly occurs for a very long period, or gradually
starts to occur (in the case of drift), it may be learned instead of detected. This
behavior can be observed throughout the thesis for the synthetic constant and
drift datasets. Although the constant anomaly can be detected with a small
buffer and a rule (added in the ensembles), the limitations in memory prevent
comparison to large buffers of historic data to detect drift. Future work could
attempt to find a compression scheme to retain such a buffer, albeit possibly
with reduced precision. Another approach that could be investigated is to
implement adaptive forgetting factors. This could enable fast learning upon
initialization followed by a greater resilience to change in following periods.
Another major limitation of our work is the assumption of correlated
data. The RLS- and OS-ELM-based anomaly detectors assume their inputs
(sensor measurements or neighborhood information) to be correlated. The
polynomial-FA-based anomaly detector assumes the data to be correlated in
time. While these assumptions are probable when a WSN is deployed in a
shared environment, with a similar mixture of dynamic and diffusive processes,
the analysis in Section 5.2 showed this is not always the case. The aforementioned issue of unavailable labeled datasets prevented a more thorough analysis
on the influence of this assumption through the use of more datasets. Moreover, diffusion may be slow, causing a delay in correlation, which needs to be
accounted for (and could be the cause of the low correlation seen in Section
5.2). Therefore, future work may investigate methods to automatically deter-
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mine this delay in correlation in resource-limited platforms, or explore methods
that do not require correlated data. For example, diffusion might be blocked in
an office setting with a closed room. Although network nodes may be spatially
co-located, such a block may prevent or change a correlation. Future work may
also explore ways to weigh or classify neighboring nodes based on the presence
or absence of correlation with a local node.
One might also explore additional anomaly detection methods that
are either generic or target specific anomalies. This creates a more diverse
set of anomaly detectors which, in turn, can improve the ensemble results. A
starting point could be to investigate the use of RLS to infer ARMA models by
including historic data as input (for example from 24 hour periods). A more
complex exploration would entail the use of OS-ELM techniques to learn ESN
or recurrent neural network (RNN) models, which are closely related to the
ELM approach. Other incremental methods, such as clustering or SVM are
also good targets for future work.
Moreover, the anomaly detection approach we have taken relies on the
analysis of predictions made by the learned models. Therefore, additional
prediction analysis methods may also benefit the performance. When using
formal modeling approaches, an exact threshold can be established based on the
model to signal an anomaly. Related work shows that data-driven approaches
that lack such knowledge often use statistical tests or heuristics. One could
think of using more complex classifiers such as the receptor density algorithm
(RDA) [166].
Finally, there are two major open issues regarding the effects of using
anomaly detection as a first stage pre-filtering method. First, we did not go into
detail on the effect of pre-filtering on the results of a second anomaly detection stage occurring centrally offline, or in more powerful network nodes.
This is a complex question that would require an entirely new research project.
In this work, we have assumed that such a pre-filtering would send a context of
the detected anomaly, in the form of a window of data around the detection, to
a central facility. But, more data could be needed, such as the current state of
the learned model, or periodic updates of the data gradient. Moreover, the prefiltering may require more complex pre-processing to provide workable input
for offline anomaly detectors. Thus, future work should study these effects and
the trade-off between energy usage, complexity and detection performance.
Second, we did not study the effect of such a pre-filtering on the network
resource usage. While we do assume that:
• WSN use multi-hop communications and, thus, collecting data at a central location burdens the whole network (and nodes close to the sink
disproportionately much).
• The energy required to send data over a certain inter-node distance with a
certain frequency stays relatively constant although technology advances
(that is, one needs a certain wattage to achieve a certain signal strength).
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• The energy required for computation decreases as technology advances.
Thus, we deduce that reducing the network traffic reduces the resource usage
across the network. Future work should thoroughly study the energy consumption trade-off between in-node analysis and central data collection and
analysis.

Despite these limitations and open ends for future research, this thesis has
shown the feasibility of decentralized anomaly detection with a combination
of online learning classifiers in resource-limited embedded systems, such as
found in IoT and WSN applications. To that end, we have shown how to
overcome the issues related to implementing and adapting incremental learning techniques to resource-limited embedded systems, and demonstrated this
approach for linear, polynomial and non-linear models. Nevertheless, their individual performance, although promising, was not on par with the baselines.
To increase the anomaly detection performance, we have demonstrated that
the combination of the individual anomaly detectors in a fusion or ensemble
setup significantly and consistently improves performance. Moreover, we have
shown that the addition of neighborhood information (commonly available in
a IoT or WSN setting) can further improve the real-world results, under the
assumption that this information is spatio-temporally correlated, and if the
neighborhood is small. The results demonstrate that the proposed online decentralized anomaly detection framework is not only feasible on networked embedded systems but also provides promising performance as a first stage (first
responder) anomaly detection and data analysis system for the ever increasing
amount of data produced by IoT systems.
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