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Abstract

One of the top priorities for cybercriminals is to remain anonymous. This means that plat-
forms that focus on anonymity and privacy are of special interest to cybercriminals looking
for ways to conduct their unlawful activities. Telegram, with its focus on speed and secu-
rity, is no exception. Over the last few years, marketplaces specialized in selling cybercrime
goods have grown, both in number and size. However, the amount of research on these
marketplaces does not reflect this. The aim of this exploratory research is to bridge this
knowledge gap and provide a general overview of the Telegram marketplaces. In this re-
search, two datasets were collected, one made up of advertisements from a conventional
dark web cybercrime forum, while the other consisted of advertisements from Telegram
groups and channels operating as marketplaces. These datasets have been labeled and
compared on the type of products being sold, as well as their prices, to give an insight into
where these two platforms overlap and where they differ. To complement these findings,
case studies will be used to document how Telegram marketplaces address scammers and
attempt to keep business as legitimate as possible in a marketplace filled with criminal ac-
tivity. It has been found that Telegram has a larger focus on services and products in the
Financial Information and Social Networks product type categories than the dark web and
that Telegram advertisements contain fewer expensive price tags. From the comparison
between the datasets, it appears that Telegram is used in different ways than dark web fo-
rums, with users unwilling to buy expensive products, and less inclined to stick around after
they bought what they needed. By giving this general overview and comparison of how
Telegram marketplaces function, this research aims to provide a starting point, upon which
future research into cybercrime activities on Telegram can expand.
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Chapter 1

Introduction

The dark web is a place on the internet that is not accessed by most users. It requires special
browsers to access and adds more privacy than surfing on the surface web that most of us
access every single day. This added privacy has a multifaceted effect on what the dark web
is used for, as it allows its users to conceal their identity much more effectively, even from
law enforcement. For example, this proves to be a good thing in countries where freedom
of speech is oppressed, as it allows people to voice their opinions to other like-minded indi-
viduals, while on the other hand being able to hide from law enforcement also makes the
dark web a safe haven for criminals, who anonymously deal in drugs, weapons and other
illegal goods or commit cybercrime on a large scale. This cybercrime ecosystem has been
well-documented by academics, researching how the space works and what actors take part
in it[3], but also what kind of goods are sold and how it has evolved over time[4, 5, 6].

Telegram is an instant messaging application that was launched in 2013 with a focus on
speed and security. It’s focus on security provides the user with more privacy, which in turn
over the years has led to the app being used for similar ends as the dark web, such as the
app being used for communication and organization during the 2019 Hongkong protests[7],
as well as Telegram being linked to communication regarding terrorism[8]. It thus stands to
reason that in that case, Telegram could also be used as an illegal marketplace for prohib-
ited goods, which has become a more popular research topic over the past years. However,
a specific comparison between cybercrime forums on the dark web and comparable mar-
ketplaces on Telegram has as of yet not been made.

1.1 Main Research Question

Since not much has been documented about cybercriminal activities on Telegram, this re-
search will draw a comparison between dark web cybercrime forums and Telegram market-
places to see in which aspects they are similar and in which they differ. This leads us to the
research question for this thesis:

What are the main differences between dark web cybercrime forums and newer cybercrime mar-
ketplaces on Telegram?

To answer this question more in-depth, sub-questions are required, which will each focus
on an aspect of cybercrime marketplaces. These sub-questions have been based upon lit-
erature research, and thus will be stated in chapter 2.

Telegram as a New Cybercrime Marketplace 1



CHAPTER 1. INTRODUCTION

1.2 Background
Before discussing what research is going to be conducted, a base level of knowledge about
certain topics is required, like dark web cybercrime forums, market mechanisms that are
implemented on those forums, and Telegram and its marketplaces.

1.2.1 Dark Web and Dark Web Forums
The dark web refers to a part of the internet that exists within the broader deep web, but is
specifically characterized by being intentionally hidden from standard search engines and
requiring specialized software or configurations to access[1]. While the deep web includes
everything not indexed by traditional search engines, such as password-protected websites,
private databases, and behind-the-scenes web pages, the dark web occupies a smaller sub-
set, where privacy and anonymity are central. In figure 1.1 an overview is given of how the
surface, deep and dark web relate to one another.
The dark web is commonly accessed through The Onion Router (Tor) network, which was

Figure 1.1: The layers of the internet. Source: Congressional Research Service [1]

initially developed by the U.S. Naval Research Laboratory to protect intelligence communi-
cations [9]. Today, it enables users to browse the internet anonymously by routing their
connections through multiple nodes, called onion routers, obscuring their identity and lo-
cation. It functions by way of a technique called onion routing, that uses the nodes inside of
the onion network to send traffic through, thus obscuring the source of the messages that
a server receives. In figure 1.2 a visual explanation of how onion routing works is given.
While the dark web is frequently associated with illicit activities, such as the illegal sale of

drugs, weapons, pornography and cybercrime, it also serves legitimate purposes. Activists,
journalists, and whistleblowers use the dark web to communicate securely and avoid surveil-
lance or censorship, especially in countries with oppressive regimes[10]. The anonymity that

2 Telegram as a New Cybercrime Marketplace



CHAPTER 1. INTRODUCTION

Figure 1.2: Visual representation of onion routing. Source: Data Forensics [2]

protects users of the dark web from government interference, can be used to both good and
nefarious ends.
However, due to its association with illegal marketplaces, law enforcement agencies around
the world have sought to shut down its more nefarious activities. Notable cases include the
takedown of the Silk Road [11], one of the first and largest dark web marketplaces, in 2013,
and more recent operations aimed at dismantling other major dark web criminal enterprises
[12]. Marketplaces are not the only targets of law enforcement agencies, however. Dark web
cybercrime forums are gathering places where criminal hackers can meet up to exchange
intel or collaborate are also targeted by the government [13]. The ecosystem surrounding
these forums will be discussed in more details in chapter 2.

1.2.2 Market Mechanisms

In an environment rife with criminals trying to make money, who have the added benefit
of remaining anonymous, dishonest behavior is bound to occur. Either a vendor is trying to
scam their customers, a buyer tries to get products for free, or the market administrators
run off with all the money stored in the marketplace[14].

To reduce the risk to any party there are several measures that need to be taken, since
scams are already abundant on legitimate forum markets[15], this likely occurs even more
so in a marketplace for criminal products. One example of how these measures are imple-
mented on dark web forums is a reputation system [16, 17], so that an (online) identity in an
anonymous environment can still be gauged on how much they can be trusted. A reputation
system can be implemented in multiple ways, but usually allows parties that have interacted
with one another to rate the other party. The idea is that after a number of interactions a
legitimate vendor will have a positive reputation, while a scammer will have a negative one.
This allows users to evade buyers or sellers that have a negative reputation. Other methods
of trust systems are by having the forum administrators vouch for the validity of a seller, by
way of inspecting the goods that a vendor is trying to sell or by having a security deposit on
the platform[18].

Even after having all of these measures in place, there is still the possibility for disputes
to arise. A vendor could try to scam their customers, or a buyer might claim a vendor is
scamming them when they are not. To avoid situations like this, an escrow system can be
implemented, which is regularly done on dark web forums[19].

An escrow system consists of three parties, the buyer, the seller and an independent third
party. Before the sale happens, the buyer and seller agree on terms, after which the buyer

Telegram as a New Cybercrime Marketplace 3
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will place the money in the control of the third party, who keeps it in their possession for
the remainder of the sale. This is for both the buyer’s and the seller’s sakes. If the seller
then provides the buyer with the product, and everything is according to the set terms, they
reach an agreement, and the third party releases the funds to the vendor. However, if an
agreement cannot be reached, the process goes into dispute resolution. The third party
looks at the terms, then looks at what has transpired and decides which party is in the right.
This party receives the money.

By including a third party who has no stake in the process, other than the process going
correctly, trust in the process increases.

All of these systems can be described as market mechanisms [20] to minimize the moral
hazard of either party in a transaction, and many different variants are implemented on
dark web cybercrime forums.

1.2.3 Telegram

Telegram is a cloud-based messaging app, comparable to other instant messaging applica-
tions like Whatsapp, with a focus on speed and security [21]. It was created by the broth-
ers Durov, who had first created a social network site VKontakte upon instruction of the
Kremlin[22]. However, after VKontakte was used to organize mass protests against the 2011
election results, they were forced to turn over user information, which they refused to do.
After this refusal, they fled the country and have been living in exile ever since. In 2013
the brothers launched the Telegram app, which came at an opportune time: in February of
2014 Facebook acquired Whatsapp, and many Whatsapp users made the switch to a differ-
ent platform, with Telegram being a popular alternative[23]. In 2016 Telegram reached 100
million monthly active users, and in 2024 this has grown to 950 million users[24].

As a service Telegram is like many other instant messaging apps, allowing users to send
messages, pictures, videos and files of any type[21]. There are regular private chats that
get stored on the cloud and can be synchronised on any device. Unlike secret chats, they
are not end-to-end encrypted. Secret chats are the alternative for private communication
between two people. These kinds of chats are limited to only be visible on the devices they
are sent on and support a self-destruct feature, where messages get automatically deleted
after a specified amount of time.

Telegram supports group chats of up to 200,000 people, where each user is allowed to
participate in the conversation. Groups can have different topics, which functionally create
several subgroups inside of a single group. In this research a group that uses subgroups
will be referred to as a community, as it functionally is a community of different groups that
each focuses on their own topic.

Telegram also has channels, which are used as a broadcasting tool and have no limit to
how many people can join them. In channels the only members that have the admin title
have the right to post messages. This means that channels are not meant for discussion
and conversation, but more so for the distribution of information from a single source to
many recipients.

Last of all, Telegram has the option to create a bot, which is used to automate custom
tasks. Users can program their own bots, which have gotten more and more sophisticated
over the years. Many tasks that once had to be done by users are now being automated[25].
Examples of bot functionality given by Telegram include replacing entire websites by build-
ing a "mini app" inside of the bot, receiving payment, hosting games and building social
networks[26]. An implementation of the first example is documented in chapter 6.

Because of Telegram’s focus on security there are many parallels between the platform
and the dark web. As mentioned previously, it was used to organize protests in Hongkong
against an oppressive regime. Similarly it appears to be transactionally used in trading il-
legal products, from drugs [27, 28] to fake IDs [29] and other products of a cybercriminal
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nature. However, these topics have currently not been documented much, meaning there
is a large gap in our understanding of how Telegram cybercrime marketplaces function.

Telegram as a New Cybercrime Marketplace 5
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Related Work

Since Telegram as a messaging application is just over ten years old, the ecosystem sur-
rounding cybercrime marketplaces on Telegram is poorly documented, especially when com-
pared to the documentation of the cybercrime ecosystem on the dark web. To put this into
perspective, the Silk Road, which is considered the first successful dark web marketplace
[30], was shut down in the same year as Telegram was launched. In the next sections, first,
the research on the dark web will be discussed, both in terms of the commoditization of
cybercrime, as well as how markets attempt to keep transactions legitimate. Then, the re-
search performed on Telegram marketplaces dealing in cybercrime will be discussed, as well
as the areas in which the research is still lacking.

2.1 Conventional Cybercrime Ecosystems

2.1.1 Dark Web Transactions
Kaur et al.[31] gave an overview of criminal activities on the dark web. They described how
onion routing works, the added anonymity this kind of routing provides for its users, and
how this resulted in illegal activities being prevalent on the platform. They listed examples of
more conventional crimes being conducted on the dark web, like drug, weapon, and human
trafficking, murder-for-hire, fraud, and leaking of sensitive information. Additionally, they
discussed cyber attacks, as well as the sale of cybercriminal goods. The research concluded
the dark web is a hub of criminal activities mainly due to the anonymity that it provides.
It stands to reason that if this is the case, a messaging app that focuses on providing that
same anonymity might also draw similar users, who will then conduct their cybercriminal
business on said platform.

Lusthaus[32] performed a study on multiple levels of dark web cybercrime operations
by conducting interviews with law enforcement, security professionals, and former cyber-
criminals. For each layer, he aimed to identify key aspects of the underground economy that
require further attention. The levels he distinguished are open forums and marketplaces,
vetted forums and marketplaces, closed groups, and, most concealed, offline groupings. His
conclusions regarding vetted forums and marketplaces were most interesting, since their
creation stems from the desire of cybercriminals to stay away from the presence of law en-
forcement. According to Lusthaus, vetting does not eliminate the threat of law enforcement
completely, but, despite the anonymity, it does ensure some form of stakes for users. This
could be achieved through existing users having to vouch for new users and being held ac-
countable for their behavior, or by charging a membership fee to be a part of the forum or
marketplace. In this paper, a Ukrainian security professional speculated that these vetted
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forums are more active in terms of trade and collaboration than the more open forums, but
also the closed ones. This is because open forums usually attract a large number of inexpe-
rienced members, while closed groups tend to put a high price on trust, which negatively
impacts activity in such a group. In the conclusion, Lusthaus stated that in the upper layers,
the formal mechanisms provided by forums and marketplaces to enhance trade could be
further explored.

Research done by Van Wegberg et al.[33] in 2018 looked at the type of cybercrime prod-
ucts that were sold via anonymous markets. They analyzed a dataset consisting of 44,060
listings and 564,000 transactions from 8 marketplaces, leaving out advertisements relating
to drugs and other physical goods to focus solely on cybercriminal transactions, thus cre-
ating one of the first overviews of the cybercrime ecosystem on the dark web. They found
that cash-out services are by far the most common listings regarding cybercrime, making
up more than a quarter of the 44,060 listings, as well as more than a quarter of the total
revenue. This research showed that extensive documentation has been done on the com-
moditization of cybercrime, although it might not be accurate anymore in the present day;
as was stated earlier, cybercrime and dark web forums continuously evolve.

2.1.2 Market Mechanisms
A study by Campobasso et al.[20] is an in-depth research on market mechanisms present on
the dark web. They created a framework to map market mechanisms to the issue of moral
hazard and adverse selection. Moral hazard can be defined in this context as the difficulty
to discern scammers from legitimate vendors, which naturally occurs in an online environ-
ment in which criminals remain anonymous. Adverse selection can alternatively described
as information asymmetry. It occurs when buyers cannot distinguish between low-quality
and high-quality goods, or decide upon which goods would fit their needs better. To combat
these phenomena that prohibit the occurrence of business in their forums, multiple market
mechanisms have been implemented by forum admins. This study looked at 23 forums and
identified the following mechanisms addressing adverse selection:

• Reputation systems: A feedback mechanism allowing buyers and sellers to rate each
other based on how they think the transaction with the other party went. This allows
potential buyers or sellers to assess the other party before a transaction occurs, based
on their rating, and decide whether they want to deal with this person. This reduces
the lack of knowledge that tends to accompany adverse selection.

• Interaction model: This enables communication between forum members, which al-
lows the customer to reach out to the vendor and clear up any confusion surrounding
an advertised product. This reduces the lack of knowledge that accompanies adverse
selection.

Campobasso et al. identified multiple mechanisms that combat moral hazard as well, one
of which is the same as for adverse selection, but based on a different rationale:

• Reputation Systems: A feedback mechanism that allows admins to assess which users
have a low reputation, and deal with them accordingly, for example, by banning the
user. This makes it possible for admins to remove scammers from their platform, re-
ducing the moral hazard.

• Restricted access model: By restricting who can access the forum, based on specific
criteria, forum moderators could reduce the number of scammers that conduct busi-
ness on that forum. Usually, this is done by having members vouch for new members
or by implementing an entry fee.
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• Escrow for payments: By having a third party control the money, and only delivering
it to the seller after predetermined terms have been met, a scammer cannot get paid
for a good that they do not deliver. If this were to happen, the third party would simply
return the money to the buyer.

• Dispute resolution system: This mechanism allows users of the forum to air their
complaints and have the forum moderators make a ruling on who is in the right. This
also allows the admins to punish the wrongdoing party, if they so wish to.

• Rule system: Having a code of conduct available allows users to know what behavior is
allowed and prohibited. Knowing the punishments for misconduct might deter users
from breaking the rules.

They ended by stating that legitimate cybercriminals seem to be willing to put in extra effort,
such as undergoing screening procedures or paying entry fees, in order to conduct business
more safely. This makes it likely that market mechanisms tend to work and that there could
be an observable difference between marketplaces that have them implemented and those
that do not.

2.2 Telegram Cybercrime Ecosystem
Bekkers et al.[34] investigated the expansion of cybercrime to different platforms, with a
focus on the use of Instagram to recruit money mules. As they defined it, "Money mules
are used by cybercriminals to obscure the trail between victims and criminals". This is done
by first transferring the money stolen from victims to the money mules, after which the
criminals can transfer the money to other bank accounts, making it more difficult for law
enforcement to follow the money. From a dataset of 400 accounts, they used a rule set to
identify a total of 43 that are likely used for recruitment. They concluded that social media is
being used by criminals, due to it being relatively easy to remain anonymous on these plat-
forms. Following this conclusion, Telegram might also be viewed as one such social media
platform, and, likely, cybercrime occurs there, as well.

La Morgia et al.[35] said "Telegram is a complex ecosystem with a largely unexplored
dark side", and investigated the use of fake and clone accounts that impersonate official
Telegram channels that belong to famous people or organizations. Clones repost the exact
same content as the official Telegram channel they impersonate, while fakes will create sim-
ilarly named channels without necessarily posting the same content as the official channel.
Their research claimed that most popular platforms deal with these kinds of impostors, and
showed that scammers trying to fake official channels were also present in the dataset they
used. They concluded by saying that because of these scammers, the need for a verified
status for institutions, famous people, and organizations is increasing. This study showed
the presence of scammers on Telegram, causing problems for other users. This might be
fixed through the implementation of the earlier stated market mechanisms.

Information security research company Positive Technologies[36] researched the differ-
ent kinds of cybercrime goods sold on Telegram. They studied malware, vulnerabilities,
data, corporate access, and services. Each of these categories had subcategories and pro-
vided percentages of how common a specific (sub)category is. It showed that the sale of
cybercrime products is certainly happening on Telegram, and they concluded it is growing
as well, but other conclusions do not occur in this research. Most of all, it is a brief overview
of the type of cybercrime products that are sold and in what ratios. This means that there is
no comparison of how Telegram might function differently from the dark web, or to see in
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which ways they might overlap. The research lacks context

Garkava et al.[37] recently studied markets on Telegram that deal in stolen data. They
discovered 16 active marketplaces selling such data and inspected them to find out how
these marketplaces work. This was done by extracting the messages from these groups
and using a crime script to define the existing steps in the process of selling stolen data on
Telegram, documenting nine phases in total. After identifying the process, they compared
it to a dark web marketplace, discussing the similarities and differences, of which there are
several. For example, both on Telegram and the dark web payment by cryptocurrency is
preferred during transactions, conditions under which a user is flagged as a scammer by
moderators are similar, and in advertisements, vendors try to emphasize the uniqueness of
the data or of ongoing discounts. Two differences that were noted were how the platforms
are organized and how accessible they are. The accessibility is different due to TOR being
necessary to even get on the dark web, while Telegram can be accessed through the sur-
face web. The difference in their organization is that Telegram appears to more often have
marketplaces where admins are also vendors.

2.3 Research Gap
When looking at the previously discussed research, it can be seen that cybercrime forums
on the dark web have been documented in detail, discussing what kinds of products are
being sold[31], at what price levels[33], and the different kinds of layers there are to them,
how these layers operate and what kind of users they attract[32]. When comparing this
level of research to the existing literature regarding Telegram, a disparity can be observed.
The research on Telegram’s cybercrime marketplaces that exists often focuses on very spe-
cific topics, like stolen data or just what kind of products are being sold[36]. Furthermore,
only the research of Garkave et al.[37] compares it to the dark web, which gives it context
because it puts the results and conclusions into perspective, as the dark web is well docu-
mented. Another study mentions that scammers are active on Telegram and that Telegram
is also largely unexplored by academia[35]

Because so much about Telegram cybercrime marketplaces is unknown, a general overview
could benefit further research by having a starting point from which assumptions or conclu-
sions can be made. To fill this knowledge gap, and put it in the right context of how it differs
or overlaps with other cybercrime marketplaces, a comparison will be made between Tele-
gram and the dark web. Based on the literature describing dark web cybercrime forums,
three core aspects will be researched. The aim of this research is to document these three
aspects (product type, prices and market mechanisms) in order to provide a well-rounded
view of what the Telegram cybercrime marketplaces look like. The three questions are as
follows:

• What are the differences between dark web cybercrime forums and Telegram market-
places in what is being offered?

• What are the differences between dark web cybercrime forums and Telegram market-
places in terms of pricing?

• How is the lack of inbuilt market mechanisms handled by Telegram marketplaces?

The first sub-question aims to give an overview of what kinds of products are being offered
on Telegram, and how the distribution of these products differs from or is similar to dark
web forums.

The second sub-question aims to get a grasp on the prices of the products of Telegram
marketplaces. Once more these prices can be compared to dark web forums, and see how
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they overlap or differ.
The third sub-question will be an exploratory search, documenting if and how market

mechanisms are implemented to address the issues of moral hazard and adversary selec-
tion.
Once all the sub-questions are answered, the final conclusions can be drawn and the main
research question answered.
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Chapter 3

Methodology

Since not much research has been conducted on the use of Telegram in the distribution
of products that are used for cybercriminal activities, the research done in this thesis will
be exploratory; it aims to give an overview on a topic that has only recently become more
prominent.

However, to be able to answer the research questions, multiple steps have to be taken,
so that a valid comparison may be drawn between the dark web forums and Telegram mar-
ketplaces. An overview of all of these steps can be seen in 3.1. First of all, two datasets are
required, one made up of posts from a dark web forum whose main topic is cybercriminal
activity and one consisting of messages taken from Telegram marketplaces that advertise
products of the same nature.

3.1 Data Collection
The forum that was chosen for data collection was the XSS forum, a Russian business-
oriented forum with a marketplace and sections concerning malware, account credentials,
stolen credit cards, and other cybercriminal activities (section 4.2.2). The forum was chosen
for its wide variety of products, as well as it being an active and well-moderated environ-
ment.

Manual Collection It was decided to perform the collection of the data manually, since
the scope of the research changed somewhat, resulting in not as many posts being used
for this research as was previously thought. Not only that, but the number of accounts that
had access to the XSS forum was limited, and automatic scraping could in principle more
easily lead to being banned[38]. Roughly 1000 posts will be gathered, so as to have a siz-
able enough dataset to be able to draw a conclusion.

Dark Web Dataset The dark web dataset was gathered in the following way. Each of
the categories of the forum was used for data gathering, where every forum post in that
category was looked at in a specific time frame. Then it was examined whether the post was
an advertisement that fit into any of the labels, and if it did it was saved. This was continued
until a dataset of roughly 1000 posts was reached.

Telegram Dataset For the Telegram dataset the difficulty was not in how to collect the
data, since Telegram has an "export chat history" function for group chats, however, for Tele-
gram the difficulties were more in which groups could be considered viable marketplaces.
The fact that a group chat is a marketplace does not necessarily mean that business occurs;
scammers might try to prey on the money of unwary customers by sending advertisements
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for false services or products, reducing the amount of activity occurring in the marketplace
due to lack of trust in the system.

Legitimate Marketplaces A definition was formulated to ensure that only legitimate
Telegram marketplaces would be looked at, which goes as follows: A marketplace is deemed
legitimate if it allows or promotes the use of escrow, sellers inside the marketplace get
vouched for, or there are confirmations of sales inside the chat.

In this manner, a dataset similar in size to the dark web dataset will be collected of roughly
1000 advertisements. These can be from large marketplaces containing multiple thousands
of users, where any message not related to business gets deleted, but also from smaller
communities of only several hundred users where the tone is much more conversational,
as long as the group fits the definition of a legitimate marketplace.

The dark web posts will be downloaded as HTML files, after which their relevant contents
will be extracted with a Python script. With Telegram, the complete chat history of groups
will be downloaded, after which the relevant advertisements will be manually extracted from
these files and put in a spreadsheet. After this, the posts can be labeled.

3.2 A Comparison on Products Offered
Product Labeling Process The first sub-question looks at the product range of both plat-
forms, and so a label was designed that states whether an advertisement discusses a prod-
uct or a service, whether something is being bought or sold, and what the item being dis-
cussed is. Once the data is collected it can be sorted into different labels. This labeling will
happen by looking at the contents of an advertisement, and marking which of the labels fit
the advertisement. Once this is done for all the posts in both datasets, the count for each
product label can be analyzed, after which it can be compared to the count of the respec-
tive label in the second dataset. From this, it should be possible to see the differences and
similarities between a dark web cybercrime forum and a Telegram marketplace regarding
products.

Designing Product Labels There are multiple different label categories, which were all
deemed necessary after initial research was conducted on the dark web forum. The labels
were designed based on categories that the forum itself had implemented, since in this case
at least one of the datasets would be well represented. The labels were taken and made to
fit more general products, but with better specified definitions and boundaries. By formu-
lating them in this manner, overlap between labels could be avoided, as well as a label being
specifically designed for only a single product. Creating the labels from the dark web forum
would also show an interesting overview of how the Telegram dataset would fit into these
categories. The labels themselves are covered in section 4.1.1

Comparing Products After the labels were applied to both datasets a comparison can
be drawn between these three different categories of labels, to see where Telegram and the
dark web overlap, and where they differ. The differences can be in the distributions of the
labels, but also in the absolute counts of a label, as well as the lack of posts in a specific cate-
gory. From this, it might be possible to determine if XSS, as an older forum on the dark web,
specially designed with a market section, has a fundamentally different way of functioning
from marketplaces that are created in a messaging app.

All of these labels can also be looked at per Telegram group type that is studied. The dis-
tributions per group type might differ as well, which might lead to an interesting conclusion
as well.
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Figure 3.1: A pictorial overview of each of the steps required to answer the main research
question

3.3 A Comparison on Prices

Price Labeling Process Since the second sub-question looks at whether there is a differ-
ence in pricing between the two different platforms a label is added to each advertisement
or post that describes whether there is a price listed in said post, and if so, in which price cat-
egory it falls. Once this is done for all the posts in both datasets, the count for each product
label can be analyzed, after which it can be compared to the count of the respective label in
the second dataset. From this, it should be possible to see the differences and similarities
between a dark web cybercrime forum and a Telegram marketplace regarding price.
Desiging Price Lables These labels were based on a paper that documented the dis-
tribution of prices on the dark web on a cybercrime forum [33]. Just like with the product
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labels, the content of the advertisements will be taken, and any price tag that is relevant to
that advertisement that can be found in a post will be used to label it. Based on these labels
it should be possible to see if there is a difference in the ratio of posts in which prices are
mentioned and the distribution of the prices mentioned.
Comparing Prices For prices, multiple labels are important, since there is not a good sin-
gle unit in which price categories are given. This was discovered by browsing the dark web
to get familiar with what advertisements looked like. There are not only prices for items, but
also prices for subscriptions per month, and prices per piece, while the product is intended
to be bought in bulk. To get a grasp on these differences, multiple labels were constructed
to give a more accurate overview. These labels were each given a clear definition so that an
advertisement could easily be compared to the definition, and if it fit the definition, it could
be labeled as such.

3.4 Documenting Telegram Market Mechanisms
Market Mechanisms Proces The third question does not require the dataset in the same
way. First, it needs an exploratory phase to find out whether Telegram even uses a system
like escrow or reputation, because knowing what systems are in place when there is no previ-
ous literature to back this up requires a certain familiarity with the platform. This familiarity
can be gained while the search for groups that are suitable for the dataset is ongoing. If
during this search certain market mechanisms are found, they can be described in a case
study, documenting examples of the ways in which Telegram fills the gaps of not having an
inbuilt escrow or reputation system manages to answer the question with an overview. In-
side the chapter, the market mechanisms that are used on Telegram will be described. The
documented case studies will be examples that are well-descriptive of the ecosystem that
Telegram has built up.

For the case studies themselves, the intricate details of the market mechanisms will be
studied, by going over what their exact purpose is, how they function, and what kinds of
options are available. The documentation of these case studies provides an answer to the
third sub-question.
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Research Framework

Two datasets have been gathered for comparison, one on a dark web forum and one on
several Telegram groups in which the sale of cybercrime products was conducted. To get a
general overview of how both systems operate, the size of each dataset was set to be roughly
1000 advertisements, as this was deemed to be enough to give a clear picture. Quantitative
research with an unknown population requires roughly 1000 samples.

4.1 Definitions

To allow the two sets of data to answer the first two research questions, there need to be
aspects upon which to compare. This will be done in the form of labels. For each question
appropriate labels have been constructed with which, when applied to the data, appropriate
metrics will come out. These metrics, in the form of charts, can be used to draw conclusions
on which aspects of Telegram marketplaces and dark web forums overlap and on which they
differ.

4.1.1 Product Labels

The first labels were designed to get a grip on the question of how Telegram marketplaces
and dark web forums differ regarding what is on offer. To do this, multiple aspects of the
transaction are looked at. We start out from a more generic trait like whether the advertise-
ment is to buy or to sell something, then get more specific by looking at whether a product
or a service is being advertised, and last of all on what type of product is being advertised.

Category Definition
Sell The poster is looking to sell something
Buy The poster is looking for something specific to buy
Product Poster wants to make a transaction buying/selling a product that has

already been produced and is delivered as is. A subscription service
falls under this category if the product already exists.

Service Poster offers their knowledge, time and skill or access to a tool to
provide a service for an interested buyer. A service is called a service
when the product does not yet exist at the time of purchase or the
buyer still needs to supply something at point of purchase

Table 4.1: Two categories on which an advertisement can be labeled
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Category Definition
Access Poster wants to buy/sell access to a corporation/network, credentials

to an account or something similar. This can be in the form of cre-
dentials or an access point for shellcode. Posts about logs with lo-
gin:password configurations also belong here

Accounts Poster wants to buy/sell accounts on a specific (subscription) service,
for example spotify or netflix, or sells/buys accounts with credit still
on them

Financial Information Poster wants to sell credit card information, credit score, a cash out
service for stolen credit cards or bank accounts in general, Virtual
credit cards also fall under this category

Malware Poster wants to buy/sell malware or the tools to create malware
Official Documents Poster wants to buy/sell official identification documents, fake ren-

derings of said documents or SIM cards, a check on personal infor-
mation also fits here

Private Data Poster wants to buy/sell private "unofficial" data of people such as
photos and videos that can be used for blackmail or e-whoring

Servers Poster wants to buy/sell dedicated server hosting, proxies or VPNs
Skills The poster is looking for other people to help further their own goals

or to sell their own skills for others use, or the poster is selling a guide
or tutoring

Social Networks Poster wants to buy/sell boosts on social media accounts or any ser-
vices that have to do with social media, like shares or likes

Software Poster wants to buy/sell licenses to software or tools they made
themselves or found on the internet

Spam Poster wants to buy/sell ways of mass contacting people
Traffic Poster wants to buy/sell internet traffic in the form of people being

directed from one place to a specific destination, this can also be in
the form of a DDoS attack

Wallets Poster wants to buy/sell crypto, gift cards or do currency exchange

Table 4.2: The product types that an advertisement can be assigned

In table 4.1 the first two categories are given with their respective definitions. The first
category has the labels Sell and Buy, and their definitions are straightforward. When an ad-
vertisement tries to sell something a Sell label is applied and when the poster is looking for
a seller a Buy label is applied.

The second category distinguishes between products and services that might be men-
tioned in an advertisement. A product is defined as something that is ready upon the mo-
ment of purchase, where the transaction happens and the buyer has access to the good (not
taking delivery time into account). An example of this might be a buyer purchasing a stolen
driver’s license, where upon receiving payment the seller will deliver the driver’s license to
the buyer. Even a subscription service, where the buyer only pays to use the service and
never has ownership over the good, falls under the category of product.

On the other hand, a service is categorized as such where upon the moment of purchase
the good that is paid for can not be delivered yet. Either the buyer needs to provide some-
thing, the seller needs time to create the good, or both. If we stay in line with the previous
example, a case where purchasing a driver’s license would be a service is when the buyer
wants a rendering of a driver’s license with a specific SSN that the buyer supplies upon pur-
chase. The seller in this case would create the rendering upon receiving these details, thus
they provide a service.
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The last category is the most specific and also has the most labels. These labels are all a
type of product that fit an advertisement. It consists of thirteen labels, which can be found
in table 4.2 along with their definitions. Multiple of these labels can be assigned to a single
advertisement.

• Access: These are advertisements in which the poster has or wants means to procure
access to systems, networks or accounts. The posts usually discuss credentials in the
form of usernames and passwords combinations. Examples of these posts are Twitter
or Instagram accounts, but also business email accounts.

• Accounts: These advertisements discuss the sale of accounts on a subscription ser-
vice, or accounts that have some kind of credit on them. The posts usually discuss
what kind of subscription is available or how much credit is still left on an account.
Examples of these posts are Twitter Blue accounts, Netflix subscriptions or accounts
with a credit card linked.

• Financial Information: Advertisements of this sort talk about (stolen) credit card in-
formation, new identities for credit scores, cash out services for funds or the sale of
bank accounts or accounts on other financial services. Examples of these posts are a
chase bank account with 29k$ in balance, or a dump of credit card information.

• Malware: Posts that fall in this category advertise out-of-the-box malware or tools
to help create it. There are usually specifics regarding what the tool can do and how
it works. Examples of these posts are a Remote Access Tool or a crypter to hide the
fingerprint of software.

• Official Documents: These are advertisements in which the poster talks about iden-
tification documents, personal information or SIM cards. Examples of these posts are
the sale of driver’s licenses or passports, or a check up on a social security number.

• Private Data: These advertisements discuss the sale of private data in the form of
(explicit) pictures or videos. Examples of these posts are the sale of e-whore packs or
OnlyFans dumps.

• Servers: Advertisements of this sort talk about the purchase or rent of dedicated
servers, proxy or VPN services. The posts usually discuss specifics of the proxies, VPNs
and servers, or offer different kinds of servers for different prices. An example of these
posts is a bulletproof VPS.

• Skills: Posts that fall in this category advertise the skills people are looking to put at
the service of others. There are usually lists of things that people are looking for or
willing to do, as well as an amount or percentage for which they are willing to work.
Examples of these posts are a developer listing they will create malware or any other
tool, or a person looking for someone who can create a website for them.

• Social Networks: Posts that fall into this category often provide services on social me-
dia. They usually discuss views, likes, shares, but can also be about ban or unbanning
services on platforms like Telegram, Whatsapp, Twitter or Instagram.

• Software: These are advertisements in which the poster is selling a license to a soft-
ware or a cracked version of it, or a tool that the person made or found that does not
fit any other type of good. An example of these posts is someone selling an adobe
license.

• Spam: Advertisements of this sort talk about ways of mass contacting people, which
may be done as a service or selling the means to do so. There are usually specifics
on how many people can be reached or how large a database filled with contact info
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is. Examples of these posts are providing an SMS spam service or selling leads from a
crypto gambling website.

• Traffic: These advertisements discuss providing traffic to a specific domain. This is
usually done by a person who has specific ad services and just need to redirect them,
but can also be delivered through the sale of these ad accounts. Since DDoS attacks are
also a form of directing traffic toward a specific target they also fall under this category.
Examples of these posts are someone selling Google Ads accounts or a person looking
to collaborate with a trafficker who can provide traffic for a project they are working
on.

• Wallets: Posts that fall into this category often do some form of currency exchange, be
that money for crypto currency, money for gift cards or exchanging one currency for
another. They often discuss a rate at which the service provider is willing to exchange.
An example of these posts is a person who sells Apple gift cards for 70% of what they
are worth.

4.1.2 Pricing Labels
The labels designed to answer the second research question have to do with pricing, com-
paring the prices of the dark web to the prices that are being advertised on Telegram. These
labels become their own category, similar to how the labels in section 4.1.1, so that it can
be flagged whether a certain label is true or not for each post.

To start, advertisements will be labeled on whether or not they have a price label in them,
and if they do, in what price category they fall. This means that every price tag that occurs
will be marked in its corresponding category, and that multiple labels can be given to a
single post. These price categories were based on the distributions of prices of products on
dark web forums [33] and are listed in table 4.3.

Next to these price tag labels, there are two more labels to more specifically label infor-
mation about the pricing of a product.
Firstly there is a periodic label, where an advertisement is labeled as such if it is either
bought for a given time interval or a given amount of use and has to be renewed after it
expires. For example, an advertisement that falls into this category could be the price of a
server for a month, or the price for the use of a proxy service per gigabyte of use.

The last label is a per piece (bulk) label, where an advertisement is labeled as such if the
product’s price is given per piece, while the product itself would never be bought in a single
quantity. This label was created because prices per piece while the product is meant to be
bought in bulk are usually really low. An example of this would be an advertisement where
the price per like on an Instagram post is given, and could be something as low as a single
cent per like.

With these pricing labels it should be possible to get a clear overview of how the two
datasets relate to one another; how they differ and overlap.
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Category Definition
No price Advertisements that have no listed price in their body fall into this

category. This means that an advertisement either has this label, or
any of the other ones, but not both.

$0.01-$25.00 price tag An advertisement in which the product is given a price between 0
and 25 dollars. This range is chosen to showcase the very cheapest
products that are being offered.

$25.01-$100.00 price
tag

An advertisement in which the product is given a price between 25
and 100 dollars. This range is chosen to showcase products which re-
quire more investment, and are more likely to be used for monetary
gain by the purchaser.

$100.01-$250.00 price
tag

An advertisement in which the product is given a price between 100
and 250 dollars. This range is chosen to showcase products which,
because of their investment cost, are unlikely to be used for anything
other than monetary gain in the hands of a cybercriminal, yet are still
not among the highest prices.

$250.01-$1000.00
price tag

An advertisement in which the product is given a price between 250
and 1000 dollars. This range is chosen to showcase products that are
considered expensive, yet not so expensive to be unusable by most
cybercriminals.

$1000.01 price tag and
up

An advertisement in which the product is given a price of over 1000
dollars. These products will be used strictly by cybercriminals to be
used in their operations, and will often be very coveted products or
services.

A percentage price tag An advertisement in which a percentage is offered, usually because
of a collaboration between multiple parties where each party is given
a percentage of the profits. The value of the percentage does not
matter for this label.

Table 4.3: The price tag labels that an advertisement can be assigned
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4.2 Dataset

4.2.1 Telegram
To gather a dataset consisting of Telegram posts, marketplaces need to be found that are
consistent with the definition of a legitimate marketplace. In total 9 groups were scraped to
make the total number of posts come near the goal of 1000. Descriptions of these groups
can be found in table 4.2.1. The spam label was added to define groups where the same
advertisement was sent multiple times within a time frame of an hour. This was done so
that it would be possible to see if these groups behave in a different way from the other
groups. This label was based on the claim that groups that contain more spam result in a
lower quality of group [39].

Group Type Group Description Members Spam
1 Group A single marketplace focused on Social media ac-

counts, but gets spammed with all sorts of advertise-
ments

2.522 X

2 Group A group with several channels, including a market-
place, whose main topic is a specific drainer

599

3 Channel A channel associated with Anonymous whose main
product is a DDoS service

2.312

4 Bot A bot which has automated transactions focused on
malware

-

5 Group A marketplace with several channels, including an es-
crow channel, a channel for selling and one for buying

5.826 X

6 Channel An advertisement channel for a specific credit card
shop

8.716

7 Group A single marketplace with no clear focus which requires
verification to enter and chat

22.287

8 Channel A single marketplace with no clear focus which requires
verification to chat

4.177

9 Channel A single marketplace that focusses on the sale of bank
accounts and credit cards

2.527

Table 4.4: An overview of the Telegram groups that were used to create the dataset

• Group 1 is a group that is considered spam, and there are many groups like it. Most of
the groups that were easy to discover were very similar to this one, with identical ad-
vertisements being spammed in all of these groups. To avoid getting a lot of identical
advertisements only one of these groups was chosen. From group 1, 76 unique adver-
tisements were collected, to which were assigned a total of 86 product type labels.

• Group 2 is a community hub with multiple channels whose main focus is a specific
crypto-drainer. It has a general channel for casual chatting, as well as a marketplace
channel, a channel with verified middlemen, and a "Deal with Caution" channel where
the usernames of noted scammers are posted. The tone in this chat is much more
conversational than other groups and there are many messages that are not adver-
tisements, which is not the case in most other groups. From group 2, 85 unique ad-
vertisements were collected, which were assigned a total of 88 product type labels.

• Group 3 is a channel run by an Anonymous Sudan member. Its contents consist mainly
of advertisements and vouches for a DDoS service that Anonymous sells, but also of
advertisements for different goods like malware or social media services. From group
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3, 44 unique advertisements were collected, which were assigned a total of 44 product
type labels.

• Group 4 is not actually a group, but is a single bot designed as a store for malware.
Upon starting a chat with the bot it asks the user what kind of products it would like to
buy, after which the user can select a malware category and browse through the listing
of available products with specs and price. From this bot, 101 unique advertisements
were gathered, which were assigned a total of 103 product type labels.

• Group 5 is another hub, although this one is constructed completely with the purpose
of being a marketplace. It uses different channels to guide users to specific topics,
such as escrow services, vouches, a place for "want to buy" advertisements, a general
marketplace, and a chatroom. In this group, however, moderation is not very strict,
so topics are not adhered to properly and, for example, the chatroom is still full of
advertisements. From group 5, 194 unique advertisements were collected, which were
assigned a total of 210 product type labels.

• Group 6 is a group in which daily updates are sent regarding the supply of a specific
credit card shop. It functions as a channel, since only the admins are allowed to send
messages, however it technically is a group. Every day a fresh dump of credit cards is
advertised, which you can buy on the site of the shop. From this group, 136 unique
advertisements were collected, which were assigned a total of 136 labels.

• Group 7 is the largest marketplace that was found, with no clear particular focus. De-
spite its large number of members, it is well moderated, requiring verification through
a bot to even enter it and there is no continuous spamming of the same advertise-
ments as in other marketplaces that have a large number of members. It has an extra
verification service that is required before being allowed to post advertisements and
features an escrow bot that functions very similar to escrow services implemented on
dark web forums. From this group, 187 unique advertisements were gathered, which
were assigned a total of 197 product type labels.

• Group 8 is similar to group 7, though it is much smaller in size and not as well-moderated.
There is no discernible focus on what kind of products are being sold. It has its own
verification process that is required for sellers to be able to post advertisements, but
has no other services that it provides in the marketplace. From group 8, 50 unique
advertisements were collected, which were assigned a total of 57 product type labels.

• Group 9 is a channel that is mainly used to advertise the sale of bank accounts. There
are updates on which advertisements have been sold and reviews from buyers, but
that is mainly it. From this group, 78 advertisements were collected, which were as-
signed a total of 79 product type labels.

These are the groups from which the data was collected, however, the advertisements them-
selves require some rules as well. Multiple identical advertisements were not taken into ac-
count, which is why similar groups to group 1 were discarded for data collection, since the
same set of advertisements were repeatedly sent in all of these groups. Furthermore, ads
that are not identical can still be the same; whether the text has changed somewhat or the
pricing changed a little, the product sold has not changed. This is why a rule was formed
that stated that for an advertisement to be added to the dataset it must either be for a dif-
ferent product or service or it must have been sent by a different user. Following this rule
ensures that no advertisement will occur in the dataset multiple times and that only distinct
new ones will be added.

The final Telegram dataset consists of 951 unique messages, to which 1000 product type
labels have been assigned. The distribution of the labels will be elaborated upon in chapter
5.
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4.2.2 Dark Web
To gather the dark web dataset one of the largest Russian cybercrime forums was used. It
has sections covering coding, where questions can be asked and answered about specific
programming languages but also about coding malware, a general chat section where more
generic topics can be discussed, and lastly, it has a marketplace. The marketplace section
has many topics, with an influx of new advertisements every single day. The website has sys-
tems in place to conduct business, like an escrow system, dispute settlement, a reputation
system, and users will get flagged by moderators if they have been convicted of scamming.

There are several categories in the marketplace, from which the product type labels were
inspired. These categories are displayed in table 4.5.
Data has been gathered on this forum by going through the categories of the marketplace

Category Definition
IM & Social Networks This category contains mainly advertisements for services having to

do with Social Networks, and has been constructed into the Social
Networks label in the product type category.

Carding This category contains advertisements having to do with credit cards,
cash out services and the sale of bank accounts. It has been modified
into the Financial Information label in the product type category.

Malware This category contains advertisements selling malware or tools to
help with the manufacture of malware. The sale of RATs, loaders,
crypters and stealers is prevalent here. In the product type label its
name remained the same.

Documents This category contains advertisements for the rendering or sale of
passports, driver’s licenses and personal data such as social security
numbers. In the product type category this has become Official Doc-
uments.

Access This category is filled with advertisements that sell access points,
business email accounts, or dumps of login credentials for online ser-
vices. In the product type category this name has remained the same.

Servers This category mainly contains advertisements for renting servers or
subscriptions to proxy or VPN services. Its name remained the same
in the product type category.

Spam This category is filled with people providing spam services or hit lists
containing thousands of email-addresses gotten from websites on
certain topics, like crypto or gambling. In the product type category
this name has remained the same.

Traffic This category contains many advertisements selling traffic in the
form of clicks or installs, or selling accounts on ad services from the
likes of Google or Bing. It has an identical name in the product type
category.

Table 4.5: The product categories on the XSS forum

and browsing recent posts, where the advertisements that fit any of the product type la-
bels were saved and added to the dataset. Following this method, a total of 966 unique
advertisements have been gathered, which have been assigned 973 product type labels.
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Results

After assigning both datasets all the previously mentioned labels a comparison can be made.

5.1 A Comparison on What Is Being Offered
In figure 5.1 the distributions of the buy-sell category are shown.
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Figure 5.1: Distributions of buy and sell labels

The exact values for the forum distribution are 269 advertisements in the buy category and
704 advertisements in the sell category. For Telegram these numbers are 41 and 959, re-
spectively. As can be clearly seen in the figure, there are a lot more advertisements looking
to buy something on the dark web forum than there are on Telegram, making up 27,6% of
all posts versus only 4,1%.

The distributions for the product-service label can be seen in figure 5.2. The exact values for
the forum distribution are 636 advertisements in the product category and 337 advertise-
ments in the service category. For Telegram these numbers are 753 and 244, respectively.
Service advertisements on the dark web make up 34,6%, while on Telegram it is 24,5%.

The last label to look at is the product type label. In figure 5.3 the distribution for the dark
web product type label can be found.

There are three notable things about the distribution. The first is that the product types
Financial Information, Malware, Official Documents, Servers, and Spam each have between
129 and 157 advertisements and make up the bulk of the posts on the dark web forum; the
sum of those categories is 696 posts. The second thing is that the product types Access, Ac-
counts, Skills, Social Networks, and Traffic all have between 29 and 98 posts, which make up
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Figure 5.2: Distributions of product and service labels
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Figure 5.3: Distribution of the type of product that is advertised on the dark web

almost all of the last remaining posts. This is because the last notable thing is that the prod-
uct types Private Data, Software, and Wallets all have single-digit occurrences. These three
categories barely had any posts and together made up only 1% of the total number of posts.

In figure 5.4 the distribution for the Telegram product type label can be found.
The one thing that immediately draws attention is the large peak with advertisements

on Financial Information. Over one-third of the total number of posts on Telegram fits into
this category. This in turn also means that the other categories have a lot fewer posts on
average. There are only two labels with more than 100 advertisements, namely Malware
and Social Networks. On the other hand, Access, Accounts, Official Documents, Servers,
Spam, Traffic and Wallets all have between 25 and 74 posts. For Telegram Private Data and
Software are the only two labels with single-digit occurrences.

When the two datasets are compared on the product type label, we can see a few differ-
ences between the two distributions. On Telegram there are many more advertisements
that discuss the sale of bank accounts, credit cards, or other services that fall into the Finan-
cial Information category.

Further differences include that the dark web has more to offer on the topics of Official
Documents, Servers, Spam, and Traffic, while Telegram seems to be more specialized in So-
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Figure 5.4: Distribution of the type of product that is advertised on Telegram

cial Networks and Accounts activities. On other categories, like Access and Malware both
datasets appear to be very similar, having a roughly equal number of posts, while on Private
Data and Software both datasets appear to have an equal lack of posts.

5.1.1 A Comparison on Telegram Group Types
In this section the goods labels will be analyzed per Telegram group category: group, chan-
nel, or bot. First, the buy-sell label will be looked at. The percentages of this category per
Telegram group type can be viewed in figure 5.5
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Figure 5.5: The percentages of the buy and sell label per Telegram group type.

In this figure, the percentages of buy and sell labels per group type are given with columns,
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while the posts count is displayed over each bar.
It can be seen in the figure that both channels and the bot group type have (virtually) no

buy posts, with 98,7% to 1,3% and 100% to 0%, respectively. The Group category has the
bulk of the buy posts, though it is still small in comparison to the sell posts, with 93,6% to
6,4%. When comparing the ratio of buy posts per category, 90,2% is in the Group category,
although the entire buy label consists of merely 41 posts.

While looking at this category something interesting to note is that not only do 90,2%
of the buy posts fall into the group category, but 70,3% of these come from a single group.
This is Telegram group 2 from section 4.2.1, and its distribution of posts can be seen in fig-
ure 5.6. It was chosen to highlight this group because of its high percentage of buy posts in

0,00%

20,00%

40,00%

60,00%

80,00%

Sell Buy

Telegram Group 2

Figure 5.6: The percentages of the buy and sell label for Telegram group 2.

not only the group category, but in the entire Telegram dataset. This group has 70,5% sell
posts, while it has 29,5% buy posts. It might be interesting to notice that Telegram group 2
is a community with different channels and has the least amount of members out of all of
the Telegram groups.

Last of all, we will compare the product and service labels per Telegram category. The data
for this can be seen in figure 5.7.

The results are similar to the buy-sell label that was discussed previously, though this
time the service channel is much more common than the buy label was. The bot has once
again only posts labeled as products, with a complete absence of service advertisements.
The Channel category has a small number of posts, with 86,7% to 13,3%. The Group cate-
gory has the largest portion of posts, in both count and percentage, with 65,1% to 34,9%. It
can be seen that the Group category has roughly 5 times as many service advertisements
as the Channel category and that the bot does not provide services, since services can not
be delivered upon the time of purchase.

The product types will be analyzed per Telegram group in section 5.1.2, since the distribution
of product types does not appear to correlates with Telegram group type.

5.1.2 Product Type per Group
Another characteristic that stood out during data collection was that it appeared to be the
case that Telegram marketplaces had a focus or proclivity for certain types of products.
Where the dark web forum had multiple sections in its marketplace that portrayed many
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Figure 5.7: The percentages of the product and service labels per Telegram group category.

different types of products, Telegram marketplaces lacked this diversity. In figure 5.8 the
distributions of the product type have been listed per group. Figure A.1 in the Appendix
displays a larger version of this figure, for clarity.

The distributions of group 1, group 2, group 5, group 6 and group 7 all look similar. In
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Figure 5.8: Distributions of product types per group where the groups are ordered by row

group 1 it can be seen that even though all types of advertisements occur, only four types
of products have more than five advertisements, where Accounts and Social Networks are
the only two labels that peak in the chart. Group 2 has four labels which could be described
as peaks, with Accounts being the single largest and misses advertisements in a few other
labels, but does still look similar to the other mentioned groups. Group 5 also has occur-
rences for most labels, but has two clear peaks for the labels Access and Social Networks.
Group 6 and 7 also look very similar, With both having peaks for Financial Information and
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Official Documents, but group 7 has an additional peak at the Skills label.
Group 3 has a single peak for Malware, while it has a handful of different labels with ad-

vertisements, but most labels are not present in this group.
Last of all we have group 4, group 6 and group 9, which are all groups in which almost

all of their advertisements are from a single category, and thus have a very distinguishable
peak. Group 4’s peak is at Malware, while group 6 and 9 their peak is at Financial Informa-
tion.

5.2 A Comparison on Pricing
After labeling the advertisements of both datasets on pricing, the distributions can now be
looked at for a comparison.

5.2.1 A General Comparison on Pricing
In figure 5.9 the distribution of the prices that occur in dark web advertisements is shown.
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Figure 5.9: Distribution of the price tags included in advertisements on the dark web forum

There are 315 posts that have no price tag included in their advertisement, meaning the
party that replies to the post has to go through the forum messaging system (or some other
way of contact if included in the post) to find out the price of the product. The cheap prod-
ucts, with price tags of $0.01-$25.00 and $25.01-$100.00, are very similar in number, with
184 and 188 posts, respectively. Then there are 106 posts in the next label, with a price tag
of $100.01-$250.00, followed by 151 posts in the label for price tags of $250.01-$1000.00.
Lastly, there are 105 posts in the most expensive category, the $1000.01+ label. In the dark
web dataset there are as many advertisements in the most expensive category as there are
in the $100.01-$250.00 category. This could be explained by the fact that there is no upper
limit to the former, meaning its range is much larger, and a lot more advertisements will slot
into this category. However, it also means that 10,8% of the posts on the dark web advertise
extremely expensive products. There are 49 advertisements that include a percentage.
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In figure 5.10 the distribution of the Telegram dataset on the same labels is shown.
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Figure 5.10: Distribution of the price tags included in advertisements on Telegram

There are 403 posts that have no price tag included in their advertisement, followed by
280 posts in the cheapest category, the $0.01-$25.00 price range. The $25.01-$100.00 price
range has 236 posts that fall into it, after which the number of occurrences drops steeply for
the last four categories. The $100.01-$250.00 and $250.01-$1000.00 price ranges are very
similar, with 106 and 115 advertisements, respectively. Lastly, for the advertisements with a
numerical price tag, there are 43 posts with a $1000.01+ price in it, and there are almost no
advertisements that offer a percentage, only 9 do so.

In figure 5.11 the number of occurrences of the periodic label are being compared.
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Figure 5.11: A comparison between the number of advertisement with the periodic label
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There are 44 advertisements on Telegram that offer a service for a specified period, be that
a period of time or period of usage, versus 84 advertisements on the dark web. This means
that the dark web almost has double the number of occurrences, though neither number
could be considered as prevalent in their respective dataset. It could, however, be another
instance that shows that the dark web is often used for longer-term communication, while
Telegram is used more for a one-and-done type of interaction, with people being less inter-
ested in going to the same seller over and over after a period of use has expired.

In figure 5.12 the number of occurrences of the per piece label are being compared.
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Figure 5.12: A comparison between the number of advertisements with the per piece label

This label was added because the per piece labels usually have a very low cost associated
with them and have a different unit (per piece), but this shows that the occurrence of this
label is so low that it should not have much of an impact on the price comparisons done
previously.

5.2.2 A Comparison on Pricing per Product Type
In this chapter we will be going over the ratios of prices per product type, as to see if prices
are similar within the same categories or whether they are different. If they differ very much,
those categories might be interesting to take a closer look at why they might differ. The price
label "No price" has been left out, so that only priced advertisements will be looked at, as to
try and get a better understanding of why prices might differ.

The figures have the percentage of the whole that a price category takes up on the verti-
cal axis and the price categories along the horizontal axis. The blue columns are for the dark
web percentages, while the red columns visualize the Telegram percentages. On top of the
columns is a value, which represents the number of labels that belong to a specific category
for a specific dataset. This was added so that comparisons can be made while keeping the
counts in mind, since only comparing percentages might give a skewed perception of the
two datasets.

In figure 5.13 the ratio of price labels found in the Access label can be seen.
The total number of labels in this category is 84 for the dark web dataset, and 90 for the

Telegram dataset, making their sizes comparable. This means that the counts above the
columns will be similar for similar percentages.

The price category $0.01-$25.00 has 30 posts in the dark web dataset and 24 posts in
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Figure 5.13: The ratio of the price labels for Access type advertisements

the Telegram dataset, which converts to 35,7% and 26,7%, respectively. This is the only cat-
egory in which the dark web is significantly more prevalent than Telegram. The categories
where Telegram is more prevalent are the $100.01-$250.00 and the $250.01-$1000.00. In
the former, the dark web has a share of 14,3% and Telegram one of 17,8%, while for the
latter the percentages are 15,5% and 22,2%, respectively. The remaining three categories
are very similar, each differing at most a single percent from the other.

In figure 5.14 the ratio of price labels found in the Accounts label can be seen.
For the Accounts label the dark web dataset has 32 price labels and the Telegram dataset

has 52. This means that the Telegram dataset is larger and will need more posts in a price
category to reach the same share as the dark web dataset.

In this graph each column looks very similar to its counterpart, either percentage-wise
or in count, apart from the category $100.01-$250.00. For example, the first price category
takes up 37,5% of the dark web dataset, while it takes up 42,3% of the Telegram dataset
and the second category is even closer, with 31,3% to 30,8%. As was stated before, the only
category with much of a difference in both percentage and count is the $100.01-$250.00 cat-
egory, which has a share of 6,3% in the dark web dataset, and more than double as much
(13,5%) in the Telegram dataset. The remaining categories all have a difference of 1 in oc-
currences between the two datasets.

In figure 5.15 the ratio of price labels found in the Financial Information label can be seen.
The dark web dataset for this category has a total of 96 price labels assigned, while the

Telegram dataset has a total of 207. This means that the Telegram dataset not only is more
than double the size of the other dataset, the difference in counts is also more than 100,
which is a significant amount given that the Telegram dataset has a total of 788 price labels
assigned.

The two categories that immediately draw attention are the cheapest and the percent-
age categories. The $0.01-$25.00 category has a stark difference, both in share and count,
with 13,5% against 67,6%, or 13 counts to 140. The percentage label takes up 30,2% of the
dark web dataset for this category, with 29 posts, while the Telegram dataset has no posts
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Figure 5.14: The ratio of the price labels for Accounts type advertisements
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Figure 5.15: The ratio of the price labels for Financial Information type advertisements

that offer a percentage on a Financial Information product.
Another difference can be found in the $1000.01+ category, where the dark web has 8,3%

of its labels, while Telegram has 0,5%.

In figure 5.16 the ratio of price labels found in the Malware label can be seen.

The dark web dataset has 153 labels for the Malware category, while the Telegram dataset
has 115 labels.
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Figure 5.16: The ratio of the price labels for Malware type advertisements

For Malware, almost all categories are dissimilar, though the percentage label is close,
since both datasets have no or almost no advertisements. The dark web dataset has prices
between $25.01 and $1000.00 in its advertisements in a similar manner; no category could
be marked as an obvious peak in the distribution. The Telegram dataset, however, has a
price tag of between $25.01-$100.00 in almost all of its posts (76,5%). This means the distri-
bution over the other labels is in turn much lower, leading to under-representation in those
categories compared to the dark web.

In figure 5.17 the ratio of price labels found in the Official Documents label can be seen.
There are 126 labels for the dark web dataset and 36 labels for the Telegram dataset in

the Official Documents product type. This means that the dark web dataset is 3,5 times and
almost 100 labels larger than the Telegram one, which should be taken into account when
evaluating the ratios.

The ratios for the label $0.01-$25.00 do look similar. Despite the difference in counts the
percentages are not far off, with 46,8% for the dark web dataset and 41,7% for Telegram.
The percentage label is very similar in the fact that both datasets have either one or zero
posts, and thus the percentage label is not really present in the Official Documents product
type. However, the other categories are not as similar, the closest one being the $100.01-
$250.00 category, making up 10,3% of the labels in the dark web dataset and 16,7% in the
Telegram dataset. The remaining two categories differ even more.

In figure 5.18 the ratio of price labels found in the Servers label can be seen.
For the Server category there are 158 price labels in the dark web dataset and 33 labels

in the Telegram dataset. Once again this imbalance needs to be kept in mind as these two
distributions are compared.

It is interesting how similar these distributions are, with all the categories being within
5% or less of one another. There is the same downward trend in both datasets from every
category to the next. It is also interesting to note how in this graph even the $1000.01+
category is similar between both datasets, despite the dark web dataset having 158 labels,
because in most other product types this category is larger in proportion.
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Figure 5.17: The ratio of the price labels for Official Documents type advertisements
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Figure 5.18: The ratio of the price labels for Servers type advertisements

In figure 5.19 the ratio of price labels found in the Skills label can be seen.
The dark web dataset in the Skills category has 21 price labels, while the Telegram

dataset has 50. This is the smallest sample size the dark web has for any product type that
is documented in this section, and this small size has to be kept in mind while discussing
this category.

If we take a look at the first category, the $0.01-$25.00 label, it can be seen that there are
no posts in the dark web dataset that have this price tag, while this category takes up 14%
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Figure 5.19: The ratio of the price labels for Skills type advertisements

of the Telegram dataset. The following two categories are more similar, with 23,8% to 18%
and 14,3% to 12%, respectively. The $1000.01+ label also looks alike for both datasets, hav-
ing counts of 4 and 5, which, considering the small size, could be considered similar. The
percentage label and the $250.01-$1000.00 label both have peaks, the former for the dark
web dataset with 28,6%, while the latter has a peak for the Telegram dataset with 36%.

In figure 5.20 the ratio of price labels found in the Social Networks label can be seen.
This is one of the few categories where the Telegram labels far outweigh the dark web
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Figure 5.20: The ratio of the price labels for Social Networks type advertisements
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price labels. Namely, the dark web has 26 price labels assigned, while the Telegram dataset
has 112. This should be kept in mind while analyzing the distributions.

All of the price labels for the dark web dataset fall into the range of $0.01-$1000.00, and
each with between 4 and 8 posts falling into each category. The Telegram dataset starts at
34,8% for the first category, then goes to 27,7% for the second, and the last three are 13,4%,
14,3%, and 9,8%, respectively. Both datasets lack any posts with a percentage price tag. Be-
cause of the way the dark web dataset is distributed and the small number of posts it has
in each category, it is hard to draw any meaningful comparison between the two datasets
for this category.

This is also the only product category in which the Telegram dataset has products in the
price range $1000.01+, while the dark web does not.

In figure 5.21 the ratio of price labels found in the Spam label can be seen.
The dark web dataset has 120 price labels in this category, while the Telegram dataset
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Figure 5.21: The ratio of the price labels for Spam type advertisements

has 29. This means that once again the dataset is heavily skewed, which should be taken
into account.

This situation is somewhat the opposite of the Social Networks category. This time the
Telegram dataset is spread out over the range of $0.01-$1000.00 with each of those cate-
gories having between 6 and 8 posts. The dark web dataset has most of its labels in the
$0.01-$100.00 range, with 19,8% and 25,8% in those two categories, respectively, as well as
in the $250.01-$1000.01+ range, with 30,0% and 13,33%, respectively.

Two things to note are that once again both percentage labels are (near) empty and that
only the dark web has a sizable number of advertisements with the $1000.01+ price tag,
while Telegram has none.

In figure 5.22 the ratio of price labels found in the Traffic label can be seen.
The dark web dataset has 85 price labels in the Traffic category, while the Telegram

dataset has 34.
The first price category has the largest difference between the dark web and Telegram

dataset, where the dark web has 23,5% of its price labels and Telegram 8,8%. For the next
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Figure 5.22: The ratio of the price labels for Traffic type advertisements

two categories, $25.01-$100.00 and $100.01-$250.00 the percentages are 24,7% to 32,4%
and 12,9% to 23,5%, respectively. The last three categories are very similar, with the first
two even being exactly the same: $250.01-$1000.00 takes up 17,7% of both datasets, while
$1000.01+ takes up 11,8%.

It is interesting to see in this graph that the last three categories follow the same down-
ward trend, where in proportion the same price categories happen exactly as often. How-
ever, due to the small size of the Telegram dataset in these categories, nothing specific can
be concluded from this.

The categories Private Data, Software, and Wallets were left out, since either one or both
of the datasets had no more than five price labels for these categories.
In figure 5.23 the previous figures are put into a single chart so that the dark web and Tele-

gram distributions can be compared.
The differences that stand out are mainly the differences that were mentioned previously.

For example, the large blue section in the Financial Information category of Telegram, which
is almost absent from the dark web dataset, as well as the large red section in the malware
category of Telegram, which is also significantly smaller in the dark web dataset. In this
view, however, it can be seen that the two cheapest categories (blue and red) do appear to
be similar in varying degrees between the dark web and Telegram datasets in the Access,
Accounts, Official Documents, Servers, Social Networks, Spam, and Traffic categories. It is
also noticeable that the most expensive and percentage categories (orange and aqua) do oc-
cur significantly less frequently in the Telegram dataset than they do in the dark web dataset.
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Figure 5.23: The price distributions per product type
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Chapter 6

Case Studies

The last research question aims to look at if, and how, Telegram implements certain struc-
tures that diminish risks taken by the buyer and seller of a transaction. To look at this the
dataset that has been collected in chapter 4 is of no use, since this is an exploratory research.
The only frame of reference is the systems that are in place on the dark web, however, Tele-
gram might use completely different systems or no systems altogether. Because of this, this
research question will be answered in the form of case studies, where risk-diminishing sys-
tems will be documented by choosing examples that can be described well and cover the
system’s aspects that are often present on Telegram.

Telegram Group Market Mechanisms Present
Group 1 No extra mechanisms implemented
Group 2 A reputation system in the form of a "Deal With Caution" section,

where the handles of scammers are posted, as well as a reputation
escrow system where trusted middlemen are posted

Group 3 The admin of this group implements a reputation system in the form
of posting proof of successful DDoS attacks

Group 4 The group that runs the bot has reputation systems in the form of a
whitelist channel for verified vendors and a blacklist channel where
scammers’ handles are posted. There is also an escrow channel
where services are supplied by people from the marketplace

Group 5 The group has a channel dedicated to an escrow service where a sin-
gle middlemen advertises their services and a channel dedicated to
vouches for successful transactions

Group 6 There are no extra mechanisms implemented, but the advertise-
ments are from a credit card marketplace on the web, thus trans-
actions on Telegram do not come into play

Group 7 The group has a reputation system in the form of a verification mech-
anism to ensure that anyone who joins the marketplace is human, as
well as a verification service for vendors that advertise in the mar-
ketplace. There is also an automated escrow system in the form of a
Telegram bot

Group 8 The group has a reputation system in the form of a verification mech-
anism for vendors that want to advertise in this marketplace

Group 9 This channel has a single seller who accepts escrow, as well as a rep-
utation system in the form of the seller posting posts as proofs of
sales

Table 6.1: The market mechanisms that are in place in the Telegram groups from table 4.4
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In table 6.1 every group is presented along with the market mechanisms that are present
in each group. Only market mechanisms that are implemented by the actual group are
documented, not individual traders who themselves advertise that they do transactions with
escrow services or have a reputation system of their own, since this was already covered with
the definition of what constitutes a legitimate marketplace in section 3.

The fact that these groups have these mechanisms in place does not necessarily mean
that these are used or even usable. In some cases the admins that should ensure that every-
thing works properly or is posted in the right channel do not do their jobs, meaning these
channels often devolve into chaos.

The cases that were chosen to be documented were done so because, based on familiar-
ity with the platform, they seemed to be representative of multiple aspects of systems that
are being used on Telegram.

6.1 Reputation Based Systems
A reputation-based system is built on the expectation that people interacting with one an-
other will rate their experience in the form of a positive or negative review. On a forum
where this is implemented, it is still possible to cheat this system[40], despite it being in the
forum administrators’ best interest that the system is as fair as possible. If a selling party is
scamming buyers out of their money while maintaining a positive reputation on the forum,
it will negatively impact the forum’s own reputation.

There are multiple versions of a reputation-based system on Telegram. One of the sys-
tems that seems widely used is where a party sets up a single space where all vouches can
be gathered. This can be for all sales within a single marketplace or all sales for a single
vendor.

6.1.1 Case Study of a Marketplace Community With a Reputation-Based
System

For this case study we will be taking a closer look at the community surrounding the malware-
selling bot that was named Telegram group 4 in section 4.2.1. The community starts in a
channel with a single message, which can be seen in figure 6.1. Within the message, mul-
tiple links are shared that lead to an update channel, the rest of the community (consisting
of groups for RAT developers, drainer developers, etc.), the bot that is the actual market-
place, and black- and whitelists. The blacklist and whitelist links lead to channels from each
of which a snippet can be seen in figure 6.2.

The blacklist channel is a collection of posts that proclaim a certain party or product as a
scam. The procedure starts with a party claiming wrong was done, and submits the details
of this, as well as proof through a bot to the admins of the marketplace. The admins will
take a look at the claim and the accompanying evidence and will reach a conclusion based
on what they have seen. In the case that the accused has been found guilty they will post a
message like the one in figure 6.2. In this message the username of the scammer is posted,
as well as the amount for which the swindled party was scammed and the proof that the
alleged party was indeed a scammer.

The whitelist channel has two main messages, the Terms of Use and the marketplace’s
list of verified sellers by categories. Both of these messages can be seen in the screenshot
in figure 6.2. The channel works in the way that vendors can contact the admins of the
marketplace, pay a price of $100 dollars and if certain requirements are met, they become a
verified vendor in this marketplace. The requirements are that a vendor must have received
positive feedback on their services or products, not have a negative reputation as well as
agreeing to cooperate with intermediary transaction guarantors. The term "intermediary
transaction guarantors" is used to indicate an escrow service.

40 Telegram as a New Cybercrime Marketplace



CHAPTER 6. CASE STUDIES

Figure 6.1: The entry message to a community that discusses and deals in malware

Figure 6.2: Left: an example of what the blacklist group looks like. Right: an example of what
the whitelist group looks like.

The second message is an up-to-date list of vendors that have gone through the described
procedure and have been accepted by the admins. The message itself is from December
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2021, but is updated constantly to add new services that have been verified.

6.1.2 Case Study of a Vendor With a Reputation-Based System
There are also cases in which vendors themselves will use a reputation system, as to be per-
ceived as a more credible seller. This usually happens in the form of an advertisement for a
product that also contains a link to another channel. In the linked channel vouches from sat-
isfied buyers are grouped. Figure 6.3 is an example of what this system looks like. In the

Figure 6.3: Left: an advertisement with a link to a vouch channel. Right: an example of the
contents of said vouch channel

figure is an advertisement message that offers social media accounts and services. Below
the advertisement is the contact info of the seller: a channel for announcements, a channel
for giveaways, and a channel for vouches. The channel for vouches is filled with messages
that aim to prove a valid transaction has happened between the seller and another party.
Since it is a channel all of these messages are forwarded by the seller, and are shown with
little context.

A notable difference between these two reputation-based systems is that in the case
where the marketplace runs the system, it has a vested interest in the reputation system
working properly, while in the second case the vendor has an interest in its vouch channel
being as full of positive reviews as possible. This difference comes from the difference in
where the money comes from. For the marketplace the money comes from people using
the marketplace, or from businesses who pay for the whitelisting service. Businesses would
not pay to be on a whitelist if the reputation of the whitelist was negative, and the market-
place was known to promote scammers. Because of this way of functioning the marketplace
wants to keep their reputation up, flagging true scammers, while promoting true vendors.

For the vendor, the money comes from people buying goods from the vendor. This means
that the more vouches a vendor has, the more it should be trusted and the more people
would potentially buy from it. Now if the vendor has control over their own reputation sys-
tem, there is a conflict of interest. It could motivate a seller to fake vouches or to leave
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out negative reviews to keep their numbers up. This is even more true if, as it is in the de-
scribed case, the vouch space is a channel, where only the admin can post, and no negative
feedback can be posted. After browsing through the vouches in the vendor’s channel, there
were indeed no negative reviews to be found in at least the first 100 messages. There are
varying degrees to how credible vouches are, of which a different example will be shown in
subsection 6.2.1. However, a vouch channel like the one in figure 6.3, where all names and
context are hidden might look suspicious.

From this it can not be concluded whether these vouches are credible or not, but it does
mean that it can not be concluded that these vouches hold any credence as to a seller being
a trustworthy party.

6.2 Escrow Services
Multiple different escrow services can be found on Telegram. Often they are referred to as
middlemen, or people use the standard "escrow" term, and can be found easily by typing
either of these words into the search bar. This leads to multiple channels, groups, and com-
munities that advertise different people who explain their services, specify their commission
rate, and show vouchers in an attempt to convey their credibility as an escrow service. Most
middlemen or escrow communities function in a similar fashion, which will be discussed in
subsection 6.2.1. However, there was another unique form of an escrow service, which will
be described in the last subsection of this chapter, as it might be interesting to showcase
developments that are happening on Telegram.

6.2.1 Case Study of a Community for Escrow Services
In figure 6.4 a community is shown with different channels, each promoting a different mid-
dleman providing escrow services. These channels have their contact info and may include
the fees they charge, as well as their channel filled with vouches. It can be seen in the im-
portant information part of the message that this community is mainly meant as a hub to
verify the legitimacy of the middlemen, in the way that a buyer can ensure they are truly
communicating with the person they think they are. On Telegram it is a common practice
for popular or business accounts to be impersonated to garner influence or steal revenue
[35].

In figure 6.5 the message of one of the middlemen in the community is shown, where
they give their correct handle (so they can not be impersonated), their vouch list, and a link
that goes to a website that even further backs up their credentials as a legitimate middle-
man. The vouches in the linked channel can also be seen in the same figure. These are the
kinds of vouches that were described in subsection 6.1.2, however, in this instance they are
messages forwarded by the admin of the group from a specific user. This means that at
least the message has truly been sent, and the user that sent it can also be verified. How-
ever, whether this does anything for the credibility of the vouches can not be concluded and
is beyond the scope of this exploratory research.

6.2.2 Case Study of a Bot Providing Escrow Services
This case was chosen mainly because it is an interesting case, and shows that Telegram is
still evolving as a marketplace, as bots get used for increasingly more complicated tasks[41].
Figure 6.6 shows the start page of a bot that automates the escrow process. Under its name
it states that the bot has 6.582 monthly users, however, further research into Telegram bots
did not provide a definition for what the term "monthly users" means, or how this number
was derived. The bot itself shows an introduction message on its functionalities and how to
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Figure 6.4: A community promoting different middlemen

Figure 6.5: Left: the contact sheet of a middlemen in the community. Right: The vouches for
said middlemen in their own channel.

interact with it.
It states that it is a Telegram bot for automatic escrow, where during the deal the buyer’s

funds are safe within the bot. To start a deal with the bot the user is required to make a
group chat with the other party, after which the bot can be started by signaling it. Lastly,
there are also commands that explain what escrow is, in both text and video form, as well
as a command to get more instructions.

Figure 6.7 shows the message that appears after the start command is run. It commu-
nicates to the user how disputes get settled, if anything were to go wrong during the trans-
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Figure 6.6: The introduction page of the automated escrow bot

action, as well as the fee and the number of deals and disputes handled. Lastly, it informs
the user of the menu command, which summons the menu that is also visible on the right
side of the figure.

The Release, Refund and Blockchain Link commands are all only usable when the user is
in an active escrow deal. The release command will release the funds to the seller, while the
refund command will return the money that the bot has for safekeeping to the owner. The
blockchain link command returns the Bitcoin address of the other party.

The Auth Bot (BFC) command returns a message to verify that this should be the bot that
is connected to a specific store, and that to be certain that it is not an impostor, users can
confirm that this is the legitimate bot by going through the store.

The Reset Transaction command is to reset the bot for transactions in a group chat. Ac-
cording to the bot it is mainly used by people who use the same group chat for different
transactions.

The Commands List command returns a list of all available commands for the bot. The list
consists of command versions of the buttons (like the buttons in figure 6.7), and the com-
mands that are given in text form within other messages.

The Contact command invites an arbitrator to the group in case there is a dispute be-
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Figure 6.7: Left: The message after initiating the start command. Right: The menu that
appears when the menu command is called.

tween the two parties.

The Review command leads to a text form where a review can be written on an interaction
that a user has had with another party. These reviews are all gathered in the vouch channel,
which can be reached with the Vouches button. The button next to it, Updates, also leads to
a new channel, which has announcements and changelogs for new versions of the bot.

The What is Escrow button leads to a video with a short explanation of what escrow is and
why it is useful for parties participating in a transaction to use, while the Instructions button
leads to a list of precisely how to use the bot.

Last of all there is the Terms button which leads to a message listing the terms of use for
the bot.

Figure 6.8 shows a snippet of three vouches in the vouch channel. The reviewer is stated
at the bottom of each message, while the other party is mentioned at the start of the review.
The body of the message is a short review concerning the transaction that was made.

As was mentioned previously, this bot is used by a specific marketplace. This market-
place is Telegram group 7 which is described in section 4.2.1. Not only does the bot have
vouches, but the marketplace itself also has a verification system for its sellers, and even for
being allowed to access the marketplace chat.
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Figure 6.8: An example of three messages from the channel filled with automated reviews
of users of the bot.
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Chapter 7

Discussion

The research was done to make a comparison between Telegram marketplaces and dark
web cyberforums and to give a general overview of how Telegram marketplaces function.
To make this comparison three research questions were established, where all of them fo-
cused on a different aspect of a cybercrime marketplace, and if all of them answered they
would give a general overview of where Telegram and the dark web overlap and where they
differ.

To accomplish this, the datasets were labeled and analyzed, of which the results can be
viewed in chapter 5. In this chapter, the results will be discussed and interpreted, as well
as discussed what kind of limitations might have to be kept in mind when interpreting the
results. Furthermore, we will go over what limitations hindered the research, and which
questions were raised during this research that can be answered in future research.

7.1 Discussion of What Is Offered
To interpret the results several things need to be done. The context of the results needs
to be kept in mind while speculating about what the results could mean, as well as making
sure that the conclusions do not go beyond the scope of the research; that is, no general
conclusions should be drawn, only ones that pertain to the collected datasets.

If we start analyzing the results, however, there are easily noticeable differences between
the datasets with the specified labels. There are many more advertisements in the dark web
dataset that are looking to buy something than there are in the Telegram dataset (figure 5.1).
Likewise, there are 10% more advertisements for services than products present in the dark
web dataset than in the Telegram dataset (figure 5.2).

This difference in the distributions could be explained by a difference in behavior be-
tween the two platforms. Since advertisements are labeled as services if they require time
to produce a product or results, this means it also requires additional actions from the buyer,
forcing them to get in contact with the seller on multiple occasions. This can be concluded
in the same manner for the buy and sell labels. With an advertisement of a consumer who is
looking to buy a product, there is a longer period of time where the buyer needs to interact
with Telegram to get the results they want. In the collected dataset Telegram appears to
be more prone to a one-and-done type of behavior, however why this could be the case is
beyond the scope of this research and can not be speculated upon.

Regarding the product types that are discussed, there are clear differences between the
dark web dataset and the Telegram dataset (figures 5.3 and 5.4). There are product types
that appear more popular on Telegram, based on the dataset, like Financial Information
and Social Networks, as well as categories that are much less popular like Servers, Official
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Documents, Spam, and Traffic.
However, there is no way to conclude that this is an accurate representation of reality,

since section 5.1.2 shows that Telegram groups are usually focused on only a few category
types. This could mean that there are groups that are focused on the categories that are
not as present in the Telegram dataset, but they are not found as easily, or that on Telegram
these goods are simply not as marketable somehow, however concluding this would once
more be beyond the scope of this research.

There are also interesting differences between different Telegram group types (figure
5.5. For example, a bot marketplace is just like an online store, where a list of goods is pre-
sented and the user can pick and choose from that list which ones they want. This means
that in the dataset there are only advertisements categorized as sell for the bot, though this
is based on a single bot with roughly 100 messages.

The next category with virtually no buy advertisements is channels, with only 4 present
in over 300 messages. This is also not something unexpected. In a channel usually only a
single person can post, and since these are usually run by vendors that advertise the goods
that they are selling, a buy message is something that is not common.

Messages are more prevalent, however, within Telegram groups, where multiple people
can advertise and sometimes even discussions can occur. For groups, it is also interesting to
note that advertisements for services are much more common than they are in channels or
with a bot (figure 5.7). This could also be due to the fact that interaction between two parties
is more easily managed within a group, but this is merely speculation. Even in a group, the
rate of services is still lower than in the dark web dataset.

A conclusion that we might be able to draw based on the dataset, however, is that there
is a clear difference between different groups. Group 2 from section 4.2.1 has the most buy
advertisements, and it is the smallest group when looking at the number of members. Not
only that, but 2 of the other groups have been flagged as spam, implying that they’re not
well administered. The last remaining group has a verification system for vendors, meaning
not everyone is allowed to post, and despite the fact that this group is the largest, it is ac-
tually well administered. However, the verification for vendors also explains the lack of buy
advertisements, as only vendors are verified, and their primary purpose is making money
off of sales.

From this, it can be concluded that a combination of how well the admins of a market-
place do their job as well as the size of the marketplace have an impact on the behavior
of the users in the marketplace. However, concluding this based on the Telegram dataset
is fair, given the data, but it should be kept in mind that the dataset for these specific as-
pects is small and that it does not mean this conclusion can be claimed in a broader sense
across Telegram as a whole. This would require a different research, with a larger dataset
that might be more representative of Telegram as a whole.

7.2 Discussion of the Pricing

Regarding the pricing on both the dark web and Telegram first a general overview has been
given that compares the total number of price labels present in each category (figures 5.9
and 5.10). When comparing these there are a few subtle differences. For example, the num-
ber of advertisements without a price tag is lower, as well as the categories for $0.01-$25.00
and $25.01-$100.00. The most expensive category $1000.01+ and the percentage category
are more prevalent in the dark web dataset than in the Telegram dataset.

The more common lack of price tags in Telegram advertisements could be explained by
the fact that first and foremost Telegram is a messaging service. This means that contacting
someone is the main purpose of the app, and it is much easier to communicate with a user
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on Telegram than it is on the dark web, so inquiring further about a product that has no
price tag can be done easily.

The difference in distributions for expensive posts might be due to either one or both of
two reasons.

Concerning specific figures in chapter 5, several figures in the price categories per prod-
uct type have interesting differences between the dark web dataset and the Telegram dataset,
specifically figures 5.15, 5.16, 5.19, 5.20 have notable differences, for which the possible ex-
planations need discussing.

The differences in figure 5.15 are interesting, especially the significant difference in the
$0.01-$25.00 category. 135 of the 140 labels that make up the Telegram peak come from
Telegram group 6, which sells different credit cards, all in the same price category. The dark
web peak in the percentage category could be due to cashout services that are provided on
the dark web, but not on Telegram, however, this is speculation after browsing through the
posts and should not be taken as a conclusion.

This, however, might be in line with the idea that Telegram is not often used for extremely
pricey transactions.

The Telegram peak in figure 5.16 might once again be due to a single source of the goods,
where 84 of the advertisements with a price tag for that category came from Telegram group
4. These products had different purposes (stealers, loaders, drainers, etc.) but were all ad-
vertised in a similar price range. Looking at this category with the dark web in mind, it is
once again noticeable that in the more expensive categories the dark web is much more
prevalent than Telegram.

In the Skills category (figure 5.19), the Telegram peak is interesting, since it is double the
size of the next Telegram prize category. It might be explained by the advertisement of tu-
toring sessions and lessons in which certain methods of committing cybercrime are taught.
More than half of this price category appears to consist of these advertisements, while these
are completely absent from the dark web dataset. However, because of the small sample
size of the datasets for this category and since this is beyond the scope of this research this
remains mere speculation.

The differences in the Social Networks category (figure 5.20) might have something to
do with the fact that this is a category that is much larger on Telegram than the dark web,
meaning there is more trust in services like this on Telegram than there is in other services,
though this is merely speculation.

Firstly, it could be true that within a given product type category, not the same kinds of
products are on offer. For example, both zero-day exploits and loaders belong in the Mal-
ware category, but based on the knowledge gathered from browsing the dark web forum,
zero-days are usually very expensive and often belong in the $1000.01+ category. Loaders,
however, are much less expensive and usually fit into one of the cheaper categories. It could
be that Telegram has more products within the same category that are on the cheaper side,
while the dark web offers the more expensive ones more frequently.

Another reason for the difference in price distribution might be that the same goods are
somehow advertised for different prices on different platforms, meaning Telegram has the
same goods for lower prices than the dark web does. Although this could be a reason, it
seems much less likely for this to be the case, since there is no clear incentive for vendors
to draw people away from the dark web and onto Telegram in exchange for a cut in their
profits.

Another reason for the former reason being more likely is the comparison that was made
on pricing per product type (section 5.2.2). It is shown that for different product type cate-
gories, the distributions are often very similar, but there are definitely cases where distribu-
tions are very different. In a few cases this can be explained by a bias in the dataset (figure
5.15), but in other cases the most logical conclusion would be that different kinds of prod-
ucts within a category are advertised in different distributions on the two platforms.

This would mean that the pricing per similar product type is alike between the two plat-
forms, but that the difference is mainly in what is being offered. This was also already visible
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in the general overview of product types.
Lastly, the difference in advertisements with a percentage price tag might be explained

by a previously observed phenomenon, namely that Telegram is more of a one-and-done
type of platform regarding social interactions and transactions. This would mean that peo-
ple are less inclined to look on Telegram for partners to start a long-term collaboration. The
periodic label (figure 5.11) would also concur with this statement, as periodic payments are
roughly double as common in the dark web dataset and require multiple interactions be-
tween buyer and seller. This means they do not fall into the one-and-done type of behavior.

All of the previous discussion interprets the results for only the two datasets, meaning
this specific dark web forum and these specific Telegram groups. This does not mean that
it also necessarily holds for a broader comparison between the dark web and Telegram in
general.

7.3 Discussion of the Market Mechanisms

The most important market mechanisms that were widely implemented in Telegram groups
were reputation-based systems and escrow services.

For the reputation systems, two versions were documented as case studies: one was
implemented by the admins of the marketplace, and the other was provided by the vendor.
When looking at how much trust should be put into each of the systems, there are clear
differences between the two. First of all, the second system, implemented by a vendor re-
garding their own services, should not be given much credence at all. The vouches that a
vendor uses to claim their legitimacy could easily be faked, as Telegram accounts or traffic
could be bought to increase their apparent trustworthiness. Even within this category there
are differences. A vendor with 25 vouches should be considered less dependable than a ven-
dor with 1000 vouches, but there is still no way to prove that the vendor with more vouches
is actually trustworthy.

The reputation-based system implemented by the admins of a marketplace should be
considered more dependable than the one implemented by vendors. This is because the
marketplace has a vested interest in having a functional reputation system, where scam-
mers have a bad reputation, while vendors involved in legitimate transactions have a good
reputation. This vested interest comes from the fact that a marketplace with a working rep-
utation system will be seen as trustworthy and will have an easier time attracting people to
conduct their business in this space than a marketplace that is seen as untrustworthy. When
more people conduct their business in a specific marketplace, the marketplace’s earnings
will also increase. This means that a much-used marketplace’s reputation system might be
considered trustworthy.

Escrow services are also provided on Telegram, either by independent middlemen or
through services provided by a marketplace. The validity of these independent middlemen
remains questionable, as they often use the same questionable reputation system that was
described previously, where they have control over their own vouches and thus have a con-
flict of interest. There are cases where middlemen are vouched for by marketplaces, which
does add to the trust that should be placed in them. Escrow services provided by a market-
place do appear to be more trustworthy, once more because the marketplace has a vested
interest in the service running well. If the marketplace is not trustworthy people will leave
it and take their business elsewhere.

The escrow bot that was documented is not only interesting as an escrow service, but is
mainly interesting to see that Telegram cybercrime marketplaces are continuously evolving,
using every feature that Telegram supplies them with to improve the functionality of ease
of use of marketplaces that are run.
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7.4 Limitations

While proposing this research at the start, the framework to conduct it was quite different
from the one that was eventually used. The scope of the research was larger, in the sense
that an attempt was made to gain access to the Cambridge Crimebb dataset. This dataset
contains over 100 million posts from many different underground forums that discuss cy-
bercrime. To go through this dataset the idea was to use a Large Language Model (LLM) that
would be trained on a training set of labeled posts and would automatically label the rest of
the posts. Preliminary tests have been run on a small test set of dark web posts and seemed
very promising, reaching an accuracy of 83% on this set without training. This way tens of
thousands of posts would be labeled with no effort past the initial training set labeling. If
this had been the case, there would have been more time to collect training data, which
could also have been labeled by an LLM. If this had gone as it was originally planned, both
datasets could have been larger and the results would have been more representative.

However, Cambridge stopped replying after an agreement was almost reached, meaning
an original data collection had to be performed to get a dataset of the dark web. However,
this brought difficulties with it.

As was mentioned in 3, it is documented that underground forums ban users for scrap-
ing data. To avoid getting banned, the data collection was done manually, however, most
likely due to still generating too much traffic, the two accounts that were available to the
dark web forum were banned. This forum has a strict account registration policy, where
registration is not always open for new users. Because of this, the dark web dataset could
not be collected in the way that was envisioned ahead of time, resulting in the dataset it-
self becoming less representative of the forum. Fortunately, roughly 1000 posts were still
collected before this happened, but not all categories were sampled as well as had been
planned.

The data collection for Telegram did also not go completely as planned. Roughly a dozen
groups were easily found that appeared to be active. The plan at this point was to take 3
of these groups and scrape them for messages until 1000 advertisements were gathered.
However, upon starting the collection, which meant every message had to be closely in-
spected, it was found that these groups all shared the same advertisements over and over,
which meant that the total number of usable advertisements from all of these groups was
76. One of these groups was documented, as group 1, and the rest were discarded. This
meant that 900 more advertisements had to come from different groups that had their own
unique advertisements.

This required significantly more time and meant more groups had to be found. Because
of this, it was also found that (good) marketplaces on Telegram were much harder to find
than was originally thought, since there is no exhaustive method to do so. First, the internet
was used to see if there was a location where groups were posted, but no such place was
found. Through trial and error, the Telegram search function proved the best way to find
groups. By using it in combination with words like market, marketplace, or more specific
words regarding certain products (like malware or escrow), groups were found that fit the
definition of legitimate marketplaces.

Through the search that has been performed, it was found that communities are usually
self-contained, and don’t often reference other Telegram marketplaces. This also means
that there might be other groups on Telegram that sell product types that were underrepre-
sented in the dataset that was ultimately used. That this is the case also calls into question
once more how representative the Telegram dataset is of how Telegram marketplaces actu-

52 Telegram as a New Cybercrime Marketplace



CHAPTER 7. DISCUSSION

ally function, which is why the claims made in the discussion and conclusion are formulated
to be as specific as possible, by referring only to the datasets and not claiming anything
beyond that.

Unfortunately, this is not the only thing that diminishes the representativeness of the
data. Taking a sample size of roughly 1000 posts for each of the datasets and coming up
with, in the most extreme case, 13 labels to represent it, means that each label has on av-
erage roughly 80 advertisements. In truth, there are categories that have as little as 20 or
even 5 labels in them. Because 5 was deemed far too few to draw a comparison, three cat-
egories were left out in section 5.2.2. For other categories, though, the small sample size in
a given category might still discredit the validity of its representativeness as a whole.

7.5 Future Research
As was stated, this research aims to provide a general overview of how Telegram cyber-
crime marketplaces function to diminish the research gap. The comparisons between the
two datasets give a reference point on how to interpret the data, how and in what way cyber-
criminal transactions occur on Telegram, as well as their differences and similarities with the
dark web. However, as mentioned in section 7.4, the representativeness of the datasets is
limited and there are many aspects of the ecosystem that were not researched in this study,
for example, an analysis of how different sizes of groups impact a marketplace or finding
out why people would prefer Telegram to dark web forums.

Since the Cambridge dataset did arrive eventually, albeit not in time to matter for this
research, it might still be interesting to use it in future research. It could be used with the
LLM as was proposed in the earlier stages of this research to categorize advertisements, and
along with a larger Telegram dataset, this research could be done on a larger scale, which
would improve how representative the conclusions are for Telegram as a whole.

During the search for legitimate Telegrams that were still active, the notion of paid Tele-
gram groups was discovered. These are groups where a steep price ($200 or more) is paid for
access to a private group. In these groups all matter of methods of cybercrime are shared,
according to the description. Investigating these groups might be interesting, since, just
like exclusive dark web forums, there might be a level of professionalism that might be ab-
sent from public groups. These groups are probably better administered than most groups
that were used in this research, as it is in the financial interest of these groups’ admins to
run a successful group, thus these groups could be communities with a completely different
ecosystem surrounding them than the usual Telegram marketplaces.

The last topic for future research would be to do the same research once more, given
some time has gone by. In some aspects, think long-term collaborations or the lack of
extremely expensive products, Telegram can still be seen as not as "mature" as dark web
cybercrime forums. This could change after the platform has been given more time to culti-
vate the ecosystem surrounding its marketplaces. One example of this already happening
is the escrow bot, where a bot is used to fill the gaps that Telegram has due to it not being
designed as a marketplace. In the future even more systems like that could be built, contin-
uously improving the platform.
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Conclusions

After analyzing the datasets, drawing comparisons, and discussing, there are multiple con-
clusions that can be drawn. This will be done in this section, where we’ll be discussing the
conclusion to each question.

8.1 What Are the Differences Between Dark Web Cybercrime
Forums and Telegram Marketplaces in What Is Being
Offered?

There are several differences between Telegram marketplaces and dark web cybercrime
forums. These are not only present in the products that are available or requested, but also
in how they are advertised, and can be attributed to how users view the two platforms.

Where the dark web attracts a large variety of different users, Telegram users seem more
prone to treat Telegram as a one-and-done kind of platform. This means that when they
need something, they will use the app, buy it, and be done. This can be concluded from
the data, since there are fewer buy advertisements, fewer advertisements for services, and
fewer advertisements with a periodic payment that require a renewal of subscription.

There is also a difference between the products offered on Telegram and the dark web.
Telegram seems to have an abundance of financial products, as well as more services that
have to do with social networks. In other product categories, it is either as popular as the
dark web or less popular.

Within product categories there is also a difference, which can be concluded from the
price distributions, which leads us to the next question.

8.2 What Are the Differences Between Dark Web Cybercrime
Forums and Telegram Marketplaces in Terms of Pric-
ing?

To assess the pricing differences between the dark web and Telegram there needs to be
some nuance. There are definite differences in pricing, with Telegram having more adver-
tisements without a price specified, as well as having more advertisements that are cheap
than the dark web. This, however, does not mean that the same products advertised on both
platforms are cheaper on Telegram, but it more likely means that the more expensive prod-
ucts are not advertised on Telegram altogether. This would mean the cheaper price tags are
more prevalent because cheaper products are simply advertised more often on Telegram.

Furthermore, there are almost no advertisements in the Telegram dataset that offer a
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percentage for work done, which is often offered when collaborations are discussed. This
seems to further support the claim that Telegram is more of a one-and-done platform than
the dark web is; on the latter, advertisements regarding collaboration (and thus advertise-
ments that have a percentage offer) are much more common.

8.3 How Is the Lack of Inbuilt Market Mechanisms Handled
by Telegram Marketplaces?

The lack of inbuilt market mechanisms is not something that impedes Telegram’s ability to
host functional marketplaces. According to the definition, there are plenty of viable groups
that have some form of reputation system and accept, or even provide escrow. However, the
fact that these systems exist does not necessarily mean that they function well and should
be trusted. A vouching system provided by the party that also runs the service for which the
vouches are should be regarded skeptically, as there is a clear conflict of interest. However,
it can also be seen that these systems are continuously evolving, with some groups now
requiring verification before entering and escrow services being provided by a bot.

From the case studies that were done in this research it can be concluded that Telegram
certainly has its own way to fill up the market mechanisms that are not natively provided by
the app itself.

8.4 Final Conclusions
The main differences between the dark web forum and the Telegram marketplaces that
were used for this research appears to be in the way the marketplaces are being run by the
admins, as well as how they are used by users.

Telegram groups have a tendency, when they get too large and are not administered
strictly, to degenerate into a place where spammers post their advertisements as often as
possible. This will drown out any attempt at conversation or other means of doing business.
Only smaller groups, which would be easier to administer, or groups with stricter admins
seem to be more resilient to this regression.

The users interacting with Telegram marketplaces appear to prefer using the app when
in need of something, or otherwise just not use it for business at all. It seems that buy
advertisements, posts for collaboration, and subscription services are all less common on
Telegram than they are on the dark web, as well as Telegram mainly advertising cheaper
products than the dark web.

The products that are offered in Telegram marketplaces are similar to the dark web; there
are no categories that are present in one dataset while absent in the other. However, the fre-
quencies with which certain products are advertised does differ between the two platforms,
with many more advertisements of products regarding carding and social network services
being present in the Telegram dataset than in the dark web dataset. In the researched
datasets Telegram marketplaces also often seem to focus on a specific category of prod-
ucts, appearing to have no high-traffic marketplaces with a wide variety of products.

The results and conclusions of this study are meant to provide a general overview on
cybercrime marketplaces on Telegram, and might provide a starting point for further re-
search into the cybercrime ecosystem on Telegram. It aims to provide a framework upon
which other studies can further build.
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My First Appendix

A.1 Glossary
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Term Definition
Bot A Telegram tool that allows the automation of specific tasks.
Channel A Telegram tool for broadcasting messages to a large audi-

ence in a one-to-many manner.
Community A Telegram space that has multiple channels for specific

topics.
Cybercrime Criminal activities carried out by means of computers or the

internet.
Dark Web The part of the World Wide Web that is only accessible by

means of special software, allowing users and website op-
erators to remain anonymous or untraceable.

Escrow A system in which a third party facilitates a transaction be-
tween the buyer and seller, to reduce the likelihood of any-
one getting scammed.

Group A Telegram tool for conversation between multiple people
in a many-to-many manner.

Market Mechanisms Systems implemented on dark web forums to hinder scam-
mers attempting to swindle others.

Onion Routing A technique for anonymous communication over a com-
puter network, where messages are encapsulated in mul-
tiple layers of encryption and are sent through multiple
routers.

Poster Person sending an advertisement on Telegram or placing
an advertisement on the dark web.

Reputation System A system that allows users to review others based on previ-
ous interactions, to allow fellow users to assess whether a
user is legitimate

Silk Road One of the first major illegal marketplaces on the dark web,
where users could purchase drugs, pornography, and coun-
terfeit documents

Telegram An instant messaging app with a focus on speed an security.
TOR Network Special software that allows the user to access the dark web.
XSS A Russian dark web forum that specializes in the sale of cy-

bercrime products.

Table A.1: Glossary of field-specific terms used in this study
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