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Abstract. Communication between satellites and mission control cen-
ters is currently protected via the Space Data Link Security (SDLS)
Protocol. This protocol uses exclusively symmetric cryptography, which
makes it resilient against quantum computers, but prevents key up-
dates from achieving post-compromise security and limits operational
efficiency, especially in future federated environments.

To resolve these issues we designed a key-update/establishment protocol
based on PQNoise that leverages KEMs to achieve confidentiality and
authenticity. We prove the resulting scheme secure in a slightly modified
version of the Bellare-Rogaway-model.

To keep the SDLS protocol untouched, the resulting protocol is not used
as the handshake phase of a larger data-transmission protocol, but actu-
ally run independently, permitting to start from shared keys.

Keywords: Key establishment, Space Data Link Security, post-quantum cryp-
tography, Bellare-Rogaway model

1 Introduction

The Space Data Link Security (SDLS) protocol is a security protocol to pro-
tect the communication of and with spacecraft, typically between a satellite
and the mission-control center. It is a Recommended Standard published by the
Consultative Committee for Space Data Systems (CCSDS), a standardization
organization for space agencies. (As of 2025 the organizations of the European
Union, France, Germany, Italy, Canada, Japan, Brazil, the United Kingdom, the
People’s Republic of China, the United States, and Russia are full members).

SDLS works on the data-link layer of the network stack and primarily stan-
dardizes headers and trailers for other packets. Given its highly international
setting, SDLS does not itself standardize specific cryptographic algorithms, but
an accompanying document provides recommendations.

One limitation of current versions of SDLS is that it only standardizes the use
of symmetric cryptography?®. This has the advantage of being largely immune to
adversaries with access to quantum computers, but it comes with the downside

3 There are extensions to propose use of elliptic-curve cryptography.
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that no new communication can be established. While this is less of a concern
for the current use of satellite-to-ground communication, CCSDS is working on
plans to use SDLS for satellite-to-satellite communication, where such a feature
is a critical requirement. A further downside is that it limits the methods to
update keys, to those using symmetric primitives. This implies that any attacker
who compromised a key, can decrypt any subsequent communication, including
messages updating to a new key and hence any message under this key, i.e., a
key update cannot recover security after a key compromise.

1.1 Requirements

The goal of this work is therefore to design a key-update/establishment protocol
that relies on asymmetric algorithms for authenticity and confidentiality. This
protocol should provide the key for SDLS, and key updates may use SDLS as
secure channel for transport, but it should not touch SDLS itself. This means
that the design is not just the handshake phase of a more complex protocol that
is only ever run in conjunction with a data-transmission protocol, but actually
a standalone protocol concluding with both parties sharing a key. Not only does
this reduce the difficulty of the analysis, but it also decreases the complexity (and
thereby the attack-surface) and allows to update keys less often which reduces
the communication and computational load.

In light of the expected duration for which any standard for communication
with spacecraft will be used, security against quantum-adversaries is a necessity.
While there are some standardization efforts for a Public Key Infrastructure
(PKI) for space settings, these are not yet developed to the point, where it
would make sense to target anything specifically. Because of this, our protocol
is agnostic to how the communicating parties obtain their peers’ long-term keys
and assume they come pre-installed.

Lastly we note that there is no obvious need to be able to perform dynamic
ciphersuite negotiation. Hence, we designed an opinionated protocol with a fixed
ciphersuite; changes can be done in new (incompatible) versions of the protocol.

1.2 Related Work

Many widely used key-exchange protocols are based on the Diffie-Hellman Key
Exchange (DHKX), which offers a primitive known as Non-Interactive Key Ex-
change (NIKE) but is vulnerable to attacks with quantum computers. So far,
there is no post-quantum NIKE that is commonly considered secure, though
first proposals do exist [6,9,19,7]. NIST’s post-quantum process did not consider
NIKEs and instead requested Key-Encapsulation Mechanisms (KEMs) that have
for now become the de-facto standard for asymmetric post-quantum key estab-
lishment. In some protocols KEMs are an easy-to-use substitute for NIKEs, but
this does not hold universally and needs case-by-case analysis.

Despite this change, there are already several protocols that use KEMs to
offer post-quantum security at this point [22,13,3,5]. Our work is heavily based
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on Noise [17] and post-quantum Noise [13], an extension that incorporated KEMs
to provide post-quantum security.

1.3 Design Considerations

We deviate from Noise in the way we derive the final key because we are designing
a key exchange rather than a full secure-channel protocol which also transmits
data. Firstly, Noise uses its final keys already during the handshake phase to
encrypt messages before receiving a key confirmation from the peer. In order
to ensure that the resulting keys of the key-update mechanism are truly fresh
and can be used without any worries, we instead derive the final keys only once
everything in the handshake has been completed by the party in question.

Furthermore, we combine the resulting pre-keys with the handshake hash to
improve the robustness against replay attacks. Noise skips this, since its use of
the keys in the communication layer provides similar assurances. In our case we
treat SDLS as a standalone protocol to which we need to deliver a fresh key.

Lastly, we always insist on key-confirmations. Skipping them is a possibility
in signature-based protocols that could potentially save half a round-trip, but
would result in a much more fragile protocol.

Due to the difficulty of impersonating a satellite that is physically in orbit,
we also provide a variant that does not authenticate the responding party (here:
the satellite) in exchange for a slightly more lightweight protocol. While the use
of such a protocol requires careful consideration, a scenario in which a channel
can be assumed to be partially authenticated can be an instance where the
bandwidth-savings may be enough to justify the use of the weaker protocol.

We remark here that such a version assigns trust to whoever provides the out-
of-band authentication, which in the motivating example would be the ground-
stations, not mission-control. Whether this trust is reasonable is not something
that we can comment on, beyond strongly advising to thoroughly evaluate that
question before any use of protocols that are only partially authenticated.

1.4 Primitives

To choose a specific instantiation to recommend, we evaluated various primitives.
Our focus here was on finalists and alternates in NIST’s post-quantum compe-
tition. For a detailed overview of these schemes we refer to ENISA’s report [4],
and for NIST’s motivation to NIST’s announcement [1].

Our primary focus here lay on the KEMs Kyber [21], Frodo [15], and Classic
McEliece [2]: Kyber because it was chosen in NIST’s competition and its overall
high performance-characteristics, Frodo and Classic McEliece because of their
more conservative designs and approval by various European bodies, and the
latter also for its performance-characteristics when used for long-term keys.
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1.5 Reception and ongoing standardization

We provided the results to ESA and presented them to CCSDS which, under the
lead of ESA, has now begun work on standardizing our Triple-KEM proposal as
a blue book.

2 Proposals

As a baseline, we consider the traditional approach of using signature key pairs
as long-term keys and KEM (traditionally public key encryption) key pairs as
ephemeral keys. This approach was for example used in TLS up to version 1.2.
Most early proposals for post-quantum secure communication focused on TLS
and followed this general approach (see for example [20,8,16]). For reference we
provide an instantiation of this approach in the full version of this paper [12].
Alternatively it is possible to build protocols that only use KEM key pairs
and establish authenticity via challenge-response. Since post-quantum KEMs
tend to be more efficient than signature-schemes, especially in terms of size, this
approach can lead to protocols with lower communication cost. This is also the
approach that was used by the PQ protocols PQWireGuard [13], KEM-TLS [22],
and PQNoise [3]. For further alternatives see the full version of this paper [12].

2.1 Dual/Triple-KEM Exchanges

If Alice wants to authenticate herself to Bob in a purely KEM-based protocol,
she has Bob encapsulate a shared secret for her long-term key and send her the
ciphertext. If she is then able to create an AEAD-ciphertext using the shared
secret as key, Bob can conclude upon successful decryption that he is talking
to Alice. The encapsulated shared secret was only accessible to himself and the
owner of the private key (Alice). Since it is (by assumption) not practically
possible to create an AEAD-ciphertext for a given key without knowing said
key, only Alice or Bob could have created that ciphertext.

Our main proposal follows this idea with three keys — a long term key for
each the sender and the receiver, as well as an ephemeral key for the sender,
see Figure 1 for a diagram of the protocol. The main differences to previous
protocols are that none include a mechanism to update long-term keys and that
PQNoise directly proceeds to a messaging-phase, whereas our protocol is a pure
key-exchange that outputs keys at the end. Authentication being performed
by challenge-response with long-term KEM-keys has the added benefit (besides
performance) that it naturally provides replay-security.

We accommodate a situation in which the communicating parties have al-
ready a pre-shared key (psk). We use that psk as a symmetric key in authen-
ticated encryption to offer security from the first message on. If no psk exists
between initiator and responder it can be initialized with an all-zero bitstring,
as it is merely used as a defense-in-depth-measure, as the initial message only
sends public-key material and authenticity is derived later for the entire protocol
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Initiator Responder Initiator Responder

psk

psk | pk_e [pk_mc_new|
pk_mc

sk_mc
- m

k_e |pk_mc_new
sk_mc pk_e [pk._mc_nev] pk_mc

sk_e »>

sk_e

|| key_mc, key_sat || || key_mc, key_sat ”

Fig. 1: Overview of the Triple-KEM exchange. Solid boxes indicate that the con-
fidentiality of their content is protected by the same-color secret. Solid blue
boxes and boxes in the color of the senders’s long-term secret furthermore guar-
antee authenticity at the time at which they are received. Dashed boxes indicate
that only the authenticity (when received), but not the confidentiality is pro-
tected. By the time the protocol completes (that is when it outputs key_mc and
key_sat) the entire transcript is authenticated. Values in square-brackets are
optionally updated long-term keys and may be skipped. The left diagram de-
picts the situation in which there is a secure pre-shared key (psk) and the right
one the situation where there is not.

(after the challenge to the long-term key is decrypted correctly). Figure 1 depicts
the difference in protection of the transmitted data depending on whether the
used psk is secure.

If only the authenticity of the initiator has to be ensured because the au-
thenticity of the responder can be guaranteed out-of-band, Triple-KEM can be
simplified into Dual-KEM: Dual-KEM differs from Triple-KEM only in that
the initiator would not send a ciphertext for the responder’s long-term key and
that the responder’s answer would drop the updated long-term key. The benefit
of this approach would lie in a more compact first packet and less computation
because a third of the asymmetric operations could be skipped. The disadvantage
is that Dual-KEM does not itself guarantee any authenticity of the responder.
The full version of this paper [12] includes detailed descriptions of Triple-Kem
and Dual-KEM.

2.2 Comparison

The Triple-KEM approach has the potential advantage, that it allows to mix
and match different KEMs to protect different properties using different trade-
offs. If long-term keys are for example never updated, it would be possible to
instantiate them with Classic McEliece to benefit from the small ciphertexts but
use Kyber for ephemeral keys where the public key has to be transmitted on every
exchange. This would improve the performance, the bandwidth requirements,
and potentially even the security. See Table 1 for examples.
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Table 1: Sizes of different instantiations in bytes. SK = Sign + KEM, SKU
= Sign+KEM with update of long-term key, SC = Signature-Chain, TK =
Triple-KEM, TKU = Triple-KEM with update of long-term key. P. 1/2/3 =
Packet 1/2/3, Sec.-L. = Security-Level of PQC component

Scheme P. 1 P. 2 P. 3 Sec.-L.
SK(Kyber512+X25519+Dilithium+ECDSA) 3348 3300 16 1
SKU(Kyber512+X25519+Dilithium+ECDSA) 4692 4644 16 1
SK(Kyber512+X25519+Falcon+ECDSA) 1594 1546 16 1
SKU(KyberS12+X25519+Fa1c0n+ECDSA) 2523 2475 16 1
SK(Kyber512+X25519+XMSS-SHA2_ 10_256) 3364 3316 16 1
SKU(Kyber512+X25519+XMSS-SHA2_10_256) 3428 3380 16 1
SC(Kyber512+X25519, WOTS+(32,16)) 3024 2992 16 1
TK(Kyber512+X25519) 1664 1632 16 1
TKU(Kyber512+X25519) 2496 2480 16 1
TK(Kyber512,McEliece348864, both + X25519) 992 960 16 1
TKU(Kyber512,McEliece348864, both + X25519) 262144 262128 16 1

An advantage of the signature-based approach on the other hand is that it
technically allows to design a protocol that saves half a round-trip because it
does not strictly require a key-confirmation message. Assuming that a sufficiently
secure replay-protection is in place, the first message in the protocol can be
assumed to be authentic by the satellite, because it is by assumption not possible
for an attacker to forge the included signature and the replay-protection prevents
replays. Similarly, the response could be assumed to be authentic by the receiver
for the same reasons. Due to the inherent fragility of non-interactive replay-
protection mechanisms, we can already state here, that we do not recommend
versions of the signature-based approaches that skip key confirmation.

3 Selection

For a quick summary of the various packet sizes see Table 1 which includes sizes
for Triple-KEM with the stated KEMs as well as a comparison with signature-
based versions, outlined in the full version [12]. We include Dilithium [14] and
FALCON [18], which are selected by NIST. Instead of the third winner, the state-
less hash-based scheme SPHINCS+ [10], we included XMSS from RFC 8391 [11]
as a standardized stateful signature scheme and its building block, the one-time
signature scheme WOTS+.

The hybrid versions assume that a KEM-combiner is used with a KEM ver-
sion of X25519, but without turning WOTS+ into a hybrid. These numbers
would change slightly depending on whether only EKEM, the ephemeral KEM
used in the system, should be hybrid or whether the signatures should also be
made hybrid. That said, the comparison clearly demonstrates that the use of
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a hybrid elliptic-curve scheme comes at little cost with regards to packet size
compared to using only the post-quantum scheme.

We do not consider instantiating ephemeral KEMs with Classic McEliece
due to the large size of the public key, but note that it offers very interesting
performance characteristics for long-term keys: As long as there is never a need
to update those long-term keys, no other scheme offers competitive size char-
acteristics. The entry TK(Kyber512,McEliece348864, both + X25519) shows a
scenario where the long-term keys are instantiated with Classic McEliece and
the ephebral keys with Kyber. The corresponding TKU entry shows the impact
of updating both long-term keys.

All of these sizes assume the use of an AEAD-scheme that adds a constant 16
bytes to the length of the plaintext; this assumption holds for many widely used
schemes, in particular AES-GCM with a full-sized authentication tag. The sizes
are however independent of the choices made for the involved hash functions
(except for the case of hash-based signatures), as the protocol does not transmit
any hashes.

We note that all of these proposals offer forward secrecy, post-compromise
security, updateable long-term keys, and some form of hybrid security. This also
holds if the network fragments packets, but in the event that fragmentation
causes data to arrive out-of order or not at all, the protocol as presented would
not be able to reorder or re-request them. Consequently, it needs to assume
an attack and drop the connection. The layer handling fragmentation would
be required to ensure the correct ordering and re-requesting of lost packets if
dropped connections are an issue.

3.1 Our Recommendations

If only one PQ-KEM is used, our primary recommendation is Triple-KEM with
Kyber+X25519. The packets are generally smaller than for Sign+KEM (except
for Kyber 4+ Falcon without key update), it only requires the implementation
of one pair (Kyber and X25519) of cryptographic primitives (reducing attack-
surface and simplifying implementations), and can be expected to clearly out-
perform Sign+KEM with Falcon. Furthermore it avoids the issue of Falcon being
notoriously hard to implement securely.

This recommendation also applies to Dual-KEM(Kyber+X25519): While this
does sacrifice responder-authenticity, the two variants are otherwise extremely
similar and can therefore share most of the implementation burden. While we
stress that Dual-KEM should only be used upon very careful analysis of the
extent to which the specific mission can afford to skip cryptographic authentica-
tion of the responder, it does enable significant bandwidth- and computational
savings, by virtue of not sending one Kyber-ciphertext and not performing one
encapsulation and one decapsulation.
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4 Analysis

We analyzed our protocols in a slightly modified version of the Bellare-Rogaway
model, henceforth BR’, to prove both confidentiality and authenticity of the
resulting keys. We refer to the full version [12] for definitions of the model as
well as the proofs and only summarize the core results here.

Intuitively both Triple- and Dual-KEM offer full confidentiality of the re-
sulting keys, even against attackers that can compromise long-term keys. Fur-
thermore both schemes provide authenticity, though Dual-KEM only for the
initiator (we formalize this as an assumption that the responder cannot be im-
personated and leave it to the instantiating party to evaluate whether this is a
reasonable assumption given the specific setting).

More formally:

Theorem 1. There is no polynomial-time quantum-adversary that can win the
BR’-game against Triple-KEM, with more than negligible probability. Specifically,
we find for all such adversaries A:

3 AV (1Y)

n n; - n,, - EKEM.J
+ n;ong on.-ng -3 'AdVingérglgG (1Y)
: v IND-CCA (1Y)

+ N, M Ny R - AV IKEM
T+, NNy ﬁm : AdVZ\lI4,_IR’CIEI?M (1)
+ n; - rn’si cTy nsr -3 AdVi{?ﬁgo (1)\)
+ (nsi + nsr> TNy Ty AdVEZUI,:—ACEAXg (1A)
+ o ompeng g n 2 AdViI,ﬁDF (1Y)

Sp

BR’'
AdVA,3KEM (1’\) <

Theorem 2. There is no polynomial-time quantum-adversary that can win the
BR’-game against Dual-KEM, with more than negligible probability. Specifically,
we find for all such adversaries A:

2 AdVEIT (1)

N n;-n, - EKEM.6
IND-CCA
T e, 3 AV exem (1)
AdVBR’ (1)‘) < + Ng =My Ny m ’ Advﬂ4v_|KEM (1)\)
A, 2KEM |+ memg neng 2 Adv R0 (1Y) |
3 T EUF-CMA
+ ng -, AdV',éz . AEAD (1Y)
+ Advy S (1)

BR',, . .
where Adv_; s (1*) refers to the mazimum achievable advantage for the
adversary to cause an unpeered, complete initiator-session.
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