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1 Introduction

Solving systems of multivariate polynomial equations has been one of the oldest alternatives
to number-theoretic problems in public-key cryptography. The underlying computational chal-
lenge — finding solutions to multivariate quadratic systems — is NP-complete over Fy [GJ90]
and forms the foundation of numerous cryptographic schemes. While mathematicians tradi-
tionally celebrate each new solution to polynomial systems, cryptographers have the seemingly
ungrateful task of ensuring these solutions remain as computationally intractable as possible
for their schemes.

This tension has become particularly acute with the emergence of post-quantum cryptogra-
phy. Alongside the lattice-based approaches, code-based cryptographic schemes offer another
promising avenue for quantum-resistant security. Among these, the MEDS digital signature
scheme [CNP*22| represents a notable recent development, basing its security on the Matrix
Code Equivalence (MCE) problem. The MCE problem asks whether two given rank metric codes
are equivalent under the action of certain linear transformations. What makes MCE particularly
interesting from an algorithmic perspective is its connection to polynomial equivalence prob-
lems. It has been established in [RST22| that MCE instances can be reduced to the Quadratic
Maps Linear Equivalence (QMLE) problem. This reduction is significant because it transforms a
coding-theoretic problem into an algebraic one, opening the door to polynomial system solving
techniques.

One of the most effective approaches [BFV12|, operates by reducing QMLE instances to a
related but seemingly simpler problem: the Inhomogeneous Quadratic Maps Linear Equivalence
(inhQMLE) problem. We will talk about this problem extensively in Section 3 and describe the
plethora of related problems there, and for this reason, we describe it rather briefly here. The
problem is asking us to recover two linear maps which we will call S and 7. We are given
two sets of m inhomogeneous multivariate quadratic maps F and P (over a finite field F,) in
n variables, with a promise that they are related by a linear change of coordinates, namely
P =T oFoS. Our task is to find this change of coordinates (S,7) € GL,(F,) x GL,,(F,).

While this reduction is elegant, it requires exponential time to find the necessary “collision”
that enables the transformation from homogeneous to inhomogeneous instances. The crucial
fact is that it is then assumed that we are in fact able to solve those inhomogeneous instances
efficiently, for the whole approach to yield answers in a rather timely manner. The security
analysis of MEDS and the practical feasibility of attacking MCE instances thus both ultimately
depend on our ability to solve inhQMLE efficiently.

Yet despite its central role, inhQMLE itself has received relatively little theoretical attention.
It is widely believed (and practically demonstrated) that random instances are solvable in
polynomial time. The most successful approach so far is by employing the theory of Grébner

bases. However, while these algorithms are efficient in practice, establishing rigorously the



expected running time is often tricky. The experiments usually focus around the case where
S and T are of the same dimension, or, in other words, the systems F and P have as many
equations as variables. This is the case for historical reasons, where cryptographers attempted
to construct cryptographic schemes based on the families related to QMLE, and the simples and
most attractive choices were where n = m in the above. However, the reduction from [RST22]
relates the MCE instances very directly to the QMLE ones. Specifically, the dimensions of the
matrices used in the former, almost directly translate to the defining parameters n and m of the
latter. As the codes proposed to be used in practice for MEDS have dimensions that translate
to not necessarily equal n and m, this motivates us to study inhQMLE instances for arbitrary
parameters.

This thesis is attempting to fill in those complexity analysis gaps for arbitrary random
instances of inhQMLE.

1.1 Owur contributions

The main contributions of this thesis are twofold. We present analysis of the structure of the
system of equations obtained from instances of inhQMLE(n, m, ¢) (which are defined more
formally in Section 3) for arbitrary n,m € Z>q and ¢ a prime power. In earlier works, most
of the analysis focused on the case n = m. We pay special attention to this case, but our
theoretical findings do not make this assumption. Similarly, to the best of our knowledge, we
are the first to present explicit values for the number of equations obtained from the instances
of quadratic IP2S (which is just inhQMLE without the assumption that S and T are linear),
contrary to just upper bounds that can be found in [BFFP11, Per05, BFFP10, FP06|, for
example. These types of papers are often restricted to analyzing the hardness of variants of the
IP problem (see Problem 3.1) that arise from an attack on some multivariate scheme. Therefore,
the instances they obtain are most of the time not random (for example, the linear and constant
parts are obtained by differentiating the homogenous quadratic part). In this work we do the
opposite and assume no underlying cryptographic structure in the instances that we analyze.
This allows us to state some results about the ranks of our linearized systems that explicitly
rely on the randomness of the underlying polynomials. On the other hand, this introduces new
difficulties, such as the difficulty in describing the structure of a linearized system. All of this
is discussed in more detail in Section 5.

Secondly, we present a new algorithm for solving inhQMLE(n, m, ¢) for the n = m case based
on the approach of the XL-algorithm that runs in time approximately O(n'?). Unfortunately, we
did not manage to justify the correctness of this approach; however, all the tests we conducted
succeeded without exception for appropriate parameters (specified in Section 6). Lastly, we
present experimental evidence for the rigid structure of the equations we obtain by modelling

inhQMLE. For example, the rank of the linearization of inhQMLE(n, m, ¢) for n = m is always



the same for any fixed n.

1.2 Layout of this thesis

In Section 2 we introduce the notation and present the preliminaries, while Section 3 intro-
duces some of the background to the things we will be talking about, like the IP and QMLE
problems. In Section 4, we show how we obtain the equations we later use to solve our initial
problem. Section 5 deals with the structure of those equations and the linear dependence of
their linearization. Finally, in Section 6 we present our experimental results and analyze them,

to eventually come to the conclusions in Section 7.



2 Preliminaries

In this thesis, we will be working with multivariate polynomials of degree at most three over
finite fields. Most definitions will therefore not be stated in full generality, but such that
they suit our applications and notation the most, striving for consistency with the “standard”

notation.

2.1 Notation and miscellaneous definitions

Capital letters will usually denote matrices (M, A, etc), lowercase bold letters will denote
vectors (X, ¢, etc) and lowercase letters in normal font will denote elements of the underlying
field. The finite field of ¢ = p* elements, for p a prime and k a positive integer, will be denoted
by F,.

For m and n some positive integers, we denote by M,, ,,,(F,) the set of all m-by-n matrices
with coefficients in F,. We denote by MY/ (F,) the subset thereof of upper-triangular matrices.
Note that both of these sets form an algebra over [F,. The ¢, j-th entry of a matrix A will be
denoted by a;; and the i-th row (resp. i-th column) of the matrix A will be denoted by a;e
(resp. ae;).

The set of invertible matrices in M,, ,,(F,) forms a group and it is denoted by GL,(F,) -
the General Linear group. The semi-direct product GL,(F,) x Fy is denoted AG L, (FF,) and it
forms a group with the operation (A,v) - (B,u) = (Au+ v, AB). The action of AGL,(F,) on
a vector x € Fi" is given by

(A, v)(x) = Ax + v.

Definition 2.1. A rectangular matrix is in reduced row echelon form if it has the following

properties:
1. All non-zero rows are above any rows of all zeros.

2. Each leading entry of a row is in a column to the right of the leading entry of the row

above it.
3. All entries in a column below a leading entry are zero.
4. The leading entry in each non-zero row is 1.
5. Each leading 1 is the only non-zero entry in its column.

We will frequently make use of the so called “Kronecker product” as it will allow us to

describe the rank of some matrices more precisely.



Definition 2.2. Given an m x n matrix A and a p x ¢ matrix B, their Kronecker product
C = A® B, is an mp X ng matrix with elements defined by

Cap = Aijby
where o =p(i — 1)+ kand S =¢q(j — 1) + L.

A helpful way to visualize this definition is to note that for A and B as in the above
definition, the product A ® B is actually just the block matrix

CLHB cee alnB
A® B = : :

amB - apn,B

For example, if I, denotes the n-by-n identity matrix, then

1020
L2\ oo
3 4 >3 04 0|
030 4
while

121 2
1 9 34 3 4

IQ@ —
3 4 121 2
34 3 4

Note that this product is not commutative. The product A ® B is not necessarily equal to
B ® A, as illustrated above. On the other hand, the Kronecker product has the nice property
that it is multiplicative in the rank.

Lemma 2.3. Let A and B be matrices. Then we have
rank(A ® B) = rank(A) - rank(B).
We recall the definition of a (two-sided) module.

Definition 2.4. Let A be a ring with identity 1. A left module over A is an abelian group M,
equipped with an operation
AX M — M, (r,z)—rzx

satisfying for all a,b € A and z,y € M, the following identities:

1. a(z +y) = ax + ay,



N

(a +b)x = ax + bz,
3. (ab)x = a(bx),
4. 1z = =,
5. ar = xa.
A module homomorphism ¢ is a group homomorphism such that also
¢(ax) = ag(x)
holds for any € M and a € A.

The axioms 1. to 4. define a module, while 5. makes it two-sided.

2.2 Polynomial rings over finite fields

In this section we recall definitions and standard results concerning rings of polynomials over

(finite) fields.

Definition 2.5. Let [F, denote the finite field of ¢ elements. We define the polynomial ring
[F,[z] in the variable x to be the set

d
]Fq[l'] = {Z Cil'i | de ZZ()’ C; € Fq}

i=0
Inductively, we define the polynomial ring in n > 1 variables over [F, as

(Fylz1, ... zna])[zn] = {Z Copren @yt -xim | € € Lsp forall 1 <5<, ¢ e, € Fq}
and we denote it by F,[z1,...,z,] or F,[x].

We call c., .

a term. For a polynomial f, we define the support of f to be the set of all the monomials

€n
n

€n
n

: €1 ; €1
. a coefficient, x{"---x¢" a monomial and the product ce,, ., - 27" @

appearing in it, with non-zero coefficients. Furthermore, for a monomial (or term) x7* .- 2%,

its degree is defined as
deg(z§' -+ i) = Z e;.

For a positive integer d > 1, we denote the set of polynomials whose non-zero terms all

have the same degree d by F,[zi,...,2,]s and those with also lower degree terms than d
by F,[z1,...,2,)<q. We call a polynomial f homogenous of degree d (or d-homogenous) if
f €F,[z1,...,2,)a. For aset F of polynomials in F,[zy,...,z,], we denote by F'¥ the set of

d-homogenous parts of elements of F. For example, if F = {22424 1, 2x—1} then F2 = {22},
FU = {2,227} and FIU = {1, -1}.

Lastly, we will often be counting monomials and so the following proposition will become
handy.



Proposition 2.6. Let F, be a finite field with q elements and d < q. Then, the amount of

monomials of degree d in F,[z1, ..., z,] is equal to

i)

The number of monomials of degree at most d is equal to

(29029

Proof. First statement is chosing d out of n elements x4, ..., x,, with repetition. The second

statement is also chosing d elements with repetition but this time from the set zq,...,z,,1. O

2.3 Algebraic geometry

As mentioned in the introduction, in order to find the secrets 7 and S, we will rephrase the
problem as one of finding the variety of an ideal. This reformulation brings us into the realm of
computational algebraic geometry, where systems of polynomial equations are studied through
the algebraic structure of the ideals they generate. In this section, we introduce the necessary
concepts from this area in order to later describe some computational methods that are relevant
to this thesis.

Hilbert’s basis theorem. We first introduce a useful fact, that we will be using extensively
in this section, but which always only acts in the background. Namely, any ideal that we will
be working with can be expressed by a finite list of elements. To be more precise, we now
present that any ideal Z C [z, ..., z,] is finitely generated. This is captured by the following
characteristic of rings, which is named in honor of Amelie Emmy Noether (1882-1935), one of

the founders of modern commutative algebra.

Definition 2.7 (Noetherian rings). A ring A' is said to be Noetherian if it satisfies any of the

following conditions:
1. Every non-empty set of ideals in A has a maximal element,
2. Every ascending chain of ideals in A is stationary,
3. Every ideal in A is finitely generated.

These conditions are in fact equivalent, but we will not prove this here. The rings we will
be working with, are the polynomial rings over finite fields. Fortunately for us, any field is

Noetherian. The reason for that is because fields have only two ideals, (0) and (1) and so any

'From French anneau which precisely translates to, surprise surprise, a ring.



chain of ideals has to stabilize, making any field a Noetherian ring by condition 2. of the above.
In order to conclude that any ideal over F,[xy,...,x,] is finitely generated, we need a way to
pass from the Noetherian ring that [, is, to the polynomial ring F,[z1, ..., z,]. This is achieved
by the theorem by Hilbert:

Theorem 2.8 (Hilbert’s Basis Theorem). If A is Noetherian, then the polynomial ring Alx] is

Noetherian.
Proof. See [AM94, Theorem 7.5] O

It follows by induction that A[xq,...,z,] is Noetherian, as long as A is, thus giving us:

Corollary 2.9. Any ideal T C F[x1,...,x,] is finitely generated.

Varieties. Consider an element f € F,[zy,...,2,], i.e. a polynomial in n variables. To any

such polynomial we can associate a set
V(f)={P=(P,....P) €T, | f(P) =0} CF,,

that depends on f, which we call the zero set or a variety of f. More generally, to any collection

C CF,lx1,...,z,] we can similarly associate a set
V(C)={PeF,|f(P)=0VfeC}CF,

and subsets of Z C F, such that there exists some C' C Fy[z1,. .., x,] such that Z = V(C) are
called algebraic sets'.
Turns out that, if instead of C, we consider an ideal (C) generated by the elements of C,

this does not affect the variety, in other words

As we always have C' C (C'), we easily get V' ((C')) C V(C). For the other inclusion, let P € FZ
and f € (C). We can write f = __, fec with f, in Fyla,. .., 2,] since C generates the ideal.
But now we have f(P) = )__f.(P)c(P) = 0. Hence P is in V((C)) and so we have the other

inclusion as desired.

The Nullstellensatz One of the fundamental results in the field of algebraic geometry is
Hilbert’s Nullstellensatz?. Roughly speaking, it can be seen as a generalization of the funda-
mental theorem of algebra to polynomial rings in more variables, namely, it relates the zeros
of a set of polynomials to the ideal generated by those polynomials, thus establishing a fun-
damental connection between geometry and algebra. Before we forumlate it however, we need

few more definitions.

'Which, by Hilbert’s basis theorem, can be chosen finite.
2From German: null — zero, stellen — place, satz — theorem, the “zero-locus-theorem”.
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Definition 2.10. If Z is any ideal of F[z1, ..., z,], the radical of T is
VI ={f eF,[zy,...,2,] | f™ €T for some m >0} DT,
Furthermore, consider the two sets:
{ algebraic subsets of F, } and { radical ideals of F,[zy,...,z,] }.

Hilberts Nullstellensatz states that there is a bijection between them. To make it explicit, we
define two, opposite-direction maps between these two sets. The first one is the map V' defined

above, and more explicitly:

V' :{ideals of F,[z1,...,x,] } — { subsets of FZ }
V:I—V(I)={peF, |VfeT flp)=0}
Note that V' is inclusion-reversing, i.e. Z C J implies V(Z) D V(7).

The second one, is the map

I : { subsets of FZ } — { ideals of Fy[z1,...,2,] }
Z— 1(Z)={f eFlxy,...,x,] | VP € Z, f(p) = 0}.

With the above notation, Hilberts Nullstellensatz can be formulated as follows.

Theorem 2.11 (Hilbert’s Nullstellensatz). Let the maps I and V' be as above. For any ideal
TC Fq[xl, ..., Ty we have

[(V(T))=VT
Proof. The proof can be found in, for example Atiyah’s & MacDonald’s [AM94], page 85. [

Remark 2.12. Note that the above will not work for non algebraically closed fields. It may
happen that the set V(Z) is in fact empty for some ideals Z, when we let V' denote the map into
the “algebraic sets of F,” (instead of Fq). Indeed, as an example, take any prime p congruent
to 3 mod 4 and consider the polynomial f(z) = x* + 1 in F,[z]. One can prove, that in this
setting, there are no elements in F, that satisfy f(z) = 0 and consequently the “variety over
F,” corresponding to (f) is an empty set. Since I()) = 0, and \/(f)) = (f)), we fail to have

the equality I(V({f))) = /).

A related result which is sort of a “reverse” statement, is that for any algebraic set Z C F}

we have
V(I(Z2))=Z.

Indeed, for any p € Z and f € I(Z) we have f(p) = 0 by the definition of I(Z). This establishes
Z CV(I(Z)). To obtain the other inclusion, note that as Z is algebraic, it means that we can
find polynomials fi,..., fs € F,[z1,...,2,] such that Z = V(fi,..., fs). By the Nullstellensatz,
we get that I(V(fi,...,fs) = /{fi,--, fs) 2 {f1,..., fs). As V is inclusion-reversing, we
obtain V(I(Z)) CV({f1,...,fs)) = Z as desired. We collect this below.

11



Proposition 2.13. Let Z C F} be an algebraic set. Then V(I(Z)) = Z. O

Lastly, we will also need the concept of zero dimensional varieties that we will use in the
context of Grobner bases later on. More specifically, we say that a variety is zero dimensional,
if it only contains finitely many points. Analogously, we say that an ideal Z is zero dimensional

if it corresponds to a zero dimensional variety.

2.4 Computational methods

As elegant and powerful the above results are, they do not give us any clues on how to actually
compute a variety corresponding to an ideal. Below we introduce some computational methods
that solve this problem. Namely, we introduce Grobner bases and the method of linearization
of a system of equations. We will be refering to, and extensively using the later further on in
the text. Our main references for this section are the books [CLO10]|, [DPS20] and the PhD
thesis by Bouillaguet [Boull].

Monomial orderings. Before we dive into the realm of Grobner basis computations, we first
need to introduce the concept of monomial orderings. In the univariate polynomial ring F,[z],

there is a natural choice for the ordering of the monomials, namely by setting
l<z=<2><2°<....

In the multivariate case, there are many choices we can make regarding the ordering of mono-
mials. In fact, monomial orderings of the ring F [z, ..., x,] are in one to one correspondence
with orderings of ZZ,. We want to nonetheless keep some of the nice properties we have in the
univariate case. For example, any set of monomials 7 C [Fy[z] contains a smallest element —
the order is well founded. Furthermore, if x* < 27 for some i,j € Zs, then also z'z* < zix*

for any k € Z>,.

Definition 2.14. A monomial ordering on the polynomial ring F [z;,...,x,] is a relation <
such that:
1. < is a total order (i.e. for any o,7 € Fy[z1,...,x,] we always have ¢ = 7, or ¢ < 7 or
o=7T),
2. for any w € Fy[zq,...,2,], 0 < 7 implies that ow < 7w,

3. any non-empty subset has a smallest element.
Some of the more common examples of monomial orderings include:

o Lexicographic (LEX): o > 7 if the leftmost non-zero entry of o — 7 is positive.

12



e Graded lexicographic (DL): o > 7 if deg(o) > deg(7) or (deg(o) = deg(7) and the leftmost

non-zero entry of o — 7 is positive).

e Graded reverse lexicographic (DRL): o > 7 if deg(o) > deg(7) or (deg(o) = deg(7) and

the rightmost non-zero entry of o — 7 is negative).

Note that for monomials of degree 1, all of the above coincide. Furthermore, over polynomial
rings with just two variables, the orderings DL and DRL also coincide. To distinguish between
all three of them, we therefore need to look at at least quadratic polynomials in rings with more

than two variables.

Example 2.15. Consider F,[x,y, z] for some prime power q. Then LEX ordering disregards the
degree and simply considers the leftmost variable, whereas DL weights in the degree as well,

for example:
2 2
T >-LEX Y2 and 1z <pp Yz~

The difference between DL and DRL is the order in which we compare the exponents. For

monomials of the same degree we find:
Yy =pp 2%’z and 2Py <ppp 2Pytz.
The difference is especially subtle for quadratic monomials:

XY > pL TZ > DL y2 but TY > DRL y2 ™ DRL TZ.

2.4.1 Grobner basis

One of the most important computational tools in algebraic geometry (and commutative al-
gebra) is the theory of Grébner bases, introduced by Bruno Buchberger in 1965 in his PhD
thesis'. These provide an algorithmic approach to many problems involving polynomial ideals,
including ideal membership, solving polynomial systems, and computing elimination ideals. We
will not be diving deep into the theory and algorithmic aspects, because we will not be needing
them. There are many books, introducing and motivating these concepts so much better than
we do here, like for example the classic [CLO10], books such as [DPS20, vzGG13| or, mentioned
again, the PhD thesis by Bouillaguet [Boull]. Instead of following in their footsteps, we pro-
vide only a little bit of context for some of the concepts that we will talk about later on in this
thesis.

From now on, fix some monomial ordering < and for visual simplicity denote F[z1, ..., z,]

by A.

Tn fact, it has been so influential over the years that we need to introduce concepts related to them, even

though we do not explicitly use any Grobner bases in this thesis.

13



Leading terms and monomials. Given a polynomial f € A, we may sort the monomials
occuring in the polynomial under the chosen monomial ordering. The greatest one will be
denoted by LM (f), and is called the leading monomial. The coefficient of the leading monomial
in f, denoted by LC/(f) is called the leading coefficient. The product LC(f)- LM(f) forms the
leading term of f, denoted by LT'(f).

For an ideal Z = (fi,..., fs) C A, we define

LT(T) ={LT(f) | f € I}.

The ideal of leading terms of T is the ideal generated by LT(Z), which we denote (LT(Z)).
Unfortunately, it is not necessarily true that (LT(Z)) is equal to (LT(f1),...,LT(f)).

Definition 2.16. Let Z C A be an ideal and fix a monomial ordering <. A finite subset
G=A{q,...,q} CZis called a Grébner basis of Z with respect to < if

(LT(g1), - -, LT(g)) = (LT(1)).
Some important facts about Grobner bases include
e Every ideal Z C A has a Grobner basis.
e The noun “basis” is actually accurate because we in fact have (G) = 7.

e The Grobner basis as defined above is actually not unique but there exists a concept
of reduced Grobner basis which gives a unique set of generators satisfying the above
definition. By the abuse of terminology, we will use the term “Grobner basis” to mean
such reduced basis.

In the same thesis, Buchberger introduced an algorithm to compute the Grébner basis given
any ideal. The complexity of this algorithm is notoriously difficult to analyze but some nice
results exist like for example, for the so called “regular” systems of equations. More sophisticated
algorithms have been designed and the current state-of-the-art algorithm is the Fj algorithm
of Faugere.

Anyways, Grobner bases turn out to have many computationally useful properties. For
instance, once the Grébner basis of an ideal Z is known, one can efficiently test whether a given
polynomial lies in Z, or whether two ideals are equal. More importantly for us, it allows us to

explicitly compute varieties of zero dimensional ideals, with the help of the following theorem.

Theorem 2.17 ([BWK93, Theorem 6.54]). Let T C F,[y,...,2,] be a proper ideal. Then the

following conditions are equivalent:

(i) V(Z) is finite;

14



(ii) Z is of dimension zero;

(iii) For every ordering and every Grobner basis G of 7 with respect to the chosen ordering

there exists, for each 1 <i <mn, g; € G with LT(g;) = x;*, for some 0 < v; € Z>y.

Roughly speaking, this theorem allows us to find univariate polynomials in each variable,
which in turn allows us to solve the whole system and find the variety corresponding to any

ideal of dimension zero.

S-polynomials and syzygies. A key step in Buchberger’s algorithm for computing a Gréb-
ner basis is the introduction of S-polynomials. Given f,g € A, their S-polynomial is defined

* lem(LM(f), LM(g)) lem(LM(f), LM (g))

LT(f) LT(g) s

where lecm denotes the least common multiple of monomials. Intuitively, the S-polynomial

S(f.9) =

.f_

cancels the leading terms of f and g, checking whether it reduces to zero modulo G is the
criterion ensuring that G is a Grobner basis. The relations between polynomials expressed
by these S-polynomials are sometimes referred to as syzygies, and they capture the hidden

dependencies inside the ideal.

Linear algebra viewpoint. One of the most important stepping stones in the realm of
Grobner bases algorithms, was the work of Lazard in [Laz83]. Briefly described, he demon-
strated that the S-polynomial reductions — central to the Buchberger’s algorithm — could be
performed using Gaussian elimination on matrices obtained by linearizing the original system.
These matrices encode the polynomial system by arranging the coefficients of polynomials (and
their multiples by monomials up to the degree bound) as rows, with columns corresponding to
monomials (this will be described in detail in Section 2.5).

This idea allows us to step away from symbolic computations on polynomials into the realm
of computational linear algebra — an area that we understand much more and for which we
have countless algorithms suitable for virtually any subcase. This is precisely one of the main
ideas employed in the Fj algorithm [Fau02|. Likewise, this also allowed for other methods of
finding solutions to systems of polynomial equations, such as the XL-algorithm which we now

describe and later apply to our problem in Section 6.2.

2.4.2 Extended Linearization

The XL-algorithm (“eXtended Linearization”), introduced by Courtois, Klimov, Patarin and
Shamir in [CKPS00], is a method for solving systems of multivariate polynomial equations over
finite fields. The idea is roughly as follows: we look at the set containing the generators of the

ideal and we search for univariate polynomials. Such polynomials are efficiently solvable over
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finite fields thanks to (for example) Berlekamp’s algorithm [Ber67]. If we find such polynomial
and solve it, we can then plug back the solution into the original system and repeat the pro-
cedure until we either solve the whole system, or, there are no more univariate polynomials
among the generators. In the later case, we can extend the system that we are considering,
by looking at not only the generators, but also, for example, an augmented system of higher
degree. We can then construct an associated coefficient matrix of that system. After row re-
ducing the matrix of such augmented system, we hope to find new univariate polynomials, and
thus allowing us to repeat the whole process. This is described in detail in Algorithm 1 but

before we present it in detail, we introduce some notation first.

2.5 Linearization

Fix an ordering < and consider a polynomial f € F [z, ..., z,] of some degree d > 1. It should
not come as a surprise that we can express this polynomial as a sum of each of its terms and
we do this using multi-index notation a = (v, ..., a,) € Z%;:

flz,... x,) = anxa.

«
We will collect its coefficients into a vector whose entries are indexed by monomials ordered by
<. Concretely, let
(x*, x92, ... xY)
be the finite list of monomials that we choose to consider and this will usually just be all of the
monomials up to degree < d for some positive integer d (note that in the above, each «; is a

vector in Z%). The list is ordered so that
XM = X2 = XY

and we refer to it as the monomial basis vector with respect to < (sometimes ommiting < when
it is clear from the context). We then define the coefficient vector of f (with respect to <) to

be the row vector
coeff<(f) = (ca1 Cag *° caN> ,

where c,, denotes the coefficient of the monomial x* in f (and we set ¢,, = 0 if x* does not
occur in f). By this convention the first entry of coeff <( f) corresponds to the largest monomial
x* according to the chosen monomial ordering, the second entry to the second monomial and
SO on.

We can generalize this to any collection of polynomials F C F [z, ..., z,] and we formulate
that in the definition below.

Definition 2.18. Fix a monomial ordering < and consider a set F = {f(M) ... f™} C
F,[z1,...,2,). We define the coefficient matriz of F to be the matrix whose i-th row is
coeff< (f@).
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We will sometimes refer to the coefficient matrix of a system of equations F as the lin-
earization of F or the Macaulay matrix but the latter less so as it has another, slightly different
definition, see Remark 2.20.

Ezample 2.19. Set p = 23 and consider the polynomial ring F,[x1, x5] with DRL ordering. The
monomial basis vector is the

2 2
(3:17 T1Z2, Ty, T1, T2, 1)

The coefficient matrix of the tuple F = (fM), f@, f&) @) = (222 + x129 + 329 + 5, 22 — 32, —
21,71 + 3,2w9 — 5) € Fplxy, 22]? is then

210 0 3 5
001 -3 0 -21
000 1 0 3
000 0 2 =5

>

Remark 2.20. The definition above is derived from the definition of a Macaulay matrix. The
usual construction of a Macaulay matrix first fixes a degree bound d, and forms the augmented

polynomial set
F& = {h-f|f€F, hamonomial with deg(h- f) <d}.

Only then the coefficient matrix of this augmented system is called the “Macaulay matrix” of
degree d of F.

Here, by abuse of terminology, we will sometimes use “Macaulay matrix” to mean the coeffi-
cient matrix of the original system (i.e. the linearization obtained from F without multiplying

by extra monomials).

Ezxample 2.21 (Example 2.19 continued). The degree 2 Macaulay matrix of the tuple F defined
in Example 2.19 is obtained as follows. We cannot multiply the polynomials f() nor f® by
any of the monomials other than 1, as otherwise the degree of the product will be more than 2
(and we only want degree 2 matrix). We are left with the polynomials £ and f* which we

can multiply by both x; and x5 to obtain the polynomials
xlf(?’) = x% + 3z, ng(g) = 2129 + 3T, xlf(4) = 2x129 — 527 and x2f(4) = 23(:; — b5z,

The coefficient matrix of this augmented system (or just degree 2 Macaulay matrix of F) is
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then:

210 0 3 3
001 -3 0 =21
000 1 O 3
100 3 0 0
010 0 3 0
020 -5 0 0

002 0 -5 0
Note that, the order of the polynomials in the tuple F does not matter for us. What we care

about, is the linear dependence between the rows and this is invariant under row permutation.
>

Consider now an ideal Z = (fy, fa,..., fm) C Fylx1,...,x,]. It is easy to verify that it is
in fact a submodule of F,[x1,...,z,], as a F,-module (thus actually making it into a vector
subspace as well). It admits an infinite basis, generated by A - f; where h runs through all the
monomials of Fy[z1,...,z,] and 1 <7 < m. On the (infinite) basis of F [z, ..., x,] consisting
of all the monomials, the generators of Z define an infinite matrix, each row of which represent
a given h - f;. Each row will have only finitely many non-zero entries — as many as there are
monomials in f;. If, instead of considering all of the products A - f;, we only look at those that
satisfy deg(hf;) < d for some prespecified d > 1, we obtain a finite-dimensional matrix instead.
Indeed, a column corresponding to a monomial A as the only non-zero elements contains the
coefficients of ' - f; where h' | h. It follows that they are also finite in number. This in turn
allows us to triangulate the matrix by row operations.

The connecting idea of Lazard that was mentioned above can be now phrased as follows.

Proposition 2.22 ([Laz83|). G = {g1,...,9s} is a Grobner basis of the ideal T = (f1,..., fi)

if and only if the following set of polynomials is a basis of I seen as a vector space

{h- fi|1<i<t, hisamonomial, LT(hf;) is not a multiple of LT(f;) for j < i}.

XL algorithm revisited. We are now ready to present the (slightly simplified for our needs)
XL algorithm.

Unfortunately, the XL algorithm need not terminate in general: for some systems and
choices of the extension degree the elimination procedure fails to produce a univariate relation
and, as a consequence, we never get past step 3. of the algorithhm. For example, when applied
to systems derived from block ciphers like AES (Rijndael), the XL algorithm effectively fails
as is presented in [CP02|. An interesting (but conjectural) upper bound on this degree d is
presented in |[Die04] where the author analyzes the complexity of XL on regular’ quadratic

systems.

'Regular systems can be regarded as just random.
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Algorithm 1 XL-Algorithm

Input: System F = (f(l), e ,f(m)) of multivariate polynomials in the variables x1, ..., z,.
Output: Vector X = (Z1,...,Z,) such that fM(x) =-.. = f"(x) = 0.
1: Fix an integer d > 2.
2: Let H92 be the set of all monomials up to degree d — 2 and define F? to be the set of all
polynomials of the form hfY) with h € H*? and j =1,...,m.
3: Perform Gaussian elimination on the resulting system. If this produces a univariate poly-
nomial f (x;) for some 1 < i < n, go to the next step. Otherwise, choose a larger value for
d and try again.
4: Use Berlekamp’s algorithm to find the value z; of x; and substitute this value into the
polynomials of F.

5 return X = (Zy,...,%,)

Nevertheless, if we assume that there exists an extension degree d for which the extended
system is large enough in a linear-algebraic sense, then Gaussian elimination must produce a
univariate polynomial. The following explanation is based on section 8 of [DPS20)].

The argument is elementary and relies on a dimension count. Let H¢ denote the vector
space of all monomials in n variables of degree at most d. This space has dimension (":d)
according to Proposition 2.6. Let F'? denote the linear span of the augmented system F¢. By
construction F'¢ is a subspace of H?. To force the appearance of a univariate polynomial in, say,
the variable x, it suffices to show that the subspace of H¢ generated by the monomials involving
only z (which has dimension d + 1) intersects F'¢ nontrivially. The following proposition makes

this observation precise.

Proposition 2.23. The XL-Algorithm terminates for a fixed degree d, if |H%| < dim(F?) + d
holds.

Proof. The algorithm terminates if and only if we find a univariate polynomial in step 3. For
simplicity, say that we want to find a univariate polynomial in x = x; for some 1 < i < n.
Let us denote the subspace of F'¢ spanned by the monomials containing only z by F, (this will
be the subspace spanned by the d + 1 monomials 2%, 2!, ..., 2%). Then, by the assumption, we
have

dim(F?) 4 dim(F,) = dim(F?) +d + 1 > |HY|.

We conclude, as both F? and F}, are linear subspaces of H%, that F*N F, # {0}'. In particular
that means that there is a univariate polynomial in z in the set F¢ and this finishes the

proof. O

In [DPS20] they write “... # (" instead, but this statement doesn’t mean anything as any two subspaces

have non-trivial intersection — the origin.
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Ezxample 2.24 (Example 2.19 continued). We have presented the degree 2 Macaulay matrix
of the system JF in the example above. Since it has 7 rows and 6 columns, the system is
overdetermined already at degree 2. We can thus row reduce it and check for rows corresponding
to univariate polynomials. We of course already know they exist by inspecting the system F
and we could in fact simply read them off of the matrix itself. For the sake of the example
however, we proceed according to the instructions of Algorithm 1. The row reduced form of

the augmented matrix is

o O O O o = O
o O O O~ O O
oSO O O = O O O
o O = O O O O
=
— O

O O O O O O O =

SO O O © W

0000

The rows of this matrix correspond to the polynomials
22+ 14, 39+ 19, 23+ 11, 21 + 3, 22+ 9.

If we were looking for values of x; and x5 that satisfy the system of equations F = 0, we find,
using the above, that 1 = 18 and x5 = 12 will do the job.

Furthermore, note that the order in which we introduce new polynomials does not matter,
for the same reason for which the order of polynomials in the tuple F does not matter. The
rank of this matrix — and by consequence the kernel — does not depend on the order of the

TOWS. >
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3 Isomorphism of Polynomials framework

Before we dive into the main contents of this thesis, we would like to introduce some motivation
and general background to our work. More specifically, we introduce the three main problems
that we will be talking about, namely the Isomorphism of Polynomials (IP), Quadratic Maps Linear
Equivalence (QMLE) and its inhomogeneous variant — the main protagonist of this thesis — the
inhQMLE. This is done alike the introductions from the papers like [FP06|, [BFFP11|, [Per05]
and [BFV12]. The introduction of the last paper mentioned is especially well written and we

are heavily inspired by them in writing at least the initial parts of this section.

3.1 From linear algebra to polynomial equivalence

We say that two linear maps F and P are equivalent if there exist invertible linear maps & and
T such that P =7 o F oS. These maps S and 7 can be regarded as a change of coordinate
system, which does not alter the structure of the initial maps F and P. To determine if two
such maps are in fact equivalent, boils down to computing their ranks, as two linear maps are
equivalent if and only if they have the same rank, and this can be done in polynomial time and
so we regard it as an efficiently solvable problem.

A natural generalization of this problem is to remove the assumption that F and P are linear,
and consider polynomial maps in their place instead. More specifically, given two vector spaces
U and V of respective dimensions n and m, we say that the (polynomial) maps F,P: U — V
are equivalent if there exists an invertible n x n matrix S and m X m matrix 7 such that
P =T oFoS. The geometric interpretation is analogous — F and P are “the same” up to
linear change of coordinates. Here, a polynomial map F : U — V between vector spaces U and
V means that each component 1 < i < m of F(x) can be represented as a polynomial f@(x)
in the input vector x € U. Testing the equivalence of two polynomial maps (not necessarily
quadratic) has been called (somewhat unfortunately) the “Isomorphism of Polynomials” (IP)
problem by Patarin in 1996 [Pat0l]|, and later the “Polynomial Linear Equivalence” (PLE)
problem by Faugére and Pataring in 2006 [FP06].

Problem 3.1 (Isomorphism of Polynomials (IP)):

INPUT: Two systems of polynomials F € F[zq,...,2,|™ and P € F,[zy,...,2,|™ such that
P(x) =TF(Sx+u)+v where (T,v) € AGL,,(F,) and (S,u) € AGL,(F,).

QUESTION: Find — if any — (S,u) and (7,v) such that

P=(T,v)oFo(S ).

Here, by abuse of notation, the two o actually denote two different group actions. The one

on the left is the standard action of an affine map on vectors' in F [z1, ..., z,]™. The one on the

INot really vectors as F,[z1,...,2,]™ is not a vector space but only a module, another abuse of notation.
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right is a precomposition of F with (S,u). When seen as maps, the polynomial F o (S, u)(x)
first applies (S, u) to x, and then the map F.

3.2 Historical context

Such equivalence problems are particularly prominent in cryptography. One of the earliest
alternatives to RSA that relied on the hardness of solving systems of multivariate polynomials,
was the C* cryptosystem (called c-star) by Tsutomu Matsumoto and Hideki Imai, presented
in 1988 in [MI88|. The idea of the system is to choose an easily invertible quadratic map (the
“central map”) F and “obfuscate” it using invertible linear (or affine) maps, so that the structure
of F is hidden and the resulting map is (hopefully) indistinguishable from a random quadratic
map. The main idea as to why such construction would work as a good cryptosystem, is the
underyling hardness of simultaneously solving multivariate quadratic equations, dubbed the
Multivariate Quadratic problem (MQ), which is proven to be NP-complete over Fy [GJ90].

Unfortunately, it turns out that it is not so easy to obtain truly hard instances of the
MQ problem by using such construction. Indeed, C* has been broken by Jacques Patarin
in [Pat95]. Nonetheless, the general principle of that scheme has inspired a generation of
improved proposals. Moreover, the basic “obfuscation paradigm” (structured central map +
linear transformations) became the template for most subsequent multivariate schemes.

At the same time, another line of research explored the use of isomorphism problems in
cryptography. In particular, Goldreich, Micali and Wigderson introduced in [GMW91| an
influential zero knowledge protocol, based on the Graph Isomorphism problem (Gl). The Gl is
not NP-complete, although no polynomial time algorithm is known (yet?) for all instances.
Nonetheless, all attempts at constructing a cryptographic scheme based on it have failed. Gl
has been plagued by the issue that random instances of Gl are incredibly easy to solve and
constructing hard instances turns out to be a notoriously difficult task.

This observation motivated Patarin to suggest a different route. Instead of relying on Gl,
in [Pat01] he proposed basing an identification scheme on the IP problem, hoping that random
instances of IP would be more resistant. Crucially, IP has been shown to be at least as hard as
Gl [PGC98|, making it a natural candidate for replacing graph isomorphism in this context.

Having established the cryptographic motivation for polynomial equivalence problems, we
now turn to the practical question of how such problems are embedded within actual crypto-

graphic constructions.

3.3 The multivariate construction paradigm

The standard construction of multivariate schemes proceeds by choosing a system F : Fj — F*
of m multivariate polynomial maps in n variables (the central map), along with two invertible

linear (or affine) transformations S : Fy — Fy and 7 : Fi* — F". Depending on the scheme,
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the public information is then either the product P =T o F o S by itself, or P along with F.
Examples of former include (Unbalanced) Oil & Vinegar signature schemes [Pat97, KPG99|
(nota bene also introduced by Patarin). Their security relies on the assumption that it is
generally difficult to invert random polynomial systems of equations (for example the MQ
problem).

The IP based identification scheme of Patarin [Pat01] or SFLASH [CGP03] are examples of
the latter paradigm, where both F and P are known and this is what we focus on in the rest
of this section (and eventually the whole thesis). Here, we are relying on the fact that it is
difficult to retrieve S and T from the public F and P.

Unfortunately, many of the constructions along the above lines have been eventually broken.
The schemes were broken because the central maps F were not “generic” enough — the break
came from exploiting specific properties of the scheme, rather than solving the underlying
problems directly (such as the IP or MQ). On a more positive note, the (Unbalanced) Oil
& Vinegar signature scheme [KPG99| is still considered secure for an appropriate choice of

parameters, and is a candidate in the second round of the NIST call for additional signatures.

3.4 Problem hierarchy and variants

There are a few variants of the IP that we wish to mention because they are somewhat relevant
to our work. More importantly, the algebraic methods used to attack those problems constitute
the basis for our approach of solving inhQMLE.

If, in IP, we set the secret (T, v) to be (I,,,0), we obtain the Isomorphism of Polynomials with
One Secret (IP1S) problem. This was actually the problem underlying the original cryptographic
scheme by Patarin from [Pat01]. However, it became clear with time that a big fraction of all the
instances are actually tractable and have been analyzed in works like [BFFP11, Per05, BFFP10,
FP06, PGC98|, among others. This includes instances where F is (non-degenerate) quadratic,
cubic IP1S and those instances that arise from [Pat01], thus making most IP1S instances no
longer suitable for cryptographic applications. Furthermore, it has been shown in [PGC9S]
that (under a suitable assumption) the decisional version of IP (i.e., deciding if there exists an
isomorphism between two sets of multivariate polynomial equations) is not NP-complete.

When [IP1S is restricted even further to a linear map S (so that the vector u is the zero
vector), we obtain what is called Polynomial Linear Equivalence (PLE). It turns out that PLE is
in fact not a restriction of IP1S, in the sense that any algorithm solving PLE can be efficiently
transformed into an algorithm for solving IP1S as shown in [Per05].

The more challenging variant of IP is the Isomorphism of Polynomials with Two Secrets,
which maintains the second transformation (7,v) to be non-zero. The variant where u and v
are taken to be zero is then called the 2PLE. One of the most important papers dealing with

these problems is the work by Faugére and Perret in [FP06]. For example, they show in this
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work that all three aforementioned problems (i.e., IP, 2PLE and IP1S) are not NP-hard.

3.5 Inhomogeneous Quadratic Maps Linear Equivalence

We will be looking at special case of IP, dubbed inhomogeneous Quadratic Maps Linear Equiva-
lence (inhQMLE) which, in turn, is a special case of QMLE:

Problem 3.2 (Quadratic Maps Linear Equivalence (QMLE)):

INPUT: Two systems of quadratic polynomials F = (f0,..., f™) € F [z1,...,7,]
P =W, ... pMm) R, [xy,...,2,]™

QUESTION: Find —if any - S € GL,(F,) and T € GL,,(F,) such that

™ and

P=ToFoS.

The two properties of QMLE distinguishing it from IP are:
(a) the maps S and T are linear in QMLE, not necessarily affine like in IP and
(b) the system F consists of quadratic maps, whereas they can be on any degree in IP.
Put shortly, QMLE is IP restricted to the linear transformations and quadratic maps (surpris-
ingly that’s exactly what the name suggests).

Another special case of the above is the homogeneous QMLE (hQMLE). That is when we
restrict F to just homogeneous quadratic maps. This is the hardest of the three variants, with
obvious reduction to QMLE and inhQMLE. Indeed, to the best of our knowledge, best known
algorithms for hQMLE run in exponential time, and they can be found in [BFV12|. Their
approach actually attempts at reducing the instance of hQMLE to inhQMLE and then solving
the later. This “reduction” requires walking through an exponentially-sized graph to find a
collision, which later can be plugged into the system to obtain the inhomogeneous parts of the
initial problem.

We cannot postpone the formal introduction of the main hero of this thesis any longer. This

is the main problem that we are analyzing and eventually solving.

Problem 3.3 (inhomogeneous Quadratic Maps Linear Equivalence (inhQMLE)):
INPUT: Two systems of inhomogeneous multivariate polynomials of degree two:
F= (O fm), P=pW .. p™)eF,[r,..., 2"

QUESTION: Find — if any - S € GL,(F,) and T € GL,,(F,) such that

P=ToFoS.

We should say immediately that inhQMLE is not hard in the cryptographic sense. Indeed,
one of the motivations for considering it is the desire to formally prove the popular conjecture

that it is efficiently solvable. For example, in [FP06| we read: “Experimentally, we deduce a
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complexity of (n?)? = n® for our algorithm on random instances of 2PLE.”. The above state-
ment is slightly misleading for two reasons:
(1) When they say 2PLE, they actually mean inhQMLE (in the contemporary naming) because
the only systems of equations they were testing were inhomogeneous quadratic, which is pre-
cisely our problem.
(2) The n that they use is not the n from our problem formulation (neither from their ini-
tial formulation). They define it as “the number of variables” in the algebraic model which
(assuming we understood their paper correctly) is approximately equal to m? + n? in our case.
More recently, inhQMLE shows up in the security analysis of digital signature scheme based
on Matrix Code Equivalence (MCE) in [CNP*22]. The MCE problem reduces to hQMLE and
based on that connection, the authors of [RST22| devise an algorithm alike the one introduced
in [BFV12| for solving MCE. As already mentioned, that approach translates the problem to
inhQMLE and solves that one first, thus assuming that solving inhQMLE is actually done in
polynomial-time. In this thesis, we try to bridge that gap and prove that this is indeed so.

Our setting. As the last thing of this section, we describe in detail the choices we made for
our analysis of inhQMLE.

Firstly, we work exclusively over finite fields (of any characteristic). This choice is motivated
by the code-based and multivariate cryptography, both of which work virtually exclusively in
the setting of finite fields.

Further on, all of our instances are random. We do not make any assumptions about the
structure of F nor § and 7. For example, all of the results in Section 5 rely solely on the
parameters n, m and ¢. This is an improvement to, for example, the results from [PGC98| or
[BFFP10], where they require the homogeneous parts of the polynomials to be non-degenerate,
for some of their results. Because of that choice, we therefore miss all the structured cases, like
for example those obtained from the reduction of MCE to hQMLE in [RST22|. Nonetheless the
description of the linearized structure of our problem should make up for this as it opens the
doors to more exact analysis.

We will be looking at instances for arbitrary n and m. This is in contrast to most of the
previous works, as the most common choice for them was n = m. We still pay special attention
to this case, mainly for historical reasons but also for the sake of examples and concreteness.
Still, all of our theoretical results do not make this assumption. The notable exception to that
are our experimental results, some of which only work in the case where indeed n was set equal
to m.

Lastly, some of our results (if not most) were motivated by the choice of parameters proposed
for the digital signature scheme MEDS [CNP*22]. This is especially visible in the experimental
results, where we had to make choices about the field size or the interplay between n and m.

For this reason, we will sometimes be paying attention to the cases where n = m (as already
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mentioned before) but also n = 2m and m = 2n (see [RST22, Theorem 16] and [CNP*22,
Section 7.2]). On top of that, a lot of our results are especially strong for ¢ large enough and
we remark that ¢ = 8191 (which is the field size recommended in [CNP*22]) satisfied our rough
definition of being “big enough”.

26



4 Quadratic Maps Linear Equivalence

In this thesis, we are concerned with quadratic polynomials, and in this section we talk about
them in more detail. We will talk about how we represent the polynomials and how we use that
convention to later derive equations we wish to solve. There is a fair bit of notation introduced
in this section, which we use in later thesis, but we tried to make it intuitive enough so that it

can be remembered easily.

4.1 Quadratic maps and their representations

Let f € Fy[z,...,x,] be a quadratic polynomial, i.e., a polynomial of the form

n n n
f(X) = Z Z aijxixj + Z bZZL’Z + c.
i=1 j=i i=1
We now examine the components of this polynomial, beginning with the homogeneous quadratic
part. The study of homogeneous quadratic polynomials occupies a special place in mathematics
— particularly in number theory — and such polynomials are classically known as quadratic forms.

In our case, these are maps h : Fy — F, of the form

n n
h(X) = Z Z Qi 325, (41)
i=1 j=1
that is, homogeneous multivariate polynomials of degree two.
Quadratic forms can also be represented using matrices. Using the coefficients from (4.1),
we define a matrix () with entries Q;; == a;;. Letting x = (z1,...,2,) be the column vector of

variables, we may write

h(x) =x'Qx =x"Q"x.

This representation is not unique, however, since different matrices may define the same poly-
nomial. For example, for any such matrix @, its transpose Q7 defines the same quadratic form.

To obtain a unique representative, we define the symmetric matrix

A=Q"+Q)/2,

which satisfies h(x) = x? Ax, and is uniquely determined by h, assuming the characteristic of the
field is not 2. In characteristic 2, there exists an associated matrix, but it is no longer symmetric.
We can nonetheless uniquely represent any quadratic form over a field of characteristic 2 using
an upper-triangular (or equivalently lower-triangular but we will stick with the former) matrix.
Similarly, any linear polynomial £(x) can be uniquely represented by a (row) vector b € Fy
such that
((x) = bx.
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Therefore, any quadratic polynomial over can be uniquely represented using a matrix, a vector,

and a scalar, which we write as
f(x) =x"Ax +bx +c.
This is the form we will use throughout this work. We refer to it as a vectorization of f, or say

that f is in wvectorized form.

4.2 Representation convention

Before proceeding, we define notation that will simplify working with the tuples F and P, and
their associated polynomials.

Recall that any quadratic polynomial f can be represented as
f(x) =x"Ax +bx +c.

The choice for this representation is due to the fact that if we apply any change of coordinates
S € GL,(F,) to the input of f, this translates the initial polynomial to

f(Sx) = xTSTASx + bSx + c.

Motivated by this, we represent each polynomial in F in this way, and we define a map F as a

vector-valued function:

AD pO W)
AD BO @)
F = : € Mun(Fy) x Fy x F)™,
A pm) m)
such that
xTAWx + bWx + M)
xTAPx + bPx + )
F:x— ) SRS

xTAMx 4+ bmx + ™)

We define P analogously for the tuple P. In this representation, the composition F o § is

denoted
STANS bhs M
STARS bAS 2
FS =

STAMS bmS o)
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Similarly, the composition 7 o F is again a matrix-vector product:
A0 pO
A® p® 2
TF =T
Alm)  plm)  (m)
For clarity, we denote the components of P with a tilde:
A pO» )
A® p® 2

Am) fm)  zm)

4.3 Modelling the problem

Our goal is, given two maps JF,P : ;" — ", to find invertible linear maps § and 7 such that
P(x) =T o F o S(x). (4.2)

To model this as the problem of finding the variety of some ideal, we will use a few key ideas,
most of which appear broadly in the literature and are hard to attribute to a single source.
To construct the equations we will eventually solve, we will mimic the construction of the

map P from F, but instead of using explicit matrices S and T, we introduce symbolic matrices

S11 S12 ... Sin tll t12 e tlm

S91 S22 ... Sop t21 t22 e tgm
S=1 ) and T =] . ,

Snl Sn2 ... San tml th s tmm

where each entry is treated as a variable. In this setting, we aim to solve the system

pV(x) FH(8x)
) (x 2)( 5

P(x) = P :( ) =T d gS ) = TFS(x), (4.3)
P (x) Fm(9x)

for S and T', where F' and P are as defined in Subsection 4.2.

Remark 4.1. We order the variables of S and T' row-by-row. More precisely, we have

Sij = Sitj
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if and only if i > i ori =14 and j > j'. In other words, we prioritize the variables first based
on the row they appear in, and in case of a draw, which column they appear in.
We will also sometimes refer to the vectors <511 S12 ... Spn) and (tn tiy ... tmm>

as the flattening of the matrices S and T respectively.

From now on, this is the representation that we employ and in the following sections, we
introduce various strategies that we employ in order to obtain actual equations that we will be

trying to solve later.

Make T variables linear. Observe that solving for S and 7" in P(x) = TFS(x) is equivalent
to solving
T7'P(x) = FS(x)

for T=! and S. This observation is computationally useful: while solving the original equation
typically involves polynomial equations of degree at most three, solving for 7! instead yields
only quadratic equations. This significantly simplifies both the exposition and the computa-
tions, since the benefits of working only with quadratics outweigh the cost of recovering T" from
T~!. For this reason, from now on we adopt this formulation and redefine T-! as T, reducing
the problem to:

TP(x)=FS(x). (4.4)

Compare components. As with vectors, the expression TP(x) = F'S(x) holds if and only

if each component of the involved vectors matches. That is, for all 1 < k£ < m, we require:
(TP(x))i — (FS())i = 0.

Which, in terms of any fixed component 1 < k < m reads:

Z try(xT ADx + bWx 4 &) — xTST AR §x + bk 5x + B = 0. (4.5)

j=1

Focus on the coefficients only. Each of the equations in (4.5), can be seen as a poly-
nomial in variables z1,...,x, over the ring F,[si1,..., Snn, 11, ..., tmm] (i.e. an element of
Fyls11, -y Snns ti1, - - - s tmm)[21, - - ., @,]). The approach to compare only the coeflicients of the
polynomials, instead of the polynomials themselves, seems to be very common in the literature.
This idea is very important because it allows us to forget about the variables x4, ..., z, and only
work over Fy[s11, ..., Sun, t11, - - -, tmm] instead. Unfortunately, we could not find any reference
that would make this passage rigorous, so we prove it here.

The main idea that makes the above work, is that by definition, any two polynomials are

equal if their degree matches and the coefficients of the corresponding monomials match.
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Write for simplicity F,[S, T|[X] for F,[s11,- .-, Snn:t11s- - -, tmm)[T1, - - -, T5) and fix some
monomial order > on F,[S,T][X]. To simplify further, since we will only be working with
quadratic polynomials in the X variables, we only consider what happens for polynomials of

degree at most 2. In this setting, motivated by Section 4.1 we have the following proposition.

Proposition 4.2. Let F,[S, T|[X] be as above and fix some monomial ordering > on it. Define

the map
¢ F S, T X]<a — My n(F,[S,T]) x F,[S,T)" x F,[S,T]

given by vectorizing f € F [S, T|[X]

f_ii&ijxﬂj—i-ibixi—l—m—) (A b c)
i=1

i=1 j=i
where A, b and ¢ are as described in Subsection 4.1. Then ¢ is an F,[S, T|-module isomorphism.

Remark 4.3. Note that, we abuse the notation slightly because in characteristic 2, the matrix
A should actually be upper-triangular, i.e., the map ¢ should map to M,Zn(Fq[S, T)) instead.
We suppress that from the notation however for clarity as the important thing is that this

matrix A is unique in either case.

Furthermore, this issue of deciding between M, (F4[S,T]) and M, ,(F,[S,T]) can be

n+1
2

the matrices into vectors of their upper-triangular parts. We decide to not do that in order

avoided completely by replacing them by F,[S,T|* where d = (") — essentially “flattening”
to maintain the matrix representation in the rest of the text and benefit from the advantage
of this representation, which is F?! o S being represented by the matrix products STA®S for

each component k < m.

Proof. In order to show that it is a morphism of modules we first note that it is a morphism
of abelian groups as addition of polynomials is defined coefficient-wise and this is precisely
what we do in the codomain. Furthermore, for any f € F,[S,T][X] (writen as above) and
r e F,[S,T], we have

gb(r-f):(rA rb rc)zr(A b c)zrgb(f)

It is injective by the uniqueness of A, b and ¢ (note that this works for any characteristic by our
definition of A). It is surjective as any element (A b c) with A = (a;;) and b = (b;) can be
obtained from a polynomial with coefficients (a;; + aj;)/2 infront of monomial z;x;, coefficient

b; at each x; and c as the constant term. O

We can now compare the elements in F,[S, T]|[X]<2 by first mapping to M, ,,(F,[S,T]) x
F,[S,T]" x F,[S,T] and then comparing them over there. In the language of the previous

section, instead of looking at the differences of maps

(TP(x)k = (FS(x))x € Fy[S, T[X]
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we can instead consider the difference of vectors

S((TP)y — (FS)s Ztkj( ) 50‘)) - (STA<k>S bk 5 c(k)> e F,[S.T].

Note that we really need ¢ to be a module homomorphism (contrary to just group homomor-
phism) because we are multiplying the vectors by ¢;;. As mentioned before, this approach is
beneficial because now, we do not have to keep track of the x terms and can solely focus on

the coefficients of the polynomials.

Equality of homogeneous parts. This final and most important idea roughly states that

S and T are solutions to the homogenous parts of separate degrees. More precisely:

Lemma 4.4 (|[FP06|, Lemma 4). Let S € GL,(F,) and T € GL,,(F,). Then
ToP=FoS < ToPd=Fldos

for all d > 0.

In other words, comparing quadratic polynomials f(x) = x?Ax + bx + ¢ and p(x) =
xT Ax + bx + ¢ amounts to comparing A with A, b with b, and ¢ with é. Using the F' and P

representations, this gives the three equalities:

A ST AW g b® by &) ey

A® ST A g XE) b®sg Fe) e
N = _ T = . and T | | =

Alm) ST A(m) g b(m™) bmg &(m) c(m)

We are finally ready to derive the system of equations explicitly. To do that, fix the upper
index k£ € {1,...,m} so that we are comparing the k-th polynomial in both compositions.

Identifying coefficients of the monomials yields the following three types of equations:

e For each monomial z;z; with 1 <1, 5 < n, equating their coefficients gives:

ZZS&%T Spj — Ztuaw =0. (4.6)

/=1 r=1

e For each linear monomial x; with 1 <1 < n, equating the coefficient yields:
D it =3 tub” = 0. (4.7)
j=1 =1
e Finally, comparing the constants gives:
=)t =0. (4.8)
=1
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Varying k over {1,...,m} yields the full system of equations.

Remark 4.5. We now see the computational advantage of placing T on the left-hand side of
the equation. If we had kept the original formulation, we would have obtained cubic equations
involving both S and T variables. In contrast, the current formulation leads to quadratic

equations in S and linear ones in T.

Definition 4.6. Define the ideal Z in F[s11, S12, - - -, Snn, t11, - - - s tmm] to be the ideal generated
by the polynomials from equations (4.6), (4.7), and (4.8).

In this formulation, our Problem 3.3 has been translated into the algebraic task of computing
the variety V(Z) over IF, i.e. finding the points (s11,. .., Sps) and (11, . . ., tym) that liein V/(Z).
This approach for solvinig a cryptographic problem is better know under the name of algebraic

cryptanalysis.

Remark 4.7. Note that, we defined our varieties over an algebraic closure of IF,. In order to
ensure that the elements of V(I) lie in F, we must append to the ideal T the “field equations”,
ie.,

q q q
(11 — 811,819 = 812, -+, Shyy — Snn)

and
<t({1 - t117 t({Q - tl?? s thnm - tmm>

Doing so enforces that every solution of the augmented ideal is an F,-point. Removing the
solutions that we are not interested in should, intuitively, speed up the computation.

On the other hand including these relations increases the degree of the initial system (as q
can be quite large) which can significantly increase computational difficulty. Hence, in practice,
it is a good idea to check whether adding the field equations for our case and the chosen q will
be beneficial or not for the overall computation.

In our experiments, the algorithm described in Section 6.2 consistently produced correct (IF,-
rational) solutions without the need to augment the system with the field equations. Nonethe-
less, for the field Fy, adding them did result in more linearly independent rows in the linearized
system. Those rows turn out to be unnecessary as the aforementioned Algorithm 2 succeeds
without them. For all the other fields that we tested, the equations were also linearly inde-
pendent, but they only slowed down the computations, because we had to include them in the
row reduction process. For those reasons, we omit them from the definition of our ideal in the

sequel.

Remark 4.8. We can finally drop the distinction between even and odd characteristic. Indeed,
the equations in (4.6) only involve coefficients from the upper-triangular part of the matrix A.
Therefore, it does not matter if we pick the matrix A to be symmetric or just upper-triangular,

the resulting ideal Z will be the same.
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Using the Corollary 2.13, we will find the initial matrices S and 7 by finding the variety
V(Z) — and this is what the rest of this work is dedicated to — finding V(Z).
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5 Linearization and the structure of the system.

This section constitutes the technical heart of this thesis. Having obtained the system Z in the
previous section, we now throw at it various computational tools in order to find the variety
V(Z). The approach that we chose is to first linearize the system, as described in Section
2.5, in hopes that it reveals enough structure for us to reason about possible solutions. And
we have partially succeeded in that task. In this section we introduce the linearized systems
corresponding to Z, we count the amount of rows and columns of those matrices, describe their

internal structure, and in some cases we also describe their rank explicitly.

Remark 5.1. In this section, we consider instances with no underlying (cryptographic) struc-
ture in the F polynomials. More precisely, each polynomial is a random linear combination of
all the monomials of total degree at most two. Equivalently, since each quadratic polynomial
can be uniquely described as a vector of coefficients (see Section 2), the polynomials are then
obtained by generating the coefficients uniformly at random where the sample set is F,. The

polynomials (and thus also the instances) obtained in this way will be called generic or random.

5.1 Initial system

We begin with counting of the equations and monomials.

Lemma 5.2. The system of equations in the modelization 4.6 contains
(1) m(1+n+ W) equations and
(2) (n* +n?)/2 +n%+m?+ 1 monomials.

Proof. The first point follows directly from how we compare the polynomials in (4.4). We
are equating polynomials term by term: for every monomial that can appear in a quadratic
polynomial, there is one equation to make sure that the coefficients match. Since there are m

components in total, each monomial type contributes m equations.
e There is one constant monomial, hence m equations of the form (4.8).

e There are n distinct linear monomials x1, ..., z,, hence mn equations of the form (4.7).

e There are (”;1) distinct quadratic monomials of the form x;z; with 1 <1 < 5 < n, hence
"11) = m-n(n+1)/2 equations of the form (4.6). Note that z;x; and x;z; are identical,

which is why there are (”;1) rather than n? of them.

m(

Adding these contributions together, the total number of equations is
m(l+n+n(n+1)/2).
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For the second point, we will count the total number of monomials appearing in the modeling.
First note that there are n? variables in the S matrix. Thus, we will have (”2; 1) many quadratic

monomials in S variables, and n? linear monomials in S variables. Lastly we have m? variables
in the T" matrix and they only appear linearly in the modeling, giving us in total

(n* +n%)/24+n*+m?+1
monomials, where the 1 at the end corresponds to the one constant monomial. O]

Lemma 5.3. For all m,n > 1, we have
m(l+n+n(n+1)/2) < (n*+n*)/2+n”+m’

Proof. Define

fm) =m? —=m(l+n+n(n+1)/2) + (n' +n*)/2+n*
The function f is quadratic in m with leading coefficient 1 > 0. Thus f(m) > 0 for all real m
whenever its discriminant is less than or equal to zero. Otherwise, the discriminant is positive
and the quadratic is > 0 outside the interval between its real roots.

We compute the discriminant of f and we get
g(n) = (1 +n+n(n+1)/2)* —4(n* + (n* +n)/2)

The function g now has four roots: two real ones

—V6—1/20/12V6 +25 —3/2 ~ —0.26 and —V6+1/2\/12V6+25 —3/2 ~ 1.15

and two complex ones

—V6—1/24/—12/64+25—3/2 and — 6+ 1/24/—12v6+ 25 — 3/2.

As the leading term of ¢ is equal to —7/4, we conclude that g(n) < 0 for all n > 1.15, thus

showing that f is positive for all values of n > 1 and m, as desired. m

Remark 5.4. For the quadratic IP1S problem, i.e., when the T transformation was just the
identity in inhQMLE, we obtain all the equations as in Lemma 5.2, except for the ones coming
from the constant part (4.8). Similarly, the amount of monomials decreases by m?, which gives
us m(n + n(n + 1)/2) many equations in (n* + n®)/2 + n* + 1 variables. Fixing n, we can see
that for m big enough, the amount of equations will be larger than that of the monomials.
Unfortunately, we cannot hope that they are all linearly independent. Indeed, this situation is
described in more detail (at least in the case where ¢ = 2 and n = m) in [BFFP10|, where they
employ a Grébner basis attack on the system. The attack is nonetheless very successful, and
the authors further argue its efficiency by analyzing the structure of the equations obtained,
similarly to us. Part of our approach for solving our system (described at the beginning of
Section 5.2) originates from that work, except that we do not look at the kernel of the Macaulay

matrix at all.
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Example 5.5. Pick your favourite odd! prime p, let ¢ = p* for some k > 1, set m = n = 2 and

consider the polynomials f), f® € F [z}, 5] given by

fO (g, 25) = agll)x% + 2a§12)x1x2 + aé?x% + bgl)xl + bgl)xg + W,
FO (g, 20) = aﬁ)xf + 2a§22)x1x2 + ag)xg + bﬁ%l + bg)m + @,

We can represent them using symmetric matrices A® and A® in M, (F,), along with vectors
b and b® in F? such that the equalities

a(l) a(l) 7 T
FO (2, 20) = (fEl xz) o + <b§1) bél)) + W= xTAWx + bWx + b
a a X9 X2

12 Q99
and
PCC) I ) ) 1
FO (2, 20) = <x1 x2> %21) %22) + (b§ ) bé )> 4+ =xTAPx 4+ bPx 4 @

hold. Note that when computing x” A®x the agi) coefficient is added twice, hence the 2 in front
of a%) in the definition of f®.
Pick your favourite S and T from G L, (F,) and set

P(x) = (pil)(@) —T (f (1)(8")) — TFS(x).

We can compute the matrices AM, A® ¢ M, o (F,), vectors b®, b® ¢ Fg and scalars ¢V &2 ¢
[F, that satisfy the two equalities

p(x) = xT ADx + bOx + &

fori=1,2.

To model this problem as described in the previous section, we define the variables

{s11, 512, S21, S22, t11, t12, to1, taa }

and arrange them into two matrices

e\ _ (5%
! (i@(x)) i} <f<2><3x>) | o

'We require p odd to simplify the example and only consider symmetric matrices as those representing our

polynomials.
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Lemma 4.4 tells us to check equality of the homogeneous parts of (5.1) yielding the equations:

AW T 4 g xe) b g e e
r A2 T\ gT4@g ) r b2~ \p@g)’ r @)~ @
and in this manner, we obtain 12 = m(1+n+n(n+1)/2) distinct equations which we organize

into three categories:

1. Equations with quadratic terms in S variables:

afys11812 + aly siason + a1y s11s0 + abysnse  —  alytn — a3t =0,
agll)s%l + 2(1512)311521 + aé?s%l — &ﬁ’tn - Ezﬁ)tlg =0,
0511)3%2 + 2@512)312322 + aélg)8§2 - dg?tn — dg)tlg =0,
afYs11s12 + Y 12501 + a1 s11sm + a5 sms  —  aitn — @3t =0,
aﬁ)s%l + 2@522)311521 + aé?s%l — &ﬁ’tm — Zzﬁ)tm =0,
aﬁ),ﬁZ + 2a§22)312322 + aé?s% — dg?tm — dg)tgg = 0.

2. Those with only linear terms in S variables:
Egl)tn + 5(12)1512 — bgl)é‘n - bé1)821 =0,
i)gl)tll + i)gmtu - bgl)slg — bgl)SQQ = 0,
Bgl)tm + BgQ)tQQ — b§2)$11 — ng)Sgl = 0,
Bgl)tzl + 5(22)1522 - ng)Slg — bgg)SQQ = 0.

3. Equations with only 7" variables:
5(1)t11 + 5(2)t12 — C(l) = 0,
6(1)t21 -+ 5(2)t22 — 6(2) =0.

Lastly, we present the coefficient matrix of the subsystem generated by equations in step 1.
according to the DRL ordering. In this case, the monomial basis vector is
( 2 2 2 o
S115 S11512, S12, S11521, S12521, S31, S11522, S12822, $21522, S99, i1, l12, l21, 122

and the coefficients matrix of equations in step 1. with respect to DRL ordering is:

(a0 02 0d) o o o o -ay —a? 0 0]
0a? 0 04day) 0d) o0& o —al —a? 0 0
o 04y 0o o0 0o 0 2% o0 aY) —al) —a? 0 0
a2 0 02 0dd) 0o 0o 0 o0 0 0 —al) —al?
0a? 0 0d?d 0d?  0d) 0 0 0 —al) —al?
0 0d? 0 0o 0 027 0 0 0 —aby) —a%) |
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We will use again the distinction into three disjoint sets of polynomials in the sequel. We

formulate this in the following definition:

Definition 5.6. We distinguish three types of polynomials in a generic instance:

1.

The TPP — FS equations which contain monomials quadratic in S and linear in 7' —
call this set Fyqq-

Those with only linear monomials in S and 7T, i.e., those coming from T P! — FIIS — call

the set of those polynomials F;,,.

Those coming from TP — FlOIg = TPl — FO (the S dissaper because the constants

are not influenced by it) which consists only of monomials linear in 7" — call them F_,;5-

We denote the coefficient matrices with respect to some specified order, corresponding to the

sets Feonsts Flin, and Fyuqq as follows:

For F.onst, let T, denote the matrix of coefficients for the T-monomials.

For Fi;,, let Sp, be the submatrix collecting coefficients of monomials in S, and Ty, the

one for monomials in 7.
For Fyuad, let S, correspond to the quadratic monomials in S, and 7} to those in 7.

We are left with the matrix corresponding to the monomial 1, call that matrix (which

will always just be a column vector) 1.

FExample 5.7. Fix the DRL ordering of monomials. Continuing Example 5.5, the matrix pre-

sented there at the end is actually the matrix [Sq Tq] from the definition above. The submatrix
Sy is thus

(a0 02 0d) 0o 0o 0 0]
0ay 0 04y 0ay 0ay 0
o 04y 0 0 0 0 aly
a2 0 02 0d) 0o 0o 0 o0
04 0 04 04y 0ay 0
0 0d? 0 0 0 02 0

o

I\

S
—_——
NvE

and the submatrix T}, is

[y -ay 0 0]
—ayy —ay 00
—ay —ay 0 0
0 0 -ay) —ay
0 0 —ayy) —ay
00 —ay) —af) |




The linear equations constitute the set F;, and its coefficient matrix [Sem Tgm} is:

6”0 B0 B 8P 0 0
0 oY o B B 8P 0 0
b 0w 00 0 b R
o o P o o B p?

Moo bV 0 oM 00

6 |0 b0 b ol T S 00
TP 0 B o oo B R
B 0 b o 0 Y ¥

The polynomials from the last two equations form the set F.,,s and so the matrix 7T, is:

V2 0]

I.= 0 0 ¢ &2

Finally, the submatrix 1 is the vector

>

Using this notation, the full Macaulay matrix of the system (under any degree compatible

ordering), which we denote by 9!, has the following block structure:

Sfin TZin
T. 1

where the top row indicates which monomials we are looking at. For example, S? denotes the
quadratic monomials in s11, ..., Spn; 1T —those linear in ¢4, . . ., t,,, and 1 those corresponding to
the monomial 1. As a simple consequence of Lemma 5.2, we get that 9 has m(1+n+n(n+1)/2)
rows and (n* + n?)/2 +n? + m? + 1 columns, and it follows from Lemma 5.3 that the above
system is underdetermined.

From the triangular structure of this matrix, we get a lower bound on the rank of D!, as it

is at least the sum of ranks of the individual diagonal blocks, i.e., we have

rank(9') > rank(S,) + rank(Syy,) + rank(7).
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5.2 Independence of equations

Even though the polynomials in F from Problem 3.3 were chosen randomly, the equations in
Feonsts Fiin and Fyqq already exhibit a lot of structure. In this subsection, we try to describe
as much of this structure as possible. The main goal of the following is the determination of
the rank of 9. Since, according to Lemma 5.3, 9! has fewer rows than columns, we focus on
the linear dependence of the rows.

The approach to solving the Problem 3.3 is now as follows. We augment the system 9!
by new equations in order to obtain an overdetermined system. Note that by construction, the
flattened matrices S and T (i.e., the n®-by-1 and m?-by-1 vectors obtained by concatenating
together the rows of § and T) are actually contained in the kernel of 9. Hence, the kernel of
! is at least one-dimensional. Our goal is to find a way to augment 9t* by new equations in
order to obtain a kernel that is ezactly one-dimensional. The underlying theory that makes the
above work is the Rank-Nullity theorem. If the system is underdetermined, the Rank-Nullity
theorem tells us that the rank is at most equal to the amount of rows, and so the kernel has a
dimension larger than 1.

We therefore hope that in our overdetermined system, the rank grows to the point where
the kernel is exactly one-dimensional. If we manage that, then by row reducing, the kernel will
actually be encoded in the last column of that row reduced matrix. In this way — as & and T
are in the kernel as we argued above — we find what we were looking for, and the problem is
solved. This is the approach we pursue from now on and describe in more detail in Section 6.

The first step in the direction described above is the determination of the rank of 9!, as this
is the basis that we use for introducing new equations. Fortunately, it turns out that for ¢ big
enough, the matrix 9! will have all the rows linearly independent with high probability. We
prove this in steps, looking for independence within the sets defined above, and then conclude

the result for their union.

5.2.1 Constant part

We begin with the structure of 7, as it is the simplest to describe.
Proposition 5.8. If at least one of the ¢ s is non-zero, the rows of T, are linearly independent.

Proof. Note that each equation coming from F,,s (which T, is the linearization of) is obtained
as an entry of the vector
o) e
TPl — pllg=171 - _

&m) o(m)

which, for any fixed 1 <i < m, looks like 3 7, t;;69) — ¢ Observe now that no t;; variable

appears in any two equations. Denoting by ¢ the column vector FI?! and by & the product
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TPY the coefficient matrix 7, will be of the form

c —c®) | = ¢ —| =1|I,®c" —c].

¢l —clm) ¢l

From here we can see that each row will be linearly independent from all the other ones if and
only if at least one of the coefficients of ¢ is non-zero. But, since 7 was assumed invertible,

PO = TF will be non-zero as long as F% is non-zero, and this is what was to be shown. [

As the polynomials in our instances are taken randomly, the probability that an individual
c is zero is equal to 1/q. It thus follows that at least one of the ¢’s is non-zero with
probability > 1 — 1/¢™, which gets very close to 1 for even small values of ¢ and m, as, for

example, for ¢ = m = 3, this is already approximately 0.96.

5.2.2 Linear part

Linear S part. We continue by describing the structure of the Sy, submatrix. Recall that

this is the matrix of coefficients of the S variables coming from
Fllg —pll (5.2)
giving us polynomials
SRS Sl
j=1 =1
in which we focus only on the

>t
j=1

part (as this is the one corresponding to the Sy;,). To analyze those polynomials in detail, we
first fix the entry 1 < k < m of (5.2) and look at the equation coming from the i-th monomial
where 1 < ¢ < n. The polynomial corresponding to such k£ and ¢ in the ideal is the standard

vector-matrix product, namely
bhS =3 "5, (5.3)
j=1

In other words, for any such fixed ¢ and &, the coefficients of s;; will be the same for all 1 < j <n,
which will be precisely bg-k). Note that we are summing over j in (5.3). As a consequence, in
cach row of Sy, there will be a series of n — 1 zeros between the entry corresponding to s;;
and that corresponding to s;41;, simply because all the coefficients of s;;11, Sji42, et cetera,

are missing from the polynomial (5.3).
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Thus, under suitable ordering of the s;;’s (such as LEX or DRL, where we are indeed placing

s;; before s;;11), the section of the Macaulay matrix corresponding to b®*) will be
(091 - 1) =pP @1,

Considering now all the vectors b together (as k varies from 1 to m), which constitute the

whole matrix Sy;,, it will be of the form

b ® I, o, vV, o oI,
2 2 2

b @I, | b2, b1, - oI,

b™ @ I, o™, b, WML

If we now collect all the b®®) vectors into an m x n matrix B, it follows from the above that

Sein is actually equal to B ® I,,. We formulate this in the proposition below.

Proposition 5.9. The matrix Sy, is equal to an mn x n? matrix B ® I,, where

b bgl) bgl) coo bt
s b® _ bf) b§2) b2
bW | b by b

Corollary 5.10. The matrix Sy, has rank equal to n - rank(B) where B is as in Proposition
5.9.

Proof. Follows from Lemma 2.3. [

What is the rank of the matrix B? Of course, this value is upper bounded by min{n, m}
which is the case where B is full rank. For a random matrix B, we need to employ some

probabilitic tools to be able to say more.

Linear 7T part. The rows of the Tj;, matrix are likewise highly structured, as already seen in
Example 5.7. In fact, Ty, will always be a block matrix (under suitable ordering of the rows)
with all blocks identical.

To see why this is the case, we slowly piece together the information that is given to us
in the Equation (4.7), just like we did for the previous proposition. To recap, each of those
equations is obtained from (5.2) by comparing the i-th monomial (as ¢ runs from 1 to n) in the

k-th component (as k runs from 1 to m). This comparison produces the polynomial

> sy = >ty
j=1 =1
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and the part containing the T-variables (forgetting the negative sign for a second) is

> b, (5.4)
=1

It follows from the construction that each such polynomial is obtained by fixing k, which
means, according to how we ordered the monomials, that the coefficients of (5.4) will appear
one next to each other when we linearize it. As we linearize the different i-th polynomials of
the same component k (so fixing k and letting ¢ vary), we can arrange those coefficient vectors
one under each other as we wish (such a row reordering does not affect linear dependencies).
This explains that, under suitable rearrangement of the rows of the matrix Ty;,, it will in fact
be a block matrix.

Moreover, for any two distinct components k& and &’ of (5.2), the coefficients of tx, and t,
are identical, for all 1 < ¢ < m and for any fixed i-th monomial. Consequently, the blocks of

Ty arising from different components k are identical.

Proposition 5.11. The matrix Ty, is a block matrix, with one non-zero block BT per' row

and per column with

~ T ~ ~ ~

NG bgl) 552) . b§m>
A b2 SN R A

1NED) b p@ o g

Proof. As mentioned above, each row of Ty;, comes from fixing ¢ and k. As such, the polynomial

D tueb”
=1

only contains the variables t;, as ¢ runs from 1 to m. It follows that the vector of Ty, that

corresponds to this polynomial is just

(0 - ()Bl(l) Bl(m)() 0 0)
m-(k—1) m-(n—k+1))

as the vector will be zero in all the ¢, that do not appear in the equation, i.e., the m - (k — 1)

variables before t;1, and zero in the remaining variables coming after t,,.

As we consider all ¢ € {1,...,n}, this gives us the following submatrix corresponding to the
k-th component
0 -~ 0 Y BB ..opm g
0 -~ 0 oY P .. B™ oo ... 0
0 -« 0 b @ om0

1We keep the transpose for consistency with the convention that b®*) and b*) are row vectors and it also

gives a more uniform result at the end of the section.
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This proves all three statements. [

Before we say anything about the rank of the matrix Tj;,, we first analyze the structure
of Ty, even further. Namely, that its rows can be rearranged in such a way that it becomes
a diagonal-block matrix. We achieve this by placing the rows corresponding to the equations
from component 1 < k < m of (5.4) at the rows from m - (k —1) 4+ 1 up to m - k + 1. In this
manner, the equations from the £k = 1 component will constitute the first m rows, k = 2 the
following m rows, et cetera.

For example, for k = 1, the variables appearing in these equations will be the tq1, ..., t1,,.
Since the first m columns of Ty;, correspond to the variables t11, ..., t1,,, this block will consti-
tute the first m columns.

In this manner we obtain T}, as the block matrix

BT 0 .- 0

0 BT ... 0 N
=1, BT

O 0 --- BT

where the 0 entries of course represent the m x m zero matrices. Just like before, an immediate

consequence of Lemma 2.3 is:
Corollary 5.12. The matrix Ty;, has rank m-rank(BT) where BT is as in Proposition 5.11. [

It now follows that when we consider the full matrix [ng Tgm} we get that:

Proposition 5.13. Let B and B be as in Proposition 5.9 and Proposition 5.11 respectively.
Then, the matrix |:Sgin Tgini| is of the form

Notice that B € M, ,(F,) and BT € M,,,.(F,) are intimately linked by construction.
Indeed, we have the equality
B=TBS (5.5)

by Lemma 4.4 and it follows that rank(B) = rank(B) as the dimension of a vector space is
preserved by invertible linear mappings. The matrices Sy;, and Ty, are respectively mn x n?
and mn x m? dimensional matrices.

As we have n? +m? columns and only mn rows (and mn < n? + m? for all positive m and
n) in the matrix [ng Tgm] , its rank will be the amount of linearly independent rows, which is

equal to the greater of the two quantities rank(Sy;,) and rank(7y;,). In mathematical notation
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we have:

rank( [ng Tgm]) = max{rank (S, ), rank(7y;,)}
—max{rank(B ® I,,), rank(l,, ® B)}

=max{n, m} - rank(B) = max{n, m} - rank(B)

<max{n,m} - min{n, m} = mn.

Of course, the first equality is not true in general, but it does hold in our case as we have more
columns than rows. In order to evaluate the rank of [ng ng‘n] exactly (i.e., get rid of that
inequality sign at the end), we are left with evaluating the rank of the (random) matrix B

(equivalently of B).

Ranks of random matrices. To analyze the rank of this matrix, for random instances of
inhQMLE, we will first need to talk about (not necessarily square) random matrices.

So let n and m be arbitrary positive integers and consider a m-by-n matrix B over a finite
field F,. Without loss of generality, we can also assume that m < n, otherwise we consider BT
Since we have less rows than columns, in order to determine if B is of full rank (i.e., of rank
m) we will be estimating the probability that all the rows are linearly independent.

The first row may be any non-zero vector in F}' — this gives us ¢" — 1 choices. The second
row may be any vector not in the span of the first — this is ¢" — ¢ choices, and we keep choosing

rows in the same manner. After choosing m linearly independent rows there are

(" =D =" =) (" — ¢ )

choices. Dividing by all possible ¢™" choices for entries of an m x n matrix, we will find the
probability that the matrix B is full rank.
Replacing the assumption that m < n by denoting M = min{m,n}, N = max{m,n}, this
gives the probability
M-1, N i M-1

P(rank(B) - M) _ iz <qn —4) _ [[a-d™. (5.6)

m
q 1=0

An important remark is that, for fixed n and m, this quantity tends to 1 as ¢ — oo.
Similarly, the larger the gap between M and N, the closer this quantity is to 1, for any fixed ¢
(since 1 — ¢" approaches 1 as N grows). Finally, if n = m, we obtain the probability that a

square matrix is invertible, which is
n

[Ta—a.

i=1
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We now return to our setting with matrices B and B from Propositions 5.9 and 5.11 respec-
tively, and we keep the notation M = min{m,n}, N = max{m,n}. We can now essentially
just copy paste the above formula to obtain

M-1

P(rank(B) = M) P(rank ) H 1—q¢~

=0

The consequence of this whole subsection is that
Proposition 5.14. The matrix [ng Tgm} is full rank (i.e., of rank mn) with probability:

min{m,n}—1

]P’(rank( [ng Tgm]) = mn) = H (1-— qi_ma"{”’m}).

i=0
5.2.3 Quadratic part

Quadratic S part. We are left with the polynomials quadratic in the S variables, coming
from the TPP — FI2S equations. The k-th entry of F2S is of the form STA®S and we will
disregard the TP part for now and analyze the product STA® S in more detail for arbitrary
k < m first and later describe the structure as k varies from 1 to m.
Observation (1). For any 1 < i,j < n, the entry from the i-th column and j-th row of
STAS is
(STA(k Z a&, S0iSrj-

One of the things we can see here, is that ﬁxmg either r or ¢ and letting the other one run
from 1 to m, at some point these two will be equal. Therefore, the diagonal entries of A®)
appear in every polynomial of F,,.q4, and they appear at different coefficient sy;s,; each time.
An easy consequence of this is that if any of the diagonal entries of A®*) are non-zero, the
n(n + 1)/2 rows (corresponding to the n(n + 1)/2 equations coming from A®)) of S, will be
linearly independent.

We can take this argument even further. Note that, again for £ fixed, no monomial s;s,;
appears in any two equations. This means that there is at most one non zero element in

each column. Furthermore, each of the coefficients ag-c)

appears in every equation (sometimes
perhaps with a coefficient of 2 in front). It follows finally that if any of the entries of A% is
non-zero, the rows of (STA®S),; will be linearly independent for any fixed k.

Observation (2). We now analyze what happens when we fix 7 and j, and let 1 < k < m
vary. The crucial fact is that the rows corresponding to (ST A®S);; and (ST A*®)S),; will have
the same structure for all 1 < k, ¥’ < m. What we mean by this is that the coefficients of the

vector obtained by linearization of the equation
k
Z afy siisr;
L,
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will be zero precisely when
Z aﬁ’: )Smsm‘
lr
(k (k")

is zero, and the coefficient ah,) will appear in the column where the coefficient a,, ' appears.
We recommend to look at Example 5.7 for visual aid — compare the first three rows with the
following three rows — they have the exact same structure. Combining these two facts and

letting all 7, 7 and k vary, we obtain the following.

Proposition 5.15. The rows of S, are linearly independent if all of the A®) matrices are

linearly independent, as k runs from 1 to m.

Sketch of a proof. This follows basically by induction on m where the base case m = 1 is
actually the statement of Observation (1).

Assume now the statement holds for some m > 1 and that A™*1 ig linearly independent
from all the previous matrices. By Observation (2), the new set of equations will have the exact
same structure as the previous ones, and so they will be linearly independent, as long as the
new coefficients give us linearly independent rows. But this holds precisely by the assumption

on A+ being linearly independent and this is what we needed to show. O]

The matrices A®) are symmetric and so any set of more than n(n + 1)/2 many of them,
will be linearly dependent. It follows that as soon as m > n(n + 1)/2, we are guaranteed to
find a dependence. Assuming for now that m < n(n + 1)/2, the probability that all of those
A®) matrices are linearly independent, is given by the exact same formula as in Equation (5.6).
Indeed, if we flatten all of the m matrices A*) and stack them together in a matrix (using only

the upper triangular part so n(n + 1)/2 many entries), we obtain

(1) . (1) (1) (1)

A Qg Qgg Qg3+  dnn

2 2 2 2 2

) agl) ag; T aéz) a§3) T a;rz
A= _

A o o o o

The linear dependence of the matrices A%*¥) now translates to the linear dependence of the rows

of A. We can thus apply the previous formula for the probability of the rank and obtain:

m—1

P(rank(A) = m) = H (1 — g t/2),

1=0

In order to describe what happens when m > n(n + 1)/2, we cannot rely on Proposition 5.15

and we need to move on and study the matrix 7} instead.
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Quadratic 7" part. Similarly to the Ty, T, will also be a block matrix, with the non-zero
blocks equal to each other. This follows by essentially the same reason as for Ty;,, by fixing the

component k£ and indices ¢ and j, we obtain polynomials

>ty (5.7)
/=1

From here the block structure immediately follows as for all k fixed, only the k¢ monomials

appear as £ runs through {1,...,m}, hence all the other coefficients will be 0.

Proposition 5.16. The matrix T} is a block matrix, with one non-zero block AT per row and

per column with

[-(1) ~(2 ~(m)]
ay ay oAy
~(1) ~(2 ~(m
ag2) agz) T ag2)

T (1) ~(2 ~(m
Al = ag; agz) a§2)
~(1 ~(2 ~(m
ags) ags) T ag3)
) aly ol

Proof. The proof is analogous to that of Proposition 5.11 so we will be rather brief here. Indeed,
the only thing varying in the polynomial (5.7) is the index ¢ which, when expanded, looks like

bty + by + -+ L

(m)

]
and the structure of the row vector follows. Note that the index j in a@;; is never smaller than

i. This is because, when constructing the equations in Section 4, we were only looking at the

upper-triangular part of the matrix — the part where j is at least ¢, as ¢ runs from 1 ton. [
Corollary 5.17. The matrix T, is equal to I,, @ AT where A" is as in Proposition 5.16.

As a consequence of the original maps S and 7~ being invertible and the equality A = TAS,

we also have

rank(A) = rank(A).

We thus get a nice interplay between the two blocks S, and Tj. If either of the two has too
many rows for them to be independent, the other steps in to ensure that the whole matrix is

of full rank. This can also be phrased as follows:
rank([Sq Tq]) =max{rank(S,), rank(7},)}
= max{rank(S,), rank(I,, ® AT}
—max{rank(A) - n(n +1)/2, rank(AT) - m}
<max{n(n+1)/2,m} - min{n(n+1)/2,m} =mn(n+1)/2
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Again, to get rid of the inequality in the above, we apply (5.6), and we obtain that the
matrix AT (thus also A) is of full rank with probability
min{m, n(n+1)/2}—1

P(rank(flT) = min{m, n(n + 1)/2}) = (1 — gi—maxtm, n(n+1)/2hy
i=0

It follows that

Proposition 5.18. The matrix [Sq Tq] is of rank mn(n + 1)/2 (which is full rank) with

probability
min{m, n(n+1)/2}—1

H (1 . qifmax{m7 n(n+1)/2}>.
1=0

5.2.4 Complete matrix 9!

Collecting all of the results from this section, we obtain the following structure of the matrix
m:

(v w1

S, I, ® AT mn(n +1)/2
B®lI, —I,® BT mn

—I,®c¢cl c|m

where the top row indicates how many columns each block has and the rightmost column
indicates how many rows each block has. Note the “—" signs in the T" columns are due to the

fact that our equations are of the form
Fis 7Pl =0 =7pPd - Flig

so we need to include that negative sign somewhere, and we chose to do so in front of the T
variables.

We will now consider the rank of the above matrix but before we do so, we introduce a
piece of terminology. Let C' and D be arbitrary matrices with the same amount of rows and
consider a block matrix

M=|c Dl
We call the rank leader the block with highest rank. For example, if rank(D) > rank(C') then
D is the rank leader of M. The motivation to introduce this is that we want to have a name for
the submatrix of, say [Sq Tq} or [ng Tgm} , that actually brings this submatrix to full rank.
As the integers are totally ordered and the rank of a matrix is an integer, the above notion is
well defined, i.e., we can always compare the ranks of two matrices and pick the larger one.

Returning to our situation of 9, we notice that due to its triangular structure, if the

left-most non-zero blocks of each row (i.e., the matrices S,, B ® I,, and I, ® ¢7) have all rows
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linearly independent, then the whole matrix is of full rank (i.e., of rank equal to the amount of
rows: m(l+n+n(n+1)/2)).
This will actually be the case when m is at most equal to n, and we show this now. We have

by Proposition 5.18, that the first mn(n + 1)/2 rows are linearly independent with probability

m—1
_ z n(n+1) /2)

z:O

The important thing now is that this independence is actually due to the S, matrix only, i.e.,

Sq is the rank leader in this case. The following mn rows are independent with probability

m—1
[T -a
=0

by Proposition 5.14, and again, this independence is due to Sy;,. Lastly, the last m rows are
independent with probability equal to

1—qg ™
Looking at the structure of the above matrix, we see that those three blocks will always con-
stitute independent rows, as they appear in different columns. As sampling the coefficients of
polynomials in the instances is independent from each other (in our model), we get that the

total probability of the whole matrix being full rank is the product of the above three, giving:

Theorem 5.19. If m < n, the linearized system of equations coming from random inhQMLE(n,

m, q) instance has rows linearly independent (equivalently is of full rank) with probability

m—1 m—1
(H (1- qz‘”(”“w)) : (H (1- qz‘")) (L=q™).
i=0 i=0

We still need to deal with the other case where m > n. This situation is more problematic
because the diagonal matrices will be “taller” than “wider” and so we need to rely on the T
matrices to be the rank leaders. For this reason we need a slightly stronger assumption than

m >n.

Theorem 5.20. If m > 1+ n + n(n + 1)/2, the linearized system of equations coming from
random inhQMLE(n, m, q) instance has its rows linearly independent (equivalently is of full

rank) with probability
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Proof. As m > n(n+1)/2 > n, we have rank(7,) > rank(S,) and rank(7y;,) > rank(Se,). We

will therefore look at the linear dependence of the last m? columns. This column is of the form

T, I, ® AT
Téin = Im X BT
T. I, ®c’

and as [, is always of rank m, we focus on the right hand side of that product. We are therefore
looking at the rank of the (n(n + 1)/2 + n + 1)-by-m matrix

AT

BT

éT

As all three components of this matrix are sampled independently from each other, the result
follows from (5.6). O

There are few subcases here that we can distinguish:

(1) n(n+1)/2 > m > n+1: Here we have that the rank leaders of the rows are consecutively
Sgs Toin and T, (the T, will always be the rank leader of the last m rows). We obtain a

similar result to the above two and we omit writing them out.

(2) 1+n+n(n+1)/2 > m > n(n+1)/2: this is the problematic case and we were unfortunately
not able to show that all rows will be linearly independent with high probability, like we
did above. The difficulty comes from the fact that, as m > n, the diagonal entries are
not rank leaders and as m < 1 +n + n(n + 1)/2, we will always encounter some linear
dependencies in the last m? columns. In each of the experiments we have nonetheless
always had the rows linearly independent, and we comment on this slightly more in

Section 6.

Assuming that the result also holds with a similar probability for the case (2) above, we

obtain the following.

Conjecture 5.21. All m(1 +n+n(n+ 1)/2) rows of the matrix 9! are linearly independent
with probability

min{m,n(n+1)/2}—1 ‘ min{m,n}—1 '
H (1 _ qumax{m,n(nJrl)/Q}) . H (1 o qumax{m,n(nJrl)/Z}) . (1 . qu) .
=0 1=0

Note that, even though the matrix is of high rank, we still do not have enough rows to
find a solution to our original problem as, by Lemma 5.3, there will be more monomials than
equations. We need to introduce more equations to the system by augmenting (see Section 2.5)

and hope that there are enough linearly independent ones that we can solve the system.

52



5.3 Full degree two

We finally start augmenting the matrix 9! by new equations (using the ones we already have)
as described in Section 2.5. In the end we will obtain a full degree 2 coefficient matrix (which
can now finally be called a “degree 2 Macaulay matrix”) which we show is overdetermined for
some choices of n and m.

So let Ty, Ty, Te, Sein, and S, be as in Definition 5.6.

e We can multiply F.,nst polynomials by variables coming from both S and 7. In this

manner, we obtain m? + n? new equations for all m equations of 7.

e The polynomials in Fj;, can be again multiplied by both S and T variables. We again

obtain m? 4+ n? new equations for each of the mn equations from this set.

The Macaulay matrix 9?2 for our system is then the matrix:

s sT 1 S T 1

Sq Ty
Séin Téin

S&'n Téin

T, 1

T, 1
Sfm Téin
T. 1
giving us total of
mn(n® +m?) +m(n®+m?) +m(l+n+n(n+1)/2) (5.8)

equations. On the other hand, the maximum number of monomials of degree at most two is

(n2+m2+2

5 ) = (m* +n* + m*n® + 3m* + 3n% + 1)/2.

Comparing these two values we will be able to say if our system is already overdetermined at

degree 2, i.e., for which values of m and n is

> 0. (5.9)

mn+1)(n* +m?) +m(l +n+n(n+1)/2) — (n m +2>

The most straightforward answer to this question can be given with the most simple choice of
n and m being equal.

Lemma 5.22. For n = m, the inequality (5.9) is satisfied for all positive n.
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Proof. The function

f(n) =n(n+ 1)(2712) +n(l+n+n(n+1)/2) - (2712 + 2) 5 5 3

2
= = - = -1
9 2n 2n +n

obtains value 1 for n = 1. Moreover, ignoring for a second the fact that n is an integer, we

treat it as a real number so that, differentiating f with respect to n, we obtain

af 15 ,
—=—n"-3 1.
dn o " nt
which is a quadratic function with a negative discriminant. We conclude that f has no inflection

points for n > 1 and so, is itself positive for all positive values of n. n

We could not obtain such nice results for arbitrary n and m simply because there are values
for which this inequality does not hold. For example for (n,m) = (2,6), the left hand side of
(5.9) evaluates to —105 and for (n,m) = (4,2) it gives —1.

As the last exact result of this subsection is the case where either n = 2m or m = 2n
(the choice motivated by the choice of parameters in the [CNP*22] paper). In either of those
cases, the difference gives us a polynomial with two distinct real roots and a negative leading
coefficient. We therefore do not obtain an overdetermined system. In the first case, the larger
root is approximately 1.9 and so the system will be underdetermined for m > 2 and n = 2m.
In the other case, the larger root is exactly 4 and so the system is underdetermined for n > 4
and m = 2n.

The interaction between n and m in (5.9) can be visualized by the 0 level set of (5.8). This
is displayed in Figure 1. We will later analyze in more detail the situation where n is equal to
m. In the meantime, we describe the structure of the Macaulay matrix 91 in full generality,

i.e., no assumptions are made about n and m other than requiring that both are at least 1.

Structure of the matrix 9? The layout in Section 5.3 is a bit misleading. For example, if
the matrix [Sem T, gm:| has the form

Sle tlo

52 t20

Sne lne
then, under the DRL ordering, the matrix of the equations augmented by the variables s11, ..., Suy
will have a structure resembling

S1e tlo
S2e t20
Sne tno
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50 1
40-:
30-:
20—:

10 1

fin,m) =0
mn

10 20 30 40 50

Figure 1: The area where (5.9) holds marked in light-blue with the equality higlighted in bold.
Ezample 5.23. Consider a set of equations (which could come up from an n = 2 and m = 1
instance):

L. bysii + basor + ity

2. b1891 + basan + Catyy

with by, be, ¢1, co € Fy arbitrary. The coefficient matrix of this system is then

bl 0 bg 0 C1
0 bl 0 bz Co .

In this setting, sj, will be the first row truncated before ¢, i.e., (by 0 by 0) meanwhile ¢, will
be the row consisting of just c;.

Augmenting the system of equations by variables {s11, s12, S21, S22} Wwe get the coefficient
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matrix

by 0 0 b, O 0O O O O O ¢ 0O O
0 b6 0 0 by 0 0 0 0 0 ¢ O
0 0 0b 0b 0 0 0 0 0 0c O
0 0 0 0 0b 0b 0 0 0 0 ¢
0O bpb 0 0 0 0 b O 0 cgc 0 0 O
0O 0by 00 O 0b 0 0 O0c 0 O
0 0 0 0b O 0 b 0 0 0 ¢ O
00 0 0 0 0 00b 010b 0 0 0 c

>

Notice the nice structure on the right hand side — this is precisely Tp;, ® I,,2. This in fact will
always be the case when ordering monomials according to DRL and can be explained as follows.
Recall that in the DRL ordering, to compare two monomials of equal degree, we compare the
variables looking from the right, and favour the one with smaller exponent. If we now have
variables ordered as s11 > ... > Spn = t11 > ... > tmm, the quadratic monomials containing
both S and T variables will be ordered as

Slltll b 812t11 - .. Snntll — Slltlg b 312t12 - .. Snntmm-

Because of that, the coefficient monomial of a polynomial containing just 7" variables, when
multiplied by an S variable, will be the original vector but with n — 1 zeros inserted between

each original coefficient. To visualize, in a system with
S11 > S12 > S21 > S22 > t11 > tig > tar > log,

the vector
(a,b,c,d)

corresponding to a polynomial f = aty; + btis + ctoy + dtao becomes
(a,0,0,0,b,0,0,0,¢,0,0,0,d,0,0,0)

when f is multiplied by sq;.
By the exact same reason, the 7. part in the ST columns of 9? will be of the form 7, ® I,,2.
And the situation is precisely reversed in the DL ordering. There, the submatrix Sy, when

multiplied by all T" variables becomes
Stin @ I2.

Unfortunately, the situation is not so clear when we look at polynomials with monomials

quadratic in S or T variables. We illustrate this with the following example.
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FExample 5.24. Set n = m = 2 so that we have the S variables s11, S12, So1, S22 and identically

numbered T variables. Consider the polynomial
f = asy1 + b521 + Ctll + dtlg.

As all three of LEX, DL and DRL orderings coincide for linear monomials, the coefficient vector

corresponding to this polynomial with respect to any of them will be:
(a, 0,0,0,c¢d 0,0).
Say we now multiply f by ¢1; to obtain
tinf = asyitiy + bsartyy + ctiy + dtyityo.
The coefficients vector of this product with respect to DL will be:

coeffpr(t11f) = (0,0, 0,0, @, 0, 0, 0,0, 0,0, 0,0, 0,0,0,0,0,0,0,0,0,0,0, ...
...,0,0,0,¢0,4d,0,0,0,0,0,0,0,0, 0, 0,0, 0, 0, 0)

Say we instead multiply f by t25. The coefficient vector of this product is then

coeff pr.(taaf) = (0, 0, 0, 0,0, 0, 0, a, 0, 0,0, 0,0,0,0,0,0,0,0,0,0,0,0,0, ...
...,0,0,0,0,0,b,0,0,¢0,0,d,0,0,0,0,0,0, 0, 0).

Note that, unlike the example above, the structure of the S-T" monomials is not preserved.
Indeed, in the t11 f vector, there is a gap of 12 zeros between a and b, meanwhile this gap is
21 for the vector of t95 f. Unfortunately, as the reader probably guessed, presenting the whole
coefficient matrix of all four products of f with T variables, would be too big to fit on one
page. We instead present what happens using the DRL ordering, in order to show that this is
not just the quirk of DL.

coeff prr(tiif) = (0,0, 0,0, 0,0,0,0,0,0,a0,0,0,b,0,0,0,0,c0,0,0,0, ...
...,0,0,0,0,0,0,0,0,d,0,0,0,0,0,0,0,0, 0, 0, 0)

and

coeff prr(taaf) =0, 0, 0,0, 0,0, 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0,0, ...
...,0,0,0,0,0,a,0,0,0,b,¢0,d,0,0,0,0,0,0, 0, 0).

In either case, the gaps between both a and b (the S-S variables) and b and ¢ (the S-T" variables)

remain inconsistent. >
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As in the example above, it is straightforward to describe the structure of each row of the
augmented matrix: a row is determined entirely by the support of the original polynomial and
by the monomial used to multiply it. However, when these rows are collected into a single
matrix, the chosen monomial ordering produces a global pattern that is not easily summarized
in simple terms (like we did with some of the parts of 9!). Likewise, the structure of the Ty,
part multiplied by T variables remains difficult to describe and requires more work and we do

not investigate this further in this thesis.

5.4 Full degree three

We now focus on the full degree three Macaulay matrix of the system and describe it rather
briefly especially when compared to the previous sections. So again, let Ty;,, T, Tt., Spn and S,
be as in Definition 5.6. On top of the equations already defined in the previous section, we

augment it further as follows:

S8 ST ST? T®  §2 ST\ 4 of equations

Sq T, | n*(mn(n+1)/2)
Sein Toin (";)mn
Svin Toin m2n?mn
S, T, m?(mn(n+1)/2)

T. m?n*m

Sein Tiin (”;2) mn

L. (5 )m

giving us a total of
m(m*n +2m*n® +n® +m* +3m*n? +nt +2mn + 20 + m? + 3n* +3n+2)/2  (5.10)

equations and also increases the total amount of monomials to

n® +m?+3
3 :

Just like before, for n and m equal, the result of subtracting the binomial coefficient above from

(5.10), is always a positive number. In this case, this difference becomes

2 ) 13
f(n):§n6+§n5—2n4+2n3—gn2+n—1 (5.11)

which has 6 roots: 4 complex and 2 real. The two real solutions are approximately —4.58
and 0.88. Since the leading coefficient of the above polynomial is positive, we conclude that it

attains positive values for n > 1.
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Figure 2: The area where there are more quations than monomials, marked in light-blue with
the equality higlighted in bold.

The conclusion is that the degree 3 system is overdetermined, in the case when n = m
(which could also be deduced from the fact that it was overdetermined already at degree 2).

For the same reasons as described at the end of previous subsection, we find it rather difficult
to succinctly describe the structure of 9. In the next section, we describe some of our findings
that we obtained by using a computer algebra system SageMath. There, we indirectly study
the linear dependence of rows of the 93 matrix by computing its rank. We leave more algebraic
study of matrices 9% and 93 for future work as we believe there is much more to say about
them.

99



6 Experimental results

Alongside the theoretical findings of the previous section, we have also conducted several com-
putational experiments. There were two main reasons for them. Firstly, to generate examples
and confirm the theoretical findings with practice. Furthermore, we tested all the things that
we were unable to prove, but for which we had strong believe they were true. All of those
findings are contained and described in this section.

Before we dive into the results however, we should first describe our setup. We used Sage-
Math programming language for everything. We modelled the inhQMLE(n, m, q) problem by
picking randomly generated set of m equations in n variables. We did this as follows. For each
1 < k < m, we generated a random n-by-n matrix A®) and depending on the characteristic of
the field, we symmetrized it appropriately. For ¢ even, we walked through the lower-triangular
elements of A% and set them equal to the corresponding upper-triangular coefficient. For ¢

odd, we simply did A® = (A® 4+ (A®))T)/2. We sampled them using a built-in Sage func-

tion random_matrix!

. Similarly, the vectors were generated using random_vector? and the
constants by random_element®. In this way, we immediately obtain the polynomials F that
we can manipulate using linear algebra. Similarly, the transformations S and 7 were obtained
from the random_element?. The generation of the equations then proceeded as described in

Section 4.1.

6.1 Ranks of matrices 92 and 913

As already indicated, computing the rank of either 9 or 93 directly is difficult, since it is hard
to explicitly describe the structure of matrices such as the augmentations 5SSy, or TTy,. We
therefore turned to experiments: we constructed these matrices from many randomly generated
instances of inhQMLE, and computed their ranks.

Recall that, for an (n,m, ¢)-instance of inhQMLE, the matrix 9? is obtained from augu-

menting up to degree two the linearization of the system constructed as described in Section 4.
<n2 +m? + 2)
2

mn(n® +m?) +m(n*+m*) +m(l+n+n(n+1)/2)

This matrix has

columns (Proposition 2.6), and

rows (5.8). We know from Lemma 5.22, that for n = m, this matrix is overdetermined.

1
https://doc.sagemath.org/html/en/reference/matrices/sage/matrix/special.html#sage.matrix.special.random_matrix

2
https://doc.sagemath.org/html/en/reference/modules/sage/modules/free_module_element.html#sage.modules.free_module_element.random_vector

https://doc.sagemath.org/html/en/reference/finite_rings/sage/rings/finite_rings/finite_field_base.html#sage.rings.finite_rings.finite_field_base.

FiniteField.random_element

4TDDD:fill
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n2+m243
3
constitutes an overdetermined system.

Analogously for 93, we get ( ) many columns and (5.10) many rows, which for n = m

All of the instances that we will be now discussing were obtained with n and m equal to each
other. For that reason, since we will be considering Macaulay matrices coming from different
values of n, we adjust the notation, to indicate their dependence on the value of n, like the
amount of rows, columns or the rank. So denote by 9t?(n) (respectively 93(n)) the degree 2
(respectively 3) Macaulay matrix of an instance with n = m.

We have computed the ranks of matrices 92 for n = m ranging from 2 to 9, and those of
93 for n = m ranging from 2 to 6 (as larger values give matrices with > 10° many columns,
making the computations extremely long).

When the base field F, is taken sufficiently large (e.g. ¢ = 8191), the computed rank was
identical across all random instances for a fixed n. In other words, although the entries of
M?(n) and M3(n) depend on the random choice of input system, their ranks did not fluctuate
— they appeared to depend only on the parameter n. We present those stable rank values now
in the table below, along with the amount of columns of the respective matrices, to indicate

that their kernels were always more than 1-dimensional.

Table 1

n  rank(9M?) Hcols of M?  rank(IM3)  #cols of M3

2 43 45 160 165
3 177 190 1239 1330
4 206 261 o844 6545
) 1165 1326 20085 23426
6 2325 2701 55424 67525
7 4193 4950
8 7012 8385
9 11061 13366

There are two interesting things to be noted now. Firstly, for ¢ large enough (for example
g = 31), the ranks remain stable among different runs of the tests for respective values of n
(this was already the reason for presenting the table itself). For ¢ = 2,3,4, this was not the
case, as we obtain multiple runs with ranks differing by few percent from the values presented
above, both up and down. We conclude that, for ¢ large enough, the ranks of matrices 92 (n)
and 9M3(n) depend only on the value of n, i.e. are functions of n only.

The second, perhaps more surprising fact, is that these ranks follow a quartic (of degree

four) polynomials of n. More specifically, by interpolating the points from the Table 1, we
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obtain:
rank(91%(n)) = n(3n® + 3n® + 3n + 1)/2.

and similarly by interpolating the degree 3 matrices we find:
rank(9?(n)) = 223n* — 3635/3n° + 3458n* — 12378n + 1849.

We do not have a clear explanation for this phenomenon. Our best guess, is that just like
with the initial system 901! we get a very predictable rank for ¢ large enough, there is only
so many linearly independent equations we could possibly get at degree 2, and that we reach
this upper bound here. This nonetheless requires more research such as, for example, counting
the amount of linearly independent equations at degree 2. This would most probably explain
why this polynomial is actually quartic. Similarly for degree three, even though we generated
only 5 data points, we conjecture that the rank will still follow this quartic polynomial. We
unfortunately failed to generate more data points to back up this claim as the computations
got too expensive to perform.

Motivated by the reduction from MCE to hQMLE in [RST22] and the choice of parameters for
the MEDS scheme from [CNP*22|, we also computed the degree 2 Macaulay matrices obtained
from instances where n = 2m and m = 2n (see [RST22, Theorem 16] and [CNPT22, Section
7.2]). Turns out, that these similarly follow quartic polynomials in n.

We will denote a degree 2 Macaulay matrix obtained as in Section 5 for arbitrary n and m
by 92(n, m). For m = 2n, the rank of M?(n, 2n) satisfies

rank(9M?(n,2n)) = 8n* + 37n® + 133/2n® + 111/2n + 18
and for 9?(2n,n) we find
rank(901%(2n,n)) = 8n* + 390> + 71n® + 60n + 20.

Again, we are not sure why this is the case but the fact that these polynomials are still quartic
is somewhat reassuring of the conclusion that the linear dependence of rows is very structured,
even for various relation between n and m.

We lastly mention the situation from the previous section that we were unable to prove.
Namely, that in the case where 1 +n +n(n+1)/2 > m > n(n + 1)/2 the 9! is also of full
rank with probability growing with all ¢,n, m. In all the experiments we conducted, for m in
this interval (and ¢ sufficiently large), it was always the case that 9! was of full rank. This
is probably because the diagonal blocks still play a role in the independence of the rows and
we are only focusing on the right-most column instead. In fact, the only setting in which we
obtained a matrix that was of smaller rank, was for n = m = ¢ = 2, where there were 8 rows

but the rank was only 7. In any other case, each input we tried yielded a full rank matrix.
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6.2 Solving the instances

The central experimental finding of this thesis, is that the row reduced form of the matrix
9M?(n) explicitly encodes the desired linear maps S and 7.

As could be already seen in Table 1, it seems that we will not be able to accomplish
the approach that we laid out at the beginning of Section 5.2. Namely, it seems that, even
though the matrix 9?(n) is overdetermined, its kernel is at least one dimensional. The (perhaps
surprising) result that we now introduce, is that this in fact does not matter to find the solution.
We were able to consistently obtain an identity block at the bottom-right corner of the row
reduced matrix of 9?(n), which allows us to just read off the solutions from the last column.
We describe this in more detail now.

For convenience, denote by JR?(n) the row reduced form of 9?(n). To make this point more

precisely, we have noticed that the last n? +m? non-zero rows of :8%(n) take the block form
(0 Lo c> . (6.1)

In the equation above, the O represents a block of ("2“2”2“) — (n?+m?) — 1 zeros (since M?(n)
and R?(n) have (”2“;2“) many columns by Proposition 2.6), while ¢ is a (n*+m?)-by-1 column
vector. This vector c is the column vector that encodes the coefficients of S and 7 — it can be
thought as a vector obtained by concatenating the flattened matrices S and T together.

The rows of (6.1) translate into linear equations in the variables

S115- -+, Snrwtll? s 7tmm-

In other words, after row reduction, the unknown transformations (S,7T) can be read off with-
out any further algebraic manipulation.

The reason for why this might be surprising is because if we pick a set of r random vectors,
in some n-dimensional vector space Fy (where r < n), the most probable situation is that they
all will be linearly independent, especially for larger q. Our (column) vectors are of course not
random, as should be clear from the previous section already. Nonetheless, it turns out that
for the DRL ordering, we get just the right linear dependence of the initial rows so that the
last block is the identity.

We capture this in the Algorithm 2.

We mention few remarks now.

Firstly, note that we are given P and F where P = T o F oS but we actually recover 7 and
S such that 7T oP = F oS instead. This is due to the way we modelled our problem and so we
still need to invert this 7. The cost of inverting a n-by-n matrix takes time O(n“) where w is
the “linear algebra constant” (could be defined as the complexity of inverting a square matrix)

which is, using the Strassen algorithm, approximately w ~~ 2.8.
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Algorithm 2 inhQMLE(n, m, ¢, F, P) solver for n = m.
Input: Two systems F and P of m quadratic maps in n variables over I, such that P =

ToFoS.
Output: Matrices S and T such that T oP = F o S.
: Generate ideal Z as in Definition 4.6.
. Augment the system to full degree 2, call it Z.
. Linearize system Z wrt DRL ordering. Call this matrix M2 (n).
: Row reduce matrix 91%(n) and name the last column of the result by c.
.1 rank(9M3(n)).
. Extract S from the entries of ¢ indexed r — m? —n? to r —n?, and T from the subsequent

[ S R P NS R

n? entries.
7: return S and T.

Secondly, the above algorithm is much less reliable for monomial orderings other than DRL,
such as DL or LEX. While we sometimes obtained the structure described in (6.1) using the
DRL ordering (especially for small n), using just LEX never produced good results.

Our explanation for this would be as follows. We already mentioned that for random
matrices, the most probable situation is where the first rank(9t*(n)) many columns are linearly
independent. Our matrices are instead structured and this induces linear dependencies earlier
on than the rank would suggest. However, those early dependencies depend on the ordering of
the columns. For instance, imagine we have a 3-by-3 matrix of rank 2. After row reducing it

we could possible get
1 0 a

010
000

with a and b not necessarily zero. This is the most probable situation for a random matrix.

The only other possible outcome of row reducing is

R
S O O
S = o

in the situation where the second column is actually linearly dependent on the first one (here ¢
and d are similarly not necessarily zero). Note that if we now replace the second column with
the third, we get again the first matrix.

This highlights why the choice of monomial ordering is so important. Row reduction pro-
ceeds left to right, so with DRL we encounter early dependencies, whereas with DL or LEX
the initial columns remain independent, preventing the appearance of the useful univariate

polynomials at the end.
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Complexity of Algorithm 2. We now describe the running time of Algorithm 2. Steps
1-3 involve only straightforward manipulations of the input polynomials and can be performed
efficiently.

The computational bottleneck lies in Step 4. The matrix 9?(n) has O(n*) rows according
o (5.8), and O(n*) columns (Proposition 2.6). Thus, asymptotically it is a square matrix and
so the cost of row reducing an n* x n* matrix is O(n*’) ~ O(n'?).

The last two steps do not increase the asymptotic complexity as computing the rank of a

row reduced matrix is done by simply counting the amount of non-zero rows.
We conclude that the running time of Algorithm 2 is O(n).

Remark 6.1. We would like to point out, that even though the authors of [FP06] state:
“Experimentally, we deduce a complexity of (n®)3 = n® for our algorithm on random instances
of 2PLE”, they use the letter n to mean the “number of variables”. This is in contrast to the
notation they used throughout all of the preceding sections, namely that their n is actually
the amount of variables in the initial field — i.e. Fy[zq,...,x,] — just like in our case. When
presenting their experimental results, they switch up the notation from n? to m, which in
our opinion could lead to confusion (and indeed did confuse us for a very long time) and
misunderstanding of the results.

Using the notation from our work (and the notation that Perret and Faugére also use
throughout the vast majority of their own paper), their result reads “. .. complexity of (n%)3 =
n'® for our algorithm on random instances of 2PLE”.

This mismatch might be because they wanted to simplify the notation and avoid calculating

the actual sizes of the matrices they were manipulating with.

As already mentioned, the above has produced a correct solution without exception, when
run on random inhQMLE instances with n = 2,...,13 and over fields with 31, 2% and 8191
elements. We also succeeded in solving instances where m ~ n by using the same approach,
just with degree 3 Macaulay matrix. The complexity of such approach then increases from
O(n*) = O(n* +m™) to O(n® + m®), since the matrix 9?3 also contains cubic monomials,
in turn giving us a square matrix of asymptotic dimension O(n® + m°).

We did not test any structured instances so far and we leave these experiments for future
work. Nonetheless, a more indepth study of the structure of 9?(n, m), could allow us to predict
the behaviour of our algorithm or at least to reason about the rank of those systems, without

the need to run any experiments (other than to possibly confirm our findings).
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7 Conclusions and future work

Our findings suggest that random instances of inhQMLE are solvable in polynomial time using
degree 2 linearization. Even though this conclusion has been stated in previous works, we believe
that we have made progress on the structure of the linearization, opening a new direction
towards actually proving this statement. We now summarize the main insights and outline

directions for future work.

Structure of initial system. The large portion of Section 5 was devoted to studying the
structure of the initial linearized system of equations obtained in Section 4. The most significant
results according to us are the Propositions 5.11, 5.14 and 5.18, as they explicitly relate the
structure of M' to the polynomials in inhQMLE(n, m, ¢). Furthermore, as the process of
augmenting ! is fully deterministic, we believe that this will enable more precise description
of the structure of M and M? in any future work.

As there are no assumptions made in the aforementioned propositions, this will further
allow to apply them to inhQMLE-instances with more structured polynomials, such as the ones
obtained from reduction in [RST22].

On the other hand, in this work we have shown that the random instances will be of full
rank with probability growing in ¢ in Theorems 5.19 and 5.21. We still need to do more work
for the degree 2 and higher coefficients matrices. Even if we might not describe the structure
as precisely as in the linear and constant case, we should be able to reason accurately about

the rank of those matrices, like it was done in the S, case.

Overdetermined systems. We have shown that for inhQMLE(n, m, ¢) instances, where
n ~ m (especially when n = m), the Macaulay matrix of degree 2 is already overdetermined.
This allowed us to apply the approach of the XL-algorithm. This was especially successful
in the case where n = m as it turns out that row reducing the degree 2 Macaulay matrix of
such system yields linear equations in all of the unknowns, thus allowing us to solve the whole

problem.

For ¢ big enough and n fixed, the rank remains consistent. As shown in previous
section, the rank of matrices M?(n) and 9M?(n) follows a polynomial that is quartic in n.
Similarly, we have an analogous result for the case n = 2m and m = 2n.

The fact that, for fixed n, the ranks of 9?(n) and 9M3(n) remain consistent for ¢ large
enough and varying otherwise, suggests two things. Firstly, that the polynomials we are trying
to solve are highly structured (contrary to random matrices), but this was already visible from
9. From there the process of obtaining 9% and 913 is deterministic.

Following on the previous thought, the Conjecture 5.21 showed for the initial system, the
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rank depends only on the randomness of the initial system. This in turn, is an interplay between
the size of the instance n, m and the “wiggle room” we have in the field — the field size — to
have those instances independent from one another. This is what happens also here, as these
augmented matrices are generated deterministically, as already mentioned.

This is most likely to not be the case when our instances are not so random but, for example,
obtained by the differential attack (see [BFV12|) on an hQMLE instance. This is indeed the
conclusion in [RST22|. For example, consider the B matrix that we introduced in Proposition
5.9. In the setting of [BFV12|, where n = m and ¢ is arbitrary, the instances obtained from
the attack have the B € M,, ,(F,) matrix with kernel that is at least 1-dimensional, for any g.
This is of course in contrast to our result that for ¢ big enough, a random n-by-n matrix B is
invertible with overwhelming probability.

The conclusion there is that the random instances of inhQMLE are solvable very efficiently,
while those obtained from the collision seem to be much more difficult (with the Grébner basis

approach seemingly taking exponential time to solve them).

7.1 Future work

Perhaps the most important question that is related to our work that still remains is:
What are the dependencies between the columns of the M? matriz?

As suggested by the fact that the DRL ordering works for Algorithm 2 and the DL and LEX
fail, we need to explain what is the explicit relation between the columns, to explain this
phenomenon more rigorously. This will hopefully allow us to prove that we in fact always get
the identity block at the end of the row reduced form of 9t*(n). When successful, it would
be the first proof that inhQMLE is solvable in polynomial time, compared to only experimental
results of others.

There is also definitely more to be said about the structure of 9? and 9® compared to
what we have done thus far. If done fully, it would explain the quartic behaviour of the ranks
for the random instances. It might also allow us to predict if our algorithm were to succeed in
more structured instances.

Investigating the structure of those matrices would help us find more (possibly even all)
syzygies, which are the crucial component of any Grobner basis approach. Therefore determin-
ing the structure of those matrices would be beneficial for both of those approaches, making it
particularly important direction of future work.

As the last direction of further research that we mention here is that it would be interesting
to investigate the usefulness of the field equations in the ideal Z. Even though our approach
worked without them, we think that they might be useful for smaller fields like ¢ < 3. Adding
them for such small fields would not blow up the complexity too much and instead they might

provide some necessary polynomials to increase the rank even futher.
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