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Abstract
The Internet of Things (IoT) and Digital Twins (DT) are increasingly
being integrated to enable continuous optimization and monitoring
across various domains. However, the development and operation
of DT solutions for IoT systems remain challenging due to the cost
and risk of working with physical assets. This paper introduces a
dual-layered framework that leverages emulation at two distinct
stages of the DT lifecycle. Emulation-as-testbed positions an emu-
lation platform as a pre-deployment sandbox during the develop-
ment phase, decoupling the DT development from physical asset
availability. Emulation-as-simulation extends this by allowing DT
users to run high-fidelity what-if scenarios during the operational
phase, reusing the monitoring capabilities already present in the
DT. Furthermore, both approaches can share the same emulation
engine, avoiding the need for separate components. We validate
the framework through a proof-of-concept integrating a physical
and an emulated ESP32, demonstrating that the DT monitoring
infrastructure requires no modification across both lifecycle phases.
This framework offers a practical path towards reducing the cost
and risk of developing and operating DT solutions for IoT systems.

CCS Concepts
• Computer systems organization → Embedded and cyber-
physical systems; • Software and its engineering → Software
prototyping.
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1 Introduction
The Internet of Things (IoT) has changed how we live and work
by automating home environments, improving factory production
through real-time data, allowing healthcare providers to monitor
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patients constantly [7], and playing a key role in modern trans-
portation by managing traffic and helping vehicles communicate
with one another [26].

A Digital Twin (DT) is defined as a high-fidelity virtual repre-
sentation of a physical entity, process, or environment that dynam-
ically mirrors its real-world counterpart through the continuous
integration of real-time data throughout its lifecycle [5]. By pro-
viding advanced predictive analytics and simulation capabilities,
DTs facilitate the extraction of critical operational insights and the
optimization of complex processes. Beyond monitoring, DTs can
also influence the physical entity through actuation and direct and
indirect control.

IoT and DT have great potential to benefit each other. IoT pro-
vides the real-time sensing and actuation layer, while digital twins
supply high-fidelity models, analytics, and control [11]. Across in-
dustry, buildings, farming, and healthcare, integrating IoT and DT
enables continuous optimization and seamless monitoring [16], but
it poses challenges in interoperability, scalability, and security to
reach full potential [7, 19].

DT solutions are used to effectively test what-if scenarios with-
out the need to perform expensive or harmful experiments in the
real world. Conversely, the development process of a DT solution
could benefit from a virtual space to be tested before deployment in
its operational environment. Emulation provides a highly accurate
model of a final system, allowing developers to test how a control
system will perform or react before it is physically built. Because
this model closely mirrors the actual implementation, it can be used
for precise verification [14]. Various emulation solutions have been
proposed to evaluate IoT device behavior and system-wide scalabil-
ity [1, 12, 18], becoming a potential candidate also to be used as a
testbed for DT implementations. Nevertheless, their use has been
limited to testing IoT systems in isolation. Their potential as a devel-
opment and operational tool for DT solutions has not been explored.
This paper addresses this gap by proposing a dual-layered frame-
work: emulation-as-testbed and emulation-as-simulation. These
complementary approaches are designed to optimize the develop-
ment lifecycle while enhancing the functional capabilities of the
DT. Emulation-as-testbed acts as a pre-deployment sandbox, en-
abling iterative development and validation of the DT logic without
exposure to physical assets. Emulation-as-simulation extends this
by allowing DT users to run high-fidelity what-if scenarios and
scalability tests during the operational phase, reusing the monitor-
ing capabilities already present in the DT. Therefore, we propose
the following research questions:

RQ1 How can an emulation-based testbed accelerate digital
twin development by allowing for high-risk testing without
impacting physical assets?
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RQ2 To what extent can an emulation platform be used to
simulate diverse what-if scenarios by providing a highly
accurate model of the IoT systems?

Existing DT development workflows require physical hardware
from the earliest stages, creating a dependency that increases cost,
risk, and iteration time. Our framework breaks this dependency by
enabling the DT infrastructure to be fully developed and validated
before hardware is available.

2 Related Work
Redelinghuys et al. [21] propose a six-layer DT architecture for
a manufacturing cell that enables the exchange of data and in-
formation between an emulation or simulation and the physical
twin. Mishra et al. [17] propose Emulation as a Service (EaaS), a
unified framework that provides emulation capabilities for hetero-
geneous networks and positions emulation as a core component
of a Network DT. Unlike these works, which do not focus on the
capabilities and requirements of the emulation platform, and in the
case of EaaS are limited to the network domain, our work proposes
a framework that leverages emulation across two distinct stages of
the DT lifecycle. A similar shared-infrastructure pattern for test-
ing and execution has long been established in robotics, where
frameworks such as ROS [20] and YARP [15] allow simulated and
physical robots to run against the same middleware.

Although emulation platforms have been developed to evalu-
ate IoT device behavior and system-wide scalability [1, 12, 18],
these platforms rely on abstracted models for sensors and actua-
tors, which means they often miss implementation-specific details
and timing-dependent behaviors that are critical in real-world de-
ployments [23]. Each platform provides certain capabilities and
limitations, highlighting the need for a standardized solution that
allows the emulation of various IoT systems through pre-defined
deployment templates at different levels of abstraction.

Bitencourt et al. [2] conduct a systematic literature review on
the application of verification and validation (V&V) in DTs for
manufacturing. Their results reveal that V&V of DT artifacts them-
selves, as opposed to the systems they represent, remains largely
unaddressed in the literature. The authors further note that no
standardized methodology for conducting V&V activities on DTs
has yet been established. Furthermore, Shao et al. [22] point out
the need for a model credibility assessment, such as Verification,
Validation, Uncertainty Quantification (VVUQ), for DTs to ensure
that design goals and intended purpose are achieved.

Huang et al. [10] introduce a methodology for specifying and
verifyingDT behavior by generating a formally verifiable finite state
machine. They employ Temporal Logic of Actions (TLA) to define
required properties and abstract the dynamics of DTs, enabling
the verification of synchronization properties. Nevertheless, this is
heavily connected to the correctness of the formal model generated
for the DT system.

Unlike prior work, which either focuses on emulation as a stan-
dalone IoT testing tool, limits it to a specific domain such as network
emulation, or addresses DT validation through formal methods,
our framework integrates emulation directly into the DT lifecy-
cle, reusing its existing monitoring infrastructure for both pre-
deployment development and operational what-if analysis.

Figure 1: DT Lifecycle Including Emulation-as-testbed based
on [25]

3 Emulation-as-testbed
The development of a Digital Twin solution is an iterative process,
requiring continuous validation of the data integration pipelines,
control logic, and synchronization mechanisms. Among the phases
of this lifecycle, the transition from design to a fully operational
DT is particularly demanding, as it requires the DT software to be
tested against realistic physical conditions before deployment. In
safety-critical or large-scale IoT environments, this presents a signif-
icant challenge: integrating a DT implementation with real-world
infrastructure, risking potential damage, while the development
and maintenance of physical testbeds introduce substantial costs
and logistical overhead that can impede the iterative development
process.

Following Grieves and Vickers’ conceptualization, there are two
types of DTs: Digital Twin Prototype (DTP) and Digital Twin In-
stance (DTI) [9]. DTP aims to describe the physical artifact through
various informational sets, such as requirements or 3D models.
DTI represents the actual physical product that a DT is linked to
throughout the entire lifecycle. Furthermore, multiple DTIs build
up a Digital Twin Aggregate (DTA). All these are integrated within
a Digital Twin Environment (DTE) that allows DTs to operate in a
multi-domain physics application space. This work focuses on the
Concept, Creation, and Use/Sustain phases of the DT lifecycle [9],
where emulation is most directly applicable.

Figure 1 illustrates the role of the emulation-as-testbed within
Grieves and Vickers’ conceptualization. The testbed is positioned at
the boundary between the Concept and Creation phases, where the
DT logic is developed against the DTP and must be validated before
instantiation. By providing a high-fidelity model of the target IoT
infrastructure, the emulation platform acts as a pre-deployment
sandbox, enabling iterative development and rigorous validation
without exposure to physical assets. Upon successful instantiation
of the DTI, the emulation is retired, being replaced by the Actual
Twin as we move on to the Use/Sustain lifecycle stage of the DT.
This approach decouples the DT development process from the
physical asset availability, lowering logistical and testing effort. Em-
ulation of IoT devices offers significant advantages for the software
development process by enabling developers to create, deploy, and
test IoT applications without requiring physical access to heteroge-
neous and often costly real devices [13].

4 Emulation-as-simulation
Simulation has been widely used for decades to estimate the rate of
change of certain relevant output variables based on different input
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values [3]. Therefore, this has become a core capability of the DT
to optimize various processes and test what-if scenarios with low
costs. This demands the DT to consist of various digital artifacts
such as engineering data, operation data, and behavior descriptions
through multiple simulation models [4].

Emulation is used to model more accurately the system that is
going to be implemented, allowing unmodified software or control
logic to run as if on the real system [14]. Therefore, it can be used
to run more precise experiments to ensure the performance and
reaction of the target system. In the context of DTs, this enables
what-if analysis, allowing users to explore the behavior of a com-
plex system by simulating hypothetical conditions, referred to as
scenarios [8].

Due to the diverse nature of hardware and software for IoT
systems, performing emulation would enable DT users to run high-
fidelity what-if scenarios to detect problems such as memory leaks,
network jitter, or logic race conditions. The bi-directional flow of
data in the DT context indicates that the virtual environment influ-
ences the physical environment. Therefore, performing emulation
testing in certain scenarios ensures that the virtual environment
does not harm any physical assets.

Unlike traditional simulation, which produces results as a direct
output of the model execution, emulation requires the active moni-
toring of emulated devices to gather meaningful experimental data
because it should behave as the real-world environment. However,
since a DT already integrates a runtime monitoring system of the
physical twin, these capabilities can be directly reused for the em-
ulation experiments. This allows the users to visualize the results
of the experiments without requiring the implementation of new
monitoring services.

5 Case Study
To illustrate the proposed framework, consider a smart environment
scenario in which IoT devices continuously monitor and control
physical conditions such as temperature, humidity, and light inten-
sity. A DT of this environment mirrors the device state in real time,
enabling monitoring, alerting, and command dispatch through a
unified interface. During the development phase, the DT solution
must be validated before physical devices are available, with emula-
tion substituting the physical device by running the same firmware
and feeding synthetic data into the DT pipeline. Once operational,
an emulated device is introduced alongside the real one to inject
hypothetical conditions for what-if scenarios, such as overheating,
and observe system responses through the existing monitoring
infrastructure, without affecting the physical environment.

We implemented this proof-of-concept using a physical ESP32
microcontroller equipped with a DHT22 temperature and humid-
ity sensor, an LM393 light sensor, a PS3 joystick, and two PWM-
controlled LEDs. Our solution is available in the companion reposi-
tory [24]. Eclipse Ditto serves as the DT platform, Eclipse Mosquitto
as the MQTT broker, InfluxDB as the time-series store, and Grafana
for visualization. The emulated device runs the same ESP-IDF
firmware compiled for the Espressif QEMU fork [6], which em-
ulates the ESP32 CPU, memory, and peripherals, and communicates
with Mosquitto via user-mode networking.

Figure 2: DT Architecture

Figure 2 illustrates the architecture of the proof-of-concept. The
physical ESP32 publishes sensor readings over WiFi to Eclipse
Mosquitto, while the QEMU-emulated ESP32 connects to the same
broker via a virtual Ethernet interface. The same firmware is com-
piled for both targets via a build-time flag (CONFIG_DEVICE_PHYSICAL
or CONFIG_DEVICE_EMULATED), which determines whether sen-
sor readings come from real hardware or simulated values, while
the rest of the logic remains identical. Eclipse Ditto consumes in-
coming MQTTmessages through a single ingestion connection that
applies a JavaScript payload mapper and updates the corresponding
Digital Twin Thing (Eclipse Ditto subscriber). Each twin modifi-
cation triggers a change event forwarded by a Ditto HTTP-push
connection to InfluxDB in line protocol format, tagged with the
device identifier. Grafana queries InfluxDB and uses the device tag
to populate two separate dashboards (for emulated devices and
real devices), and fires a temperature alert when the threshold of
40°C is exceeded. The control panel communicates with both twins
through the Ditto REST API, issuing commands that are routed
back to the target device via a dedicated MQTT target connection.
Solid arrows represent sensor data flow; dashed arrows represent
command flow.

5.1 Emulation-as-testbed
In this scenario, we assume that the software for the ESP32 is already
available, as our goal covers only the DT development process. In
order to emulate it, we have to make changes such that it generates
synthetic data for the sensor values and the device metrics that
cannot be emulated. We start up the emulated device and connect
it to the DT solution that is provided in our companion repository.
We achieve this by registering the device with the Eclipse Ditto
service, which then starts publishing the data through the MQTT
service that is saved in the InfluxDB database. Once this is achieved,
the Grafana dashboard used for visualization starts being populated
with data from the emulated device. Furthermore, the control panel
of the DT enables us to send commands to the emulated device
such that we can switch on and off the lights, change the intensity
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of the light, or enable/disable the auto mode of the lights (this mode
switches on and off the lights based on the light sensor).

The steps described present the case when the DT solution is al-
ready fully implemented, and the emulation device is used to test the
integration of the device. Nevertheless, our approach can be used
at any point in the development process, from just registering the
device after setting up Eclipse Ditto to testing the implementation
of the commands for the device. Some of the limitations of this ap-
proach include the requirement of providing the ESP-IDF codebase
for the ESP32, the absence of WiFi support, and timing differences.
These limitations, along with the WiFi and timing constraints dis-
cussed in Section 6, stem primarily from QEMU’s abstraction of the
ESP32 peripherals.

5.2 Emulation-as-simulation
This scenario assumes that the DT solution is operating and physical
devices are already connected. In this phase, we deploy an emulated
device with the goal of using it for simulation to test what-if scenar-
ios. From the control panel, an overheating scenario is injected by
sending {"temperature": 45, "humidity": 12.0, "light":
1} as a Ditto live message to the emulated device. The command
is routed to the QEMU firmware, which stores the override values
and publishes them on its next cycle. The Grafana dashboard im-
mediately reflects the 45°C reading while the physical dashboard
remains at the measured room temperature. The temperature alert,
configured at 40°C, fires on the emulated dashboard but not on
the physical one. As the emulated device subscribes to the same
MQTT broker as a regular device, we can monitor its behavior
using the Grafana dashboard that is already implemented, and we
can control it by sending MQTT messages from the control panel,
as would happen for a real device. In this case, the limitations of the
emulation-as-simulation service are in terms of emulation fidelity.
This is represented by the capability of the emulation service to
reproduce the behavior of the real device. Nevertheless, QEMU sup-
ports high-fidelity emulation for various types of devices, which
can be integrated into our approach. Another limitation is that
the what-if scenario executes in real time, since QEMU cannot ac-
celerate beyond wall-clock speed, making it unsuitable for rapid
exploration of large parameter spaces.

6 Discussion
RQ1 is addressed by the emulation-as-testbed scenario, which demon-
strates that the complete DT infrastructure, including Ditto con-
nections, payload mapper, Grafana dashboards, and control panel,
can be developed and validated without access to physical hard-
ware. The emulated device bootstraps the entire DT development
cycle, decoupling it from physical asset availability and lowering
the barrier to iterative testing. RQ2 is addressed by the emulation-
as-simulation scenario, which demonstrates that hypothetical con-
ditions can be injected into the emulated twin via the control panel
and monitored through the existing DT infrastructure without mod-
ification. The temperature alert fired on the emulated dashboard
while the physical dashboard remained unaffected, confirming that
emulation can support what-if analysis in an operational DT con-
text.

Across both scenarios, the Ditto Thing model, MQTT ingestion
connection, payload mapper, InfluxDB target connection, Grafana
dashboards, and control panel required nomodificationwhen switch-
ing between the physical and emulated device. This confirms that
the DT monitoring infrastructure acts as a stable abstraction layer,
decoupling the data source, whether physical or emulated, from
the monitoring and control logic.

The emulation-as-testbed approach presents three main limita-
tions. First, Arduino sketches cannot be directly used with QEMU,
as the emulator expects a standard ESP-IDF binary, requiring either
a full rewrite or the use of the arduino-esp32 component. Second,
QEMU’s ESP32 model does not emulate the WiFi, necessitating a
virtual Ethernet interface, meaning the network initialization code
must differ between physical and emulated targets. Third, the em-
ulated clock behavior may diverge from real hardware, affecting
timing-sensitive operations and introducing discrepancies in sensor
data acquisition or communication intervals.

For emulation-as-simulation, the primary limitation is emulation
fidelity, that is, the degree to which the emulated environment
reproduces the behavior of the real device. This points to the need
for defining different emulation levels, allowing the appropriate
level of fidelity to be selected based on the requirements of the target
scenario, a direction we leave for future work. The overheating
scenario demonstrates feasibility for sensor-value injection. Broader
classes of what-if analysis, such as multi-device interaction effects
or physics-based degradation, would likely require complementary
behavioral or physics-based simulation alongside emulation.

7 Conclusion and Future Work
This paper proposed a dual-layered framework introducing emulation-
as-testbed and emulation-as-simulation in the context of DT. Emulation-
as-testbed acts as a pre-deployment sandbox, decoupling the DT
development from physical asset availability and enabling iterative
validation without exposure to real infrastructure. Emulation-as-
simulation extends this by allowing DT users to run high-fidelity
what-if scenarios during the operational phase, reusing the moni-
toring capabilities already integrated in the DT.

Future work will focus on three main directions. First, we aim
to define emulation levels to determine the extent to which IoT
devices need to be emulated for each use case. Second, we plan
to analyze the requirements for the emulation platform, covering
aspects such as device templates, network simulation, and moni-
toring integration. Finally, we will run further experiments across
various DT scenarios to evaluate the feasibility and accuracy of the
proposed framework.
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