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Abstract:

In this report several properties of acoustical ear recognition are discussed.
After describing the state of the art at the beginning of this project the report
focusses on new research that has been done to improve the performance
and the convenience of use of acoustical ear recognition.
The three most important research topics discussed in this report are:
• The feasibility of using music as the input signal for the acoustical ear
recognition system.
• The performance of this form of recognition in identification systems.
• Improving the performance of acoustical ear recognition by applying
modifications to the system.

Conclusions:

Based on the three topics from the abstract the results in this report can be
summarized as follows:
• Music can be used as the input signal, but it will require preprocessing.
In this report has been explained how this preprocessing can be done.
• To evaluate the performance of the acoustical ear recognition system
as an identification system analysis has been perfonned using several
obtained databases. The results of this analysis are listed in this report.
• Applying modifications to the system can result in a higher performance. In this report new system set-ups have been discussed and the
performance results have been analyzed.
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Section 1

Preface
To conclude the curriculum of the faculty of Electrical Engineering at the Eindhoven university
of technology (TO/e) it is required to write a Master's thesis. This report is my Master's thesis, which has been written during a nine month traineeship at Philips Research Laboratories
Eindhoven (a.k.a. NatLab).
The report starts with an introduction that covers several subjects in the field of biometrics
and biometric systems. After this introduction the state of the art of acoustical ear recognition
is discussed. This state of the art can be considered to be the starting point of the work that
has been done for this project. In the same section several challenges have been phrased which
will serve as a guide when describing the research that has been performed during this project.
Before moving on to a description of this research another introductional section explains the
way databases and distributions are handled in this report. Databases and distributions are very
important when analyzing the performance ofrecognition systems, therefore it is very important
to understand how they are constructed.
The sections that follow these introductions are the core of the report. In these sections the
research regarding the formulated challenges is described. The first of these sections contains
the theoretical view on using music as the input signal for the recognition system. This theory
is tested in the next section, where the results of using this new input are presented. The second
challenge that is explored concerns the use of acoustical ear recognition in an identification systems. The performance of two possible identification systems is evaluated based on theoretical
models. The final challenge is to improve the performance of the recognition system that is
described in the state ofthc art. To achieve this several possible improvements have been tested.
The description and results of these tests can also be found in this report. The report ends with
conclusions, that can be derived from the research that has been performed.

I would like to thank my supervisors Ton Akkermans and Frans Willems for guiding me through
my Master's thesis work. Furthermore, J would like to thank all colleagues and fellow students
in the Information & System Security group at NatLab. It was a pleasure to work in the pleasant
atmosphere they provided.
Vincent van der Leest
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Section 2

Introduction
In many situations people need to be identified to decide whether they do or do not get access
to "something". This "something" can be, for instance, information, resources or a physical
space. The identification usually makes use of "something the person possesses" or "something
the person knows". An example of "something the person possesses" is a key, which allows the
person to enter a certain room that is locked. "Something the person knows" can be a PIN-code
or a password. Some systems are based on both these principals, like an ATM-machine. Such a
system needs "something the person possesses" (the ATM-card) in combination with "something
the person knows" (the PIN-code) before the person is granted access to resources (in this case
money).
These systems appear to be very secure, but still there are problems. "Something the person
possesses" is also something that can be stolen or copied. While "something the person knows"
can be forgotten or can also become known to a person that should not be granted access. A way
of trying to solve these problems can be to focus more on the person that wants to get access.
This form of identification is based on biometrics.
Biometrics is the study of identifying individuals based on physiological or behavioral characteristics. In this section it will be explained how biometrics can be used for identification
purposes and what is required of biometrics and biometric systems. Furthermore examples of
well known biometrics will be given.

2.1

Biometrics

A very early (but not very scientific) example of biometric measurements can be found in the
Middle Ages. Based on a behavioral pattern women could be accused of being witches. In
an attempt to acquire proof to support this accusation these "witches" were publicly weighted.
The idea behind this process was that a witch could not weight much, because she had to be
able to fly on a broomstick. If the weight of the woman in question was found to be too little
compared to her physique she would be sentenced to death for being a witch. So based on a
behavioral pattern an accusation is made, which is verified by a measurement of a physiological
characteristic. It is needless to say that this was a process that was very much influenced by
subjectivity, bribery and fraude.
The first scientific paper on the studies of a biometric characteristic was published in 1684
by Nehemiah Grew. In this paper he reported about his systematic study on the ridge, furrow
and pore structure in fingerprints. Throughout the next centuries fingerprint studies have been
performed by a large number of researchers (see [6]). One of the important steps in this research
2
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was made by Henry Fauld in 1880. He was the first to suggest the individuality of fingerprints
based on empirical observations. This is still an important foundation of modem fingerprint
recognition, especially since this suggestion can be combined with the assertion of Herschel that
he had been practicing fingerprint recognition for 20 years in the same period as Fauld worked
on this. In 1888 Sir Francis GaIton introduced the minutiae features for fingerprint matching. In
the early twentieth century fingerprint recognition was formally accepted as a valid identification
method and became a standard tool in forensic investigations. This recognition was first done
manually, but with the rapidly growing databases the need for automatic matching became great
during the second half of the twentieth century. Therefore automatic fingerprint recognition
systems (i.e. AFIS) were developed, which have increased the productivity of law enforcement
agencies tremendously. Automatic fingerprint recognition systems are already working quite
well, but there is still room for improvement. So even nowadays there is still a lot of research on
this best known biometric characteristic.
To be able to use a biometric characteristic for identification purposes this characteristic must
meet the following requirements:
• Universality, every person should have this biometric characteristic.
• Uniqueness, regarding the characteristic no two persons should be the same.
• Permanence, the characteristic should be invariant over time.
• Collectability, it should be possible to measure the characteristic quantitatively.
Several biometric technologies are currently under research. All of these biometrics have their
own advantages and disadvantages. In table 2.1 some well-known biometrics are compared on
the four requirements mentioned above.

Biometrics
Fingerprint
Face recognition
Iris scan
Voice print
DNA

Universality
Medium
High
High
Medium
High

Uniqueness
High
Medium
High
Low
High

Permanence
High
Medium
High
Low
High

Collectability
Medium
High
Medium
Medium
Low

Table 2.1: Comparison of some well-known biometric technologies

Other characteristics, that are still under research, on which biometrical technologies can
be based are hand geometry, keystroke dynamics, dental records, hand vein, handpalm, retinal
scan, signature, facial thermogram, hand thermogram, body odor and visual ear recognition.
Research on biometrics is still very much in progress on all of these topics. Like mentioned
before, even fingerprint recognition, which is commonly considered as a solved problem, is still
under investigation to be improved.
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Biometric systems

To use biometrics for identity verification purposes a biometric system is required. This system
is a pattern recognition system, which can recognize a person by measuring a certain biometric
characteristic of that person. This system can either be an authentication system or an identification system.
An authentication system verifies whether the biometric characteristics of a person match
the template stored in the database corresponding to the identity that this person claims. A
template is the form in which the data of a certain database is represented. This standardization
is necessary for the matching algorithm to be able to compare different measurements.
In an identification system the person does not claim an identity. The system appoints the
identity that corresponds to the best match of this person to all the templates in the database.
Some identification systems can also reject a person, if there is no template in the database that
resembles the measurement ofthe person closely enough.
Before a system can do either authentication or identification a person needs to be enrolled
in the database. During this enrollment (figure 2.1) features are extracted from the measurement
of the biometric characteristic of thc person. These features are represented in a standard way
(in a template) for each person in the database. Later during authentication or identification
these features can be matched to the features that are extracted from the person that wants to be
identified.
Name of
template

+
10-

Measurement

Quality checker
(optional)

Feature extraction ~

--

Database

Figure 2.1: Enrollment of a template
When biometrics are used for authentication the scheme offigure 2.2 is used. In this scheme
the person that needs to be authenticated claims a certain identity from the database. The template stored in the database for this identity can then be compared with the template that is
derived from the biometric measurement of the person. Based on this comparison a decision is
made to either authenticate or reject this person.
Claimed
identity

+
.......

f--

Measurement

Feature extraction

Matching

Templat~

'-

~

Database

--

Match/non-match

Figure 2.2: Authentication of a person

4

© Koninklijke Philips Electronics N.V. 2006

Philips Restricted

TN-2006-01

In an identification system (figure 2.3) the person (that needs to be identified) does not claim
an identity. Instead the system compares the measured template to all templates in the database
and selects the identity of the template that resembles the measured template the most. Some
identification systems are also able to reject the person, if there are no templates that resemble
the measured template closely enough.

Measurement

r----

Feature extraction

r----

Matching
N Template~

!

Database

Identity or
"no identification"

Figure 2.3: Identification ofa person
As biometrics can be compared by the four requirements from section 2.1, biometric systems
can also be compared by some requirements:
• Performance, what can the biometric system achieve on accuracy, robustness, speed and
what are the resource requirements for this system?
• Acceptability, are people willing to use this biometric system?
• Circumvention, how easy is it to fool the system and commit fraude?
Furthermore there are several characteristics of biometric systems that can vary from one system
to another. These characteristics are listed below.
• Identification or authentication, does the system identify a user from a large database of
identities (identification) or does it verifY the claimed identity of a certain user (authentication)?
• Attended or unattended, does the system require the supervision of a trained person to
work (attended) or not (unattended)?
• Habituated or non-habituated, do measurements improve over time because the users
become more accustomed to the way the measurement is done (habituated) or not (nonhabituated)?
• Covert or overt, does the subject that is being measured know about this measurement
(overt) or not (covert)?
• Cooperative or non-cooperative, is the subject willing to be identified (cooperative) or
not (non-cooperative)?
• Standard or non-standard operating environment, are measurements performed in a
controlled environment (standard) or not (non-standard) regarding, for instance, temperature, air pressure and lighting?
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Accuracy of a system

A very important part of the perfomlance of a system is the accuracy. This accuracy determines
the probability of making mistakes during authentication or identification. In this section will be
described how an estimation of the accuracy of an authentication system is made. In section 7
identification systems will be discussed.
Distributions Analyzing a database there are two different kind of matches that can be performed. First of all two or more measurements from the same person can be compared. For
each comparison a value can be assigned as a measure of similarity, for instance the Euclidean
distance (see section 3.1) or covariance (see section 4.2) between the measurements. When
for each person all these measurements are compared one-to-one, an intraclass distribution can
be constructed. In figure 2.4 can be seen how these covariances of all persons from a certain
database are distributed. The bars represent this intraclass distribution and the higher a covariance is the more similar measurements are. This distribution can be considered to represent the
distribution of the probability on a certain value of the covariance when the genuine person tries
to be authenticated.
The interclass distribution, on the other hand, can be constructed by comparing each measurement to the measurements of all other persons in the database. In figure 2.4 the interclass
distribution is shown by the stairs. This distribution represents the distribution of the probability
on a certain value of the covariance when an "imposter" tries to be authenticated.

0.45

OA

0.35
~ 0.3

f~
£

0.25
0.2

0.15

Figure 2.4: Interclass (stairs) and intraclass (bars) distributions

FAR & FRR As can be seen in figure 2.4 the intraclass and interclass distributions may overlap. This will result in matching errors when, in an authentication system, a threshold is set to
separate imposters from the genuine person. The probability on such matching errors, during
authentication, are described in two functions. The first function is the False Acceptance Rate
(FAR), which describes the probability that given a certain value for the threshold an imposter
is falsely accepted by the system. The False Rejection Rate (FRR) is the other function, which
describes the probability that the genuine person is falsely rejected.
In figure 2.5 can be seen which parts of the distributions from figure 2.4 cause the FAR and
FRR when the threshold is set at 0.5 and covariance is used as the classifier (see section 4.2).
6
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Figure 2.5: The False Rejection Rate (left) and False Acceptance Rate (right)
The black part of the interclass distribution produces the FAR, because this part of the interclass
distribution is larger than the threshold, according to the fonnula:

f

T

1

FAR

=

fe(x)dx

T

=

1-

f

Ie(x)dx

wherefe is the

int~rclass distribution

-I

The white bars of the intraclass distribution (these are below the threshold) are used to calculate
the FRR as follows:

f

T

FRR =

fa(x)dx

wherefa is the

intr~class distribution

-I

In these equations x is the value of the covariance. The equations are based on the assumption
that the two distributions are the same for all classes in the database. Expressing the FAR and
FRR as a function of the value of the threshold results in figure 2.6.

Figure 2.6: The False Rejection Rate (left) and False Acceptance Rate (right)
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EER A parameter that can be derived from the FAR and FRR is the Equal Error Rate (EER).
This EER corresponds to the FAR and FRR at the threshold where these values are equal. This
parameter is often used to describe the accuracy of a system. In case of the database from figure
2.4 - 2.6 the value of the EER is approximately 0.085, which can be written as 8.5%.
ROC Another way of representing the FAR and FRR is the Receiver Operating Curve (ROC).
For this curve (figure 2.7) these two rates are plotted against each other. In one of the comers of
figure 2.7 security is written. This is because the curve shows a very low FAR (and high FRR) in
this comer, which means that it is almost impossible for an imposter to get access to the system.
In the other comer convenience is written. This means that the FRR is very low there (with high
FAR), so the probability of rejecting the genuine person is very low.

Convenience

10-140"'-_·/~--""1O';-_'-~~~'0-C;-'~~-,'"':co-,,--------~....J'0"
FAR

Figure 2.7: The Receiver Operating Curve

2.4

Privacy

Even in these modem times there is still a stigma against biometric-based technologies. Being
measured for identification is perceived to be dehumanizing, as if a person is treated like a
number. Of course in reality this is no more the case with biometrics than with widely accepted
identification systems, like an ATM-card. Besides this stigma, there is also a fear of a decrease
of privacy when using biometrics for identification. This fear is much closer to the truth than the
previously mentioned dehumanization.
People are nowadays identifYing themselves on a more regular bases than they might be
aware of. When you pay in a store with your ATM-card, this is registered in the balance information of your bank-account. When your mobile phone is switched on the telephone company
can determine your location. So in a way we are already losing privacy to modem technologies,
only most people arc not vt?ry aware of that.
The most important matter of privacy and biometrics is the information that can be retrieved
from biometric measurements. For instance, a retinal scan can give information about diabetes
or hypertension. This example proves that besides spending time on technical developments in
biometrics it is also very important to make sure that privacy of the users of biometric systems
is guaranteed. This guarantee will also be very important in increasing the acceptability of
biometric systems for users.
8
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Section 3

Acoustical ear recognition
The form of biometric measurements on which this report focusses is acoustical ear recognition.
This is a relatively new fonn of identity verification, which is based on the assumption that the
ear canal of every person is unique. From this assumption of uniqueness a system of identifying
people by probing the ear canal acoustically has been taken under research. In this section it will
be described what the starting point of this research has been by taking a look at the state of the
art at the beginning of the project. Furthermore a set of challenges for improving this system
will be defined.

3.1

State of the art

The biometric system that is described in this section is an authentication system. Identification
systems will be introduced in section 7.

Acquisition The acquisition of a measurement by this system is performed by holding a mobile phone against the ear in the same way as would be done when using the phone for calling.
When starting the measurement, the speaker of the phone sends out a signal, which is reflected
in the ear canal. This test signal is a repetitive noise signal of which all frequency components
have the same absolute value. A microphone installed in the same area as the speaker records the
sound (sampled at a rate of 44.1 kHz) that comes back to the phone, due to acoustical reflections.
A schematic view of this acquisition can be seen in figure 3.1.

Test signal

Database

Figure 3.1: The acquisition of a measurement
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Representation The next step is to represent the signal in the way that is used for analysis in
the system. In this case parts of the recorded signal (with a length of M samples) are windowed
and averaged a certain number of times. This results in an excerpt signal -: = (Sl, ... , S ,vJ of
length M. From this excerpt signal the amplitudes of the frequency components are derived by
calculating the absolute value of the Fourier transform. The formula for calculating the absolute
--+
value of the transformed signal S S = (Sl, ... , SM) is:

These components (example in figure 3.2) can now be used to distinguish between individuals.

FrequtlllCy

Figure 3.2: An example of the absolute value ofa Fourier transform

Feature selection In biometric systems it is very common to modify the representation of the
measured signal using a (linear) transformation. This transformation is performed to extract
a feature vector with optimal discriminating capability between two different persons. When
optimizing this capability it is very important to hold into account the noise properties of the
different components. A transformation that optimizes the discriminating capability, while considering the noise properties is Fisher's Linear Discriminant Analysis (LOA). The properties of
this transformation are described in appendix A. The resulting feature vector will be used as the
template (see section 2.2) of the measurement.
Matching After the features have been extracted, the derived template can be compared to the
template from the database that belongs to the claimed identity. For this comparison a numerical
value needs to be calculated as a measure of similarity (or distance) between templates. A well
known classifier that could be used for this purpose is Euclidean distance, which calculates the
distance between two templates by:

d
10

(7,1) =

Ii - 11·
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y

In this equation 7 is the template from the measurement and
the template from the database.
The smaller the Euclidean distance is the more similar the templates are. In section 4.2 another
classifier (covariance) will be derived from this distance measure.
Decision Finally, based on the similarity or the distance between the two templates the system makes a decision whether this authentication is a match or not. This decision is made by
comparing the value to the set threshold. If the value is on the correct side of the threshold the
authentication is a match, otherwise it is not. In case of Euclidean distance the value has to be
smaller than the threshold for the authentication to be a match.

3.2

Challenges

To be able to make improvements on this biometric system it is very important to define some
challenges. These challenges can serve as a guide through the rest of this report.
• The first challenge concerns the acquisition ofthe measurements. Currently measurements
are acquired by sending a noise signal into the ear of a person. This noise is a very
unpleasant sound to listen to, so it would be an improvement for the system to use a more
pleasant sowld (e.g. music) when performing measurements. This other sound should, of
course, have identification results that are at least comparable to those of noise, otherwise
the performance of the system will decrease. So tests need to be performed to clearly
establish whether the performance of the system decreases when a different sound than
the repetitive noise is used to probe the ears.
• A second challenge can be fowld in the fact that so far for acoustical ear recognition only
an authentication system has been studied. As described in section 2 it is also possible
to use biometrics in an identification system. In section 7 analyses of the performance of
two different identification systems will be made. These analyses are partially based on
the performance measure of the authentication system, but will also be using some other
techniques since identification systems require an approach that slightly differs from that
of an authentication system.
• Finally it will be worthwhile to investigate some alternatives to improve the performance
of the system. These alternatives can be found in section 8. Besides a description of
the possible improvements this section contains test results and an explanation why each
alternative can be considered to be an improvement or not.
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Section 4

Construction of test databases and
classifiers
Before going to the improvements that have been made on the acoustical ear recognition system,
it is very important to take a closer look at how the databases of this system have been constructed and how the intra- and interclass distributions have been derived from these databases.
The construction as it has been described in this section will be the standard approach for the
rest of this report.

4.1

Representation in the database

In the previous section is mentioned how an excerpt signal i oflength M samples is constructed
using windowing and averaging. Calculating the absolute value of the Fourier transformation
results in a frequency spectrum consisting of M components. From these M components the
first ~ contain information, since the second !:f components are the mirrored version of the first
part. This spectrum covers the frequencies 0 to

tfsample

Hz in steps of

t~a~~le = fs;,:-e~e

Hz.

In the acoustical ear recognition system .!sample = 44. 1kHz and !:f = 256. This results in a
frequency spectrum form 0 to 22.05kHz in steps of approximately 86.5Hz. When regarding the
representation in a database the information in appendix B can also be of importance.

4.2

Classifiers

The classifier that has been suggested to use so far classifier is Euclidean distance, which is
defined by:

Now, another classifier will be derived based on the properties of the recognition system. Taking
the properties of the system into account might result in a classifier that performs better in the
recognition system.
12
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The recognition system can be described using a few simple steps:

• The database consists of P templates, one for each class enrolled into the system:
-+
Xl,

• A measurement

y

-+

.... Xp.

will be compared to a certain template

X;

• When this measurement is performed on the same person as
can be considered to be:
-+
Y

for authentication.

X; has been derived from,

y

-+
= -+
Xi + 1].

In this formula 11 is a white noise vector with a Gaussian distribution. This distribution
has a certain 0' and {t = O.
• In [14] can be found that the decision variable in this case is:

P

-+ -+

(y I Xi )

=

C •

exp -

1

-+
Y - -+12)
Xi
20'2

(

.

Maximizing over this decision variable is equivalent to minimizing the square of the Euclidean distance between
and X;. This sqaure of the Euclidean distance, I
X; 12,
can be rewritten as:

y

y-

When considering Ix; I to be approximately equal for all values of i the decision variable
will only depend on i for the following part of the equation:

Another classifier that depends on

(y, X;) is covariance, which is defined by:
Cov (

-+ -+)
X, Y

=

-+ -+
( X , y)
-+ -+ .

I X II

y

I

Covariance will have a value between -1 and 1. The higher the value of covariance the more
. '1ar -+
smu
X an d-+
yare.
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After deriving covariance as an optional classifier for the system it is possible to prove that
covariance copes better with gain variations between the templates ~ and Y than Euclidean
distance does.
For instance, due to an external influence the vector y is represented by a (Xi + rr), while
it should have been equal to Xi + rr. This results in the following optimization that should be
pcrfonned for the optimal detector:

max ( - exp

(

IY fa -2 XiI2))
20'

over all values of a.

This optimization is another property of covariance, when used as the classifier. This can be
seen when taking a closer look at the definition ofthe inner product (~, y). This inner product
is defined as:

In this equation <p is the angle (from the origin) between the vectors ~ and
the following definition for the covariance between these vectors:

-+ -+)

Cov ( x, y

=

-+ -+
(x , y )
-+ -+
I x II y I

y. This results in

= cos(<p).

Evidently, covariance is a measure of the angle between two vectors. This proves that it is independent of the total energy of feature vectors. Therefore, covariance is also independent of the
value of a, in case there are variations in the gain of the measurement. For this reason, covariance will have better results as a classifier in this system compared to Euclidean distance, which
gives poorer results when y = a (X; + rr) instead of Xi + rr. So from now on, covariance
will be used as the standard classifier.

As described in this section, covariance uses angles from the origin to separate classes. This
makes it very important that the origin is actually in the center of the space where all classes
are located. Therefore, covariance will be calculated using vectors from which the mean of the
entire database is subtracted. This results in the following fonnula, where 11 is the average
vector of all vectors in the database:

-+ -+)

Cov ( x, y

14

=

-+
-+ -+
-+)
(x - J1" Y - J1,
-+
-+ -+
-+.

Ix - J1,lly - J1,1
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4.3

How are the distributions calculated?

Now that the measurements can be represented in a database, the database can be constructed.
To be able to do statistical analysis on this database it is necessary that it consists of multiple
measurements per class. Each ofthese measurements can be represented by the following vector:
~(p, m).

In this vector p is the label of the class (the person) the vector belongs to and m is the label of
the specific measurement from that class. The number of classes in the database corresponds to
P, which all contain M measurements. So the collection of all measurements is represented by:
~ (L.P, L.M).

For each class in the database several measurements are necessary to be able to construct a
Fisher model. The more measurements that are used to construct this model, the better it will
work. But since performing measurements takes time there will only be a limited number (N)
of measurements that can be used as the training set (see appendix A).
Training set = ~o ... P, L.N) where N < M.
After the Fisher model has been constructed there are still some measurements left for each class,
that have not been used to construct the model. From these measurements one or more can be
selected as the enrollment data. If one measurement per class is selected this measurement can
be transformed by the Fisher transform, which results in the template for that class. If more than
one measurement is selected, these are all transformed and averaged to result in one template
for each class (see appendix C for motivation on this enrollment method). The K measurements
selected for enrollment are:
~ (L.P, N + L.N + K).
And the resulting templates for all classes are defined by:

"t (L.P, T).
In this definition the t denotes the fact that the vectors have been transformed using Fisher. The
measurements that are left after enrollment can be used for statistical analysis, after they have
also been transformed.
"to ... P, N + K + L.M).
Now they can be compared to the templates of each class. When this comparison is performed
by calculating the covariance between a template and a measurement, this can be denoted as:

When pi = p2 the value that is calculated can be added as an element of the intraclass distribution. If p 1 t= p2 the resulting covariance will become an element of the interclass distribution.
In this way both distributions become a collection of values that represent the level of similarity
between all measurements from either the same class (intraclass distribution) or from different classes (interclass distribution). These distributions can be visualized by plotting them as
histograms (as can be seen in figure 2.4).
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Multiple EER's from one database

To be able to extract multiple EER's from one database splits can be introduced. For each of
these splits the combinations of measurements that are used to construct the Fisher model or the
measurements that are used for enrollment are different. In this way the database can be used
in a large number of different combinations, which results in multiple FAR's and FRR's. These
rates will be averaged to get an estimation of the FAR and FRR that correspond to that database.
Using these rates the average EER of the database is calculated, which is approximately the
mean of the distribution of all EER's from the different splits.
To illustrate these splits an example will be given. In this example there are eight measurements for each class in the database.

"7 (L.P, 1...8).
Out of these eight measurements four are used to construct the Fisher transform.
Trainingset =

"7 (1... P,

1...4).

Furthermore, two measurements are used for enrollment (so K = 2) and two are left for statistical analysis. In figure 4.1 several splits from this example can be seen.

Is used for

Fisher
Is used for

enrollment
Is used for

statistics

~
~
~]

Figure 4.1: An example of how the measurements of each user are used in several splits
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For this example the total number of splits can be calculated. First the number of different
combinations of measurements to construct the Fisher model is:
M ) _ ( 8 ) _ ~ _ 70
( N
4
- 4! . 4! .

Within these combinations, the measurements that are selected for enrollment can be varied in a
number of different ways:

4!
( MK- N) = (4)
2 = 2! .2! = 6.
This results in 70 . 6 = 420 different splits for one database. All of these splits will result in
an FAR and FRR. Therefore, the EER of the entire database is extracted from an FAR and FRR
that are the result of averaging 420 of these rates. In section 6.1.2 an evaluation of the accuracy
of this resulting EER has been made by evaluating the distribution of EER's from all different
splits of a certain database.
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Section 5

Music for recognition
In the process of acoustical ear recognition, the ear of an individual needs to be probed using
sound. So far a repetitive noise signal has been used for this. The disadvantage of this method
is that noise is a very unpleasant sound to listen to, so it would be an improvement if it was
possible to extract features with a more pleasant sound, like music.

5.1

The simple scheme

The simplest way to extract features from an ear canal is depicted in figure 5.1. In this figure it
can be seen how a speaker sends a certain test signal into the ear of the individual. A microphone
records the signal that comes back from the ear and this signal is stored in a database. The
information in the database can later be used for statistical analysis to determine the identity of
the individual. In this case there are several kinds of test signals that can be used as the source.
For instance (white/colored) noise, repetitive noise, music or speech can be used as a source.
Test signal

Database

Figure 5.1: The first scheme used to perform measuremel1ts
A short recap of how this method can be applied:
• A test signal is send by a source into the ear of the individual.
• A microphone records the signal that comes back after reflections in the ear.
• Parts of the recorded signal (with length M) are windowed and averaged a certain number
of times. This results in an excerpt signal -: of length M samples.
• The frequency components of this excerpt signal can now be analyzed and used to distinguish between individuals.
18
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When performing feature extraction it is very important to gather as much information in the
feature vector as possible. Translating that goal to this identity verification scheme results in
the following statement: when extracting features, it is very important to find out how all the
elements of the frequency domain respond to the input generated by the source. This means that
it is very important for the source to contain all elements of the frequency domain, which makes
it possible to measure the way the ear reflects these frequencies. Noisy signals, especially white
noise, are known to contain all the elements of the frequency domain. This property makes noise
very useful as the source of the identity verification scheme. On the other hand, noise is a very
unpleasant sound to listen to. Since the signal of the source has to be sent into the individual's
ear it would be preferable to use a sound that is more pleasant to listen to, like music. The
problem with music, however, is that not every music clip contains all frequencies that need to
be measured.
Advantage: Features can be extracted with relatively low complexity.
Disadvantage: The performance of this scheme depends on the source, which is selected. For
instance, using noise produces good results, but is very unpleasant to listen to. Music is more
pleasant to listen to, but not every music clip contains all frequencies, which results in worse
performance for identity verification.

5.2

Combining advantages

To combine the advantages of using noise for the measurements with using music (or speech) to
make the sound more pleasant, the extraction method that is depicted in figure 5.2 can be used.

Noise

Music
:v)------+J-~I--~

Database

Figure 5.2: Combining the advantages of two different input signals
In this scheme the original source from the previous figure is combined with another source.
In this way the properties of these sources can be combined. For instance, noise can be added
to a music signal. Adding white noise to a signal ensures that all components of the frequency
domain are present in the new (combined) source signal.
Advantage: Feature extraction capabilities of these sources are better than with regular music and these sources are more pleasant to listen to than a noise source would be.
Disadvantage: Adding noise will make this source sound less pleasant than regular music.
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Adding noise in an inaudible way

So adding noise to music increases the feature extraction capabilities of the scheme, but it also
makes the source less pleasant to listen to than regular music. To make use of the advantage of
adding noise, without changing the individual's perception of the music, another scheme can be
used. In this scheme, which can be seen in figure 5.3, a model of the Human Auditory System
is added. This HAS controls the addition of noise based on perception properties of the human
ear. The output of the HAS also depends on the music from the source and a quality control
signal. This means that noise is added to the music in a way that might be inaudible for a person,
depending on the quality required for the signal, which can be set by this control signal.

Noise

Music

Database

Figure 5.3: Using the HAS for the addition ofnoise
An example of music with noise added in this way is mp3-coding. In figure 5.4 it can be seen
how encoding and decoding can be used to add noise to music. In this case the bit rate can be
set during encoding to serve as the quality control signal.
Bit rate
Music

MP3
Encoder

MP3
Decoder

Database

Figure 5.4: Using mp3-coding
Advantage: Adding noise does no longer effect the perception of the source signal.
Disadvantage: This feature extraction scheme has the highest complexity.

20
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Section 6

Test results
To prove the feasibility of using music for recognition two tests have been set up. First a test has
been set up to compare the results of the authentication systems using noise, music and music
with noise added as the input signal. Secondly, it will be tested whether using mp3-encoding
and decoding of the input signal improves the perfonnance of the authentication system. Using
the databases derived in the first test another test can be perfonned. This third test estimates the
amount of infonnation in different frequency bands of the output signal.

6.1

Three different input signals

This test has been perfonned on twenty persons. The measurements have been perfonned with
a mobile phone as described in section 3 using either noise, music or music with noise added
as the input signal. For each person the reflected signals of all three input signals have been
recorded 10 times per signal. From these recorded signals 128 frames of length 512 have been
extracted, which were averaged into an excerpt signal of length 512. To make sure that there is
never an irregular jump between the last sample and the first one (which can cause a distortion
in the frequency spectrum) a Hanning-window is placed over this excerpt signal. The value of
component k (with 1 :::: k :::: 512) of this Hanning-window can be defined using the following
fonnula:
h(k) =

~ (1 -

cos

(~7~))

This window, with length 512, is multiplied element-by-element with the excerpt signal. In this
way each person has 10 signals (derived from 10 measurements) stored in the database, which
can be used for analysis.
Quality check By looking at the absolute values of the frequency spectra of an measurements
of a person it can be checked what the quality of the measurements has been. From these
observations it can be concluded that some persons, who do not have much experience with
this type of measurement, do not produce very robust measurements. This means that there
is a lot of noise within the class of these persons (intraclass variation). Adding classes with a
lot of noise to a database will have a negative effect on the EER of the database. Therefore
the measured persons have been divided into two categories, the trained (14 persons) and the
untrained subjects (6 persons). In this way the perfonnance of all databases can be evaluated
when the untrained persons are either included or excluded.
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Some persons, that do have robust measurements, tum out to have one measurement among
the ten that does not correspond to the other nine. This measurement can be called an "outlier"
and can be the result of an obstruction of either the microphone or the speaker during measurement. Such an "outlier" can also influence the EER in a negative way. To make sure that this
does not happen these measurements can be removed from the database (with a maximum of
one per class) and replaced by another measurement, that is not an "outlier". In this way the
quality of the database is prescrved.

6.1.1

Results

To display the results of the test with three different input signals three tables have been constructed. In these tables the Equal Error Rates derived from the different databases, containing
several representations of the collected data, can be found. The representations of the data have
been based on the following assumptions:
• All databases have been analyzed using Fisher (see appendix A), but also without using
this transformation. In this way it can be proven that using Fisher's transformation improves the results of authentication. When using Fisher five (out of ten) measurements
from each class of a database will be used to construct a Fisher model. From the other
five measurements one is used for enrollment, while the other measurements are used for
statistical analysis. In section 4 it can be found how the disttibutions (on which the EER is
based) are constructed. When Fisher is not used, five measurement are averaged to serve
as an enrollment template, to which the other measurements can be compared. Using
splits (section 4.4) all possible combinations (of five out of the ten measurements) for the
enrollment data are used once.
• As described in the previous paragraph, the measured persons have been split into a group
of trained and untrained subjects. In this way databases of only trained subjects can be
constructed as well as databases of all subjects.
• In section 4.2 it can be found that two different classifiers have been used so far in this
system, covariance and Euclidean distance. All databases have been analyzed using both
of these classifiers, to prove that covariance works better in this case (as described in
section 4.2).
• Besides the regular representation of data using the absolute value of the frequency spectrum two other representations have been used. The first of these representations uses the
entire complex result from the Fourier transform, by concatenating the real and imaginary values of the frequency components into a feature vector of length 512. The other
representation is the excerpt signal itself, so this is the time signal after averaging. The
starting point of the time signal has been aligned for each measurement. This is important
because if the alignment of measurements are different, the performance of the system
will decrease. Experimenting with these three representations will result in a better understanding of what works best for this system.
The results of this test can be found in the tables 6.1 - 6.3. The best results for each database
(both with only trained subjects or with all subjects) are marked by the
EER's
printed in bold deviate from what could be expected for these results. In section 6.1 it will be
summarized what can be concluded from these results.
22
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Without using Fisher
Only trained
With Untrained
COy
COy
Euclid
Euclid
Abs
ReIm
Time

7.1 %
7.2%
7.2%

6.2 %
10.7%
10.7%

8.8%
8.9%
8.9%

8.5 %
11.6 %
11.6 %

Using Fisher
Only trained
COy
Euclid
2;~)~

3.8%
7.4%

5.3%
6.9%
11.6 %

With Untrained
COy
Euclid

4)9~
8.7%
11.6 %

8.1 %
12.7%
16.7%

Table 6.1: The Equal Error Rates using noise as the input signal

Abs
ReIm
Time

Without using Fisher
Only trained
With Untrained
COy
COy
Euclid
Euclid

Using Fisher
Only trained
COy
Euclid

With Untrained
COy
Euclid

12.1 %
10.7%
10.6%

7.~~)
7.9%
10.4%

9.0)~i!
10.0%
11.9 %

13.4%
13.7%
13.6%

10.2 %
9.4 %
9.3 %

12.1 %
11.8 %
11.7 %

11.4 %
12.3 %
17.1 %

13.9%
14.2 %
19.0%

Table 6.2: The Equal Error Rates using music as the input signal

Abs
ReIm
Time

Without using Fisher
Only trained
With Untrained
COy
COy
Euclid
Euclid

Using Fisher
Only trained
COy
Euclid

7.7 %
6.6%
6.6%

.....·.oIlY{

9.9%
11.7 %
11.7 %

7.1 %
8.1 %
8.1 %

10.3 %
11.9 %
11.7 %

5.4 %
8.6%

7.6%
8.4%
13.9%

With Untrained
COy
Euclid
6.8%
9.1 %
12.2 %

12.1 %
14.4 %
19.2 %

Table 6.3: The Equal Error Rates using music, with noise added, as the input signal

6.1.2

Accuracy

To get a general idea of the accuracy of the Equal Error Rates in tables 6.1 - 6.3 figures 6.1 and
6.3 have been added. In these figures the left images show the False Acceptance Rate and the
False Rejection Rate for each possible split (see section 4.4) of a certain database. The right
images show the average rates of all of these splits from which the EER is derived. In this case
figure 6.1 represents the trained database where noise is used as the input signal and covariance
is used as the classifier (EER = 2.5%). Figure 6.3 contains the rates for the music database and
here the untrained subjects are present in the database as well (EER = 9.0%).

© Koninklijke Philips Electronics N.V. 2006

23

TN-2006-01

Philips Restricted

0.9 ..

0.9

0.8

0.8

0.7 ..

0.7 ..

~ 0.6

0.6

J

0.5 ..

~ 0.5

g
w 0.4 ..

0.4

0.3

0.3

0.2

0.2 ..

.

0.1

0.1

-0.8

-0.6

-0.4

-0.2

0
0.2
Covanance

0.4

0.6

0.8

-0.8

-0.6

-0.4

-0.2

0
0.2
Covariance

0.4

0.6

0.8

Figure 6.1: The FAR and FRR for each possible split (left) and the average FAR and FRR
To make an estimation of the accuracy of the EER the distribution of all EER's from the different
splits will be constructed.
In case of the rates from figure 6.1 the position of all possible EER's can be estimated to be
somewhere between 0% and 6%. The mean I.i of the distribution is 2.5%, which had already
been calculated as the average value of the EER. The standard deviation (Y of this distribution is
1.1 %. The resulting distribution can be found in figure 6.2.

Figure 6.2: The probability density function of the EER
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Figure 6.3: The FAR and FRR for each possible split (left) and the average FAR and FRR
The same approach to determine the probability density function of the EER can be used for the
EER of the music database where untrained subjects have been added as well. For this database
the average EER (J,l) is 9.0% and the standard deviation «(J") of the EER's is 1.5%. The distribution of the EER's from the different splits of this database can be found in figure 6.4.

0035

0.Q15

oo:-------';--------!-L------

Figure 6.4: The probability density function of the EER
These examples have been used to prove how the EER's calculated for each possible situation
can vary for each different split. Therefore it is important to realize (also in the remainder of the
report) that the calculated EER's are an average over all splits. So depending on the split that is
used in the authentication system these results will vary around the calculated value.
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Conclusions

Based on the results from section 6.1.1 it can be concluded that using music as the input signal
for the authentication system results in a higher EER than using noise. But more importantly
is to conclude that adding (inaudible) noise to this music improves the results of authentication
to a level which is comparable to using noise as the input signal. This proves that it is possible
to use music for recognition as suggested in the previous section, which is the most important
conclusion from these results.
Furthermore, the best authentication results (the lowest EER's) are achieved when the system
uses Fisher's transform and covariance as the classifier. This is the ease for all six databases (3
input signals x trained and all subjects), when the feature vector is constructed from the absolute
value of the frequency components. When using this absolute value the information about the
angle of the signal is not taken into account. In the other two representations all information
of the signals is included. From the fact that these representations (generally) display a worse
performance it can be concluded that the angles of the signals introduce more intraclass noise
into the feature vector. Because of this noise the EER rises.
Another important conclusion that can be drawn is that using the Fisher transformation does
not always improve the results of authentication. In case the time signal is used as the feature
vector the EER even increases when Fisher is used. But since the EER's corresponding to
this representation are considerably higher than the EER's of the absolute value it is not really
interesting to focus any further on this representation.
Deviating EER's Analyses without using the Fisher transformation sometimes result in EER's
that deviate from what could be expected. For instance, when noise is used as the input signal
(table 6.1) Euclidean distance gives better results as a classifier than covariance does, in some
cases. And when looking at the part of table 6.2 that contains the results of analyses without
Fisher the most surprising result is that the EER's do not go up when the untrained subjects are
added to the database.
Most of these deviating EER's can be explained by the poor performance of the authentication system when Fisher's transformation is not used. So regardless of the used classifier
or the subjects in the database being trained, the EER's will always be high. This is not of
much importance though, since the performance of the system is much better when Fisher is
used. Therefore, from now on Fisher's transform will always be used when the performance of
a system is estimated and results without transformation will be disregarded.

6.2

Mp3-coding

Another possible implementation of adding noise to music, which is also discussed in the previous section, is using mp3-encoding and decoding subsequently to produce a new music clip to
which quantization noise has been added. To explore the feasibility of this scheme the next test
has been set up. This test has been performed in the same way as the previous test, but this time
only ten persons have been measured. All persons have been measured with two different input
signals. The first signal is a music clip, which contains very little frequency components. In
this case only a piano can be heard in the clip, so there are definitely a lot of frequency components with very low energy. The second input signal is the same piece of music after it has been
encoded (and subsequently decoded) into an mp3-file, at a bit rate of 8kbps. This new music
clip hopefulJy has a frequency spectrum that is fiIJed more smoothly, to make sure that as much
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infonnation as possible (so from all frequency components of the spectrum) can be extracted
from the recorded signal. To be able to do so, all frequency components of the spectrum need to
have as much energy as possible.

6.2.1

Results

To get a first idea ofhow well this scheme could work the frequency spectra ofthe excerpt signals
of the two input signals can be examined. In figure 6.5 these two spectra are plotted on the same
scale. The spectrum of the new signal does not look very promising in this figure. Although the
spectrum has changed after mp3-coding, it does not appear to have become smoother. There are
still a lot of frequency components that barely have any energy. Above 4kHz all components are
approximately 0, just like in the original spectrum. So based on these spectra, this system does
not appear to work.
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Figure 6.5: The frequency spectra before and after using mp3-coding
After these pessimistic predictions the test is perfonned. To evaluate the results the feature
vectors are derived in the way that produced the best results in the previous test. This means that
the feature vector consists of the absolute values ofthe components of the frequency spectrum of
the recorded output. Furthennore, the Fisher transfonn has been used and covariance has been
the classifier of the system.
The frequency spectra that result from this test show three different bands. The first band
is from 0 to 800Hz. In this band the spectra show a lot of intraclass variation, which wi11lead
to worse results for the authentication system. Another band is 4kHz - 22KHz, which seems to
have no energy in its frequency components. So based on this infonnation the feature vectors
are evaluated by the authentication system both including and excluding these two frequency
bands. The results of the authentication system can be found in table 6.4.
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OHz- ...
800Hz - '"

Music without mp3-coding
... - 22kHz
... - 4kHz
19.9%
19.9%
15.0%
14.9%

Music with mp3-coding
... - 22kHz ... - 4kHz
22.9%
23.0%
21.4 %
21.0%

Table 6.4: The Equal Error Rates for the two different input signals

6.2.2

Conclusions

From these results it can be concluded that the scheme using mp3-encoding and decoding to add
noise to a music clip does not lead to better results for the authentication system. The results of
the original music clip are even slightly better than the results of the new music clip.
Another conclusion that can be drawn, when combining these results with the results from
the previous test, is that the type of music used in the system is also a big influence on the EER.
The music used in this test contained a lot more frequency components with low energy values
than the one used in the previous test. This results in a higher EER for this system than the
system in the previous test, even though the databases in this test consist of less classes (less
persons).
To show another example of how mp3-coding does not have a positive effect on the frequency spectrum of music, figure 6.6 has been added. The music clip (which has more energy
in the frequency components than the previous clip) that is used to make this figure is the same
music used in the previous test. In this figure it can be seen quite clearly that high frequencies
are completely filtered out in the new signal. Also, the other frequency components contain less
energy. This supports the conclusion that using mp3-coding will not result in a music clip that
is more suitable for use in the authentication system.

,

1.2
F-:lU'llflCJ(Hz)

Figure 6.6: The frequency spectra before and after using mp3-coding
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6.3

Information in frequency bands

To be able to make an estimation of which frequency components provide the most information,
based on which the different classes of a database can be distinguished, the frequency spectrum
can be divided into several bands. The energy in these bands can be the input of the authentication system to calculate an EER for each band. The EER of each band can be used as an
indication ofthe amount of information that each band contains. When the input of the authentication system does not contain any information (e.g. the input for authentication is independent
of the enrollment data) the EER should be approximately 50%, since the probability of the system making the correct decision is just as big as that of making the wrong decision. When the
input does contain information the EER will go down, since it will become easier for the system
to make the correct decision when authenticating a measurement.

Dividing the spectrum into bands In figure 6.7 a frequency spectrum has been divided into
four bands by the dashed vertical lines on 2kHz, 6kHz and 10kHz.

.

"

F~(.Hz)

Figure 6.7: The frequency bands that are used for this test
The first band contains the frequencies from 260Hz (see appendix B) until 2kHz. These are the
frequencies of which the wavelengths are relatively large compared to the size of an ear (or ear
canal). When the frequency f is smaller than 2kHz the wavelength A will be larger than 17cm,
because:
c
A = f' where c = 343 m/s (speed of sound)
The second band from figure 6.7 are the frequency components from 2kHz until 6kHz. This
appears to be the part of the spectrum where most information can be found, since the absolute
value ofthese components is relatively high compared to the rest of the spectrum. A high average
value of a component indicates that this frequency is present in the input signal. A frequency
needs to be present in the input signal to be able to measure its reflection in the ear. This means
that no information can be derived from frequencies that are not (or not sufficiently) present in
the input signal.
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In the frequency band between 6kHz and 10kHz the absolute value of the components seems
to become almost O. Therefore, this is the third band to examine the amount of information of.
The final band contains all frequency components above 10kHz. Using a speaker and a microphone to perform these measurement makes it very unlikely for these components to contain
much information. This is because the performance of these measuring devices is not optimal
for these high frequencies.

6.3.1

Results

The results of the tests with the four different frequency bands, for which the databases from
section 6.1 have been used, can be found in table 6.5. The database that has been created using
music with noise added as the input signal is denoted as M&N database in this table.

Frequency band
260Hz - 2kHz
2kHz - 6kHz
6kHz - 10kHz
10kHz - 22kHz

Noise database
Cov
Euclid
9.4% 13.5 %
6.6% 10.3 %
19.3 % 28.9%
25.8% 31.1 %

Music database
Euclid
Cov
15.2 % 20.9%
11.5 % 17.0%
22.2% 32.4 %
24.3% 30.7%

M&N database
Euclid
Cov
9.7% 15.6%
9.0% 13.1%
21.3 % 29.8%
23.6% 31.5 %

Table 6.5: The Equal Error Rates for the different frequency bands

6.3.2

Conclusions

Using any of the first two frequency bands as the input of the authentication system results in
EER's that indicate the presence of information in both of these bands. Apparently it is not a
problem for the recognition system that the wavelength of a frequency component is larger than
an ear or ear canal, since the lowest frequency band contains quite some information.
The second frequency band was expected to result in the best performance, as described
earlier in this section. The test results confirm this expectation.
In most cases the highest frequency band contains the least information of the four bands
even though it contains the most frequency components. The band between 6kHz and 10kHz
does not perform much bctter than the highest band. Therefore can be concluded that the performance of the measurement set up is far from optimal for frequencies above 6kHz. This makes it
very difficult for the authentication system to make a correct decision based on the information
that can be gathered from the frequency components above 6kHz.
This test can be concluded with the observation that most of the information, that the authentication system needs, can be found in the frequency components between 260Hz and 6kHz. To
prove this observation table 6.6 has been constructed. In this table the authentication results of
both the entire feature vector (without the first four components as prescribed in appendix B) as
well as those of the frequency band between 260Hz and 6kHz are displayed.
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Frequency band
260Hz - 22kHz
260Hz - 6kHz

TN-2006-01
Noise database
Cov Euclid
2.6% 5.3 %
3.1 % 5.4 %

Music database
Cov
Euclid
6.7% 9.1 %
7.9% 10.6%

M&N database
Cov
Euclid
3.5 % 6.1 %
3.8% 7.2%

Table 6.6: Comparing the information in the first two bands to the entire feature vector
In this table it can be seen how close the authentication results of this band come to the
EER's of the entire feature vector. This justifies the conclusion that most information of the
feature vector can be found in the first 6kHz but, on the other hand, shows that the optimal result
is still achieved by using the entire feature vector.
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Section 7

Identification systems
To this point only an authentication system using a threshold has been discussed. In this chapter
the view will be expanded to identification systems as well. The system that will be constructed
in this chapter makes use of both this threshold and a nearest neighbor technique. To reach this
construction other systems will be analyzed first. The probabilities of all systems in this section
are calculated based on the inter- and intraclass distributions of a certain database (constructed
as described in section 4), under the assumption that these two distributions are the same for
each class from the database.

7.1

Authentication system

The first step towards the identification system that uses both a threshold and the nearest neighbor technique is an analysis of the authentication system. This is because the authentication
system makes use of the threshold that is also needed in the identification system.
In the authentication system a threshold is set at T for each class of the database. This
thresho Id is a value of the covariance between a measurement and the template of a certain class
from the database. In figure 7.1 it can be seen how thresholds could be set for several classes.
In this figure each black dot is the enrolled template of a certain class. The circles around these
dots represent the thresholds for these classes.
Before a measurement is performed one of the classes of the database is selected, based on
the identity that the person that has to be measured claims. Depending on whether the measurement has a higher or lower covariance with the corresponding template than the threshold T, the
person is either accepted or rejected. When the covariance of a measurement with the selected
template is higher than the threshold, the measurement is located inside the circle of this class.

Figure 7.1: Several enrolled templates with their thresholds
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To derive the probabilities for accepting or rejecting a person the interclass and intraclass distributions (as described in section 4) are used.

Interclass distribution The integral (Fe) of the probability density function (fe) of this distribution can be used to determine the probabilities on either a False acceptance or a Correct rejection by the authentication system. When the covariance between the template in the database
and a measurement of an imposter is larger than the threshold, then this imposter is falsely accepted as the person from the database. Otherwise (when the covariance is smaller) the imposter
is correctly rejected. When the threshold is set at T, this results in the following probabilities:
00

P «T, 00])

=

J fe(x)dx = 1 -

Fe(T)·

T

P

« -00,

r

T])

= J

fe(x)dx

= Fe(T).

-00

Intraclass distribution The integral (Fa) of the probability density function (fa) of this distribution can be used to determine the probabilities on either a False rejection or a Correct acceptance by the authentication system. When the covariance between the template in the database
and a measurement of the correct person is larger than the threshold, then this person is correctly
accepted as the person from the database. Otherwise (when the covariance is smaller) the person
is falsely rejected. When the threshold is set at T, this results in the following probabilities:
00

P «T, 00])

=

J fa (x)dx = 1 -

Fa(T).

r
r

P «-00, T])

J

=

fa(x)dx

= Fa(T).

-00

System probabilities For this system the probabilities will be denoted by Pr. The probabilities that have been derived using the interclass distribution determine the probability that an
imposter is either (falsely) accepted or (correctly) rejected. This results in:

P r (False acceptance)

= Pr

P r (Correct rejection)

=

(FA)

= 1-

1 - P r (FA)

=

Fe(T).

(7.1)

Fe(T).

(7.2)

The probabilities that have been derived using the intraclass distribution determine the probability that the genuine person is either (falsely) rejected or (correctly) accepted. This results in:
P r (False rejection)

P r (Correct acceptance)
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= Pr (FR) = Fa(T).

= 1-

P r (FR)

=

1 - Fa(T).

(7.3)

(7.4)
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Nearest neighbor

The second classification technique that can be analyzed is the nearest neighbor technique, which
is used for identification instead of authentication. This classification selects from a database the
template that resembles the template from a measurement the most. In this case that means that
the template from the database with the highest covariance with the measurement is selected. In
figure 7.2 it can be seen how the decision areas for the different classes are defined by the dashed
lines. The class that is selected as the identity of the measured person is the class of which the
enrolled template (black dot) is in the same decision area as the measurement. This means that
the covariance between this template and the measurement is the highest of all classes.
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Figure 7.2: Several decision areas defined by the nearest neighbor technique
To analyse this system we can first take a look at a database with two classes (correct and false
class) before expanding to a database consisting of N classes.
Database with two classes From a database of two classes the nearest neighbor technique
selects the one class of which the enrolled template has the highest covariance with the measurement. When the measurement is performed on a person from this database either the correct
class can be selected as the identity of this person or the other class can (falsely) be selected.
When the wrong class is selected for a person this is considered to be a false acceptance. Although the person is rejected from the correct class, the person is accepted in another class.
Therefore this is considered to be a false acceptance.
A is the covariance between the measurement and the template of the correct class.
E is the covariance between the measurement and the template of the other class.
Covariance A is an element of the intraclass distribution (a).
Covariance E is an element of the interclass distribution (e).

P (The correct class is selected)

= P (Correct acceptance) =
+00

=P(E < A)=

f

fa (x) Fe (x) dx.

-00

P (The other class is selected)

= P (False acceptance) =
+00

=P(A<E)=

f

fe(x)Fa(x)dx.

-00

34

© Koninklijke Philips Electronics N.Y. 2006

TN-2006-01

Philips Restricted
+00

J fe (x) Fa (x) dx.

These equations are based on the lemma P (A < E) =

-00

To proof this lemma the distribution z is introduced, with z

Fz(z)

=P(A-E:sz)=
=

Now using z

=

ZIe {Z
(x)

JJ

= a-e.

fa(y)f~(x)dydx

y-xsz

fa (Y)dY} dx

=

ZIe

(x) Fa (z +x)dx.

0 results in:
+00

Fz (0)

= P (A

- E

:s 0) = P (A :s E) = P (A

< E)

=

f.re (x) Fa (x) dx.
-00

Database with N classes When the database is expanded to N classes, the probability on a
correct acceptance decreases. This is because now there are N - I templates from the interclass
distribution, which all have the same probability of having a larger covariance (with the measured template) than the template from the intraclass distribution. Since there is no possibility
for a measured person to be rejected (there will always be an enrolled template with highest
covariance to the measurement), the performance of this system can only be expressed by either
the correct or the false acceptance rate. This results in the following probabilities for the nearest
neighbor system (defined by p'ry N ):

f

+00

PNN (Correct acceptance)

=

I - PNN (FA)

=

fa (x) (Fe

(X))N-l

dx.

(7.5)

(X))N-l)

dx.

(7.6)

-00

f

+00

PNN (False acceptance)

= P.'VN (FA) =

fa (x)

(1 -

(Fe

-00

These equations arc based on the lemma that the cumulative density function of the largest
component (out of N - I) drawn from the interclass distribution is equal to (Fe(X))N-I. This
can be proven as follows, under the assumption that all values of E are independent:

Imposter The probabilities that have been calculated so far for the nearest neighbor technique
are all based on the assumption that the person that is measured is also represented as a class in
the database. When this is not the case, so when an imposter tries to be identified, the person
will still be matched by the system to one of the classes of the database. So in case an imposter
is measured:
PNN (False acceptance)
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= PNN (FA) = 1.

(7.7)
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Threshold and nearest neighbor

After these analyses of the authentication system and the nearest neighbor technique, these two
systems can be combined. The combined system, that can be constructed, works with the following steps:
1. The template derived from the measurement is compared to all templates in the database
and all covariances are calculated.
2. All templates with a covariance lower than the threshold are rejected.
3. If there is only one covariance above the threshold, this identity is matched to the person
that has been measured.
4. If there is more than one covariance above the threshold, the identity with the largest
covariance (nearest neighbor) is matched to the person.
To be able to visualize these steps figure 7.3 has been added. The same steps will now be
explained using this figure.
I. The measurement can be represented as a coordinate in the two-dimensional space of
figure 7.3 at different distances from each enrolled template of the database (black dots).
2. When a measurement is outside of the circle around a certain enrolled template, the class
of this template will be rejected as the identity of the measured person. This is because
the measurement does not resemble the template of that class closely enough (i.e. the
covariance with this template is below the threshold).
3. When there is only one circle around the measurement, the class corresponding to the
circle is chosen as the identity for the measured person.
4. When there is more than one circle around the measurement, the system selects the class
based on the nearest neighbor technique. So based on the decision area (the dashed lines)
in which the measurement is located a class is chosen.
These steps result in the gray area for the enrolled template in the middle of this area. When a
measurement is located in this area it will be matched to this class.

Figure 7.3: Area corresponding to a class by combining nearest neighbor and threshold
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Imposter When an imposter is measured by the system, this would result in one of the situations (A or B) from figure 7.4.
Person thet

IS

not

represented in the
database lnes to be
identified

No

Yes

The Imposter is
rejected
(Situation A)

The Imposter is
Identified as a class
from the database
(SituatIOn B)

Figure 7.4: W118t can happen when an imposter tries to be identified?
Considering the system has N classes in the database, it will take N correct rejections for
the system to end up in situation A. So the probability of this situation can be derived using
the probabilities of the authentication system (PT ). If an imposter tries to be identified by this
system, these are the corresponding probabilities:
P (Situation A)
P (Situation B)

=

= (1

- P T (FA»N .

1 - (1 - P T (FA»N .

Person from the database When a person from the database tries to be identified by this
system, several situations can occur. These situations, which are partially based on the authentication system and partially on the nearest neighbor technique, can be seen in figure 7.5.
All probabilities in this section are calculated under the assunlption that all values of E are
independent. The probabilities of the first two situations can be calculated based on the probabilities from the authentication system.
• For the system to reach situation 1 no covariance may be above the threshold. This means
that the correct identity must be falsely rejected, while all other identities are correctly
rejected.
P (A < T) . P (max(E 1 , E 2 •••• E N- 1 ) < T)

= Fa (T)·

(Fe (T»N-l

= PT (FR) . (1 -

P T (FA»N-l .

• Ifsituation 2 is reached, this means that the correct identity has a covariance that is lower
than the threshold. From all other N - 1 identities there is at least one covariance above
the threshold.
P (A < T) . P (max(E] , E 2 •••• E N-

1)

> T)

= Fa (T) . (1 = PT (FR) .
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Person from the
database tries to be
identified

No-----. The person is rejected
(Situation 1)

Yes

•

Is the
covariance of
the correct class
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A wrong person is
identified
(Situation 2)

~hOld?

Yes
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(
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The correct person is
identified
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No

A wrong person is
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Figure 7.5: What can happen when a person tram the database tries to be identified?
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The probabilities of the other two situations are based on the nearest neighbor technique.
• Situation 3 describes the possibility that the covariance of the measurement with the correct template from the database is above T and is also larger than all covariances with the
other templates from the database.

f

+00

P (max(E 1 , Ez ....E N- 1) < AnT < A) =

fa (x) (Fe (X»N-l dx.

T

• Finally situation 4 resembles situation 3, with the exception that in this case at least one
of the other covariances is larger than the covariance of the measurement with the correct
template from the database.

f

+00

P(max(E1,Ez ....E N- 1) > A

n

T<A)=

fa(x)(I-(Fe(x»N-l)dx.

T

To prove that the situations 1-4 are complementary, the probabilities can be written as follows:

P (Situation 1)

+P

P (Situation 3)

+ P (Situation 4)

(Situation 2)

= Fa (T) .
+00

J fa (x)dx = I-Fa (T).
T

System probabilities For this system the probabilities will be defined by PNNT , which can be
derived from the equations in this section. First the probabilities when an imposter tries to be
identified:
PNNT (False acceptance)

= PNNT (FA) = P (Situation B).

PNNT (Correct rejection) = 1 - PNNT (FA) = P (Situation A).

(7.8)

(7.9)

When a person from the database tries to be identified, the following probabilities can be derived:

P NNT (False acceptance)

= P NNT (FA) = P (Situation 2) + P (Situation 4) .

PNNT (False rejection)

PNNT (Correct acceptance)

=

= PNNT (FR) = P (Situation 1).

1 - PNNT (FA) - PNNT (FR)
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P (Situation 3).

(7.1 0)

(7.11 )

(7.12)
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An example of the combined system

To get a better understanding of how the system works, using a combination of a threshold with
the nearest neighbor technique, an example will be given. For this example the distributions
from figure 7.6 will be used. These distributions are used because they are quite similar to the
distributions that can be constructed based on the databases. The distributions from the databases
are generally not as smooth as the distributions from figure 7.6, but these distributions have been
chosen to pose as an example.
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Figure 7.6: The inter- and intraclass distributions

The interclass distribution is a normal distribution and can be described as follows, with
is equal to 0 and ere is 0.15:

Fe(x) =

x

I

1

e

J2rrer;

=.J4
20t dz =

<t>

lLe

(X - lLe) .
ere

-00

The intraclass distribution is an exponential distribution, with A = 6~:

fa

= Exp (A) = Ae-J.(l-x).

I
X

Fa(x)

=

Ae-W-z)dz

= e-J.(J-x).

-00

These distributions can be used in the formulas that were derived to describe the authentication
system, the nearest neighbor system and the combined system.
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For the combined system the results of the identification of a person that is actually in the
database can be visualized in the following figures. First, in figure 7.7, the correct acceptance
rate of this system for several values ofdatabase-size N is plotted against the value ofthe threshold T. For each of these values of N the dashed line shows the correct acceptance rate of the
nearest neighbor system (without the threshold). Obviously the top line represents the smallest
value of N, while the bottom line corresponds to the largest value.

~I~, -

,~

-----;'-------+'---+.------+.-'

Figure 7.7: TIle correct acceptance rate for N = 2,5, 10,20,50 and 100
The second rate of the system that can be evaluated is the false acceptance rate. In figure 7.8
this rate is plotted for the same values of N as in figure 7.7. Again the dashed lines show the
false acceptance rate for the system without a threshold. In this figure the top line represents the
largest value of N, while the bottom line corresponds to the smallest value.
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Figure 7.8: TIle false acceptance rate for N

=

2,5, 10,20,50 and 100

Adding the two acceptance rates for the nearest neighbor system (without threshold) results in 1
for each value of N, since there is no possibility of rejection in this system. This does not apply
for the combined system (as can be derived by adding the two figures), because there also is a
false rejection rate for this system.
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So now this false rejection rate can be visualized in figure 7.9. A false rejection is an error
when identifYing a person, because the person should be identified instead of being rejected. But
this error is more secure than a false acceptance, since the person is also not identified as any
other person from the database. So it is possible that an increase of the false rejection rate can
lead to an improvement in the security of the system, when the false acceptance rate goes down.

J
1
..
!

Figure 7.9: TIle false rejection rate for N

2, 5, IO, 20, 50 and IOO

=

The final situation that can be analyzed is the situation where an imposter tries to be identified
by the system. In the system without a threshold an imposter will always be identified as a class
from the database. In the combined system a correct rejection rate is introduced, which makes
this system more secure than without a threshold. The correct rejection rate can be found in
figure 7.10. In this figure the left line corresponds to the smallest value of N, while the right line
represents the largest value.
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Figure 7.10: The correct rejection rate for N

=

2, 5, IO, 20, 50 and IOO

The false acceptance rate of this system, when an imposter tries to be identified, is, of course,
the complement of the correct rejection rate.
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Using the rates of the system, as have been described in this section, an optimal value for
the threshold can be calculated. But to be able to do so, an optimal situation has to be selected
first. In this case the optimal situation can be defined by a threshold that minimizes a linear
combination of the false acceptance and the false rejection rate, when a person from the database
needs to be identified. This minimization can also be written as follows:

min (a . FAR(T)

+ b . FRR(T» .

(7.13)

As mentioned earlier in this section it is more secure to have a false rejection in an identification
system than to have a false acceptance. Based on this fact the values for a and b in this formula
need to be chosen in a way that minimizes the false acceptance rate (FAR) more than the false
rejection rate (FRR). For this reason the following inequality needs to hold:
a> b.

Otherwise there is no strict rule for choosing the ratio a/b. When performing optimization this
ratio can be changed to fit preferences that can be specific for each system that has to be designed.
In this case a will be set at 5, while b is set at 1. This ratio results in the combined rates that can
be found in figure 7.11. In this figure the top line represents the largest value of N, while the
bottom line corresponds to the smallest value.

Figure 7.11: This combined rate rate for N

=

2, 5, 10. 20. 50 and 100

In table 7.1 the results ofthis minimization can be found for the different values on N from figure
7.11. In this table under T the optimal value found for the threshold is noted. In the columns
under "Nearest Neighbor" the rates for the nearest neighbor system (without a threshold) can be
found. These rates have been displayed as dashed lines in the figures 7.7 and 7.8. The columns
under "Person" display the different rates when a person from the database needs to be identified,
while the columns under "Imposter" list the rates when an imposter tries to be identified by the
system. Finally in the columns under "Combined system" the resulting rates of the combined
systems with T optimized according to equation 7.13 are displayed.
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N

T

2
5
10
20
50
100

0.17
0.42
0.52
0.60
0.69
0.75

Nearest Neighbor
Person
Imposter
CA
FA CR FA

Combined System
Person
FA
FR
CA

Imposter
CR
FA

0.99
0.98
0.97
0.96
0.93
0.89

0.99
0.97
0.95
0.92
0.86
0.79

0.57
0.78
0.83
0.85
0.87
0.88

0.01
0.02
0.03
0.04
0.07
0.11

0
0
0
0
0
0

1
1
1
1
1
1

0.01
0.01
0.01
0.02
0.03
0.04

0.00
0.02
0.04
0.06
0.11
0.17

0.43
0.22
0.17
0.15
0.13
0.12

Table 7.1: The different rates when using this minimization
One of the conclusions that can be drawn from this table is that the larger N becomes,
the higher the value of the optimal threshold becomes. This is due to the shape of the false
acceptance rate in figure 7.8, where the value of the FAR starts to the decrease at a higher value
of the threshold T when N becomes larger.
Table 7.1 makes it very clear how introducing a threshold improves the security of the identification system. The most obvious improvement is the existence of a correct rejection rate when
an imposter tries to be identified by the system. The higher the optimal value of the threshold
is chosen, the higher this correct rejection rate becomes. Besides this improvement is the value
of the false acceptance rate at an optimal value of T lower than when using just the nearest
neighbor technique.
Furtheml0re, it can be seen that introducing the threshold lowers the correct acceptance rate
when a person from the database needs to be identified. This decrease, however, is an acceptable
downside of this system, because of the improved security that has been mentioned earlier.

7.5

Conclusions

In this section it has been described how an evaluation of the performance of two identification
systems can be made.
The first system that has been analyzed is the nearest neighbor system. In this identification
system measurements are performed on a person, after which this person is matched to the class
from the database of which the template resembles the measurement the most. Since there is
no possibility for a measured person to be rejected (there will always be a template that has the
highest covariance, out of all templates, to the measurement), the performance of this system
can only be expressed by either the false or the correct acceptance rate. This also results in a
false acceptance rate of 1 when an imposter tries to be identified by the system. An imposter will
always be matched to one of the classes from the database. Based on the intra- and interclass
distributions and the number ofclasses of the database (N), both the false and correct acceptance
rate of the nearest neighbor system can be calculated (equations (7.5) and (7.6)). Using these
equations will make it possible to evaluate the performance of this system from now on.
In the second identification system the nearest neighbor technique is combined with the
threshold from the authentication system. This threshold introduces extra security to the system.
In the example of section 7.4 it can be seen how both the false and correct acceptance rate of
this system decrease in comparison to those of the nearest neighbor system, when the threshold
(T) is set high enough. To complement these probabilities the false rejection rate is introduced.
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For security purposes a false rejection is a better result than a false acceptance, since a person
that is rejected is not identified as a different person from the database. Furthermore, there is
also a correct rejection rate introduced, when an imposter tries to be identified by the system.
This means that when an imposter does not have enough similarity to any of the templates from
database, the imposter will be rejected. Naturally, this is also a huge improvement for a security
system.
In conclusion it can be said that when the threshold (T) of the combined system is chosen
properly (i.e. by using the optimization from section 7.4), this will still result in a small decrease
of the correct acceptance rate of the system in comparison to the system with just the nearest
neighbor technique. On the other hand, there will be an even more important decrease in the false
acceptance rate (both when a person from the database and when an imposter are measured),
which makes this system more secure. To compensate for all of these decreases a false rejection
rate is introduced, when a person from the database tries to be identified. When an imposter tries
to be identified a correct rejection rate is introduced because of the threshold.
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Section 8

Improvements on the system
In this section several modifications of the authentication systems will be discussed. These
modifications have been made to be able to test if they could be an improvement for the existing
system. These possible improvements have been tcsted using thc databases that were constructcd
in section 6.1 for the test with the three different input signals. So these databases have been
created using either noise, music or music with noise added (referred to in this section as M&N
database) as the input signal. In this section the databases containing only trained subjects will
be used. The representation that will be used is the absolute value of the frequency components
and Fisher's transform is performed.

8.1

Multiple measurements for enrollment

The first possible improvement that has been tested is based on the suggestion from section 4.3,
that multiple measurements from one class can be averaged during enrollment to create the template for that specific class. In figure 8.1 it can be seen how this would work for a class of five
measurements (dots), where two measurements are averaged (by the dashed line) to create the
template (cross). The solid lines in this figure are the distances between the template and the
measurements used for statistics.

Figure 8.1: Enrollment by averaging two measurements
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Expressing the situation in the fonnulas from section 4.3 results in:

All measurements =
Training set =

>t (1...14,1...10).

>t (1 ... 14, 1...5) .

"t (1...14, T) = avg("t (1...14, 6...5 + E))

with E =1,2or3.

Measurements for analysis = "t (1...14, 6 + E ... lO)

with E =1,2 or 3.

In table 8.1 the results of this test can be found. This table shows that averaging multiple measurements to create a template results in lower EER's for the authentication system. This is
because the system has more infonnation about the measurements of a certain class when several measurements have been used for enrollment. For instance, when all measurements from a
class are used for this averaging the resulting template will be the center of the class, which is
the ideal value for a template. So the more measurements are used for enrollment, the closer the
value of the template will be to the center of the class. Therefore, using multiple templates will
decrease the EER, thus improving the perfonnance of the authentication system (as can be seen
in table 8.1).

Enrollment
I Measurement
2 Measurements
3 Measurements

Noise database
Cov Euclid
2.5% 5.3 %
1.6 % 4.0%
1.6 % 3.5%

M&N database
Cov Euclid
2.8% 7.6%
1.6 % 5.8%
1.3 % 5.1 %

Music database
Cov
Euclid
7.5% IIA %
5.5% 8.5%
4.8% 7.6%

Table 8.1: The Equal Error Rates for the different systems

8.2

Another way of using multiple measurements for enrollment

When using multiple measurements there is also another way to perfonn enrollment:
All measurements =

Training set =

>t (1...14, 1...10).

>t (1...14,1...5).

"t (1...14, TI ... TE ) ="t (1...14, 6...5 + E)

with E =1,2 or 3.

Measurements for analysis = "t (1...14, 6 + E ... IO)
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Figure 8.2: Enrolling two templates for one class
The process is depicted in figure 8.2, where the same five measurements from figure 8.1 are used.
In this case the two measurements, that are meant for enrollment, are not averaged. Instead both
measurements are used as templates for this class. When performing authentication one of the
measurements meant for statistical analysis is compared to both templates of the class. After this
the template that is closest to the measurement is used in the authentication process. It depends
on the classifier of the system how the closest template is chosen. In case of covariance the
template with highest covariance to the measurement is chosen, so:
Cov (-X\PI, T1 ... TE), ~ (P2, m))

=

max (Cov (~(Pl' rd, ~(p2' m)), ... , Cov (~(PI' h), ~(p2, m))).
With Euclidean distance the template with the lowest value is used, which results in:

In table 8.2 the results of this test can be found. This enrollment procedure appears to result in
even lower EER's than the previous one. This can be explained by the fact that the average distance (over the entire database) between the closest template from enrollment and a measurement
from the same class is shorter using this technique. This results in either a higher average of the
intraclass distribution, in case of covariance, or a lower average, in case of Euclidean distance.
The shift in average also appears in the interclass distribution, but this shift is smaller. Therefore
these results are (in general) even better than the ones from the previous improvement.

Enrollment

Noise database
Cov
Euclid

1 Measurement
2 Measurements
3 Measurements

2.5%
1.5 %
1.3 %

5.3 %
3.7%
3.0%

Music database
Euclid
Cov
7.5% 11.4 %
5.0% 7.9%
3.7% 6.3%

M&N database
Cov
Euclid
2.8%
1.7 %
1.3 %

7.6%
5.4%
4.2 %

Table 8.2: The Equal Error Rates for the different systems
48

© Koninklijke Philips Electronics N.V. 2006

TN-2006-0l

Philips Restricted

8.3

Using a logarithmic scale

When looking at the representation of the measured signals used in this system (see the top
image in figure 8.3) it can be seen that the amplitudes of some frequency components in the
spectrum are very close to O. The value of these components can not be below 0, since the
fonnula for the absolute value is:

S

In this fonnula
is the complex vector that results from the Fourier transfonn of the excerpt
signal ~. Therefore, it is very plausible that frequency components with a low average absolute
value have a lower interclass variation than the components with a higher average value, since
their variation is limited to positive values. To be able to distinguish between classes interclass
variation is necessary. To make sure that components with a small amplitude also are able to
have this variation another representation of the data can be chosen. In this case the data will be
represented on a logarithmic scale, to have no limitations in variation by the fact that all values
have to be positive. In figure 8.3 it can be seen how all ten measurements of one class from the
noise database are plotted against both a nonnal as a logarithmic scale.

The frequency speclta of one dass from the noise database

09
0.•
0.7
D

0.6

'5

~ 0.5

E

c(

0.4
0.3
0.2
0.1
0

0

l~
0.2

0.4

0.•

0.8

1

1.2

1.4

1..

1.8

Frequency (Hz)

-

2.2

x 10'

The same frequency spectra plotted on a logarilhmlC scale

-2

-4

-6

-6

-10

-12
0

0.2

0.4

0.•

0.8

1

1.2

Frequency (Hz)

1.4

1.•

1.8

2.2

x 10'

Figure 8.3: The absolute values of the frequency spectra plotted in different representations
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Scale

Noise database
Cov
Euclid

Music database
Cov
Euclid

Normal
Logarithmic

2.5 %
6.2%

7.5%
9.3%

5.3%
8.7%

11.4 %
9.2%

M&N database
Cov Euclid
2.8% 7.6%
8.1 % 8.6%

Table 8.3: The Equal Error Rates for the different scales

Table 8.3 lists the results when this logarithmic scale is used in the authentication system.
From these results it can be concluded that this representation of the data (in general) has a
negative influence on the EER. These results can be explained by looking at figure 8.3. In this
figure it is very obvious that plotting the data on a logarithmic scale results in a higher intraclass
variation of the components that have a low absolute value. Although the reason to plot the data
in this way was to increase the variation in these components, it was not meant to increase the
intraclass variation. This intraclass noise decreases the performance of an authentication system
even if the interclass variation is increased as well. Therefore changing the scale to logarithmic
is not an improvement for the system.

8.4

Another normalized Euclidean distance

Using Euclidean distance as a classifier usually leads to results that are worse than those of
covariance. In section 4.2 it has been explained how this is caused. In an attempt to improve the
performance of Euclidean distance as a classifier in this system, another normalized version will
be derived. The original fonnula for Euclidean distance is:

The formula for normalized Euclidean distance will be derived by dividing Euclidean distance
This leads to the following formula:
by the arithmetic mean of the vectors -t and

y.

In this formula the factor 2 can be neglected, since this is a constant for each possible value of-t
and
To emphasize the difference between these two distances figure 8.4 has been included.
In this figure it can be seen how the circle for a class with higher energy is bigger than that for a
class with lower energy. The dotted circle in this figure is the border of a class when Euclidean
distance is used as the classifier, while the solid line is the border for normalized Euclidean
distance.

y.

The results of using normalized Euclidean distance as the classifier can be found in table
8.4. This table proves that normalized Euclidean distance results in a better performance than
the regular Euclidean distance. This can be considered to be an improvement on the system,
but the performance is still not as good as when using covariance. So from these results can be
concluded that covariance is still the best classifier for this system.
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Figure 8.4: Two classes defined using Normalized Euclidean distance as a classifier

Noise database
Cov I Euclid I
I

2.5 %

1

M&N database
Music database
Cov I Euclid I nd
Cov I Euclid I nd
5.3 % 1 2.9 % ~ 7.5 % 1 1 1.4 % I 8.5 % ~ 2.8 % I 7.6 % I 3.1 %
nd

I

Table 8.4: The Equal Error Rates for the different classifiers

The difference in perfonnance between covariance and this nonna1ized Euclidean distance
can be explained by a conclusion from section 4.2. This conclusion states that when
= a -:
covariance will consider these vectors to be equal. When this 110nnalized Euclidean distance is
used as a classifier for these two vectors this results in:

y

-+ -+)

nd ( x, y

17 - 71

= 2 11'1+171
'")
---+ 2
_ 2 ,JI---+x 1"+la
x I -2( ---+---+
x ,a x}

-

11'1+la1'1

_

-

_ 2 1- a

-

l+a'

So using this classifier the result will be influenced by a. For covariance this is not the case.
Therefore, covariance still perfonns slightly better as the classifier.
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Number of frames

To create the excerpt signal 128 frames of the output signal are averaged. To find out if this
number offrames is sufficiently large, the EER's have been calculated for several different numbers. In table 8.5 the results of this test can be found. To visualize these results the average EER
of the three databases, using the two different classifiers, have been plotted against the number
of frames in figure 8.5. The 'x' on both lines represents the average EER when the number
of frames is 128 (as currently used in the system). From this figure it can be concluded that
there is no number that will lead to a significant improvement compared to the number that is
currently used. In some situations (see table 8.5) a certain number of frames might work better,
but this is rarely significant and never consistent for each database. Therefore, there is no reason
to consider changing the number of frames for averaging as an improvement for the system.

Frames
16
32
64

96
128
160

Noise database
Cov Euclid
2.9% 5.9%
2.4 % 6.1 %
2.4% 5.4 %
2.4% 5.3 %
2.5% 5.3 %
2.7% 5.3 %

Music database
Euclid
Cov
5.7% 8.6%
7.0% 9.0%
7.1 % 11.0 %
7.7% 10.8 %
7.5% 11.4 %
7.9% 12.9 %

M&N database
Euclid
Cov
3.9% 7.4%
3.4 % 7.9%
3.8% 8.5 %
3.2% 8.0%
2.8% 7.6%
4.7% 8.9%

Table 8.5: The Equal Error Rates for the different representations
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Figure 8.5: The average EER's using both covariance and Euclidean distance as classifier
When the number of frames is 128 or smaller, there are no frames used in the excerpt signal
that were recorded during the first second of the measurement. In this way the person, who
is being measured, has time to adjust the position of the phone during this second. When the
number of frames is larger than 128, frames from the first second of measurement are also used
in the excerpt signal. Because of these frames the performance of the system decreases.
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8.6

A new mapping for the feature vectors

Feature extraction is performed by using the Fisher transformation (see appendix A) on the
feature vectors from the database. This transformation expects the noise in the input vectors
to be Gaussian with approximately the same intraclass variation for each class of the database.
When this is the case the transformation will perform better than when this is not the case.
Considering the feature vectors used in the acoustical ear recognition system, the components
are constructed using the following formula:

So each component of the feature vector is the absolute value of a frequency component, after
using the Fourier transform on the excerpt signal -:. Assuming that the noise on the vectors
-+
-+
Re( S) and I m( S) is distributed in a Gaussian way, the resulting distribution will be a Rice
distribution (see [8]). The Rice distribution for a certain component is defined by the following
formula:

x

p(x) = a 2 exp

2 2
(X
+ IJLI )
2a 2

10

(X'
IJLI) .
-;;z

In this formula a is the standard deviation of the distribution for that component. Furthermore,
JL is the average amplitude of the component and 10 is the modified Bessel function of the first
kind. Using this formula results in distributions as can be seen in figure 8.6. This figure contains
the probability density functions of the amplitude of a component for a = I and several values
of JL. These values of JL are 0,0.25,0.5,0.75, ...,4.5,4.75.

"~~~~~~~~~~"~~~~~~~~~
eompor.nt ....... j.)

Figure 8.6: Several Rice distributions for different values of JL
To optimize the performance of the Fisher transform the feature vectors will be transformed in
such a way that all components will have Gaussian distributions before they are used as input for
Fisher. These Gaussian distributions will also all have standard deviations that are approximately
equa1. This transformation is performed by making a new mapping of the component values.
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To make the distributions more similar to Gaussian distributions between the x-values 0 and I
the following steps are taken:
• Consider the distribution for /l

= 0:
p(x)

= x . exp (-x 2 /2) .

P(x)

= l-exp(-x 2 /2).

• Find the value z that has the same cumulative value in a Gaussian distribution:
Q(z)

= 1-

exp (-x 2 /2)

.

• From this value of z the value for the new mapping y can be calculated:

y = 1 - z.

For the values of x above I it is necessary to make all maximums of the distributions with
different values of /l approximately equal. To be able to do so a reversible transformation from
[10] is used. For this the following steps need to be performed:
• Construct an array It oflcngth N with /lo

= 0, /IN = 5 and calculate for this array:

mi =max(p(x,/lJ).
Xi is the value of x that corresponds to the maximum mi.

• The mapping y can now be calculated as follows:

These formulas result in the mapping that can be seen in figure 8.7. In figure 8.6 can be seen
that for larger values of /l the Rice distributions can be approximated by Gaussian distributions.
For these distributions the standard deviation is also comparable, so there is no special mapping
necessary for higher values of the amplitude. That is the reason why the mapping function from
figure 8.7 is equal to the line y = x for component values larger than 4.
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Figure 8.7: The resulting mapping
Applying this mapping to the distributions from figure 8.6 results in new distributions that can be
seen in figure 8.8. These distributions are much more comparable to Gaussian distributions than
Rice distributions. The values of ( j for these distribution are also approximately equal. Therefore, this mapping will be used on the feature vectors in an attempt to improve the performance
of the authentication system.

Figure 8.8: The resulting distributions
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To be able to perfonn this mapping on the actual feature vectors from the database these vectors
first need to be divided by the values of (J for each individual component. These values can be
calculated as follows:
N

---+
.
J.L (I ... P) = NI 'L" ---+
x (L.P, 1).
;=1

---+
1
---+
---+
X J1. ( ... P, L.N) = x (l.ooP. L.N) J.L (L.P).

---+
(J

1

=

PN

P

N

LL(7J1. (i,J)(
;=1 j=1

In these equations P is the number of classes in the database and N is the number of measurements in the training set (see section 4.3). The calculated standard deviation d is an array that
contains the values of (J for each component of the feature vector. Dividing the components of
the feature vectors by these values results in distributions of these components for which (J = 1.
The value of J.L for these new distributions is equal to the average value of the original components divided by (J. These new components can be used as the input for the mapping function
from figure 8.7. The output of the mapping function is the input for the Fisher transfonnation.
Using this new mapping results in new EER's for the databases that are used for evaluation
in this section. These new EER's can be found in table 8.6.

Noise database
Cov
Euclid
Without mapping
With mapping

2.5%
2.0%

5.3 %
5.2%

Music database
Euclid
Cov
7.5 % 11.4 %
7.0% 9.5%

M&N database
Euclid
Cov
2.8% 7.6%
3.7% 7.5%

Table 8.6: The Equal Error Rates without and with the mapping function

From these EER's can be concluded that this mapping does not improve the perfonnance of
the system significantly. In most cases there is a small improvement in the EER, while in one
situation the EER even becomes higher. In this situation (M&N database, with covariance as the
classifier) the (J of the distribution of FRR's for the different splits (see section 6.1.2) becomes
larger. This increase of the (J of the FRR's results in a shift in the distribution of the EER's.
The distribution ofEER's gets a higher J.L because ofthis shift, which results in a higher average
EER for the system.
The reason that this mapping does not have much impact on the performance might be found
in the small sample size problem. For each class in the database only a few measurements are
available. The reason for this is that acquiring more measurements for each class would take
more time during the enrollment phase. This makes it very difficult to make a good estimation
of the distribution of these measurements (i.e. the value of (J for each component). When more
measurements for each class would be available it might be possible to make a proper estimation
of the distribution and use this mapping to achieve better performance with the system.
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Conclusions

In this section several possibilities to enhance the performance of the authentication system have
been listed. The test results show that some of these alternative implementations improve the
performance of the recognition system, while others do not.
The most important result is that using several measurements for enrollment is a definite
improvement on the system as it has been used so far. These multiple measurements can either
be enrolled by averaging (section 8.1) or by the method described in section 8.2. The results in
this report favor the second method, but even averaging is a big improvement compared to using
just one measurement for enrollment.
Another improvement is replacing Euclidean distance by the normalized Euclidean distance
when choosing a classifier. The downside of this improvement is that even this normalized Euclidean distance does not give as good results as covariance. Therefore, when using covariance
as a classifier, this is not an improvement.
The other possibilities presented in this section have shown results that are not considered
to be significant improvements. So, there is no reason to implement these changes (using a
logarithmic scale, changing the number of frames for averaging and using a mapping before the
Fisher transform) in the system.
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Section 9

Conclusions
This report will be ended with some conclusions based on the most important sections.

9.1

Test results

From the test results (section 6) the following conclusions can be drawn about using music as
the input signal for the recognition system:
• Based on the results from section 6.1.1 can be concluded that using music as the input
signal for the authentication system results in a higher EER than using noise. But more
important is to conclude that adding (inaudible) noise to this music improves the results
of authentication to a level which is comparable to using noise as the input signal. This
proves that it is possible to use music for recognition.
About the performance ofthe authentication system as tested in section 6.1.1 it can be concluded
that:
• The best authentication results (the lowest EER's) are achieved when Fisher's transform
is performed and covariance is used as the classifier. This is the case for all six databases
from section 6.1.1, when the feature vector is constructed from the absolute value of the
frequency components.
• When using this absolute value ofthe frequency spectrum for recognition, the information
about the angle of the signal is not taken into account. In the other two representations
from section 6.1.1 all information of the signals is included. From the fact that these
representations (generally) display a worse performance than the absolute value it can be
concluded that the angles of the signals introduce more intraclass noise into the feature
vector. Because of this noise the EER rises.
When looking at the results from section 6.2.1 the following can be concluded about using mp3coding to insert inaudible noise into music:
• From these results it can be concluded that the scheme using mp3-encoding and decoding
to add noise to a music clip does not lead to better results for the authentication system.
The results of the original music clip are even slightly better than the results of the new
music clip.
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• Combining the results from section 6.2.1 with the results from 6.1.1 it can be concluded
that the type of music used in the system also has a big influence on the EER. The music
used in the test from section 6.2.1 contained a lot more frequency components with low
energy than the one used in the earlier test. This results in a higher EER, even though the
databases in the second test consist of less classes (less persons).
Finally conclusions can be drawn about the amount of information in different frequency bands:
• The frequency spectrum can be divided into four different bands, as described in section
6.3. When using the energy of the first two of these frequency bands as input for the
authentication system the resulting EER's indicate the presence of information in both of
these bands. Of these two frequency bands the second one results in the best performance.
• Most of the information, that the authentication system needs, can be found in the frequency components between 260Hz and 6kHz, which is a combination of the first two
frequency bands. Using this combined frequency band as input for the authentication
system results in EER's that are comparable to using the entire spectrum as input.

9.2

Identification systems

The first identification system that has been analyzed in section 7 is the nearest neighbor system.
In this identification system measurements are performed on a person, after which this person
is matched to the class from the database of which the template resembles the measurement the
most. About this system it can be concluded that:
• There is no possibility for a measured person to be rejected, since there will always be a
template that has the highest covariance, out of all templates, to the measurement. The
performance of this system can thereby only be expressed by either the false or the correct
acceptance rate.
• The false acceptance rate of this system is 1 when an imposter tries to be identified by the
system. An imposter will always be matched to one of the classes from the database.
• Based on the intra- and interclass distributions and the number of classes of the database
(N), both the false and correct acceptance rate of the ncarest neighbor system can be
calculated (equations (7.5) and (7.6)). These equations make it possible to estimate the
performance of this system.

In the second identification system the nearest neighbor technique is combined with the threshold
from the authentication system.
• The threshold introduces extra security to the system. In the example of section 7.4 it
can be seen how both the false and correct acceptance rate of this system decrease in
comparison to those of the nearest neighbor system, when the threshold (T) is set high
enough. To complement these probabilities the false rejection rate is introduced. For
security purposes a false rejection is a better result than a false acceptance, since a person
that is rejected is not identified as a different person from the database.
• There also is a correct rejection rate introduced, when an imposter tries to be identified
by the system. This means that when an imposter does not have enough similarity to any
of the templates from database, the imposter will be rejected. Evidently, this is a huge
improvement for a security system.
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In conclusion it can be said that when the threshold (T) of the combined system is chosen
properly (i.e. by using the optimization from section 7.4), this will still result in a small decrease
of the correct acceptance rate of the system in comparison to the system with just the nearest
neighbor technique. More importantly, there will also be a decrease in the false acceptance rate
(both when a person from the database and when an imposter are measured), which makes this
system more secure.

9.3

Improvements on the system

In section 8 several possibilities to enhance the performance of the authentication system have
been listed. As tests have proven, only some of these possibilities are actual improvements.
The modifications to the system that are a significant improvement:
• The enrollment protocol from section 8.1.
• The enrollment protocol from section 8.2.
Some modifications did not prove to be a significant improvement:
• Using a logarithmic scale (section 8.3).
• Changing the number of frames for averaging (section 8.5).
• Using a mapping before the Fisher transform (section 8.6).
Another modification that has been implemented is replacing Euclidean distance by the normalized Euclidean distance, when choosing a classifier (section 8.4). This classifier results in lower
EER's than the system using Euclidean distance. Thus, when replacing Euclidean distance, normalized Euclidean distance can be considered to be an improvement. However, the downside
of this improvement is that even this normalized Euclidean does not give as good results as
covariance. Therefore, covariance can still be considered to be the best classifier for this system.
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Appendix A

Fisher's Linear Discriminant Analysis
Fisher's Linear Discriminant Analysis is a transformation that can be used to extract a number of
independent components from a data set. These independent components are extracted from the
components of a feature vector by selecting components that optimize discriminating capability
while taking into account the noise properties. So for these independent components the intraclass variation (noise) will be minimized, while the interclass variation (signal) is maximized.
After this linear transformation it should be easier for a classifier to determine to what class a
certain measurement belongs. This is because it is easier to classify a measurement if different
classes show more significant difference from one class to another.
-+

-+

To illustrate how the Fisher transform works the stochastic vector X '" ( 0 , LX) and the
-+

-+

noise vector N '" ( 0 , L"N) from figure Ala will be used. This example is taken from [5].
The first step is to calculate the matrix Q"N' which contains the orthonormal eigenvectors of
-+

vector N. This matrix has the following property:

Q~L"NQ"N = A.
In this equation A is the diagonal representation of L"N containing its eigenvalues. In figure
Ala an example of such eigenvectors is depicted. After these eigenvectors have been found the
coordinate system can be changed to a system based on the eigenvectors i (figure Al b) using
the following formulas:

q

-+,

T -+

-+

T

X = Q---+X
'" (0, Q---+
LX Q"N).
N
N

The mean and covariance matrix of these new vectors is calculated using the following property:
-+

-+

-+

If X '" (/Lx' LX) and Y = M X

then

-+

Y '" (M/L x ' ML X M

T

).

In this coordinate system the variance of the noise can be compensated for each direction (figure
Alc). This variance is made equal to unity as follows:
-+

1-+

1

-+

-+

Nil = A~'1 N' = A~'1 Q~ N '" (0,1).
N

-+11

X

-i-+,

N

-i

N

T -+

-+

= A---+
X = A---+
Q---+
X '" ( 0 , L---+
.,).
X.
N
N
N
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---+

N" '" ( 0 , I) is correct, because:

And since A 11 is a diagonal matrix the following holds:

= A=.'.
N

A~N
.

This results in:
---+

1

---+

---+

1

1

N" = A=''1 N' '" (0. A =''1 A~NA=''1)
N

N

N

---+

---+

so N" '" (0, I).

Now the coordinate system is transformed back to the original one (figure A.Id) using:

---+

N'"

---+

---+

I

1 ---+

= Q~N N" = Q~A=''Z
QT... N = ~=,'Z
N.
N N N
N

---+

For these new vectors ~NfIf = I, so the vector X'" is compensated for noise. To obtain the
components that have the most discriminative capability from this vector eigen decomposition
(determining the eigen vectors, figure A.I e) needs to be performed on:

~~

-

~

_1

_1

'1 ~ ~ ~ '1..:.. Q~ A

~X'''-~N £.JX~N-

x'"

T

x'" Q x",·

Now the mapping QT...", can be used to change the coordinate system again to obtain the components with the mosfdiscriminating capability. This results in:

---+

X""

= QT...X

---+
Iff

X'"

= QT...

XIII

_ 1 ---+

---+

~~'1
X~WT X.
N

In this equation W T is the transformation that is used to obtain the optimal discriminating com---+
ponents from X while taking into account the noise of these components.
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N

--x

Figure A.I: The different steps of the Fisller transform
A considerable downside to this transformation is the fact that the variation of the noise is measured as an average over all classes. An illustration of this problem can be found in the following
example. First, it can be shown that this transformation performs very well when all classes
have approximately the same variance. In figure A.2 three classes (consisting of several measurements) with two components are shown. Also displayed (in the bottom image of the figure)
are the projections of these measurements on the axes. In this figure it can be seen that there is
very little discriminating power on these axes.
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Figure A.2: Three different classes of two components and their projections on the axes

© Koninklijke Philips Electronics N.V. 2006

63

TN-2006-01

Philips Restricted

These measurements can now be transfonned (using Fisher) into two independent components
with as high discriminating power as possible. The result of this transfonnation can be seen in
figure A.3. In this figure it is shown that all classes are shaped into circles and there is very
high discriminating power on one of the axes. Thus, using this transfonnation makes it easier to
distinguish between the different classes.
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Figure A3: The transfonned classes oftwo components and their projections on the axes

After this example of Fisher working properly, there is also a situation that can be discussed
where Fisher does not provide sufficient discriminating power on the axes. In figure AA three
classes are plotted that do not have the same intracIass variance.
Using Fisher for transfonning these measurements results in the mapping that can be seen in
figure A5. This figure illustrates the problem that Fisher has when the intraclass variances are
not equal. Compared to figure A3 the classes are not as nicely reshaped and the discriminating
power on the axes is much lower. Since in practice classes tend to have different variances, using
Fisher may have a serious downside.
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Appendix B

Removing low frequency components
Whcn performing measurements in an environmcnt where thc circumstances are not controllcd
(e.g. in a room with fluorescent lights), it is very likely for low frequency noise to interfere with
the measurements. It is, for instance, fairly common for 50Hz-noise to occur in a measured
signal. To make sure that this kind of noise does not have a negative effect on the recognition
system some low frequency components can be removed from the featurc vector. On the other
hand, when removing to many frequency components from the feature vector information about
the measured person can be lost. This would lead to an increase of the EER of the authentication
system.
To be able to test how many frequency components can be eliminated from the feature vector
without losing information, databases containing measurements are needed. These databases
can be found in section 6.1. Using these databases table 8.1 has been constructed. The M&N
database from this table is the database that has been created using music with noise added as the
input signal. The EER's are noted compared to the number of frequency components that have
been removed from the feature vector. The removed components are always the first components
of the vector, so these are always the lowest frequency components.

Components removed
o components
1 component
2 components
3 components
4 components
5 components
6 components
7 components
8 components
9 components
10 components
15 components
20 components

Noise database
Cov Euclid
2.5 %
2.5%
2.5%
2.5%
2.6%
2.7%
2.7%
2.7%
2.7%
2.7%
2.7%
3.0%
3.1 %

5.3 %
5.2%
5.2%
5.2%
5.3 %
5.3 %
5.5 %
5.5 %
5.4 %
5.4%
5.2%
5.3 %
6.6%

Music database
Euclid
Cov
7.5% 11.4 %
7.0% 10.8 %
6.8% 10.1 %
6.7% 9.2%
6.7% 9.1 %
6.9% 9.3%
7.0% 9.4%
7.0% 9.4%
7.0% 9.4%
7.0% 9.4%
7.1 % 9.1 %
7.8% 10.3 %
9.0% 12.2 %

M&N database
Cov
Euclid
2.8%
3.3 %
3.2%
3.4 %
3.5%
3.7%
3.8%
3.8%
3.8%
3.8%
3.8%
5.4%
5.4%

7.6%
7.1 %
6.9%
6.6%
6.1 %
6.5%
6.5%
6.5%
6.6%
6.5%
6.3%
7.6%
8.8%

Table B.l: The Equal Error Rates when low frequency components are removed
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In figure 8.1 the average EER's of the three databases are plotted when using both covariance and Euclidean distance as the classifier. From this figure and table 8.1 it can be concluded
that the optimal number of frequency components to remove is four, since this results in the
lowest EER.

',~-----c~-'---!----!---.--,!---,-----:':-"-----:':------:':-----+.------::
N'-'''''''-'''~5

Figure B.l: The average EER's using both covariance and Euclidean distance as classifier

As described in section 4.1 the interval between each frequency component is approximately
86.5Hz. Since the first component represents OHz (the DC-component), removing four components can be compared to removing the band of 0 - 260Hz from the frequency spectrum.
The conclusion of this appendix is that removing the lowest frequency components from a
measured spectrum can enhance the performance of the recognition system. These frequency
components apparently contain some noise, therefore they need to be removed.
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Appendix C

Enrollment
In this appendix two different enrollment methods will be discussed. To be able to get a good
comparison of these methods a database containing two classes will be visualized in a two dimensional space. This means that each measurement is represented by a value along the x-axis
and one along the y-axis. The visualization can be found in figure C.I. One of the classes is
represented by dots, while every measurement from the other class is displayed by a +. There
are two different types of measurements in each class. The values that have the smallest markers
are the measurements that have been used to construct the Fisher model. The larger markers
represent the values that are left for statistical analysis. Based on this visualization, in which the
measurements have been plotted after the Fisher transform has been performed, the two different
enrollment methods will be described.

•

•

•

•

•

+
+

+

+
+

Figure C.l: Two classes, each with ten measurements
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Method 1

The first method, that can be discussed, is the method that has been used in this report. In
this method one or more (see section 8) measurements outside of the Fisher model are used for
enrollment. In figure C.2 can be seen how the distributions are calculated using this enrollment
method. The solid lines in this figure represent the distance between the enrolled template and
the measurement from the same class. The comparison (e.g. by using covariance) ofthe template
with these measurements results in the intraclass distribution. The dashed lines in this figure
represent the distance between the template and the measurements from the other class, which
are used to construct the intraclass distribution.

+
+
+
+

Figure Co2: A measurement outside the Fisher model is used for enrollment

C.2

Method 2

In figure C.3 the second enrollment method is displayed. In this image a new coordinate is
marked with an x for each class. This coordinate is the center of the measurements used to
construct the Fisher model. That means that these measurements have been averaged to produce
this mark. In this method this mark is used as the template for enrollment. From this mark the
solid lines go to the measurements from the same class, while the dashed lines go to measurements from the other class. By comparing the marked coordinate to these measurements both
the intraclass (measurements from the same class) and interclass (measurements from the other
class) distributions can be constructed.
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Figure C.3: The center of the Fisller model is used for enrollment

C.3

Comparison

To get an idea of the performance of the two enrollment methods a comparison can be made
in the same way as systems have been compared in section 8. This comparison, based on the
databases from section 6, can be found in table C.1.

Method I
Method 2

Noise database
Cov Euclid
2.5% 5.3 %
1.5 % 3.9%

Music database
Euclid
Cov
7.5% 11.4 %
3.8% 6.9%

M&N database
Euclid
Cov
2.8% 7.6%
0.9% 4.4%

Table C.I: The Equal Error Rates for the different enrollment methods
From this table it can be concluded that the results of the second method are much better
than those of the original method. Than why has this "inferior" method been used in this report
and not method 2?
The reason for this choice is a practical one. When method 2 would be applied, a system
would need measurements to construct the Fisher model from every person (read: class) in the
database. This is obviously because these measurements are averaged (after the Fisher transform
has been performed) to result in the enrollment template. Therefore, using this method would
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have the following downsides:
• Enrollment of a new person will take more measurements (all measurements for the Fisher
model).
• Enrollment of a new person will result in a new Fisher model and therefore changes the
enrollments that already were in the database.
• Calculating a new model (every time a new person has been enrolled) and applying the
new transformation to all measurements in the database becomes more and more computationally intensive when the database contains more classes.
Because of these practical problems it seems more sensible to implement enrollment method I
in the system. This method is based on the assumption that the Fisher model is constructed from
measurements that do not playa part in the enrollment (or, for that matter, authentication) phase
of the recognition system. Therefore, new persons (classes) can be added to the database by
performing the number of enrollment measurements prescribed by the system, without changing
the Fisher model or the measurements that are already in the database.
When reviewing the results in section 8 about using multiple measurements for enrollment
in method I it can be concluded that these results are approximately the same as those of method
2. This also proves that it is not necessary to change the enrollment method to method 2.
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