
https://research.tue.nl/en/studentthesis/chipcards-in-intelligent-network-services(55768f05-5e7c-4e90-866a-1200c94245fd).html


ICSIEB 679

Technische Universiteitt(i) Eindhoven

Faculty of Electrical Engineering
Section of Information and Communication Systems

Master's Thesis:

Chipcards in Intelligent
Network Services

L.D.C. van Helvoort

Coach:

Supervisor:

Examiner:

Period:

ir. J. van der Meer (Ericsson Rijen)

Prof.ir. J. de Stigter

ir. M.J.M. van Weert

November 1997

The Faculty of Electrical Engineering of Eindhoven University of Technology does not
accept any responsibility regarding the contents of Master's Theses



Chipcards in Intelligent Network Services

Preface

This report describes my graduation project for the Electrical Engineering studies at the
Eindhoven University of Technology. The project was done at the Intelligent Network
Application Laboratory (INAL), which is part of the R&D division of Ericsson
Telecommunication in Rijen. Looking back, I can conclude that working for the INAL has
been a great experience. It was nice to be part of such a big multinational as Ericsson is and to
be working within the rapidly evolving telecommunications business. Besides expanding my
knowledge on telecommunications and Intelligent Networks in particular, I was offered the
possibility to explore the relatively new business area of chipcard technology. I value
everything I learned and I am convinced that this experience forms a good starting-point for
the rest of my career as an engineer.

However, all this would never have been possible without prof. ir. J. de Stigter, who believed
in me and took the responsibility for my graduation project. His interest in my work was
stimulating and his feedback on my work very useful. I would like to thank him for all that. I
also want to thank J. van der Meer, who was my coach within Ericsson. He gave me the
opportunity to do my graduation project at the INAL, and he was always very supportive and
enthusiastic. I learned a great deal from him. I am very grateful to all my colleagues, for they
were always very willing to help me and for making me feel a real INAL member. A special
thanks to E. van der Velden, who put a lot of time and effort in helping me. Finally, I would
like to thank my parents for their encouragements and for always supporting me.

November 1997
Leon van Helvoort

ERICSSON ii



Chipcards in Intelligent Network Services

Summary

The Intelligent Network (IN) concept is more and more implemented in telecommunication
networks all over the world. The standardization process for the IN has not finished yet. The
IN concept is continuously enriched with new services and solutions. This continuing
standardization ensures adaptation to recent requirements of the market and utilization of the
newest technologies.

A new technology which might be interesting for IN is the chipcard technology. Chipcards
tend to become very popular in all kinds of applications. The capability to store information
on such a portable medium in a secure way, combined with the on-the-card processing power,
especially useful for cryptographic calculations, provides a devices which offers many
possibilities.

The use of chipcards in IN services can be twofold. Firstly, all kind of user and service
information can be stored on a chipcard. User information can be used for identification
purposes. Service information on the card enables management and portability of service
profiles, for instance to other operator's networks. By means of a user interface the content of
chipcards can be read, edited and stored. Secondly, thanks to their cryptographic capabilities,
chipcards offer interesting security solutions. Besides secure transmission of information also
reliable authentication of all involved parties is possible.

Many of the IN services that have been standardized up till now, can be made more secure,
more user friendly and portable by means of a chipcard. To get some experience with
chipcards in general and with the use of chipcards in IN services, a prototyping environment
has been developed. The environment consists of a PC with a user interface, connected to a
chipcard terminal and a modem, and IN functionality implemented on a Unix platform. To
enable communication between the user interface and the IN, several new Service
Independent Building Blocks (Sffis) and service scripts have been developed and new
communication messages have been introduced.

In this environment the following IN/chipcard (IN/CC) services have been implemented:

•
•
•

Abbreviated Dialing service
Account Card Calling service
Universal Personal Telecommunications service

The first service makes use of the storage capability, the latter two make use of the security
capabilities of chipcards.

The developed environment forms a good platform for implementing and testing new INICC
services. Developing prototypes helps the developer understand what is necessary to
implement new services, what problems can be encountered, and how users experience the
services.
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1. Introduction

This chapter provides an introduction to this report. The area of research. a project description and the
objective of the project will be discussed. To conclude this chapter an outline of the rest of the report will
be presented.

1.1 Scope of the project

As a reaction to the overwhelming success of bank cards provided with a PIN code, banks,
chip manufactures and telecommunication companies have been involved in the development
of a variant to the PIN card, namely the smartcard or chipcard.

Chipcards are meant to be used by customers to pay electronically for relatively small
amounts of money, up to about 35 guilders. These chipcards can be 'charged' with electronic
money at for instance a banking office. The amount by which the card is charged is
withdrawn from the user's banking account. When the customer uses the card to pay, the
appropriate amount will be subtracted from the amount left on the card. In contrast with
paying with PIN cards, paying with chipcards does not require a connection between the card
terminal and the banking office. In other words, paying with a chipcard is an off-line process,
while paying with a PIN card is an on-line process.

The advantages of an off-line paying process compared to an on-line paying process are
obvious. Because no telephone connection needs to be established, the paying process takes
less time and the paid party's phone bill will be reduced. Banks hope to reduce payments with
pocket change and, in this way, reduce their costs. Chip manufactures hope this new market
will boom and for customers paying gets easier. But what's in it for the telecommunication
companies? The network operators probably will suffer from a reduction of income due to the
use of chipcards instead of PIN cards.

The use of chipcards might not be as bad as it seems for telecommunication companies.
Chipcards will be used for all kind of new services in the future, often in combination with
telecommunication networks and services. An example is Remote Ticketing, which enables
people to order, pay, and receive tickets (e.g. for the cinema) just by one telephone call.

Chipcards offer more and safer possibilities than the traditional cards with a magnetic stripe
on the back. This is because chipcards contain very small computers, consisting of a
microprocessor, memory, I/O logic, etc. This gives chipcards the capability to perform
complex calculations (e.g. used for encryption) and to store a relatively large amount of
information. Besides some information used to identify the user and the 'purse' information,
that indicates the amount of electronic money left on the card, memory can be used to
implement other functionality. Chipcards could be used as a train ticket, to collect Air Miles,
for identification purposes, etc. And by using a chipcard terminal at home, even more services
can be used, on-line.

1
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During this project some possibilities of on-line chipcard services will be investigated. The
topics on which the research will be concentrated, especially involve the Intelligent Network
(IN). The IN actually is not a real network, but it is a concept, which enables service providers
to develop, test and implement new, complex services in a relatively fast way. IN can be used
to implement on-line chipcard services, but chipcards, in their tum, can also be used to
implement IN services. Especially the latter will be the subject of this project. In other words,
the project will focus on how chipcards can be used to implement IN services. In this report
the intended services will be called IN/CC (IN/chipcard) services.

1.2 Project Description

As mentioned, the main subject of this project is how to use chipcards in IN services, and the
following four topics will be emphasized:

•

•

•

Chipcard Technology - To get a better view of the possibilities of chipcards, the first
phase of the project will consist of studying the existing chipcard technology. Most
chipcards are based on the ISO 7816 standard. Since its widely use as a lower layer
standard, it seems to be useful to take a detailed look at this standard. In the Netherlands
two chipcards have been introduced: the Chipknip and the Chipper. Both are based on the
ISO 7816 standard. These cards will be studied to understand how chipcards are used in
practice and what multi-functional capabilities they have. These multi-functional
capabilities determine to what extent the Chipknip and Chipper can be used to introduce
IN/CC services.

Charging - People must be charged for using IN/CC services. Charging can be done in
two different ways, namely pre-paid and post-paid. Post-paid means that the money is
withdrawn from the user's banking account. Up till now this procedure has been widely
used to charge telephone calls and the use of IN services. Pre-paid means that the amount
of money charged, is subtracted from the amount stored in his electronic purse. Since this
payment method is rather new, it will be studied and described in this report. Again, to get
an idea of how pre-paid transactions are processed, the implementation of this payment
method in the Chipknip and the Chipper will be studied.

Identification and authentication - It would be useful if a chipcard user could use his
chipcard from any chipcard terminal. In other words, a user should be able to use his
chipcard and related services independent from his location. To establish this, the network
could read some personal information from the card, and use this information to
determine who is calling and/or using a service. Chipcards may also enable more secure
authentication. When all entities in a communication process are authenticated, the parties
are real and can trust each other. As soon as the identity of the user is known and reliable,
charging could be done from his banking account and personal information needed for
services can be loaded from a central database.

ERICSSON is 2
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• Profile - Some space in the chipcard's memory might be used to store IN service related
information. Flags could be used to enable or disable certain IN services. Information
necessary for IN to execute a certain IN service could be stored in the chip's memory. The
UPT service is an example. The PTN could be stored on the chipcard as mentioned
before. Other examples are the Account Card Calling (ACC) service (Le. post-paid
charging), and Originating Call Screening (OCS), which allows users to specify which
phone numbers may be dialed. By storing a profile in the chip, the IN services related
personal data does not have to be stored in a central database. This is useful when the user
wants to use his service profiles in different networks from different providers. For
instance, when a user is traveling a lot, but wants to use certain IN services with his
personal settings and parameters independent from his location, he could upload his
service profiles from his card to the respective network's central database. Changing the
profiles could be done using a PC and some profile management software. This instead of
going through an extensive list of menus from a voice responding telephone system,
which might not be available in your own language.

The project will consist of a theoretical part and a more practical part. Firstly, some research
will be done to gather knowledge of chipcard technology and to determine how this
technology can be used to implement INICC services. After the theoretical part of the project
is finished, some ideas will be implemented and tested by using one of the existing
technologies (Chipknip, Chipper or some other chipcard architecture).

1.3 Objective of the Project

The main objective of this project is to investigate the possibility of using chipcards to
implement IN services. Chipcards are believed to become very popular and might be useful in
IN services. That is why Ericsson, and especially the Intelligent Network Application
Laboratory (INAL), is interested in the possibilities of chipcards in relation to IN and how
certain INICC services can be implemented.

1.4 Outline of the Report

To conclude this chapter we will take a look at the rest of this report.

After the short introduction in this chapter the next chapter contains a general discussion of
IN and IN services. Chapter 3 provides a general description of chipcards and highlights the
most important issues of the ISO 7816 standard for chipcards. Chapter 4 gives an introduction
to charging related topics. Subsequently, chapter 5 discusses IN services that can be
implemented by using chipcards. In chapter 6 we will take a look at the architecture necessary
to have a chipcard communicate with the IN, the protocols used for the communication
between the different network entities, and the messages that may be transferred in the used
prototyping environment. Chapter 7 discusses the implementation of a prototype which
enables chipcard-IN interaction, with topics like the used software architecture, information
flows, and implemented services. Finally, in chapter 8 some conclusions are drawn and
recommendations are given.

3
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2. The Intelligent Network

This chapter gives an introduction to the Intelligent Network (IN). It explains what IN is and why there is a
need for IN. The IN Conceptual Model will be discussed, and this will provide the reader with some basic
information about IN. Furthermore the IN services which are specified in the Capability Set 1 (CS-l) and in
the preliminary Capability Set 2 (CS-2) will be highlighted.

2.1 Introduction

During the last few years there has been an enormous information technology push, that has
influenced people's lives both personally and professionally. As a result of the development
of powerful computers and user friendly software, people are capable of doing things which
hadn't been thought of as ever being possible.

Unfortunately, the capabilities of telephone networks could not catch up with the rapid
evolvement of the computer industry. The need for more sophisticated telecommunication
technology increased, but telecom operators could not fulfill their customers' demands. The
main problem was that to update their infrastructure, the telecom operators needed to adapt all
switches in the network. This was a slow and troublesome process and telecom operators
were dependent of the cooperation of switch manufactures.

As a reaction to this problem the Intelligent Network concept was developed. The basic idea
of IN is that the intelligence is moved from the switches to central computers. In this way,
new services can be implemented by changing the software in these computers, whereby
telecom operators are no longer dependent on switch manufactures. The interface between
switches and the general purpose computers has been standardized by (among others) the
International Telecommunication Union (lTV), and has been described in the lTV Q.1200
series. Besides this interface, different sets of services that IN should at least support have
been described as well. These sets are called Capability Sets (CS). At this moment CS-1 has
been approved and also a preliminary CS-2 is available. At the end of 1998 CS-3 is expected
to be approved.

The rest of this chapter forms a brief overview of the Q.1200-series. More detailed
information can be found in [Q.1200].

2.2 IN Conceptual Model

The IN Conceptual Model (INCM) is an architectural concept that can be applied to any
telecommunication network. Though the standards mainly focus on the application of IN in
Public Switched Telecommunication Networks (PSTN), the concept can be applied to Public
Switched Packet Data Networks (PSPDN), Integrated Services Digital Networks (ISDN) and
mobile networks (e.g. GSM) as well.

5
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The INCM is depicted in Figure 2-1 and, as shown, consists of four planes. Each plane
describes IN from a different point of view and at a different level of abstraction. Elements of
a plane can be mapped to elements of a lower plane, thus the four planes are related to each
other. The four planes are:

• Service Plane (SP) - Describes service aspects.

• Global Functional Plane (GFP) - Describes global functionality aspects.

• Distributed Functional Plane (DFP) - Describes distributed functionality aspects.

• Physical Plane (PP) - Describes physical aspects.

, , , , , , , , ,

, ,,,, , ,

I
I

I
I

I

,,,,,,,,,

Figure 2-1: Intelligent Network Conceptual Model
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The following subsections describe the four planes in more detail.

2.2.1 Service Plane

The service plane is a description of IN from a user point of view. It describes services and
service features as they are perceived by the service users, without indicating how they have
been implemented. A defmition of the terms service and service feature is useful at this point.

• Service - A service is a stand-alone commercial offering, characterized by one or more
core service features and optionally enhanced by other service features.

• Service feature - A service feature is a specific aspect of a service which is noticed by the
user and which forms, alone or in conjunction with other services or service features, an
service. It can be a core part of a service or an optional part offered as an enhancement to
a service. A service feature is the smallest function on this plane.

The recommendation for the Service Plane should have been the contents of [Q.1202].
However, that recommendation is almost empty. The services and service features that should
be supported by IN (according to CS-l) are described in [Q.1211]. Later in this chapter the
CS-l services will be discussed.

2.2.2 Global Functional Plane

The Global Functional Plane has been described in [Q.1203] and [Q.1213]. The GFP models
the IN from a global, network wide point of view. Services and service features are redefined
in terms of network-wide functions, which are not service or service feature specific and are
therefore called Service Independent Building Blocks (SIBs).

A SIB is a reusable function, which means that it can be used for the creation of different
service features. Several SIBs can be chained together to build services and service features in
the Service Plane. In Figure 2-2 a graphical representation of a SIB is shown.

Logic start

cm input
parameters

cm output
parameters

Logic end

Figure 2-2: Graphical representation ola SIB

7
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As shown in Figure 2-2 each SIB has one logical starting point and one or more logical
ending points. The logical starting point is used to trigger the SIB, and the logical ending
points are used to trigger the next SIBs in the chain. The SIBs are thus chained by means of
their logical starting and ending points.

Also shown in the figure are two types of data parameters, namely:

• Dynamic data parameters - These dynamic data parameters are called Call Instance
Data (Cm) and exist only during the execution of a service feature. The data is specific to
the call instance. cm may be input and/or output of a SIB, so data can be transferred
between subsequently executed SIBs by means of common cm.

• Static data parameters - These static data parameters are called Service Support Data
(SSD) and exist beyond the service execution. The value of SSD is fixed for all service
instances and is specific to the service feature description. SSD can only be input to SIBs.

A special kind of SIB is the Basic Call Process (BCP), which provides basic call capabilities.
It may receive instructions to connect or disconnect parties, or to retain a call or call attempt
in the network until it can be completed. The BCP SIB thus contains the functionality of non
IN calls.

Two types of interface points between the BCP SIB and the chain of SIBs exist, namely:

• Point of Initiation (POI) - The POI is the BCP functional launching point from which a
chain of SIBs is started.

• Point of Return (POR) - The POR is the functional point in the BCP where a chain of
SIBs terminates.

The BCP may have more than one POI and POR, and these POls and PORs are related to
specific states in which the BCP can remain. When an IN service feature has to be executed, a
POI connected to the logical starting point of the first SIB in the service chain will trigger this
SIB. The chain of SIBs executes the service feature until the chain of SIBs ends at a POR.
During the execution of a service feature, the BCP remains in the state in which it was at the
moment of service initiation.

The order in which SIBs are chained together to accomplish services is defined by the Global
Service Logic (GSL). The GSL can be considered to be the 'glue' that keeps the Sffis
(including the BCP Sffi) together. Figure 2-3 illustrates how SIBs can be chained together by
the Global Service Logic. This figure also shows how a service feature is launched from a
POI in the BCP, and how the service feature ends at a POR.

ERICSSON i!E 8
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Figure 2-3: Example ofthe Global Service Logic

2.2.3 Distributed Functional Plane

In [Q.1204] and [Q.1214] the Distributed Functional Plane (DFP) is described. By specifying
the elements of the GFP in tenns of elements of the DFP, the distribution aspects of the
elements of the GFP become clear. The distribution of the GFP is shown in the IN Functional
Model (INFM), which illustrates the grouping of functions, their relations and their actions.
Figure 2-4 depicts the IN Functional Model.

CCAF Call Control Agent Function

CCF Call Control Function

SCEF Service Creation Environment Function

SCF Service Control Function

SDF Service Data Function

SMAF Service Management Access Function

SMF Service Management Function

SRF Specialized Resource Function

SSF Service Switching Function

Figure 2-4: Intelligent Network Functional Model

The ovals in Figure 2-4 represent Functional Entities (PEs), which can be seen as unique
groups of functions in a single location and subsets of the total set of functions required for
providing a service. The Sills of the GFP are modeled in the DFP by a sequence of particular
Functional Entity Actions (PEAs) perfonned in the PEs.

9
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The IN Functional Model also illustrates how different FEs may interact with each other
during the execution of services or service features. These interactions between
communicating FEs are called Information Flows (IPs), and are depicted as lines between PEs
in Figure 2-4.

The different PEs that have been defined are:

• Call Control Agent Function (CCAF) - The CCAF provides access for users. It is the
interface between the user and the network Call Control Functions.

• Call Control Function (CCF) - The CCF provides call/connection processing and
control.

• Service Switching Function (SSF) - The SSF invokes IN service processing.

• Service Control Function (SCF) - The SCF controls the processing of IN services by
executing a service logic program.

• Service Data Function (SDF) - The SDF contains customer and network data for real
time access by the SCF.

• Specialized Resource Function (SRF) - The SRF provides specialized resources
required for interaction with the user during the execution of IN services (e.g.
announcements, speech recognition and synthesis, DTMF sending and receiving).

• Service Creation Environment Function (SCEF) - The SCEF allows IN services to be
defined, developed, tested and input to the Service Management Function.

• Service Management Agent Function (SMAF) - The SMAF provides an interface
between service managers and the Service Management Function.

• Service Management Function (SMF) - The SMF allows deployment and provision of
IN services and allows the support of the ongoing operation.

The CCAF and the CCF are related to the normal call processing (Le. non-IN processing).
The other FEs are never involved in a normal telephone call. When the SSF recognizes that
IN call processing is required, normal call processing is suspended and call control is given to
the SCF, which executes a service program. The SCF can for instance request the SDF for a
list of numbers from its database or request the SRF to play an announcement to the user.
When the SCF has completed the service program, call control is returned to the SSF.

The SCEF, SMAF and SMF are not related to call processing, but to the creation, testing and
management of IN services.
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2.2.4 Physical Plane

The Physical Plane (PP) (described in [Q.1205] and [Q.1215]) models the physical aspects of
IN networks. The model identifies the different Physical Entities (PEs), or physical nodes,
and the interfaces between those entities.

An FE must be found in at least one PE, but more than one FE can form a PE. However, there
can never be more than one FE of the same type in one PE, and it is not possible to divide an
FE between two PEs.

Figure 2-5 shows a scenario for physical architectures.

sCP

.... ..

SDP

...........

... .. ................ . ..::'.. ;:'::'" •....
•••• AD...."

.......•.....
.......... ....

",,,," ..

Signalling

Optional FE

SN

IP

--- Transport

Figure 2-5: Scenario for physical architectures
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Examples of PEs, as shown in Figure 2-5, are:

• Service Switching Point (SSP) - Contains the core PEs CCF and SSF, and optional the
SCF, SRF, CCAF and/or the SDF.

• Service Node (SN) - Contains the CCF, SSF, SCF, SDF and SRF.

• Intelligent Peripheral (IP) - Contains the SRF.

• Network Access Point (NAP) - Contains at least the CCF and optional the CCAF.

• Service Control Point (SCP) - Contains the SCF and SDF and is connected to SSPs by a
signaling network.

• Adjunct (AD) - Also contains the SCF and SDF but is, in contrast with the SCP, directly
connected to SSPs.

Two more examples of PEs, not shown in Figure 2-5, are:

• Service Switching and Control Point (SSCP) - The SSCP is the SCP and the SSP
combined in a single node. This node may also contain the SRF.

• Service Data Point (SDP) - Contains the SDF.

Communication between two PEs is implemented in the PP through the Intelligent Network
Application Protocol (INAP), a component layer in the Transaction Capability Application
Part (TCAP), which is a standardized OSI-based application layer protocol. The PEs
communicate by operations, which are messages exchanged between them. These messages
can be exchanged by using existing protocols like ITU's Signaling System No.7 (SS7) at the
Network Node Interface (NNI) or DSSI at the User Network Interface (UN!).

The next paragraph will discuss IN services that have been defined in CS-l and CS-2.

2.3 IN Services

The introduction of IN in existing telecommunication networks, is a very slow process. This
makes the standardization of IN a difficult task. There is a great change that, before a standard
has been implemented, the technological possibilities and the requirements of customers have
been changed, and thus making the standard old-fashion. To take full advantage of the
technology at a given point of time, it is necessary to define specific phases in the
standardization process. This concept of a phased evolution to a target architecture is used for
IN. The different phases are related to the different Capability Sets (CSs). Up till now, only
CS-l has been defined, and a preliminary CS-2 is available. The following subparagraphs will
discuss the services that have been specified in these CSs.
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2.3.1 Capability Set 1

The Capability Set 1 (CS-1) is defined in the Q.121x series [Q.1210]. CS-1 includes Sffis
(refer to [Q.1213]), service features, and services (refer to [Q.1211]). The defined Sffis and
service features represent a minimum set required to define the CS-1 targeted services. The
Sffis and service features will not be discussed here, but the defined services are described
subsequently. Table 2-1 shows the IN services which have been defined in CS-1.

Table 2-1: IN services defined in CS-1

13
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2.3.2 Capability Set 2

TheCapabilitySet2 (CS-2)is definedin theQ.122xseries[Q.l220], andis a supersetof CS
1. As CS-l, CS-2alsoincludesSffis (refer to [Q.1223]), servicefeatures,andservices(refer
to [Q.1221]). Again the definedSffis andservicefeaturesrepresenta minimum setrequired
to definetheCS-2targetedservices.Thedefinedservicesaredescribedin this subparagraph.

In CS-2 three types of serviceshave been defined, namely telecommunicationservices,
servicemanagementservicesand servicecreationservices.However, this subsectiononly
discussesthe telecommunicationservices.The othertwo typesarebeyondthe scopeof this
report.

Table2-2 showstheIN serviceswhich havebeendefinedin CS-2.
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