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Abstract
The past decade has seen a rapid growth in the number of wireless technologies
and devices. The unlicensed bands host a range of heterogeneous RF radios which
compete with each other for the shared channel access and give rise to non trivial
communication challenges such as Cross-Technology-Interference (CTI), co-existence
and achieving fairness. Thus, there is a growing need in the research community
today, to understand and debug the network performance in the presence of CTI. In
this thesis, we address wireless coexistence by focusing on designing tools to facilitate
repeatable and controllable interference generation and investigating algorithms to
localize high power interference sources in indoor wireless networks.
We design a platform to generate controllable interference patterns depicted by
prevalent interference sources active in 2.4 GHz ISM band. This tool provides three
interfaces consisting of a record and playback module to generate interference patterns of sources which are not typically RF radios, a software radio implementation
module consisting of implementations of consumer wireless devices and a commercial
radio chipset module to generate interference depicted by prevalent communication
protocols. The unified nature of this tool makes it easy to integrate in testbeds and
operate remotely. We validate the accuracy of the generated interference patterns in
the temporal and spectral domains and quantify the impact on communication links.
We achieve high accuracy and realism for interferer types occupying narrow bandwidth such as analog phone and interferers depicting frequency sweeping behavior
such as microwave oven.
In order to troubleshoot the network performance, it is as well beneficial to localize
the interference source degrading the network throughput. To this end, we design
and implement an algorithm to localize rouge interfering radios using a low power
wireless network. Prior work on localizing uncooperative radios is restricted to WiFi
networks, where, off the shelf WiFi cards having reasonable computational capability
and multiple antennas have been used. Our design addresses the challenges offered
by low-power senor nodes, such as low computational capability, lower sampling rates
and a single omnidirectional antenna. It exploits the collaborative and distributed
nature of a dense network to model the propagation loss characteristics of the
medium in order to mask the ill effects of multipath and shadowing in an indoor
environment. We observe that, the localization accuracy is dependent upon the
interferer type and achieve an average point level accuracy of 2.1 meters.
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1 Introduction
The rapid growth and proliferation in the number of wireless devices operating
around us is causing congestion in the unlicensed spectrum. The 2.4 GHz ISM band
is occupied by prevalent technologies such as WiFi (IEEE 802.11) [5], Bluetooth [27],
IEEE 802.15.4 [16], analog and digital cordless phones, security cameras and 2.4 GHz
RFID. These heterogeneous RF radios follow different protocols, communication
primitives and have diverse physical layer artifacts. Such devices coexist and compete
for the shared channel access leading to Cross-Technology-Interference (CTI). CTI
has adverse effects on the performance wireless technologies and results in packet
losses, increased network latency and reduced energy efficiency. In addition, CTI
also has severe effects on the performance of RF based services such as indoor
localization [33, 45] and activity recognition systems [18, 20]. Interference is the
major cause today for reducing the network throughput and thus there is a strong
need for understanding and debugging the performance of wireless networks under
CTI.
Problem Statement
In order to improve the performance and robustness of the wireless systems it is
necessary to gain a detailed understanding of how the heterogeneous devices coexist
and compete in the shared ISM band. Further, it is also necessary to perceive,
how the CTI sources affect the communication parameters such as error patterns,
channel back-offs, packet corruption rates and others. This study, requires an
infrastructure to generate repeatable and controllable interference patterns which can
be used to augment the testing environments in order to expose networks to realistic
interference. Currently, researchers working with wireless coexistence use either
modeling or simulation [49,67] which are inaccurate and abstract. On the other hand,
some researchers use the interference generated from actual wireless devices [23, 55],
which is realistic but cumbersome, expensive and impractical. Furthermore, these
devices cannot be operated and controlled in a systematic manner, especially when
the experiments are run in remote testbeds. The severity of CTI is even more
in indoor enterprise environments, where various wireless devices operate in the
shared spectrum with several applications competing for bandwidth. In this scenario,
localizing the interference sources can be beneficial to troubleshoot the network
performance. Prior work on localizing the uncooperative radios in wireless networks
exploit the capability of the WiFi access points having multiple antenna, larger
accessible bandwidth and reasonable spectrum scanning rate to determine the AoA
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and detect the device type to get sufficient signal information in order to localize the
source. We explore and design algorithms to localize such uncooperative RF radios
using off-the-shelf sensor nodes which are highly constraint in terms of resources and
performance.
Thesis Contributions
In this thesis, we design tools to facilitate wireless coexistence experimentation
which is essential to quantify the impact of the interference on coexisting wireless
technologies. We also explore algorithms to localize the interfering radios which
is helpful to troubleshoot the network performance. To this end our contributions
unfold as follows:
• We design a platform to generate controllable interference patterns depicted
by prevalent CTI sources implemented in software over a dedicated hardware.
Our novel design incorporates three interfaces to address the heterogeneity of
the interfering devices. We provide a record and playback interface to generate
interference depicted by devices which are not typically RF radios. The software
radio implementation interface can generate interference represented by widely
used consumer wireless devices. The design also consists of an a commercial
radio chipset interface used to generate interference patterns depicted by
prominent communication protocols. This design meets the shortcomings of
individual strategy in order to generate realistic interference patterns. Our
tool can be easily integrated in testing environments and remotely operated
through a unified interface.
• We propose a technique to localize interference sources in indoor environments.
We address the challenge of estimating the position of uncooperative wireless
radios, being agnostic of their proprieties including their wireless signal strength.
We realize this using low-power sensor nodes which are severely constraint
in terms of their computation capability. We model the propagation loss
characteristics of the medium and exploit the collaborative and distributed
nature of a dense sensor network to jointly estimate the interferer location.
The remainder of this thesis is organized in the following chapters. Chapter 2
provides the background information about wireless communication, localization
schemes and implementation tools. In Chapter 3, related work regarding controlled
interference generation and interferer localization is reviewed. The design and
implementation of the Controlled Interference Generator is elaborated in Chapter
4, followed by its validation in Chapter 5. In Chapter 6 and 7 we discuss the
implementation and evaluation of the localization scheme respectively. In Chapter 8
we conclude the thesis and suggest possible future work in Chapter 9.

2

2 Background
In this thesis we design tools to facilitate wireless coexistence experimentation and
propose a technique to localize interfering radios in indoor environments. This
requires some knowledge in wireless communication, low-power networks and principles behind localization approaches. This chapter provides fundamental background
knowledge for the above topics and refers the reader to additional literature when
necessary.

2.1 Wireless Communication
In order to understand the physical layer behavior of commercial wireless devices it
is necessary to understated wireless communication systems and modulation schemes
commonly used by RF radios. Therefore, this section presents an overview on basics
of communication systems and digital modulation schemes. We also provide some
background on RF interference in unlicensed spectrum.

2.1.1 Communication Systems
The basic form of communicating information refereed to transmission of data over
a wire-based communication technology. The advantages of using wired communication include high security and reliability. However, due to growing demand of
communication equipment, wired communication systems became difficult, expensive
and time consuming to setup. Further, the lack of flexibility with regards to mobility
promoted the rapid growth in wireless communication technology. Today there are
more than 10 billion wireless devices and by 2020 this number is expected to be
more than 30 billion [3]. The adoption of wireless technology was mainly due to the
convenience and flexibility it offered in addition to the lower cost of operation and
maintenance.
A wireless communication system in general is a collection of individual components
forming a communication network. These components consist of the transmitter and
receiver sections, the relay stations and the transmission channel. The wireless signal
can carry information such as voice, picture, video or documents. These information
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bits are converted into electrical waveform by the input transducer which is referred
to as baseband signal. The transmitter modulates the signal before transmission
for efficient communication and is demodulated back at the receiver. In order to
translate the digital data to a form which is compatible with the radio channel, the
data is first converted to a sequence of waveforms of low frequency and combined
with a high frequency carrier. This procedure is termed as modulation. A carrier
wave can be represented as:

s(t) = A(t).cos(2πfc t + φ(t))

(2.1)

where A(t) is the amplitude, fc is the carrier frequency and φ(t) is the phase.
Depending on the parameter chosen to encode information, the signal is either
amplitude modulated, frequency modulated or phase modulated signal. Modulation
results in a detectable change in the signal characteristics and the receiver reprocesses
the signal, by undoing the modifications made at the transmitter and the channel.
The task of the receiver is to recover the message from the distorted and noisy signal at
the channel output. All the signal processing tasks such as modulation/demodulation,
coding/decoding and synchronization are carried out in the baseband.
The transmitted electromagnetic signals representing the digital bits travel through
the medium using radio frequencies. The signals emitted by the antenna propagate
through the channel following different propagation modes. A wireless channel
typically varies over time and frequency and is modeled as linear time varying
systems according to Equation 2.2 [52].

y(t) =

X

ai (t)x(t − τi (t))

(2.2)

i

where ai (t) and τi (t) are the gain and delay of path i.
The variations in the wireless channel can be classified into two types:
• Small-scale fading: It is frequency dependent and occurs due to constructive
and destructive interference of the multipath signals between the transmitter
and receiver.
• Large-scale fading: This type of fading is typically frequency independent and
occurs due to path loss of the signal as a function of distance and shadowing
by large objects.
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2.1.2 Digital Modulation and Spread Spectrum Techniques
The transmitted messages can either be digital or analog. The digital messages
are constructed with a finite number of symbols whereas the analog signals are
characterized by data, whose values vary over a continuous range. Digital data can
be recovered with minimal errors as long as the distortion and noise is within limits
while for analog signals a slight distortion or interference will cause an error. Digital
communication is widely uses in todays communication systems as it provides higher
information capacity, higher data security and better communication quality. A
digital signal if transmitted directly has an infinite bandwidth. This would allow only
a single user to communicate at a time over a particular channel. Signal modulation
provides a method to incorporate digital information in the analog waveform that
the recipient can reverse to extract the original signal. It allows to send signals over
a bandpass frequency, so that every signal is restricted to its own frequency range
allowing transmission of multiple signals simultaneously over a single channel.
A modulation technique that conveys information by changing the phase of the
carrier signal is called Phase Shift Keying (PSK). PSK uses a finite number of phases,
each assigned a unique pattern of binary digits. Each pattern constitutes a symbol
which is represented by a phase. The simplest form of PSK modulation is Binary
Phase Shift keying (BPSK) where the phase of a constant amplitude carrier signal
switches between zero and 180 degrees. In the I/Q plane, the I state has two values,
leading to two possible locations in the state diagram (see Figure 2.1a), thus a binary
one or zero can be sent. The modulation rate is one bit per symbol. A commonly
used phase modulation technique is Quadrature Phase Shift Keying (QPSK). Here
the signal shifts between phase states which are separated by 90 degrees from 45
to 135, -45, or -135 degrees. The I state and the Q state have two values each,
representing four states and two bits per symbol (see Figure 2.1b) making QPSK
twice as much as bandwidth efficient as compared to BPSK.
Another modulation technique is Frequency Shift Keying (FSK), where the frequency of the carrier signal is changed as a function of the modulated signal being
transmitted. In a common FSK modulation scheme, binary FSK, a ”1” is represented by one frequency and a ”0” is represented by another frequency. If the
carrier frequency is Fc , frequency 0 is F 0 and frequency 1 is F1, than F 0 = Fc − δf ,
D
F 1 = Fc + δf . δf is the deviation or maximum frequency shift represented by 2f
where Df = |F 1 − F 0|. A popular scheme GFSK which is used in cordless phones
and paging systems, where G stands for Gaussian, confines the transmission to a
relatively narrow frequency band by using a Gaussian filter.
Quadrature Amplitude Modulation (QAM) technique is both an analog and digital
modulation technique. This technique changes the amplitude of two carrier waves,
conveying two analog message signals or two digital bit streams. The two amplitude
modulated signals are combined into a single channel, changing the phase and the
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Im

Im

Im

amplitude of a carrier sine wave, doubling the effective bandwidth. A widely used
QAM modulation scheme is 16-state QAM, which represents four I values and four Q
values. This results in a total of 16 possible states for the signal and it can transition
from any state to any other state at every symbol time (see Figure 2.1c). Here, 4
bits per symbol can be sent, consisting of two bits for I and two bits for Q, hence the
symbol rate is one fourth of the bit rate producing a spectrally efficient transmission.

Re

Re

Re

(a) BPSK Constellation

(b) QPSK Constellation

(c) 16QAM Constellation

Figure 2.1: Constellation diagrams for BPSK, QPSK and 16-QAM modulation
schemes.

Spread Spectrum Communication
Many devices use Spread Spectrum techniques where the message data is spread
over a wide bandwidth which makes the signal immune to narrow band interferers
and difficult to jam or intercept. In Direct Sequence Spread Spectrum (DSSS) the
original data stream is multiplied with a pseudo-random noise (PN) spreading code,
having a high bitrate. This causes message transmission, using a bandwidth which
is in excess of the bandwidth actually needed by the signal, resulting in a wideband
time continuous scrambled signal. This signal, which resembles white noise is used
to reconstruct the original data at the receiving end by multiplying it by the same
PN sequence. This de-spreading process involves correlating the PN sequence in the
transmitted signal with the PN sequence known by the receiver. Another spread
spectrum modulation technique is FHSS. Similar to DSSS, FHSS also transmits a
narrow band signal over a wide frequency band. However, unlike DSSS the message
signal is transmitted by rapidly switching the carrier among many frequency channels.
Therefore the signal energy is spread in time domain, rather than dissecting the
message in small blocks in frequency domain. The channel switching is performed
using a PN sequence known to the transmitter and the receiver.
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2.1.3 Multipath Fading and Shadowing
In free space, the radio waves travel outward from the transmitter omni-directionally
in the shape of an expanding sphere. The power received at the receiver decreases
with the square of the inverse distance according to Equation 2.3 [52].
Pr (dB) = 10log

Pt Gt Gr λ2
(4π)2 d2

(2.3)

where Pr is the power received at the receiver, Pt is the power of the transmitted
signal, Gt is the gain of the transmitter antenna, Gr is the receiver antenna gain, λ
is the wavelength and d is the distance between the transmitter and receiver. Path
loss models are typically used in many radio and wireless survey tools to estimate
the received signal strength at various locations. This information can be used to
determine the relative distance between the transmitter and the receiver. Path loss
PL can be expressed in decibels as,
PL = 20log(4πd) − 10log(Gt ) − 10log(Gr ) − 20log(λ)

(2.4)

While calculating path loss, the propagation environment is taken into account by
considering the multipath and shadowing effects which are discussed later. logdistance path loss model [52] is considered in this thesis to model the path loss.
Path loss is defined by the log-distance model as:
d
) + Xσ
(2.5)
d0
where PL (d0 ) denotes the path loss at reference distance d0 , γ is the path loss
exponent and Xσ is to model shadowing effect.
PL = PL (d0 ) + 10γlog(

Multipath fading occurs when the receiving antenna receives the transmitted
signal via two or more paths. This phenomenon occurs because of signal reflection
or refraction between the transmitter and receiver path, typically due to walls and
ceilings in indoor environment. Receiving the signal coming from multiple paths
may result in either constructive or destructive interference and phase shifting of the
signal. Fading refers to rapid fluctuations of the received signal amplitude, phases
or multipath delays over a short period or short distances. Fading effects due to
multipath time delay spread can be classified into either flat fading or frequency
selective fading. Flat fading occurs when the signal bandwidth is less than or equal
to the coherence bandwidth of the channel and frequency selective fading occurs
when the signal bandwidth is greater than the channel coherence bandwidth. The
receiver receives multiple copies of the transmitted signal which are attenuated and
delayed in time which introduces inter symbol interference.
Shadowing occurs due to fluctuation of the received signal power due to obstacles
between the transmitter and receiver path. Changes in the reflecting surfaces and
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Multipath
Reflections

WiFi AP
Shadowing

Figure 2.2: Multipath and shadowing effects in indoor environment.

scattering objects can also lead to random variations in the received signal. This
deviation in the power of the received signal from the average value may vary with
geographical location and radio frequency. This phenomenon is typically modeled as
a random process.

2.1.4 Interference
In communications, interference is any signal that disrupts or modifies the target
signal in time and frequency domain as it travels along a channel from a source to the
receiver. It occurs due to the addition of unwanted signals to an information signal,
which results when multiple transmissions take place simultaneously over a common
communication medium. The broadcast property of the wireless channel makes it
even more vulnerable to interference from spatially co-located transmitters. The
information in the wireless signals is encoded in either the amplitude, frequency or
phase and shape of the transmitted signal, when interference affects these properties,
it reduces or hinders the ability of a receiver to decode the signal information.
Wireless communications can be subjected to disturbance by interference resulting
from intra-technology, cross-technology, or noise sources. Communication standards
employ several strategies to reduce interference within the same technology such
as Time Division Multiple Access (TDMA) wherein, at each fraction of time, only
one signal can be exclusively transmitted in the channel without being affected by
other signals. Several other schemes such as Frequency Division Multiple Access
(FDMA), Orthogonal Frequency-Division Multiplexing (OFDM) and Code Division
Multiple Access (CDMA), prevent intra-technology interference. Several devices also
employ Carrier Sense Multiple Access (CSMA) which requires a sender to sense the
state of the channel before transmitting, thereby preventing multiple transmissions
at the same time. However, achieving fairness amongst different communication
standards and a diverse set of wireless devices is difficult due to absence of any
means of communication between them due to different physical layer standards
employed. As a result, CTI is a major cause of concern in the unlicensed bands.
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Cross-Technology-Interference
The number of wireless devices around us are increasing everyday and this has
led to a large number of heterogeneous wireless technologies sharing the unlicensed
spectrum and competing for the channel access. This has resulted in spectrum
exhaustion and poor performance of wireless devices. The interference resulting
from heterogeneous devices coexisting together in the wireless spectrum is called
Cross-Technology-Interference.
ISM Band
Majority of the communication standards and consumer devices operate in the
unlicensed spectrum. The unlicensed bands are small portions of the radio spectrum
that are reserved internationally for the use of RF energy for Industrial, Scientific,
and Medical (ISM) purposes. In majority of the countries the unlicensed frequencies
are available in 902-928 MHz, 2.40-2.483 GHz and 5.800-5.925 GHz range. The 902928 MHz range is used by GSM in most countries, 5.800-5.925 GHz range is used by
IEEE 802.11a standard. Our focus lies on 2.40-2.483 GHz range which is widely used
by short-range wireless radios and prominent communication protocols such as WiFi
(IEEE 802.11) and Bluetooth (IEEE 802.15.1). The emitted radiations of a domestic
microwave oven is also centered around 2.45 Ghz. The Federal Communications
Commission (FCC) limits maximum transmitter output power fed to the antenna
to 30 dBm (1 watt) and maximum effective isotropic radiated power to 36 dBm
(4 watt) in the unlicensed bands [35].

2.2 Low-Power Wireless Networks
The localization approach design is based on estimating the location of the interferer
source in low power networks. In this section, we elaborate on low-power communication technologies and their applications. The low-power devices used in this thesis
are based on IEEE 802.15.4 communication standard which will also be discussed in
this section.

2.2.1 Technologies and Application
There exist several low power communication technologies today such as IEEE
802.15.4 [16], Bluetooth Low Energy (BLE) [26], Near Field Communication (NFC),
Advanced and Adaptive Network Technology (ANT) and ANT+ [1], IEEE 802.11ah [40]
which is a low power WiFi technology whose standard has not been published yet.
The IEEE 802.15.4 standard specifies the PHY and MAC layers for low-power,
low-rate wireless personal area network. BLE was designed to operate at considerably
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reduced operating power while maintaining similar communication range as classic
Bluetooth. NFC allows devices such as smartphones and tablets to communicate
with each other when they are physically brought together within a distance of 10 cm.
ANT technology allows sports sensors to communicate with a display terminal.
The applications of low power wireless technology typically come under the area
of control, monitoring, tracking and entertainment. For example, sensor networks
can be used to detect forest fires so that they can be fought at an early stage. Low
power networks can be used to monitor the structural integrity of civil structures
by localizing damage. They are also used in health care sector to monitor human
physiological data, in precision agriculture and animal tracking, smart grids and
energy control systems, smart buildings and indoor climate control and several
others. In this thesis, as a low-power technology our focus lies on IEEE 802.15.4.

2.2.2 Overview of IEEE 802.15.4
In order to establish a Personal Area Network (PAN), standards such as IEEE
802.15.1 (Bluetooth) are used which were designed to support applications demanding
high data rates and which have non-trivial power requirements. However, not all
applications require frequent exchange of large amounts of data. Driven by this need
to standardize battery operated PAN that are completely free of cabling, have low
power consumption and communicate over short ranges, IEEE 802.15.4 standard [16]
was designed. It supports Low-Rate Wireless Personal Area Networks (LR-WPANs)
for short range communication and operates in unlicensed radio frequency bands.
The standard defines physical layer (PHY) and medium access control sublayer,
while the upper layers are defined by other application specific protocols.
IEEE 802.15.4 Physical Layer
The standard defines 27 non-overlapping channels allocated for transmission,
out of which 11 channels are allocated in sub-GHz bands. In 2.4 GHz band, 16
channels (from 11 to 26) are allocated, each with 2 MHz bandwidth and 5 MHz
channel separation. The commonly used modulation scheme for devices operating in
the 2.4 GHz band as defined by the IEEE 802.15.4 standard is Offset Quadrature
Phase-Shift Keying (O-QPSK) with a half pulse shaping. The data is first grouped
in 4-bit symbols, the O-QPSK PHY maps these information bits to one of the 16
Pseudo-random Noise (PN) sequences that are 32-bit long Direct Sequence Spread
Spectrum (DSSS) bits and modulates those bits by O-QPSK. DSSS is employed to
increase resistance against noise.
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IEEE 802.15.4 MAC Layer
The IEEE 802.15.4 standard divides the data link layer into two sub layers, MAC
and the logical link layer. The logical link layer is standardized and is common
among all the implementations. The MAC controls the access to the radio channel
employing contention based CSMA/CA mechanism. When a node wants to transmit
a packet it waits for a random back-off period to assure that the channel is free.
Clear Channel Assessment (CCA) is used here, which considers energy detection of
the channel to decide if the channel is free or busy. The MAC layer defines 3 traffic
types which includes periodic data, intermittent data and repetitive low latency
data. The standard also defines flow control mechanism via acknowledged frame
delivery, validations and network synchronization.

2.3 Localization and Position Estimation
Wireless sensor networks are utilized in novel applications such as habitat monitoring,
failure detection in constructions, target tracking and others where it is necessary to
collect data which is geographically meaningful. Location information can be used
to identify where a particular event originates or it can assist system functionalities
such as geographical routing. The general goal of the localization problem is to
estimate the physical coordinates of a stationary or mobile target in the network.
Low-power sensor networks in indoor environments often operate in the presence
of several heterogeneous RF technologies such as WiFi devices, cordless phones,
wireless cameras and others. These high power radios disrupt the communication
links in low-power networks which results in packet losses, lack of connectivity, high
network latencies and reduced energy efficiency. There have been several approaches
proposed to mitigate the impact of high power interferers on sensor networks [23, 24].
In this thesis, we investigate how to localize such rouge interfering radios in the
sensor network. Localizing RF interferers have several challenges associated due to
their non-cooperative nature. Factors such as unknown device parameters including
the transmit power of these devices further complicates the localization process.
Furthermore, the sensor nodes, cannot decode non 802.15.4 transmissions to extract
any signal information. Finding the location of the interfering source, can help
to take actions to counter the effects of interference such as changing the node
placement and restore the network communication. The localization information
can also be used to design interference aware routing protocols. In this section, we
first study how localization is carried out in a sensor network to localize other sensor
nodes. Although, the interference source localization problem in general, is different
from sensor node localization due to the reasons discussed above, we briefly cover
widely used localization approaches used in sensor networks as they will serve as a
base for interferer localization.

11

2 Background
Node localization can be realized by using a GPS device and interfacing it with the
nodes to determine the absolute coordinates or cooperating within the neighboring
nodes to estimate the relative position in the network. The sensor nodes participating
in the network are typically constraint in terms of computational complexity and
operate on limited power. This prevents usage of GPS devices for position estimation
accompanied with the fact that GPS devices result in poor accuracy in indoor
environments. Therefore majority of the localization approaches rely on cooperation
amongst the nodes to get the location information.
Several localization schemes and algorithms exist which can be broadly categorized
under range-based localization and range-free localization techniques. Range based
techniques rely on physical range measurements to estimate inter node distance
whereas range free schemes use simple and computationally inexpensive techniques
to find the relative location only based on the message content. Range based
localization scheme involves two stages, the goal of the first stage is to estimate
range between the anchor node and the target to be localized. In the second stage,
the range measurements are used to pinpoint the target location. We first provide an
overview of ranging methodologies and then look at the location estimation schemes
under range based localization and range free localization schemes.

2.3.1 Range Based Localization
Ranging Methodologies
In range based localization, the location of a node is calculated with respect to its
neighboring nodes. In this scheme, first the distance between the nodes is estimated.
This distance information is later used to compute the location of the target node
using geometric principles. However, the accuracy of such techniques is subjected to
the hardware quality, transmission channel and surrounding environment.
RSSI based Localization
All the sensor nodes in the network, consist a wireless radio. This can be used to
compute approximate range with neighboring nodes in the network. Theoretically the
power of the radio signals decreases with distance. Thus, a particular node receiving
radio transmission from another node in the network, is able to use the strength of
the received signal to calculate its distance from the transmitter. Typically, RSSI
measurements in the indoor environments contain noise which results in error of
several meters. This is due to the presence of multipath and shadowing effects and
external interference which results in fluctuations in the received signal strength. A
typical RSSI v/s distance relation in indoor office environment is shown in Figure 2.3.
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Figure 2.3: RSSI v/s Distance relation in a typical indoor office environment. The
RSSI values were logged using a TMote Sky transmitter and receiver
pair.
As a result calibration is required to map the received signal strength to distance
estimates for a particular environment. The distance and the RSSI relation is
calculated using Equation 2.6 [52] which is based on the path loss model.
d = d0 × 10

RSSIdo −RSSI
10×η

(2.6)

where RSSId0 is the signal strength received at a reference distance d0 and η is the
path loss exponent and d is the distance in meters between the two nodes.
Time of Arrival
Time of arrival is the measured time at which a signal first arrives at the receiver.
It can be estimated by measuring the travel time of the signal from the anchor node
(a node with known location) to the target node. This technique requires the target
node and the anchor node to be perfectly time synchronized as the target node
should know when the anchor node starts its transmission. Time synchronization in
a dense network is challenging and complicated. Typically the anchor node transmits
a signal and estimates the round trip time to and from the source node. Furthermore,
each node has different internal delays which contribute to errors. In the Time
Difference of Arrival (TDoA) [52] approach, a particular anchor node is selected
as a reference and its time of arrival measurement is subtracted from the time of
arrival measurements of other anchor nodes. This eliminates the dependency on the
internal delays.
The distance Dij between nodes i and j is estimated by the time delay Tij times
the propagation velocity vp . An important criteria to have high accuracy in this
technique is to accurately estimate the arrival time of the line-of-sight signal, however,
in indoor environments due to additive noise and multipath propagation, errors are
imposed in time estimates.
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Angle of Arrival
Angle of Arrival (AoA) is the angle between the propagation direction of a incident
wave and a particular reference direction known as orientation. In this technique
instead of estimating the distance to the neighboring nodes, the direction to the
neighbors is derived. Angle of arrival is derived by employing antenna arrays and
is estimated based on the differences in arrival times for a transmitted signal at
each of the antenna array element. The signal is received at each array element at
unique delays. This delay is a function of the AoA at which the signal is arriving.
y(t) = φ(θ)x(t) + n(t) where y(t) is the arriving phase shifted signal φ(θ) represents
the corresponding phase shifts at each of the antennas. The time delay τ relates
to a phase delay of φ by π = 2πf cτ . The angle of arrival estimators are usually
formulated based on the phase delay [50].

ds
ɸ

in

ɸ

...

d
1

2

3

n

Figure 2.4: The delays and phase shifts proportional to AOA in an antenna array.
Another approach by which AoA can be estimated is by measuring the RSS ratio
between two or more directional antennas placed on the sensor node. Directional
antennas pointed in different directions result in beam overlapping and the AoA is
estimated by calculating the ratio of their individual RSS values. These techniques
however, require RF antenna arrays which increases the cost and the size of the
sensor nodes. Most of the low cost off-the-shelf sensor nodes have omni-directional
antennas where AoA technique cannot be employed.

Location Estimation
The ranging measurements provide and estimate of distance between the fixed
anchor nodes and the target to be localized. Once the range measurements are
available, specific techniques can be utilized to pinpoint the location of the target.
The fingerprinting technique involves an online and offline phase. In the offline
phase a database is collected (e.g., RSSI measurements) by the nodes who know
their position in the network. During the online phase the nodes collect the RSSI
measurements and compare it with the stored database. The stored values which are
closest to the measurements gives the estimated location. In the non-fingerprinting
techniques off-line phase is not required which makes them faster [2]. Geometrical
methods use geometry to calculate the position from the range measurements such as
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trilateration, triangulation or multitrilateration. The statistical methods techniques
such as maximum likelihood where a cost function is used, to maximize or minimize
the likely position. Another technique is statistical multitrilateraion which minimizes
the sum of squares of the distance errors [2].

2.3.2 Range Free Localization
The range free localization schemes exploit the radio connectivity information
amongst the neighboring nodes or the sensing capability possessed by each node.
Range free schemes results in coarse accuracy but, it is sufficient for most sensor
network applications where energy efficiency is a prime concern.
Overlapping Connectivity
This scheme assumes that a set of anchor nodes are present with overlapping
regions of coverage in the network. The central idea of overlapping connectivity
scheme is to treat the anchor nodes as vertices’s or point masses and to estimate
the center of gravity of the vertices’s. The coordinates of the center of gravity of n
vertices’s are computed as below.
Pn
(x, y) = (

i=1

n

xi

Pn
,

i=1

n

yi

)

(2.7)

Each anchor node broadcasts its coordinates, a node to be localized listens to
these beacon messages from the anchor nodes. The node than computes its location
as the average of all the anchor node coordinates it has heard [38].
Approximate Point in Triangle
In this technique, first the area is segregated into triangular regions between the
anchor nodes. This area based approach is employed to perform location estimation.
A node which wants to find its position estimates, determines its location inside or
outside the triangle. When three anchor nodes form the vertices’s of a triangle than
the node is considered to be inside the triangle if, when shifted in any direction, its
new position is nearer to or further from at least one of the anchor nodes. The target
node is considered to be outside the triangle if, when shifted in either direction, it is
further from or closer to all the three anchor nodes. A representation of both the
cases is shown in Figure 2.5.
In a static network, however a node cannot physically move thus to find its location,
neighbor information is used which is exchanged via beaconing. If no neighbor is
further from or closer to all the three anchors it is assumed that the target node lies
inside the triangle. The accuracy of this technique is dependent on the placement of
the anchor nodes and number of target nodes neighbors [29].
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Figure 2.5: Approximate point in the triangle test.
DV-Hop Scheme
In this scheme, an anchor node initializes its hop count to one and broadcasts a
beacon containing it location and hop count value. When a node receives this message,
it increments a counter value associated to that anchor node. Each node maintains
a minimum counter value of a particular anchor node and ignores the beacons with
higher hop count values. These beacons are in turn flooded by the receiving node by
incrementing the hop-count which is incremented at every intermediate hop. During
network deployment, the average distance per hop is estimated using any range
based technique which is used to convert the hop count to distance [29].

2.4 Toolkits and Devices
In this section we provide some background and a brief introduction to some of the
tools and devices used in this thesis.

2.4.1 Software Defined Radios
The term Software Defined Radio (SDR) was coined in 1995 which referred to a
digital baseband receiver which provided programmable demodulation for broadband
signals with several adaptive filter taps and multiple array processors. The primary
design goal of the software radio project was to easily incorporate new modulation
and coding standards so that military communications could keep up with advances
in communication technology. Software Defined Radios available today, are capable
of implementing traditional communication system components such as mixers,
filters, detectors, amplifiers, modulators/demodulators by means of software which
were traditionally implemented in hardware. These components can be implemented
by means of software on a personal computer or an embedded system. Software
radios are used today in the fields of radio astronomy, tracking aircrafts and ships,
setting up GSM networks and several others.
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Figure 2.6: Software Defined Radio Block Diagram.
A range of SDR platforms are available in the market today. Some of the
widely used ones include USRP (Universal Software Radio Peripheral) which is
a range manufactured by Ettus Research [64], bladeRF manufactured by nuand
technologies [9] HackRF One manufactured by Great Scott Gadgets. In this thesis,
we use Ettus USRP N210 [65]. Ettus research has four series of USRP product
lines which consists of the X series, Networked Series, Bus Series and Embedded
Series. Each USRP system consists of a motherboard which is responsible for
carrying out the functionalities required for baseband signal processing such as
synchronization, power regulation, analog to digital conversion, digital to analog
conversion and provides an interface to connect with a computer. Other component is
the USRP daughterboard which does passband signal processing involving tasks such
as sampling, filtering and up/down conversion. The USRP is equipped with 100 M
sample/sec, 14-bit ADCs and 400 M sample/sec 16-bit DACs. It is connected to a
host computer via a Gigabit Ethernet port and can stream up to 25 M sample/sec
to/from host applications. For the RF front-end, we use the SBX 400-4400 MHz
Rx/Tx (40 MHz) daughterboard [60]. The SBX board incorporates a wide band
transceiver that operates from 400 MHz to 4400 MHz. It provides up to 40 MHz of
instantaneous usable bandwidth and up to 100 mW of transmission power.

Figure 2.7: USRP N210 with the SBX daughterboard.
During ideal receiver operation, the ADC will be connected to the RF front end
which converts the RF to IF. The digital processor reads the converted data and
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the software transforms the data stream from the converter to a form required by
the application. The transmitter generates the data stream which is sent to the
DAC and connected to the radio antenna. A simple SDR block diagram is shown in
Figure 2.6.
GNU Radio
GNU Radio [37] is a free and open-source software development toolkit that
provides signal processing blocks to implement software radios. It can be used along
with external RF hardware such as USRP to create software-defined radios. It can
also be used to conduct signal processing simulation without external hardware.
These software radios along with GNU Radio can perform all the tasks which can
be done by a traditional radio, in addition it also enables the radio to change on the fly.

Figure 2.8: An example flowgraph of generating BPSK modulated signal in GNU
Radio Companion and the Constellation plot shown by the GUI Constellation Sink.
In order to build a typical wireless radio stack, flow graphs, composed of a
sequence of Digital Signal Processing (DSP) blocks are created. A state machine
selects the corresponding flow graph to process incoming samples. These DSP blocks
are created in C++ and connected in a python wrapper to build the flow graphs.
GNU Radio has several commonly used signal processing blocks implemented such
as coding/decoding modules, modulation/demodulation schemes, filters, spread
spectrum and frequency hopping modules, CRC generators and checkers and many
others. GNU Radio also provides a graphical tool, GNU Radio Companion (GRC)
which allows to create signal flow graphs by connecting the already implemented
DSP blocks provided by GNU Radio.

2.4.2 Wireless Sensor Networks and Testbeds
Wireless Sensor Networks (WSNs) are large-scale distributed embedded systems
incorporating small, energy and resource-constrained sensor nodes communicating
over wireless medium. Because of their distributed nature the design, implementation
and evaluation of sensor network applications is a difficult task. The implementation
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and debugging of sensor network applications requires frequent reprogramming of
the nodes with new software. This is required for the purpose of comparing different
solutions, stepwise debugging and improvement of the software. A typical WSN
testbed consist of a large number of small-sized, battery powered nodes with wireless
communication and sensing capabilities.

Figure 2.9: FlockLab Floor Plan from [48].
In this thesis, we use FlockLab testbed at ETH Zurich [48]. The floor plan of
FlockLab is shown in Figure 2.9. FlockLab has been designed as a 3 tier architecture
for increased flexibility and to facilitate independent development across the layers.
The lowest layer consists of sensor nodes which will communicate and form a network.
The sensor nodes are attached to “observer nodes” which run embedded linux and
form the second layer. These nodes can communicate over LAN/WLAN and are used
to program the sensor nodes over UART, they also facilitate efficient means for test
data extraction and provide debugging facilities. The third layer is a dedicated server
to which all the observer nodes connect to. Observer nodes run open embedded linux
and the sensor nodes are compatible with Contiki OS [12] and TinyOS [62]. The
server is responsible for configuration distribution to the nodes, starting/stopping
test runs, synchronization functions, analyzing and displaying test data to the user.
The architecture allows multiple services to run simultaneously and synchronously
against all nodes under test. There are functionalities to perform GPIO pin tracing to
record logical events occurring on the node, actuation of GPIO pins to trigger actions
on a node and high-resolution power profiling. FlockLab consist of 30 observer nodes
which hosts Tmote Sky’s and three other platforms. 26 of these observer nodes
are deployed indoors and 4 are located outdoors on the rooftop of a building. The
access to the testbed is provided through the FlockLab website [48] which provides
interfaces to upload the executable applications, configure nodes and collect results.

2.4.3 Operating Systems for Constrained Devices
Wireless sensor network is composed of low-power and resource constraint devices.
The sensor nodes have limited memory and computational capabilities and have to
operate in unattended mode for long durations. Consequently, OS design for sensor
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networks is different from traditional OS design. There exist several OS for sensornet
applications such as TinyOS [62], Contiki OS [12] and others. In this thesis, we use
Contiki OS.
Contiki is an open source operating system for networked, low-power and memory
constrained wireless devices. It was originally developed by SICS [11] and the
further development was aided by researches from all over the world. Contiki
OS has been designed to run on hardware devices which are severely constrained
in terms of memory, power, processing power and bandwidth. In order to run
efficiently on memory-constrained systems, Contiki’s programming model is based
on protothreads, which is a memory-efficient programming abstraction which uses
features of both multi-threading and event-driven programing to attain low memory
overhead. Contiki also provides µIP TCP/IP stack which provides IPv4 networking
and µIPv6 stack which provides IPv6 networking. With all the above features and
multitasking support Contiki only needs 10 kb of RAM and 30 kb of ROM. It also
includes a networking simulator called Cooja which is used to simulate, networks of
widely used off the shelf sensor nodes available today.

2.4.4 Sensor Network Platforms
A sensor node is an embedded system capable of performing processing, gathering
sensor information and communication with neighboring sensor nodes and to the
Internet. There exist several sensor node platforms such as TelosB, Open Mote, Mica
Mote, TMote Sky and others. We use TMote Sky node which is a low power sensor
node compatible with IEEE 8021.5.4 protocol and consists of TI MSP430 processor
running at maximum of 8 MHz, 10 KB of RAM, 1 Mbit of Flash memory [63]. Each
node includes sensors for light, temperature, and humidity. It is widely used in
academics, is compatible with Contiki OS and can be connected to the computer
over a USB interface.

Figure 2.10: TMote Sky Node from [42].
TMote Sky Node (see Figure 2.10) uses Chipcon CC2420 radio which is a singlechip 2.4 GHz IEEE 802.15.4 compliant RF transceiver designed for low power and
low voltage wireless applications [15]. CC2420 includes a DSSS baseband modem
providing a spreading gain of 9 dB and an effective data rate of 250 kbps. It provides
8 output power levels in the range between 0 and -25 dBm.
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Interference deteriorates the quality of communications resulting in packet loss, lack
of connectivity, high latencies and reduced energy efficiency. There exist several
sources of interference in the unlicensed bands with different characteristics. The
type and location of such interference sources is frequently unknown and the radio
propagation is difficult to model. We tackle two aspects of CTI mitigation strategies
i.e. designing tools ot facilitate coexistence experimentation to help researches
understand the impact of interference on coexisting technologies and localizing
the sources to aid in network debugging. We cover related work in the area of
controlled interference generation and localization of high power RF radios in indoor
environments using commodity hardware.

3.1 Controllable Interference Generation
3.1.1 WiFi Based Technique
IEEE 802.11b/g operates in the ISM band on 3 channels in the 2.4 GHz band,
Interference can be generated by broadcasting traffic using a WiFi enabled device.
However, this method is not suitable to generate static, controllable and matched
interference. In technologies such as IEEE 802.15.4, where each channel is 2 MHz
wide, it results in no one-to-one mapping with WiFi channels which are 22 MHz
wide. Channel 1 of Wi-Fi overlaps with channels 11, 12, 13 and 14 of 802.15.4.
Furthermore, Wi-Fi frequencies do not overlap with channels 15, 20, 25 and 26 of
802.15.4. This makes it difficult to precisely control the generated interference in a
single IEEE 802.15.4 channel [28]. Thus, a major drawback of this technique is no
flexibility in channel width adjustments.

3.1.2 Packet Storming
Intra-network interference in an IEEE 802.15.4 network can be generated by performing packet storming using a sensor node. The node performs concurrent packet
broadcasts at a predefined transmission rate in order to interfere with other ongoing
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communications. This introduces jamming, resulting in increased latency of the
transmissions and affects the packet reception ratio at the receiving nodes.
In order to generate interference using packet storming, precise control is required
over the transmit power of the node, packet length, inter packet duration and
distance of the interferer from the nodes to be interfered with. Combining these
factors satisfactorily with foreseeable effects is time consuming and difficult to
control. A major limitation of this technique is to precisely control the time of
packet generation due to underlying packet framing, encryption, MAC and radio
duty cycling tasks [28]. Packet storming also has temporal gaps in the transmission,
typical to packet based transceivers. However, an advantage of packet storming is
to generate intra-technology interference as experienced by nodes due to concurrent
transmission.

3.1.3 Radio Test Modes
Radios such as chipcon CC2420 [15] and specific IEEE 802.11a/g routers [4] can be
configured in their test modes to generate modulated or unmodulated carrier signals.
The test mode is provided for testing purposes and for making some measurements.
The modulated carrier is created by a pseudorandom sequence using the CRC
generator. This technique is more controllable than packet storming as their are
no intermittent gaps in transmission and further it is independent from parameters
such as packet size and inter-packet times. These emitted carriers, increase the
noise floor of the medium impacting the SNIR at the receiver in a controllable
manner. Unmodulated carriers can be used to generate interference patterns similar
to background noise in a typical working environment, whereas modulated carriers
can be used to generate interference patterns depicted by prevalent high power CTI
sources.
The transmit power level and the timing of generation of these carriers can be
controlled to produce interference patterns depicted by RF radios. Although this
technique is controllable and simple, it has several drawbacks. The maximum
transmit power of such devices is limited, which is below the maximum transmit
power of some interfering radios such as analog phone and microwave ovens. Further,
the modulation schemes used by such devices are fixed e.g., CC2420 uses DSSS and
O-QPSK and IEEE 802.11 uses DSSS and frequency division multiplexing techniques,
thus the interferers which follow other modulation techniques cannot be realistically
represented.
JamLab [30], a recent approach, makes use of commodity hardware by utilizing a
subset of sensor nodes in the testbed to generate controllable interference patterns.
This approach is specific to sensor network testbeds consisting of IEEE 802.15.4
nodes and makes use of special radio test modes present in CC2420 radio [15] to
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generate modulated and unmodulated carriers which are used to emulate interference
patterns produced by CTI sources as discussed in the previous section. JamLab
follows a cell based architecture due to the limited transmit power of the sensor
nodes, wherein the testbed is divided into multiple cells and each sensor node acting
as interferer affects individual cells.
JamLab follows two approaches to generate controllable interference:
• Emulation of interference patterns: In this approach, a simplified model
is used to generate interference patterns that resemble those generated by a
specific interference source such as microwave oven or analog cordless phone.
• Regenaration of recorded traces: In this case, the sensor node samples the
actual interference, compresses and stores it locally to regenerate the recorded
patterns later.

3.1.4 Limitations of Current Techniques
• Sampling: High sampling rates and low jitter is essential while interference
recording to accurately capture short interference patterns generated by IEEE
802.11b/g/n with 11, 54, 150 Mbps speed. The maximum achievable sampling
rate using TMote Sky nodes is 60 kHz which is enough to detect all 802.11b
frames (minimum size of WiFi packet is 38 bytes), however it is not sufficient
to capture 802.11g/n frames [5]. This will lead to inaccuracies and divergence
from the ideal interference pattern behavior.
• Recording and Storage: The interference patterns are recorded by channel
energy measurements which are reflected in the RSSI values of 8-bit resolution.
These readings cannot be streamed over the back-channel, as MSP430 UART
is slow (32.76 khz) [8]. Furthermore, the limited memory (4 kB RAM), computational capabilities and the data rate limit of the coffee file system (376 kbps)
hinders accurate recording and storage of the interference patterns [19]. This
is a major drawback of using constrained devices for the purpose of realistic
and controlled interference generation.
• Emulating wide band and frequency hopping interferers: To emulate frequency
hopping interferers, JamLab needs to configure multiple interferers in each
cell, each one interfering on one channel. In large and diverse testbeds such as
TWIST [66] and Indriya [44] this is not a viable option.
• JamLab is capable of generating only binary interference patterns, i.e. it either
blocks communication or no. However the CTI behavior is much more complex
showing diverse error pattens in packet burst errors, symbol burst error lengths
and Clear Channel Assessment (CCA) deferrals [24].
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• Due to underlying MAC functionalities and radio duty cycling protocols, the
nodes acting as interferers switch to sleep mode after long operation times.
• A single sensor node cannot interfere with the whole testbed, thus it needs
to be partitioned in-to cells. However, factors such as complete coverage,
cross-cell interference, size of each cell, transmit power of the nodes and node
synchronization need to be manually configured which is a time consuming
task [30].

3.2 Localizing Interfering Radios in Wireless
Networks
Interference is the leading cause today for poor wireless performance. Localizing the
interfering radios has several applications such as network troubleshooting which
can increase the reliability of communication protocols. However, localizing these
interferers is a major challenge as compared to standard localization approaches
due to their uncooperative nature and unknown parameters such as their wireless
signal strength. The current localization approaches work with WiFi access points
having multiple antennas. They either estimate the angle of arrival of the signals or
measure RSSI values and utilize propagation models and triangulation techniques to
localize. We present an overview of such techniques which use off the shelf WiFi
cards to localize interfering radios in indoor environment. However, in this thesis we
aim to localize the interferers using low power sensor nodes. Often, the interferers
are non 802.15.4 radios thus their cooperation cannot be taken for granted. The
sensor node receives, multiple concurrent signals from several devices due to which
the receiver sees aggregate signal strength and cannot differentiate between the
radios present. Apart from network troubleshooting, interferer localization can be
also utilized for targeted advertisements, indoor navigation and real life analytics.
There are several other techniques for jammer localization in 802.15.4 networks
which require modification and cooperation from the jammers, we do not discuss
such techniques.

3.2.1 PinPoint Approach
Pinpoint [43] is an approach of localizing interfering radios with minimum calibration
built on existing WiFi access point infrastructure. It aggregates and processes noisy
data from several APs and differentiates between different types of interfering signals
present. Pinpoint is based on WARP software radios with four RF antennas and
computes line of sight angle of arrival in a non light of sight multipath environment
typically found in indoor office scenarios.
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In indoor environment it is difficult to estimate the direction of signal arrival due
to significant multipath which obscures the true line of sight. The received signal is
a summation of all the multipaths and the LoS signal can be masked with multipath
signals which can be 10-30 dB higher than the LoS component. Pinpoint exploits
the repeating patterns in the RF signals and identifies the signal type using Cyclic
Signal Strength Indicator (CSSI). This information is used to build feature vectors
and discriminate between different sources of interference. The LoS component
always arrives first at the receiver, this signal is isolated at each of the antenna
elements and is leveraged to compute the LoS angle of arrival.
A model is first formed for the ideal signal reception having only one direct LoS
component, this model is tested against what is actually received at every time
sample. A residual component is calculated later by subtracting the received signal
from the model. The LoS component is the one where this residual function is
minimized. Along with the angle of arrival the relative signal strength at the signal
peaks is measured. The RSSI and AoA estimates are aggregated at the central server
which solves an optimization algorithm and triangulates the interference source.
Pinpoint results in higher accuracy as compared to standard RSSI techniques and
AoA approaches and achieves sub meter level of accuracy.

3.2.2 WiFiNet Approach
WiFiNet [58] proposes a technique to estimate the location of a non WiFi device
using WiFi access points whose locations are known a priori. It uses a modeling
based approach and processes a pair of access points at a time to improve the
location estimate. The individual access points first collect the pulses transmitted
by the non WiFi devices which are sent to a central controller. The controller
aggregates the samples from all the access points and consolidates them to find the
common pulses. These pulses are than associated with unique non WiFi device
instances. Each unique pulse is associated by an RSS vector which represents the
received power at each access points in the WLAN. This vector is represented as
r̂ = [r̂0 , ............, r̂N −1 ] where ri is the average power received of the pulse at ith AP.
Let r̂ = [r̂0 , ............, r̂N −1 ] be the mean RSS vector of all the pulses present in the
cluster assigned to a non-Wi-Fi device instance.
The entire region is divided into grids of size 0.25 × 0.25 meters. Here i denotes
the grid location of APi and dij denotes the distance between grids i and j. P(l—r̂)
is the probability that a non-Wi-Fi device is located at grid l, given that the received
power vector is r̂. WiFiNet determines the grid location l such that P(l—r̂) is
maximized, i.e., argmaxl P(l—r̂). Two possible cases to find the grid location l
where the non-Wi-Fi device is most likely to be present are:
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1. Case of known transmit power: Assuming the interferer is present at a grid l,
then the expected received power at APi is modeled as a normal distribution of
expected mean of received power and the variance. The mean of the received
power values, can be modeled if the path loss component and the unit power
of the interferer (or transmit power i.e. power received from the non-Wi-Fi
device when placed at a distance of 1 meter from an AP) is known. In this case
it is assumed that the transmit power is known. The path loss is derived using
the Wi-Fi frames, i.e. each AP uses the packets sent by the neighboring APs
to model the propagation loss characteristics. WiFiNet APs also compute the
variance of the received power values. Knowing all the variables and iterating
over all the grids and APs, the grid l with the maximum probability of finding
the interferer is known.
2. Case of unknown transmit power: If the transmit power is not known, it is
factored out of the equation, by considering a pair of APs. If the interferer is
at a location l, the expected difference in the mean received powers at APi and
APj can be found which follows normal distribution with twice the variance.
While calculating this difference, the transmit power is factored out of the
equation. Once the difference in the powers is known the interferer can be
localized using the same technique as the previous case, except the mean
received power is replaced by the difference of received powers.
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In this chapter, we introduce our tool CIG: Controlled Interference Generator for
Wireless Coexistence Research [25], which can facilitate augmenting current testbeds
with repeatable and realistic interference generation. The core idea of our design is
a unified approach in which we incorporate heterogeneous interferer technologies
implemented over a dedicated hardware. This chapter focuses on providing the
design principles and the implementation details.

4.1 Motivation
As discussed in chapter 3 most of the controlled interference generation techniques
have shortcomings concerning their realism, controllability, repeatability and remote
operation in testbeds. Although, techniques such as JamLab, provide solutions
to combat hardware limitations of off-the-shelf senor nodes, the lack of realism
and cumbersome settings to select the interferer nodes in large testbeds, makes
such approaches non ideal for rapid deployment and experimentation. A dedicated
infrastructure, capable of generating realistic interference patterns representing
prevalent interference sources is still lacking. Through CIG we aim to fill this need
of an infrastructure to aid in conducting wireless coexistence research.

4.2 Interference Characteristics
We select prevalent RF technologies operating in the 2.4 GHz ISM band to incorporate
in CIG. They consist of WiFi devices and microwave ovens which are routinely visible
at all times of the day [57]. We also select Analog and digital cordless phones, security
cameras and baby monitors which are active in moderate time durations and often
at significantly high power levels. We incorporate Bluetooth and ZigBee technology
which also occupy the spectrum at relatively modest time durations and power levels.
In order to design a dedicated device capable of generating heterogeneous interference patterns, it is vital to understand the temporal and spectral behavior of
each of the considered interferers along with their spectrum allocation, peak power
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RF Technology

Vendor & Product Name

Analog Phone
Analog Phone
FHSS Cordless Phone
Wireless Camera
Wireless Camera
IEEE 802.15.4
Bluetooth (Class 2)
BLE (Bluetooth V.4.0)
Microwave Oven
IEEE 802.11

Vtech GZ2456
Uniden TRU 4465-2
Uniden DCT6485-3HS
Philips SCD 603
Genica C-501
XBee XBP24-AWI-001
Bluetooth V2.0 EDR
BLED112
Clatronic MWG 758
RTL8192cu Chipset

TX Power (dBm) Channel Width (MHz) Modulation Scheme Spectrum Range (GHz)
n/a
n/a
21
20
20
4
4
4
60
17

0.1 (Static)
0.08 (Static)
0.8 (FH)
1.125 (FH)
0.1 (Static)
2 (Static)
1 (FH)
2 (FH)
20 (Static)

DSSS and BPSK
DSSS and GFSK
GFSK and FHSS
BPSK
GFSK
DSSS and O-QPSK
GFSK
GFSK
DSSS, DBPSK

2.41
2.40
2.41
2.42
2.41
2.40
2.40
2.40
2.44
2.40

-

2.42
2.48
2.47
2.46
2.47
2.48
2.48
2.48
2.48
2.48

Table 4.1: Characteristics of considered RF technologies supported by CIG.
levels, channel width and the modulation and spread spectrum schemes used. In this
section, we cover the behavioral characteristics of the considered interferer technologies. We restrict the discussion to the characteristics important for understanding
the CIG design and exclude other details. The devices which we used to conduct
the experiments and their specifications are summarized in Table 4.1. We refer to
the technical manuals and carry out temporal and spectral analysis to understand
the parameters such as channel width, operational spectrum range and hopping
sequence.
IEEE 802.11

Amplitude [mv]

WiFi is the most prevalent interferer technology operational in the indoor environments. IEEE 802.11b/g/n operates in one of the 3 channels spreading across
the 2.4 GHz band, channel 1 (2.401-2.423 GHz), channel 6 (2.437-2.448 GHz) and
channel 11 (2.451-2.473 GHz). Most of the 802.11 devices support transmit power
levels in the range of -20 dBm to 20 dBm and often communicate with the highest
transmit power of 20 dBm.

0

1

2

3

4

Time [ms]

Figure 4.1: Power profile of saturated WiFi packets (red border) and Bluetooth
packets (green border).
We record the transmissions of a WiFi access point sending saturated traffic using
the USRP N210 at a sampling rate of 25 Mhz. Figure 4.1 shows the power profile during the transmission of WiFi packets. 802.11 employs Orthogonal Frequency Division
Multiplexing (OFDM), the multiple sub-carrier modulation technique which results
in the amplitude fluctuations during a packet transmission. Thus the received signal
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strength (RSSI) observed by a collocated wireless device fluctuates as well. Each
sub-carrier has certain level variation of signal strength, which results in spurious
high power peaks when signals from different sub-carriers are added constructively [5].
Bluetooth
Bluetooth uses frequency hopping technique, with each channel occupying a bandwidth of 1 MHz. It occupies the entire 79 MHz of ISM frequency band. Bluetooth
has a high hopping rate of 1600 hops/sec and occupies each channel for 625µs and
the transmission time in one channel is 366µs. A commonly used Bluetooth class is
battery operated class 2, where the maximum transmit power is 4 dBm.
We record the Bluetooth transmissions using the USRP (see Figure 4.1) and
observe that RSSI profile during Bluetooth packet transmissions is flat due to the
underlying IEEE 802.15.1 standard which specifies Frequency Hopping Spread Spectrum (FHSS) technique, a single-carrier modulation technique [27].
Buletooth Low Energy
Bluetooth Low Energy (BLE) [26], also known as Bluetooth Smart, was merged
into the main Bluetooth standard in 2010 [26]. It Splits the 2.4 GHz ISM band
into 40 channels consisting of 3 advertising channels and 37 data channels. The
used modulation scheme is GFSK with a data rate of 1 Mbps. BLE has a larger
modulation index than standard Bluetooth which results in better range. The
maximum transmit power is 0 dBm. The RSSI profile however is fast similar to
standard Bluetooth.
ZigBee
Figure 4.2 shows the sampled I/Q and RSSI sequence during ZigBee transmissions. ZigBee occupies the entire 80 MHz of the ISM band, split into 16 channels
each 2 MHz wide with 5 MHz of channel separation. The modulation technique
specified by the underlying IEEE standard 802.15.4 is Offset Quadrature Phase-Shift
Keying (O-QPSK) and Direct Sequence Spread Spectrum (DSSS) is used to spread
the modulated data as discussed in Chapter 2. The peak transmit power is 0 dBm.
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(a) I/Q Samples

(b) RSSI Sampling

Figure 4.2: I/Q and RSSI recording during ZigBee transmission.
Analog Cordless Phone

Amplitude [mv]

The used cordless handset (refer Table 4.1) transmits in a narrow frequency band
[2.4102–2.4189GHz] and picks a default channel out of the 30 supported channels
each of 0.1MHz. The phone uses DSSS to spread the BPSK modulated data. When
active the phone continuously occupies the channel as shown in Figure 4.3a and 4.3b.
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(b) RSSI recording

Figure 4.3: I/Q and RSSI recording during Analog Phone transmission.
Microwave Oven
The Clatronic microwave oven [31] when active generates unmodulated noise with a
temporal on-off pattern (5 ms on and 15 ms off) and affects the second half of the
2.4 GHz ISM band (2.44-2.48 GHz). The peak power observed is 40 dBm during
the on periods and 15 dBm during off as depicted in Figure 4.4a and 4.4b.
Wireless Camera
The wireless camera communicates between the base and the receiver using frequency hopping over 61 channels, with a channel width of 1.125 MHz and uses BPSK
modulation scheme. We observed that the majority of the hopping is restricted to
2.42-2.45 GHz which is due to the underlying spread spectrum sequence utilizing
this region.
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Figure 4.4: I/Q and RSSI recording during Microwave oven transmission.
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Figure 4.5: I/Q and RSSI sampling during Wireless Camera transmissions.

As seen, the interference sources are active in different frequency bands and occupy
different center frequencies, follow different modulation and data spreading schemes,
transmit at different peak powers and follow different timing patterns. As a result,
we need a system design which is able to encapsulate such diverse parameters and
heterogeneous features, at the same time achieve high realism and similarity to the
interference patterns depicted by the actual sources.
Based on our study of the RSSI profiles of the interference sources, the devices
in the communication range of the interference sources can get affected in several
ways. We study the impact of the interferers on the received signal strength of
a TMote Sky node by placing it at a distance of 2 meters from the technologies
discussed above. We particularly focus on the trend of the RSSI values as seen by
the node during respective transmissions. This is important from the perspective
of localization scheme design. Technologies such as analog cordless phones have a
binary effect on the visible RSSI trend, i.e. the sensor node either detects a constant
high energy on the channel when the phone is on or detects channel noise when
the handset is off. In case of ZigBee transmissions, the RSSI value increases and
fluctuates within a range of 1-2 dBm for the duration of the packet length. However,
in case of Bluetooth transmissions, we do not observe any fluctuations in the RSSI
trend. In case of WiFi transmissions we observe that the RSSI values fluctuate
within a range of 7 dBm and 9-10 dBm in case of microwave oven.
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4.3 Design Overview
We now present a high-level design overview of CIG, as illustrated in Figure 4.6. In
the CIG design, we integrate three modules to generate controllable interference,
typically generated by prevalent interference sources. We incorporate the interferer
technologies described above which cover a set of interferers depicting diverse
characteristics such as low/high power, narrow/wide band, analog/digital, and
channel hopping/fixed frequency. This set represents commonly underlying properties
adopted by most of the prevalent radio technologies

Record & Playback

Center Frequency
C
HoppingCSequence
Modulation
C Scheme

Center Frequency
C

v

Pulse C
Spread CRC Generator
C
Packet On
C Air Time

Sampling
C Rate
C
Bandwidth
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Ethernet

Host SW
./CIG –t

Internet

v

SD card

Software Radio Imp.

Single Board
Computer
(Raspberry Pi)
Ethernet

USRP N210

USB hub

Radio Dongles
IEEE 802.15.4
C

IEEE 802.11
C

Bluetooth
C V 4.0

C
IEEE 802.15.1

Figure 4.6: Architecture of CIG. The Software Radio Implementations and Record
and Playback modules reside on USRP N210. The single board computer
enables generation of interference from off-the-shelf radio dongles.
• Record and Playback:
This module of CIG is realized on the SDR and allows recording the temporal
and spectral patterns of a particular interferer. These recorded patterns are
played back as energy pulses emitted in the spectrum. Interferers which
radiate unmodulated noise and which are agnostic to their physical layer
implementations such as microwave oven which is not inherently an RF radio
cannot be implemented on SDR. Such devices along with other closed radios
are appropriate candidates to be represented through the record and playback
module. A drawback of this module is however, accurate representation of the
device modulation and spectrum spreading scheme in the playback signal as it
cannot be accurately captured due to USRP hardware limitations as will be
explained in Chapter 4.
However, a large area of wireless coexistence and interference mitigation
research focuses on solutions residing in MAC and upper layers where the
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ambient energy present on the channel is sufficient and modulated signal type
is of less relevance. Such approaches consist of clear channel assessment [23],
channel occupancy pattern detection for opportunistic MAC scheduling [34]
and channel sampling for channel blacklisting as done in Time Synchronized
Channel Hopping scheme (TSCH)(IEEE 802.15.4e standard) [6].
• Software Radio Implementations:
This interface allows generation of interference patterns depicted by a set of
prevalent interferers by incorporating their wireless stack on the SDR. We
achieve this by implementing the physical layer of the radios which consist of
the signal modulation type, data spreading schemes and the data rate used.
This results in actual physical layer behavior as depicted by the interfering
sources.
We refer the technical manuals and conduct the temporal and spectral analysis
of the generated signals to realize the physical layer implementation. It contains
the transmitter module which hosts the transmitter device of a particular
interferer technology and the receiver module which hosts the receiver device.
These modules enable quantifying the impact of inter technology interference
such as the impact of IEEE 802.15.4 communication link on a analog phone.
It can be also used to verify the impact of emerging radios [68] and wireless
systems on existing wireless technologies. Furthermore, it is particularly
beneficial while developing interference mitigation schemes which exploits
physical layer information of the signal such as determining and classifying
the interference source [56], interference suppression and cancelation [55].
• Commercial Radio Chipsets:
The software implementation of wireless stacks on SDRs do not necessarily
reach the efficiency, predictability and performance depicted by actual devices
where the functionalities are implemented in hardware. Therefore, replicating
the behavior of some of the devices through SDR implementation is challenging
and not always feasible. In order to have a high degree of realism in CIG
we provide an interface to generate interference from standard off-the-shelf
radio chipsets. The commercial radio chipsets such as WiFi, Bluetooth and
ZigBee have certain software and hardware artifacts which impact the physical
layer performance and cannot be realized via SDR implementation. Some of
limitations posed by the SDR are:

1. Technologies such as IEEE 802.11 utilize carrier sensing in-order to restrict
transmission when the channel is occupied by a coexisting technology. Carrier sensing requires strict timing accuracy which is difficult to implement
in software.
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2. The hopping rate of Bluetooth is 1600 hops/sec, software implementation
of the hopping scheme and the frequency tuning capability of the of the
USRP cannot achieve such high frequency hopping rate.
Thus, this module allows covering the impact of commercial software and hardware
artifacts of different radio chipsets.

4.4 Implementation
In this chapter, we elaborate on CIG’s hardware and software architecture and
discuss the implementation of each component in detail.

4.4.1 Record and Playback Interface
Signal recording and playback is widely used in device testing and data analysis.
However, in such cases the characteristics of the device under test are accurately
known unlike many interference sources. In order to have accurate and realistic
representation of actual signals transmitted by the RF sources, it is necessary to
understand the USRP hardware limitations and settings such as antenna gain,
sampling rate, data rate and others. This will enable tuning these parameters to
achieve high precision signal recording and playback. In this section, we describe
the implementation of the record and playback system for rouge interfering radios
and discuss the USRP settings required to accurately sample the generated signals
by the interference devices, store them and regenerate them back.
The Record and Playback module is not bound to any specific interferers, however
the accuracy of the recorded and playback signal is dependent on the temporal and
spectral characteristics of generated RF signals as well as on the USRP hardware
limitations. The module can be used in three alternative ways as follows:
• To record and replay RF radio technologies
• Playback third party recorded samples
• Play synthesized RF signals
In order to explore the capability and limitations of the USRP system in recording
and playing back the interference patterns generated by heterogeneous RF technologies, we record RF signals of three interfering technologies operating in the
unlicensed bands, namely: (i) Microwave oven, (ii) Analog DSSS cordless phone, and
(iii) Wireless camera. We refer to Table 4.1 for technical details about the interferer
devices used in this project. The selected interferers represent three typical CTI
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behaviors, namely: frequency sweeping, frequency static and high rate frequency
hopping respectively.

Recording Interference Patterns
The central idea of the recording system is to record the raw baseband I/Q (In-phase
and Quadrature component) signal without decoding them. Here, the RF radios
generate the signals which are to be recorded. The USRP down-converts these signals
to baseband while sampling it and transfers the recorded data via the Ethernet
cable which is later stored as a file in the PC. We record 50 million samples by
configuring the USRP to tune to the respective device’s operational bandwidth
and center frequency (fc ), as listed in Table 4.1. We perform the recording in an
office environment. However, to maximize the correlation between the recorded
signal (r(t)) and the actual signal (s(t)), the recording can be performed in an
anechoic chamber, which ousts the impact of nearby interfering signals (i(t)) and
environmental noise (n(t)) on the recorded signal.

(a) Record Flowgraph

(b) Playback Flowgraph

Figure 4.7: GRC flowgraphs to record and playback I/Q Data.

Figure 4.8: Flowgraph to record the transmitted signals and convert to RSSI values.
Our recorded signal can be expressed as
r(t) = s(t) + i(t) + n(t)

(4.1)

Data Type of Recorded Signal
The captured recorded signal which is generated from the RF devices is the
baseband representation of the passband signal. This is the raw baseband I/Q data
or the complex envelop of the signal. As in the record and playback module, we
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are only interested in the energy levels on the channel, we also record the received
signal strength (RSS) samples and compare the data rate vs. sampling accuracy
with I/Q recording. The RSSI samples and the I/Q data are stored as signed 16
bit integers. In case of the I/Q data no processing is involved as the raw samples
are directly transfered over the Ethernet bus and stored in the systems memory
which is further copied to the disk as shown in Figure 4.7a. However, the I/Q data
needs to be stored in an array and interleaved (I0 , Q0 , I1 , Q1 , I2 , Q2 ...I50M , Q50M ).
In case of RSSI sampling the complex baseband signal is converted to the peak
amplitude values using the Complex to Magnitude and Log blocks and stored in the
file as a series
p of amplitude values (A0 , A1 , A2 , ...A50M ). The amplitude is calculated
as A = I 2 + Q2 . The GNU Radio flow graph for RSSI recording is shown in
Figure 4.8.
The data type also affects the size of the stored file on the disk. The 16-bit signed
integers are 2 bytes each for the RSSI samples and 4 bytes per complex I/Q value.
We find that more samples can be recorded at a data rate of 25 MS/s (Data Rate
is 100 MB/s) with I/Q recording than RSS recording due to minimal processing
applied to the data, although we transfer 4 bytes for each sample. Thus, we select
I/Q recording for all the selected interferers.
Sampling Rate
The maximum sampling rate achievable with USRP N210 is 25 MHz in 16 bits
quantization or 50 MHz in 8 bit quantization. This is restricted by the 1Gbps rate
of the Ethernet bus and 100 MB/s rate of the write speed of hard disk drives. In
case of real data sampling the sample rate should be twice the bandwidth occupied
by the signal according to Nyquist sampling criteria [52]. However, for complex
signal sampling, the sampling rate should be equal to the bandwidth of the target
signal. Thus, sampling at 25 MHz in 16 bit quantization, can efficiently sample
interferers such as analog cordless phones, WiFi devices and ZigBee devices which
occupy bandwidth less than 25 MHz. However, undersampling occurs for interferers
such as wireless camera and microwave ovens where the occupied bandwidth exceeds
25 MHz. We elaborate more on the errors in Section 5.
The ADC and the front-end filters has a fixed rate of 100 MS/s, thus when the
sampling rate (I/Q rate) is specified, the Onboard Signal Processor (OSP) can only
operate at the maximum rate of sampling. In order to change the sampling rate as
specified by the user, the OSP digitally filters the sampled signal and downsamples
it to the requested I/Q rate. This downsampled signal is carried to the PC over the
Ethernet bus. In order to have an accurate representation of the recorded signal the
data rate should not exceed the maximum rate supported by the Ethernet interface
(1 Gbps). Furthermore, the data rate should be within the limits of the steady write
speed of the hard disk (100 MBps in most cases). Although TCP/IP overhead is
involved which further restricts the sampling rate, we ignore the TCP/IP overhead
and conduct the recording by monitoring the overflow warning depicted by GRC.
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Due to the fixed and steady data rate while recording we perform settings as stated
below to restrict the limitations of the network interface card and the network
interface buffer.
• To avoid interrupts on the network card while recording we turn up send/receive
buffers on the network card.
ethtool -g eth0
• Turn on flow control
ethtool -a eth0
• Enlarge the network interface buffer
sudo sysctl -w net.core.rmem max=50000000
sudo sysctl -w net.core.wmem max=1048576
The data rate can be calculated by the following formula:
DataRate = SamplingRate × QuantizationBits × 2

(4.2)

Here 2 represents I and Q component of the complex sample. We sample at the
maximum available sampling rate and 16 bits quantization resulting in:
DataRate = 25 M S/s × 16bits × 2

(4.3)

which results in an effective data rate of 100 MS/s.
Antenna Gain and Target Bandwidth Settings
The input power at the RF input is the power of the entire 40 MHz band, extending
beyond the 20 MHz spectrum shown, not just the power of s(t). This affects the
dynamic range of the recording because these larger signals must be accounted for.
While the center frequency and the bandwidth needs to be adjusted according to
the wireless radio specifications of the interferer, the receive gain parameter needs to
be adjusted according to the peak power of received signal and the SDR hardware
specifications. The USRP-N210 supports an input Analog to Digital (ADC) range
of 14 bits. The dynamic range of the USRP can be maximized by applying gain
or attenuation to ensure that, all the 14 bits of the ADC are utilized by the input
signal. As the receive gain influences the accuracy of recorded signal.
The Ettus research USRP driver with the SBX daughterboard provides a gain
setting of 0 dB to 31.5 dB in steps of 0.5 dB. The input range of the ADC is 1 Vpp,
thus while recording a signal, we incrementally increase the antenna gain to attain
a unit amplitude of the recorded signal. Since, the I/Q values are scaled to 1 in
the USRP driver, it results in a peak amplitude of 1 in case of ideal scaling. This
results in signal recording without clipping. The USRP receive chain has a non
linear response and varies depending on the frequency, thus needs to be adjusted
depending on the peak power of the RF device and the operational frequency range.
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We set receive gains as depicted in Table 4.2 for recording the corresponding RF
signals. For instance, recording a high-power microwave oven at 2 m distance, with
the maximum gain, results into signal clipping. Hence, it is necessary to select the
receive gain in such a way that the clipping is avoided. In case of microwave oven,
the receive gain of 25 dB avoids clipping at 2 meter distance.
RF Technology Antenna Rx Gain
Microwave Oven
25 dB
Analog Phone
27 dB
Wireless Camera
30 dB

Antenna Tx Gain
26.5 dB
28 dB
31.5 dB

Table 4.2: Antenna gain setting to achieve a unit amplitude for corresponding RF
technology at a distance of 2 meters.
For interferers such as analog cordless phones occupying narrow bandwidth the
bandwidth setting and the sampling rate are not a major concern as the signal-tonoise-and-distortion ratio (SINAD) and the SINAD of the hardware is negligible.
However if the hardware bandwidth is set exactly to the bandwidth of the target
signal as in the case of microwave oven and wireless camera, the SINAD is higher than
the SINAD of the hardware which leads to signal distortion. The center frequency
is set to the center of the bandwidth occupied by the interferer. Furthermore, while
recording wide band interferers, the power received at the RF front end is the power
of the entire 40 MHz bandwidth and not only of the target signal. This affects the
ADC dynamic range and leads to inaccuracies while recording in the presence of
other interference sources.

Regenerating Recorded Traces
The flowgraph for playing back the recorded I/Q data is shown in Figure 4.7b. The
analog signal is then transmitted by the USRP by up-converting it to the RF signal.
We configure the USRP’s data rate (i.e., the rate of reading the recorded file) to
match the recording sampling rate. The fc is set according to the device specifications.
The SBX daughter board has a nonlinear gain response when operating in a wide
bandwidth [61]. Therefore, it is challenging to regenerate the wide-band recorded
signal at the accurate power level, as the down-converted baseband signal does
not match the actual transmit power specifications of the device. Hence, during
playback, we set the transmit gain value to match the average power level and
the peak power to the specified signal power (according to device specifications) as
shown in Table 4.2.
The accuracy of the playback signal is dependent upon hardware limitations of
USRP, particularly the sampling rate, maximum transmit power, frequency tuning
and settling time, and latency in the hopping rate imposed by the OS scheduling
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and Ethernet transmission time. We observe that the Record and Playback module
is suitable for narrow band interferers occupying static frequency channels, e.g.,
the DSSS cordless phone [22], provided that adequate device specifications are
available to set the recording parameters. It is also suitable for frequency sweeping
microwave ovens where the sweep to the next frequency channel typically occurs
after 10-15 ms which provides sufficient time to the USRP for retuning and settling
to the next frequency. We observe that the USRP is accurately able to capture the
on-off patterns of the microwave oven, over 40 MHz of bandwidth. However, for
frequency hopping interferers, such as wireless cameras where the typical hopping
rate is 400-600 hops/s, the frequency synthesizer is not able to capture all the
packets, switch and settle to the next hop frequency in a bounded time to accurately
represent the device specific frequency hopping nature.
The playback signal also produces uncertain and additional frequency offset which
is caused by the accuracy of the oscillator. USRP N210 has an on-board TCXO
(Temperature Compensated Crystal Oscillator) which keeps the frequency offset
within limits (2.5 ppm3 accuracy) [65]. If the recording and playback settings are set
according to the target signal, than the offset due to the oscillator can be neglected.

4.4.2 Software Radio Implementation Interface
We implement the physical layer (PHY) of five commercially available wireless devices,
operating in the unlicensed bands. We use the GNU Radio [36] framework to build
the signal processing blocks and construct flow graphs of the considered radios. In
case of proprietary technologies such as the analog phone [32], we implement the
physical layer according to the description in the devices manuals and our study of
the temporal and spectral analysis of the generated signals.
Analog Cordless Phone
The analog cordless phone handset [32] transmits in one of the 30 supported
channels lying in the frequency band [2410.2-2418.9] MHz. The GNU Radio flowgraph
of the analog phone transmitter is shown in Figure 4.9. We generate random packed
bytes using a Random Source Generator block. The Packet Encoder Block is used
to form packets and select the number of Bits/Symbol and Samples/Symbol per
packet. We implement a CRC generator in the transmitter device and CRC checker
in the receiver device. This will aid to quantify the harm of coexisting technologies
on analog phone transmissions. In order to implement the CRC generator, we use
Stream to Tagged Stream Block to tag the packetized input data and connect the
CRC Generator block to append the CRC by identifying the PDU boundaries. On
the first item of the streamed PDU, a tag with a specific key, stores the length of
the PDU which is used by the latter blocks. Further, in order to spread the data we
use Direct-Sequence-Spreader block with 2 samples per chip, which are mapped to
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Figure 4.9: GNU Radio implementation of analog phone transmitter.
one of the 16 PN sequences each 16 bits long. To modulate the data, we use the
Constellation Modulator block. Here, the modulation scheme is chosen by setting
parameters such as number of constellation points (2 in case of BPSK), number of
symbols mapped to these constellation points (we group the data in 2 bit symbols
which are mapped to the PN sequences). The constellation object determines how
the symbols are coded, to select gray coding and differential encoding. We enable
differential encoding. We set the center frequency of the USRP sink block to match
the fc of the first supported channel (2.417 GHz). The transmitting channel is
configurable through the host software. The constellation modulator also uses a root
raised cosine (RRC) pulse shaping filter. We adjust the roll-off factor to 0.10, so as
to occupy 100 khz of bandwidth and obtain the pulse shape as actual analog phone
transmissions. Using the pulse shaping filter, we avoid transmitting square waves
which produce high amount of energy in the adjacent channels. This also reduces
out-of-band emissions and the generated signal stays within the channel bandwidth
set. The phone uses a data rate of 1.366 Mbit/s [55]. We use the rational re-sampler
block and select the interpolation and decimation values to match the desired bit
rate of the phone according to the Equation 4.4. The Samples Per Second (SPS)
also needs to be selected according to the DAC sampling rate of the USRP. The
modulated signal is transmitted by the UHD:USRP Sink block.
Bit Rate = DAC Rate/(Interpolation × SP S)

(4.4)

The receiver flow graph of the analog phone is depicted in Figure 4.10. The
UHD:USRP source block receives the signals which is further connected to the
Polyphase Clock Synchronization Block which is used to perform timing recovery.
This block maximizes the SNR of each sample and reduces the ISI by estimating
the ideal time to sample the incoming signal. Further, it outputs samples at 1
SPS by down-sampling the signal. The output is connected to the CMA Equalizer
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Figure 4.10: GNU Radio implementation of analog phone receiver.

Block whose task is to invert the channel by adjusting the frequency response of the
received signal. This is done by canceling the distortions which result due to the
channel making the output of the CMA equalizer flat. After equalizing the channel
response, the phase and frequency offset of the signal needs to be corrected. This
is done by using the Costas Loop Block, which uses a second order loop to track
phase and frequency. After correcting the phase and frequency offset, the signal is
decoded using the BPSK demodulator Block. We connect the demodulated output
to the DSSS decoder in our Python implementation. The symbols are mapped to
the constellation points as performed in the transmitter using the Map Block. The
differential coded symbols are translated back to the original symbols using the
Differential Decoder Block.
DSSS Cordless Phone
The phone base and the handset operates in the frequency band [2.407-2.478] GHz.
The complete flow graph is depicted in Figure 4.11. The transmitter inputs digital
bits to the scrambler. The scrambled data is further encoded using the Differential
Encoder Block. The Spread Spectrum Module spreads the encoded data and sends
bits at a data rate of 1.366 Mbps over GFSK modulation. The phone can operate
in 28 possible channels, we provide the channel selection option to the user via the
GRC interface. We use a vector source to generate a repeatable stream of bits which
is later fed to the Scrabbler Block. This block scrambles the input stream using
Linear Feedback Shift Register (LFSR) and operates on the LSB of the input data
stream and XOR’s the incoming bit stream with the output of LFSR.
Wireless Camera
We integrate two wireless cameras [17, 47]. The first wireless baby monitor [47]
communicates with the video receiver using frequency hopping over 61 channels,
each of which has a bandwidth of 1.125 MHz and uses BPSK modulation scheme.
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Figure 4.11: GNURadio implementation of DSSS phone transmitter.
The second wireless monitoring camera [17] supports 4 different channels (2.414 GHz,
2.432 GHz, 2.450 GHz, and 2.468 GHz) and occupies a wide bandwidth of 16 MHz.
We perform spectral analysis of these technologies to examine the on-air packet time,
hopping sequence, and hopping rate. For the Philips baby monitor, we observe the
average packet on-air time to be 2.2 ms with a hopping rate of 450 hops/s. We use
the respective blocks to generate packets, set the desired bit rate and modulate the
data as described in the previous implementations. The implementation is shown in
Figure 4.13.
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Figure 4.12: Spectral and temporal analysis of the wireless camera transmissions.
The camera performs high rate frequency hopping over a bandwidth of 2.422.45 GHz. To implement the frequency hopping block, we explore the frequency
tuning policy of the USRP-N210 device. The USRP has two stages of frequency
tuning:
• RF front-end: This stage translates between the RF and the intermediate
frequency. In most of the applications, an overall center frequency is specified.
The RF front-end tunes as close as possible to the center frequency (coarse
granularity).
• DSP: This stage translates between the intermediate frequency and the baseband. The DSP accounts for the error in tuning between the frequency tuned
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by the RF front-end and target frequency and digitally sets the necessary offset
to tune to the desired fc .
These two stage can be explicitly controlled using the tune request objects [21]
which facilitates more advanced tuning. In order to achieve the necessary faster
hopping rates in the order of 2 ms tuning time, we fix the RF front-end frequency at
the center of the band and hop digitally via shifting in the FPGA only. We generate
the signal at baseband and use the FPGA to convert the signal, digitally to the
correct frequency. We also schedule the frequency changes and streaming commands
a priori to hop faster and deterministically, using timed transactions. We set the
channel changes to cover all the channels specified within the operational bandwidth.
We set the center frequency of the band the wireless camera is active in, as the
overall target frequency by issuing the following set of commands:
• t = uhd.tune request(2440000000).NONE
• t.dsp freq policy = uhd.tune request.MANUAL (enter the manual mode to
offset to the desired DSP frequency)
• t.dsp freq = < Of f set > (issue the desired offsets to hop deterministically)
We set the hopping interval so as to achieve maximum number of hops possible
through our implementation which is 280 hops/s.
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Figure 4.13: GNU Radio implementation of wireless camera (grey arrow) and FHSS
phone (red arrow).
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FHSS Cordless Phone
We implement the PHY of the phone handset [13] which communicates using
FHSS in the range [2.4075-2.472] GHz. The implementation of the FHSS phone is
shown in Figure 4.13. Similar to the wireless camera the vector source generates
the digital bits which are encoded and packetized by the packet encoder block. The
rational resampler block is used to set the desired data rate (1.2 Mbps) [22]. This
block is connected to the FHSS-TX Synthesizer block, which performs FHSS within
each channel of 800 kHz. GFSK modulation is used here which is implemented
using the FSK modulation block. The phone periodically hops over the 90 channels
within the specified bandwidth. The hopping is performed as done in case of wireless
camera implementation.

4.4.3 Commercial Radio Chipset Interface
To generate traffic of prevalent communication standards, we use radio chipsets
of various technologies, such as, IEEE 802.11 (b/g/n) [39], Bluetooth class 2 [27],
Bluetooth Low Energy [26], and ZigBee [69]. The specifications of the dongles is
provided in Table 4.1. We interface these chipsets with an embedded computer
and control it remotely to generate respective traffic patterns. The transmission
power, channel number, and traffic parameters can be configured by the user via
the host software to emulate various application traffic patterns. As a single board
embedded computer, we use a Raspberry Pi model B+ [53]. It hosts a quad-core
Cortex-A7 processor and runs Raspbian OS [54]. Raspbian is based on Debian and
optimized for Raspberry Pi hardware. The Model B+ offers 4 USB ports and a
compact form factor. In this section, we discuss in brief the setup and the traffic
generation techniques used.
WiFi
We connect the IEEE 802.11b/g/n dongle [39] to the USB port of the Raspberry
Pi and configure it as a WiFi access point. This enables connecting to the access
point and generating the required type of traffic. The steps to configure the Pi as
an access point are as follows:
• Installing hostapd isc-dhcp-server, to configure Pi as a host access point
• Setting DHCP server so as to allow WiFi connections to automatically get an
IP address
• Adding the subnet, Netmask, Router IP address and the range of IP addresses
• Configuring the interfaces file to enable the above settings and providing a
static IP to the Raspberry Pi

44

4.4 Implementation
• Configuring the hostapd to broadcast SSID and parameters such as WiFi
mode, channel and pass key
• Setting hostapd to allow connecting multiple devices and IP forwarding
We generate WiFi traffic using Iperf [41] tool which allows generation of several
kinds of traffic such as saturated, unsaturated and VoIP. Iperf is a tool to measure
network performance and can run for a specific amount of time and transfer a set
amount of data. These features enable remotely controlling the access point to
generate the required type of WiFi traffic. We also provide options to change the
WiFi channel and mode.
Bluetooth
We connect a Bluetooth Class 2 dongle [27] to the USB of the Raspberry Pi and
form a piconet connection with the Bluetooth Low Energy Module also connected
to the Raspberry Pi. This is done as standard Bluetooth does not allow to generate
Bluetooth traffic unless a piconet connection is formed thus a client is required. In
order to generate traffic we use l2ping [7] utility which generates Bluetooth frames
from the client to the server. l2ping allows setting the time the traffic should last
for and amount of data to be sent. This allows complete control over the generated
Bluetooth traffic.
Bluetooth Low Energy
We connect a BLE dongle [26] to the Raspberry Pi and configure it to operate in
the connectionless mode. This mode does not require a client thus it can generate
traffic without forming a piconet connection. We run a python script to generate
advertisement data where we can control the time and the advertisement data length
and size.
ZigBee
We interface the ZigBee dongle [69] to the Raspberry Pi using the serial adapter
board (FTDI chip) and connect it to the USB port. We enable serial communication
with the ZigBee device and run a script to generate serial data which is transmitted
by ZigBee. We control the timing and the data size sent through the script and
provide options to change the IEEE 802.15.4 channel.
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In this chapter, we discuss performance evaluation of the CIG platform. We restrict
the evaluation to three interferer types representing typical interferer behavior and
the devices available to us. We analyze the accuracy of the signal record and playback,
in case of microwave oven which depicts a frequency sweeping nature and on-off time
profile by comparing it with the transmissions of the actual oven [31]. We evaluate
the similarity of the analog phone PHY implementation, to the actual phone which
depicts a frequency static behavior, continuously occupying the channel. We compare
the transmission pattern with the actual analog phone [22]. We also validate the
PHY implementation of the wireless camera which uses high rate frequency hopping
by comparing it against the transmissions of the Philips baby monitor [47]. We
perform a thorough validation in the temporal and the spectral domains. Further,
we quantify the impact of generated interference on packet reception rate, number
of corrupted and lost packets and lost ACK’s by subjecting an 802.15.4 link to the
generated interference. We also compare the packet and symbol error burst lengths,
LQI and RSSI levels while receiving packets. The experimental setup consists of 2
prototypes of CIG, two TMote Sky nodes forming the communication link and the
actual interference sources.

5.1 Temporal Accuracy
We evaluate the accuracy of the interference generated by CIG compared to the
real interference in the time domain. In order to conduct the evaluation, we first
record the signal generated by the actual RF sources using a USRP. Maintaining
similar recording parameters and distance, we record the signals generated by CIG.
To evaluate the similarity in the time domain, we consider parameters such as
pulse duration, number of pulses in a give time period and the peak power of the
transmitted signal.
In case of microwave oven (see Figure 5.1), we observe equal number of pulses
and similar timing behavior. However, in order to quantify the accuracy, we crosscorrelate the playback signal with respect to the recorded signal. We convert the
signal series to binary values, where 0 stands for clear channel and 1 for a busy
channel, given a threshold of -45 dBm (typical CCA threshold for 802.15.4 [16]).
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Figure 5.1: Time profiles of microwave oven.
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Figure 5.2: Time profile of wireless camera
The cross-correlation coefficient c can thus be represented by Equation 5.1
N
1 X
c=
x(i)
N i=1

y(i)

(5.1)

Where N is the number of samples, x(i) and y(i) are original (recorded) and played
back signals, respectively, where i = [1, . . . , 106 ]. The XNOR operator returns 1 if
both the boolean value are equal else it returns a zero. For microwave oven, where
the signal exhibits an on and off pattern, the cross-correlation coefficient c over
the length of the samples is 0.926 with a standard deviation of 0.0764. This high
accuracy is due to the good performance of SDR in playing back the recorded samples
without a noticeable jitter. In case of analog phone, we observed a cross-correlation
value of 0.998. We attribute this due to a continuous signal at a constant power level
at a fixed center frequency resulting in high cross-correlation value. The wireless
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camera uses frequency hopping, hence to validate its temporal behavior, we compare
the on-air packet time and the number of packets generated in a given time frame.
Figure 5.2 visualize the general trend. We observe an average cross-correlation
coefficient of 0.930 for each packet. However, we only reach 62.2% of the required
hopping rate which is due to hardware limitation of the SDR.

5.2 Spectral Accuracy
In order to quantify the spectral accuracy of CIG, we consider aspects representing
peculiar spectral behavior of the considered interferers. That is the static frequency
behavior of analog phone where the signal peak lies at the center frequency of the
selected channel, the frequency sweeping behavior of microwave oven where the
sweeping occurs within the second half of the ISM band, and frequency hopping
behavior of the wireless camera.
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Figure 5.3: Periodogram of analog phone.
We analyze the power spectral density and consider 95% occupied bandwidth for
comparison. We compare the center frequency of the signal in case of the analog
phone which lies at 2.417 GHz in both cases (see Figure 5.3a and 5.3b). The occupied
bandwidth is 100 kHz for the actual phone and 107 kHz for CIG showing a reasonable
accuracy for analog phone. In case of microwave oven, we validate the frequency
sweeping behavior by comparing the spectrograms of the actual microwave and CIG,
depicted in Figure 5.4a and 5.4b. We observe high energy present on the channel
corresponding to microwave on cycles for both of the cases. The average bandwidth
occupied by the on cycle amounts to approximately 284 kHz for the actual microwave
and the played back signal by CIG.
In case of wireless camera it is challenging to compare and validate the channel
switching pattern used in frequency hopping due to absence of a particular sequence,
hence we only compare the average bandwidth occupied by each packet which is
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Figure 5.5: Spectrogram of wireless camera.
2.22 MHz for actual camera and 2.38 MHz for CIG. The spectrograms of the wireless
camera are shown in Figure 5.5.

5.3 Impact on Communication Link
Here, we study the impact of the interference on the performance of an IEEE 802.15.4
link by subjecting it to the interference generated by actual devices and by CIG.
For the communication link, we use a pair of TMote Sky nodes. First, in order to
quantify the impact of the interference, we calculate the PRR at the receiver. The
transmitter node sends 1000 packets, each with a length of 50 bytes and enabling
CCA at the maximum transmit power (0 dBm) at an interval of 20 ms to a receiver
placed 4 m away. The interferer is placed 1 meter from the receiver as shown in
Figure 5.6.
The receiver node keeps a log of the number of received packets. We select the
communication channel on the TMote Sky nodes to overlap the one on which the
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Figure 5.6: Experimental Settings.
interference sources are active. In the frequency hopping interferer we select one of
the channel lying within the hoping sequence.
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Figure 5.7: Packet reception rate comparison.
In this experiment, CIG exhibits in most cases similar impact on the communication link as the real devices. The results are depicted in Figure 5.7. The packet
reception rate (PRR) obtained for CIG microwave oven, is 6.2% lower than the
original oven. This is due to USRP’s transmit power adjustment during signal
playback which results in an increased noise levels at the off periods of the microwave
oven signal. This consequently leads to slightly higher packet losses for receivers at
distances affected by the residual noise. In case of the analog phone, the 802.15.4
transmitter keeps backing off, thus communication was not possible. This is due
to the phone continuously emitting energy in the medium, thus monopolizing it
completely. While disabling CCA (as explored by [24] to allow communication
during persistent inference), CIG results into similar performance as the actual
device. Hereby, the PRR remains almost the same, showing a reasonable accuracy
for analog phone interferer. In case of the wireless camera, the PPR is 13.3% higher
in case of CIG generated interference. This is due to the hopping rate limitation
and consequently lower packet transmission rate.
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RSSI and LQI Comparison
In order to evaluate the RSSI levels and the link quality during packet reception,
the receiver node logs statistics about received packets such as RSSI, LQI reading,
and the induced power level (noise) on the channel. In case of analog phone, we
observe similar RSSI values, average RSSI of -40 dBm in case of actual phone and
-38 dBm for CIG while receiving a packet. The LQI value is stable in both the cases
with 65 and 62 for phone and CIG respectively. The low and constant LQI value is
due to the phone transmitting continuously at high power. In case of microwave
oven, we observe higher RSSI values and low LQI values indicating higher noise
levels and bad link quality for CIG microwave. The average RSSI values differ by
6 dBm and the LQI values differ by 8. For wireless camera, we observe high LQI
values (average of 103) indicating good links. The high LQI with wireless camera, is
due to the frequency hopping nature of the camera which results in short bursts of
energy for considerably small time durations (2.2 ms). We measure similar average
RSSI values (variance of ±2 dBm) during packet reception, in both the cases.
Packet Analysis for CCA-Enabled and CCA-Disabled Traffic
Here, we analyze the number of corrupted and lost packets for each technology, we
also log the number of lost ACK’s. The transmitter node keeps track of the number
of transmission attempts and the number of sent packets. The receiver monitors the
sequence number of the received packet to monitor the sequence numbers of lost
packets. We conduct the experiments by setting the distance between the transmitter
and receiver node to 3 m and 6 m respectively. We evaluate the packet corruption
and packet loss rate by first transmitting short packets of length 20 bytes and long
packets of length 60 bytes. The results for 20 byte and 60 byte packets is shown is
Figure 5.8 and 5.9 respectively.
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Figure 5.8: PRR comparison for CCA-enabled and CCA-disabled traffic types for
distances 3 and 6 m for a packet size of 20 bytes.
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In case of analog phone with CCA enabled transmission we observe a PRR of 0 at
a distance of 3 m and 6 m for both the actual phone and CIG for packet lengths of
20 bytes as well 60 bytes. Whereas, in case of CCA disabled transmissions, the PPR
differs by 0.05 for packet length of 20 bytes and 0.1 for 60 byte packets. Although,
in case of 20 byte packets, we observe similar packet corruption rate, with 60 byte
packets we observe higher packet corruption rate and lower packet loss rate in case
of CIG as compared to actual phone. This results due to slightly less transmit power
of the CIG phone which prevents packet loss but instead leads to packet corruption
for longer packets. Overall CIG analog phone shows high accuracy for the generated
interference patterns.
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Figure 5.9: PRR comparison for CCA-enabled and CCA-disabled traffic types for
distances 3 and 6 m for a packet size of 60 bytes.
In case of microwave oven with CCA enabled, we observe similar packet corruption
and loss rate at 3 m, whereas at 6 m we observe higher packet loss rate and lower
corruption rate with 20 byte packets in case of CIG. This results due to higher
residual energy during microwave off periods in CIG implementation. We observe
similar behavior with 60 byte packets, however here, we notice ACK loss rate of CIG
higher than the actual microwave by 0.1. For CCA disabled case, we observe similar
packet loss and corruption rate but higher ACK loss rate for CIG as in the previous
case. For wireless camera, the PRR are higher in case of CIG for all the considered
cases. For CCA enabled case the corruption and loss rate are approximately similar,
however with CCA disabled case, the packet loss rate is higher in case of actual
camera as compared to CIG. We attribute this behavior to the reduced hopping rate
and subsequently to lower transmit power of CIG.
Packet Error and Symbol Error Burst Lengths
In order to evaluate the packet error burst and the symbol error burst in the
corrupted packet, we analyze the packets that failed the CRC checks in the presence
of actual interference and CIG generated interference. The results of the packet
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burst error rate is shown in Figure 5.10. The majority of the packet error bursts have
a length of one in most of the considered technologies this is due to the interferer
transmissions being non persistent [24]. The analog phone results in similar trend
on the number of packet burst errors with 70% of the burst length lying within 2 to
7. However, in case of symbol error bursts, we observe majority of the burst errors
lie within the length of 1 to 7 in case of CIG and 1 to 3 in case of actual phone.

Figure 5.10: Packet error burst length comparison for a packet size of 40 bytes.
The comparison of the symbol burst error lengths is presented in Figure 5.11.
In case of microwave oven, the symbol error burst has similar behavior in case of
both the systems, however, maximum packet bursts have a length of 1 to 3 for CIG
and the number of packet bursts remains constant from length 1 to 10 for actual
microwave oven. As in case of wireless camera, we observe burst errors of varying
lengths for actual camera, but in case of CIG we see 80% of the packet bursts lie
with in 1 to 2. For the symbol error burst, we see that, in both the systems 90% of
the errors lie within 0 to 4, however, in case of actual wireless 70% of the burst errors
are of length 1 and CIG results in only 40% of symbol burst errors with length 1.

Figure 5.11: Symbol error burst length comparison for a packet size of 40 bytes.
In Chapter 4 and 5 we discussed the design and implementation of the CIG platform
which can be integrated in testbeds to facilitate wireless coexistence experimentation.
Our design highlights three interfaces of CIG which include record and playback,
PHY implementations and commercial chipsets. The record and playback interface is
used to incorporate interferers which are not typically RF radios such as microwave
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ovens. We also implement the PHYs of analog phone, wireless camera and digital
FHSS phone which are hosted in the PHY implementation modules. In order to
cover all the prevalent interferers and have a high realism we use off-the-self chipsets
of WiFi, Bluetooth and ZigBee devices. We explore the capability of the USRP
in terms of its record and playback feasibility and limitations to achieve desired
performance for certain aspects such as high hopping rate and provide solutions to
overcome such limitations.
We conduct a thorough evaluation of the generated interference patterns by
comparing them against the actual interference sources in the temporal and spectral
domain. We achieve a reasonable accuracy for microwave oven and analog phone
which depict a frequency sweeping and frequency static behavior. In case of high
rate frequency hopping interferer such as wireless camera, the hardware limitation
only allows achieving 62.5% of the actual hopping rate used. These results can
be extended to interferer types showing similar temporal and spectral behavior.
We further analyze the impact of the generated interference on an IEEE 802.15.4
communication link and achieve reasonable similarity in the PRR and the packet
corruption rate. We also achieve comparable results in case of channel noise and
link quality for the discussed interferer types. Therefore, CIG can be used to replace
interferer’s which follow on-off transmit power pattern or which occupy the channel
continuously at a fixed frequency. CIG can also be used to implement devices whose
hopping rate is below 280 hops/s.
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In this chapter, we discuss the design and implementation of the collaborative
interference source localization scheme. Distributed and collaborative algorithms are
designed by exploiting the parallelism in the network and inter-node communication
so as to compensate for the computational limitation of the individual node. We
consider a static network where all nodes have similar capability of transmission
power, radio sensitivity and we assume that interferers radiate isotropically. We
also assume that the nodes lie either in the interfered region where they cannot
send messages or receive messages from neighbors or lie outside the interfered region
where they are not affected by the interference. We also assume that the sensor
nodes lie in the range of their neighbors to be able to decode the messages or they lie
at a distance where they cannot hear the transmitted messages. This is assumed so
that the nodes can differentiate between the inter technology and cross technology
interference.

6.1 Iterative Search Localization Design
In our approach we consider RSSI-based range estimation scheme to find distances
between the interference source and the sensor nodes. We select RSSI based scheme
as it is computationally inexpensive compared to the methods such as time of flight.
Further, we cannot estimate AoA due to the hardware limitation of the TMote
Sky node which has a single omnidirection antenna. Although, RSSI ranging is
error prone in indoor environments, it is faster compared to the other schemes and
provides reasonable accuracy if the scanning and filtering is performed accurately.
The localization process is divided in an online and offline process where the
online processes runs on the sensor nodes and the measurements are collected to
run the optimization script offline. To localize the interferer, we use an iterative
scheme in which we iterate over a selected coordinates in the network in order to
maximize the accuracy of estimating interferer position. We model the network as a
connected graph G(V, E) where V denotes the set of nodes in the network and E
represents the edges connecting the nodes. We assume that we know the positions of
some nodes in the network. These nodes behave as anchor nodes. Using the anchor
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nodes the other nodes can localize themselves using any of the discussed range-based
or range-free localization schemes. Since node localization is not the goal, we do
not elaborate on localizing the non anchor nodes. We list some of the challenges
of RSSI-based indoor localization to highlight the design goals leading to a robust
interferer localization scheme.
• We observed that the RSSI does not decrease proportional to the distance,
when experiments were conducted in an indoor corridor environment with a
pair of TMote Sky nodes. We increased the distance between the transmitter
and receiver node and measured the signal strength at the receiver. At a
distance of 3 meters we observed an RSSI value of -56 dBm, and at 10 meters
we measure RSSI of -52 dBm, these measurements largely deviate from the
IEEE 802.15.4 RSSI v/s. distance model [16].
• We place the devices in various rooms to study the effects of the presence of
walls and obstacles. During some of our measurements, we observe a stronger
signal in different room as compared to LoS path. When the node is placed in
the neighboring room with a wall separating the two, the difference exceeds
20-25 dBm in multiple of experiment runs.
• We observe differences in the RSSI value of two different TMote Sky nodes
placed at the same distance from the transmitter and in the same environment
settings. We observed an RSSI difference ranging from 3 to 7 dBm.
• We observe a large spread in the mean and the standard deviation of the RSSI
measurements due to fading.
• We observed a significant difference in the RSSI value when the same device
transmits modulated and unmodulated carriers. The unmodulated carriers
lead to 10-15 dBm lower values as compared to the modulated signals.
• The RSSI values sometimes go beyond the specified dynamic range in the
presence of certain devices which transmit narrow band signals.
We conduct the analysis in the office room and the FlockLab testbed. The
conclusion derived from the above observations shows the impact of scattering,
constructive and destructive interference in indoor environments. The hardware
differences result in significantly different observations on different sensor nodes. In
order to tackle the above challenges, we need to address each of the above factors to
minimize localization errors. Our design approach can be divided to the following
steps. Here, we briefly discuss the important elements of the algorithm design which
are explained in detail in the implementation section.
1. RSSI Scanning: In this stage we set the scanning parameters to achieve high
sampling rate, avoid wrong RSSI values, compress and buffer the measurements
to transfer and dump the values to a central server.
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2. RSSI Filtering: In this stage we perform a passive interferer presence detection
to selectively buffer the RSSI measurements, we control the automatic gain
control and amplifier stages of the radio to prevent the measurements from
exceeding beyond the dynamic range specified.
3. Determining Prorogation Loss Characteristics: Here we exchange packets
amongst all the nodes in the network to determine the propagation loss
characteristics of the medium. This stage is necessary as every node will
experience different multipath and shadowing effect which will affect their
received signal strengths. We calculate the path loss exponent specific to each
node which will be utilized in the later stage for distance estimation.
4. Identifying Ideal Anchor Nodes: Depending on the distance between the nodes,
measured RSSI values and path loss exponent, we determine a set of ideal
anchor nodes in the testbed which are least affected by the environment. These
nodes will be preferred anchor nodes while running the iterative search scheme.
5. Curve Fitting for non Ideal Nodes: To the nodes severely affected by multipath
and shadowing, we apply curve fitting in order to increase the accuracy of the
next stages.
6. Region Selection to run the Search Optimization Algorithm: In this stage we
exploit the fact that the RSSI readings amongst neighboring nodes will display
some level of correlation. By using radial basis function we estimate the region
likely to be affected by interference, this will significantly reduce the iterations
involved to find the interferer location by avoiding iterating at each and every
gird location in the testbed.
7. Collecting Measurements to run the Iterative Localization Scheme: Here we
run a search optimization algorithm described in [70] to find the most likely
location of the interference source. However, unlike the method described
in [70], we minimize the region to run the location estimation algorithm. In
addition, we do not select fixed anchor nodes which are selected a priori but
choose ideal anchors depending on their propagation loss characteristics.
In order to run the search for the location having maximum likelihood of the
interferer position, we form constraint matrix representing the anchor nodes and
coordinate points within selected locations in the region. A matching of the constraint
matrix of the grid points with the constraint matrix representing the anchor nodes
is performed to find coordinates having maximal matching.
We assume that the ideal anchor nodes have been selected from the previous steps
and every node has calculated the mean RSSI value representing the wireless signal
strength of the interferer. The anchor nodes broadcast the calculated mean along
with the anchor node ID. The non anchor nodes further rebroadcast this message
until ACK is received from the anchor nodes. After this step each anchor knows
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the RSSI value calculated by the other anchors. We refer to Figure 6.1 for the
explanation of the constraint matrix formation. An×n represents the anchor node
matrix where n is the number of anchor nodes and Sn×n denotes coordinate matrix
for the coordinates lying within the estimated region affected by the interference.
We determine An×n according to the following:


if RSSIi > RSSIj .
1,
Aij = −1, if RSSIi < RSSIj .


1,
if RSSIi = RSSIj .

(6.1)

where RSSIi and RSSIj are the RSSI values received at anchor nodes i and j
respectively. Next, each grid point estimated with the interference region calculates
its own constraint matrix Sij where:


if di < dj .
1,
Sij = 0,
if di = dj .


−1, if di > dj .

(6.2)

Here, di and dj represent the euclidean distance between the grid point and the
anchor node i and node j respectively. After the anchor node constraint matrix and
the distance constraint matrix have been evaluated, we iterate over each selected
coordinate and find the match between the distance matrix at that coordinate and
the anchor node constraint matrix.

Figure 6.1: Constraint vector formation by the anchor nodes.
We now elaborate on the iterative search algorithm. Figure 6.1 represents the
RSSI values obtained during an experiment conducted in an office environment with
an analog phone as an interferer. Using RBF we populate the area with the RSSI
values to minimize the region to run the iterations as shown in Figure 6.2.
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Figure 6.2: Populating the grid with RSSI values calculated using RBF.
The anchor node matrix is calculated by comparing the mean RSSI values received
by each anchor.

RSSI1
RSSI2
A=
RSSI3
RSSI4

= RSSI1
> RSSI1
> RSSI1
< RSSI1

RSSI1
RSSI2
RSSI3
RSSI4

< RSSI2
= RSSI2
> RSSI2
< RSSI2

RSSI1
RSSI2
RSSI3
RSSI4


< RSSI3
< RSSI3 

= RSSI3 
< RSSI3



0 −1 −1
A = 1 0 −1
1 1
0
Similarly, we calculate constraint matrix for selected coordinate points. Here we
compare the distance of each coordinate point from the anchor node and populate
the matrix.

S3,4



d1 = d1 d1 > d2 d1 > d3
= d2 < d1 d2 = d2 d2 > d3 
d3 < d1 d2 > d3 d3 = d3

S3,4



0 −1 −1
= 1 0 −1
1 1
0

We perform a matching of the two matrices to check the coordinate points which
give maximum matching. As seen S3,4 achieves a matching of all the 9 elements.
However, we iterate at all the grids points lying within the selected region and
S3,3 , S4,3 and S4,5 also leads to matching of all the 9 elements. If we get only one
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coordinate with maximum match we consider this as the estimated location of the
interferer, if more than 1 coordinates give the maximum match, the centroid of those
points is taken. As a result in this case we calculate the centroid of all the grid
points which achieve maximum matching as shown in Equation 6.3.
3+3+4+4 4+3+3+5
,
)
(6.3)
4
4
which results in the estimated location at (3.5, 3.75) with an error of 0.56 m.
Ix,y = (

6.2 Implementation
We implement the localization schemes on TMote Sky nodes consisting of chipcon
CC2420 radio and use Contiki OS for development. In order to test the designs, we
first carry out experiments in the office room and later conduct evaluations in the
FlockLab testbed.

Scanning and Filtering RSSI Readings
The RSSI measures the strength of the radio signal received. However, the RSSI
values are not the signal strength at the receiver antenna which is total received
power in mW, instead, the RSSI value calculation depends on the implementation
architecture and is technology specific usually reported as a discrete value. The
CC2420 [15] radio has a built-in RSS indicator which provides a digital value that
can be read from the RSSI.RSSI VAL register, which provides signed 2’s complement
values. The RSSI value is averaged over 8 symbol periods lasting 128 µs. The RSSI
dynamic range is from -100 dBm to 0 dBm, with an accuracy of ±6 dB and linearity
of ±3 dB which is the relationship between RSSI and the received power at the
antenna. Equation 6.4 is used to compute the received signal power in dBm.
Prx = RSSIV AL + RSSIOF F SET [dBm]

(6.4)

where RSSIV AL is the calculated average value over the 8 symbol periods and
RSSIOF F SET was empirically found during system development to be - 45 dBm [15].
This value is based on the RF front-end characteristics and the receiver sensitivity
of the CC2420 transceiver chip.
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Algorithm 1 shows the steps involved in the interferer localization approach.
Algorithm 1 Interferer Localization Algorithm.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:

N odeid ← 1
T ransmit P ower ← 0dBm
P acket ← [N ode Coorninates, T ransmit P ower]
for id ← 1 to N odemax do
for T ransmit P ower ← 0dBm to −25dBm do
Broadcast P acket
Receiver N ode ← [N ode Coordinates, RSSI]
end for
end for
Analyze RSSI vs. distance and select ideal anchor nodes (of f line)
M onitor channel noise level
if (RSSI > RSSI threshold) then
Begin RSSI f iltering stage
Buf f er and determine mean RSSI
end if
Estimate the region of interf erer location using RBF
F orm Anchor M atrix (A)
F orm Distance M atrices (S)
max match ← 0
for every grid point (i, j) in the selected region do
for every matrix element (l, m) do
l,m
if Al,m
n×n = S(i, j)n×n then
max matchi,j = max matchi,j + 1
end if
end for
if max matchi,j > max match then
max match = max matchi,j
end if
end for
Interf erer location (x, y) = (0, 0)
grid point = 0
for every grid point (i, j) which results in maximum matching do
(x, y) = (x + i, y + i)
grid point = grid point + 1
end for
Estimate Location (x, y) = ( grid xpoint , grid ypoint )

All the nodes in the network passively scan a particular channel every 10 ms.
We derived this rate empirically by monitoring a single IEEE 802.15.4 channel
and observing the changes in the noise floor. All the nodes maintain a noise floor
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level which is updated during every scan interval. We sample five RSSI readings
in the 10 ms interval and consider the channel as interfered if three or more values
cross the noise floor threshold similar to Clear Channel Assessment performed in
IEEE 802.15.4 [16]. We set an initial noise floor level of -80 dBm. If we detect the
presence of an interferer source, we invoke the RSSI scanner module which scans
the channel for 50 ms to accurately estimate the received signal strength which is
used for distance estimation during localization. The sensor nodes We scan for the
specified duration, because the time profiles of CTI sources differ and by scanning
the channel for longer duration we eliminate the possibility of missing pulses which
occupy the medium for short durations.
RSSI
Sampling

Data Rate: 460kbps
Resolution : 8 bits
Range: [0, -100]
Sampling rate: 60 khz

Avoid saturation
in RSSI readings

Buffer values
above threshold

Store
(value, occurrence)

Mean RSSI
for localization

Activate peak
detectors in the
amplifier stage to
linearize the radio
response

RAM size : 4kB
Only buffer values
above certain
threshold (-70 dBm)

Avoid storing all the
values
Only store the value
and its number of
occurrences

RSSI value fitting
select the mean

Figure 6.3: RSSI Scanner Module.
The RSSI scanner module consist of four stages as shown in Figure 6.3. Before we
start the scanning, we boost the CPU speed, which increases the operating frequency
by 900 kHz (at 3.3 v) over the standard operating frequency of 8 MHz of MSP430
controller [8]. We also disable the interrupts and watchdog timers. This achieves a
maximum sampling rate of 60 kHz at a data rate of 460 kbps.
In the second stage we filter wrong RSSI readings due to the saturation in the
radio demodulation chain as observed in [30]. The CC2420 chip employs Automatic
Gain Control (AGC) loop to maintain correct operation of the ADC. This is done by
maintaining the signal amplitude close to a target value within the ADC dynamic
range. Scanning in the presence of narrowband signals (e.g., microwave oven)
results in ADC saturation which leads to non linearity in the receiver. The non
linear response leads to RSSI values which lie outside the dynamic range as seen in
Figure 6.4.
In order to linearize the radio response and to avoid wrong RSSI readings, the
peak detectors in the amplifier stage should be controlled whose output is used by
the AGC gain control to set the required gain. The CC2420 peak detectors can be
controlled by the AGCTST1 register. We set bit 0 corresponding to AGC reference
to control the peak detectors and enable the AGC peak detector mode by setting
bit 13. The output after linearizing the radio response is shown in Figure 6.5.
In the next stage, we buffer the RSSI readings in the RAM by compressing
the sampled traces by storing the RSSI value and the number of corresponding
occurrences. This allows sampling for longer duration as the RSSI values change
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Figure 6.4: Wrong RSSI readings resulting due to non linear radio response.

Figure 6.5: Response after setting the AGC peak detectors.

slowly and only take discrete values. This strategy helps to overcome the limitation of
MSP430 RAM size which is 4 kB and allows sampling and buffering for a maximum
of 65 ms at 60 kHz without compression. In the next stage, we compute the mean
of the buffered values which is later used for distance estimation as depicted in
Figure 6.6.

Figure 6.6: Estimating the mean RSSI over a range of measurements received in the
interferer presence.
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Path Loss Model and Ideal Anchor Node Selection
In order to locate the interference source, estimating the path loss of the medium is
necessary to apply the log normal fading model. However, the sensor nodes cannot
estimate the path loss by receiving transmissions of interfering sources as it cannot
be decoded. In order to do so, we derive the path loss by using 802.15.4 frames.
Each sensor node exchanges data packets with neighboring nodes to model the
propagation loss characteristics. The nodes send a packet with the information
consisting of its coordinates and the transmit power at which the message was sent.
Every node transmits 10 packets at maximum transmit power, inter packet delay
of 25 ms and set the transmission channel to 26 to avoid any interference. The
receiving nodes log the RSSI values for every packet received. We first divide the
testbed into grids as shown in Figure 6.7 and calculate the path loss exponent for
each node.
The path loss experienced by every node will be different due to the differences
in the multipath and shadowing effects experienced by the node. Thus, every node
maintains its own path loss exponent value which is computed as the average of the
individual path loss exponent values. We apply the calculated path loss value to our
interference localization model. Since both the devices (sensor nodes and interferers)
operate at the same frequency the propagation loss characteristics will be similar.
The path loss exponent is calculated by the following equation:

P LE =

RSSIdo − RSSIdij
10 × log10 (dij )

(6.5)

Where RSSIdo is the RSSI at a reference distance and RSSIdij is the RSSI value
at a distance di j. However, the IEEE 802.15.4 standard recalculates the path loss
according to Equations 6.6 and 6.7 [16].
Pld = 40.2 + 20 log10 (d), for d < 8 m

(6.6)

d
Pld = 58.5 + 33 log10 ( ), for d > 8 m
8

(6.7)

where Pld denotes the path loss in dB at distance of d meters and transmit power
of 0 dBm.
We conduct experiments in order to verify the above assumption. We place two
TMote Sky nodes at a distance of 5 meters. The transmitter node sends a continuous
burst of packets to the receiver node at the maximum transmit power (0 dBm).
The receiver node logs the RSSI value of the received packet. We also measure the
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RSSI value of the received packet when the transmitter node is placed 1 meter away.
This serves as the reference transmit power. Applying the log distance model, we
estimate the path loss exponent. We calculate the path loss exponent to be 3.577.
Next, we replace the transmitter node by interference source. The receiver node
receives the transmissions from the interferers and applies the path loss exponent
derived in the previous step to verify the distance. Our results for the line of sight
case are shown in the Table 6.1.
Interferer
Microwave Oven
Analog Phone
Wireless Camera

5m
4.48m
4.8m
4.11m

8m
6.79m
7.47m
6.23m

12m
10.2m
11.10m
9.86m

Table 6.1: Line of Sight Distance Estimation from the interference sources by modeling propagation loss characteristics.
To calculate the distances in non line of sight case, we place the receiver node
behind a wall at a distance of 5 meters from the transmitter. We obtain a path loss
exponent of 5.58.
Interferer
Microwave Oven
Analog Phone
Wireless Camera

5m
3.94m
4.39m
3.23m

8m
6.28m
6.77m
5.14m

12m
9.83m
11.18m
9.40m

Table 6.2: Non Line of Sight Distance Estimation from the interference sources by
modeling propagation loss characteristics.
We obtain an average error of 1.102 meters for the line of sight case and 2.2 meters
for the non line of sight case. Due to the high errors in the non line of sight
case, it is necessary to select anchor nodes which are least affect by multipath and
shadowing effects. In order to determine ideal anchor nodes, we run a program,
where in the nodes send packets at varying power levels (0 dBm, -5 dBm, -10 dBm,
-15 dBm, -25 dBm). The receiving node then calculates the correlation between the
transmit power and the received RSSI value. The ideal anchor nodes are selected
based on three criteria, number of neighboring nodes, path loss exponent value and
the correlation between the transmit power levels and the received signal strength.
Table 6.3 shows nodes having more than 3 neighbors and the path loss exponent
lying in the range of 2-5. Higher number of neighboring nodes imply better hearing
range and possibly cover multiple directions of incoming signals. Further, path loss
exponent lying within 2-5 in indoor environment imply moderate shadowing and
multipath effect [52]. The next stage of ideal node selection involves estimating
correlation between the sender transmit power and the corresponding received signal
strength as shown in Table 6.4. The selected ideal anchors are shown in Figure 6.7.
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Node ID

2

8

15

3

10

11

28

20

13

14

Number of
Neighboring
Node Connections

4

5

6

6

5

7

8

8

7

6

Average RSSI
(dBm)

-65

-67.4

-72.7

-81.2

-78.4

-76.3

-60.6

-78.7

-67.8

-65

Path Loss Exponent

3.8

2.76

3.34

4.7

3.9

2.87

4.1

2.86

3.7

4.2

Table 6.3: Ideal anchor node selection based on the number of neighbors and path
loss exponent.
Node Id
0dBm
-5dBm
-10dBm
-15dBm
-25dBm

15
-64
-73
-79
-83
-89

10
-59
-61
-68
-75
-81

31
-62
-67
-64
-74
-80

8
-65
-68
-75
-79
-91

11
-58
-64
-72
-77
-94

14
-66
-73
-78
-84
-92

20
-68
-71
-73
-78
-87

40

Table 6.4: Correlation of RSSI values and the transmit power levels of Ideal anchor
nodes.
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Figure 6.7: FlockLab grid division and ideal anchor nodes marked by square boxes.
We also observed a significant difference in the received signal strength values
between sources transmitting modulated carriers and unmodulated carriers. In
order to verify this, we used two TMote Sky nodes and check the signal strength
received at fixed distances in a LOS environment by configuring the test modes
of the CC2420 radio to transmit unmodulated carrier signal. Our results for this
experiment are depicted in Figure 6.8. This can be attributed to the signal shape
of the modulated carriers (e.g., sinc in case of WiFi signals or half-sine in IEEE
802.15.4 [16]) which raises the average RSSI value computed due to signal peaks.
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However, in case of unmodulated noise, such as the one produced by microwave
oven which can be treated as Gaussian and results in lower RSSI values. In case of
localization however, since all the anchors will receive the signal strengths according
to the path loss experienced, this does not lead to any errors. This prevents a path
loss model created for an interferer transmitting modulated packets to be applied to
an interferer transmitting unmodulated noise, although at the same transmit power.

Figure 6.8: Received signal strength of modulated and unmodulated carriers.
In case of non ideal nodes, we fit the RSSI versus distance curve to estimate the
signal strength received at a particular location as shown in Figure 6.9.

Figure 6.9: RSSI curve fitting for a sensor node in an indoor environment with an
analog phone interferer.

Minimizing Search Area using RBF
Here, we use Radial Basis Function (RBF) to minimize the search area to run the
optimization algorithm. The main idea behind estimating the interference affected
region in a network is that the RSSI readings among neighboring locations exhibit
some level of correlations, which can be characterized by certain propagation models.
By making use of such correlations, it is possible to recover more RSS readings
without actual measurements. The measurement data correlations can be employed
for localization employing RSS. This algorithm utilizes a set of fine grained RSS data
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generated by interpolation, which can be used to generate a dynamic signal strength
map. The RBF method constructs the approximation of a surface by solving the
linear Equation 6.8 [51].

s(x) = p(x) +

N
X

λi θ(||x − xi ||), x ∈ R2

(6.8)

i=1

Here p(x) is a polynomial of degree at most k, θ is a continuous basis function,
θ : R+ → R and N is the number of given data (RSS measurements at N anchors).
By solving the coefficient λi and polynomial p(x), the value at any point can be
approximated by an explicit function. To minimize computational cost, we use
biharmonic spline, θ(r) = r and linear polynomial p(x) (k=1) while interpolating.
Interpolating RSSI values by selecting anchor nodes as a reference can estimate the
region affected by interference.

Iterative Search
We integrate the CIG device in the FlockLab testbed to generate controlled interference in order to evaluate the interference localization scheme. We configure the CIG
as an analog phone, microwave oven and wireless camera and observe the affected
nodes and region. Table 6.5 summarizes our results. We then use the commercial
chipset interface of CIG and generate WiFi, Bluetooth and ZigBee traffic. The
results are depicted in Table 6.6.
CIG
Setup

CIG

Figure 6.10: CIG tool placed in FlockLab testbed.
We first estimate the region affected by the interference using RBF and only
consider grid points showing RSSI greater than -60 dBm. We set this threshold as
the possibility of the interferer being in the vicinity of an ideal anchor node showing
RSSI lesser than -60 dBm is low. We then form the anchor node matrix by selecting
the ideal anchors affected by the interferer source and form the distance matrix at
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Interferer
8
15 31 10 11 14 20
Analog Phone
-56 -46 -44 -58 -69 -61 -80
Microwave Oven -58 -45 -52 -67 -74 -83 -91
Wireless Camera -59 -41 -32 -65 -68 -75 -81
Table 6.5: Signal strengths received by anchor nodes corresponding to different
interferers.
Interferer
8
15 31 10 11
WiFi
-62 -58 -55 -88 Bluetooth -73 -72 -87 ZigBee
-74 -68 -85 -93 -

14
-

20
-

Table 6.6: Signal strengths received by anchor nodes corresponding to different
interferers.
each each grid point estimated within the interferer region. The two matrices are
compared to find the maximal match and locate the interferer source.
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We evaluate the accuracy of the proposed localization technique by evaluating the
point level localization accuracy and the grid level accuracy. Further, we compare
the proposed scheme with popularly used range based and range free localization
techniques adapted to localize the uncooperative interference source.

7.1 Error Estimation
We calculate the point level accuracy as the Euclidean distance between the ground
truth value according to the testbed location (xgt , ygt ) and the estimated location
(xest , yest ). The localization error is given by Equation below:
P ointAccuracy =

q
(xest − xgt )2 + (yest − ygt )2

(7.1)

We define grid level localization accuracy as a binary metric depending on weather
the estimated grid number is correct. We define grid level accuracy as below:
(
1, if the estimated grid is correct.
GridAccuracy =
0, if the estimated grid is not correct.

(7.2)

The results shown in Table 7.1 are averaged over 10 experimental runs conducted
during evening and night hours to minimize external interference in FlockLab testbed.
The table shows minimum, maximum and average error over 10 experiment runs
where the interferer is placed at the same location.
We observe lower point level and grid errors in case of interferers having smaller
standard deviation in their received signal strength values such as analog phone
and ZigBee as compared to interferers such as microwave oven or WiFi which
have an average fluctuation of 6-7 dBm in their RSSI. The average distance error
against the RSSI fluctuations is shown in Figure 7.1. The sources that transmit
at a constant power level are less affected by the multipath and shadowing effects,
and the neighboring nodes receive a constant RSSI value. Whereas in the case of
interferers with varying transmit power levels, the neighboring nodes experience rapid
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Min. Error [m]
Max. Error [m]
Avg. Error [m]
Avg. Grid Accuracy

Analog Microwave
Phone
Oven
1.2
2.4
2.23
2.7
1.8
2.54
[%]
89
62

Wireless
WiFi
Camera
2.1
2.71
3.4
3.20
2.69
2.48
68
74

Bluetooth

ZigBee

2.45
3.58
2.70
63

1.3
1.75
1.55
92

Table 7.1: Point level and grid level accuracy of iterative search localization.
fluctuations in the RSSI values coupled with the multiple sub-carriers experiencing
different multipath and shadowing which contributes to high errors.

Figure 7.1: Average localization error as a function of RSSI standard deviation.

7.2 Comparison of Localization Approaches
We compare the iterative localization scheme with the centroid approach [46] and the
weighted centroid scheme [59] which can be used to localize uncooperative wireless
radios. We provide an overview of both these techniques and compare the percentage
error in the point level accuracy.

Centroid Approach
In the centroid approach, the source location is estimated by picking the centroid
of 3 anchor nodes receiving the highest power (RSSI readings) from interference
device. This technique assumes that the network has high node density to minimize
errors. The nodes collect the RSSI readings using the filtering approach described
above and broadcast the mean RSSI along with their locations and node ID’s. The
nodes receive the broadcasts and selects the 3 highest RSSI readings for centroid
computation.
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(xest , yest ) = (

x1 + x2 + x3 y 1 + y 2 + y 3
,
)
3
3

(7.3)

where x1 , x2 , x3 and y1 , y2 , y3 are x and y coordinates of the nodes receiving highest
RSSI readings from the source.

Weighted Centroid Localization
The weighted centroid scheme weights the distance from the anchors, where the
weighting factor is the RSSI value. The interference source is assumed to be at the
center area of a circle. Since the sensor nodes that obtain enough received power
form a circle around the transmitter and the sensors within this circle are used
to jointly estimate the position of the transmitter. The number of nodes within
the circle is affected by several factors, such as transmit power of the interference
source, node density and node selection methodology. Let the interferer located at
the center, have coordinates defined by LI = (xI , yI ) and for the ith sensor node, the
2-dimensional location as Li = (xi , yi ) where xi 2 + yi 2 ≤ R2 , considering N nodes in
a circle of fixed radius R. The sensor nodes are placed independently and they self
localize themselves using the anchor nodes. The received power from the interferer
at ith node can be given by:

Pi = P0 − 10γ log(

||Li − LI ||
) + si dB
d0

(7.4)

in which Pi and P0 are the received powers at the ith node and at a reference
distance respectively (which is assumed to be unknown). These two terms and
γ (path loss exponent) characterize the path loss of the medium. The collection
of shadowing variables can be denoted as s = [s1 , s2 , ..., sN ], its distribution is
characterized as N (0, ηs ), where the following shadowing cases can be considered:

ηs =

(
σs 2 IN , i.i.d case,
(σs )ij = σs 2 e

−||Li −Lj ||
Xc

(7.5)
, correlated case,

where Xc is the correlation distance within which the shadowing effects of nodes
are correlated, IN is the identity matrix with dimension N. The 2-dimensional
estimated location of the source is calculated as:
PN
LI =

wi Li
Pi=1
N
i=1 wi

PN

= Pi=1
N

(Pi − Pmin )Li

i=1 (Pi

− Pmin )

(7.6)
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min )
where the weight wi of node i is defined as wi = (Pi −P
, i = 1, 2, ..., N where
δP
Pmin is a constant calculated from average received power of the node on the border
(or the minimum received power), Pmax is the maximum received power among the
nodes and δP = Pmax − Pmin .

Comparison
We first compare the three techniques with respect to the path loss exponent (see
Figure 7.2). We observe that as the path loss exponent increases the iterative search
and the centroid scheme results in higher accuracy. Centroid scheme results in high
errors for low path loss exponent as it only accounts the three anchors receiving the
highest signal strength and does not account for the presence of obstacles in the path.
However, when higher path loss exponent is considered for distance estimation the
centroid scheme shows low errors due to higher accuracy in distance estimation for
trilateration. The weighted centroid scheme considers the least RSSI value and the
maximum RSSI and weights the computed distances. Due to the weighting, the path
loss exponent does not have much contribution in changing the accuracy. In case of
iterative search, we observe increase in the accuracy till the path loss exponent is 4.
This is due to the formation of the anchor matrix which yields maximal matching at
a coordinate point minimizing the error.

Figure 7.2: Average point level localization error as a function of path loss exponent.
In Figure 7.3 we compare the three schemes with respect to number of considered
anchor nodes. As the number of anchor nodes considered for the localization
procedure increases, the accuracy increases. In case of centroid and weighted
centroid approach this is due to the trilateration performed with multiple distances,
involving multiple anchors which masks the errors due to multipath and shadowing
effects affecting few nodes. A similar argument can be applied to the iterative
localization scheme, however the higher accuracy here, is due to maximal matching
performed with higher number pf anchor nodes which minimizes errors eliminating
matching of incorrect coordinates.
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7.2 Comparison of Localization Approaches

Figure 7.3: Average localization error as a function of number of anchor nodes.
Thus a higher path loss exponent, low standard deviation in the RSSI values
and high number of anchor nodes is a requirement to gain higher accuracy in the
iterative localization scheme.
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8 Conclusion
In this thesis, we investigate means to facilitate wireless coexistence experimentation
due to the rapid proliferation of wireless devices in the unlicensed ISM band. To
this end, we have designed and implemented a controlled interference generator
platform to expose wireless networks to realistic and repeatable interference patterns.
This will largely help to understand the coexistence mechanisms and debug the
performance of wireless protocols under interference. In order to troubleshoot the
network performance, we also put forth an algorithm to localize high power interfering
radios in an indoor wireless network using low-power wireless sensor nodes with
severe constraints on their performance and energy.
In order to design a platform, which incorporates prevalent wireless devices operating in the unlicensed band, we first analyzed the temporal and spectral characteristics
of the interference patterns generated. Based on our analysis, we categorize the
interferers in to three types, 1. Consumer wireless devices, 2. Interferers which
are not RF radios and 3. Devices following standard communication protocols.
To have a high realism in the interference patterns, we provide three interfaces to
generate each type of interference. The SDR is used to provide record and playback
functionality to generate interference depicted by devices such as microwave oven,
where we are agnostic to their physical layer. We also use the SDR to generate
interference patterns shown by devices such as analog phones and wireless camera by
implementing their PHY in software. To address the hardware limitations of SDR in
implementing wireless standards such as WiFi and Bluetooth, we utilize off the shelf
chipsets interfaced with an embedded computer to generate interference patterns
depicted by prevalent communication standards. We conduct temporal and spectral
evaluation of the generated patterns and quantify the impact on communications
links. We achieve high accuracy for interferers which show frequency sweeping and
static frequency behavior. In case of interferers such as wireless camera, we cannot
reach the specified hopping rate due to the USRP hardware limitations which results
in low accuracy for interferers having hopping rate greater than 280 hops/sec.
To debug the network performance, we also propose a technique to localize the
interferer in a wireless network. The proposed technique relies on RSSI based
distance estimation and modeling the propagation loss characteristics in an indoor
environment to mitigate the ill effects of multipath and shadowing. We select the
anchor nodes showing ideal relationship between distance and received signal strength
and iterate over a selected gird points lying within the interference affected region
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8 Conclusion
to localize the interferer. We achieve an average point level accuracy of 2.1 meters
and observe that higher accuracy is achieved with environments having higher path
loss exponent with interferers showing low standard deviation in the RSSI values.
We also observe that, as the number of ideal anchor nodes increase, the accuracy of
localization increases proportionally.
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9 Future Work
CIG Evaluation in a Multi-Hop Scenario
We have validated CIG with respect to a single hop communication network. In
order to have a detailed understanding of the generated interference patterns with
respect to number of affected nodes and region under interference, it will be beneficial
to validate CIG accuracy in a tested setup in multi-hop network. Conducting the
validation in a large network, will also help to understand factors such as area
coverage and effect on routing protocols.
Further, higher versions of USRP such as USRP X310 [14] can be used to implement
the physical layer of interferers having fast hopping rates as the X series provides
a baseband bandwidth of 120 MHz and a user-programmable Kintex FPGA with
better hardware performance which can achieve higher hopping rates. These features
are as well helpful to record and playback interferers occupying bandwidth, higher
then 40 Mhz.
As a possible application of CIG, to quantify impact of coexisting technologies
in the unlicensed bands, we evaluate the impact of IEEE 802.15.4 transmissions on
WiFi, Analog Phone, Bluetooth and ZigBee devices. We provide the experimental
setup and results in the Appendix section.

Making Routing Protocols Aware of Interferer Location
An application of localizing the interferer source is integrating this information in
routing protocols, so as to make them interference aware and avoid the interference
affected region. However, first we need to understand the mechanisms used by
current routing protocols to mitigate the impact of interference and repair the
affected routes. We conduct this study on RPL [10] which is a widely used protocol
in low-power networks. We evaluate the performance of RPL with respect to its
route repair mechanisms so as to investigate the latency involved in repairing the
interference affected routes and analyzing the feasibility of integrating the localization
information. We conduct experiments on the FlockLab testbed to investigate the
RPL behavior. The detailed results are provided in the Appendix section.
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9 Future Work
Although the approach discussed in thesis has be carried out before beginning the
RPL protocol, the information about the interferer location, can be integrated in
the RPL DIO message whose function is to form the Directed Acyclic Graph (DAG)
towards the root node. Each node gets a rank based on its link quality and attains
a particular position in the DAG tree. A node always selects a parent node with a
lower rank then its own. To make the tree aware of the interferer location, the rank
of the nodes can be calculated in such a way that the nodes closer to the interferer or
the ones lying within the interference affected region attain lower rank such that, the
child nodes do not select them as parents during the interferer active period. This
ranking can be dynamically changed after detecting the presence of the interferer
and resorting to the possibly optimal route during the inactive period. The new
route can be stored in the cache of each node (i.e. the new parent of each node) and
retrieved when a high energy is sensed on the channel or when acknowledgements are
not received from the neighboring nodes. A comparison can then be made between
the repair time taken by the RPL protocol and fetching and constructing new route
based on the interferer location. Based on our analysis of the time taken by RPL
to repair routes, fetching a predetermined interference aware route can have lower
latency in end-to-end packet delivery.
In this thesis, we detect and localize a single interferer in a testbed setup. A
possible direction of research, is to detect and identify the presence of multiple
interferers in a large testbed setup and localizing them. This can be achieved by
identifying the unique signatures of different interference sources with respect to their
RSSI values and estimating presence of multiple RF radios. The unique signature
associated to one device can be used to find the mean RSSI and run the iterative
localization scheme.
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A First Appendix
Demonstrating an Application of CIG
Here, we use a TMote Sky node as a IEEE 802.15.4 device and quantify its impact
on coexisting technologies by using CIG. We first disable CCA on the TMote Sky
node and transmit 127 byte packets at the maximum transmit power (0 dBm) at an
interval of 5 ms, so as to saturate the channel. The receiver node placed 4 m away
logs the number of received packets. We first check the impact of these transmissions
on WiFi. We configure CIG to generate saturated WiFi packets to a client placed
4 m away. At a transmission bit rate of 350 Mbps, transmit power of 17 dBm .The
TMote Sky node is placed 1 m away from the client. IEEE 802.11 performs carrier
sensing before transmission, but the IEEE 802.15.4 transmissions are too weak to
defer WiFi transmissions. We check the packet loss rate and the bandwidth change
in a [0.0-10.0] Sec window. We observe a negligible impact on the packet loss rate,
however we could observe a bandwidth reduction from 27.5 Mbps to 27.23 Mbps
when the TMote Sky node was placed just besides the WiFi transmitter resulting in
backoffs.
To check the impact of 802.15.4 transmissions on a Bluetooth link we configure CIG
to send 500 packets, each of length 27 bytes, no gap between subsequent transmissions
and a transmit power of 4 dBm. Since Bluetooth employs frequency hopping, we
perform the experiment configuring the TMote Sky node to transmit on all the
16 channels by performing channel hopping every 20 ms. 802.15.4 transmissions
last for 4.2 ms for a packet length of 127 bytes. This time is enough to interfere
with Bluetooth packets which have significant less on air time (625 µs). We observe
an average PRR of 94.3% in the presence of TMOte Sky node and 96.7% without
TMote Sky.
To evaluate the impact on analog phone transmissions, we configure CIG to
generate a packet every 3 ms with a packet length of 17 bytes and at a transmit
power of 20 dBm. We transmit a total of 1000 packets and the CIG receiver
logs the total number of received packets. We observe the same PRR irrespective
of 802.15.4 transmissions, confirming that, the technologies employing no backoff
methodology and which transmit at high power are not affected by low power
802.15.4 transmissions.
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A First Appendix
We perform similar experiment on a ZigBee transceiver pair and observe significant
drop in the PRR when the TMote sky node is transmitting. The ZigBee transmitter
sends 1000 packets of length 100 bytes at an interval of 10 ms and transmit power
of 0 dBm. Thus, technologies adopting clear channel assessment and transmitting
at low power such as ZigBee will backoff causing no transmissions or packet losses
resulting in low PRR.
No Interference

Actual Device

Figure A.1: Impact of IEEE 802.15.4 transmission on coexisting technologies.
Similarly, CIG can be used to quantify the impact of inter-technology-interference
on coexisting wireless technologies.

Analyzing RPL with respect to Route Repair
Mechanisms
We study RPL to evaluate the time required to reroute a packet by selecting a new
parent or a sibling in case a parent node is under interference. We use null rdc and
csma driver as we want to study the timing behavior devoid of any duty cycling
behavior.
We run UDP data collection experiments having one root node, 25 forwarding
nodes and 5 leaf nodes which generate a packet after every 2 seconds. First we
use RPL Objective Function 0 (of0). The Goal of the of0 is for a node to join a
DODAG Version that offers good enough connectivity to a specific set of nodes. Of0
doesn’t use any specific metrics to select parents, thus there is no guarantee that the
path will be optimized. We run the experiment for 2000 seconds on the FlockLab
testbed. Figure A.2 shows the parents selected by individual nodes when using Of0
and Table A.1 shows the packet loss percentage.
In the next experiment we keep all the parameters the same as above except we
change the RPL objective function to Minimum Rank with Hysteresis Objective
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Figure A.2: RPL DODAG Formation with null RDC, CSMA MAC, of0, TX Power
20dBm.
Leaf Node Packet Loss Rate
15

4.3%

16

5.6%

18

5.8%

17

7.7%

7

6.9%

Table A.1: Packet loss rate using Of0 as Objective Function in RPL.

Function (MRHOF). The Minimum Rank with Hysteresis Objective Function,
MRHOF, is designed to find the paths with the smallest path cost while preventing
excessive churn in the network. It does so by using two mechanisms. First, it finds
the minimum cost path, i.e., path with the minimum Rank. Second, it switches to
that minimum Rank path only if, it is shorter (in terms of path cost) than the current
path by at least a given threshold. This second mechanism is called ”hysteresis”.
The path cost may be determined by metrics such as hop count, latency, or ETX.
In our experiment we select ETX as the metric.
We conduct both the experiments 5 times. The parent selection remains the
same, however the packet loss differs by 0.7% -1.5%, the loss rate in Table A.1 and
Table A.2 is the average packet loss rate per node during the 5 experiment runs (All
the experiments were scheduled to run between 2:00 AM - 5:00 AM).
In the next experiment, we evaluate the time required by the child node to switch
to a new parent or a sibling, in case the original parent is under interference. We
switch off the radio of some nodes as depicted in the Figure A.4 while running the
experiment and evaluate its effect on route selection.
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Figure A.3: RPL DODAG Formation with null RDC, CSMA MAC, mrhof, TX
Power 20dBm.

Leaf Node

Packet Loss Rate

15

3.9%

16

5.5%

18

5%

17

11.2%

7

5.7%

Table A.2: Packet loss rate using MRHOF as Objective Function in RPL.

The DODAG parent table stores the list of available backup parents and orders
them according to their ranks. When a chosen parent is not reachable the child
node performs the following actions in the order given below:
1. Triggers RPL link neighbor callback
2. Recalculate parent rank
3. Set a new preferred parent (depending on the ranks calculated in the previous
step)
4. Remove default rank through the original parent
5. Add default route though the new parent
We first evaluate the time taken to build the complete DODAG Tree i.e. all the
leaf nodes (18, 16, 15, 7 and 17) has route towards the root node. We calculate the
time taken in 3 different scenarios as depicted in Table A.3.
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Figure A.4: RPL DODAG Formation with null RDC, CSMA MAC, mrhof, TX
Power 20dBm.
Scenario

Of0

mrhof

cold start

1.6 min

1.42 min

cold start of non root node

0.99 min

1.37 min

cold start of root node

1.10 min

1.44 min

Table A.3: DODAG Tree Building Time.
Next, we check the total number of RPL control messages broadcasted by the
nodes until the DODAG tree is setup (using mrhof objective function), after the
initial setup (when UDP msg forwarding is going on), some of the nodes are removed.
The RPL DODAG is first allowed to setup and the number of control messages
taken till this point are tracked. Next (after the tree is fully setup 1.42 min), we
wait for 2 min to allow the nodes to forward the UDP traffic generated by the nodes.
Next, we remove some of the nodes as shown in Figure 14 and track the control
messages, we do the same after alternate parents are chosen by the nodes dependent
on the removed nodes for 2 min. As expected due to the RPL link neighbor callback
and rank recalculation functions to set a new parent the number of DIS and DIO
messages increase as compared to network setup as depicted in Figure A.5. To
track the RPL control messages, we log the radio messages and analyze them using
Wireshark and 6LowPan PCAP analyzer.
We evaluated the average time taken by a node to select new parent/sibling in a
network with a node density 25-30 to be 1.20 min-1.40 min. We run a CTP protocol
on Flocklab with exactly same number of leaf nodes, forwarders and a single root
node and get similar packet reception ratios as RPL. This indicates that RPL control
messages does not affect the link quality.
In the next set of experiments, we deleted particular regions from FlockLab in
order to check the impact on the route rebuilding process when the interferer affects
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Figure A.5: Number of RPL control messages broadcasted.
several nodes in the network. We remove Node 31, 32, 10, 26 after a tree is formed
as per Figure A.2 with null rdc and csma driver. We analyze the impact using both
objective functions of0 and MRHOF. We observe that RPL triggers global repair
with a network reset time of 38087 ms.
We observe network build times in the order of 38-40 sec in case of region failure
in the RPL network. By integrating information about the location of the interferer
source in the routing protocol, proactive steps can be taken after interference
detection and localization which can result in lower latencies in the network rebuild
process and can result in lower packet loss rate and increased energy efficiency.
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