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Abstract
Over the past years, online digital communication has seen a rapid development. Worldwide a growing
amount of people are connected to the Internet while increasingly operating multiple devices at the
same time. Mobile applications and services that use the Internet have affected our daily lives,
increasing our consumption of digital goods. It is forecasted that we will see a global 7-fold growth of
mobile data traffic during the period 2016-2021, and estimations are that half of this will be offloaded
to fixed networks (e.g. WiFi networks). Simultaneously, Internet speeds have grown considerably over
this period. With this fast growth of wireless communication, existing infrastructures face challenges
to support the demand for high throughput.
One solution is to move from the traditional network -having one antenna covering a larger area- to a
denser grid consisting of short range antennae. In this “small cell” architecture, access points are
designed for short-range communication supporting high data rates, making it particularly suitable for
indoor scenarios. Additionally, the multitude of antennae improve the architecture, allowing it to better
handle simultaneous data streams generated by an increasing number of mobile devices.
This research focusses on the utilisation of the concept of “small cells” in Wi-Fi technology for the
purpose of an indoor localisation service for a shopping mall setting. Currently, such services are rare,
as they are limited by the privacy regulation. In light of this, the aim is to investigate how existing
business models can generate value using such a service. An additional aim is to investigate how the
privacy legislation affects the generation of valuable business propositions for an indoor Wi-Fi based
localisation service.
The research consists of a legal and a technical aspect. By doing a theoretical study, the legal aspect
investigates the relevant legislative framework consisting of the EU General Data Protection Regulation
and the ePrivacy Regulation. Using an empirical approach, the technical aspect examines the added
value of a Wi-Fi small cell network architecture for localisation purposes using the proximity technique,
and looks at how a localisation service could work given the use scenario of a shopping mall.
The results of the technological aspect show that for a shopping mall use scenario, the proximity
location approximation is most suitable. This is based on the expected large number of tracked targets
and the relative low complexity of the technique. Additionally, the smaller range of the small cell WiFi setup is of added value when using the proximity technique, as it allows for more precise localisation.
The results of the legal aspect consist of a framework that maps the privacy considerations that have to
be considered when implementing a Wi-Fi based localisation service. In addition, it is investigated how
the use of “personal data” (i.e. MAC addresses) necessary for the localisation service can be combined
with legal compliance.
The main implication of this research is that it remains possible to generate value with a localisation
service. By being able to distinguish individual targets in range of a wireless network, and linking this
data to a specific geographic area and time, the service is capable of providing valuable information
related to the commercial performance of a shopping mall. The privacy legislation affects the generation
of valuable business propositions to the extent that it creates initial barriers for innovation that consist
of regulatory uncertainty and an increased burden for the data controller.
Future research can extend to the technical aspect of this research by implementing a small cell network
architecture in an actual shopping mall in order to better assess the performance of the localisation
service. Also, the use of a roaming environment instead of a client initiated hop is expected to benefit
the performance of the localisation service, and would therefore be an interesting area for future
research. In relation to the legal aspects of this research, future work could extend on the potential
economic benefits related to the legal harmonisation, as increased ease of implementation in EU
Member States may create valuable new opportunities.
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Chapter 1: Introduction
1.1 Current situation Wi-Fi communication infrastructure
In the past several years, online digital communication has seen rapid development. Worldwide a
growing amount of people is connected to the Internet with increasingly multiple devices at the same
time. The Internet becoming fully mobile and universally available has been one of the most dramatic
trends in ICT innovations in recent years (Kellerman, 2010). Mobile applications and services that use
the Internet have penetrated into our daily lives. Combined with trends like the streaming of high
resolution multimedia this has created a growth in demand for reliable permanent and instant access to
data with high speed. In their Visual Networking Index, Cisco (2017) forecasts a global 7-fold growth
of mobile data traffic in the period 2016-2021, and estimates that half of this will be offloaded to fixed
networks (e.g. WiFi networks). By straightforward extrapolation, we may expect a several hundredfold increase in traffic within the next ten years, and growing beyond that (Baldemair, et al., 2013).
The question is; where is this heading? According to Baldemair, et al., (2013) we are transitioning
towards a fully connected networked society, where everything that can benefit from a wireless
connection will be connected. This does not only include laptops, smartphones or tablets, but also a
network of physical objects known as the Internet of Things. As a result, Skubic et al. (2015) argue we
will see a massive growth in the number of connected devices. Indeed, by 2020 Gartner (2013) expects
an almost 30-fold increase in the number of connected units when compared to 2009 (0.9 billion to 26
billion).
With this fast rising growth for wireless communication, the existing communication infrastructure
faces challenges to support the demand for throughput. The radio spectrum is the central medium for
wireless communication. Current wireless communications mainly operate in the spectrum below 6
Ghz (think of Wi-Fi and LTE). Extending the available frequencies can increase the overall capacity of
the spectrum. However, operation at higher frequencies has drawbacks, such as a difficulty to penetrate
walls due to absorption, refraction and reflection. This causes challenges, especially for indoor
environments.
Today, macro cell network capacity cannot continue to scale any further. However, achieving capacity
growth may be achieved by decreasing the cell size (Galinina, Pyattaev, Dohler, & Koucheryavy, 2015).
The move towards smaller cells was also envisioned by Wake, Johansson, & Moodie, (1997), in which
they described a picocell (coverage of under 100 meters) architecture providing radio coverage for
future stable and high capacity wireless services to a volume no greater than a single office or room.
Ultradense deployments are especially usefull in areas where extremely high capacity is required, such
as offices or public places like shopping malls and subway stations (Baldemair, et al., 2013). According
to Andrews, et al., (2014) the ultra-densification of basestations is one of the “big three” in the 5th
generation (5G) of cellular technology.
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1.2 Problem statement
It can be expected that the step towards small cells will be an increasingly interesting concept. However,
an externality of such high-density network architectures is that it allows for much more precise
registration of connected devices compared to a macro cell architecture. This will be especially true for
future indoor environments with picocell architectures. Wireless communication protocols work in a
way that causes device unique information of wireless connectivity enabled devices to automatically be
transmitted when they are in range of a network. The utilization of this data can result in high accuracy
location tracking of mobile devices in range. In practice, the location tracking of mobile devices such
as smartphones is the same as tracking the movements of a person.
The Global Positioning System (GPS) is often used to attain position information. However, GPS signal
strength inside buildings is low and fluctuates too much to be reliable, making it unfit for indoor
navigation (Cheng & Kotz, 2000). Having an accurate indoor navigation solution can be useful for a
variety of reasons, such as finding a conference room in an office building, safety egress during an
emergency or targeted retail advertisement in a shopping mall. It has however thus far remained an
unsolved problem (Fan Li, Ding, Gong, Liu, & Zhao, 2012). Researchers are now exploring a variety
of methods in order to attain a reliable and accurate method. A promising method is the use of Wi-Fi in
determining position, as this method does not require additional equipment thanks to the quickly
growing degree of coverage in most indoor environments. Moreover, current mobile devices often come
equipped with Wi-Fi chips and can thus already send and receive Wi-Fi signals (İlçi, Gülal, & Alkan,
2017).
Position detection with the use of Wi-Fi technology is nothing new, and experiments have been done
before in the past (Prasithsangaree, Krishnamurthy, & Chrysanthis, 2002) (Neri, Di Nepi, & Vegni,
2010). However, Li, Sun, Zhu, Lu, & Cheng (2014) found in their study that the indoor Wi-Fi
localization accuracy improves by increasing the number of access points (APs). Considering the move
towards smaller cells in order to support the ever growing demand in wireless throughput, Wi-Fi indoor
based localization may prove to be an increasingly interesting option.
A well-known problem with personal communication devices, and an increasing concern for society, is
the issue of privacy. As societies become more digitalized, the security and privacy of its users becomes
paramount. Digital convenience almost always leaves a trace of its user. This does not have to be an
actual set of positions on a map, but can also be contextual information about an individuals’ habits,
interest, activities and relationships. This information could be of particular interest to corporate
entities, resulting in unwanted advertisements and location-based spam, but could also cause social
reputation or economic damage, and make individuals victims of blackmail or even physical violence
(Shorki, Theodorakopoulos, Le Boudec, & Hubaux, 2011).
Different countries handle these privacy concerns in different ways. Typically, the European Union
(EU) member states have strong standards and enforcement, whereas the rest of the world is playing
catch up (Constance, 2013). Inherently however, law cannot keep up with fast paced innovation,
resulting in uncertainty. The EU has a legislative framework relating to the digital privacy. However,
this framework is due to a large revise, changing the landscape of what is allowed and what not. This
has an effect on the working of potential Wi-Fi based indoor navigation services.
Concluding, considering the densification of APs in order to meet the increasing demand for wireless
throughput, Wi-Fi based location services will become an increasingly interesting method for providing
indoor navigation. However, the use of such services brings along concerns with respect to privacy of
the users. In a changing legislative landscape, the question remains how Wi-Fi based localization
services are affected by this.
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1.3 Research questions
Based on the situation described above, this research examines the possibilities of indoor Wi-Fi based
localization services in small cell network architectures. Additionally, it is necessary to explore how
the legislative framework might affect the possibilities of such a system. Combining these two is
expected to bring insight essential to the creation of business propositions using Wi-Fi based
localisation services.
Research question:
•

To what extent do existing digital business models in the area of indoor localization services
using small cell Wi-Fi network architectures already generate valuable business models?

•

To what extent do digital privacy legislations affect the generation of valuable business
propositions based on Wi-Fi based indoor localization services?

1.4 Aim and scope
It is the overall aim of this research to create a value proposition based on an indoor small cell Wi-Fi
positioning service that can be applied to a shopping mall setting. The shopping mall setting is an
example of a large environment that would benefit from a network architecture consisting of multiple
antennae in order to allow for sufficient coverage.
In order to achieve this, it is important to understand the relevant legislative framework when it comes
to public location based services using Wi-Fi technology. Because of this, this research involves
analysing the moving legislative landscape in order to find out what is possible and what is not when it
comes to handling potentially privacy sensitive data. The research focusses on the Dutch and
overarching European legislative landscape, as these have some of the strictest policy on the use of
personal data around the world.
An additional aim of this research is finding out what positioning technique fits best with a high-density
Wi-Fi network architecture given the shopping mall setting. An important consideration of this setting
is that it is a relatively large area and usually attracts a large number of people.
Finally, by combining the two aspects, the aim is to investigate how legal compliance can be combined
with the creation of value propositions (i.e. bundles of products and services aimed at creating value in
a particular market segment).
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Chapter 2: Theoretical study
Geolocation services and location-aware software applications have become increasingly popular over
the last decade, both online and on mobile phones. This includes mapping and navigation services like
Google Maps and HERE Maps, social media such as Facebook and Instagram or security for lost and
stolen devices such as Find My IPhone by Apple. Since the growth in commercial location-aware
services, a variety of options were provided by cellular network operators around the world. These often
relied on approximated location data provided by network operators calculated from information about
a mobile handset’s proximity to the cellular network fixed base stations. Another option was the use of
GPS satellites, which is most commonly used in the smartphones we use today. Although more precise,
GPS receivers require a significant amount of power which quickly drains the battery of mobile devices.
A third option has become available with huge growth in domestic and business Wi-Fi networks. For
example, by mapping the locations at which each Wi-Fi is received, location look-up services like
Google Maps can estimate where a device is located by noting the Wi-Fi networks in the area (Watts,
Brunger, & Shires, 2011). These methods are not mutually exclusive, and can be used in combination
with each other. This is often referred to as Assisted GPS (AGPS).
Wi-Fi based location services exploit the way the wireless standard works, and work by capturing
publicly broadcasted data required to establish a connection. This data can for example be the SSID
(Service Set Identifier), BSSID (Basic Service Set Identifier) or a MAC (Media Access Control) address
which are found in the header of each communication transmitted over a Wi-Fi network. Such
information is broadcasted by every wirelessly enabled device and is accessible by anyone. It is
routinely collected and processed by Wi-Fi enabled devices in an automatic way in order to establish a
connection.
The usage of this information for other goals than establishing wireless communication has resulted in
uncertainty as to whether the information should be considered “personal”. This is relevant, as it
determines if location based services that utilize Wi-Fi technology fall within the scope of the privacy
law. The consequences would be significant, as it could cause insurmountable difficulties for Wi-Fi
based localisation services. This would hamper the development of a framework that enables the
creation of a range of location-aware applications, who’s added value is rapidly becoming part of the
fabric of what users expect when they go online (Watts, Brunger, & Shires, 2011).
In order to investigate the value propositions (i.e. bundles of products and services aimed at creating
value in a particular market segment) of Wi-Fi based location services, the relevant legislative
framework is analysed. The aim of this is to provide insight as to the opportunities and limitations of
the use of Wi-Fi technology in location based services. The following chapter will dive into this matter
and analyse the policy framework of mobile broadband in the EU. A key part of this is the legislative
framework that arises from this, which has important implications for the use of Wi-Fi based location
services.
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2.1 Policy framework
Wireless broadband allows mobile information systems. It can be argued that the ability to access any
information from anywhere is deeply embedded in organisational and personal routines and practices
in the current day and age. Using a European/Dutch perspective, the following discusses the
developments of the mobile broadband market throughout the years. The consequential value
implications are discussed next, followed by why and how the European stimulates the development of
mobile broadband connectivity.

2.1.1 Development of mobile broadband
The time of mobile phones as we know them now started in the late 1980s when European countries
agreed on the GSM digital cellular standard. The international standard allowed roaming across
countries, which created a large market for handset and service providers. This prospect created an
incentive to invest in the technological development of the market (Middleton, Scheepers, & Tuuainen,
2014). Whereas the first mobile phones were barely ‘mobile’ and clumsy, the technology nowadays
allows for compact hand-held devices. The network of wireless communications has also seen great
technological progress, and now not only supports voice communication, but also Internet access via a
high capacity and fast mobile Internet connection known as mobile broadband.
The advances in technology gave mobile devices more potential. What previously required large
machines can now be done using a compact phone that fits in your pocket. Over the years mobile phones
became multipurpose and consumer-friendly devices accessible for all, leading to the new term of
‘smartphone’. Their functionality is nowadays not limited to communication purposes. The introduction
of third generation of wireless mobile telecommunications technology (3G) allowed for greater mobile
data speeds. This created a market for a variety of mobile over-the-top (OTT) mobile services based on
an internet connection, such as Facebook, Twitter and WhatsApp, but also data based voice and video
communication, such as Facetime by Apple and Skype by Microsoft.
The market for mobile communications started to develop rapidly, increasing the capabilities of both
the network and the mobile devices. As they evolved from simple communication tools to versatile
portable computers, smartphones have become more embedded in everyday life and are by some
regarded as an essential component of modern life (Jung, 2014). The widespread use of such mobile
devices created the demand for ubiquitous connectivity, as the functionality of the devices depends for
a great deal on the access to the Internet. By providing such access, governments and businesses have
access to a valuable platform for service delivery, enabling engagement, and interaction with citizens
and customers (Middleton, Scheepers, & Tuuainen, 2014).

2.1.2 The value of mobile broadband
Examples of businesses based on the platform created by mobile broadband are applications (apps) such
as Uber and Lyft, which now are challenging the taxi business by connecting drivers with passengers
and managing payments through smartphone apps. Airbnb and Spotify are other examples of mobile
applications empowered by mobile broadband connectivity. Fixed broadband access (e.g. Wi-Fi or
cable connection in home and office environments) created a platform for ICT-enabled government
services, known as eGovernment. This can provide a variety of benefits such as increased efficiency,
transparency and greater participation of citizens. An example is the ability to do your tax returns
digitally nowadays. By extending access to such services beyond fixed connections, ubiquitous mobile
services offer a powerful platform to reach citizens. To name an example, the Dutch government utilizes
a mobile app to inform citizens what they can and cannot bring through the customs service, allowing
‘on-the-go’ information lookup. Similarly, another mobile application offers citizens a convenient and
secure way to login to their digital government identity (DigiD) via their smartphone, allowing access
to a great number of online services offered by the Dutch government agencies.
The trend towards smaller devices that can be connected to the Internet, such as the Internet of Things
(IoT) and Wearable Computing, may create new ways to collect, analyse and respond to data. This can
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potentially create opportunities for individuals, businesses and governments to develop new business
models and forms of interaction that take advantage of ubiquitous computing power embedded in
objects (Middleton, Scheepers, & Tuuainen, 2014). Especially the IoT is expected to have a wide range
of applications affecting a variety of sectors, including business to business and consumer markets. This
can be in the form of machine monitoring in factories, or efficient energy management though
connected sensor networks in offices (Manyika, et al., 2015).

2.1.3 Stimulating mobile broadband development
It can be argued that ICTs and broadband networks have become a vital (inter)national infrastructure
— similar to transport, energy and water networks — but with an impact that promises to be even more
powerful and far-reaching by not just creating economical but also social development (Kumar, Liu,
Sengupta, & Divya, 2010). This motivates governing agencies to stimulate the development of the
(mobile) broadband infrastructure.
In order to strengthen the position of Europe on a global stage, the Europe 2020 strategy for growth
was introduced after the economic crisis of 2007 - 2008. By implementing structural reforms, the
strategy aims to boost productivity and competitiveness with the use of targeted investments (European
Commission, 2012). Three priorities were identified that clarify the nature of growth envisioned; smart
growth (developing an economy based on knowledge and innovation), sustainable growth (promoting
a more efficient economy in terms of resource utilisation) and inclusive growth (fostering an economy
with high employment levels and which ensures social and territorial cohesion). Next to these priorities
there are five ‘headline targets’ that serve as a benchmark which are employment, education, social
inclusion, research and development and climate and energy.
Part of the smart growth initiative is the Digital Single Market (DSM) strategy (COM/2015/192). This
strategy aims to harmonise the digital world across the different Member States with the goal of
ensuring free movement of persons, services and capital, and where individuals and businesses can
seamlessly access and exercise online activities under conditions of fair competition and personal data
protection (European Commission, 2017). Currently online markets largely remain domestic which
means citizens are missing out on goods and services, and progress is slowed down. The European
Commission argues this market has a lot of potential, and estimates it can add as much as €415 billion
to the EU economy a year.
In order to unlock the potential, a range of reforms have been planned which can be divided into three
pillars; (1) better access to online products and services, (2) better conditions for digital networks and
services to grow and thrive and (3), boosting the growth of the European digital economy. Fundamental
to this is the infrastructure required to reap the full benefits offered by digital services and applications.
Thus, part of the DSM strategy is aimed at improving connectivity and access for EU citizens. This
translates itself in to several targets set by the EU.
Although basic broadband (at least 2 Mbit/s connection) is available to every European via mainly
legacy infrastructures (e.g. the copper wires), this will not be able to support the future demand. Trends
like the IoT, next generation TV (streaming) and new digital applications such as virtual and augmented
reality increase the amount of connections and demand higher speeds (see figure 2.1). Recognizing the
need for advanced digital networks as a precondition for Europe’s future competitiveness, the EU has
defined their vision known as ‘the European Gigabit society’. This envisions availability and take-up
of very high capacity networks that enable widespread use of products, services and applications in the
DSM. Three strategic objectives have been defined that together aim to realise this vision by 2025: (1)
5G (next generation wireless network technologies) coverage for all urban areas and major transport
paths, (2) all households should have access to an Internet connection offering at least 100 Mbit/s and
(3) gigabit connectivity for places driving socio-economic developments (European Commission,
2016).
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Figure 2.1 A graph illustrating various ICT trends and their Internet connectivity speed and responsiveness for a single use
of an application or a service (European Commission, 2016).

Uninterrupted coverage of 5G wireless broadband in all urban areas and major transport paths will allow
users and objects on the move to remain connected at all times. Simultaneous availability of such
connectivity across borders in all Member States can have benefits for industries like the automotive,
healthcare, transport and utility industries, with benefits widely spread over business, consumers and
wider society, for example, by supporting over two million EU jobs (European Commission, 2015).
Internet connectivity can play an essential role in preventing isolation, depopulation and digital divide
between urban and rural areas. This can allow business to reduce costs, have access to online
administration, e-commerce or data storage in the cloud. The objective is to provide all households
(rural and urban) with a connection allowing at least 100 Mbit/s by the year 2025, with a further
development path to higher capacity data provision (European Commission, 2016). The rapport
acknowledges that this may be a challenging undertaking, but argues it should be seen against the wider
ambition towards achieving mobile data connectivity anywhere.
The third proposal states that by 2025 all schools, transport hubs and main providers of public services
as well as digitally intensive enterprises should have access to Internet connections with
download/upload speeds of 1 Gbit/s. This is not only believed to be necessary to support (future)
demand in connectivity, but the targeting of publicly available Wi-Fi connections in libraries, train
stations or other public settings is believed to foster familiarity for a significant number of people. This
may have a positive spill-over effect on the wider economy and society and may stimulate the demand
for Gigabit Internet access. Thus, the European Commission argues connectivity for these socioeconomic drivers will benefit a much bigger potential number of users in the European digital economy
and society (European Commission, 2016).
An additional target of the EU is the promotion of free Wi-Fi connectivity for citizens and visitors in
public spaces such as parks, squares, public buildings, libraries, health centres and museums
everywhere in Europe. This ‘WiFi4EU’ supports the installation of state-of-the-art Wi-Fi equipment in
centres of community life and will benefit all Europeans and visitors of the local communities across
the EU according to the European Commission.
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2.2 Legislative framework
The rapid technological developments provide more possibilities to process personal data. This also
offers companies, organisations and authorities more opportunities to develop new services that citizens
benefit from. On the other hand, these opportunities may pose a threat to the privacy of the people
involved by utilizing data that is considered as “personal”. Part of the EU DSM strategy is an initiative
to improve the trust and security while surfing the web, and boost the level of cybersecurity and foster
digital privacy in Europe. The following discusses why the topic of digital privacy is getting
increasingly relevant, and how the EU aims to achieve their initiative towards achieving increased trust
and security in the digital environment.

2.2.1 Digital privacy
According to some, we are currently in what is called the information age, where information is
considered the new raw material of today’s economy. Custers (2004) divided the concept of information
into two subsets; data, which is a subset of facts, and knowledge, which is a pattern in data that is
interesting and certain enough for a user. Technological developments have increased the possibilities
when it comes to gathering and storing data. This progress, fuelled by expectations of increased
efficiency, is by some believed to be a key concept in future businesses (McKinsey, 2011).
Much of the data gathered concerns people, which brings along questions as to the consequences for
people. Fritsch (2008) discusses the concept of profiling as a promising technology to turn mass
information on people into knowledge but acknowledges it has a ‘dark side’ as well. For example, the
aggregating of data in group or individual profiles may allow the predicting of characteristics of people,
but can have all kinds of adverse effects on a user’s position and abilities in everyday life, such as
inclusion, exclusion, stereotyping, surveillance and monitoring. This displays the growing relevance of
privacy in relationship with data.
The concept of information privacy is very broad and can be defined in many ways. In a review on
information privacy research in information systems Bélanger & Crossler (2011) define information
privacy as a multilevel concept. They distinguish the individual, group, organisation, and societal level
of analysis. Information privacy on the individual level of analysis refers to the desire of individuals to
control or have some influence over data about themselves. Bélanger & Crossler further define group
information privacy concern as the collective concern that group members have regarding the privacy
of information the group possesses and has access to. Organisational information privacy concerns
reflect the overall concern that organisational leaders have regarding the privacy of the information the
organisation possesses and has access to. Societal information privacy concern refers to the overall
concerns cititzens in societies taken as a whole have for the privacy of the information about them.
Bélanger & Crossler found several dominant topics in the context of information privacy research.
These are information privacy concerns, the impact on E-business, attitudes, practices, and tools and
technologies. The topic of this research relates to the topic of information privacy tools and
technologies, which is defined as the presenting and/or evaluating of artefacts or technological solutions
for dealing with information privacy protection. The review by Bélanger & Crossler distinguishes two
types of tools and technologies; privacy invasive technology (PITs) and privacy enhancing technologies
(PETs). This research focusses the possibilities of potential PITs that aim to create value for consumers.
Bélanger & Crossler argue that future research on the balancing of information privacy concerns with
the advantages of location-based services (LBS) is likely to gain importance, since vendors increasingy
explore ways to use LBS for marketing purposes. In such scenarios, privacy can be an area of conflicting
desires between organisations and individuals. Whereas individuals desire selective, purposefull and
carefull use of personal data, companies often desire to make additional money from the consumers
information. This however makes sense from both sides, as companies may loose a compettitive edge
and leave themselves vulnerable to (new) competitors filling the niche. These conflicting desires lead
to a fine balance in how companies approach their privacy practices. Understanding the desires and
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interactions of both of these groups provides practical insight that can be used to further enhance the
online experience for both companies and the consumer. This indicates a gap in the research. However,
this research does not dive into the desires of individuals directly, but only considers what is legally
allowed, taking into consideration the legislation that protects the information privacy of individuals.

2.2.2 Regulatory background
Legislation on digital privacy relates to the basic fundamental right to privacy. In a European context,
this is linked to the European Charter on Human Rights, which serves as the framework for fundamental
rights for everyone in the EU. This framework protects the privacy of EU citizens with article seven
and eight. Article seven states everyone has the right to respect for his or her private and family life,
home and communications. Article eight provides protection of personal data, and argues everyone has
the right to protection of personal data concerning him or her. It further states that such data must be
processed fairly and for specified purposes on the basis of consent.
The Organisation for Economic Co-operation and Development (OECD) played an important role in
the discussion surrounding data use and the protection of personal privacy. The 1980 OECD guidelines,
set by a group of renowned international experts, came at a time where it was becoming clear that
computing was developing from isolated mainframe systems towards networks not bound by national
borders. The non-binding Guidelines on the protection of privacy and trans-border flows of Personal
Data set out by the OECD aimed to create international data protection harmonization. It consisted of
eight principles providing for collection limitation, data quality, purpose, specification, use limitation,
security safeguards, openness individual participation and the accountability of the data controller.
Although the recommendations were not binding on the OECD Member States, its privacy principles
have been very influential on the drafting of data privacy laws and standards in countries world wide
(Kasneci, 2010).
The European Commission recognized the significance of data protection legislation harmonization, as
diverging legislation among Member States would impede the free flow of data within the EU Thus, in
1995 the EU Data Protection Directive (95/46/EG) was introduced. The directive aimed to bring about
an equivalent high level of protection in all Member States with a view to achieving a balanced
development of the internal market. However, being a directive, it required being transposed into
Member States’ national laws. Still, the effect of the directive has resulted in greater consistency
between Member States, but it is certainly not a fully consistent solution (Hustinx, 2013).
In the Netherlands, the law “Wet bescherming persoonsgegevens” (Wbp) introduced in 2001 was
largely based on the EU Data Protection Directive. Amongst other things, the law defined what personal
data was, what was considered as ‘processing’, and how long the data could be stored. The controlling
authorities had limited power when it came to upholding the Wbp. Among the sanctions for
organizations breaking the law were fines of up to € 7.800, -, negative publicity and potential claims by
those disadvantaged.
Over the years technology became increasingly pervasive in everyday lives. Companies started to rely
more on the use of data with the growing technological capabilities in computing power and decreasing
prices of storage. An amendment to the Wbp in January 2016 introduced the obligation to report data
leaks. This meant that any organization (firms and governments) are required to notify the governing
institutions (Autoriteit Persoonsgegevens) and the direct involved (those whose data leaked) within 72
hours in the case of a serious data breach. Not complying to this new regulation posed the risk of more
severe sanctions. A maximum fine of € 820.000, - put more pressure on organizations handling personal
data.
Another part of the regulatory framework on privacy in a digital context is the European ePrivacy
Directive (ePD) of 2002 (2002/58/EC). Like the Data Protection Directive, the aim of the ePD was to
set about an equal level of protection for the Member States. The directive addresses the right to privacy
in relation with electronic communications services. The Dutch “Telecommunicatiewet” is partly based
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on the ePD, and affects all sorts of electronic communications, such as email, SMS and telephone. The
ePD was amended in 2009 (2009/136/EC), which saw the introduction of the “cookie law”. By setting
rules regarding the collection of information with the use of cookies, the regulation gave people (more
or less) a choice on the use of cookies.
Together, the Data Protection Directive and ePrivacy Directive form the EU privacy regulatory
framework. Both are set to be replaced in the near future. The following discusses the developments of
the regulatory framework related to privacy in a digital context.

2.2.3 The General Data Protection Regulation
In April 2016, the EU General Data Protection Regulation (GDPR) was adopted. This regulation has
replaced the data protection directive (95/46/EG), came into force on the 25th of May 2016. It will be
applicable starting May the 25th of 2018, and is based on article eight of the European Charter on Human
Rights. It is, in contrast to the 1995 directive, binding for all Member States. This development is the
next step in creating greater consistency between the different Member States and encouraging the free
flow of information by setting a European data privacy standard. It should be made clear however, that
at the moment of writing the new regulation has not yet been implemented, and may be subject to
alteration on a (inter)national level. Member States are not allowed to set lower data privacy standards,
but can be stricter if they choose to do so.
The GDPR raises the bar for compliance significantly by introducing even higher maximum penalties,
which can reach up to 20 million euro or four percent of the (international) yearly turnover in the case
of organisations, whichever is higher. The regulation will have consequences in many areas and affects
all companies processing personal data of data subjects residing in the EU, regardless of the company’s
location. The regulation requires greater openness and transparency, imposes tighter limits on the use
of “personal data” and gives individuals more powerful rights to enforce against organisations. To
understand the developments in the GDPR, the following will examine the main aspects of the
regulation.

2.2.3.1 Definition: personal data
According to article 4.1 in the GDPR, ‘personal data’ is considered to any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
The fact that the legislation states “any information” indicates that the definition of “personal data” is
very broad. It can refer to a name or email address, but also less obvious information, such as a cookie
or a person’s location. The “relating to” indicates the data needs to relate to someone, and thus can
have an influence on the privacy rights of a person. As long as the data cannot be linked to a bigger
context or traced back in relation to someone, it is not considered personal. For example, a list of first
names would not be considered as “personal information”, but were they to be combined with a job
function or surname, the information becomes personal. The GDPR only affects “natural persons”,
meaning it does not apply to a business for example (i-scoop.eu, sd).
The GDPR does not specify when a natural person is “identifiable”, however, recital 30 lists online
identifiers which can relate to a natural person. It states that a natural person may be associated with
online identifiers provided by their:
•
•
•

Devices
Applications
Tools and protocols such as internet protocol (IP) addresses
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•

Cookie identifiers or other identifiers such as radio frequency identification tags

This may leave traces which, in particular when combined with unique identifiers and other information
received by the servers, may be used to create profiles of the natural persons and identify them.
Although these identifiers may not directly relate to a natural person, the GDPR states in recital 26 that
account should be taken of all the means reasonably likely to be used, such as singling out, either by
the controller or by another person to identify the natural person directly or indirectly. What is
considered reasonable is based on aspects such as the amount of time required for identification, taking
into consideration the technological state of art at the time of processing and technological
developments (i-scoop.eu, sd).
Recital 26 also states that personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should be considered to be
information on an identifiable natural person. This is especially relevant in the case of aggregated data
(for example for statistical or research purposes). Pseudonymisation is the result of uncoupling certain
aspects of data from a data subject, whereby the data fields which are most identifying and/or sensitive
in a record are replaced by pseudonyms. The GDPR still applies to data that has undergone
pseudonymisation, as it could still become “personal data” when combined with additional information.
If the data is aggregated in a manner where an individual is no longer directly in indirectly identifiable
by reasonable means, the data is not considered as “personal data”, which means the GDPR does not
apply to it (i-scoop.eu, sd).
2.2.3.2 Definition: processing
According to article 4.2 in the GDPR, “processing” means any operation or set of operations which is
performed on personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction. Important to note is that, according to this broad
but clear definition, even gathering data that is immediately destroyed after counts as data processing,
as gathering in itself is already considered a form of data processing.
2.2.3.3 More rights for individuals
The GDPR gives individuals rights when it comes to data protection and privacy. Article 12 – 23
describe various (new) methods by which this is achieved. This includes transparency from the
controller towards the data subjects (article 12), an obligation for the controller to identify him/herself
and provide a way of contacting (article 13), a right to inform as to whether the data of the data subject
has been processed, and in what manner (article 15), and the right to rectify inaccurate personal data
concerning him or her (article 16). According to article 17 of the GDPR, the data subject shall have the
right to obtain from the controller the erasure of personal data concerning him or her without undue
delay and the controller shall have the obligation to erase personal data without undue delay under
certain conditions. This is also known as the “right to be forgotten”. Article 20 describes the “right to
data portability”. This provides the data subject with the right to receive personal data concerning him
or her, which has been provided to a controller, in a structured, commonly used and machine-readable
format. A data subject is also given the right to object to the processing of personal data at any time on
grounds relating to his or her particular situation (article 21). Additionally, article seven discusses the
conditions for consent, and states that a data subject should be informed as to the ability to withdraw
prior to the given consent, and has the right to withdraw from his or her consent in an easy manner at
any time (article 7.3).
2.2.3.4 More obligations for controllers
According to article 4.7, the controller is defined as the natural or legal person, public authority, agency
or other body which, alone or jointly with others, determines the purposes and means of the processing
of personal data. Article 24 states that it is the responsibility of the controller to be able to demonstrate
that the processing is performed in accordance with the law, taking into account the nature, scope,
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context and purposes of the processes, as well as potential risks and severity for the rights and freedoms
of natural persons.
Article 5.1 and 5.2 describe various principles related to the processing of personal data. This states that
the controller is responsible for ensuring the personal data is processed in a lawful fair and transparent
manner in relation to the data subject. It should be collected for specified, explicit and legitimate
purposes and limited to only what is necessary in relation to the purpose for which they are processed
(also known as data minimisation). The data should be kept in a form which permits identification for
no longer than is necessary for the purpose for which the personal data are processed. It should be
processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures.
Article 6.1 discusses the required lawfulness of processing “personal data”. Data processing is
considered lawful when at least one of the following applies: (a) the data subject has given consent to
the processing of his or her personal data for one or more specific purposes, (b) the processing is
necessary for the performance of the contract to which the data subject is party or in order to take steps
at the request of the data subject prior to entering into a contract, (c) processing is necessary for
compliance with a legal obligation to which the controller is subject, (d) processing is necessary in
order to protect the vital interests of the data subject or of another natural person, (e) processing is
necessary for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller and (f) processing is necessary for the purposes of the legitimate
interests pursued by the controller or by a third party, except where such interests are overridden by
the interests or fundamental rights and freedoms of the data subject which require protection of
personal data, in particular where the data subject is a child.
The latter poses the question as to what can be considered a “legitimate interest”. Recital 47 of the
GDPR gives some clarification and states that a legitimate interest may provide a legal basis for
processing, provided that the interests or the fundamental rights and freedoms of the data subject are
not overriding, taking into consideration the reasonable expectations of data subjects based on their
relationship with the controller. Exactly when this is the case would need careful assessment on a caseby-case basis. This should include whether a data subject can reasonably expect at the time and in the
context of the collection of the personal data that processing for that purpose may take place. The recital
does state that the processing of personal data for direct marketing purposes may be regarded as carried
out for a legitimate interest. The description of the legitimate interest condition is mirrored in the
formulation in the original EU Data Protection Directive (95/46/EG), article 7f. Article 29 of the Data
Protection Working Party (WP217) discussed the balancing assessment mentioned in this article, and
stated that in some circumstances it may be possible to “tip” the balance in favour of the company
through the use of enhanced safeguards in relation to the proposed processing. This could include
increased transparency, a general and unconditional right to opt-out of the processing and the use of
technical and organisational measures to limit the scope of processing.
The last part on the legitimate interest condition as described in article 6.1f states that the processing
interests should not override the interest or fundamental rights and freedom of the data subject. This
implies the processing should be proportionate to the legitimate aim pursued, which is stated in article
6.4. Factors that affect the proportionality are the purpose for which the data is collected and intended
processing, the context in which it is collected, the nature of the personal data, the possible
consequences of intended further processing for the data subjects and the existence of appropriate
safeguards such as encryption or pseudonymisation. It is the responsibility of the controller to
demonstrate that the legitimate interest overrides the interests of the fundamental rights and freedoms
of the data subject (GDPR recital 69).
Article seven poses requirements on the matter of consent, and states that the controller shall be able
to demonstrate that the data subject has consented to processing of his or her personal data (article
7.1). When the data subject gives consent in the context of a written declaration concerning other
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matters as well, the request for consent shall be presented in a manner which is clearly distinguishable
from the other matters, in an intelligible and easily accessible form, using clear and plain language
(article 7.2). Lastly, consent should be freely given, stating that utmost account shall be taken of
whether, inter alia, the performance of a contract, including the provision of a service, is conditional
on consent to the processing of personal data that is not necessary for the performance of that contract
(article 7.4).
Article 33 states that in the case of a data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data breach to the
supervisory authority. In case of such a breach, a controller is also required to communicate this to the
data subjects without undue delay (article 34).
Where a type of processing is likely to result in a high risk to the rights and freedoms of natural persons,
a controller shall have to undertake an assessment of the impact of the type of processing, taking into
account the nature, scope, context and purposes of the processing (article 35). In article 36, guidelines
are defined for controllers engaging processing that can be described as “high risk”. It states that the
controller shall consult the supervisory authority prior to processing where a data protection impact
assessment (article 35) indicates that the processing would result in a high risk in the absence of
measure taken by the controller to mitigate the risk. In other words, this means a controller will have
to report its activities prior to the processing if the processing is considered as “high risk”. In the case
of the Netherlands, this would be the Dutch Data Protection Agency (DPA) (Autoriteit
Persoonsgegevens).
The introduction of the data protection officer (DPO) (article 37) is another way in which the GDPR
brings more obligations to the data controller side of things. Organisations are, in some cases, required
to assign a DPO. The DPO is described as knowledgeable on data protection law, and serves as an
advisor and contact person within organisations when it comes to data protection. A DPO is only
required in certain cases, such as the processing of personal data by public authorities/bodies, when the
processing is done by processors who regularly and systematically observe “data subjects” on a large
scale, or when the processing involves “special” data categories (e.g. health or ethnic origin, see article
nine) on a large scale.

2.2.3.5 Data protection by default and privacy by design
Article 25 states that appropriate technological and organisational measures should be taken in order to
ensure the data is protected in an appropriate manner. What is deemed appropriate is based on the state
of art and the nature, scope, context and purpose of processing as well as the risks of varying likelihood
and severity for rights and freedoms of natural persons posed by the processing. The controller is
responsible for implementing data-protection principles, such as data minimisation and/or
pseudonymisation, in an effective manner.
The controller is responsible for implementing appropriate technical and organisational measures in
order to ensure that by default, only the personal data necessary for a specific purpose is collected, the
extent to which it is processed, the period it is stored and their accessibility. In particular, such measures
shall ensure that by default personal data are not made accessible without the individual’s intervention
to an indefinite number of natural persons.

2.2.4 ePrivacy Regulation
The ePrivacy Regulation (ePR) regulation is set to replace the EU e-Privacy Directive from 2002
(2002/58/EG), which was transposed into the Telecommunicatiewet in the Netherlands. Whereas the
GDPR is based on article eight of the European Charter on Human Rights, the ePR is has a different
approach and is based on article seven. This results in the regulation being aimed at setting rules for all
kinds of providers of electronic communication services (ECS), rather than protecting the personal data
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on individuals. Like the GDPR, the ePR is binding for all Member States, which results in further legal
harmonisation within the EU. The ePR and GDPR will, when accepted, form the new privacy
framework for electronic communications. Important to note however, the law has not been
implemented yet. The ePR distinguishes itself with a widened scope, and, like the GDPR, higher
sanctions with fines of up to € 20 million or four percent of the total worldwide annual turnover. It is
the objective to make the ePR applicable alongside the GDPR as of May the 25th 2018.

2.2.4.1 Cookies
An amendment to the ePrivacy Directive in 2009 (2009/136/EC) saw the introduction of the “cookie
law” (article 5.3). By setting rules regarding the collection of information via (tracking) cookies, the
regulation gave people (more or less) a choice on the use of cookies. This is the reason people nowadays
are asked for consent regarding the use of cookies on websites. With the ePR, the policy regarding the
use of cookies changes. Where users are now asked for their consent regarding the use of cookies on
every website, the ePR moves this requirement onto web browsers. These should have the ability to set
the browser to reject or (to some degree) accept the use of cookies. Some browsers already have this
ability, but are required by the ePR to make them more prominent and clear.
2.2.4.2 Over-the-top (OTT) services
The rules on ECS can be subdivided into three layers. The first is the physical one, consisting of the
network infrastructure (e.g. the cables). The signals passing through these cables are the second layer,
and is usually the domain of Internet Service Providers (ISPs). The third layer consists of all kinds of
communication services concerned with digital content. Whereas the ePrivacy Directive was mainly
aimed at the first and second layer, the ePR now also encompasses the third layer, including over-thetop (OTT) services in its scope. OTT services can be described as content, services or applications
provided to the end user over the public Internet. This includes services such as WhatsApp or Skype,
which now have to conform to this regulation. In addition, the regulation applies to the IoT and Machine
to Machine (M2M) communications as well.
The argument for this is that previously, when OTT services were not included in the directive, only
the first and second layer were required to take appropriate technical and organisational measurements
related to the security and integrity of their network services. This created an unlevelled playing field;
why should communication via telephone stay private and an OTT service like a Skype conversation
not? The development of including OTT services in this regulation is an attempt to “level the playing
field”, and affect all services that could possibly compete with traditional services (ICTRecht, 2016).
2.3.4.3 Public and private Wi-Fi
The 2002 ePrivacy Directive applied to public communication networks (article 2.2a). Typical
examples include the Wi-Fi networks made available by ISPs. Technological and organisational
developments lead to new players on the market, such as the offering of Wi-Fi connectivity by a variety
of commercial parties (e.g. Starbucks and McDonald’s). This created a discussion about whether this
would be considered a private or a public service. The Independent Post and Telecommunications
Authority of the Netherlands (OPTA) argued hotels offering free Wi-Fi to their guests might be required
to register as an ISP, as they were believed to operate as public communications providers. Later, the
OPTA decided hotels offering free Wi-Fi to their guests would not be considered a public service as
long as it was offered to their clients only. This meant it would avoid obligation to invest in hardware
and software to comply with the ePrivacy Directive (Cuijpers & Pekárek, 2011).
The exact definition of when a network is public or not has been a subject of debate and is not clearly
defined in the currently available draft of the ePR. The European Data Protection Supervisor (EDPS)
is an independent institution of the EU and was appointed to provide criticism on the regulation. Their
advice is to bring all publicly accessible networks and services within the scope of the confidentiality
requirements. This would include Wi-Fi services in hotels, restaurants, coffee shops, shops, airports
and networks offered by hospitals, universities to the users of their main services (patients or students

14

respectively). Additionally, corporate Wi-Fi access offered to visitors and guests, and hotspots created
by public administrators would fall under the ePR (EDPR, 2017).
2.3.4.4 Data handling
The ePR aims to bring along a high level of protection with respect to both content and metadata.
Content data is defined as the actual information that the data contains (e.g. text, voice, videos, images
and sound). Metadata is data about data, and can provide information about one or more aspects of the
data. This includes data used to trace and identify the source and destination of a communication, data
on the location of the device generated in the context of providing electronic communications services,
and the date, time, duration and the type of communication. Although this initially may seem
impersonal, when analysed, metadata can provide a pattern of use which can be used to map patterns
of a person’s activities that can reveal all kinds of information such as interests, or location information.
The ePR poses rules when it comes to both content and metadata derived from electronic
communication. According to article 6.1 data may only be processed when it is necessary for the
transmission of communication, to maintain or restore the security of electronic communications
networks and services, or detect technical faults and/or errors in the transmission, for the duration of
that purpose. Additionally, article 6.3a states that providers of the electronic communications services
may process electronic communications content for the sole purpose of the provision of a specific
service to an end-user, on the condition that consent has been given by the end-user, or (article 6.3b)
if all end-users have given their consent to the processing of their electronic communications content
for one or more specified purposes that cannot be fulfilled by processing information that is made
anonymous, and the provider has consulted the supervisory authority.
Article 6.2 requires the data to be deleted or anonymised unless consent is given for one or more
specified purposes, provided these could not be fulfilled by processing of information that is made
anonymous. An exception according to article 6.2 of the ePR is the use of metadata in specific cases
such when the data is necessary for billing, calculating interconnection payments, detecting or stopping
fraudulent, or abusive use of, or subscription to, electronic communication services.
The ePR also poses rules to the storing and erasure of electronic communications data for any other
purpose than described above. Although recording or storing metadata is allowed when consent is given
by the data subjects, article 7.2 states that the data should be erased or anonymised when it is no longer
needed for the purpose of the transmission of a communication.
Article 8.1 and 8.2 discuss the conditions under which the processing and the collection of information
from end-users’ terminal equipment is allowed. Of special interest is is article 8.1b, which states that
the processing of data is allowed in the case where the end-user has given his or her consent. In addition,
article 8.2b states that the collection of information emitted by terminal equipment to enable it to
connect to another device (e.g. a MAC address), or to a network equipment shall be prohibited except
if a clear and prominent notice is displayed informing of the modalities of the collection, its purpose,
the person responsible for it. Also, the notice shall display measures the end-user can take to stop or
minimise the collection.
Consent is an important condition for the processing of electronic communications data. Article 9.2
states that where technically possible and feasible, consent may be expressed by using the appropriate
technical settings of a software application enabling access to the Internet. Additionally, article 9.3
states that end-users should have the option to withdraw their consent at any time, and be reminded of
this possibility at periodic intervals of six months, as long as the processing continues.

2.2.5 Implications for innovation
The legal framework is intended to correct the market failure of information asymmetry in this case.
Consumers do not have enough control over what happens with their data. In an e-mailed statement,
the EU vice president for the DSM said: “Our draft ePrivacy Regulation strikes the right balance: it
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provides a high level of protection for consumers, while allowing businesses to innovate.” (Ansip,
2017). The legal framework consisting of the GDPR and the ePR set out as part of the DSM strategy
strives to repair that market failure, and is an attempt in making privacy fit for the changing digital
landscape. By moving from directives to regulations, the playing field is levelled across the EU,
resulting in a more efficient flow of data between Member States. Digital privacy law is not neutral
with respect to the workings of the market. Kirzner (1985) argues all intervention stifles and redirects
the market process. Fuller (2016) has described multiple “perils” in which the privacy legislation affects
the promotion of innovation.
2.2.5.1 Reduced information flow
The goal of the DSM strategy is to allow a free flow of data between the Member States. Although the
new legislation removes barriers between Member States, the overall potential for innovation with the
use of data may be restricted as a result of privacy legislation. The legislation prohibits the processing
of personal data with the exception for a few instances where the controller bares a significant burden
of proof that the data meets the strict requirements. Fuller argues that taking such a paternalistic
approach denies consumers the ability to make trade-offs according to their own considerations, as
Acquisiti & Grossklags (2005) have shown consumers poses different stances when it comes to privacy.
Additionally, restricting the information flows may incur costs for both the consumer and the firm, for
example via the increased amount of resources and time required for search costs, as the regulation will
ban information collection or surveillance that could provide targeted advertising. This indicates that,
without a proper insight in profit and loss accounting, it may prove difficult to provide the privacy
protection consumers demand.
The European Commission has a different take on this issue, and argues that a strong data protection
system facilitates data flows by building consumer confidence in those companies that care about the
way they handle their customers’ personal data. Thus, data protection compliance can become a
competitive advantage in the digital economy. The argument could still be made that the legislation
restricts data flow to and from countries outside the EU. Thus, the EU aims to explore the possibilities
on regulatory convergence towards the EU standards when it comes to data protection, starting with
Korea and Japan in 2017. Additionally, the EU makes use of alternative transfer tools to protect data
protection rights in order to support economic actors that engage in data transfers outside the EU (e.g.
the EU-U.S. Privacy Shield) (European Commission, 2017).
2.2.5.2 Regime uncertainty
Digital technology evolves in a rapid pace. In order for the law to keep up with the developments,
privacy regulation is written in an open-ended manner. For example, article six of the GDPR describes
when data processing is lawful (see 2.2.3.1 Definition: personal data). The use of terms such as
“reasonable” and “fair” can create uncertainty as to what exactly constitutes this. Additionally, as
described in 2.2.3.4 More obligations to controllers, the new regulatory framework confronts the
innovator with increased uncertainty by regulation. This discourages entrance into markets and
innovative activities that touch upon privacy issues and may come under scrutiny. Such uncertainty
may force entrepreneurs to avoid technologies that might be seen as privacy-intrusive, but which can
confer other benefits on consumers (Fuller, 2016). The EU acknowledges technological developments
can create legal uncertainty, especially new technologies such as the IoT or autonomous machines
(European Commission, 2017). The two-year transition period between the acceptance of the regulation
and the implementation in May 2018 gives firms the opportunity to prepare. This does however not
dispose of the ambiguity of parts of the regulation, which may require more concrete guidelines
explaining how to interpret such key terms.
2.3.5.3 Competition
The privacy legislation may affect market structures by erecting barriers to entry. An often-discussed
example is the ad-based market, which uses cookie data in order to gather information on Internet users
and provide personalised advertisements. In the 2009/136/EC amendment to the ePrivacy Directive,
also known as the “cookie law”, consent by the Internet user became a requirement for the use of cookie

16

data. This regulation is strengthened in the upcoming ePR, in which cookie preferences can be set to
reject or (to some degree) accepted in a prominent and clear manner. Such an opt-in mechanism will
not affect firms with large economies of scale disproportionately, but smaller firms will have to incur
this cost prior to acquiring a customer-base. Fuller argues such an opt-in regime would benefit firms
that are first movers, that have already developed a solicitation list prior to the change in the law. This
may force smaller firms to merge with larger firms, or disappear from the market (Fuller, 2016). As a
consequence, the market may see a reduction in competitors, which typically results in higher prices
for the consumer, and a lessened incentive to innovate by firms. Similarly, Vanberg & Ünver (2017)
argue the right to data portability (see 2.2.3.3 More rights for individuals) can impose disproportionate
costs for smaller companies, whereas larger companies may be more prepared. Considering the fines
associated with non-compliance, this puts an unequal pressure on different sized firms. Perhaps, in order
to alleviate disproportionate and potentially harmful impacts of the right to data portability, small and
medium-sized firms can be (to some degree) exempted from data portability requirements.

2.3 Case study: Bluetrace
In 2.2 Legislative framework, important (new) aspects of the privacy law are discussed. How exactly
the legislative framework affects Wi-Fi based location services is of significance for this research.
However, because the new legislation will not be enforced until May 25th of 2018, there are currently
no example cases to refer to. Still, the 2015 report on the Dutch firm Bluetrace by the Dutch Data
Protection Authority (DPA) (College bescherming persoonsgegevens, 2015) that operated under the
current privacy legislation provides insight as to how the law affects Wi-Fi based localization services.
The Dutch Company Bluetrace offers a solution to shop owners that want to gather more information
on the customers visiting their store. Using a combination of Bluetooth and Wi-Fi technology, their
solution is able to register mobile devices. This allowed keeping track of the number of connected
devices and the way they moved around. This was achieved by registering a unique identifier of wireless
hardware, known as a MAC address. Bluetrace delivered and installed the system in and around
shopping malls. The extracted information was of commercial interest, and allowed shops to keep track
of how many people passed by the shops, how many went in the shop and how long they stayed there.
Bluetrace deployed the Wi-Fi tracking system in tens of large and medium sized cities in the
Netherlands. The Wi-Fi sensors by Bluetrace did not only record data in the shops themselves, as the
reach of the signal extended to outside the walls of the shop and the public road. This means Bluetrace
gathers information on by passers, local residents as well as the shopping crowd. The Dutch DPA
(nowadays Authoriteit Persoonsgegevens) decided Bluetrace was breaking the law by not providing
any information to those involved in the tracking.
By gathering information on the unique MAC addresses of mobile devices, in combination with the
known location of a wireless transmitter, the date and time of registration, the Dutch DPA constituted
Bluetrace was gathering personal data, according to the definition of the Wbp. Bluetrace argued that it
offered clients the option to hash the MAC addresses, which would be done short after registering.
Hashing refers to a method used in cryptography, where the data is converted to code using a hashing
table. Bluetrace argued the data would no longer be considered as personal after hashing it. Without a
request by the client, hashing would automatically be done after 3 weeks, before the data would be
stored for a longer period of time. However, the Dutch DPA constituted their specific hashing method
did not make the data anonymous, as the process was reversible using a key in possession of Bluetrace.
Bluetrace collaborates closely with its clients in implementing Wi-Fi tracking. According to their
business model however, Bluetrace remained the owner of the data and determined what data would be
collected, how long it would be stored, and what methods of processing would be used. The Dutch DPA
therefore argued Bluetrace cannot be considered a data processor, but is a data controller within the
meaning of the Dutch Data Protection Act. This meant Bluetrace was held responsible for all applicable
statutory provisions according to article 13 of the Wbp. However, because the various data processing
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operations by Bluetrace and its clients were integrated, there was an interdependence between the two
actors, which resulted in a joint responsibility. The Autoriteit Persoonsgegevens (2015), argued that as
joint controller, Bluetrace can be held accountable for both actions that are actually in its power and for
the aspects of data processing that are more or less related to what clients determine within the scope
of their cooperation. The latter involved the provision of information to the public, choosing the
locations to be monitored, the duration of data retention and the purposes for the application of the
information related to business economics to the client’s organisation.
Bluetrace argues the data collection is based on legitimate interests as required by the Wbp (and the
GDPR), stating the extracted information from data in and around shopping centres provides
information related to the commercial performance of the shops. Although this can be considered as a
legitimate argument, the Dutch DPA states that, by not informing those involved in the tracking, those
involved were unable to make an informed decision. Also, the fact that Bluetrace processed more
information than necessary by recording 24 hours a day, seven days per week, as well as the recording
of by passers of shops played a role. Another important argument was the fact that Bluetrace did not
have a data retention policy, and stored all information for an undetermined amount of time. These
arguments played a prominent role in determining that Bluetrace was acting disproportionately,
meaning privacy implications were considered to outweigh the purpose.
As a response, Bluetrace proposed several measures on which it could improve its business model in
order to provide compliance. A proposal to research the opportunities in masking the MAC addresses
in order to remove the link to a device (and thus an individual) with the possible inclusion of a third
organisation that would convert the data such that when it would be handed over to Bluetrace, it could
only work with the derived data. Although this would make it significantly more difficult to link back
to individuals, the Dutch regulative authorities argued this would not result in anonymization, but would
only create an extra hurdle and still allow indirect identification
Bluetrace proposed to setup a privacy policy and provide information on their website, as well as inform
their clients on their privacy policy, and encourage them to communicate this to their customers (i.e.
the shoppers). Such an information provision would have to communicate to all involved (shop keepers,
shoppers, local residents, etc.) what kind of personal data is being collected and how it will be
processed. It should be explicitly noted that the data gathered involves indirectly derived location
information. The Dutch DPA doubts the information of a privacy policy would reach the data subjects
in time, as they are indirect users of the service offered by Bluetrace. Thus, without informing the data
subjects, the method used by Bluetrace is still considered as unlawful data processing.
In order to limit the scope of the data capture, Bluetrace proposed to research the possibility of
anonymizing the MAC addresses after capture within a specified time period. Anonymising data in an
irreversible manner would mean Bluetrace would no longer be dealing with personal data. The Dutch
DPA refers to article 29 of the working party on anonymization techniques, and recommends the data
be anonymized within 24 hours. This did however not change anything to the conclusions of the
Bluetrace investigation, as at the moment of writing the report, Bluetrace was still processing personal
data in an unlawful manner.
Wireless radio waves are not completely blocked by walls, and as such, the Bluetrace tracking technique
also records data outside shops, including random by passers. It therefore proposed to investigate the
consequences of limiting the tracking to in shops only. The Dutch DPA argued this would be an
important step towards a more proportional manner of data gathering, as there is no legitimate interest
in data on devices outside the shop. The investigation by Bluetrace did however not change anything to
the conclusions of the report.
Another effort towards a more proportional manner of data gathering is the proposal by Bluetrace to
investigate the consequences of limiting the Wi-Fi tracking in time, for example, by only recording data
during opening hours of the shops. Again, the Dutch DPA states that this would be an important step
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towards more proportional manners. But, again, a mere research without any concrete actions is not
enough to retract the infringements found.
Bluetrace proposes a research on how to better inform people on Wi-Fi tracking. Any agreements will
be laid down in the terms between Bluetrace and its clients. The Dutch DPA argues such a method will
contribute to retracting the infringements found. Examples of such methods could be the use of stickers
on windows, flyers, and poster that should provide specific and easy to understand information that
describe the methods, purpose, and those responsible. This did however not lead to any concrete actions,
and made no changes to the infringements found.
Bluetrace proposed to research the possibilities of an opt-out mechanism. The Dutch DPA states that
such a mechanism in combination with other guarantees can lead to the conclusion that Bluetrace has
taken sufficient account of the interests of the stakeholders, and is required to end the infringements of
Article 8 of the Data Protection Act.
After the report, Bluetrace took several measures in order to better comply to the regulation. The data
recording was limited to the opening hours of the shops. Additionally, the data retention period was
changed to 24 hours. Furthermore, the privacy policy was changed, people were being informed with
the use of stickers and flyers in the area. The Dutch DPA argues that despite all this, Bluetrace is still
infringing the law. Additionally, the information provided to the people is argued to be incomplete and
incorrect.
The Dutch DPA argued Bluetrace must ensure three main things:
1. Bluetrace should not gather “personal data” from residents in neighbouring or nearby homes;
2. Bluetrace should immediately remove or anonymize the personal data of shopkeepers after
collection;
3. Bluetrace should inform people in and out of shops in a clear and understandable manner about
who’s data is collected for what purposes, how long this data is stored and where they can find
more information.
Bluetrace was forced to pay a penalty of € 5.000, - per week with a maximum of € 100.000, - if they
did not stop the infringements within six months (Autoriteit Persoonsgegevens, 2016). It was publicised
that Bluetrace ended the privacy law infringement, and stopped its efforts on Wi-Fi-tracking in and
around shops (Autoriteit Persoonsgegevens, 2017).

2.4 Summary
Throughout the years, mobile broadband has seen rapid development. The international standard setting
of the GSM cellular technology created an attractive market which resulted in the technological
development of mobile phones and networks. As the capabilities of both grew, so did their
pervasiveness in everyday life resulting in a growing reliance on mobile technology and investments.
The platform proved to be able to create value not just for business, but also for ICT enabled government
services (eGovernment). Future trends like the IoT are forecasted to allow the collection of more data
which is expected to have significant economic and social impact. The EU recognises the significance
of (mobile) broadband and has made its development an essential pillar in the larger EU growth strategy
Europe 2020. With the aim of harmonising the digital world across the Member States, the DSM
strategy sets out a range of reforms to achieve this. Among this is the ‘European Gigabit society’ vision,
consisting of three pillars. By 2025 there should be 5G coverage in all the major transport hubs and
urban areas, everyone in the EU should have access to a 100 Mbit/s connection, and gigabit connectivity
for places driving socio-economic developments. Additionally, the EU promotes the deployment of free
Wi-Fi access points ‘WiFi4EU’ in public spaces
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Technological progress makes it easier to process and store more data. Part of that data is considered as
“personal”, and may have consequences for people’s everyday life. An example is profiling, in which
the data can be used to predict all kinds of characteristics of a person. This can lead to inclusion,
exclusion, stereotyping and monitoring, and indicates the relevance of privacy in relationship with data,
which is defined as the ability to control or have some influence over data about themselves.
Extensive research has been done related to the many-sided topic of digital privacy, but only a relatively
small part of this focusses on information privacy and technologies. Future research on the balancing
of digital privacy and the advantages of location based services is likely to gain importance according
to Bélanger & Crossler (2011). Based on this gap in the literature on digital privacy, this research
focusses on the balancing of intrests between firms and individuals on a potentially privacy invasive
technology.
Privacy in a digital context is protected in the EU as described in article eight and seven of the European
Charter on Human Rights. Article seven states everyone has the right for his or her private and family
life, home and communications. Article eight states everyone has a right to protection of personal data
conerning him or her. With the developments such as networking, linking multiple computers, data
protection and privacy became a more relevant topic. The EU recognized this and set out the EU Data
Protection Directive (95/46/EC), providing protection for all citizens of the Member States.
As computing power increases and the price of storage decreases, analysing large sets of data in order
to extract valuable information becomes an increasingly interesting undertaking. However, because
every Member State had its own law relating to data privacy and protection, the transborder flow of
data is hampered, limiting potential economic and social development. Thus, as part of the DSM
strategy, the EU regulatory framework is updated with the General Data Protection Regulation (GDPR)
and the ePrivacy Regulation (ePR). In contrast to the previous directives, the new privacy framework
consists of regulations, which are binding for all Member States, resulting in legal harmonisation across
the EU.
The GDPR raises the bar for compliance with significantly higher fines. It demands greater openness
and transparency from the data controllers, and gives individuals more powerful rights to enforce
against organisations. The ePR focusses on providers of electronic communication services, such as the
traditional ISPs. New is the wider scope of the regulation, which now also applies to over-the-top (OTT)
services, Internet of Things and Machine to Machine communciations. The GDPR and ePR are planned
to be implemented on May 25th of 2018.
The new regulatiory framework consisting of the GDPR and ePR will affect many industries, which
may have consequences for innovation (see Appendix I for an overview). The argument is made that
the tighter limits on the use of “personal data” restrict the free flow of information between Member
States, hampering (potential) innovation based on such data. The European Commission argues that a
strong data protection system will actually facilitate the flow of data as a result of increased consumer
confidence. Additionally, it is argued that data protection compliance can become a competitive
advantage. Barriers between non-EU Member States are an issue that is adressed using alternative
transfer tools that ensure sufficient protection (the EU-U.S. Privacy Shield). Additonally, possibilities
towards regulatory convergence towards EU data security and privacy are explored.
The technological neutral formulation results in the use of ambiguous terms in the new regulation,
creating uncertainty which discourages innovative activites that touch upon privacy issues. The twoyear transition period between the accepntence and implementation of the regulation gives firms time
to prepare. However, concrete guidelines that explain the regulation in a more clear manner may be
required.
The regulation may also affect market competition. By creating high barriers for businesses dealing
with personal data, small firms are faced with much larger relative cost than larger firms. This may
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force smaller firms to merge with larger firms, or disapear from the market. This may result in decreased
competition and consequential decrease in innovative activities.
The Bluetrace case study demonstrated how the current privacy legislation (Wbp) can impact the use
of Wi-Fi based locations services. It demands a legitimatised interest with the informed consent of the
user, and poses strict limitations on the amount of data that is recorded and how long it may be stored.
The updated European legislative framework on data and privacy poses significantly higher penalties
in case of infringement.

Chapter 3: Technological framework
3.1 Small-cell architecture
With the fast rising growth of wireless traffic, existing network infrastructures face challenges. The
growth in traffic is advancing on two fronts; the number of connections and the demand for bandwidth
per connections. Whereas it used to be common to have a couple of computers in a household that
would connect to a wireless network, nowadays the number of connected devices is increasing fast.
Smartphones, tablets and laptops all rely on a wireless connection for a great deal of their functionality.
Additionally, the demand of bandwidth is rising fast. Streaming services are offering higher quality
audio and video, which pushes the capabilities of wireless networks to its limits. In order to better cope
with the increasing demand for wireless bandwidth, network infrastructures need to adapt. These trends
have contributed to the development of smaller cells in order to allow for increased capacity, speed,
and a stable connection with the growing number of connected devices.
This chapter starts by discussing the move from the traditional macro-cell cellular communication
network, towards a heterogeneous network consisting of smaller and macro cells. This serves as the
historical context that helps rationalize the (coming) move towards smaller cells in the field of Wi-Fi.
Finally, the chapter discusses some of the prominent challenges that small cell (Wi-Fi) infrastructures
face.

3.1.1 What is a small cell network architecture?
A small-cell network architecture is a collective name for a more decentralized approach to a network
infrastructure. Instead of one AP covering a larger area, multiple APs with a smaller range are connected
to a centralized controller, that collectively cover the same area. The trend towards smaller cells is not
something new, and has been seen in recent history in cellular network development. This traditionally
primarily caters for voice services. However, cellular systems are also increasingly used for various
data services (think of UMTS and LTE) (Hasan, Siddique, & Chakraborty, 2009).

3.1.2 Small cells in a cellular context
In 1991 the second-generation wireless telephone technology (2G) was introduced. The successor of
the first-generation wireless telephone technology was the first cellular infrastructure that offered digital
encoding. It was capable of low bit rate data services (64 Kbit/s) as well as the traditional speech
services (Sharma, 2013). The carrier frequencies were typically the 900 MHz or 1800 MHz bands. Ten
years later, in 2001, the third generation (3G) of wireless telephone technology was introduced.
Amongst other improvements, it brought faster data transmissions, initially supporting up to 2 Mbit/s,
which later on increased to up to 14.4 Mbit/s on the downlink (3.5G) (Sharma, 2013). The operational
frequency typically was the 2100 MHz band, which had a slightly better range but less indoor coverage.
In 2009 3G was succeeded by 4G technology, which boosted internet speeds significantly; 4G LTE
technology has a theoretical maximum mobile download speed of 100 Mbit/s.
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Figure 3.1 The development of mobile broadband speeds (Sharma, 2013)

The developments in faster access speeds have led to a rapid increase in mobile data use. Cisco in their
Visual Networking Index expects a seven-fold increase in global mobile data traffic in the period 20162021 (Cisco, 2017) (see figure 3.2).
The development in cellular technology has led to an increasing density of base stations (BSs) in an
effort to provide higher network capacity as the, especially data traffic, increases (Lee & Huang, 2012).
There are two main reasons that explain the development of the small cell technology. One relates to
the growing speed of mobile internet services, and the other to the growth in the number of connected
devices. The use of higher speed mobile internet on higher frequencies has consequences for the design
of the cellular technology that forms the network. Higher data rates typically require higher frequencies,
as can be seen in the development of cellular technology. Higher frequencies are more susceptible to
multipath interference (see box 1 – Multipath errors), and are thus less suitable for long range
deployments. The following graph displays this by showing how higher frequency broadcasting of
CDMA2000 (part of the 3G mobile technology standard) has an effect on the range of a BS (see figure
3.3).
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The second reason that explains the development of the
small cells in the cellular context is the fast-growing amount of mobile connections, which is mainly
caused by the growing number of smartphones (TNO, 2016). A cellular cell has a maximum amount of
connections it can handle. This is limited by the bandwidth available. Thus, in order to increase the
capacity, more base stations with a smaller range are deployed. To ensure that adjacent cells to not
interfere with each other, neighbouring cells operate on different frequencies, which are reused in a
regular pattern (Novlan, Ganti, Ghosh, & Andrews, 2011). In cellular context, these networks often
have a hexagonal pattern, which can be seen in figure 3.4.
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Figure 3.4 An example of a hexagonal pattern often seen in cellular frequency reuse. Note that none of the
adjacent cells operate on the same channel (TechnologyUK, 2017).

There are many terms that fall under the collective name of small cell, such as micro-, pico-, and
femtocells. These terms are often used in the traditional cellular context. Typically, a macrocell has a
range of about 53 Km. These can be found in rural areas or along highways. Microcells cover a smaller
area with a typical radius of about 300 m. They are used to cover areas such as hotels, malls or
transportation hubs with coverage. Picocells are used in both indoor and outdoor environments with
dense phone usage. Examples are train stations and stadiums. Femtocells are the smallest cell, with a
typical range of about 10 m. These are usually aimed at applications in indoor environments such as
homes or small businesses. The use of these cells does not have to be mutually exclusive, but can be
used in a layered manner. For example, where a macro cell covers a large area, but smaller cells ensure
there is sufficient capacity in the higher demand areas. For an overview of the various cells, see table
3.1
Table 3.1 A comparison of different kinds of cellular small cell nodes (Fujitsu, 2013)

Macrocell
Microcell
Picocell
Femtocell

Typical range

Typical use scenario

Power range

> 35 Km
> 2 Km
> 200 m
~ 10 m

Rural areas, highways
Malls, hotels, transportation hubs
Train stations, stadiums
Home or small business

20 W ~ 160 W (40 W)
2 W ~ 20 W (5 W)
250 mW ~ >2 W
10 mW ~ 200 mW

Summarizing, the rapid growing demand for fast mobile internet speed and the growing number of
connected devices requires the infrastructure to adapt in order to keep up. In order to adapt, the
infrastructure increasingly moves towards a small cell network infrastructure. This allows it to cater
more users simultaneously, as well as to support (higher frequency) faster data transmissions.
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Box 1 - Multipath errors
Multipath refers to the different paths signals can take to a node as a result of reflection or
refraction. This means signals can arrive at a node via a detour, taking longer time to arrive. This
is of special importance when it comes to time based location algorithms, as these models are
based on the assumption that the signal travels directly towards the node (i.e. taking the shortest
route). If they arrive at the node via an indirect way, this means it has not taken the shortest route.
Thus, location based algorithms may be off. See figure 3.5 for a visual representation of the
multipath error phenomenon.

Figure 3.5 A visual representation of the multipath effect (University of Missouri, 1998)
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3.1.3 Wi-Fi and small cells
Similar to mobile broadband, fixed networks are expected to see a significant growth in traffic (Cisco,
2017). The increasing demand for high quality multimedia streaming services and the growing amount
of wireless connections pushes the infrastructure to its limits. With a typical range of about 50 m in
indoor environments, Wi-Fi is a small cell technology. Yet, with the growing demand for reliable and
fast access, the interest in even smaller cells grows.
In recent history, there has been an ever-increasing demand for wireless bandwidth. The standard IEEE
802.11 that defines communication via Wireless Local Area Networks (WLANs) was created in 1997.
At the time, the 802.11 WLAN allowed for a 2 Megabit per second (Mbit/s) wireless data connection,
which was too slow for most applications. Soon after, in 1999 Wi-Fi was introduced for home use. The
newly developed 802.11b allowed for data rates up to 11 Mbit/s. However, before 802.11b came to the
market, another extension to the original was developed; 802.11a. This standard supported up to 54
Mbit/s, but this higher speed came with a higher cost, making it more fit for the business market.
802.11a operated in the 5 GHz frequency range, making in incompatible with 802.11b, that operated
on the 2.4 GHz frequency range. The operational frequency of 5 GHz also meant that the AP had a
shorter range as it has more difficulty penetrating walls and other obstructions (Lifewire, 2017). The
introduction of the new 802.11g standard in 2003 allowed for higher data rates (54 Mbit/s). By
continuing to use the 2.4 GHz frequency, it allowed a wide area of coverage. In 2009 802.11n operating
on 2.4 and the optional 5 GHz frequency was introduced, which proved to be more reliable and faster
than its predecessor. The increase in data rates was mainly due to two changes; the increased maximum
channel width that doubled from 20 MHz to 40 MHz, and the introduction of multiple antennae in one
AP. Channels operating with a width of 40 MHz provide twice the data rate available over a single 20
MHz channel. The multiple antennae allowed for so called ‘Multiple Input Multiple Output’ (MIMO),
which employs multiple antennae for sending and receiving more than one signal simultaneously. This
resulted in significant increases in data rates (a theoretical maximum of 600 Mbit/s) without the need
for a higher bandwidth or transmit power (Wood, 2014).
Wi-Fi operating on the 2.4 GHz frequency proliferated, but this brought along a new obstacle; the
operational frequency range became overcrowded (van Bloem, Schiphorst, Kluwer, & Slump, 2012).
This results in interference, which has a negative impact on the quality of the service. Metageek.com
(n.d.) differentiates three kinds of interference; non-Wi-Fi, co-channel and adjacent-channel
interference. Non-Wi-Fi interference can be caused by home appliances such as microwave ovens,
Bluetooth devices, baby monitors and digital cordless telephones, that all operate on the 2.4 GHz
frequency simultaneously. Co-channel interference becomes a problem when there are too many Wi-Fi
enabled devices on the same channel (i.e. the same exact frequency). Adjacent-channel interference
occurs when APs broadcast on overlapping channels. Picking the right channel that has less or no
overlap can solve this problem. However, depending on the amount of broadcasting APs in the area,
this may not be possible.
The interference can create a variety of problems. In a scenario with a lot of different appliances in
range that broadcast on the same frequency, an AP may have difficulty in finding the right signal amidst
all the others (i.e. noise). The most common effects of interference can, depending on the amount of
noise, render the AP incapable of translating the right signal, making the client unreachable. Noise can
also result in delay in decoding the right signal, as the AP has to bounce back signals that arrived at the
wrong destination and wait for the right signal to arrive. The latter often occurs in highly populated
areas, such as city centres.
Traditionally, Wi-Fi operates on the 2.4 GHz frequency. This is a worldwide unlicensed frequency,
meaning anyone is freely allowed to broadcast at this frequency. The term gigahertz (GHz) in the
context of wireless communications refers to the wave oscillation. Wi-Fi typically operates at 2.4 GHz,
however, it does not solely operate on this frequency. It operates on a range of frequencies from 2,400
to 2,483.5 MHz, which falls within the unlicensed spectrum. This range is typically subdivided into 11
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so called channels, which operate at slightly different frequencies (channel 13 and 14 are available
depending on the country (Tilbury, n.d.).

Figure 3.6 An overview of the available Wi-Fi channels in the 2.4 GHz range (Aichele, et al., 2007)

The available channels are 20 or 22 MHz wide, but are separated by only 5 MHz, meaning the adjacent
channels overlap with each other (see figure 3.6). Different APs broadcasting on the same or
overlapping 2.4 GHz frequency channel can cause interference, which will affect the Wi-Fi speed. This
is why it is commonly advised to choose either channel one, six or eleven, as they are the only ones that
are not overlapping.
Although there are many unlicensed frequencies, the 2.4 GHz became the designated design due to a
variety of reasons. Lower frequencies (e.g. the unlicensed 900MHz frequency) will more easily be able
to broadcast through a multi-floor house, but generally requires a larger antenna, upping the price.
Higher frequencies (e.g. the unlicensed 5GHz frequency) generally have a smaller antenna and a longer
range, but are less able to penetrate obstacles. Another important aspect was the fact that the higher 2.4
GHz frequency range allowed for more channels compared to the lower frequency options. This allowed
for what at the time was considered a wide channel selection. The Institute of Electrical and Electronic
Engineers (IEEE) decided the 2.4 GHz was the best option for Wi-Fi with its range potential, sufficient
penetration and wide channel selection (Herman, 2010).
The arrival of 802.11ac in 2011 brought a range of improvements that aimed to solve some of the
problems that had emerged. An important new feature was that it no longer mainly operated on 2.4
GHz. 802.11ac saw the return of the use of the 5 GHz as designated frequency (used before by 802.11a).
The re-utilization of this frequency for Wi-Fi allowed an ‘escape’ from the overcrowded 2.4 GHz
frequency. It promised increased speed by continuing the trend of multiple antennae per AP, allowing
more simultaneous data streams. Additionally, the support for 80 MHz channel bandwidth resulted in
an approximately twofold increase in data rate as compared to 802.11n, where 40 MHz is the largest
channel bandwidth. An optional feature in 802.11ac is the support for 160 MHz channel bandwidth,
allowing for yet another twofold increase in data rate over the mandatory 80 MHz channel bandwidth
(Ong, et al., 2011). As a result, the theoretical maximum speed grew to up to 1.3 Gbit/s with three
antennae. The increase in antennae per AP also created improvements in terms of range and reliability.
Where three antennae per AP used to be the maximum in a design, with the new standard AP can come
with up to eight antennae.
New developments utilize Multiple-User, Multiple Input Multiple Output technology (MU-MIMO)
output technology (see figure 3.7). This development, also known as 802.11ac Wave 2, will increase
the performance by handling communications via multiple antennae at each of several radio transmitters
and receivers (Vaughan-Nichols, 2010). This essentially comes down to an AP that is better capable of
listening to multiple signals at the same time on the same channel (ontheflywifi.net, 2014). This is
makes a network better in handling simultaneous data streams. However, in order to benefit from this
technology, all connected devices need to support this new technology, including the AP itself, of
course.
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Figure 3.7 Multiple-user Multiple Input Multiple Output (MU MIMO) is better able at handling simultaneous data streams
(ontheflywifi.net, 2014)

Nowadays, routers increasingly are equipped with the capability of broadcasting on the 5 GHz
frequency. There are three main advantages to broadcasting on this frequency. First, 5 GHz being a
higher frequency than 2.4 GHz, it is capable of supporting higher bitrates/data rates. A second advantage
of operating on 5 GHz is the fact that it is less ‘crowded’ than the 2.4 GHz frequency. Home appliances
such as microwave ovens, Bluetooth devices, baby monitors and digital cordless telephones operate on
2.4 GHz simultaneously, and can cause interference with the Wi-Fi networks. It is also less ‘crowded’
because there are currently simply not that many routers equipped with the capability of broadcasting
on the higher 5 GHz frequency. A third advantage of the 5 GHz frequency is the number of available
channels (19 non-overlapping compared to 3 non-overlapping). The fact that the channels in the 5 GHz
frequency do not overlap explains partly why Wi-Fi on this frequency is less prone to interference.
However, the number of available channels does depend on how wide the frequency range of a channel
is. The wider the channel, the more throughput, but this also means there are less channels available
that are non-overlapping. Thus, the increase in bandwidth per channel may result in a connection that
is more prone to interference.
One of the latest approaches responding to the challenge of a growing demand for indoor wireless
connectivity is the Wi-Fi mesh system. Mesh networks are often presented as a way to get rid of dead
zones in indoor environments due to the use of multiple broadcasting APs. In addition to the range
expansion, another advantage of Wi-Fi mesh networks is that the multiple APs are aware of each other’s
presence and can communicate with each other. This allows it to monitor which AP offers the best
connection for a wireless client, allowing smooth switching between wireless APs as a client moves
around in the network. Wi-Fi mesh systems are becoming increasingly popular for consumer use
judging by the growing amount of solutions. Well known examples are the products by Ubiquiti
Networks, Google Wi-Fi or Netgear’s Orbi.
A distinction should however be made between front-end and back-end Wi-Fi mesh systems. In a backend mesh system, all the APs are connected with wires. This allows for centralized control which allows
the data to be send to the desired AP via a fast and reliable wired connection. These can however be
cumbersome to install due to the deployment of (additional) wires. Front-end Wi-Fi mesh systems do
not require a wired connection between the APs. The flow of information is transferred over the same,
or a separate dedicated wireless Wi-Fi network. A disadvantage is that the flow of data between wireless
APs in front-end mesh networks puts a load on the overall throughput capacity. There are solutions that
try to avoid this issue by using a separate band for infrastructure communication, for example, by
utilizing the 5 GHz frequency for logistic data flows, and the 2.4 GHz for client-to-AP communication.
This method can however be prone to interference due to the amount of bandwidth required for the
mesh system as a whole.
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These mesh solutions, pushed by the growing demand for wireless connectivity, bring the concept of
multiple APs to the residential environment. Thus, there appears to be a parallel with the developments
in the cellular context. As the use of the 5 GHz frequency for Wi-Fi will become the more common,
communication will become more short range but support data rates. This leads to the conclusion that
there appears to be a trend towards multiple APs with a smaller range in order to meet the future demand
for wireless communication.

3.1.4 Challenges
Wi-Fi technology is adapting in rapid pace to the ever-growing demand for wireless communications.
Though it has seen impressive developments in its history, it still has some challenges that need to be
addressed in order to be able to keep up with the demand.
3.1.4.1 Hopping & Roaming
Larger networks often consist of more than one AP, as this allows coverage in greater areas such as
shopping malls or university campuses. Each AP creates a “cell” of coverage on an ideally nonoverlapping frequency channel as to prevent co-channel interference. It is important for the continuity
of access to have an effective “hand-over” mechanism from cell to cell as clients move in and out of
range of the multiple APs.
The “hand-over” that is initiated at the infrastructure side when wireless clients move out of the usable
range of one AP, and connect to another AP, usually with a stronger signal, is called roaming (Roundy,
2012). There are different kinds of roaming techniques that offer more or less advanced solutions. In a
basic roaming setup APs function independent of each other, and do not have any information about
their co-existence. When a client walks out of range of an AP, the connection will be disconnected. It
may then take a moment for the client to reconnect to an AP that is in range, which will result in time
delays and/or interruption of the connection (Datalogic, 2009). Although this may not seem as a big
deal, it can be when the client is using a service that requires a constant connection, such as streaming
multimedia content, or having a VoIP conversation.
In 2008 the 802.11 standard got two incremental updates in the form of the 802.11k and 802.11r. The
802.11k update allowed 802.11 stations to request measurements of the load of a channel from APs in
the network, which allowed it to measure how occupied a frequency channel is (Mangold & Berlemann,
2005). With this information sharing between APs, a network is capable of balancing the load across
the network, and can decide the current AP is handling too many clients while a nearby AP has few or
no clients connected (Datalogic, 2009). The 802.11r update allowed so-called ‘fast roaming’. This
simplified the roaming process, which resulted in a faster handover (less than 100 ms) while maintaining
the same level of security and stability. This was achieved by changing the protocol in a way such that
the encryption keys are given after the first connection with the network is established, and do not need
re-authentication when switching to a different AP within the same network. In order for this to work
however, all devices involved need to support 802.11r (Tabassam, Trsek, Heiss, & Jasperneite, 2009).
Fast roaming is a more advanced technique when compared to basic roaming. With this technique APs
are aware of their co-existence, which allows the network to recognise that another AP in the network
is able to offer a better connection to a client and act on this information. Thus, when adequately
implemented, the infrastructure is able to cut off connection to a client from the AP side when it
determines another AP in the same network can offer a better connection, allowing a faster reconnection
compared to basic roaming. The decision to disconnect a client can be based on the signal strength,
noise level, bit-error rate or under/over capacity of an AP.
A step more advanced is seamless roaming. This requires a controller at the infrastructure side that
monitors all the connections of the APs in the network. Instead of cutting off clients that have an AP
that offers a better connection in range, fast roaming passes on clients from AP to AP. Connections are
only cut off when another AP has already taken over the connection, preventing a drop in connection.
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The seamless roaming technique is usually used in more expensive server-based environments such as
large corporate or industrial settings (Cisco, 2013).
If the switching of APs is initiated from the client side, this is called hopping. Often, the distinction
between roaming and hopping is not emphasized, as from the user side the effect is similar. Hopping
does not always happen between APs in the same network however. Many client devices do a poor job
when it comes to hopping. Clients stay connected to an AP for too long, while already in range of an
AP that can offer a better connection. This can result in a negative experience, as Wi-Fi speeds decrease
with increasing distance between the client and the AP.
In a basic roaming scenario, APs function independently from each other. This will cut off the client
and force it to look for a new AP in range, resulting in a delay or even a moment of disconnect. Fast
roaming does solve this problem up to a degree, but can still result in a short time delay which can cause
interruption. Seamless roaming is the current best solution, but does come at a high price. The technique
requires centralized control which is typically only employed in server environments in larger corporate
or industrial settings. Infrastructure side controlled roaming seems superior when compared to client
side hopping, as it allows for a smoother transition to an AP that offers a better connection, especially
when compared to seamless roaming.
The move towards small cells creates new challenges with respect to handing over connections. After
all, having a small cell network infrastructure means it will be more likely that mobile clients will more
often move in and out of range of an AP, considering the coverage per cell is smaller. As the move
towards smaller cells becomes more prominent, the efficiency of roaming and hopping thus becomes
increasingly important. This means there is a challenge for small cell network architectures to adopt a
technique that allows fast roaming.
3.1.4.2 Spectrum use
Wi-Fi can currently operate on the 2.4 and 5 GHz frequency. These frequencies offer a limited number
of channels per frequency. The return of Wi-Fi to the higher frequency allowed for much needed extra
channels. However, the developments towards 80 and 160 MHz multi-channel bonding will limit the
options for co-interference free channels. As the demand for bandwidth grows, this will create a
challenge for fast future wireless networks. It can be expected that 5 GHz 802.11ac will replace the
current 802.11n standard when more and more devices will support this technology that offers a higher
throughput. This will increase the usage of this band. While the current 5 GHz spectrum will initially
suffice to support the migration from 2.4 to 5 GHz, additional spectrum would provide greater capacity
and support higher speeds in contended environments (Digital Europe, 2012).
The management of the radio spectrum is the task of governments. Their job is to divide the spectrum
in non-overlapping blocks, promote efficient use, avoid interference and ensure social benefit. Licenses
to these blocks are then distributed, giving the recipient the exclusive right to transmit in one such block
of spectrum in a given geographic region (Peha, 1998). Normally, the licence to a spectrum block is
assigned to one recipient, and usage must conform to the specification in the license (e.g. transmit power
and type of use). This exclusive right to these large blocks of spectrum cannot change ownership or the
type of use according to the traditional spectrum licensing scheme. According to Hossain, Niyato, &
Kim (2015), these factors limit the use and result in low utilization of the frequency spectrum, which is
why they argue the utilization of the radio spectrum needs to be improved.
The American Federal Communications Commission (FCC) states that, despite significant investment
in networks and advances in wireless efficiency, demand for mobile broadband service is likely to
outstrip spectrum capacity in the near-term. It argues that when neglected, the so-called ‘spectrum
crunch’ is likely to affect service quality, and prices are likely to rise (FCC, sd). This same concern has
been latent in other geographical areas in the world, such as Europe. In order to tackle these challenges,
roughly two approaches are used. Spectrum re-allocation can be used to expand or limit a part of the
spectrum for a certain application. This can create extra much needed room. To name an example, in
2014 the FCC voted to open up 100 MHz of the 5 GHz spectrum for unlicensed (Wi-Fi) use (Goldstein,
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2014). However, this is not always possible, as other applications in neighbouring parts of the spectrum
may own exclusive rights for a predefined time period. Thus, the re-allocation of spectrum to new users
can come at a high price in terms of cost, but also delays and the occasional need to switch off incumbent
users (European Commission, 2012).
The second approach to handle the scarce spectrum resource is to increase the efficiency. Such a
solution is currently available in the form of Dynamic Frequency Selection (DFS). The 5 GHz frequency
band is primarily dedicated to meteorological and military radars, which limits the available number of
channels for Wi-Fi on this frequency. However, given certain regulations, such as Transmit Power
Control (TPC), it is possible to share frequencies with different applications (ADCO R&TTE, 2013).
Broadcasting a localized Wi-Fi signal on an additional part of the spectrum on the 5 GHz frequency
alongside incumbent applications is now allowed in many countries (including the EU Member States),
provided DFS technology is utilized. This mechanism is capable of detecting the presence of a radar
system on the channel currently in use. When detected, an unlicensed device will vacate that channel
and select an alternate one (Briggs, 2010).
A more innovative approach to increased efficiency is the Device Controlled Frequency Access
(DCFA). This method removes the idea of licenses, and instead puts all licensed spectrum into one
spectrum pool. Using Cognitive radios (a radio that can self-configure its parameters and get better at
doing this over time) the system can quickly change parameters like the central frequency, bandwidth
and transmission power using software. This process, called spectrum sensing, can allow for more and
new applications in the personal mobile communication spectrum. Instead of a two-year contract, users
could then change mobile network operators that offer the best price via a real-time auction to the user.
Such transactions can happen within a time span of 100 milliseconds, and can for example be done
when users move to a new geographical area (van Dorst, 2016).

3.1.5 Summary
Wireless broadband technology in the cellular context has seen stark development in the past decades.
Internet speeds have gone up from less than one Mbit/s to 100 Mbit/s with 4G technology. The
traditional macro cell cellular infrastructure has proven incapable of handling the growing demand for
high speed data connections. This is due to an increase in both the number of connections, as well as
the demand of bandwidth per connection. In order better handle the growing demand, the infrastructure
had to move to higher frequencies. However, these higher frequencies were less suitable for long range
deployment, which resulted in a denser deployment of BSs.
Similarly, the developments in Wi-Fi have also seen significant development since the 802.11
communication standard was introduced in 1997. Speeds have gone up from 2 Mbit/s to 1300 Mbit/s,
reliability has improved, and the capability to handle several mobile devices at the same time rather
than in turn have allowed the infrastructure to adapt to the growing amount of connections (see table
3.2 for an overview of the developments in Wi-Fi technology). However, the proliferation of Wi-Fi on
the 2.4 GHz frequency resulted in an overcrowded spectrum. This resulted in interference which affects
the quality of the service in a negative way. The ‘escape’ to the 5 GHz frequency allowed for more
bandwidth, but limited the range. Thus, there appears to be a parallel with the developments in the
cellular context.
As the demand for wireless communication continues to grow fast, and Wi-Fi technology continues to
develop, smaller cells may become an increasingly interesting concept. Smaller cells are better able to
handle a high number of simultaneous connections, and can, in a dense deployment, support a higher
throughput than a single cell setup. However, there are some challenges when deploying such a network
infrastructure. Smaller cells mean a client is more likely to switch between APs when moving around.
In order to provide a reliable service, the handover mechanism between on the infrastructure needs to
work efficient. Currently, seamless roaming is available, but this comes at a high price. Co-channel
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interference becomes a challenge in high density setups, as neighbouring APs cannot operate on the
same channel in order to prevent interference. This means a careful implementation is required.
Table 3.2 An overview of the main developments in Wi-Fi technology

802.11a
(1999)

802.11b
(1999)

802.11g
(2003)

802.11n
(2009)

802.11ac
(2012)

54

11

54

600

1300

35

35

38

70

35

Frequency (GHz)

5

2.4

2.4

2.4/5

5

Number of channels

12

11/14

11/14

2.4 GHz: 11/14
5 GHz: 19/8

19/8/5/2

20

20

20

20/40

20/40/80/160

1

1

1

4

8

Maximum data rate
(Mbit/s)
Approximate indoor
range (m)

Bandwidth per
channel (MHz)
Number of
simultaneous
connections

3.2 Indoor positioning systems
The Global Positioning System (GPS) is capable of providing outdoor navigation, yet indoor
localization has remained a challenge. This chapter provides an overview of the available technologies
and techniques when it comes to localization systems that could be used in an indoor environment.

3.2.1 Positioning technologies
There are many different kinds of technologies that can be used in order to determine the position of a
target, each with their own advantage. In order to select the right technology for the right application, a
careful analysis has to be made in order to make the right trade-off between the performance and the
complexity of the system (Gu, Lo, & Niemegeers, 2009). In the following chapter, different
technologies are discussed in order to provide an overview of the different possibilities when it comes
to positioning technologies.

3.2.1.1 Bluetooth
The proprietary Bluetooth technology is managed by Bluetooth Special Interest Group and operates on
the unlicensed 2.4 GHz frequency. The technology is the standard for wireless exchange of data over
short distances (1 – 10 m). It has seen significant development throughout the years in terms of data
transmission speed, range and energy use. The latest version is Bluetooth 5, which was introduced in
June 2016, and first implemented in the Samsung Galaxy S8, released in April 2017. This new version
supports an increased bandwidth of up to 2 Mbit/s. The range got quadrupled to up to 40 m indoors
(though this does decrease the maximum data rate to 128 Kbit/s) (Bluetooth SIG, 2016). These changes
are possible using similar power requirements as the previous Low Energy (LE) version of Bluetooth
(laptopmag.com, 2016).
So-called Bluetooth Beacons employ a Bluetooth signal transmitter that enables mobile clients to
perform actions when in close proximity of such a beacon. This can be used for highly contextual
advertisement purposes, but also for localization services. The technology has proven to be capable of
providing accurate short-range localization estimation using signal strength indicators (Bekkelien,
2012). Additionally, due to the relatively short range it is well suited to cell-based localization, which
avoids the unreliable mapping of signal strength (Chawathe, 2009).
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3.2.1.2 Infrared
Infrared (IR) utilizes the invisible spectrum of light just below the red edge of the visible spectrum. It
can be used in two ways; direct and diffuse IR. Direct IR can be used for point-to-point data
transmissions, standard designed for very low power communications. This requires line of sight
communication between devices over a very short distance with speeds up to 16 Mbit/s. Diffuse IR uses
wide angle LEDs which emit signals in a wide direction. It has a longer range (9 – 12 m) and allows
for multiple connections and does not require line of sight. A drawback of this technique is the fact that
it can suffer from interference from fluorescent or direct sunlight. Additionally, IR cannot penetrate
through anything solid. However, this can also be an advantage from a security point of view (AlAmmar, et al., 2014).
There are three methods of using IR signals for localization purposes. The first is the use of active
beacons placed at known locations. In order to achieve meter-level precision, multiple receivers in each
room must be deployed in order to distinguish the different sectors of a room. This method does
however require active sending devices which signals can be picked up. Second, IR imaging uses
natural (i.e. thermal) radiation and is able to obtain an image of the surrounding world from natural
thermal emissions. Using triangulation with the use of multiple thermophile arrays, the position of
humans can be determined. The IR.Loc system by Ambiplex, (2009) uses this technique and is capable
of achieving an accuracy of 20 – 30 cm at an operating range of 10 m. Lastly, artificial light sources
utilizing IR cameras are capable of tracking human beings. The Kinect used for the video game console
Xbox uses continuously-projected IR structured light to capture 3D scene information with an IR
camera (Mautz, Indoor Positioning Technologies, 2012).
3.2.1.3 Ultra-Wideband
Ultra-Wideband (UWB) is a radiofrequency (RF) signal that transmits data in a wide range of
bandwidth. An emitted radio wave belongs to the UWB if either the bandwidth exceeds 500 MHz or
20% of the carrier frequency. In order to avoid interference with other signals, the governments have
put limits on the transmission power (about 100 nW). This limits the operational range to less than 100
m. The frequency band is restricted to 3.1 GHz – 10.6 GHz (US) or 6 GHz – 8.5 GHz (EU). The lower
frequencies are capable of penetrating through most typical building material, allowing it to track
moving persons through walls without requiring a direct line of sight (Crabbe, et al., 2008).
Tracking with UWB is often done using time based algorithms (e.g. ToA or TDoA) but can also be
done using the fingerprinting technique. The time measurements can be divided into three different
principles. The first is described as continuous waves, in which different frequencies are sequentially
used by “stepping or sweeping”, and allow for precise ranging. However, if the frequency range is very
wide, a large antenna is necessary, making it unsuitable for small devices such as smartphones. A
second technique is called impulse radio. Using fast pulses with a duration of nanoseconds or less,
distance measurements can be taken. Such ultra-short waves are less likely to interfere with other
signals, and allows for a better resolution of the line of sight path. It is capable of good accuracy under
line of sight (LoS) conditions (an accuracy of 4 cm was reported). The third principle of location
estimation using UWB utilises pseudo noise modulation. This refers to the sending of pseudo-random
binary sequences for ToA calculations. Calculating the correlation at the receiver requires large
processing capabilities. Yet, this method is of interest for smartphones, as small antennae can be used
(Mautz, Indoor Positioning Technologies, 2012).
The technology provides one of the most accurate indoor positioning solutions, and is currently for
example used for indoor navigation for the visually impaired (Mautz, Indoor Positioning Technologies,
2012). Due to the short duration of UWB pulses, multipath effects become less of a problem when
compared to narrowband signals (Nekoogar, 2005). A drawback of the technology is the fact that it
requires dedicated transmitter-receiver infrastructure, which ups the cost. Additionally, the technology
is typically sensitive to interference of other UWB signals in range.
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3.2.1.4 Zigbee
The protocol is often associated with the Internet of Things (IoT) due to its low power consumption,
and low price, making it fit for all kinds of monitoring sensors that do not require high data rates. Zigbee
operates in the unlicensed spectrum on the 868/915 MHz or 2.4 GHz frequency, depending on the
geographical area. It has a range of up to 100 m in free space, but in indoor environments typically 20
– 30 m. In contrast to Wi-Fi or Bluetooth technology, Zigbee supports so-called mesh networking. This
makes it easy to expand a network with multiple nodes and increases reliability, as failing nodes do not
affect the rest of the environment.
Indoor positioning systems that utilize the Zigbee technology often use signal propagation in order to
obtain a position estimation, for example the fingerprinting or trilateration technique. A drawback of
the technology is the fact that it requires dedicated infrastructure. This is however relatively
inexpensive. Since Zigbee operates in the unlicensed spectrum, it is sensitive to interference from a
wide range of signal types using the same frequency (Mautz, Indoor Positioning Technologies, 2012).
3.2.1.6 Camera based technologies
Optical position technologies where camera serve as input have become an attractive alternative for
indoor positioning systems. Typically, several images are taken from multiple views of a single camera
or multiple cameras. These can then be used to determine the coordinates of the target. Good accuracy
can be achieved using this technology (Mautz & Tilch, 2011), but requires significant amounts of image
processing computation. In addition, multiple room coverage requires a lot of expensive cameras
(Wang, Yang, & Dong, 2017).
3.2.1.7 Radiofrequency identification
Radiofrequency identification (RFID) is an old method of localization with its first use dating back to
the Second World War period. The system consists of a reader with an antenna which interrogates
nearby active transceivers or passive tags via radio waves. Typically, the Cell of Origin (CoO) method
is used, where the proximity of a tag indicates the presence of it. This means the accuracy depends on
the density of the cells. However, signal strength, angular methods and time-based methods can also be
used. The operational frequency ranges from low (30 to 500 KHz), high (3 to 30 MHz), ultra-high (433
and 868 MHz) and super high frequency (2.4 to 2.5 GHz). The higher the frequency, the more the signal
suffers from attenuation (Mautz, 2012).
A distinction is made between active and passive RFID. In an active RFID system, tags are battery
powered and more costly than passive tags, but are capable of longer detection ranges and can be used
for positioning with an accuracy of up to a few meters (Qing & Retscher, 2009). Passive tags do not
require batteries but have a much smaller range. In dense setups, this can create sub one meter accuracy
(Kiers, Bischof, Krajnc, & Dornhofer, 2011).
An advantage of this technology is the fact that it is capable of penetrating solid objects such as walls,
especially at a low operational frequency, and thus does not require a direct line of sight. Additionally,
in the case of passive tags, the system is compact, relatively inexpensive and rugged (Mautz, 2012).
The system is for example used the tracking of goods, persons or animals. Disadvantages are the fact
that accurate tracking of tags is only possible when targets are not moving at high speeds (i.e. not higher
than 35 km/h) (Yang, Cao, Zhu, & Tang, 2012).
3.2.1.8 Wi-Fi
The standardized 802.11 Wireless Local Area Network (WLAN) has become very popular in the last
decades. It operates on the unlicensed 2.4 and 5 GHz frequency and supports high data rates. The typical
range of Wi-Fi is about 50 – 100 m. The technology can be used for localization purposes using a variety
of methods, such as RSSI, proximity, time based and angular methods. The accuracy ranges from sub
one meter to 50 m depending on the method used (Mautz, 2012).
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An advantage of this technology is that it is typically already installed in most indoor environments,
and thus does not require any additional hardware investments. Also, most people nowadays own a WiFi enabled device, which means there are no significant investments required on the client/target side
either. Additionally, the technology does not require a direct line of sight. Drawbacks relate to the
different methods of localization. For example, using RSSI in indoor environments is troublesome, as
the signal propagation is affected by surrounding objects. Changes in this environment result in
problems when using the fingerprinting method, as this may require recalculating the signal strength
map. Time based methods suffer from multipath issues (see box 1 – Multipath errors).
3.2.1.9 Global Navigation Satellite Systems (GPS, AGPS, Galileo)
The American Global Positioning System (GPS) is freely available to anyone with a GPS receiver. It
has proven to be a reliable system for outdoor positioning. The system, operating in the 1.2 GHz and
1.5 GHz frequency range, consists of multiple satellites with accurate clocks. By determining the
difference in timing of signals the satellites solve equations to determine the positon of the receiver (see
3.2.2.2.1 Time of Arrival (ToA)). The system is capable of providing accuracy of up to 5 m. However,
it is less suitable for indoor situations as obstacles such as roofs and walls limit the coverage of the
signal. Considering people spend most of their time in indoor environments, this is a serious limitation.
Galileo is the European answer to the American GPS system. The aim of this global navigation satellite
system is to provide independent high-precision positioning system so that the European nations do not
have to rely on the Russian GLONASS, Chinese BeiDou or US GPS system, as these can be disabled
or degraded by their operators at any time. The basic (low-precision) service will be open to everyone,
the higher-precision will be available for paying commercial users. The system is estimated to be
capable of horizontal and vertical position measurements within 1 m precision.
The system consists of 30 satellites of which currently 18 are in orbit. It is expected to be fully
operational by 2020. The operational frequency ranges from about 10 to 15 GHz, which will mean
appropriate hardware on the receiver side is required, as most current smartphones will not be
compatible. Also, such high frequencies will be less able to penetrate solid objects. This means indoor
localisation/navigation using the Galileo system is not expected to work as well as GPS satellites, which
works on lower frequencies.
3.2.1.10 Summary
Although high accuracy outdoor positioning is currently possible, indoor positioning still remains a
challenge. Factors such as reflection, scattering, multipath effects and obstacles prevent the
achievement of the desired positioning accuracy.
There are many wireless technologies that can be utilized for indoor localization purposes. They vary
in complexity, cost, energy usage, versatility, range and accuracy (see table 3.3 for an overview of the
discussed wireless technologies). A disadvantage of a lot of these technologies is that they require
dedicated hardware. This has an impact on the price of such a system. Wi-Fi technology is the exception
in this case, as, thanks to the growing degree of coverage in most indoor environments; the technology
is often readily available. Additionally, current smartphones typically come equipped with Wi-Fi
technology and can thus send and receive Wi-Fi signals. This makes the technology an attractive
candidate for indoor localization. The performance of a Wi-Fi based localization service depends on
the technique used. These will be discussed 3.2.2 Positioning techniques.
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Table 3.3 An overview of the discussed indoor localization technologies

Advantages
Bluetooth

• Low power

Infrared

• Low power

UWB

• Good accuracy

Zigbee

• Low cost
• Low power
• Accuracy

Camera based

Disadvantages
• Specialized hardware required
• Cell-based localization (avoiding
unreliable mapping of signal strength
• Short range
• Specialized hardware required
• Requires dedicated hardware
• Cost
• Requires dedicated hardware
• Short range
• Requires dedicated hardware
• Expensive
• Require line of sight

RFID

• Low cost
• Low power
• Does not require direct line of sight

• Requires passive/active component
• Low range

Wi-Fi

• Does not require a direct line of sight
• Typically already installed in indoor
environments
• Global coverage
• Widespread compatibility (GPS)

• Multipath effect
• Signal propagation

GNSS
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• Not accurate in indoor environments

3.2.2 Positioning techniques
Numerous positioning techniques can be applied to the fundamental technologies discussed in 3.2.1.
Positioning technologies. In the following different techniques that can provide localization information
are analysed. The weaknesses, strengths and suitability for indoor environments of proximity, lateration
using multiple measuring techniques, angular and fingerprinting techniques are discussed.

3.2.2.1 Proximity technique
This method approaches the location of a target with the use fixed detectors with known locations.
When devices enter the proximity of the AP, the location of the target is considered to be in the
proximity area of the known location of the AP (Al-Ammar, et al., 2014) (see figure 3.8). When a
multiple APs detect the target, the location is determined based on the location of the AP with the
strongest RSSI (Liu, Darabi, Banerjee, & Liu, 2007). In the cellular context, this method is known as
the Cell of Origin (CoO) method, which can be used to track mobile phones. An advantage of this
method is the relative ease of implementation, as it does not require additional hardware or complex
calculations. A potential drawback of the method is the fact that the accuracy of the method relies on
the density of the AP grid.

Figure 3.8 An illustration of the Cell of Origin position determination method (Cisco, 2014)

3.2.2.2 Lateration technique
This method determines a location based on three (trilateration) or more (multi-lateration) range
measurements from APs with known locations (see figure 3.9). Typically, each AP sends out a signal
in a manner that is omnidirectional. The distance between the AP and the mobile device creates a circle
around the AP with possible locations of the mobile device. If this is done from at least three different
AP in range of the mobile device, a location can be determined by determining the point of intersection
(Rizos, Dempster, Li, & Salter, 2007).

Figure 3.9 A representation of the lateration positioning method (Ravindra & Jagadeesha, 2014)

When using range measurements, distances can be measured using a variety of time-based algorithms,
such as the Time of Arrival (TOA) and Time Difference of Arrival (TDOA). These are explained in
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section 3.2.2.1 Time of Arrival (ToA) and 3.2.2.2 Time Difference of Arrival (TDoA). Trilateration or
multi-lateration can also be done using the RSSI (see 3.2.2.3 Received Signal Strength Indication
(RSSI). In this case, the signal strength needs to be converted to a distance measurement using a signal
propagation model. All of these algorithms use calculations that can be executed at the AP side.
3.2.2.2.1 Time of Arrival (ToA)
Time of Arrival (ToA) or Time of Flight (ToF) is an algorithm that calculates the distance between a
target and the APs using the transmission time delay and the corresponding speed of the signal. The
mobile device sends a time stamped signal towards the receiving AP. After the AP has received the
signal, the distance between the target and the AP can be calculated by determining the time difference
between sending and receiving, and a known constant speed (radio waves travel close to the speed of
light). Combining distances from three different AP then allows for a localization of the target (AlAmmar, et al., 2014).
An advantage of these time-based algorithms is the high level of accuracy it provides (Neri, Di Nepi,
& Vegni, 2010). Additionally, this algorithm is not affected by absorption. The loss in travel speed of
radio waves due to typical obstacles such as walls is negligible. A disadvantage of this method is that
it requires very precise knowledge of the transmission send and receive times. The accuracy is affected
by the accuracy of the estimate of the Time of Departure (ToD) from the mobile device, as well as by
the accuracy of the estimate of its Time of Arrival (ToA) (Neri, Di Nepi, & Vegni, 2010). These two
variables of the algorithm should be very well synchronized with a precise time source, as, given the
high speed at which wireless signals travel, small errors in time synchronization can result in very large
errors in accuracy (Cisco, 2014). Additionally, such time-based methods require specialized and
expensive hardware integrated into the existing equipment (Del Ser, et al., 2012)
3.2.2.2.2 Time Difference of Arrival (TDoA)
The TDoA algorithm uses at least three APs with known locations to attain a relative position of the
mobile transmitter. It does this by examining the time difference at which signals arrive at the multiple
APs (Cisco, 2014). The setup consists of one master (reference) AP, and two slave (auxiliary) APs.
When a mobile device is in range of the APs, the differences in arrival time of the signal at the APs
create different hyperbolic curves on which a node can be. These curves are based on the equation of
velocity times time equals distance, where the velocity is a constant. The point of the intersection of
the curves is the estimated location of the target (Ahmed, Wei, Memon, Du, & Xie, 2013). According
to Cisco (2014), the algorithm has proven to be highly suitable for large-scale outdoor positioning
systems. Decent results can be expected in semi-outdoor scenarios, such as amphitheatres and stadiums,
as well as contained outdoor environments such as car rental and new car lots or ports of entry. The
algorithm can also be used in indoor environments, and performs best in large and relatively open
buildings.
An advantage of this algorithm compared to the previous ToA/ToF algorithm is that it does not require
accurate time synchronization from the mobile side. Instead, it only requires accurate time
synchronization at the AP side (Cisco, 2014). Additionally, the algorithm allows for accurate
positioning. A drawback of this algorithm is that it requires time synchronization between the receiving
sensors, which requires specialized hardware (Del Ser, et al., 2012). Additionally, the algorithm is
vulnerable to multipath errors (Al-Ammar, et al., 2014).
3.2.2.2.3 Received Signal Strength Indication (RSSI)
The RSSI can be used to estimate the absolute position of a target. Generally speaking, the closer the
distance of the target to the AP, the larger the RSSI. This can be converted to position data using the
fingerprinting technique or using trilateration. According to Kotaru, Joshi, Bharadia, & Katti (2015),
the use of RSSI in combination with trilateration can achieve accuracy of 2 – 4 m. The accuracy of
RSSI in combination with the fingerprinting method depends on the assigned cell size.
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An advantage of this algorithm is the fact that it easy to deploy. RSSI can be read from the APs through
appropriate functions of the dedicated driver, but can in some cases require software modifications in
order to allow for a read-out (Brunato & Battinit, 2005). Another advantage is the fact that the algorithm
does not require accurate time synchronization such as the time-based algorithms do.
A problem of this method is that it can become quite complex in indoor environments. Obstacles such
as furniture or office cubicles may cause reflection, refraction and diffraction of signals, resulting in
inaccurate results (Al-Ammar, et al., 2014). Esposito & Ficco (2011) proved that such limitations in
accuracy offered by RSSI-based systems are intrinsic due to the use of standard Radio Frequency (RF)
technologies and is unlikely to be further improved if more complex approaches and additional
infrastructure are not introduced. Another factor that affects the accuracy of RSSI-based systems is the
density of the APs. According to Li, Salter, Dempster, & Rizos (2006), the accuracy can be improved
by increasing the density of APs, but this does only work upto a certain degree, which depends on the
range of the AP and the size of the area that requires coverage.

3.2.2.3 Angular technique
The Angle of Arrival method uses a determination of the angle of signals in order to locate a position.
The angle of arrival is defined as the angle between the propagation direction of an incident wave and
some reference direction, which is known as orientation. Orientation, defined as a fixed direction
against which the AOAs are measured, is represented in degrees in a clockwise direction from the North.
When the orientation is 0◦ or pointing to the North, the AOA is absolute, otherwise relative (Rong &
Sichitiu, 2006) (see figure 3.10). With the use of at least two distinct signals from known locations a
position can then be attained (Prasithsangaree, Krishnamurthy, & Chrysanthis, 2002). These signals
typically are the phase of the incoming signal measured at the antennae (Schüssel, 2016). In order to
accurately determine a position, antennae need to be carefully aligned. Because of this, systems that
utilize the AOA method often use antennae arrays, where multiple antennae are placed at an equivalent
distance.
In the indoor localization system by Xiong & Jamieson (2013) called ArrayTrack, three APs are used.
It is able to localize clients to a median of 57cm and a mean of one meter accuracy. Increasing the
number of antannae to six further increased the accuracy to a median of 23cm and a mean of 31cm. A
system called SpotFi uses commodity Wi-Fi chips with three antenae, and is capable of attaining a
median accuracy of 40cm by combining the AOA and the timebased ToA algorithm, and is robust to
indoor hindrances such as obstacles and multipath (Kotaru, Joshi, Bharadia, & Katti, 2015).
The technique works well in a direct line of sight (Cisco, 2014), yet there are several problems with it.
For example, the multipath effect (see box 1 – Multipath errors) can cause for unreliable results in nonline of sight conditions (Gentile, Alsindi, Raulefs, & Teolis, 2013). This can however be reduced by
increasing the number of antennae (Kotaru, Joshi, Bharadia, & Katti, 2015). Additionally, the APs need
to be carefully placed in order to determine the compass direction from which mobile signals are
received. Misalignment of APs could result in inaccurate calculations. Another issue is that in order to

Figure 3.10 The angle is defined in degrees in a clockwise direction from the North (Cisco, 2014)
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register the angle of arrival of a signal, the antenna of the AP needs to be to understand directions,
which requires directional antennae. Normally, APs are equipped with omnidirectional antennae to
provide a good signal, independent of the direction of the client (Schüssel, 2016). Thus, this method in
many cases requires additional equipment investments.
3.2.2.4 Fingerprinting technique
The fingerprinting method can be used on existing Wi-Fi infrastructures, and does not require additional
equipment. It works by dividing an area provided with coverage of a wireless signal in separate cells.
Each segment has its own RSSI ‘fingerprint’, which consists of a recording of the RSS of the multitude
of APs in range. Thus, the location of a device in range of the wireless network can be linked to a
fingerprint, and a location can be determined. The location-dependent measurement can be easily
obtained with most wireless network equipment.
The method consists of two phases; the offline training phase and the online operating phase. The
training phase of this method involves a site survey aimed at analysing the Wi-Fi signal strengths from
multiple APs at multiple locations of interest. The area of interest is split into separate cells with the
help of a floor plan (Al-Ammar, et al., 2014). The RSSI values of the multiple APs in the environment
are measured in each cell. This allows the building of a database in which the fingerprints (the different
RSSI from multiple APs in each cell) are related to known locations in range of the network (Yang,
Chenshu, & Liu, 2012).
In the operating phase the location can be determined by acquiring the current RSSI fingerprint, which
can then be linked to a location with the use of the fingerprint database generated in the training phase.
The actual determination of the position can be done using a variety of algorithms with various degrees
of precision (Brunato & Battiti, 2005)
An advantage of this method is the fact that it is not sensible to multipath problems, making it a suitable
option for indoor localization services (Prasithsangaree, Krishnamurthy, & Chrysanthis, 2002).
Additionally, it is not difficult to deploy and does not require specialized hardware. The method is
capable of achieving decent accuracy of up to 0.6m median accuracy (Kotaru, Joshi, Bharadia, & Katti,
2015).
A drawback of this method is that when the layout of an indoor environment changes (e.g. the change
in location of a piece of furniture) this affects the RSSI of the different APs in the area, for example due
to refraction, absorption or diffraction. Thus, the built-up database of recorded AP RSSI linked to
locations may no longer prove to be accurate, and the database may need to be updated with recalculated
RSSI from the predefined locations (Al-Ammar, et al., 2014). Additionally, different mobile devices
have different wireless chipsets, which affect the signal strength of a mobile device. Thus, a device with
a strong wireless chip may get a stronger signal than a weaker chip. This may result in misallocated
locations.
3.2.2.5 Summary
Wireless positioning is typically based on either a proximity, lateration, angular or fingerprinting
techniques, or a combination of some sort. The lateration measures distance using time or signal
strength. The former method requires specialized equipment in order to obtain the distance
measurements. Signal strength measurement do not require this (although they do often require a
modification of the firmware in the AP). This makes it an attractive candidate for indoor localization
services. However, there are drawbacks to using RSSI with the lateration technique. The signal strength
is affected by environmental parameters, such as multipath, diffraction and scattering, which negatively
impacts the performance of a localization service
The fingerprinting technique uses RSSI values collected from APs to generate a radio map of an area.
The environmental drawbacks mentioned are not the only drawback of this method. The technique
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requires a site survey that maps the area for signal strength. Changes in the environment may affect the
map, which may in turn require updating in order to remain accurate.
Using the proximity technique, the location of a target is considered to be in the proximity area of the
known location of the AP. It is the simplest approach, as it does not require specialized hardware or
complex calculations. The accuracy of the technique depends on the cell size of the wireless
infrastructure.
Combining methods could potentially allow improved accuracy, but on the other hand it further
increases the complexity of the deployment and calibrating of indoor location-sensing infrastructures
(Esposito & Ficco, 2011). See table 3.4 for an overview of the various localisation techniques.
Table 3.4 An overview of the various localisation techniques

Method
Proximity

Advantages

Disadvantages

Easy to implement, does not require
complex calculations.
The most accurate technique.

Accuracy depends on granulity

Lateration (TDoA)

Requires time synchronization only AP
side

Suffers from multipath effect and requires specialized
hardware.

Lateration (RSSI)

Easy to implement and does not
require specialised hardware.

Reliable indoor propagation model is difficult due to
reflection, refraction and diffraction.

Angular

Works well in direct line of sight

Suffers from multipath effect and requires specialized
hardware.

Fingerprinting

No need for specialised hardware

Requires time consuming site survey. Vulnerable to
changes in environment.

Lateration (ToA)
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Requires accurate time synchronization on client and
AP side, and specialized hardware.

Chapter 4: Feasibility study
In this chapter, the principles of a small cell Wi-Fi based indoor positioning system are tested. The
experiment uses two small cell wireless APs and a client. In the experiment, the APs are placed at set
locations to cover the area of interest with a signal. The proximity method is used for location
estimation. The primary interest of the experiment is to demonstrate the use of Wi-Fi small cells for
tracking purposes.

4.1 Method used
The research on the various positioning techniques shows the main advantages and disadvantages of
each technique. The method used in the test case is selected based on feasibility and suitability for the
envisioned use scenario; a shopping mall. An important criterion for the selection of the method is the
ability to track a large number of users. This is based on a typical use scenario, where, depending on
the size of the shopping mall, there may be hundreds of targets active at the same time. Additionally,
the tracking system should not negatively affect the performance of the network, for example by
demanding significant computing power at the cost of providing a stable connection for the users of the
network.
Although the time-based trilateration techniques are suitable for accurate localisation, they suffer from
increased complexity due to the time synchronisation required for their functioning. RSSI trilateration
is problematic in indoor settings, as the signal propagation is affected by objects in the environment,
making it less suitable for a shopping mall setting. Additionally, for all lateration methods (ToA, TDoA
and RSSI), the tracking of a larger group of people may require significant computing power which can
have a negative effect on the performance of the network, or require additional investments. The
fingerprinting technique is an attractive method as it does not require complex real-time calculations or
specialised hardware. It is however susceptible to changes in the décor and requires a time-consuming
site survey. The fingerprinting and proximity technique do not require complex calculation per target,
making it suitable methods for keeping track of larger groups of people. In terms of feasibility, angular
techniques are not an option due to the Wi-Fi antenna being omnidirectional rather than directional.
Thus, it would require specialised hardware and go beyond the scope of this research.
Both the fingerprinting and proximity (CoO) technique remain feasible and suitable options for the
specific setting. Given the low complexity of the CoO technique (no complex computations required),
it is expected to be suitable for analysing a large number of targets. The fingerprinting method could
potentially allow for more precise tracking. The question is however if the more precise tracking
outweighs the investments required for the fingerprinting method (i.e. a site survey that may require
regular updating). The CoO method may result in less precise tracking (depends on cell size), but the
investments are lower, as the system does not require the creation or updating of a signal strength map.
Thus, the CoO method is selected based on its low complexity which allows it to track many targets
without demanding as much computing power as, for example, the lateration methods would. The CoO
method is relatively easy to implement and does not require periodical updating, as may be the case
with the fingerprinting method. The precision of the system can be determined based on the use
scenario, and can by increased by creating a denser grid of APs. As the deployment may be difficult to
alter later on, it may be important to find the right balance between precision versus costs (more APs
will up the price).
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4.2 Design experiment
Unfortunately, it was not possible to conduct the test in an actual shopping centre. Instead, the
fundamental aspects of the CoO technique are tested using the small cell Wi-Fi technology. This will
provide an assessment as to the capabilities of the system, and generate information integral to a value
proposition. The experiment has two main aims; the first is focussed at assessing the suitability of the
CoO technique to localise a target using Wi-Fi small cells, the second discusses how this can be utilised
in a multi-AP infrastructure.
The first question will be examined by placing two wireless APs in the test location. The experiment is
based on the principles of the proximity technique as described in 3.2.2.1 Proximity technique, and
builds upon the principle of localising a target based on the AP they are connected to. An important
aspect is then to investigate the range an AP has, as this determines the precision of the localisation
system. A variable that has a direct influence on the range of the AP is the transmit power. Thus, in
order to test the suitability of the CoO technique using Wi-Fi technology, the experiment will focus on
investigating the relationship between transmit power and range in combination with a multi AP setup
in order to find the optimum cell range based on the test location.
After determining the suitability of the CoO localisation technique in combination with Wi-Fi
technology, it then becomes relevant to investigate how the localisation principle can be utilised in a
multi-AP setup. This is assessed in a discussion on what kind of data is available in a multi-AP Wi-Fi
infrastructure, and how this can be used to extract information on the tracked targets.
The location for the experiment is an office space in construction of 33.5 x 10.5 m on the second floor
(see figure 4.1). The relatively large open space is largely free of décor that could provide hindrance
for the signal propagation. The setup consists of two 802.11n 2.4 GHz 300 Mbit/s Wi-Fi APs, that are
connected to a switch using Plastic Optical Fibre (POF) cables. The switch is connected to a router,
which is connected to a laptop. The laptop is used to read out the variables of the APs. The APs are
placed at 32 m apart in the centre of the room.

Figure 4.1 The experiment location
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4.2.1 CoO-based localisation experiment
An important aspect of using the CoO method is the capability of accurately assigning a cell to a
location. In order to do this, it is key to understand where the boundaries of each cell lie, as unforeseen
overlap of cells may result in a location mismatch. As argued by Bay, et al. (2015), in a free space, the
boundary between two adjecent cells is the straight line crossing through the two common intersection
points, as shown in figure 4.2. However, in a more complex indoor space additional techniques would
be required for the boundary determination due to the unpredictable interferences from the irregular
surrounding envrionment.

Figure 4.2 A visual representation of a formation of multiple APs in an ideal free space (Bai, et al., 2015)

In order to solve this problem, the boudaries of the cell are determined based on the hopping point (see
3.1.4.1 Hopping & Roaming). This is determined based on the point at which the user starts to
disassociate an AP and associate another adjecent AP. This is relevant in order to be able to pinpoint
stationary and follow moving targets. For example, when a target moves from AP5 to AP6, the
connection will automatically be switched from AP5 to AP6, as AP6 will eventually be able to provide a
better connection. However, in reality there is typically a 10 – 20% overlap of signal (see figure 4.3) in
order to provide a seamless network connection and avoid internmitted failure (Bai, et al., 2014).

Figure 4.3 Typically a 10 – 20% overlap of signal is used

In order to make an initial determination of the cell range and boundaries, an area can be divided into a
number of regions through a Voronoi diagram. This associatates all locations in a space with the closests
of a given number of points with respect to the Euclidean distance. This results in the tessalation of the
space into a set of polygone shaped regions. Voroni diagrams can be calculated using a variety of
software programs. In this research, the open-source application QGIS is used. QGIS is a Geographic
Information System (GIS) that supports viewing, editing and analysis of geospatial data. One of the
functionalities of the software is the ability to calculate Voronoi polygons based on certain points on a
map. Using the map of the office space where the experiment is conducted, the Voronoi diagrams are
calculated by placing the two wireless APs as points on the map. The Voronoi diagram determines
which AP is closest to any given point in the environment. Based on this, the resulting polygon shaped
cell gives an indication of the range of the AP. Figure 4.4 shows an example of a Voronoi diagram
based on a real floor layout of a shopping mall.
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Figure 4.4 An example of a Voronoi diagram for a shopping mall (220 * 380 m and 52 APs: red dots) (Bai, et al., 2014)

The initial cells can be used as an indication of the range for open space environments. In more complex
environments however, such a rough estimation of the range of APs may not suffice, as there may be
objects in the way that affect the signal propagation, which would allow a different AP that may be
further away to provide a better connection. The typical Wi-Fi signal strength ranges from -35 dBm to
-95 dBm. Table 4.1 indicates the relationship between signal strength and signal quality. Table 4.2
provides a list of building materials and appliances that may cause signal attenuation. Taking this into
consideration, manual adjustment and on-site calibration will most likely be required in order to more
accurately determine the proximity of the cell boundaries in more complex environments. However, the
experiment location is not very complex, and thus the basic indication of the cell range by the Voronoi
diagram will suffice.
Table 4.1 Relationship between signal strength and signal quality (Bai, et al., 2014)

RSSI range (dBm)
Better than -40
-40 dB to -55
-55 dB to -70
-70 dB to -80
-80 and beyond

Signal quality
Exceptional
Very Good
Good
Marginal
Intermittent to no operation

An important factor in having an efficient hop (i.e. one that is predictable and constant) is the transmit
power of the AP. With Wi-Fi technology, this can vary between 1 and 100 mW (in the EU), where 1
mW is expected to have the smallest range, and 100 mW the greatest. Typically, a mobile client that is
connected that to an AP transmitting at 100 mW will stick to that AP for a longer distance than an AP
transmitting at 1 mW. This is because the RSSI will be still be considered acceptable at a further range,
making the client less likely to determine the need to hop.
Table 4.2 Attenuation properties of signals propagating through a wall of appliance (Bai, et al., 2014)

Attenuation properties of common
building materials and appliances

2.4 GHz attenuation & penetration
loss (dBm)

Interior office door
Steel fire/exit door (4,4 cm)
Brick (9 cm)
Concrete wall (50 cm)
Glass divider (1,3 cm)
Interior hollow wall (15 cm)
Interior solid wall (12,7 cm)
Common floor

4
13
6
18
12
9
14
15

Refrigerator

19
44

When using the CoO technique in a non-roaming environment, it is important to know when clients
will hop to the next AP, as it directly affects the accuracy of the localisation method. For example, when
transmitting on 100 mW, if a client stays connected to AP1 while moving from AP1 towards the right of
AP2, the cell localisation as generated by the Voronoi diagram will not be representative. Although AP2
will be able to provide a better signal while moving towards AP2, the difference in signal quality is
likely to be minimal, which makes it less likely for the client to switch AP (see figure 4.5 a). If the
transmit power is weaker, a client will most likely hop from AP1 to AP2 when moving to the right, as
AP2 will be able to provide a better signal (see figure 4.5 b). However, the signal quality can be too low
and incapable of providing a good connection with the client at the hop. Because of this, the right
balance should be found between forcing the hop at the right moment in order to provide accurate
localisation based on the Voronoi diagram, and providing a good connection at the moment of hopping.

(a) A scenario where AP1 has a high transmit power,
making it less likely the client will hop to AP2 when near

(b) A scenario where APs have limited transmit power,
making it more likely a client will hop

Figure 4.5. Signal strength can influence the handover point (colour indicates signal strength with
green/yellow/red gradient representing exceptional to marginal signal strength)

In order to achieve this, it is important to look at the Wi-Fi signal propagation. This can be done by
checking the signal strength at various distances from the AP (e.g. every 2 m). This will allow the
creation of a signal strength versus distance curve. By determining the derivative of this curve and
setting it equal to zero, the largest difference (delta) in signal strength can be determined. This marks
the ideal point of hopping, as the change in signal strength per distance unit is the greatest at this point.
Thus, it is more likely a client is faced with a clear distinction in signal strength of the APs in range,
forcing it to hop to the adjacent AP offering a better connection.
Research on the propagation of Wi-Fi signals has been done before (Chrysikos, Georgopoulos, &
Kotsopoulos, 2009). However, existing propagation model (e.g. the ITU Indoor Path Loss Model) are
not used, as they are based on empirical data that is highly depended on the environmental settings, and
lacks a fundamental physical theory explaining why the formula is the way it is.
The APs used in this experiment allow the adjustment of the transmit power, creating a smaller or larger
cell size (lower transmit powers will have a smaller range). This allows the calculation of several signal
strength versus distance curves. By combining the knowledge on signal propagation at various transmit
powers, an optimum can be found between the transmit power and the ideal point of hopping as
described by the Voronoi diagram.
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4.2.1.1 Setup
The test in conducted in the 10,5 m by 33,5 m office space in construction. First, one AP is placed at
the left side of the room. In order to test the propagation of signals, a straight line (red dotted line in
figure 4.6) is chosen that is away from the windows (blue line in figure 4.6) in order to minimize the
effect of reflection. Measurements of the signal strength of one broadcasting AP are taken at every 2
m. The measurements are taken client side with a Macbook Pro (model late 2013) using the built-in
signal analyser. The use-scenario is aimed at the ability to track mobile clients, typically these will be
smartphones. The typical Wi-Fi antenna in a laptop is more powerful than one in a smartphone. Thus,
the RSSI will on average be higher compared to a typical smartphone. The results of the test should
therefore be interpreted as an upper limit for client devices (i.e. other client devices such as smartphones
are likely to have a lower RSSI pattern).

Figure 4.6 Measurements of the signal strength of the AP are taken along the red dotted line.

The AP1 location (see green dot in figure 4.6) is chosen such that a constant line of sight is maintained
throughout the measurement points in order to test the fundamental behaviour of the Wi-Fi signal in an
office environment. The AP is positioned at approximately the height of a cable duct (approximately 1
m), which is the height the type of AP used in the experiment is typically installed at. The APs broadcast
at the 2.4 GHz frequency at channel 1 and 12, the latter with the aim at creating a clear distinction
between the two signals and preventing channel overlap. As discussed before, the transmit power of the
AP is expected to have a direct effect on the range of the AP. In order to assess the cell size by measuring
the point of hopping, various signal strengths will be tested.
The point of hopping is tested by connecting to AP1 whilst standing next to it (so that is will be forced
to connect to that AP), and walking towards AP2. By monitoring the list of connected devices of AP2,
it is possible to detect at what point and signal strength a client hops from AP1 to AP2. By testing this
with multiple times with two different smartphones, a Sony Xperia S and an IPhone SE (Android 4.1.2
and iOS 10.3.2), the average point of hopping of a client can be determined. This then indicates the
range of the Wi-Fi cell in an indoor LoS situation.
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4.3 Results
When taking measurements of one broadcasting AP at the transmit power of 1 mW, 10 mW and 100
mW the graph in figure 4.7 describes the signal strength versus distance curve.

Path loss model at various transmit powers
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Figure 4.7 The path loss model measured at 1 mW, 10 mW and 100 mW measured with a Macbook Pro

This indicates the relationship between transmission power and signal strength. At a lower transmission
power, the signal strength will be lower at the same distance when compared to a higher transmit power.
Rather than a more rapid decrease of signal strength, a lower transmission power results in an overall
lower curve with a similar trend. At zero distance the lower transmit power of 1 mW already results in
a significantly lower signal strength compared to higher transmit powers. The 1 mW curve continuous
to stay well below the other curves of 10 mW and 100 Mw. The slight increase in signal strength at the
end of the 10 mW and 100 mW curve are most likely the result of reflection. The curves do not show
the expected distinctive S-shaped curve. Instead, they are very close to linear. Thus, setting a derivative
does not seem appropriate as there appears to be no steep change in the curves.
The results of the hop test indicate that the mobile devices hop from AP1 to AP2 distances ranging from
16 to 26 m from AP1. The signal strength at the point of hopping varies per mobile client, whereas the
IPhone has an average signal strength of -71 dBm at the point of hopping, the Sony hops at an average
of -65 dBm. When conducting the same hop test at higher transmit power (i.e. 10 mW and 100 mW),
no hop was registered.
Table 4.3 The results of the hop test

IPhone iOS 10.3.2
Distance (m)

Android 4.1.2
Transmit power
(mW)
1

Distance (m)

26

RSSI at hop
(dBm)
-70

22

RSSI at hop
(dBm)
-61

Transmit power
(mW)
1

16

-69

1

24

-67

1

26

-73

1

20

-66

1

Average:

-71

Average:

-65
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4.4 Multi-AP setup
In order to be able to track a moving target, the wireless infrastructure should be able to obtain and
analyse information on all the clients connected to the wireless network as a whole. However, in a
typical decentralised Wi-Fi architecture consisting of multiple APs, there is a separation between the
information an AP has, and the information the centralised controller has. Typically, the multiple
associated APs in a wireless network have limited information. They register metadata on the clients
that are connected to that AP, but do not have access to data on neighbouring APs or the network as a
whole. In contrast, the centralised controller that directs traffic to the associated APs keeps track of the
devices that are connected to the network as a whole, but does not have access to specific (localised)
metadata that the APs do. Combining the metadata of the centralised controller and the multiple APs in
the network allows for the ability to register and recognise targets in range of the multitude of APs in
the network. The following describes how such a system can work and what potential useful information
can be extracted from this.
The AP has access to a variety of metadata on the connected clients. This may include data on the
generated traffic by a client, time information such as the time first and last seen, the signal strength,
and unique identifiers of clients connected to that AP. The centralised controller of the APs typically
has access to metadata that includes a list of unique identifiers on clients connected to the network as a
whole (i.e. any AP in the network).

Figure 4.8 A schematic overview of the relevant data in a multi-AP setup in the context of tracking

The centralised controller (e.g. a router) will have additional data on clients that are connected via the
associated APs. This may involve a list of unique identifiers of all the connected clients and associated
APs to the network as a whole. This information could be combined using the common variable
available at both the AP and the centralised controller, which is the unique identifier of the client. By
linking this data with the data from the APs, new information can be obtained relevant in the context of
a tracking system. Information such as the client’s timing and traffic use can be matched with an
associated AP in the network. As such, it can be linked to a specific geographical area, defined by the
range of the wireless cell. This allows the gathering of location specific data, as well as the ability to
recognise a client at the multiple APs. A schematic overview of the relevant variables is depicted in
figure 4.8.
Utilising this metadata by converting it into relevant information and linking it to a geographical area
may provide numerous insights for a shopping mall setting. For example, by exploiting the time data
and unique identifiers, information on the number of targets and their time spent in an area can be
determined. Similarly, this can also provide information on the pedestrian flow in the shopping mall.
Numerous applications for this data are imaginable. This will vary depending on how the data actually
is processed. For example, batch-processing such data may create different opportunities when
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compared to real-time analysis. Regardless of the method used, ideally such a system would be
automated, which may be an interesting avenue of future research.

4.5 Conclusion and considerations
As seen in the results of the path loss measurements, the lower transmit power will result in a lower
signal strength at the same distance when compared to higher transmit powers. This means that the
overall cell size of the AP decreases as the transmit power decreases. This finding is of significance
when utilizing cells for localization purposes, as smaller cells mean a more precise localisation.
However, given the result of the overall lower curve of the 1 mW path loss model rather than a faster
decline with an equal RSSI at 𝑑 = 0, the quality of the connection will also be less compared to the
ones of 10 mW and 100 mW. Connection quality can be described by using the Signal-to-Noise ratio
(SNR), which is measured in dBm. This is not an actual ratio, but the difference in decibels between
the received signal and the background noise level. Noise in the context of radio reception is the sum
of all noise sources and unwanted signals within a measurement system. It can for example consists of
thermal noise, other electronic noise from receiver input circuits, or interference from radiated
electromagnetic noise picked up by the receiver’s antenna. Typically, this is a relatively constant factor.
The signal quality can be defined by the SNR and can be calculated as follows:
𝑠𝑖𝑔𝑛𝑎𝑙 𝑠𝑡𝑟𝑒𝑛𝑔ℎ𝑡 𝑑𝐵𝑚 – 𝑠𝑖𝑔𝑛𝑎𝑙 𝑛𝑜𝑖𝑠𝑒 𝑑𝐵𝑚 = 𝑠𝑖𝑔𝑛𝑎𝑙 𝑞𝑢𝑎𝑙𝑖𝑡𝑦 (𝑑𝐵𝑚)
For example, if a client device receives a signal of -75 dBm and the noise floor is measured at -90 dBm,
the SNR is 15 dBm. If a received signal is too close to the noise “floor”, data corruption and therefore
re-transmissions will occur more frequent (Cisco, sd). Considering the overall curve of the 1 mW signal
propagation shows a weaker signal strength compared to the higher transmit powers, the overall SNR
will be lower. This means lower transmit powers will result in a lower signal quality, which will affect
the experience of the client in a negative manner.
The results of the hop test imply the radius of the smallest possible WiFi cell ranges from 16 – 26 m.
This means the diameter of a WiFi small cell ranges from 32 - 52 m at a transmit power of 1 mW in
LoS conditions. Consequently, this is the most precise localization possible when using the CoO
technique in an indoor LoS situation based on this test. The fact that there was no hop registered within
32 m from AP1 at the higher transmit powers of 10 mW or 100 mW implies that the cell radius size is
larger than 32 m, which was the maximum distance the test location allowed for. In practice however,
the cell size may be smaller, as signal quality decreases as it passes through obstacles such as walls and
other interior objects. In addition, the move towards Wi-Fi on the 5 GHz frequency will result in even
more demarcated cells, as the higher frequency is less able to penetrate obstacles in the environment.
It should be noted, that, although a client can be “seduced” to hop by providing a better signal,
smartphones developers set a device such that it will only consider other APs when the signal strength
of the currently connected AP is below a certain level (presumably to promote power efficiency). As
discussed by Cisco (2014), the hopping behaviour of iOS 8 devices is as follows. The devices will
consider another AP when the RSSI with the current AP is below -70 dBm. It will then hop to another
AP if its signal is 8 dB better (in active communication), or 12 dB better (in idle) than the current AP.
This is in line with the results of the hop test. Although no documentation of such numbers was found
on Android devices, the test result showed numbers similar to those of the IPhone.
The signal strenght curve and hop test show that the infrastructre plays a critical role in the hopping
process, eventhough it is the client who actually makes the decision to hop. Although the point of
hopping depends on how the client is programmed, the results using an IPhone and an Android device
show that cell barriers should be set at about -65 dBm to -70 dBm (see figure 4.9). However, in order
to provide an acceptable continous connection, cells should have some overlap. The actual range of the
cell is then determined by the transmit power of the AP, any potential obstacles in the environment, and
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the configuration of the client. A CoO-based localisation system is likely to operate more efficient in a
roaming environment, as this moves the decision to switch AP from the client to the infrastrucutre. This
is expected to allow for a more predictable and constant handover.

Figure 4.9 A visual representation of the cell boundaries for a predictable hop (Cisco, 2014)

The discussion on the multi-AP setup mentioned the data separation between the centralised controller
and the APs in a typical decentralised Wi-Fi architecture. Combining this metadata of the AP and the
centralised controller will create relevant information in the context of localisation. Consequently, this
information can be combined with a specific geographical area as defined by the range of the AP.
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Chapter 5: Opportunities for location data
The use of localisation services in combination with Wi-Fi technology is a contentious subject. The
strict privacy legislation creates challenges for the utilisation of what is considered “personal data”.
Despite this, there are opportunities when it comes to Wi-Fi based localisation services. The following
discusses how compliance with the relevant legislation can be combined with the creation of value
propositions.

5.1 Wi-Fi based localisation services and compliance
As discussed in 4.4 Multi-AP setup, in order to distinguish individual targets using Wi-Fi technology,
unique identifiers are used. In the case of the chosen CoO-based localisation method that allows the
tracking of targets in range of a Wi-Fi network, this involves MAC-addresses. Such unique identifiers
are considered information that can be related to an identifiable natural person according to the GDPR
definition on “personal data”. Consequently, this means the privacy legislation applies to the
“processing” of such “personal data”. “Processing” is a broad concept according to the GDPR, and
refers to any operation or set of operations performed on the data.
In order to legally “process” such “personal data”, the processing should be done in a lawful manner.
There are two conditions that are considered for the lawful processing of Wi-Fi based localisation data
in a shopping mall setting. The first is when the data subject has given consent to the processing of his
or her personal data for one or more specific purposes. The second condition considered requires a
“legitimate interest”.
Consent should be given by a clear affirmative act establishing a freely given, specific, informed and
unambiguous indication of the data subject’s agreement to the processing of personal data relating to
him or her. Given the digital context of Wi-Fi location services, ticking a box may be an appropriate
manner of expressing consent. When consent is given following a request by electronic means, the
request should be clear, concise and not unnecessarily disruptive to the user of the service, and indicate
all processing activities and their purpose(s). In the case of multiple purposes, consent should be given
for all of them. The box should not be a silence, pre-ticked box, as this would not constitute consent.
Consent should be freely given, which refers to the idea that the performance of the contract, including
the service provision, may not be conditional on consent to the processing of personal data that is not
necessary for the performance of the contract. When applying this to the concept of Wi-Fi based
location services, the use of the personal data involved may not be set conditional to access to other
services (e.g. access to the Internet). The data subject should thus have the option to not consent and
not be limited in access to other services that may be expected in a given context. This could for example
be achieved using a log-in page, as often seen in a public Wi-Fi environment that offers access to a
service. The log-in page could then offer a checkbox that indicates the informed decision of the data
subject, but should allow for the option to not consent, while still offer access to the service.
The data subject should be informed as to the ability to withdraw prior to giving consent, and shall have
the right to withdraw his or her consent at any time. The withdrawal of consent should be as easy as to
give consent. This could be accounted for by implementing a clearly communicated opt-out option to
the data subject, for example by ticking a box that enables the option to enlist in for opt-out register.
The alternative basis for the processing to be considered lawful is the legitimate interest. The legitimate
interest is not very clearly defined in the GDPR. It does however state that the processing of personal
data for direct marketing purposes may be regarded as carried out for a legitimate interest. As such, the
processing of Wi-Fi based location data can be considered as a legitimate interest. However, according
to the GDPR a company should not act disproportionately, meaning the processing of personal data
should be proportionate to the legitimate aim pursued.
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As described in the Bluetrace case study, the company argued the processing was based on a legitimate
interest, and stated that the information was of interest to the commercial performance of the shops.
The Dutch DPA did not refute this, but argued Bluetrace did not do enough to “tip” the balance in
favour of the company through the use of safeguards (i.e. was acting disproportionately). Such
safeguards partly relate to the range of rights given to individuals in the GDPR that have to be
considered when implementing a Wi-Fi localisation service. An important aspect of this is transparency
from the controller towards the data subjects. The controller should make oneself known to the data
subject and shall, amongst other things, offer information as to the purpose and legal basis of the
processing, the ability to obtain erasure of personal data concerning the data subject without undue
delay and the ability to object to the processing of his or her personal data. Again, compliance with
these conditions could be met digitally by setting up a log-in page that provides this information to the
data subject, and communicates an opt-out option. Additionally, the data subjects must be informed
using a prominent notice displaying the modalities of the collection, its purpose, the person responsible,
as well as measures the data subject can take to minimise or stop the collection (see figure 5.1).

Figure 5.1 An example of a transparency measurement using a sign at a Dutch public transport station (RTL nieuws, 2017)

Other examples that could add to processing being considered proportionate are related to the “privacy
and protection by design”. This states that the controller is responsible for ensuring appropriate
technical and organisational measures given the nature and scope of the personal data, and implement
data-protection principles and data minimisation. A concrete example of this could be to only capture
data during the opening hours of the shopping mall and ensure timely anonymization or erasure of the
personal data.
The use of this condition for legitimising the processing of the personal data involved would be
preferred over providing consent. The consent condition would require data subjects to “opt-in”,
whereas the legitimate interest condition requires a clearly communicated “opt-out”. As such, the
legitimate interest condition would be more attractive as it is likely more data will be gathered.
Regardless on which basis the data is lawfully processed, the personal data processed should be limited
to only that which is required for the specified purpose, and stored in a manner that permits
identification for no longer than is necessary for the purpose of processing. Ideally, the personal data
used for Wi-Fi localisation services is either deleted or irreversibly encrypted soon after gathering it.
Although the GDPR does not provide a specific timeframe, the Bluetrace case study involved a
recommendation by the Dutch DPA to anonymise the personal data within 24 hours, which could be
seen as an indication.
An important aspect of the GDPR is the distinction between the four involved actors when processing
personal data; the data subject, processor, controller and a potential third party. This is relevant as it
determines which actor is responsible for what. The controller determines what data is processed for
what purpose, and is ultimately responsible. This can be a single actor or a joint venture. The processor
is the actor processing the data on behalf of the controller. The data subject is the tracked target whose
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unique identifier is being processed. The third party is any other legal person, public authority, agency
or body involved.
In the case of Wi-Fi location based services, it can be expected that there is a collaboration between the
supplier of the location based service and the client (e.g. a shopping mall). This raises the question as
to who should be considered the processor and the controller. For this it is interesting to look at the
Bluetrace case where the client and supplier closely collaborated in implementing the Wi-Fi tracking
system. Were Bluetrace to position itself such that it would be considered solely as a processor, it would
likely bare less responsibility compared to when it would be considered as a controller. However, as
the two actors jointly decided upon the locations to be monitored, the duration of data retention, and
purposes for the application, they were considered as joint controllers. It seems likely that in other cases,
the supplier takes a leading role in determining aspects of the system, as it knows the potential and the
limitations of the system. As such, it can be expected that in most cases of Wi-Fi location based services
the supplier of the system will be considered as a controller.
For an overview on how the relevant privacy legislation affects the use of Wi-Fi based localisation
service, see Appendix II.

5.2 Business proposition
In order to describe how a company could create value for itself while delivering a localisation based
service to shopping malls, a business model is discussed. The following describes four central
dimensions of a business proposition as described by Grassman, Frankenberger, & Csik (2014). This
constitutes the who, what, how and value. Following, three existing business models are discussed that
are combined in forming a business proposal for Wi-Fi based localisation services. Finally, the business
model canvas is used as a tool to communicate a business proposition build on value creation with WiFi based localisation services. See Appendix III for the business canvas.

5.2.1 Who, what, and how
An important aspect of a business model is the answer to the question “who is the customer”? In the
case of an indoor localisation system in a shopping mall setting, this is the owner of the shopping mall.
As discussed in 2.1.3. Stimulating mobile broadband development, broadband networks have become
a vital infrastructure similar to energy and waterworks. The shop owner plays a decisive role in centrally
determining the various infrastructures that are installed in a building. Thus, it is argued that the mall
owner should be a key partner in the case of wireless (broadband) services in shopping malls. However,
there are other actors involved as well. Apart from the mall owner, there are the shops in the mall, the
customers of the mall and the ICT provider.
The “what” describes what is offered to the envisioned customer. This is also referred to as the “value
proposition”, and can be described as a holistic view of a company’s bundle of products or services that
are of value to the customer. The value of the localisation system is based on the data generated by it.
Various examples of the utilisation of the localisation data can be imagined. Counting the number of
visitors, either in total, or per shop can create new insights. An example is the “capture rate” as used by
Citytraffic (sd). This can be defined as the ratio between the total number of customers in the mall and
the number of customers in a given shop. Including time variables allows the timely analysis of traffic
in a mall. Recognizing the same unique identifier of a target at multiple APs will allow the mapping of
routes, creating the ability to map the flow of traffic in a mall. These are concrete examples the insight
or “value” a the output data of a localisation service may provide.
Grassman, Frankenberger, & Csik (2014) define the “how” in business models as relating to the
building and distributing of the value proposition. In the case of Wi-Fi based localisation services the
“how” can be conceptualised with the use of (periodic) reports on the data created by the Wi-Fi based

53

localisation service. These can then be communicated to the customers, allowing them access to the
created value.

5.2.2 Value
The value dimension describes the financial viability of the business model. This includes the cost
structure, and the applied revenue mechanisms. In order to build and distribute the value proposition,
several processes and activities have to be mastered by a firm. These processes and activities, along
with the involved resources and capabilities, plus their orchestration in the focal firm’s internal value
chain form an important dimension in designing a business model (Grassman, Frankenberger, & Csik,
2014).
By analysing the business model navigator of Grassman, Frankenberger, & Csik (2014), three patterns
where selected based on their potential suitability for Wi-Fi based localisation services. By creating an
overview of the involved actors, and applying the different patterns, a combination of the three is
created, which forms the final business proposition.
The selected business models are Add-On, Flat Rate and Lock-In. The Add-on model is described as a
core offering that is competitively priced, but offers numerous extras that drive the final price up.
Because of this, the customer pays more than he or she initially assumed. The customer has the benefit
from a variable offer which can be adapted to their specific needs. An example of this business pattern
is Ryanair, that offers cheap flights but uses add-ons such as reservations, or bag space to generate more
revenue.
The Flat Rate model uses a single fixed fee for a product or service, regardless of the actual usage or
time restrictions on it. The user benefits from a simple cost structure while the company benefits form
a constant revenue stream. An example of this is Netflix, that offers its streaming service for a fixed
monthly fee.
The Lock-In model locks a customer into a vendor’s world of product of services. Using other vendors
incurs high switching costs, protecting the company from losing customers. This can be generated
through technological mechanisms or substantial interdependencies of products or services. An
example of this pattern is Lego, as their potential of the product grows for the customer when it invests
more into the products of Lego. It then becomes less interesting to look for alternatives when a customer
is already invested in the products of Lego.
ICT provider
Add-on

Basic

Basic Plus

Mall

☑

´

´

Shop

☑

☑

☑

Free fast Wi-Fi

Free fast Wi-Fi

Free fast Wi-Fi

Lock-in
Flat rate

Support

Customer

Figure 5.2 An overview of the business model, ☑ indicates there is added value, ´ indicates no added value

By assessing the three models, it was concluded that the different actors in the system would benefit
from different models. This resulted in the following business model. The ICT provider can introduce
the wireless localisation service as an add-on to the supply of a Wi-Fi network to the owners of a
shopping mall. The mall can decide to acquire the localisation service as an add-on to the data
infrastructure. In doing so, it will have the ability to offer the service to the shop owners in the shop.
This can be in the basic form of a report on the data generated by the localisation service.
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By offering a variety of options, the shop owners can adapt to their specific needs. For example, the
basic service could be a periodical report of the raw data. The shop owner could decide it wants to
invest in additional services. This could be offered by the ICT provider in the form of an interpretation
of the data. The support feature could allow for additional services in the form of consultancy (see
figure 5.2).
The mall could offset the costs of the localisation service to the shops with the use of a flat rate (for
example incorporated in the rent). This would allow the mall owner to benefit from a constant revenue
stream, and the shops from a simple cost structure. Similarly, the shop owners could request additional
(personalised) services (e.g. basic plus or support) which could be contracted using a flat rate between
the ICT provider and the shop. An important aspect for personalised services would be to offer them in
such a way that the benefit will only come to that shop, as opposed shops that did not purchased this
service, as this would encourage rent-seeking.
By committing to the installation of the data infrastructure, the basis for the lock-in between the ICT
provider and the mall is created. The ICT provider offering the infrastructure will be able to offer a
better price for the location based services than competitors, as it is involved in designing the
architecture and has knowledge on the specific hardware involved. Competitors offering location based
services will therefore face higher costs in offering similar service on a network they did not design.
Additionally, shops are faced with a lock-in, as they will not have access to the location based services
in malls that do not offer this.
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Chapter 6: Conclusion and discussion
The following discusses the outcome of the research and reflects on the two research questions. In
addition, it reflects on the outcomes and methodology by describing the limitations and considering the
generalisation of the results.

6.1 Conclusion
The developments in mobile technology create new possibilities for indoor localisation systems. This
study proposes a value proposition in which personal data in the context of a Wi-Fi based localisation
service can be utilised with the aim of compliance with the privacy legislation.
To what extent do existing digital business models in the area of indoor
localization services using small cell Wi-Fi network architectures already
generate valuable business models?
This research has demonstrated that small cell Wi-Fi networks (i.e. a network infrastructure consisting
of multiple APs with a limited range) are capable of providing more accurate localisation than a
conventional architecture when using the proximity localisation technique. The data generated allows
for the analysis of patterns of movement in a given indoor environment. By analysing the involved
actors in a shopping mall setting, a business proposal for an indoor localisation service is made using
existing business models.
In order to assess how existing business models can be applied to a Wi-Fi based localisation service, it
is important to look at the value the service can create. By being able to distinguish individual targets
in range of the wireless network, and linking this information to a specific geographic area and time,
the service is capable of providing valuable information related to the commercial performance of a
shopping mall.
To what extent do digital privacy legislations affect the generation of valuable
business propositions based on Wi-Fi based indoor localization services?
With the growing pervasiveness and resulting reliance on mobile technology, the protection and privacy
of this information becomes increasingly relevant. The combination of Wi-Fi network data –specifically
unique identifiers such as a MAC address– and location information can be regarded as “personal data”.
The digital privacy legislation sets rules regarding the use of such data, and can therefore affect the use
of Wi-Fi based localisation services.
The utilisation of such personal data is allowed in cases where the processing is considered lawful.
Given the context of Wi-Fi based localisations services, two conditions for lawful processing are
considered. The processing can be done on the basis of a legitimate interest, or on the basis of the data
subject’s consent. Regardless which legitimisation is used, the legislation sets data protection principles
related to the processing of personal data, and gives the data subjects a range of rights that have to be
considered by the controller.
The European legislation protects the fundamental right to privacy. At the same time, the burden of
meeting the strict requirements creates significant barriers for entrepreneurs. This limits the creation of
valuable business propositions related to Wi-Fi localisation services. On the other hand, by “levelling
the playing field”, the EU regulation promotes a more efficient flow of data cross-country. Because of
this, the conclusion is that the legislation creates high initial barriers by demanding compliance to a
complex legislative landscape. However, once they have been overcome they will likely enable higher
potential returns due to the competitive advantage of overcoming the initial legislative barrier, and the
wider range of implementation options as a result of the legal harmonisation.

56

6.2 Discussion
The outcome of the research shows that the legislation creates significant barriers through regulatory
uncertainty and an increased burden for the data controller. This creates a discussion related to the
balance of technological innovation and regulation. The role of regulation in innovation can be viewed
as either a major source of unnecessary constraint for businesses, or as a necessary element allowing
businesses to compete more effectively. As discussed, the limitations created through legislation are
aimed at correcting the market failure of an imbalance of information between the data subject and the
controller. By providing increased protection for the data subjects and more obligations to the
controller, the EU aims to strike the right balance between allowing business to innovate, and protecting
the basic right to privacy in an increasingly digital world.
The implications of the regulation are of particular significance for the developments towards indoor
localisation solutions that use “personal data” generated by Wi-Fi technology. Considering the expected
move to Wi-Fi small cells as a reaction to the growing demand for connectivity, and the consequential
appeal of Wi-Fi technology for indoor localisation purposes, the use of such an indoor localisation
service may become of growing appeal. However, the complex body of regulation acts as a barrier to
the development and implementation of such services. These barriers consist of uncertainty as to what
is allowed, and the increased responsibilities that are put on the controller. In addition, the higher
penalties for non-compliance pose much larger risks for entrepreneurs and businesses.
The outcome of this research can lower the barrier of regulatory uncertainty by providing an analysis
of a privacy invasive technology, and examining how compliance with a complex legislative framework
can be combined with a value proposition. In doing so, a tool was created in the form of a framework
that maps the relevant considerations when processing data that can be considered as “personal data”.
As demonstrated, it remains possible to create a valuable business model using existing digital business
models in the area of Wi-Fi based localisation. However, there are limitations; the controller must invest
extra resources to ensure the processing is setup in a lawful manner, and implement appropriate
organisational and technical measures.
The processing of Wi-Fi based data can hold valuable information. This research focussed on the
processing for the purposes of generating information for the controller rather than the user. This same
data can however be used for numerous other digital applications that rely on the use of Wi-Fi data that
are considered personal. Considering the potential of this data, it would seem disproportionate to
prevent the processing of this data on the grounds of privacy and protection. Yet, the rapidly developing
landscape of mobile technologies results in underexposed risks related to information privacy, which
arguably demand at least some degree of protection for the general good.
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6.3 Limitations & future work
6.3.1 Theoretical
Because the new EU legislative framework is a regulation rather than a directive, the legislation formed
by the European Commission is mirrored by the Member States. However, the EU regulation sets a bar
for minimum protection and security measurements, but Member States are allowed to use stricter
policy measurements. This may result in different possibilities when it comes to the utilisation of
personal data related to Wi-Fi technology.
In this research, the main focus was the utilisation of Wi-Fi based data for the purposes of a localisation
service that provides information to the controller. This research did however not consider other
applications that would benefit from this data, and may be affected differently by the legislative
framework.
The proposed business model does not consider contending forces that shape a strategy. The model
should therefore be expanded upon by considering these. This could for example be achieved by using
the five forces model (Porter, 1979) in order find a sustainable position in a given market.

6.3.1 Practical
The practical tests conducted in this research were done in a large open office test environment. This
provided an indication of how the basic principles of signal propagation in an indoor environment work.
It would therefore be interesting to implement a small cell network architecture on a larger scale in a
multi-room/story building with a larger number of APs in order to examine its potential and limitations
further.
The test was conducted on a network that did not support roaming. Because of this, the client holds the
ultimate decision to hop from one AP to the next. This can have a negative impact on the validity of the
location approximation, as, depending on the setup and client device, a client may stick to an AP for
longer than foreseen. Because of this, it would be interesting to see how such a cell based localisation
system would function in a roaming environment. This would move the decision to hop from the client
to the centralised controller and therefore increase the reliability of the localisation service.
The results of the test indicated that at the lowest transmit power the overall capacity of the network
dropped due to a lower SNR. This has a negative impact on the quality of the connection. This tradeoff between transmit power and the consequential cell size, and the quality of the connection should
ideally be made site-specific in order to ensure the performance and lo
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On protection of individuals regarding processing
of personal data
To be transposed into national law

Regulation replaced

Dutch regulation
Defines “personal data” (art. 1a)
Protects the use of “personal data”
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Up to € 20 million or 4% international turnover

Scope of “personal data” is broadened (art. 4.1)
Definition “processing” is very broad (art. 4.2)
More rights for individuals (art. 12 – 23)
More obligations for controllers

➢

Binding for all Member States
Comes into force May 25th 2018
Significantly higher penalties (art. 83.5)

•
•

•

Can be indirect or direct identifiable

➢
➢

Collected only for a specific legitimate purpose
Data subject must give explicit consent (art. 22)

Utilizing this will require “processing”
Processing must be lawful (art. 5&6)

➢

Wi-Fi related unique identifiers considered “personal data”

Implications for Wi-Fi location based services

•
•
•
•

•
•
•

European regulation: General Data Protection Regulation (2018)

•
•
•

Wet bescherming persoonsgegevens (Dutch DPA) (2000)

•

•

European Directive 95/46/EG (1995)

Responsible authority: Autoriteit Persoonsgegevens
On protection of individuals regarding processing of personal data

Definition of public networks, see article 1.1
Telecommunicatiewet

➢
➢
➢

Regulation replaced

Data security (art.
Duty to report data leaks (art. 11.3a)
Intercept ability for investigative services (art. 11.5b)

When deemed “public” obligations apply regarding:

➢

Public Wi-Fi networks must be registered at the Autoriteit
Consument & Markt

•

•
•

•
•
•

Now applies to Over-The-Top services (e.g. Whatsapp &
Snapchat)

Protects content data as well as metadata

➢

Binding for all Member States
Comes into force May 25th 2018
Protects information related to the terminal equipment of
end-users located in the EU
Applies to public networks (art. 2.2a)
Broadened scope

European Regulation: e-Privacy Regulation (ePR) (2018)

•

•

Transposed into

Aimed at setting rules for electronic communication services
To be transposed into national law
Sets rules regarding data protection and privacy of personal
data

Dutch Telecommunicatiewet (1998)

•
•
•

European e-Privacy Directive 2002/58/EC (2002)

Requires permission of a judge

Cause for concern regarding conflict with constitutional law
regarding privacy
Invalidated in 2014

➢

Member States must store customer data ISP for a minimum
period of 6 months and a maximum of 24 months
Police and security agencies are able to request access to
details

To be transposed into national law
Sets rules regarding consent
Sets rules regarding the use of cookies (art. 5.3)

•

•

•

Article 11.7a Telecommunicatiewet
Enhance consumer privacy through opt-in cookies
Excluding analytical cookies (e.g. Google analytics)

Amendment: Dutch Cookie law (2012)

•

•

•

Amendment: e-Privacy Directive 2009/136/EG (2009)

•

•

•

•

Amendment: Data Retention Directive 2006/24/EC (2006)

Responsible authority: Autoriteit Consument & Markt
Sets rules for providers of electronic communication services

I.
Appendix – Legislative framework

Data that cannot directly or
indirectly be related to an
individual. This can also be
anonymised data

Any information relating to an
identified or identifiable natural
person. This includes data that can
indirectly (e.g. pseudonymised
data) be used to identify a natural
person (GDPR article 4.1)
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The processing is necessary for the purposes of the legitimate interest
pursued by the controller or by a third party (GDPR art. 6.1f & recital
47)

The processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in
the controller (GDPR art. 6.1e)

The processing is necessary in order to protect the vital interests of
the data subject or of another natural person (GDPR art. 6.1d)

The processing is necessary for compliance with a legal obligation to
which the controller is subject (GDPR art. 6.1c)

The processing is necessary for the performance of a contract to
which the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract (GDPR art. 6.1b)

The data subject has given consent to one or more specific purposes
(GDPR art 6.1a & ePR art. 6.2c, art. 8.1b)

Can the processing be considered as lawful? (GDPR art. 6 &
ePR art. 8) (at least one must be applicable)

Privacy legislation applies

Yes

Any operation or set of operations (incl. the collection of and temporarily
storing) which is performed on personal data (GDPR article 4.2)

Processing:

Are you processing?

Non-personal data

Personal data:

What kind of data is used?

No

The data subject should be able to object to the processing personal data
relating to him or her (GDPR recital 69)

Direct marketing purposes may be regarded out as a legitimate interest
(GDPR recital 47)

Processing should be proportional to the legitimate aim pursued, requiring
careful assessment (GDPR recital 47)

Conditions for a legitimate interest

Report to the supervisory authority a beforehand in the case of
“high risk” processing (GDPR art. 35 & 36)

A clear and prominent notice is displayed informing the data subjects (ePR
art. 8.2b)

Assess compliance with the rights of the data subject (GDPR art. 12 –
23)

The controller should be able to demonstrate compliance using
internal policies and implemented measures (GDPR recital 78)

Data subject should be informed (GDPR art. 5.1a & ePR art. 8.2b)

Assess whether you need a Data Protection Officer (GDPR art. 37)

Obligation to report a potential data breach (GDPR art. 33 & 34)

Ensure appropriate levels of security (GDPR art. 5.1f & recital 83)

Ensure clear understanding on agreements of (joint) responsibilities
of the processor and controller

Determine who the processor and controller are (GDPR art. 4.7 &
4.8)

Considerations for Wi-Fi tracking

The data subject shall have the right to object at any time to the
processing of personal data concerning him or her (GDPR art. 21)

The data subject shall have the right to receive the personal data
concerning him or her, which he or she has provided to a controller
(GDPR art. 20)

The data subject shall have the right to obtain from the controller
the erasure of personal data concerning him or her without undue
delay (GDPR art. 17)

The data subject shall have the right to obtain information from the
controller as to whether or not personal data concerning him or her
are being processed (GDPR art. 15)

The controller shall inform the data subject, inter alia, of his or her
identity, the purpose of processing, the legal basis, the period for
which the data will be stored, the right to rectification or erasure,
the right to lodge a complaint and any other further processing of
the personal data (GDPR art. 13)

Transparency from the controller towards the data subject (GDPR
art. 12)

Individual rights (GDPR art. 12 – 23)

The data should be processed in a manner that ensures appropriate security
of the personal data using appropriate technical and organisational measures,
taking into account the state of art and the costs of implementation in
relation to the risks (GDPR art. 5.1f & recital 83)

The data should be stored in a form which permits identification for no longer
than is necessary for the specified purpose (GDPR art. 5.1e & ePR art. 7.2)

The data should be processed for a specific purpose and limited to only that
which is necessary in relation to the purpose (GDPR art. 5.1b, 5.1c & ePR art.
6.3a)

The processing should be transparent in relation with the data subject (GDPR
art. 5.1a)

Principles rated to processing of personal data (GDPR art. 5 & ePR
art. 6, 7, 8)

Consent should be freely given (GDPR art. 7.4)

The data subject shall have the right to withdraw his or her consent at any
time (GDPR art. 7.3 & ePR art. 9.3)

The request for consent shall be given in a clear and accessible manner
distinguishable from other matters (GDPR art. 7.2)

The controller shall be able to demonstrate that the data subject has
consented to processing of his or her data (GDPR art. 7.1)

Conditions for consent (GDPR art. 7 & ePR art. 8 & 9)

Privacy legislation does not apply

II.
Appendix – Privacy and Wi-Fi based localization services

III.

Appendix – Business canvas
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