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ABSTRACT
This master thesis explores the methodology of managing natural disaster risks for Alphadica’s supplier
manufacturing locations. Natural disaster risks are difficult to identify and often not visible to companies
due to the lack of guidance; thus, in this thesis, the methodology of assessing natural disaster risks and their
management are investigated for industrial practitioners. This study aims to cover the end-to-end
management process that includes three core deliverables: (1) methodology of natural hazard assessment,
(2) risk responses and strategies, and (3) the design of a management process. From the literature study and
the field research, two online applications – CatNet and NATHAN – are found to be the most suitable
applications for the company since they enable hazard assessments in a high resolution worldwide. The risk
management rationale is to find the strategies that can effectively reduce hazard exposure, which is defined
as the multiplication of hazard level and financial impact of a location. Based on theoretical knowledge and
the field research from this thesis, a list of management strategies, estimated costs and their control
effectiveness (CE) are presented. Several cases are discussed based on the hazard assessment results, and
the possible risk responses are discussed to demonstrate some potential strategy portfolios. The
management process of Alphadica is designed in the end. It is based on a conceptual process that is
formulated by adopting the theoretical framework and the advice from practitioners. Finally, the
management maintenance is discussed to show how a company can keep natural disaster risk management
active internally.
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MANAGEMENT SUMMARY
Globalization has made Alphadica’s supply chain exposed to more natural disasters such as earthquakes
and floods. In the past few decades, natural disasters occurred more often than ever due to climate change
and a broader coverage of economic activities. On top of this, natural disasters have become more
devastating and unpredictable. The phenomena have raised Alphadica’s attention, since the company’s risk
management has the urge to protect company’s business continuity, especially in the case that many of its
sources cannot be substituted. With this motivation, Alphadica needs to proactively manage suppliers’
natural disaster risks to lower the possibility of any resulting business interruptions.
To incorporate natural disaster risks into a company’s risk management framework, Alphadica needs to
develop the methodology and validate whether the methodology is feasible. The company has to understand:
(1) how natural disaster risks can be assessed, (2) how the identified risks can be managed, and (3) what
could be the management process. This report combines academic theories as well as empirical research to
explore potential means and develop an end-to-end management process. In this thesis, 138 suppliers are
assessed due to their high financial impact (i.e. Maximum Possible Loss (MPL) above €50 million) to
Alphadica when a business interruption happens to a supplier.
The first thing to investigate is how natural hazards can be identified. Currently, no model from academia
or open sources can provide global hazard assessments with a high resolution. Luckily, two commercial
tools, CatNet and NATHAN, were found available from two major reinsurance companies: Swiss Re and
Munich Re. The two online applications do not require professional software relevant to the GIS
(geographic information system) as many catastrophe models do. Thus, Alphadica can use the tools without
in-depth knowledge of a GIS. The two tools have complementary advantages, so Alphadica will decide
which application(s) will be used based on its budget. The hazard assessment results from CatNet and
NATHAN do not coincide as can be seen in Figure 1 and Figure 2, while the results enable Alphadica to
narrow down its scope of management and decide how the management resources can be effectively
allocated.

Figure 1: CatNet assessment result on the world map
(Red: high. Orange: significant. Yellow: medium. Light green: low. Dark green: very low)

Figure 2: NATHAN assessment result on the world map
(Purple: extreme. Red: high. Yellow: medium. Green: low.
Locations without colors are too close to be displayed)
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Secondly, with the knowledge of which locations are exposed to natural hazards, risk responses and
mitigation strategies need to be selected to reduce the risk. A catalog of potential strategies for Alphadica
is summarized with control effectiveness (CE) and estimated costs in Table 1. These potential strategies are
applied in seven cases in Chapter 4, showing how they can be used to manage Alphadica’s suppliers. Out
of the seven cases, three locations have been inspected and are suggested to be rechecked for management
updates. The other four cases received various recommendations based on the current business situations
(see Chapter 4).
Table 1: Costs and control effectiveness of management strategies for natural disaster risks
CE

Description

1

No management is in place. The risk is not
reduced.

2

The risk is addressed and monitored. The
relevant stakeholders are aware of the risk.
Potential risk reduction is about 20%.

3

The risk responses are documented.
Stakeholders know how to react when the
risk materializes. The management is
passive. Potential risk reduction is about
40%.

Potential strategies

Report to (BCM1) for monitoring &
record in the warning system

0

Maintain supplier relationship

0

Create a contingency plan for the
supplier (by GSAM/SAM2)

0

Site inspection by the insurance
company*

4

The risk is mitigated with complete
preparation and the loss is reduced to the
lowest level possible. The risk remains due
to the location of the manufacturing plant.
The management is proactive. Potential
risk reduction is about 60%.

Increase safety stock level
Improve supplier's structural and
non-structural compliance
Get Business Continuity Plan (BCP)
from suppliers
Increase insurance coverage

5

The risk is fully mitigated since the
production or the inventory is/can be at a
hazard-free area. Potential risk reduction is
above 80%.

Estimated cost (euro €)

€4000/visit
t.b.d.
0
t.b.d.
€100,000**/supplier
added to 250 million
sub-limit

Multi-sourcing
/qualification for a second source

€30,000/component

Multi-locations for production or
inventory

n.a.

Standardize components in product
Very expensive
design
* The CE may differ depending on the Estimated Maximum Loss (EML) assessed during the inspection.
** This value depends on the required insurance coverage, market conditions, etc.

Finally, a management process is created for Alphadica based on the conceptual process illustrated in Figure
29. The management process presents the responsible stakeholders throughout the four stages: risk
identification, risk analysis, risk mitigation and risk monitoring, as shown in Figure 3.

1
2

BCM: Business Continuity Management
GSAM/SAM: Global Supplier Account Manager/Supplier Account Manager
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Figure 3: Management responsibility and process flow of natural disaster risk
The implication of this thesis is twofold. From a managerial perspective, this thesis explores and identifies
the methodology of managing natural disaster risks for the company. In addition, the risk management
rationale is presented with some real cases, exemplifying how the potential strategies can be applied when
the control effectiveness and estimated costs are known. The management process is also prepared for
Alphadica as a general guidance of which stakeholders are involved, and what actions are required to
manage suppliers’ natural disaster risks. The above methodology is designed according to practitioners’
requirement and feasibility. This implies that Alphadica can benefit from the research result.
On the other hand, this thesis also has some implications to the academia. This thesis shows that hazard
assessment is possible at the global scale with high resolution (exact locations) by using CatNet and
NATHAN for economic areas. Additionally, mitigation strategies are discussed in detail and applied to
multiple cases, rather than presenting the options in a conceptual fashion. The management process also
involves existing stakeholders to show how a company can accommodate its organizational structure into
a conceptual management process.
The above methodology is generalizable and can be applied to different industries interested in managing
natural disaster risk for its suppliers or its own global footprint, demonstrating the applicability of the
research. However, the cases analyzed are limited to the healthcare/medical industry and single-source or
sole-source suppliers.
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1 INTRODUCTION
This thesis project is about supplier risk management in natural disaster risk for Alphadica3’s procurement.
The research is able to guide the company on how to act on high-risk suppliers and reduce those risks. This
research focuses on a preselected supply base that is considered the most critical for Alphadica in terms of
financial impact. In this thesis project, the natural hazards of 138 suppliers are assessed. The hazard
assessment result is specifically for Alphadica’s supply base, while the methodology and the framework
are applicable to other companies’ natural disaster risk management.
Disaster Risk Management (DRM) is a systematic process that aims to avoid or limit the harmful
consequences of hazards (van Westen, 2013). Even though DRM is not yet as prevalent as other types of
risk management, the importance of it can be understood with the following case. In 2000, a storm occurred
in Albuquerque, New Mexico and led to a power outage of a plant owned by Philips. A processing wafer
could not be cooled down by the diffusion oven, which in turn ignited the factory. The fire resulted in a loss
of millions of microchips. At the time, both Nokia and Ericsson were customers of the plant and therefore
were the victims of the fire. Nokia was able to switch the orders to its Japanese and American suppliers due
to its multi-sourcing strategies; in contrast, Ericsson suffered from the disruption of supply due to its singlesource strategy, resulting in a loss of US$400 million in sales (Chopra & Sodhi, 2004). This incident reflects
how devastating natural disasters can be for a business if no corresponding strategies are in place.
Another well-known example of a catastrophic crisis is the earthquake in Japan in 2011. The consequential
tsunami and the failing nuclear power plants in Fukushima and Onagawa led to tremendous losses for the
nation. Many world-class companies such as Sony, Honda, Toyota were heavily impacted by the series of
disasters. The loss from each of the companies was estimated to be billions of US dollars.
It is obvious that natural disasters should not be neglected by a company’s risk management. This research
explores the knowledge and information from both academic and commercial fields to structure a suitable
end-to-end risk management methodology for Alphadica to manage natural disaster risks.

3

Alphadica is a fictional company that provides health diagnosis and treatment, health informatics and personal
health. The contents of Alphadica are based on various studies, publications and practical situations. Any
resemblance or similarities with existing companies are coincidental.
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1.1 Problem Statement
Alphadica is a global healthcare provider that devotes to health diagnosis and treatment, health informatics,
and personal health. Across these business sectors, Alphadica stays competitive in the industry with its
continuous innovations and the most forefront solutions for its customers worldwide. As a transnational
player who constantly seeks comparative advantages, Alphadica has spread its supply chain around the
globe in order to achieve its optimal performance.
In Alphadica’s Procurement department, risk management is an independent function that works closely
with other business functions. This function was initiated in 2013 and has classified the supplier risks into
five categories: strategic risks, operational risks, compliance risks, financial risks, and business continuity
risks. The latter was not included in the risk management framework until 2016 since this type of risk is
often neglected due to its low-likelihood of occurrence, though the impact is often tremendous. Typical
examples are earthquakes and storms that are difficult to predict and observe (Chopra & Sodhi, 2004; GAR,
2015; Kapucu & Özerdem, 2011, p.12). Pointing out natural disaster risks has become important and critical
for many companies, due to the ever-increasing natural disasters and a broader geographical coverage of
companies global supply chain. From the perspective of insurance and financial loss, identifying the clusters
of supplier sites located in the same hazard-prone area is also important. The main reason is that when a
crisis happens, the insurance coverage will materialize for the catastrophe event, rather than for individual
supplier. Therefore, suppliers in the same hazard-prone zone bear the risk of not being secured from the
original insurance coverage. Hence, those supplier clusters should be at the top of the list of Alphadica’s
management. From a business point of view, managing natural disaster risks is very important to Alphadica
because many suppliers are single-source4 or sole-source5; an interruption of business continuity can result
in tremendous financial impact. In addition, natural disasters often destroy a wide area and make recovery
more difficult than other types of hazards do.
Currently, Alphadica does not assess nor manage natural disaster risks structurally. The knowledge of
suppliers’ natural disaster risks solely came from the site inspection report of Alphadica’s insurance
company, AIG. The site inspection is triggered when a supplier is identified to be critical and the potential
financial impact to Alphadica is high, so the supplier may need to be protected with a higher insurance
coverage, which requires an on-site inspection by the insurance company. Usually, the Global Supplier
Account Manager (GSAM)/Supplier Account Manager (SAM) will inform the department of Insurance and
Risk Engineering on which suppliers may require a higher insurance coverage due to their criticality.
However, the individual communication and the one-by-one risk assessment are not able to provide a
complete picture of all the natural disaster risks for Alphadica’s critical suppliers and will hinder the
scalability of future management.
Based on this motivation, the objective of this thesis project is to provide end-to-end management
instructions and means for managing natural disaster risks, including (1) the methodology of risk
assessment, (2) mitigation strategies, and (3) the management processes and maintenance. This thesis
project aims to get insights into:




4
5

The state-of-the-art of assessing natural disasters risks and the applicable ways for Alphadica to
manage natural disaster risks of its suppliers
The information and the resources required to manage suppliers’ natural disaster risks
The possible mitigation strategies and risk responses for natural disaster risks
The management process for natural disaster risks

Single-source supplier: the only supplier that customer from a certain category has a clear intent to buy from
Sole-source supplier: the only supplier that can provide such product category due to external circumstances

2

Thus far, 710 critical suppliers have been identified by commodity managers (CM), typically the ones with
a high spend (i.e. the purchasing amount in euro), while the criticality defined varies among different
business groups (BG). These suppliers are monitored by the risk management of Alphadica’s procurement
department. However, 710 suppliers are only a small portion of the supply base, which contains over 9000
BOM 6 suppliers and 2500 IMS 7 suppliers globally. Considering that it is not feasible to assess all the
suppliers at once, it is important for Alphadica to define short-term and long-term milestones with a
systematic way to improve the current management of natural disaster risks. Out of the 710 suppliers, 166
suppliers are in the scope of this thesis project due to their high financial impact in terms of MPL8 and the
sourcing strategy (i.e. excluding the commodities that can easily be sourced with alternatives). The selection
threshold is set at 50 million euro since supplier’s loss exceeding such an amount will be hard to recover
according to Alphadica’s Insurance and Risk Engineering. From this supply base, suppliers that sell
common commodities are further excluded from the scope, leading to 166 suppliers whose locations need
to be collected.
This project contains two major challenges: the complex supply network, and the insufficiency of supplier
information. The complex supplier network results from the mass supply base and the various functions of
Alphadica’s “suppliers”, who can be distributors, agents or manufacturers. Among all, the interruption of
manufacturing plants will result in most direct and serious business interruptions to Alphadica. Therefore,
suppliers’ manufacturing plants are the target locations analyzed in this project. The insufficient supplier
information is a consequence of not storing supplier information centrally, so the data need to be collected
directly through GSAMs/SAMs.
This thesis project is positioned as a pilot project of supplier natural disaster risk management for Alphadica.
Hence, the company will build its future natural disaster risk management processes based on the
experiences and findings of this research.

6

BOM: Bill of Material. BOM suppliers supply the material of commodities.
7 IMS: Indirect Material and Services: The material and services that do not relate to the production of commodities.
8
MPL: Maximum Possible Loss is financial loss that may occur when the most unfavorable circumstances being more
or less exceptionally combined.
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1.2 Integral Supplier Risk Framework (ISRF) of Alphadica
Alphadica has developed a risk assessment process to manage supplier risks for the near future. The integral
supplier risk framework (ISRF) serves as the guideline for managing supplier risks and includes six phases:
(1) establish risk management environment, (2) identify risk, (3) analyze risk, (4) respond to risk, (5)
monitor risk, and (6) report and communicate risk. In Figure 4, the phases in yellow are identified as
“Supplier Risk Management (SRM)”; the phases in green are about the governance and the establishment
of ISRF. The management of all the supplier risks is guided by ISRF throughout the management process,
and natural disaster risk is no exception. On the other hand, different types of risks deserve distinct
treatments at different phases. An explicit example is to consider the management approach for the pricing
risk of raw material and natural disaster risk; how they are identified, analyzed, or responded to should all
be distinct.

Figure 4: The integral supplier risk framework (ISRF)
This thesis project focuses on the phases of Supplier Risk Management (SRM), which are the phases in
yellow in Figure 4. The other two phases, establish risk management environment and reporting, are out of
scope since they belong to Alphadica’s governance and internal communication.
The ISRF involves different business functions. Most of the functions are internal functions in Alphadica,
while some external stakeholders are also involved in the process. Currently, Alphadica has not yet adopted
any external solutions, even though several service providers appeared on the market in the past few years.
However, natural disasters are a distinctive type of risk that Alphadica is not familiar to manage and needs
to search for external assistance to support, especially in the analysis phase.
Nevertheless, however natural disaster risks are analyzed, the output of risk analysis needs to comply with
Alphadica’s standards to integrate with other types of risks. The standard measurement of hazards will,
therefore, be scaled from one to five, indicating very high, high, medium, low, and very low. In the end,
this measurement needs to be connected with three risk responses, namely address the risk, monitor the risk,
and accept the risk.

4

1.3 Literature Review
In this section, topics from the relevant literature are presented with three parts: natural disaster risk
management for companies, assessment of natural disaster risks and Responses and Management of Natural
Disaster Risk to provide some relevant knowledge for the readers. The literature review incorporates
research from academia as well as reports from the industry that were issued after year 2000 to ensure this
research adopts the latest knowledge. The search terms include supply chain risk management, natural
disaster risk management, assessments of natural hazards, and mitigation strategies of natural disaster risks.

1.3.1 Natural disaster risks for companies
According to UN/ISDR (2009, as cited in Smith, 2013), a natural hazard is defined as “any natural process
of phenomenon that may cause loss of life, injury or other health impacts, property damage, loss of
livelihoods and services, social and economic disruption or environmental damage. A hazard becomes a
disaster when it has a strong impact on people and properties (Smith, 2013). Thus, this study defines a
natural disaster in the context of industries as “a disruption of a company’s supply chain due to a natural
process of phenomenon that leads to property damage, loss of livelihoods and loss services, which
consequentially lead to economic loss of a company”.
Natural disasters are a type of external disruption risks that a company does not encounter often, yet the
impact could be tremendous. The previous studies revealed that for companies unable to recover from
disaster-related disruption within a month, 80% of them are likely to go out of business; for companies that
do not have continuity plans, 75% of them fail within three years after a major interruption (Solutions, A.
R., 2015). Among all types of businesses, the high-tech industry appears to be more fragile to natural
disaster risks, according to a survey from SCM World Future of Supply Chain in 2015, where almost onethird of the 771 respondents from high-tech industry ranked natural disasters as their major concerns, as
can be seen in Figure 5 (John, 2016).

Figure 5: Natural disaster and supply chain disruption
(Source: John, 2016; SCM World Future of Supply Chain survey 2015)
Most of the management from high-tech industry perceives natural disaster risks as a threat, but the
complexity and the additional investment often deter companies to initiate the management. The
5

management of natural disaster risks is a multidisciplinary expertise that may involve meteorology,
economy, and civil engineering (Nelson, 2013). This usually requires cooperation with external parties such
as insurance/reinsurance companies that employ those professionals. In addition, according to World Bank
and Global Facility for Disaster Reduction and Recovery 9 (GFDRR), an asset-level risk assessment at
building/infrastructure level costs between US$100,000 and US$500,000. Apparently, natural disaster risks
management cannot be implemented if the high level of management is not on board (Chopra & Sodhi,
2014). However, many studies mention that such investment will be appreciated and beneficial when a
catastrophic event occurs (Chopra & Sodhi, 2014; GAR, 2015).

Natural disaster risk management was not crucial some decades ago, but the urge of implementing it can
be supported by the increasing number of catastrophes, which is a result of the ever-exacerbating human
activities and the global climate change (GAR, 2015). Figure 6 illustrates that natural disasters increased
by a factor of nine, compared to the period between 1950 and 1959 (EM-DAT10, 2009; van Westen, 2013),
mainly because of the increasing hydro-meteorological disasters.

Figure 6: Summary of natural disasters with number of reported disasters, people killed and people
affected between 1900 and 2009 (Source: EM-DAT, 2009)
Seeing the demand of managing natural disasters, more researchers devote to study natural disaster risks
management. However, managing natural disaster risks is a complex expertise that is still under
development. For identifying, analyzing, responding, and monitoring risks, academic and industrial experts
have been constantly looking for better solutions. Nevertheless, no universal way or tool to analyze or
manage natural disaster risks has been found yet. Albeit controversial, the core assessment concepts of
different research share some commonalities as will be discussed in the following sections.
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GFDRR: The Global Facility for Disaster Reduction Recovery is a grant-funding mechanism, managed by the World
Bank, that supports disaster risk management projects worldwide
10
EM-DAT: The Emergency Events Database is a free and searchable database that contains worldwide data on the
occurrence and impact of over 20,000 natural and technological disasters at the national level from 1900 to the present
day. The database was launched by CRED in 1988 with the sponsorship of the United States Agency for International
Developments’ Office of Foreign Disaster Assistance (USAID/OFDA).
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1.3.2 Assessment of natural disaster risks
In the research of natural disasters, the terms hazard, risk, and disaster are carefully distinguished. Hazard
indicates the uncontrollable natural events, while risk is a combination of hazards, conditions of
vulnerability and the inability to reduce the negative consequences of a hazard. When a hazard is realized,
the risk becomes a disaster (van Westen, 2013). In Figure 7, the risk management framework presented by
van Westen (2013) explains an overall concept of natural disaster risk management. The difference of
hazards and risks can also be observed from the management flow.

Figure 7: Risk management framework (Source: van Westen, 2013)
The assessment of natural disaster risks is exceptionally data intensive and heavily relies on the available
information (van Westen, 2013). Hence, research investigating risks at the global level often provides
analysis with lower resolution, that mainly compares indices for countries or for parts of countries (Dilley
et al., 2005). On the other hand, analysis at a regional or community level could be more detailed with the
support of national and local organizations.
Input information is crucial for disaster risk assessment because the risks can quantify and expressed as (1)
(Ciurean et al., 2013; Greiving, 2006; van Westen, 2013; Zhang et al., 2006). Hazard can be interpreted as
the temporal probability of hazard events; vulnerability represents the level of resistance of the elementsat-risk against the hazard (Zhang et al., 2006); exposure accounts for the risk without any management
controls; vulnerability and exposure together represent the consequences or losses, which are dependent on
the type of hazard assessed (van Westen, 2013). Some scholars include emergency response as the fourth
variable, while it can also be an intrinsic value of vulnerability.
Risk = f(Hazard, Vulnerability, Exposure)
7

(1)

Based on the above logic, risk assessment can be further classified into the quantitative and qualitative
approach. The quantitative approach expresses risks in terms of probabilities or expected losses with
inverted risk curves as the outputs (van Westen, 2013), which illustrates the relationship of loss and
probability. This loss estimation has been widely used in the insurance industry to calculate the estimated
premium and insurance coverage (Latchman, 2010; van Westen, 2013). The quantitative approach requires
vast numerical information, so it was more difficult in the past. Nowadays, the advanced technology and
Geographic Information System (GIS) enable risk modeling firms such as AIR Worldwide, Risk
Management Solutions (RMS) and EQECAT to develop catastrophe modeling (cat modeling) and have
been the leaders in the risk modeling market (van Westen, 2013). These commercial services are not freely
available, however. Currently, the freely available tools focus on a national level or continental levels, such
as HAZUS (Hazards U.S.) or CAPRA (Central American Probabilistic Risk Assessment). There is not yet
a complete tool to assess global natural disaster risks.
On the other hand, the qualitative approach is used especially when numerical data are limited, so the
qualitative information from experts is quantified as the input. The qualitative analysis provides an
overview of the identified hazards and risks (van Westen, 2013); it is not as precise as quantitative analysis
since most of them are simply the average of the input variables. The typical form of qualitative analysis is
risk index, which is a combination of hazard index and vulnerability index. An example is the Disaster Risk
Index (DRI) developed by United Nations Development Programme (UNDP) in 2004 (UNDP, 2004). Other
examples are Disaster Deficit Index (DDI), Local Disaster Index (LDI), Prevalent Vulnerability Index (PVI)
and Risk Management Index (RMI). For a more detailed explanation, the reader is recommended to explore
the literature study by Huang (2017a). The various risk indices have shown an inconsistency because most
of them are tailored to the individual context, which is often incompatible to other studies (Beccari, 2016).
Therefore, a qualitative approach is less objective comparing to the quantitative approach.
Currently, most of the literature concerning natural disaster risk assessment acquire one of the following
characteristics, making them unsuitable for industrial/commercial users. (1) The methodology is only
applicable to a region, (2) the methodology requires data collection of geographic information, (3) the
assessment applies professional GIS related software (that most companies have limited knowledge of),
and (4) the elements-at-risk assessed were people, rather than property. In addition to the above limitations,
exploring the assessment methodology of natural disaster risks for commercial users is an interesting and
pragmatic topic, which can be a motivation to initiate the research of natural disaster risk management.

1.3.3 Responses and management of natural disaster risks
A quote from the UN’s Global Assessment Report, “Managing risk, rather than managing disasters” (GAR,
2015), expresses that DRM has evolved from an emphasis on disaster recovery and response (passive) to
disaster mitigation and management (proactive) (van Westen, 2013).
Most of the literature structures natural disaster risk management into multiple phases. In general, the
phases can be classified into disaster mitigation and disaster response. Disaster mitigation is implemented
at the pre-disaster phase. Mitigation strategies include risk assessment, risk prevention, and risk
preparedness; disaster response is the post-disaster stage that may include risk relief, risk
rehabilitation/recovery, and risk reconstruction/restoration (Norrman and Jansson, 2004; Zhang et al., 2006).
The subsets of each phase can be found in Figure 8.
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Figure 8: Countermeasures and Implementation Process for Integrated Natural Disaster Risk
Management (Source: Zhang et al., 2006)
In practice, the cost is the decisive factor in the selection of risk management in an organization; the tradeoff
between expenses and benefits (i.e. the corresponding amount of risk reduced) needs to be evaluated
carefully before implementation (Chopra & Sodhi, 2004, van Westen, 2013). Also, the choice of the
effective risk management portfolio depends on an entity’s risk appetite (i.e. acceptability), capacity and
resources, and business strategic concerns. It is not always easy to acquire the best solution since obstacles
such as affordability and the appetite of the insurance market are always present (Benson & Clay, 2003).
When implementing strategies, an organization needs to be aware that the following items are included to
ensure a better outcome: (1) multidisciplinary cooperation and collaboration, (2) reliable risk assessment
result, and (3) appropriate policy, structure, capacity, and resources (Zhang et al., 2006).
Most of the studies have listed and classified different types of mitigation strategies and risk responses,
while there is limited research elaborating what type of management portfolio a company can adopt. Even
though the choice of strategies differs per scenario, an example study could show how strategies can be
chosen with a proper process.

1.4 Research Question
As described in the previous sections, this thesis project aims to provide insights on how Alphadica can
effectively manage suppliers’ natural disaster risks with a standard methodology and process. Furthermore,
based on the literature review in Section 1.3, there are two research gaps to be addressed, which are:
1. Explore methodologies of natural disaster risk assessment for commercial users.
2. Investigate the risk management strategy portfolios and risk management process for commercial
users.
To achieve the research objectives and address the research gap, the following research questions are
formulated.
(RQ1) How can Alphadica measure and assess suppliers’ natural disaster risk?
(RQ1.1) What tools and information are freely available?
(RQ1.2) What is needed by Alphadica to implement natural disaster risk assessment?
(RQ2) What are the possible responses to natural disaster risks? How can Alphadica mitigate and manage
suppliers’ natural disaster risks?
(RQ3) What is the suitable process for Alphadica to manage suppliers’ natural disaster risks?
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These research questions guide the research with a logical process to understand the existing structure of
risk management within Alphadica and the relevant standards. The knowledge then becomes the foundation
of this research to explore other current means that are not yet known to Alphadica.

1.5 Methodology
To answer the research questions, this research explores both academic and pragmatic fields to incorporate
suitable quantitative and qualitative analysis in the study. The methodology is based on the research-designdevelopment cycle proposed by van Burg et al. (2008) as shown in Figure 9. First, a systematic literature
review is conducted to present how scholars assess and manage natural disaster risks; then, interviews are
arranged with internal stakeholders and external stakeholders of Alphadica to learn the most current
commercial tools and how natural disaster risks could be managed. The methodology is not linear but cyclic
since the field research and the literature review feed each other with new information.

Field Research

Systematic literature
review
Figure 9: The research-design-development cycle (Source: van Burg et al., 2008; Vloet, 2015)
In this thesis, the field research will contribute to academia with empirical experiences. On the other hand,
the thesis will be richened by adding and contextualizing scholarly knowledge to the empirical evidence.
Since this research is meant for pragmatic practitioners, the majority of the flow is from right to left (i.e.
contextualization). Thus, the pragmatic insights and empirical experiences will dominate the process and
lead the core knowledge (van Burg et al., 2008).
The methods to collect empirical information include emails, online meetings, and face-to-face meetings.
The relevant investigations started in early March 2017. The data collection for hazard assessment has a
fixed period of about two months to ensure the project progresses for later analysis; in contrast, the data
collection for other qualitative information started from March and lasted until the middle of July in order
to retrieve a complete set of information. The collected information contributes mainly to the background
information, inputs of hazard assessment, the analysis of risk management strategies, and the management
process.
Regarding hazard assessment, the tool CatNet developed by Swiss Re11 was made available to Alphadica
to assess natural hazards for this project. NATHAN is another tool that was made available for a few months
11 Swiss Reinsurance Company Ltd, generally known as Swiss Re, is a reinsurance company based in Zurich,
Switzerland. It is the world’s second-largest reinsurer. Founded in 1863, Swiss Re operates through offices in more
than 25 countries.
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in the later phase of this research with the support of Munich Re12. NATHAN’s powerful and rich built-in
features generate management summaries for commercial users. Alphadica is recommended to use
NATHAN in the future to simplify the process of hazard assessment and presentation of the results since
CatNet has fewer functions than NATHAN, while the two tools present similar assessment results for each
hazard type. Due to the limited time of this project, NATHAN’s outputs are not transformed into the
standard scale of Alphadica nor are the results being analyzed in detail, since it will make the report tedious.
NATHAN’s output is only presented in Section 2.3.2 to present its difference from CatNet’s assessment.
In Chapter 4, NATHAN’s result of each case is also discussed to compare the hazard assessment results
from the two tools.
When CatNet is used, the assessment outputs need to be standardized into five levels of rating. The Excel
template “CatNet Assessment Template” has been created with Excel Visual Basic Applications (VBA),
formulas, and formatting to fulfill this requirement for Alphadica and can be downloaded from here. The
template is also meant to assist Alphadica in visualizing the identified hazards and generating applicable
information for the company.

12 Munich Re Group or Munich Reinsurance Company is a reinsurance company based in Munich, Germany. It is
one of the world’s leading reinsurers. Founded in 1880, Munich Re has clients worldwide.
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2 NATURAL DISASTER RISK ASSESSMENT
In this chapter, the first deliverable, assessment of natural disaster risks, will be discussed. In Section 2.1,
the relevant data sources and the organizations that are actively involved are introduced as the background
information for readers. The methodology of hazard assessment for this research is introduced in Section
2.2. Finally, the hazard assessment results are presented and discussed with statistics and graphical
illustrations in Section 2.3.

2.1 Organizations and Database for Natural Hazards
The organizations that record natural disasters vary from international organizations, national government
agencies, insurance companies, to academic institutes (Smith, 2013, p.69). The Emergency Events Database
(EM-DAT) is an open database that contains over 18,000 massive disasters records worldwide since 1900
with the support of various sources, from UN agencies, NGOs, insurance companies, research institutes to
press agencies. It is a fundamental data source that is widely used in academic research. However, since
EM-DAT relies on reported disasters that require specific thresholds (e.g. the loss of life is above ten
people), some other organizations were founded to develop a local database to enhance information quality.
A major limitation of the database at the global scale is the lack of high-resolution geographic information
for all geographic areas. Therefore, most of the organizations focus on developing a database for certain
types of hazards and limit this to certain geographic areas.
An example is the National Oceanic and Atmospheric Administration (NOAA), which focuses on the
conditions of the oceans and the atmosphere worldwide. The organization monitors, assesses, and predicts
earth systems to support scientific research. The quality of the database is recognized and hence adopted
by one of the leading reinsurance companies, Swiss Re, in its catastrophe models. Another well-known
organization that provides near real-time data is NASA, which leads Land, Atmosphere Near real-time
Capability (LANCE) for Earth Observing System (EOS) data and images of the earth close to real time.
The types of hazards that are monitored by NASA include but are not limited to: drought, dust storms,
floods, and severe storms. In addition to organizations, some projects have developed a database to enable
natural risk assessment. Examples are the European ORCHESTRA13 project, PREVIEW Global Risk Data
Platform14 and CAPRA15.
These data sources provide part of the spatial data that catastrophe models (cat models) require and enable
commercial users to develop cat models with more robust positions. The two leading reinsurance
companies, Munich Re and Swiss Re, have further built their own database for different hazards from
multiple data sources. Though carefully maintained, the database of the two companies has shown to be

13 ORCHESTRA is designing and implementing the specifications for a service oriented spatial data infrastructure
for improved interoperability among risk management authorities in Europe, which will enable the handling of more
effective disaster risk reduction strategies and emergency management operations.
14 PREVIEW Global Risk Data Platform was developed as a support to the Global Assessment Report on Disaster
Risk Reduction (GAR). It is a multiple agencies effort to share spatial data information on global risk from natural
hazards and covers tropical cyclones and related storm surges, drought, earthquakes, biomass fires, floods, landslides,
tsunamis and volcanic eruptions.
15 The CAPRA (Probabilistic Risk Assessment) Program is an initiative that aims to strengthen the institutional
capacity for assessing, understanding and communicating disaster risk, with the ultimate goal of integrating disaster
risk information into development policies and programs. Under the CAPRA Program, government institutions and
other agencies partner with The World Bank to address specific development challenges and meet disaster risk
information needs through hands-on practical training and other complementary services.
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inconsistent regarding the number of historical disasters recorded, the number of deaths, the number of
people affected, and the economic loss (Smith, 2013, p.70). The inconsistency implies that there is no
universal database that all the experts have agreed upon, which will affect the results of cat modeling that
are discussed in the following sections.

2.2 Methodology of Hazard Assessment
To start the hazard assessment, suppliers’ manufacturing locations need to be collected since this
information is not yet available on Alphadica’s central system. The data collection at this stage is timeconsuming since the information is collected by sending emails to GSAM/SAM, and the information
usually needs to be confirmed with more emails to ensure the accuracy. After data collection, the suppliers’
addresses need to be translated into coordinates, so that CatNet and NATHAN can recognize the input
information. This step is accomplished by using Google Maps. The challenge is that most of the addresses
outside Europe and North America are not recognized by Google Maps. Extra search and time are needed
to achieve this small step. When the data are ready, they can be uploaded to CatNet or NATHAN in the
format of Excel for hazard assessment. When the tools recognize all the locations, the hazard ratings for
each location can be exported to an Excel file.
For CatNet, since the hazard ratings are presented per hazard type, the exported results can be imported to
the Excel template “CatNet Assessment Template” to standardize the hazard rating and conclude a “final
hazard rating” for each location. Finally, the sites with different hazard levels can be manually saved as
different Excel files and uploaded to Google Maps for hazard visualization. The methodology of assessing
natural hazards with CatNet is illustrated in Figure 10.

Figure 10: Methodology and process of hazard assessment with CatNet
Different from CatNet, NATHAN delivers a final hazard rating for each location as well as provides a map
visualization with the locations marked in colors to show their hazard levels. Therefore, the last two steps
required by the CatNet assessment are not needed for NATHAN. However, the final risk score that
NATHAN delivers is in a four-level rating scale, so if Alphadica wants to adopt NATHAN’s assessment
results in its framework, some adjustments and extra interpretations are required. In this research, the results
from NATHAN will not be linked to Alphadica’s five-level risk management rationale but demonstrate its
different output from CatNet’s due to limited time.

Figure 11: Methodology and process of hazard assessment with NATHAN
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As introduced in the literature review, natural disaster risk can be a function of hazard, vulnerability, and
exposure. In this project, the standardized hazard is assessed by CatNet and the exposure is expressed with
MPL (i.e. financial exposure). The vulnerability, however, cannot be evaluated until the site is visited and
inspected. In order to quantify the risk level for each site, a standardized five-level scale for all types of
risks is created to enable later risk integration with other types of risks. Hence, in this research, all the
hazard ratings need to be standardized into five levels, namely very high, high, medium, low and very low,
to express the likelihood of natural disaster risk. The five levels are always visualized with red, orange,
yellow, light green and dark green in the assessment result. With the same logic, MPL is standardized into
five levels with the same colored scheme. MPL is interpreted as the impact of natural disaster risk since
MPL is the highest financial impact possible for Alphadica when a supplier’s plant is destroyed.
The standardization of hazards follows a series of calculations provided by the experts of hazards from
Swiss Re, which can be found in Table 2. These calculations are not meant to provide the absolute values
but intend to make different types of hazards comparable from scale one to ten. The numeric transformation
result of each hazard can be found in Appendix A. After the hazards are standardized into ten levels, they
can further be scaled into five levels as shown in Appendix A. The Excel template “CatNet Assessment
Template” is designed according to these formulas to produce applicable output for Alphadica.
Table 2: CatNet calculations to standardize hazard levels into to ten levels (1-10)
Hazards
Flood
Earthquake
Storm
Hail

Calculations to standardize hazards into value 1 to 10
log10 (𝑓𝑙𝑜𝑜𝑑 𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦/0.0008)⁄log10 (0.03/0.0008) × 10
log10 (𝑝𝑠𝑒𝑢𝑑𝑜 𝑠𝑝𝑒𝑐𝑡𝑟𝑎𝑙 𝑎𝑐𝑐𝑒𝑙𝑒𝑟𝑎𝑡𝑖𝑜𝑛 𝑖𝑛 𝑔/0.05)⁄log10 (2.2/0.05) × 10
log10 (3 𝑠𝑒𝑐. 𝑝𝑒𝑎𝑘 𝑔𝑢𝑠𝑡 𝑤𝑖𝑛𝑑𝑠𝑝𝑒𝑒𝑑/25)⁄log10 (70/25) × 10
log10 (ℎ𝑎𝑖𝑙𝑑𝑎𝑦𝑠/0.08)⁄log10 (1.3/0.08) × 10
log10 (𝑡𝑜𝑟𝑛𝑎𝑑𝑜 𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦/0.075)⁄log10 (1.25/0.075) × 10

Tornado
Coastal
flood

Default setting: Very High=8, High=5, Moderate=3, Low=1, Outside=1

Tsunami

Default setting: Very High (1)=10, Very High (2)=9.2, High (1)=8.4,
High (2)=7.6, Significant (1)=6.4, Significant (2)=4.9, Moderate (1)=3.8,
Moderate (2)=2.6, Low=1, Outside=1

Volcano

log10 (𝑎𝑠ℎ_𝑡ℎ𝑖𝑐𝑘𝑛𝑒𝑠𝑠/0.257)⁄log10 (200/0.257) × 10

Conditions
If value<1, 1
If value >10, 10
If frequency<0.1, 1
If frequency >1.25, 10

If value<0.5, 1
If value >200, 10

The standardization of MPL follows the guidance of experts of insurance and risk engineering. The range
and the threshold for each scale are decided based on the experiences. For example, when a supplier has
MPL higher than 75 million euro, it is recommended to inspect the site.
Table 3: MPL in five levels
MPL score
Impact level
MPL (in euro)

5
Very High
>150 million

4
High
75~150 million

3
Medium
50~75 million

2
Low
10~50 million

1
Very Low
<10 million

In the hazard assessment, lightning is excluded from the scope because its likelihood of occurrence and
direct impact from historical records are low, so it is not as important as other hazards from the perspective
of the Insurance and Risk Engineering Department.
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2.3 Analysis and Results
The data collection took place between May 3rd and June 21st, 2017. The information retrieved after June
21st is regarded as not available for this pilot project. This research obtains information for 138 suppliers
with 206 manufacturing locations around the globe. The MPL level and the sourcing type of these 138
suppliers are summarized in Figure 12 and Figure 13. From Figure 14 and Figure 15, it can be observed
that almost half of the manufacturing plants located in Asia (41%), and together with Europe and North
America account for 96% of the 138 locations. Figure 15 illustrates that China, the US, and Germany are
the three countries that contain the most manufacturing plants. The countries that contain fewer than five
plants are shown as “others” in the pie chart to avoid miscellaneous information.

20%

56%

24%

MPL>150

150>MPL>75

75>MPL>50

Figure 13: Supplier's sourcing type

Figure 12: Supplier's MPL level distribution

1%

26%
41%
3%
29%

Africa
Europe
North America

Asia
Latin America

Figure 15: Top seven countries with the most
manufacturing plants

Figure 14: Continental distribution of
manufacturing locations

2.3.1 Assessment result from CatNet
Through the methodology discussed in the previous section (i.e. Figure 10), the hazard assessment result is
plotted on a world map as shown in Figure 16. The locations that are marked in red are located in the most
hazardous areas, followed by the orange locations, yellow locations, light green locations, and the dark
green locations, where the hazard scores are five, four, three, two and one respectively. The assessment
result of supplier sites with countries and types of hazards can be found in Appendix B.
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Figure 16: CatNet assessment result on the world map
According to CatNet, 9% of the 206 sites located in the most hazard-prone areas are exposed to earthquake
and floods (see Figure 17 and Figure 18). Among the 206 locations, 45% of them are rated with the second
highest hazard level and five main hazard types are involved, namely earthquake, flood, hail, storm, and
volcano. The storm is a generalized term for air-stream related hazards, which on CatNet includes storm
hazards and tornadoes. The locations are evenly exposed to the first four types of hazards (see Figure 18).
Based on the assessment result, 54% of the sites (with a hazard level above four, in Figure 17) may need to
be further analyzed to mitigate the risks, especially the suppliers that are sole-source or single-source.
However, in some cases, the hazard assessment result may need to be fine-tuned since there is not yet a
global database that is recognized to be the most accurate and reliable.

Figure 17: Hazardous sites identified by
CatNet in five levels

Figure 18: Hazard types above level 3 identified by CatNet

In Figure 19, the hazardous sites (with a hazard level above level three) per country are summarized. For
the sites that are above hazard level four (that need to be managed), China has the most manufacturing
plants (i.e. 28) among all, followed by the US (21) and Germany (19). However, one may question why
Germany is exposed to natural disasters. This relates back to the necessity of fine-tuning of hazard
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assessment from CatNet. This kind of adjustments will rely on professionals such as Marsh16, to use a
complete commercial database and tools to finalize the hazard assessment result. The hazard assessment
results from CatNet can be regarded as an initial evaluation of suppliers’ manufacturing plants, allowing
Alphadica to narrow down the focus of management. Relevant actions can also be launched based on this
assessment result.

Figure 19: Number of hazardous sites per country identified by CatNet
As can be observed from Figure 16 and Figure 19, China, Japan, and the US have clusters of suppliers that
locate at the most hazardous zones. In Japan, all those four manufacturing sites are in the earthquake-prone
zone; In China, the seven factories are all in the flood-prone zone at the coast. For the US, one site is
exposed to flood and the other is exposed to earthquakes. Alphadica needs to be aware that once an
earthquake occurs in Japan or a flood occurs in China, the insurance coverage will not materialize for all
the sites but only for one plant per crisis. Hence, Alphadica should pay exceptional attention to manage
those ten manufacturing plants with preventive mitigation strategies and monitor if any natural events are
close to those two areas.
In addition to the geographic distribution, the assessment result allows the company to check which
commodity types are highly exposed to natural hazards. From the 138 suppliers in scope, there are 36
commodity types. The hazard levels per commodity type are presented in Figure 32 in the appendix. This
information can be shared with commodity managers (CM) to raise their awareness when their commodity
groups are exposed to natural hazards.
Combining the hazard level and the MPL level as mentioned in Section 2.2 results in a heat map of risk
exposure (i.e. MPL×Hazard) with the number of sites as shown in Figure 20. A big proportion of the
locations have an MPL level of five, and a hazard level of three of four. However, this is due to the research
scope, where only suppliers having MPL above 50 million euro (i.e. MPL level above three) are assessed.
Hence, it is not surprising that most of the sites have high-risk exposures. When the research scope is bigger
with a lower MPL threshold, this positive skewness of exposure should become close to normal distribution
if the sites assessed (i.e. sample) are also normally distributed on the dimension of MPL.

16 Marsh is a global professional services firm, headquartered in New York City with operations in insurance
broking and risk management.
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Figure 20: Number of supplier manufacturing sites identified by CatNet on the heat map of risk exposure

2.3.2 Assessment result from NATHAN
As mentioned in the methodology of hazard assessment (Section 2.2), NATHAN provides visualization of
the hazard level (i.e. risk score) for each location as presented in Figure 21. The four-level ratings on
NATHAN are extreme, high, medium and low. They are marked in purple, red, yellow and green
accordingly.

Figure 21: NATHAN assessment result on the world map
From the NATHAN Portfolio Risk Assessment Report, almost half of the locations are identified to be at
the “extreme” hazard level as shown in Figure 22.

Figure 22: Hazardous sites identified by NATHAN in four levels
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2.3.3 Concluding remarks
From the assessment results, NATHAN and CatNet provides different assessment results. It is important
for the users to keep in mind that the difference exists. The reasons of the difference are unknown because
Swiss Re and Munich Re keep their catastrophe models confidential. Moreover, the calculation of final risk
scores of NATHAN is not revealed. The comparison of the two tools can be further investigated in future
research.
When NATHAN is applied, many locations are identified to be hazardous. It is not as simple as CatNet’s
output, where that two clusters of locations (i.e. China and Japan) can be easily visualized. However, a
convenient feature that NATHAN provides is the heat map generated based on the locations uploaded. The
heat map for Asia-Pacific, Europe, and the US are presented in Figure 23, Figure 24 and Figure 25. These
illustrations enable Alphadica to understand where the high-risk areas are within its supply chain.

Figure 24: Heat map for the manufacturing
locations in Europe

Figure 23: Heat map for the manufacturing
locations at Asia-Pacific

Figure 25: Heat map for the manufacturing locations in the US

19

3 RISK RESPONSES AND MITIGATION STRATEGIES
Based on the risk assessment results presented in Section 2.3, the subsequent response and mitigation
strategies are presented in this chapter. First, common management strategies from the industry and the
international standards of risk management are introduced in Section 3.1.2, which are applied to
Alphadica’s situation in Section 3.2. This section contains new management suggestions, as well as
suggested adaptations to their current strategies. The section concludes with a summary of the potential
strategies with estimated costs and control effectiveness (CE) to enable the cost-effectiveness assessment.

3.1 Existing Risk Management Practices
3.1.1 Potential Management Strategies for Natural Disaster Risks
To avoid interruptions from natural disasters, proper management solutions need to be applied. As
discussed in Section 1.3.3, a distinction in management strategies is made between pre-disaster actions
(mitigation strategies) and post-disaster actions (disaster response). This management classification is also
adopted by Marsh for the empirical analysis. Applying this classification to the management strategies
mentioned in Zhang et al. (2006), John (2016), and Norrman and Jansson (2004) leads to Figure 26.
At the pre-disaster phase, risk control and risk finance can be used to reduce the risks with two different
orientations: risk control and risk finance. Risk control focuses on lowering the damage level while risk
finance lowers financial losses. To lower the damage level, one can choose to avoid the risk or mitigate the
risk. Avoidance indicates moving the elements-at-risk (i.e. suppliers’ manufacturing plants) outside the
hazard-prone areas (e.g. by sourcing from a supplier outside the hazard-prone areas). If the risk cannot be
avoided, it needs to be mitigated, which can be fulfilled with risk preparedness and prevention. In the
context of supplier risk management, preparedness refers to what a company can prepare in advance;
prevention indicates how well the suppliers’ plants are protected. Risk finance can be achieved by setting
a proper insurance deductible (i.e. the amount that the affected business group absorbs), captive (i.e. the
amount that the mother company pays the business group), and insurance coverage.
At the post-disaster stage, an organization will need to respond immediately when a disaster happens,
followed by recovering the damage (short-term) and restoring (full reconstruction) to the original state
(Norrman & Jansson, 2004). To structurally follow the three ways of management (i.e. risk control, risk
finance, risk response), a company needs to have a contingency plan itself and needs to require its suppliers
to document their own contingency plans that are presented to the company at the pre-disaster stage. Both
the company and suppliers need to be aware of the different causalities of different types of hazards. The
contingency plans need to be made accordingly and specifically to the hazards that the suppliers are exposed
to.
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Figure 26: Strategies for natural disaster risk management
As mentioned in the literature review, preventive actions are the prevalent methods that many organizations
use since they have been recognized to be more effective than corrective actions. Hence, the risk mitigation
strategies commonly used in the high-tech industry are mainly preventive activities as can be seen in Figure
27.

Figure 27: Selected strategies/tactics used to mitigate supply chain risk - automotive v.s. high-tech
(Source: John, 2016; SCM World CSCO survey 2014)

3.1.2 Standards of Risk Management
According to Teferra (2017), there are three main standards from International Organization for
Standardization (ISO) for risk management. ISO 31000 and ISO 31010 are the two risk management
standards for a general purpose; ISO 14971 is the risk management standards for medical devices.
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ISO 31000 helps organizations achieve their objectives, identify risks and management possibilities, and
effectively allocate management resources. Management principles and guidelines are provided to
organizations regardless of their sizes and industries. ISO 31010 supports ISO 31000 by providing
guidelines for risk assessments, such as what factors should be considered when selecting a risk assessment
technique and how a risk can be estimated.
ISO 14971 is the risk management standards for medical devices. Thus, it is also relevant to this research.
It states that a manufacturer should document its risk analysis, risk evaluation, and risk control throughout
the life cycle of products (Teferra, 2017). The risks can be estimated with the Risk Priority Number (RPN),
which is defined as the multiplication of (1) the likelihood of risks occurrence, (2) severity of the risks, and
(3) risk detectability (Sobrinho et al., 2015; Teferra, 2017). With the guidance of ISO 31010, the parameters
can be estimated by combining historical data, probability forecasts, and experts’ opinions. With the
calculated RPN, risks can be evaluated and controlled. The selected risk controls should achieve the highest
effectiveness (e.g. control effectiveness (CE)) and the lowest costs possible to reduce the risks level below
the risk threshold value (RT) that the organization can accept. Hence, cost-effectiveness assessment needs
to be implemented continuously. Finally, ISO 14971 points out that risk mitigation strategies need to be
continuously evaluated to avoid undesirable costs.

3.2 Risk Management in Alphadica
This section presents the natural disaster risk management in Alphadica, by elaborating how the company
can respond to natural disaster risks. In Section 3.2.1, its internal norms are discussed to present its
compliance with the international standards. The RPN of the current management norms is modified to suit
the context of this research as presented in Section 0. The existing mitigation strategies of natural disasters
are discussed with possible improvements in Section 0. Finally, the management strategies for natural
disaster risks are summarized with their estimated costs and CE in Section 3.2.4.

3.2.1 Norms of Risk Management
In Alphadica, the standards and norms of risk management are developed with the aim that all types of risks
will be managed under the same rationale. As a multinational company, the management rationale is better
structured if it follows the International Organization for Standardization (ISO) as discussed in Section
3.1.2. Following ISO 14971, the risks are estimated with a Risk Priority Number (RPN) by using RSA
Archer17 that adopts standard methods of Enterprise Risk Management (ERM). However, the detectability
in this research cannot be estimated, so it is assumed to be the same for all types of hazards. The impact
and likelihood are rated with a five-level scale and are combined with control effectiveness (CE), which
with a higher level of it leads to a lower RPN, so it requires adjustments as follows to calculate the RPN.
RPN = Impact × Likelihood × (6 − Control effectiveness)

(2)

In the context of natural disaster risks, the impact can be interpreted as the financial exposure of the
elements-at-risk, and the likelihood can be viewed as the probability of an occurrence. The CE represents
the effectiveness of controls that act upon a particular risk, including controls that affect the likelihood or
the consequences of a risk (Broadleaf, 2014). The three variables are often estimated by experts with a
selected scale, and hence subjective insights and certain contextualization are involved. From (2), it seems
that the three factors have the same weights; however, the impact is intrinsically considered more important
by selecting higher levels of MPL when defining the research scope. According to RSA Archer and the
17 RSA Archer Platform is a software that supports business-level management of governance, risk management, and
compliance (GRC). The Platform allows users to adapt solutions to their requirements, build new applications, and
integrate with external systems without touching a single line of code.
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ERM of Alphadica, a five-level scale is suitable for the company, so the three variables are rated from one
to five, where one is considered “very low” and five is considered “very high”. The five levels of the
parameters are ordinal, so they explain the relative amount per parameter, but they cannot be interpreted
numerically from one to five. With the three parameters above, the RPN will scale from 1 to125 and can be
visualized on a two-dimensional heat map as shown in Figure 28, where the x-axis is the control
effectiveness (CE) and the y-axis is the multiplication of impact and likelihood. The managed risk level is
scaled into five levels based on the level of RPN with (3) according to RSA Archer. One needs to note that
there are no scientific ways to calculate the critical RPN (i.e. threshold) to indicate a “high” managed risk
level (Carbone & Tippett, 2004). The selection of a critical RPN value depends on experts’ insights and a
company’s risk appetite (i.e. acceptability) (Mastroianni, 2011).
5 (red),
4 (orange),
3 (yellow),
Managed risk level =
2 (light green),
{1 (dark green),

RPN > 75
75 ≥ RPN > 25
25 ≥ RPN > 10
10 ≥ RPN > 5
5 ≥ RPN ≥ 1

(3)

The managed risk levels can also be visualized in Figure 28 with five colors representing the five levels in
(3). The managed risk level indicates the level of risks remained after adopting the corresponding strategies
(i.e. the final risk score documented by the management). The risks with a managed risk level above four
need to be addressed and continuously managed. The goal of managing a risk is to adopt the effective
controls (i.e. strategies) and make the score of managed risk to the acceptable level. The potential strategies
for different levels of CE are presented in Section 3.2.4.

Figure 28: Heat map of the RPN score for the managed risk level
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3.2.2 Modified calculation of the managed risk level
The management of natural disaster risks needs to comply with the integrated management norms presented
in the previous section, while the relevant calculations and the management flow need to be defined more
precisely. As mentioned in Section 2.2, the exposure of a manufacturing site can be calculated as the
multiplication of hazard level and the MPL level. The third element of managed risk level, control
effectiveness (CE), can be partially estimated based on the Estimated Maximum Loss (EML)18, which is
assessed during the site inspection. EML is the estimated loss when the preventive countermeasures are in
place and turned on. With more effective and complete countermeasures in place, the EML will be lower,
indicating that the loss (i.e. MPL) can be effectively reduced when applying those countermeasures. The
insurance company, AIG will enclose the assessments of EML and grade the site with four quality levels
(i.e. excellent, good, fair, and poor) after the site inspection. For locations that are with fair or poor quality,
further mitigation strategies and responses need to be applied. The highest CE of all strategies (including
̅̅̅̅ ” as
the site inspection) managing the same location is the “CE of the site”, which is symbolized as “𝐶𝐸
shown in (4). The calculation of the RPN for natural disaster risk is modified as shown in (5); the calculation
of the managed risk level will follow (2) as discussed in the previous section.
̅̅̅̅ = max(CE of mitigation strategyk,n,i )
CE

(4)

,where
mitigation strategyk,n,i = the ith strategy applied to the nth site of the k th supplier in scope

̅̅)
RPNk,n = MPLk,n × Hazardous levelk,n × (6 − ̅̅
CE
̅̅̅̅)
= Exposurek,n × (6 − CE

(5)

In Section 2.2, MPL and the hazard levels are not difficult to be translated into five levels since both terms
are numerical. In contrast, the CE of a strategy is difficult to quantify; hence, the quantification can only be
done with qualitative insights.

18 The Estimated Maximum Loss (EML) is that which could reasonably be sustained from the contingencies under
consideration, as a result of a single incident considered to be within the realms of probability taking into account all
factors likely to increase or lessen the extent of the loss, but excluding such coincidences and catastrophes which may
possible but remain unlikely.
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3.2.3 Current management – loss mitigation and preparedness for natural disasters
According to Alphadica’s Insurance and Risk Engineering, the method that it uses to lower the financial
losses from suppliers’ natural disaster risks is the Property Damage & Business Interruption insurance,
which requires an on-site visit before adjusting the insurance coverage. Another two strategies that are used
to strengthen the preparedness of risks are supplier relationship management (SRM) and contingency plan
and Business Continuity Plan (BCP). The applications and the possible improvements for these strategies
are discussed in this section.
3.2.3.1

Loss mitigation – on-site inspection and the insurance coverage

For Alphadica, the need of raising the insurance coverage of supplier’s plant is triggered when the following
criteria are met.
1.
2.
3.
4.

Supplier’s MPL is above 75 million euro
The supplier has a long Switchover time (SOT)19 (i.e. longer than 3 months)
The supplier site is the only location providing certain components/commodities
The supplier has unique equipment or tools

When a location may require a higher insurance coverage, Alphadica needs to conduct a site inspection and
request the insurance company to inspect the site in order to agree on a reasonable insurance limit. As can
be seen from the criteria above, a site inspection is not initiated because of natural hazards. However, the
inspection allows experts from the insurance company to acquire first-hand information and evaluate the
plant objectively with their professional knowledge and experiences for certain risks (e.g. fire, earthquake,
flood, etc.). After evaluating the site, AIG will provide Alphadica the Supplier Risk Improvement Report.
Thus far, the AIG report focuses on assessing the risk of fire and only encloses a basic assessment of natural
disaster risks, since fire is one of the major hazardous events happening to Alphadica. The report discloses
suppliers’ existing facilities that prevent relevant risks on their manufacturing sites, including its building
type, occupancy, and circumstances of its surroundings. The report enables Alphadica to understand the
real managed risk level of a supplier’s site, so the necessary actions could be identified.
In most cases, the on-site inspection can be arranged under the assistance of GSAM/SAM. However, an
obstacle that can hinder the site evaluation is any commercial concern that GSAM/SAM has, such as
supplier’s confidentiality. In this case, no information is made available to Alphadica nor AIG; hence, no
further actions would be taken, and the risks and uncertainties remain.
If site inspections are feasible, the assessment result serves as the main input of adjusting the insurance
coverage for the critical suppliers, which consequently also secures natural disaster risks, if there are any.
The final insurance coverage requires negotiation between Alphadica and AIG. Due to the soft insurance
market20 in recent years and being a global player in the industry, Alphadica has the bargaining power to
acquire optimal insurance solutions for itself.
3.2.3.2

Preparedness for natural disasters – supplier relationship management (SRM)

The management of supplier relationship already exists in Alphadica’s procurement, but its relevance to
natural disaster risk management is not emphasized. A well-established supplier relationship may secure
real time information (i.e. responsiveness) and a higher priority than the other customers of a supplier. In
19
20

Switchover time (SOT) is the time that the company is able to find an alternative source.
A market that has more potential sellers than buyers.
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short, a close supplier relationship improves the security of supply and assists supply risk management
programs (PwC, 2013).
Supplier relationship management (SRM) is especially important with Asian suppliers, due to the intrinsic
Oriental culture that appreciates close relationships built from different aspects. In reality, many Western
companies find it difficult to maintain a tight relationship with Asian suppliers due to the cultural difference.
Ganster (2009) points out the relationship that Chinese people have is more complex and has multiple
intersections, rather than a straight-line interpersonal relationship that North Americans and Northern
Europeans typically have. Regrettably, building this web-like connection requires face-to-face interactions
or even personal bonding besides formal business discussions to foster a deep supplier relationship for the
long term.
Currently, Alphadica has a minimum SRM requirement in place, which ensures an annual management
meeting that involves the high-level management and SAM of both Alphadica and the supplier. The other
regular meetings are kept for certain business purposes. Since the importance of SRM is not explicitly
explained to GSAM/SAM – who are the direct contacts with suppliers – the value of SRM should be
highlighted, especially if a supplier is highly exposed to risks.
3.2.3.3

Preparedness for natural disasters – contingency plan and Business Continuity Plan

The contingency plan is another preventive strategy for risk management. The current contingency plans at
Alphadica are created by GSAM/SAM with an internal form created by Alphadica. The plans enclose basic
risk responses such as what alternatives are available to Alphadica when business interruptions occur at
suppliers’ sites. This contingency plan provides some basic information to Alphadica, while it may not be
detailed enough.
According to the expert from Insurance and Risk Engineering, the company is suggested to acquire a formal
Business Continuity Plan (BCP) from suppliers. A formal BCP can follow ISO 22301 and enclose a
complete list of references, including among others a Business Continuity Policy, Business Impact Analysis
(BIA), and Business Continuity Strategy. Making such a complete plan usually takes suppliers a lot of time
and resources, so very few companies are willing to deliver a BCP. To be effective and efficient, Alphadica
needs to define the standard BCP it expects from the suppliers and from which suppliers it expects such
plans. Though complex, based on the expert’s insights, the Alphadica should aim for acquiring formal BCPs
to keep this mitigation strategy effective.

3.2.4 Cost and CE of the management strategies
As can be seen from the management framework from van Westen (2013) (see Figure 7), the cost-benefit
assessment is an independent step in the risk framework and is essential for management decisions.
However, a cost-benefit assessment is difficult to implement for some strategies, and sometimes it is
impossible, to estimate the management costs because the expenses are too specific for the element-at-risk,
which could be the building, the property, or the occupancy. The costs shown in
Table 4 are applicable to the general situation based on the experiences of Insurance and Risk Engineering.
Similarly, estimating the strategy benefits in monetary term is difficult, since they vary among different
cases. To indicate the relative level of benefits that different strategies bring, control effectiveness is
estimated to enable the cost-effectiveness assessment in Table 4 as a reference for risk management.
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Table 4: Costs and control effectiveness of management strategies for natural disaster risks
CE

Description

1

No management is in place. The risk is not
reduced.

2

The risk is addressed and monitored. The
relevant stakeholders are aware of the risk.
Potential risk reduction is about 20%

3

Potential strategies

The risk responses are documented.
Stakeholders know how to react when the
risk materializes. The management is
passive. Potential risk reduction is about
40%.

Report to BCM for monitoring &
record in the warning system

0

Maintain supplier relationship

0

Create a contingency plan for the
supplier (by GSAM/SAM)

0

Site inspection by the insurance
company*

4

The risk is mitigated with complete
preparation and the loss is reduced to the
lowest level possible. The risk remains due
to the location of the manufacturing plant.
The management is proactive. Potential
risk reduction is about 60%.

Increase safety stock level
Improve supplier's structural and
non-structural compliance
Get BCP from suppliers
Increase insurance coverage

5

The risk is fully mitigated since the
production or the inventory is/can be at a
hazard-free area. Potential risk reduction is
above 80%.

Estimated cost (euro €)

€4000/visit
t.b.d.
0
t.b.d.
€100,000**/supplier
added to 250 million
sub-limit

Multi-sourcing
/qualification for a second source

€30,000/component

Multi-locations for production or
inventory

n.a.

Standardize components in product
Very expensive
design
* The CE may differ depending on the EML assessed during the inspection. The conditions are as follows.
5,
4,
𝐶𝐸 = 3,
2,
{1,

𝐸𝑀𝐿 < 50
50 < 𝐸𝑀𝐿 < 75
75 < 𝐸𝑀𝐿 < 100
100 < 𝐸𝑀𝐿 < 150
150 < 𝐸𝑀𝐿

**This value depends on the required insurance coverage, market conditions, etc.

As can be seen from Table 4, the strategies that have a CE equals to five are often so expensive that the top
management is not likely to approve such actions since the benefits may not materialize in the short term.
The exceptional high cost to buy from multi sources and standardize the design often results from the
specific design of the components; moreover, the suppliers may acquire the intellectual property (IP) of
Alphadica, making Alphadica less flexible to source from other suppliers since it takes years to qualify a
new source. This is why Alphadica can hardly adopt multi-sourcing as a risk mitigation strategy although
this method is the most common countermeasure in the high-tech industry (see Figure 27). Therefore, the
strategies with a lower CE are more common since the costs are also lower. Note that raising insurance
coverage is almost as expensive as multi-sourcing; how did Alphadica apply this strategy to its risks
management? As discussed in Section 3.2.3.1, Alphadica is a multinational company that is able to
negotiate supplier insurance coverage, so a cost of €100,000 has never materialized.
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Based on the management process from Figure 30 and the CE of different strategies in Table 4, the
following algorithm presents the logic to manage natural disaster risk for Alphadica. The conditions and
the necessary iterations are clearly defined in the algorithm with the ith strategy applied to the nth site of the
kth supplier among the x suppliers in scope. The subsequent chapter combines the assessment result and the
management strategies to elaborate on how Alphadica could reduce the risks with the use of several case
studies.
Management algorithm (for k = 1, k ≤ x, k++)
, where
x = the number of suppliers in scope;
k = the kth supplier;
n = the nth site of a supplier;
i = the ith strategy for a location
Step 1. Define the scope
Step 1.1. (Sourcing strategy)𝑥 ∈ {sole, single, dual}?
If yes, step 1.2; if no, End.
Step 1.2. MPLt = the threshold of critical supplier selection in the tth iteration
Step 1.3. MPLk,n > MPLt ? If yes, set supplierk in scope
Step 2. Assess (Hazardous level)k,n at the site level
Step 3. Exposurek,n = MPLk,n × (Hazardous level)k,n
Step 4. Exposurek,n ≥ 16?
If yes, step 4.1; if no, step 5
Step 4.1. Is site inspection feasible? If yes, step 4.2; if no, step 7
Step 4.2. Inspect the site with the insurance company and assess EMLk,n
Step 4.3. Site qualityk,n = (good) ∪ (excellent)? If yes, step 5; if no, step 6
Step 5. Accept the risk
Step 5.1. End.
Step 6. Monitor the risk
Step 6.1. Site qualityk,n = poor ∩ EMLk,n > 75 million euro? If yes, step 7; if no, step 6.2.
Step 6.2. Upload the locations to Fusion to allow live natural hazards warning
Step 6.3. Maintain supplier relationships and address the risk to suppliers
Step 6.4. End.
Step 7. Address the risk
Step 7.1. Solve the optimization problem with possible strategyk,n,i
min ∑ Cost k,n,i
max i
s.t. RPNk,n < 4
Cost k,n,i < 4,000 or a specific limit defined by the management
∑
Step 7.2. 𝑘,𝑛{𝑆𝑡𝑎𝑡𝑒𝑔𝑦𝑘,𝑛,𝑖 } = ∅?
If yes, step 6.2; if no, implement Strategyk,n,i for Sitek,n
Step 7.3. Go back to step 6.2
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4 Case Analysis
As discussed in Section 3.1.1, Figure 27 provides Alphadica an idea of how other companies handle supply
chain risk, while not all of them are applicable to Alphadica’s cases. For example, it is difficult for
Alphadica to find an alternative for a sole-source supplier. The following cases are discussed to exemplify
the possible scenarios when a manufacturing location is identified to have a high exposure level (i.e. high
hazard and high MPL). Some of the plants have been inspected already; however, the inspections result
could be outdated since the visits took place a few years ago. The analysis of each case follows a similar
structure. First, the hazard assessment result is presented, followed by the background information of the
supplier is introduced based on the information collected from GSAM/SAM and Procurement Engineering
(PE) based on the questionnaire provided in Table 8 in the appendix. Consequently, if a site from the
supplier has been inspected, the relevant feedback from the inspection report is discussed. Finally,
recommended countermeasures of the supplier are discussed.

4.1 Alpha – supplier 58
Supplier 58 has four manufacturing locations for Alphadica’s products. According to CatNet, these plants
are all located at the top earthquake-prone zone in Japan with a hazard level of five. With MPL level four,
the exposure level of these sites are 20, which requires a countermeasure that has a CE above level four if
Alphadica aims to make supplier 58 outside of the high managed risk level. In addition to the earthquake,
a level-four storm hazard has also been identified for those four locations.
The assessment result is a crucial input for supplier 58 since it is a sole-source supplier for Alphadica’s
medical systems. With few suppliers in the market, supplier 58 has a monopoly position for certain types
of products. This competence in the market enables supplier 58 to cultivate relationships with many
customers from the stage of early product development and to make the clients dependent on supplier 58.
Regrettably, Alphadica is no exception in this monopoly game. It is difficult for Alphadica to substitute
supplier 58 from its supply base. On the other hand, Alphadica is an important customer for supplier 58, so
the supplier is not fully dominant in this business relationship. According to the SAM of supplier 58, the
supplier has been responsive and willing to cooperate, reflecting a healthy supplier relationship in this case.
A part of the reason may be that the supplier is managed by a local SAM who is familiar with a Japanese
style of cooperation. From other risk assessments, supplier 58 has not been identified to have other types
of risks in the past few decades except the sourcing strategy (sole-source) is risky.
In 2009, one of the plants of supplier 58 was inspected and graded as “good”. Positive remarks were given
especially to its compliance with the Japanese buildings code standards for earthquakes, the structural
prevention for earthquakes, and the loss prevention management. In the non-structural aspect, the
employees are aware of possible earthquakes by being regularly trained. In the site inspection report, the
natural perils assessment adopted the result of NATHAN and pinpointed the risks of storms and floods. In
this project, the storm has been identified by CatNet and NATHAN, but the exposure of floods is low. It is
possibly due to the update of the database even though supplier 58’s elevation is lower than 15 meters.
According to the SAM, supplier 58 holds a business continuity plan (BCP), showing that the supplier has
a thorough preparedness for possible disasters. Therefore, there are some minor suggestions for this. First,
the inspection report focuses on the completion of earthquake protection, yet it did not inspect relevant
prevention for storms; however, according to NATHAN, the wind speed has increased from 50 m/s (in
2009) to 83 m/s (in 2017). Thus, the storm hazards also need to addressed and prevented.
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Based on the cost-effectiveness assessment in Section 3.2.4, it is recommended to increase the safety stock
level for supplier 58. The SAM also considers this a good solution because the inventories can be kept at
suppliers’ warehouses or other locations that are outside the hazard-prone zone; moreover, the increase of
relevant costs will be on the supplier rather than on Alphadica with an agreement in place. To ensure this
strategy is effective, Alphadica needs to confirm that the inventories are stored in a hazard-free area.
Another fact supporting this strategy is that supplier 58 is cooperative; hence, the chance to fulfill this
strategy is high. Raising the insurance coverage is another countermeasure in this case, which has already
been implemented since the site inspection in 2009. However, the other three sites were left with the basic
insurance coverage. Alphadica may visit those sites to decide if a higher insurance coverage is necessary.

4.2 Beta – supplier 164
The manufacturing plant of supplier 164 locates in Italy. It is identified to have the highest hazard rating
for flood and a significant hail hazard (level four from the five-scale rating) based on CatNet’s assessment.
The MPL is at the second highest level on the five-level scale, resulting in an exposure score of 20.
Therefore, a strategy with a CE above level four is needed to reduce supplier 164’s managed risk.
Supplier 164 is one of the critical suppliers because it produces a core component of the high-end products
for Alphadica. Though being identified as a single-source supplier, it owns over 90% of the IP for the parts
it produces for Alphadica, making it resemble a sole-source supplier for Alphadica. Therefore, multi
sourcing is not applicable in the short term. On the other hand, Alphadica keeps its position by being the
biggest medical customer of it, so the relationship is balanced. Both companies are important to one another.
This close collaboration was initiated around 20 years ago and the two companies have been actively in
contact with monthly or bi-monthly visits.
The Italian site has been inspected in 2009 and graded as “fair” because the sprinkler protection was
considered not reliable, while the site had a loss history due to a fire disaster. The management of supplier
164 agreed to look into this recommendation as well as prepare a BCP in the future. However, Case Beta
has not been followed up because it is more cost-efficient to examine uninspected locations than to recheck
the cases that are already examined for Alphadica; moreover, the criticality and dependency of this supplier
were not pointed out in the report, leading the case to be a lower management priority among all. After
knowing how critical supplier 164 actually is, the case can be re-examined via emails or phone calls to
ensure the improvements have been made. An update for Alphadica’s Risk Management is that the SAM
is planning on increasing the safety stock level because of other business reasons.
Based on the new NATHAN assessment, the total risk score of natural hazards for the site is at level two
with a four-level scale rating, so it is considered to have a medium level of risk. Therefore, the site does not
have high hazard exposures according to NATHAN’s output. However, as discussed earlier, it would be
ideal if the case could be followed up again due to its criticality to Alphadica’s business. If the reexamination result is positive, one can say that the risk is effectively mitigated.

4.3 Gamma – supplier 144
According to the hazard assessment from CatNet, supplier 144 locates at the earthquake zone level four and
storm and hail zone level three in Italy. The MPL is however at the highest level (i.e. level five), resulting
in a high score for the exposure (=MPL×hazard) that needs to be treated with a strategy having a CE above
level four to reduce the managed risk level.
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Supplier 144 is a sole-source supplier producing special metal components for Alphadica’s medical systems.
The manufacturing plant locates in Italy and can hardly be replaced because of the IPs it owns for
Alphadica’s components; sourcing from another supplier will take Alphadica three to four years to
reallocate the production and to have the proper design in place. Moreover, supplier 144 dominates the
market, so very few alternatives are available for the same components. Though the situation seems critical,
an interesting input from SAM is that the components purchased from supplier 144 are parts to enhance the
quality of the end products; this indicates that the end products can still be sold without these components,
while the quality and the prices will alter. Therefore, considering supplier 144 encounters the worst scenario,
Alphadica could still survive by selling imperfect products to its clients. In addition, due to the high market
share that supplier 144 holds, Alphadica will not be the only client affected.
The plant of supplier 144 was inspected in 2009 and graded as “good” since relevant facilities for disasters
are present, such as smoke detector and a backup facility in the US. Concerning natural perils, the report
applied the assessment result from NATHAN and reported the site was exposed to earthquake and floods.
During the inspection, the experts found the site was built under the compliance with the governmental
standards and the earthquake bracing has been present; in addition, the site is 600 meters above the sea
level, so the risk of flood is not high. However, an update worth noting is that the report from 2009 did not
reveal storm and hail hazard that the site was exposed to due to the old version of NATHAN. According to
CatNet, this site is exposed to a medium level of storms and the hail hazard; according to the new version
of NATHAN, this site is exposed to a high level of hail hazard. This new input will make Alphadica rethink
if the site needs to be inspected again after eight years. On the other hand, the visit may not necessarily be
the first priority among all the suppliers since the impact is found to be less devastating with SAM’s input
even though supplier 144 is a sole-source supplier.
According to the strategies discussed in Section 3.2.4, supplier 144 could be managed with a higher safety
stock level or a higher insurance coverage. Based on the discussion with SAM, a higher safety stock level
is not needed, as an interruption at supplier 144 will not affect Alphadica severely. Moreover, the insurance
coverage has already been increased after the site inspection. Concerning all the conditions, it can be
concluded that supplier 144 is properly protected from natural disaster risks. The recommendation for this
case is to information GSAM/SAM about supplier 144’s exposure to natural hazards.

4.4 Delta – supplier 43
Located in China, a plant of supplier 43 is exposed to floods at the highest hazard level based on the
assessment of CatNet. The MPL of supplier 43 is also at the highest level, resulting in the highest exposure
(i.e. 25) among all. In this case, the supplier needs to be treated with strategies having CE above level four
to achieve a lower managed risk level.
Based on the record of risk management, supplier 43 is a single-source supplier for the components of
Alphadica’s medical systems. However, the criticality of supplier 43 has become lower in recent years
because of Alphadica’s decreasing demand. Thus, Alphadica will keep supplier 43 at a passive position in
the future. Moreover, Alphadica owns most of the IPs for the components, so it is not difficult to purchase
from another supplier. In addition to the fading business, the relationship with supplier 43 has not been very
actively maintained; there are no formal meetings arranged. However, this passive relationship led to times
that Alphadica could not make supplier 43 sign a certain agreement.
Nevertheless, based on the circumstances discussed, this case may not have the management priority when
the investment of risk management needs to be made effectively by considering the whole supply base as
the management target. Hence, a site inspection or other strategies that cost money would not be realistic
from the management perspective. The management countermeasure for this case could be adding the site
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to the monitoring list and raise the awareness of GSAM/SAM that the risk of natural disaster exists. Also,
informing the supplier of its exposures to natural hazards is important; relevant preparedness needs to be
present before any hazards materialize and then become disasters. Even though the supplier does not
cooperate, it should know that Alphadica cares about this topic and manages natural disasters proactively.

4.5 Epsilon – supplier 45
Supplier 45 has three manufacturing plants. One in China, two in the US. The two plants in the US are with
low hazardous risk according to CatNet; however, the plant in China has the highest hazardous risk (i.e.
level five) of the coastal flood. The MPL level of supplier 45 is graded as level four, resulting in a high
exposure rating (i.e. 20).
According to the SAM, supplier 45 produces silicon and plastic components for Alphadica’s medical
systems. Unlike the previous cases that manufacture high-end products, only a proportion of the parts that
supplier 45 produce are expensive; the others are not. The products are designed by Alphadica, so the IPs
are in-house. However, finding another supplier is still not easy due to product complexity and the time to
qualify a new supplier. This is why supplier 45 remains as the single-source supplier for Alphadica.
The site has not been visited yet, but Alphadica has intensively collaborated with supplier 45 due to
commercial reasons. Weekly meetings are in place via conference calls. From the perspective of natural
disaster management, now is the good time to manage supplier 45 and request it to improve its structural
and non-structural compliance because supplier 45 is keen to grow its business in the medical area, where
Alphadica has prominent needs comparing to other customers. Hence, even though Alphadica represents a
small percentage of supplier 45’s total sales, Alphadica has the bargaining power in this relationship.
Supplier 45 will be willing to invest in accordance with Alphadica’s requirements and maintain this
business relationship proactively.
Based on the assessment of NATHAN, the Chinese manufacturing plant of supplier 45 has the highest risk
score rating. Therefore, a site inspection is recommended. Another alternative to mitigate the risk is to ask
the supplier to prepare a BCP. In this case, since supplier 45 is positive to collaborate, Alphadica has the
power to make the supplier create and maintain a BCP, which represents a high control effectiveness if the
expected content of the BCP is well delivered. With these risk responses, the managed risk level can be
effectively reduced.

4.6 Zeta – supplier 118
According to CatNet, the manufacturing plant of supplier 118 locates in the most hazardous earthquake
zone and the second hazardous flood-prone area in the US. The MPL of supplier 118 is also at the highest
level among all, leaving the plant with the highest exposure if the selected strategy is not effective enough
to mitigate the risk.
Supplier 118 is a single-source supplier for Alphadica’s medical systems. The components bought from
supplier 118 have a long lead-time and were co-developed; hence, the flexibility of sourcing from an
alternative supplier is limited. On top of it, supplier 118 owns all the IPs, so dual sourcing is not feasible in
the short term. Due to the above circumstances, Alphadica does not have the bargaining power to negotiate
for a shorter lead-time nor for better deals. Although Alphadica only contributes a small proportion of
revenue to supplier 118, annual meetings and regular contacts are in place on the operational level.
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According to NATHAN, the location is rated with the highest risk score due to the earthquake hazard. The
site has been inspected by the Quality department of Alphadica, but the insurance company has not yet
visited the site to evaluate its prevention actions for natural disasters. Therefore, Alphadica does not know
if supplier 118 complies with the relevant risk standards or regulations. Unlike Case Epsilon, Alphadica
may not be able to get a BCP from supplier 118 since it does not have an advantageous position to request
the supplier to pay extra efforts on conducting impact assessments. An alternative for BCP can be the
building code (Mileti, 1999), which most of the buildings in the US need to follow accordingly. Hence,
before conducting a site inspection, Alphadica may request supplier 118 to provide relevant documents that
show it has met the requirements of legislations. If this case is still considered exposed to a high risk without
the proper security, a site inspection is recommended.

4.7 Eta – supplier 117
Based on the assessment result of CatNet, supplier 117 has a manufacturing plant located in the US, which
is exposed to tornadoes with a hazard level of four out of a five-level hazardous scale (i.e. one to five). The
MPL level of supplier 117 is five, resulting in an exposure score of 20 out of 25.
Supplier 117 is a single-source supplier that produces plastics for Alphadica’s medical systems. The annual
purchasing volume and the purchasing spend are not high, while the financial impact of the component is
high (i.e. MPL=5) because it is used on high-end medical systems. Although Alphadica owns all the IPs of
the component, switching to another alternative is not easy since supplier 117 developed the tools for
production, and developing such tools takes about six months or more. Another reason to have only one
supplier for this component is the low volume that Alphadica procures. These circumstances show that dual
sourcing is possible but is not cost-effective. Increasing safety stock level is also difficult because currently
there is no potential storage space for supplier 117; however, safety stock could still be an option to mitigate
the risk if the internal facility could accommodate. The relationship between Alphadica and supplier 117 is
not superior but also not bad. There are few regular meetings in place due to the stable supply of the
component. Hence, Alphadica does not have an advantageous nor disadvantageous position to manage
supplier 117’s natural disaster risk.
According to NATHAN, the location is exposed to tornadoes with the second highest rating, and it is close
to the most hazardous tornado zone. Nevertheless, the final risk score provided by NATHAN is only
medium (i.e. the third highest level out of the four-level ratings). The assessment result can be forwarded
to AIG or Marsh to confirm whether this location is hazardous or not. If the hazard rating is confirmed to
be high, Alphadica may request supplier 117 to provide a BCP or the proof of complying with US building
code like discussed in Case Zeta. It is possible to request supplier 117 to invest in order to secure its business
continuity as well as Alphadica’s since the supplier values Alphadica as a customer and wants to grow their
business in the future. If the documents are not available while the location remains highly exposed to
natural hazards, a site inspection is recommended.
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5 MANAGEMENT PROCESS
This chapter discusses the third deliverable of this thesis project: management process of natural disaster
risk. In Section 5.1, a conceptual management process for natural disaster risks is formulated based on the
literature review with some additions from the empirical research of this thesis. In Section 5.2, a
management process for natural disaster risk is illustrated to show that the flow will end up with three
actions: address the risks, monitor the risks and accept the risks. Moreover, the process is not linear but
cyclic to ensure the effectiveness of risk management is kept at the optimal level. In Section 5.3, this
framework is then brought to the context of Alphadica where relevant internal stakeholders are involved.

5.1 Conceptual risk management process
This research develops a conceptual risk management process as shown in Figure 29 by modifying the risk
management framework from van Westen (2013) with empirical experiences. The managed scope and the
managed risks are updated to create a cyclic process loop that enables continuous improvements on
management quality and effectiveness. The management loop is to ensure that the management resources
are allocated effectively for the identified scope with a limited budget and limited labor capacity available
to the company. Usually, scope identification is not mentioned in a risk management process since it is
considered the preparation prior starting the management. However, scope identification is better to be
regarded as part of the process since it is a decisive element for the management cost in reality. Similarly,
the managed risks of the currently managed locations should also be updated for the same reason.

Figure 29: Conceptual risk management process

5.2 Risk management process of natural disaster risks
Following the conceptual process, the risk management process for a company can be illustrated as shown
in Figure 30. It explains the necessary actions for each stage and the decision criteria for the subsequent
actions. In the diagram, the management stages are mentioned on the top (i.e. risk identification, risk
analysis, risk mitigation and risk monitor). The multiple decision algorithms (i.e. in diamonds) are designed
to limit the number of supplier locations that require management actions and resources from the company.
Therefore, only the most critical and risky supplier locations (with high MPL and high hazard level) will
require on-site inspections, which is a clear start of investing money in managing natural disaster risks.
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Figure 30: Management process of natural disaster risks
Risk identification defines the scope of supply base that will be assessed with CatNet or NATHAN. The
hazard assessment results will be the inputs for exposure calculations. The locations that acquire high
exposures will require management actions and the risks should not be accepted, meaning that no actions
are required. To decide on the risk mitigation strategies, the company needs to evaluate the feasibility of
strategies with a higher level of CE to ensure the most effective strategies possible are implemented.
Nevertheless, companies often need to compromise and consider other strategies that are less effective due
to the limited budget, resources, and other management concerns. The last option of all the strategies will
be financing the risk, which can alleviate the financial loss while the potential damage is not mitigated.
Risks at a high level need to be addressed, while risks at the medium level only need to be monitored. The
monitoring of risks can be achieved with Fusion (a monitoring tool from Alphadica’s Business Continuity
Management (BCM)), and the maintenance of supplier’s relationship. The latter action is to ensure that
Alphadica receives supplier’s information in time in case a disaster happens; also, a close supplier
relationship will make Alphadica a “favorable customer” when the supply on the market is limited (PwC,
2013). Both strategies above already exist, but the corresponding business functions (BCM, GSAM/SAM)
need to be informed to ensure the internal collaboration.

5.3 Risk management process in Alphadica
As discussed in the problem statement (Section 0), currently there is no risk management process for natural
disasters in Alphadica. The process is a consequential result of various individual communications and
interactions. Figure 31 illustrates the ideal management process for the company. It adopts the same logic
as Figure 30, while the responsible stakeholders are identified. As can be seen, six internal functions need
to take the responsibilities of different actions; they are Procurement Finance, Risk Management, BCM,
35

Insurance and Risk Engineering, GSAM/SAM and Procurement Engineer (PE). This cross-functional
collaboration spreads throughout the four stages of risk management (i.e. risk identification, risk analysis,
risk mitigation and risk monitor); hence, it is important for all the stakeholders involved to understand the
entire process.
Same as the process shown in Figure 30, the process in Alphadica is cyclical that updates the managed
supplier list on an annual or biannual basis, based on company’s needs, resources, and budget. To update
the list, two elements need to be checked: (1) suppliers’ criticality and (2) managed risk level. Supplier
criticality is defined based on its MPL and the sourcing strategy. Regarding supplier criticality,
GSAM/SAM are responsible to inform Alphadica’s risk management whenever a supplier is no longer
single/sole-source or there are changes in business that could reduce supplier’s MPL to less than 50 million
euro (or the threshold that is set for a certain phase). In this case, the supplier can be eliminated from the
scope of risk management; similarly, if a supplier becomes critical, it should be included in the critical
supplier list. On the other hand, the managed risk level needs to be modified when a supplier has mitigated
the risk with suggested prevention or preparedness to natural hazards. To ensure that proper improvements
have been made, Alphadica may first contact the supplier via emails or phones calls to check which
suppliers have improved their prevention to risk; then, based on the annual budget available, the company
could select a few sites (e.g. top 10% or top 10 risky locations) to revisit for updates. Updating the managed
supplier list is an extra action that consumes management resources, while the company can be benefited
when the most critical and risky suppliers are managed by spending the investment on the right domain and
the natural disaster risks are effectively managed.

Figure 31: Management responsibility and process flow of natural disaster risk
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Throughout the management process, many actions are joint efforts by different functions. A RACI chart
can well summarize the roles that each stakeholder takes since it defines the responsible (R), accountable
(A), consulted (C) and informed (I). The RACI of natural disaster risk management is shown in Table 5
with the six functions mentioned in the management process. At the stage of risk identification,
Procurement Finance and Risk Management can take the lead and consult GSAM/SAM and PE since they
have the knowledge of supplier’s characteristics and the current business relationships. At the phase of risk
analysis, Risk Management will be responsible for hazard assessment and the calculation of exposure since
it is the function that is familiar with the assessment tools (i.e. CatNet and NATHAN). When the exposure
is calculated, Insurance and Risk Engineering and Procurement Finance can act as consultants since they
are familiar with hazard assessment and the MPL calculation. Meanwhile, GSAM/SAM, PE, and BCM
need to be informed because they will be involved in the next phase: respond to risks. Regarding the
responses to risks, I&RE (Insurance and Risk Engineering) is in charge of site inspection with the insurance
company; the relevant improvements will, therefore, be proposed by I&RE after the inspection. Other
mitigation strategies will be proposed and manage by GSAM/SAM because they know the most suitable
strategies for a specific supplier by considering all the relevant factors such as current supplier relationships
and the commercial factors of the components purchased. They know what is possible and what is not. The
only mitigation strategy that the GSAM/SAM are not responsible for is the sourcing strategy. Sourcing
strategy needs to be evaluated by Procurement Engineers (PE) because they know more about product
design and the technical aspect of the components. Therefore, PE can better judge if dual sourcing is feasible.
Finally, at the stage of monitoring, Risk Management will hand over the main responsibility to BCM, who
will monitor the critical high-risk suppliers with Fusion, and GSAM/SAM to maintain supplier relationship.
The other stakeholders will be in the passive position at this stage.
Table 5: RACI of natural disaster risk management
GSAM/SAM

PE

I&RE

RM

BCM

PF

Identify risks (raw data collection)
C
C
A/I
Compute the MPL of suppliers
R
A/C
C
Identify critical suppliers
I
R
C
Analyze risks
Hazard assessment (risk score)
C
R/A
Calculate suppliers' exposures
I
I
C
R/A
I
C
Respond to risks
A
C
Site inspection
C
R
A
C
Propose improving actions to supplier
C
R
A
I
C
Dual source or relocation of inventory
R
C
I
Implement mitigation strategies
R/A
C
I
I
Acquire suppliers’ BCP
R/A
C
C
I
I
Create suppliers' contingency plans
R/A
C
C
Modify insurance coverage
A
C
R/C
I
Monitor risks
Provide supplier list to be monitored
I
I
C
R/A
I
Monitor the suppliers with Fusion
I
I
C
I
R/A
A/I
Maintain supplier relationship
R/A
Note: PE=Procurement Engineer; RM=Risk Management; I&RE=Insurance and Risk Engineering;
PF=Procurement Finance
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6 CONCLUSIONS AND RECOMMENDATIONS
This chapter presents the research results by drawing a conclusion from the previous chapters, after which
managerial implications and scientific implications are summarized. Finally, limitations and future research
are discussed.

6.1 Conclusions
In Section 1.4, the research gaps are identified as follows.
1. Explore methodologies of natural disaster risk assessment for commercial users.
2. Investigate the risk management strategy portfolio and risk management process for commercial
users.
In Section 1.3.2, the relevant literature is discussed to provide some background information from an
academic perspective. From the literature review, the assessment of natural disaster risk consistently
depends on three factors, namely hazard, vulnerability, and exposure. In this research, natural hazards are
assessed in Chapter 2; exposures are derived by multiplying the MPL level and the hazard level, whereas
vulnerability is the element that cannot be examined in this research because on-site inspections are required.
The first three cases discussed in the case analysis (see Chapter 4, Case Alpha, Beta, Gamma) exemplify
the complete risk assessments (that include vulnerability assessment) since the supplier sites have been
visited in the past. The case study is also complemented by cases that have not yet been visited, which show
that the hazard assessment and the exposure could be evaluated for all the suppliers’ manufacturing
locations.
Throughout the whole research, possible means, tools, information, and resources have been constantly
explored from both an academic and a field research perspective to enrich the content of this thesis, with
proposals and recommendations. From the literature study, it is found that analyzing hazardous risks
requires massive geographical information and geologic knowledge and resources. Collecting such
information from scratch and developing a hazard assessment model is not feasible within the research
period. Fortunately, two commercial hazard assessment tools are found available for this pilot project:
CatNet and NATHAN. The research adopts the assessment results from these two tools and focuses on the
analysis of supplier management and processes development. To proceed hazard assessment on CatNet and
NATHAN, coordinates (i.e. longitude and latitude) of suppliers’ manufacturing locations are the key
information to ensure the precision of the assessment results, so acquiring such information is essential.
Based on CatNet’s assessment results, the output was integrated into a five-level hazard score per location
with the Excel template “CatNet Assessment Template”. The assessment result showed that more than half
(54%) of the 138 supplier locations are exposed to some hazards and require further analysis. The clustered
plants that were rated with the highest hazard level are located in China, Japan, and the US, with seven,
four, and two sites accordingly. These locations either reside in the earthquake-prone areas or flood-prone
zones. In Figure 16, the hazard assessment results from CatNet are visualized on a world map to show how
the hazard-prone locations of Alphadica’s supply chain are scattered around the globe. Figure 19 shows the
number of hazardous plants per country to indicate which areas the company needs to pay more attention
to manage. With NATHAN, Alphadica was found to have more supplier locations at risk as shown in Figure
21 and Figure 22, as well as are more clusters of hazard-prone areas that Alphadica needs to manage. These
assessment results, however, may require some adjustments and evaluation with experts’ insights. Thus far,
the first research gap has been explored thoroughly and the outcome can serve as an input to investigate the
other research gap.
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The second research gap is another objective of this research. The strategies of natural disaster risk
management are illustrated in Figure 26, showing that the can be classified into preventive actions (risk
control) and corrective actions (risk response). The potential strategies are assessed with cost-effectiveness
(CE), which is also rated with five levels. This allows the risk priority number (RPN) to be calculated by
multiplying the hazard level, the MPL level, and the CE as shown in Figure 28. The aim of mitigating
natural disaster risks is to find an optimal strategy to lower the RPN as much as possible with a given level
of exposure (i.e. MPL×Hazard), while the cost remains low. Feasibility of the case is also taken into account.
This algorithm can be formulated as an optimization problem as presented in the seventh step of the
management algorithm in Section 3.2.4. The management algorithm shows the logic of natural disaster risk
management in this research; it can also be viewed as the skeleton of the management process flow.
Following the management algorithm, Chapter 4 presents how the management logic can be applied to
different cases. The selected suppliers have high-risk exposures and are either single-source or sole-source.
The first three cases (i.e. Alpha, Beta, and Gamma) represent the locations that have been visited. Since
Alphadica already acquired some empirical information from the inspection, they mainly need to be
rechecked if the suggested improvements have been. Besides this minor suggestion, inventory reallocation
is possible for Case Alpha; therefore, it is suggested to increase safety stock level and relocate the
inventories in hazardous-free areas. In contrast, Case Gamma does not have a devastating potential impact
due to component’s functionality on the end product and it is already secured with a higher insurance
coverage, so no proactive actions are required. Regarding the locations that have not yet been inspected,
Case Delta does not need to be managed proactively since it is not a critical supplier anymore. In Case
Epsilon, Alphadica was suggested to request for supplier’s BCP since the supplier is willing to invest and
cooperate, so this can be a strategy to mitigate the risk before inspecting the site; in contrast, Case Zeta
showed that supplier could be uncoordinated. A possibility is to request the supplier to prove that the site
is compliant with the building code from the US government if a site inspection is not possible. Case Eta
has a mixed situation of Epsilon and Zeta that the relationship does not give a positive nor a negative
influence on risk management. Hence, Alphadica may first request for the BCP and the proof of building
code compliance; if both documents are not available, a site visit is suggested.
Based on the literature review, a conceptual management process is designed to illustrate the cyclic
management flow and the updates of scope and managed risk level (see Figure 29). In Figure 30, the
management process of natural disaster risks is developed by following the conceptual process. In Figure
31, the process flow illustrates which stakeholders from Alphadica are involved for natural disaster risk
management. In addition, a RACI matrix was presented to display the parties that are accountable, consulted
and informed for each step.
To conclude, the research questions are answered as follows.
(RQ1) How can Alphadica measure and assess suppliers’ natural disaster risk?
(RQ1.1) What tools and information are freely available?
CatNet and NATHAN are found to be the tools available for natural hazard assessment. CatNet is free, but
NATHAN costs €40,000 per year. If Alphadica favors the assessment result from NATHAN, an alternative
solution is to ask its insurance company or broker to run NATHAN with some fees, which should be lower
than €40,000.
(RQ1.2) What is needed by Alphadica to implement natural disaster risk assessment?
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Before starting the assessment for suppliers’ manufacturing plants, Alphadica needs to first identify the
most critical suppliers in terms of its financial impact (i.e. MPL) and the sourcing strategy. The information
needs to be updated and stored on a central system. The MPL will need to be calculated on the site-level
because different manufacturing locations from a supplier should possess different financial impact if the
components produced differ. Hence, the methodology of calculating MPL per site needs to be developed to
ensure the precision of risk assessment.
After defining the critical supply base (i.e. the scope), Alphadica needs to know where the components are
produced. For CatNet and NATHAN to recognize the locations, coordinates (latitude and longitude) are the
essential information to run hazard assessments. Finally, with the information on hand, the access of CatNet
or NATHAN needs to be provided.
(RQ2) What are the possible responses to natural disaster risks? How can Alphadica mitigate and
manage suppliers’ natural disaster risks?
The countermeasures for natural disaster risks vary with different suppliers and scenarios; therefore, the
cases need to be evaluated individually. The potential strategies to mitigate business interruptions are
summarized in
Table 4. This table can serve as a catalog for Alphadica whenever GSAM/SAM, PE or Risk Management
need to look for possible mitigations strategies. The estimated costs and the control effectiveness are also
stated as a reference to decide for the optimal solutions. The case analysis in Chapter 4 exemplifies how
the cases could be perceived and analyzed from the perspective of natural disaster risk management.
(RQ3) What is the suitable process for Alphadica to manage suppliers’ natural disaster risks?
From this research, it is found that the suppliers to be managed and the suppliers’ risk levels need to be
continuously updated, making the management process a cyclic flow. In addition, managing natural disaster
risks is a joint effort of multiple stakeholders. Six internal stakeholders have been identified to be the
important parties that are responsible for different management actions based on their capacities and
knowledge.
The conceptual process is shown in Figure 29. The detailed management processes for natural disaster risk
and for Alphadica are presented in Figure 30 and Figure 31 respectively. The latter two figures classify the
management process into four management stages, namely risk identification, risk analysis, risk mitigation
and risk monitoring. By narrowing down the managed supply base with several questions, the process will
guide the stakeholders to reach potential mitigation solutions in the end. However, Alphadica needs to be
aware that this management process only serves as a general guideline for the overall process; internal
checkpoints such as cross-functional meetings may be necessary to decide the final risk responses. Such
meetings are important because many other practical factors are not yet considered in this research, such as
the budget and the policies of different business groups.

6.2 Discussions
6.2.1 Managerial implications
For Alphadica, this thesis provides a number of straightforward implications. First, the methodology of
natural hazard assessment has been shown and demonstrated. Different from most of the previous literature
that discussed how a catastrophe model (cat model) is built, this research exemplifies how hazard
assessment tools and the outputs can be employed. From both hazard assessment results (i.e. CatNet and
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NATHAN), Alphadica can observe that a big proportion of its supply chain is exposed to natural disasters.
The world maps in Figure 16 and Figure 21 have brought the global supply chain and the natural hazards
visible to the company. In addition, the natural disasters can also be an evaluation criterion for supplier
selection
Second, the three parameters of risk management, namely the likelihood, impact, and control effectiveness
(CE) are also clearly defined for Alphadica in the context of natural disaster risk. The mechanism of risk
management is also presented by listing the potential management strategies and their CE, which lowers
the managed risk level. Third, the management process flow is designed by identifying the actions required
for risky locations and the stakeholders that will be involved in the ideal process flow. It is important to
note that the management process is a loop that continuously improves the management quality and
effectiveness by managing the right scope of elements-at-risk with the latest information.
Throughout the research, some suggestions have been provided to ensure that natural disaster risk
management can be implemented smoothly. For example, suppliers’ manufacturing locations can be stored
on a central system to assist information updates and data sharing. Another important recommendation is
to calculate the MPL for each supplier’s manufacturing location. This is an essential information for
companies that want to implement hazard assessments. However, Alphadica does not acquire such
information since it requires the mapping of components to production locations and the mapping of
components to the end products. Collecting these information is challenging for the company due to its
large amount of commodities. However, obtaining such information is to secure the accuracy of risk
assessments; otherwise, the allocation of management resources could be inefficient and the critical
suppliers may be missed to manage.
The above information is not only valuable to Risk Management but also to other functions. Many
stakeholders have shown their interests and need to have such supplier information in place; hence, the
motivation of carrying out above recommendations is to enhance the general quality of supplier
management and procurement in Alphadica. Through the communication with a few internal stakeholders,
it is found that most of them understand the importance of natural disaster risk management and they are
positive to cooperate. The challenges appear when some stakeholder that have critical roles are not
convinced to collaborate proactively. In this case, Risk Management needs to consider relaxing the strict
objectives and compromising with an achievable goal for both parties.
As a pilot project for Alphadica, this thesis has shown that managing natural disasters is feasible with
current technologies and can be achieved in a structured way. The research result serves as an example to
assist Alphadica to shape the management methodology for other risk indicators. Moreover, the research
has addressed the importance of managing natural disaster risks. At the end of June, a serious flood in China
due to heavy rain. On CatNet, three supplier plants were identified to be in the potential flooded area among
the eleven provinces that were flooded. Luckily, those suppliers did not encounter any business
interruptions. However, the event was viewed as a warning to Alphadica that natural disaster risks should
not be neglected since they can occur anytime and affect a company’s supply chain.

6.2.2 Scientific implications
Referring to the research gaps defined in Section 1.4, this thesis has provided potential answers to the gaps.
First, former scholars have not identified an integrated model that can assess multiple natural hazards
globally. This study shows the tools and the methodology to fulfill these requirements. Moreover, it is found
that hazard assessments can done with a high resolution; thus, it provides granular insights for a company’s
supply chain. Second, Chapter 4 demonstrates several potential strategy portfolios with case analyses rather
than simply summarizes what countermeasures are possible. In addition, a cyclic conceptual management
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process is developed to guide the design of management process in this research. The processes have shown
how a company may structure its internal process flow to manage natural disaster risks and what
stakeholders may be involved. The strategy portfolios and the management process have provided some
granular insights rather than presented a conceptual framework like the previous literature did.
In general, this research itself shows that companies are able to manage natural disaster risk within a limited
budget and other constraints. The hazard assessment can also be executed with the assistance from the
insurance industry; having few experts in meteorology, economy or civil engineering does not fully hinder
the company from managing natural disaster risks. The research result also shows that a company’s supply
chain can be highly exposed to natural disasters. This was not expected at the beginning of the research
since most of the previous studies did not identify nor summarize the number of locations at risk from a
company but present the hazard distribution for a certain area. The outcome of this thesis has brought the
readers the urge to manage natural disasters in industries, as the crises are more prevalent than we thought.

6.2.3 Limitations and future research
In spite of the contributions of this master thesis to natural disaster risk management, some limitations still
exist. First, the hazard assessment results fully rely on the two online applications: CatNet and NATHAN.
Although they are one of the most accurate tools available, they require continuous calibration and
information updates to ensure the latest phenomena are captured. Hence, the assessment results may be
outdated after a few years if the reinsurance companies do not update the database in time. Second, lightning
is excluded in this research due to its low likelihood of occurrence and direct impact. Future research may
incorporate lightning in the hazard assessment. One of the challenges will be the widely distributed
hazardous areas of lightning. The management needs to determine reasonable risk responses for it. Third,
due to the nature of the industry of Alphadica (i.e. medical devices/systems), most of the cases analyzed
are single-source suppliers. Hence, there are no alternative suppliers available, and multi-sourcing is not an
applicable strategy for those cases. If possible, future research may study how to select suppliers from the
perspective of natural disaster risk management if multiple sources are available. Fourth, the benefits of
mitigation strategies could not be estimated in this research due to limited information; therefore, the costbenefit analysis for the management strategies is simplified into the cost-effectiveness analysis. If the
relevant information is sufficient, researchers may implement a cost-benefit analysis since previous
literature also mentioned this step as an important management phase. When estimating the costs, one can
notice that the cost does not increase linearly along the CE, but exponentially. Finally, the mitigation
strategies are analyzed one by one in this research, while a holistic management system may be built by
mapping multiple conditions to the possible strategies in future research.
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8 APPENDIX
Appendix A: Hazard level transformation
The natural hazards from CatNet are rated on different scales with different units. All of them can be
standardized into ten levels (i.e. 1 to 10) based on the formulas provided by CatNet as shown in Table 2.
The ten levels can be further transformed into a five-level scale, which is marked in five different colors.
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Appendix B: Hazard assessment results from CatNet
Table 6 presents the hazard assessment results from this project by using CatNet. “Flood” includes river
floods and coastal floods. “Storm” can be storm hazard, hail hazard or tornado hazard.
Table 6: Hazard assessment results from CatNet
Supplier
no.
16

MPL Hazard
Country
level
level
5
5
China

Hazard (5)

Hazard (4)

Flood.

Flood.

Hazard (3)
Storm.Hail.

41

4

5

China

Flood.

Flood.Storm.

43

5

5

China

Flood.

Flood.

Storm.

45

4

5

China

Flood.

Flood.

Storm.

53

5

5

Mexico

Flood.

Earthquake.

58

4

5

Japan

Earthquake.

Storm.

58

4

5

Japan

Earthquake.

Storm.

58

4

5

Japan

Earthquake.

Storm.

58

4

5

Japan

Earthquake.

Storm.

71

3

5

Flood.

Flood.

3

5

5

85

5

5

China
Czech
Republic
Taiwan

98

5

5

China

Flood.

118

5

5

USA

Earthquake.

Flood.

124

3

5

China

Flood.

Flood.Storm.

133

4

5

Netherlands

Flood.

Flood.Storm.

158

3

5

USA

Flood.

Earthquake.

164

4

5

Italy

Flood.

2

3

4

USA

Earthquake.

2

3

4

Taiwan

Earthquake.Storm.

4

5

4

Germany

Earthquake.Hail.

5

5

4

China

Flood.

5

5

4

Thailand

Flood.

5

5

4

USA

Storm.

5

5

4

USA

Flood.Earthquake.

6

5

4

Germany

Hail.

7

5

4

Germany

Flood.Hail.

12

3

4

China

Storm.

13

3

4

USA

Storm.

18

3

4

China

Storm.

Earthquake.

25

5

4

Japan

Earthquake.

Storm.

30

5

4

Mexico

Earthquake.

Flood.

32

3

4

Switzerland

Hail.

Flood.

Storm.
Storm.Hail.

Flood.

Earthquake.Storm.

Hail.

47

Storm.Hail.

Earthquake.

34

3

4

Mexico

Earthquake.

37

5

4

Israel

Earthquake.

39

5

4

China

Hail.

39

5

4

USA

Storm.

44

4

4

USA

Storm.

45

4

4

USA

Flood.

46

5

4

China

Storm.

47

5

4

Taiwan

Earthquake.Storm.

48

3

4

Philippines

Flood.Earthquake.Storm.

Volcano.

48

3

4

Philippines

Earthquake.Storm.

Volcano.

48

3

4

China

Storm.

Flood.

50

4

4

China

Hail.

51

3

4

Switzerland

Hail.

Earthquake.

52

5

4

Germany

Flood.Hail.

Earthquake.

52

5

4

Austria

Hail.

Earthquake.

52

5

4

USA

Storm.

56

4

4

China

Flood.

Storm.Hail.

59

5

4

Japan

Flood.Earthquake.

Storm.

64

5

4

China

Flood.

Storm.

65

4

4

JAPAN

Earthquake.

Storm.

70

5

4

Germany

Hail.

Storm.

72

5

4

China

Storm.

76

5

4

Netherlands

Hail.

82

5

4

Germany

Hail.

84

4

4

Germany

Hail.

87

5

4

France

Flood.Hail.

91

5

4

USA

Flood.

93

4

4

USA

Storm.

93

4

4

USA

Flood.

93

4

4

Costa Rica

Earthquake.Volcano.

96

4

4

Germany

Flood.

Hail.

97

3

4

Belgium

Flood.

Storm.Hail.

97

3

4

Germany

Flood.

Hail.

97

3

4

Germany

Flood.

Hail.

100

5

4

Germany

Flood.

Hail.

104

5

4

China

Storm.

105

5

4

Japan

Earthquake.

Storm.

105

5

4

China

Flood.

Storm.

105

5

4

China

Flood.

Storm.

109

4

4

USA

Earthquake.

110

5

4

Germany

Hail.

48

Earthquake.

Flood.Storm.

Storm.
Storm.

111

4

4

Switzerland

Flood.Hail.

112

5

4

Netherlands

Flood.Hail.

Storm.

115

3

4

China

Storm.

Flood.

116

5

4

China

Flood.

117

5

4

USA

Storm.

119

5

4

Germany

Hail.

120

5

4

Switzerland

Flood.Hail.

123

5

4

China

Storm.

126

4

4

Germany

Hail.

128

5

4

Austria

Hail.

Earthquake.

129

5

4

Romania

Flood.Hail.

Earthquake.

129

5

4

Israel

Earthquake.

129

5

4

Ukraine

Hail.

Earthquake.

131

3

4

China

Flood.

Storm.

132

5

4

Netherlands

Hail.

Storm.

133

4

4

Netherlands

Flood.

Storm.

134

5

4

China

Storm.

139

5

4

Germany

Hail.

140

5

4

Germany

Hail.

142

5

4

Germany

Flood.

Hail.

143

5

4

Germany

Flood.

Storm.Hail.

144

5

4

Italy

Earthquake.

Storm.Hail.

148

5

4

Germany

Hail.

150

5

4

USA

Flood.

151

5

4

Italy

Flood.Hail.

152

5

4

Taiwan

Earthquake.Storm.

153

5

4

Netherlands

Flood.Hail.

Storm.

156

5

4

China

Flood.

Storm.

158

3

4

USA

Earthquake.

158

3

4

USA

Hail.

158

3

4

China

Storm.

159

3

4

Belgium

Hail.

160

4

4

Taiwan

Earthquake.Storm.

161

4

4

USA

Earthquake.

162

5

4

USA

Storm.

163

5

4

USA

Storm.

165

4

4

China

Flood.Hail.

Earthquake.

1

5

3

Denmark

/

Storm.

3

5

3

China

Hail.

3

5

3

USA

Storm.

3

5

3

Mexico

Earthquake.

/

49

Earthquake.

Storm.

Storm.
Earthquake.Storm.
Flood.

5

5

3

China

Flood.Storm.

5

5

3

Mexico

Earthquake.Storm.

9

3

3

China

Storm.

13

3

3

USA

Storm.

15

4

3

USA

Storm.

17

5

3

Hungary

Hail.

18

3

3

China

Flood.Earthquake.Storm.

19

3

3

China

Storm.

20

5

3

France

Hail.

21

5

3

USA

Storm.

21

5

3

China

Storm.

29

4

3

USA

Storm.

31

3

3

USA

Storm.

33

5

3

USA

Storm.Hail.

33

5

3

USA

Hail.

35

3

3

UK

Storm.

36

5

3

USA

Earthquake.

38

3

3

Germany

Hail.

40

5

3

USA

Storm.

46

5

3

China

Storm.Hail.

47

5

3

China

Storm.

49

4

3

USA

Storm.

61

5

3

USA

Storm.

63

4

3

China

Flood.Storm.

73

4

3

Germany

Storm.

74

3

3

Germany

Storm.

85

5

3

China

Storm.Hail.

86

5

3

Germany

Storm.Hail.

89

5

3

Germany

Hail.

90

4

3

Germany

Storm.Hail.

92

3

3

China

Flood.Storm.

93

4

3

USA

Storm.

94

3

3

China

Earthquake.

95

5

3

China

Flood.Storm.

97

3

3

Germany

Hail.

99

3

3

Tunisia

Earthquake.

99

3

3

Tunisia

Earthquake.Storm.

101

5

3

USA

Storm.

102

3

3

China

Storm.

103

5

3

China

Storm.

108

5

3

Germany

Storm.
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109

4

3

China

Storm.

114

5

3

China

Earthquake.

114

5

3

China

Storm.Hail.

116

5

3

China

Storm.

116

5

3

India

Storm.

122

4

3

Germany

Hail.

125

5

3

USA

Storm.

125

5

3

China

Storm.

127

5

3

USA

Storm.

128

5

3

USA

Storm.

129

5

3

China

Storm.

129

5

3

Israel

Flood.Earthquake.

129

5

3

China

Storm.Hail.

135

4

3

Netherlands

Flood.Storm.

136

5

3

India

Storm.

138

5

3

USA

Storm.

138

5

3

China

Storm.Hail.

141

5

3

Germany

Hail.

149

5

3

USA

Storm.

151

5

3

China

Earthquake.Hail.

154

5

3

Hail.

155

4

3

157

5

3

Germany
Czech
Republic
Germany

159

3

3

Germany

Hail.

8

4

2

USA

11

4

2

USA

31

3

2

China

42

4

2

USA

63

4

2

USA

63

4

2

China

68

5

2

USA

75

4

2

USA

77

5

2

USA

96

4

2

USA

96

4

2

Thailand

98

5

2

Thailand

102

3

2

Poland

129

5

2

Mexico

137

5

2

USA

145

4

2

USA

147

5

2

USA

Hail.
Hail.

51

150

5

2

USA

166

3

2

China

18

3

1

Indonesia

45

4

1

USA

52

5

1

Singapore

109

4

1

Indonesia

109

4

1

Indonesia

129

5

1

Malaysia

131

3

1

Malaysia
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Appendix C: Number of sites in hazard level per commodity type
Figure 32 presents the commodities that are exposed to hazards. It can be seen that many community groups have half of the locations located in
hazardous areas (above hazard level four) although this result highly depends on the commodity types in scope. The most hazardous locations are
mostly evenly distributed in different commodities groups. However, for Specialty Materials, there are four sites rated with high hazard level since
they are the manufacturing sites from the same supplier that locate at the same area. The extreme cases are Generators and Key components, which
have only one manufacturing location but is rated with the highest hazard level

Number of sites with hazardous levels per commodity type
Number of sites

25
20
15
10
1

5

2
0

3
4
5

Commodity types

Figure 32: Number of sites in hazard level per commodity type
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Appendix D: Catastrophe models application
According to Marsh, the process of catastrophe modeling (cat modeling) includes four main steps, namely
data collection, data quality, modeling, and reporting. This appendix briefly introduces the modeling phase
since it is the core of assessment. The two online applications, CatNet and NATHAN are compared to
demonstrate the different outputs from different catastrophe models.
At the modeling phase, multiple modules from the industry leading companies, AIR and RMS, are used to
analyze the hazards, exposure, and vulnerability. The hazard module can be implemented when the
locations are known, while the exposure module and vulnerability module cannot be executed until the
elements-at-risk (i.e. suppliers’ sites) are examined. The lack of information is also the reason why this
research is limited to hazard assessment.
NATHAN and CatNet are the two online applications (i.e. catastrophe models) developed by Munich Re
and Swiss Re. Munich Re started developing its World Map of Natural Hazards in 1978. The database has
been continuously updated and used as part of the database for NATHAN, which was published in 2000.
The rationale of the hazards shown on its world map incorporates three essential components, namely (1)
intensity, (2) frequency and (3) reference period, whenever the information is available. However, a lot of
information for hazards is still unclear, so the experts could only integrate the available data and build
models accordingly. Similarly, initiated in 2003, CatNet is constrained by the limited data sources for each
type of peril. With the information on hand, Munich Re and Swiss Re adopt historical data and simulation
to build up their catastrophe models, while the two applications apply different measurements for different
hazards as shown in Table 7. Thus far, the catastrophe models are not yet applicable to all the geographical
areas, especially in the non-economic areas, as RMS summarizes its model coverage in Figure 33.

Figure 33: RMS worldwide catastrophe model coverage (Source: Risk Management Solutions, Inc., 2013)
Table 7: The comparison of hazard types from CatNet and NATHAN
CatNet

NATHAN

Categories

Hazard

Units of measurement

Hazard

Units of measurement

Return period (years)

River flood

Areas threatened

Flood

River
flood

Risk zone

Flash flood

Frequency and intensity
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Coastal
flood

Storm surge

Height and distance from water

Earthquake

Seismic

Pseudo spectral
acceleration (PSA, in g
(gravity))

Earthquake

Probable maximum intensity (return
period of 475 years with 10%
exceedance probability in 50 years)

Tsunami

Tsunami

Risk zone

Tsunami

Return period (years). No systematic
examination available.

Tropical
cyclone

Peak wind speed (km/h)

Extratropical
storm

Peak wind speed (km/h)

Windstorm

50-year peak gust range
(m/s)

Storm

Volcano

Hailstorm

Hail days (>2cm) per
2500 square km per year

Hail

Frequency and intensity

Tornado

F2-F5 tornadoes/year

Tornado

Frequency and intensity

Volcano

Ash thickness (cm)

Volcano

Secondary effects that can occur (e.g.
climate impacts, supra-regional ash
deposits) are not considered
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Appendix E: Example questionnaire for collecting case information
Table 8: Example questionnaire for analyzing potential mitigation strategies of natural disaster risks
Functionality and criticality of the components purchased
What components/products we buy from the supplier?
Do these components have critical functions for the end products?
What are the end products of these components?
Supplier relationship/performance/attitude (is it positive or negative for risk management?)
Since when did we start collaborating with the supplier?
Is there co-development of the components involved?
The frequency of communication with the supplier (formal meetings, any different visits etc.)?
Are there any supplier disasters or unfavorable events happened before? (quality, financial
instability, delivery delays, etc.)
Is the supplier willing and active to make improvements when we point out its flaws?
Possibility of multi-sourcing
Can the components be sourced easily from another supplier?
Did the supplier design any components for us and hold IP for the components?
Possibility of increasing safety stock level
Is it expensive to increase safety stock level for the supplier?
Are there many engineering changes for these components? Does it happen often?
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Appendix F: Maintenance of management
With the management methodology and the process in place, simplicity and effectiveness need to be shown
to the top management, so that the management of natural disaster risk can be an active project in Alphadica.
In this appendix, tools and management frequencies are discussed specifically for Alphadica based on its
conditions, while other companies may adopt similar methodology if tools are available and the conditions
are similar.
Phases and stages of management
This thesis project acts as the pilot project for Alphadica’s natural disaster risk management and performs
the first phase of risk management. In order to scale up and cover all the suppliers that the company plans
to manage, realistic milestones need to be established by considering the time and resources available at
each stage.
From this research, it is observed that the critical supplier list acquired by Risk Management is not the latest
version. A correct critical supplier list ensures the company to manage the right scope and to spend its
management resources efficiently. Hence, updating the critical supplier list will be the first thing to do after
this pilot project.
Another important input that needs modification is the MPL. Currently, the company estimates the MPL
by assuming that all products from the same business group have similar prices; this assumption will result
in an over-generalizing result for all products. The MPL of critical products will be under-estimated, and
products with a low financial impact can be mistakenly considered critical and waste the management
resources. In addition to the lack of accuracy, the current MPL is calculated on the supplier level instead of
the site level. Since the risk assessment and the risk management strategies are at the site level, it is ideal
and rational to calculate the MPL at the site level, so the supplier sites with a potentially high financial
impact can be identified. The need of such information leads to the component-site mapping, which takes
time and a lot of preparation to initiate and bring all the relevant stakeholders on board. Nevertheless, having
such information in the central system will be very beneficial for the company because it brings visibility
of all the supply chains for the business groups and the end products. The cause at the upstream as well as
the impact at the downstream can be linked and traced. Several internal stakeholders have already shown
their high interests in this information.
Figure 34 shows the road map of natural disaster risk management, including the pilot project, input
information modification and the future risk assessment with a bigger scope. It takes some time to acquire
the accurate information as inputs because this is the only way to produce meaningful and credible output
for the company. Therefore, even though the assessment may not be fulfilled in one year, spending time on
making a robust database is the key to facilitating the implementation of later stages.
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Figure 34: Indicative road map of natural disaster risk management
Frequency of refreshing information and the assessment result
When having all the information in place, an important question that the company should ask itself is how
often the information needs to be refreshed to make the data up-to-date. The main items that need to be
maintained are (1) critical supplier list, (2) managed risk level, and (3) hazard assessment. As mentioned
in Section 5.1, the critical supplier list and the managed risk level are updated to ensure that the most critical
suppliers are managed and the management resources are spent on the right place.
The information can be achieved by requesting GSAM/SAM to update the MPL, sourcing strategy, and the
site improvements online annually or bi-annually. The prerequisite of a smooth information update is that
component-site mapping has to be clear and transparent to all the stakeholders and centrally stored because
when a supplier has new GSAM/SAM, the new stakeholders may not be able to renew the database in time
when the original information is incomplete. Hence, the bottom line of identifying critical suppliers is to
make information transparent, centrally stored and easy for people to update.
On the contrary, the hazards do not need to be assessed every year since CatNet and NATHAN apply static
databases rather than dynamic information. Therefore, the hazard assessment could be done every three or
five years depending on how often CatNet and NATHAN have major updates in their database. Besides the
updates of the two applications, new suppliers also need to be assessed if they are in hazardous areas.
Tools to maintain the management
During the whole management process, hazard assessment is the phase that requires external tools the most
because identifying perils relies on massive data sources. During the exploration of this project, CatNet and
NATHAN are found to be the two tools that are recommended for Alphadica.
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NATHAN Portfolio is the version that allows users to upload a list of suppliers and store the information
under an account name. In addition, there is no restriction for the uploaded data fields, so that users can
include as much information as they need per location. For companies like Alphadica, a big advantage of
NATHAN is that it produces a final hazardous risk score for each location. Therefore, it is convenient for
users to directly adopt the output as the assessment results, which are guaranteed to be credible with Munich
Re’s expertise. Based on the final risk score per location, NATHAN is able to illustrate the locations on a
world map with colors, so users do not need to search for another tool to visualize the assessment result. In
addition to these advantageous features, NATHAN Portfolio can generate a complete management
summary report, which simplifies and automates a lot of work for the hazard analysis. However, these
powerful services from NATHAN Portfolio cost €40,000 per year.
On the other hand, CatNet is an option that is free of charge. The tool produces similar assessment results
as NATHAN’s, but there are a few limitations from the tool. First, CatNet does not produce a final score
for each location, so the users need to integrate the results themselves from the output. The doubt arises
since the integration methodology may not be reliable without experts’ insights. Secondly, the operational
disadvantages include limited data fields when uploading data and the uploaded database cannot be stored
online. Additionally, CatNet does not generate a managerial summary for the assessment results. In spite
of all those downsides, a feature that makes the application compensates NATHAN is that it provides realtime hazard identification on the map.
Considering CatNet may be the tool used by Alphadica at the initial phases due to its zero cost, an Excel
template “CatNet Assessment Template” was created with built-in Excel VBA, formulas, and formatting
to equip the natural hazard assessment. The template is meant to transfer the output of CatNet into a fivelevel scale, which is in line with Alphadica’s risk management rationale. In the end, Google Maps can be
used to visualize the hazardous locations on a world map. In addition to the tools and the templates for
hazard assessment, an Excel template for collecting suppliers’ manufacturing locations is provided to the
company. Also, at the end of this project, an instruction manual will be provided to demonstrate how the
tools and templates can be used, so the knowledge can be passed down. The relevant tools and templates
are summarized in Table 9 to present if the step requires more manual work or it is automated.
Table 9: Tools for natural hazard assessment
Assessment steps
Data collection
Generation of coordinates
Hazard identification
Hazard assessment
Hazard visualization

Tools
Excel template
“Supplier Manufacturing Locations Template”
Google Maps/ Map coordinates
CatNet (or NATHAN)
Excel template “CatNet Assessment Template”
Google Maps
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Automated or manual
Manual
Manual
Automated
Automated
Manual

